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The Ethics of Information
Warfare—An Overview

“By the word ‘information’we denote all the knowledge which
we have of the enemy and his country, therefore, in fact, the
Jfoundation of all our ideas and actions [in war].”

(C.Von Clausewitz, F. N Maude et al. 2008, p. 81).

This volume collects twelve original contributions addressing some of the most
important ethical problems raised by Information Warfare (IW), the complex set of
new phenomena associated with the use of Information and Communications Tech-
nologies (ICTs) in fighting scenarios. IW is redefining how war is waged. In doing
so, it is reshaping the concept of war itself, raising new ethical problems and chal-
lenging old solutions. These transformations are at the core of the current debates
in research fields such as ethics, philosophy of technologies, war studies, and politi-
cal philosophy. The main purpose of this volume is to provide an interdisciplinary
investigation of some of the most compelling ethical problems posed by IW and to
present innovative analyses for their solutions.

Before the pervasive dissemination of ICTs, the expression ‘information war-
fare’ referred to the importance of information, understood as the semantic content
(Floridi 2010), within military strategies. Information as semantic content is rel-
evant to war-waging both in relation to intelligence-gathering and as a means for
propaganda aimed at demoralising the enemy’s military forces and civilians. How-
ever, with the advent of the information revolution and the capillary dissemination
of ICTs, the role of information in warfare radically evolved. ICTs further support
war-waging in two new ways: by providing unmanned weapons to be deployed on
the battlefield—like drones and semi-autonomous robots used to hit ground targets,
defuse bombs, and patrolling actions—and by creating an entirely new battlefield,
called the ‘cyber domain’, where warfare is waged with software tools, e.g. com-
puter viruses or security packages. During the past two decades, such new uses of
ICTs in warfare proved to be convenient and effective and gained a central role in
militaries strategies. Nowadays, IW indicates a heterogeneous phenomenon con-
cerning the deployment of robotic weapons, of cyber weapons, and the use of ICTs
to foster coordination among militaries on the battlefield and for propaganda, the
so-called C4ISR (integrated command, control, communications, computers, intel-
ligence, surveillance, and reconnaissance) (Libicki 1996; Taddeo 2012).
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The rise of IW is not surprising. Historically, technological breakthroughs deter-
mine changes affecting the structure of both civil society and military organisations.
As described by (Toffler and Toffler 1997), this was the case with the Neolithic
revolution, when human beings first made weapons out of wood and rocks, and with
the Industrial revolution, which provided the means for industrialised warfare and
for the dissemination of weapons of mass destruction. The Information revolution is
the latest example. It has changed our activities in several ways and at several levels
(Floridi 2010). The use of ICTs changed the way individuals manage their commu-
nications and daily practices, from working and reading books, listening to music
and driving. At a social level, ICTs reshaped social interactions; at the institutional
level they provide new tools for the management of information and bureaucracy
(Ciborra 2005; Saxena 2005); and when considered with respect to warfare, ICTs
determine the latest revolution in military affairs. In this sense, IW is the warfare of
the information age.

Nonetheless, it would be misleading to consider this new type of warfare sim-
ply as the latest evolution of war fighting techniques. For IW engenders radical
changes, which concern the very way in which we understand war, not just how it is
waged. War is traditionally understood as the use of violence by a state through the
latter’s deployment of military forces, in order to determine the conditions of gov-
ernance over a determined territory (Gelven 1994). As Oppenheim put it: “war is a
contention between two or more states through their armed forces, for the purpose
of overpowering each other and imposing such conditions of peace as the victor
pleases”, (Lauterpacht 1952, p. 202). The choice to undertake a (traditional) war
usually involves a substantial commitment, given its heavy human, moral, econom-
ical, and political costs. Such aspects of war-waging have been radically changed
by IW, which provides the means to carry out war in a completely different man-
ner. The changes determined by IW are of astounding importance as they concern
both the way the military and politicians consider and wage war, and the way war
is perceived by the civil society. Like traditional warfare, IW is very powerful and
potentially highly disruptive. However, unlike traditional warfare, IW is potentially
bloodless, cost effective, and does not require military expertise. In short, ICTs have
modified the costs of war, and hence our understanding and evaluation of them.

Furthermore, the information revolution brought to the fore a new domain, the
cyber domain, which has become an important part of the environment in which we
live and interact and plays crucial role for the development of contemporary societies
(Floridi 2010). The management of national health systems, the regulation of energy,
water and food supply-chains are only some examples of the aspects of contempo-
rary societies that largely depend on the efficient functioning of the cyber domain. In
this context, the ability to control, disrupt or manipulate the enemy’s informational
infrastructures has become as decisive, with respect to the outcome of conflicts, as
weapon superiority. Ethical analyses of IW need to take into account these aspects,
for they pose important ethical problems concerning, for example, the moral stance
of the entities existing in the cyber domain and the moral responsibilities for the
actions performed by autonomous artificial agents, such as cyber viruses or robotic
weapons, and increasingly hybrid agents, represented by human-machine systems.
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Two interwoven sets of problems are of particular relevance, when considering
the ethical implications of IW. The first one concerns the definition of IW and its
properties. As Orend puts it in his chapter, there is a conceptual fog shrouding this
type of warfare. Scholars are still debating on issues such as the nature of non-kinetic
cyber attacks (Schmitt 2008) (Arquilla 1998), the definition of IW, its long-term ef-
fects on the concept of war (see, for example, Dipert’s chapter) and its role in the fu-
ture development of international politics and economy. Casting some light through
this fog is the preliminary and necessary step toward the solution of the second set
of problems. These are ethical problems that range from the consideration of the
most adequate ethical framework to prescribe principles for conducting a just war
(Dipert 2011) to the solution of more applied issues. In this respect, three categories
of applied ethical problems are at the centre of the contemporary debate on IW, at-
tracting the attention of both ethicists and policy-makers; these are the risks, rights
and responsibilities—the 3R problems (Arquilla and Ronfeldt 1997; Taddeo 2012).

Risks. The risks involved in IW concern the potential increase in the number of
conflicts and casualties. ICTs-based conflicts may be virtually bloodless for those
involved. This advantage has the drawback of making war less problematic for the
force that can implement these technologies, therefore making it easier not only for
governments, but also for criminal or terrorist organisations, to engage in such con-
flicts around the world (Arquilla and Borer 2007; Steinhoff 2007; Brenner 2008).

Rights. IW is pervasive since not only can it target civilian infrastructures, it can
also be launched through civilian computers and websites. This may initiate a pol-
icy of higher levels of control, enforced by governments in order to detect and de-
fend their citizens from possible hidden forms of attacks. In this circumstance, the
ethical rights of individual liberty, privacy and anonymity may come under sharp,
devaluating pressure (Arquilla 1999; Denning 1999).

Responsibilities. The problem concerns the assessment of responsibilities when
using semi-autonomous robotic weapons and cyber viruses. In the case of robotic
weapons, it is becoming increasingly unclear who, or what, is accountable and re-
sponsible for the actions performed by complex, hybrid, man-machine systems on
the battlefield (Matthias 2004; Sparrow 2007). The assessment of responsibility
becomes an even more pressing issue in the case of cyber attacks, as it is potentially
impossible to trace back the author of such attacks (Denning 2007).

The twelve chapters of this volume address the changes and the problems caused
by IW, with different focuses and approaches. The volume is divided into three
parts. The first part focuses on issues pertaining to the concept of IW and the clari-
fications that need to be made in order to address its ethical implications. It includes
four chapters: Fog in the Fifth Dimension: The Ethics of Cyber-war, by Brian
Orend; The Future Impact of a Long Period of Limited Cyber warfare on the Ethics
of Warfare, by Randall Dipert; Is Warfare the Right Frame for the Cyber Debate?,
by Patrick Lin, Fritz Allhoff, and Keith Abney; and Technology, Information, and
Modern Warfare: Challenges and Prospects in the 21st Century, by Wayne McCor-
mack and Deen Chatterjee.

Orend’s chapter opens the volume by first addressing the conceptual confusion
surrounding IW and outlining some useful clarifications and distinctions. The focus
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is then shifted on to the analysis of Just War Theory and on how it can be embraced
to provide some guidance in waging IW. The contribution stresses that Just War
Theory remains the core conceptual framework for evaluating the ethics of political
violence in general, and the ethics of IW in particular, but at the same time the chap-
ter acknowledges the patches of darkness and confusion that remain unaddressed
by Just War Theory.

Dipert’s analysis adopts quite a different approach from Orend’s. The chapter
focuses mainly on cyber attacks and cyber warfare. He first provides a detailed
taxonomy of the different instances of this phenomenon, then discusses possible
alternative defensive strategies that may be put in place in the long term by govern-
ments in order to guarantee cyber defence.

The contribution by Lin, Allhoff, and Abney concerns above all cyber attacks.
They highlight the relation between the policy vacuum concerning the launching
of such attacks and the absence of ethical principles that provide guidance for the
waging of cyber warfare. The chapter concludes by suggesting that the ethical prob-
lems posed by the occurrences of cyber attacks are overcome if such attacks are
considered as attacks to privates rather than instances of warfare, which may give
rise to private defence, i.e. self-defence by private parties, especially commercial
companies, as distinct from a nation-state’s right to self-defence.

The chapter by McCormack and Chatterjee addresses the normative and legal
challenges that ICTs pose for modern warfare. They first examine the ethical and
legal implications of IW in relation to the internal affairs of nations facing armed
uprising or undergoing similar violent turmoil. Then, they focus on the ethical con-
sequences of the growing reliance on ICTs in modern warfare and analyse the blur-
ring of the distinction between pre-emption and prevention in self-defence wars.

The second part of the volume collects four contributions focusing on Just War
Theory and its application to the case of IW: Permissible Preventive Cyberwar:
Restricting Cyber Conflict to Justified Military Targets, by George R. Lucas; Moral
Cyber Weapons: The Duty to Employ Cyber Attacks, by Dorothy Denning and Brad-
ley J. Strawser; The Ethics of Cyber attack, by Steven Lee; and Just Information
Warfare, by Mariarosaria Taddeo.

Lucas’ chapter investigates the conditions for preventive cyber warfare. The
chapter first distinguishes permissible from impermissible forms of cyber conflicts
as well as genuine warfare from criminal or terrorist enterprises. It then stresses the
lack of discrimination often encountered in the formulation of cyber strategy and
development of cyber weapons. The chapter concludes by considering the case of
Stuxnet and arguing in favour of establishing international governance and guid-
ance that (with respect to proportionality, discrimination, and the principle of last
resort) may provide regulations for the use of cyber weapons. Lucas argues that
cyber warfare is permissible “if it aims primarily at harming military infrastructure,
degrades an adversary’s ability to undertake highly destructive offensive opera-
tions, harms no civilians and/or destroys little or no civilian infrastructure in the
process, and is waged as a last resort in the sense that all reasonable alternatives
short of attack have been attempted to no avail, and further delay would only make
the situation worse.”
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The contribution by Denning and Strawser also concerns the ethical principles
for the deployment of cyber weapons. In particular, this contribution focuses on
the international law of armed conflict. It defends the thesis that, at least in some
circumstances, the use of cyber weapons not only respects the principles of Just
War Theory, but that a “positive duty to employ” such weapons may arise in certain
contexts. It is argued that in some cases the option of using cyber weapons is not
just permissible for a state, it is actually a moral duty. The moral obligation rests on
the consideration that non-kinetic cyber attacks may reduce the risk of bloodshed.

Lee’s analysis focuses on cyber attacks and the suitability of Just War Theory for
providing some guidance to them. The chapter first investigates the nature of cyber
attacks and cyberwar. It then considers cyber attacks on the basis of the principles
of jus ad bellum and jus in bello. Finally, it concludes that while cyber attacks are
a novel form of conflict, their ethical dimensions can be understood for the most
part in terms of the traditional categories of Just War Theory. At the same time, Lee
maintains that the principle of last resort cannot be applied in case of cyber attacks,
since each side’s fear that the other is about to attack will make it impossible for
either side to explore effectively options short of war for resolving the conflict.

Taddeo’s chapter has the twofold goal of filling the theoretical vacuum
surrounding IW and of grounding the definition of new ethical principles for this
phenomenon. The chapter argues that Just War Theory is a necessary but insuffi-
cient instrument for evaluating the ethical implications of IW and that a suitable eth-
ical analysis of this kind of warfare may be developed by merging Just War Theory
with Information Ethics. The initial part of the chapter describes IW and its main
features, and highlights the problems that arise when Just War Theory is endorsed
as a means of addressing ethical problems caused by IW. The final part introduces
the main aspects of Information Ethics and defines three principles for a Just IW.

The third section comprises three chapters that adopt alternative approaches to
Just War Theory for analysing the ethical implications of IW: “The Ethics of Cyber
Attacks, by Thomas W. Simpson; Virtue in Cyber Conflict, by Don Howard; Armed
Robots and Military Virtue”, by Shannon Vallor; and Deception and Virtue in Ro-
botic and Cyber Warfare, by John Sullins.

Simpson’s chapter addresses the circumstances under which it is permissible to
attack ICTs’ infrastructures. It analyses Just War Theory in relation to IW and it is
argued that Just War Theory is appropriate for assessing the permissibility of cyber
attacks in some, but not in all, contexts. The thesis defended is that the concept of
harm to property provides the right framework to evaluate a great proportion of the
moral significance of cyber attacks, which otherwise escapes the principles of Just
War Theory.

Howard’s analysis adopts virtue ethics to investigate the ethical issues raised
by the deployment of tele-operated robotic weapons. The analysis first describes
the role of virtue ethics in decision-making processes in general and in war-related
circumstances in particular. It then addresses two fundamental questions: whether
the technologizing of war made honour and courage irrelevant; and how relying
upon the integrity of the cyber warrior (the soldier who remotely controls robotic
weapons) may ensure ethical action in cyber conflicts. The analysis concludes by
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considering how the principles of virtue ethics should be included in the training
and evaluation processes of cyber warriors.

Vallor’s contribution examines the impact of the progress of military robotics
on the perception of virtues in military contexts. While early reflections on the
ethical implications of military robotics have focused primarily on utilitarian or de-
ontological considerations, this chapter stresses the importance of an intensive and
rigorous treatment of the virtues in the context of military robotics. Three aspects
are analysed in detail: the effects of the developments in robotics on the contexts
of military action in which moral excellence is displayed; the possibilities and the
modes in which robots could embody or emulate virtues, especially prudence and
excellence; and the redefinition of the way in which scientists and engineers, both
military and civilian, understand their ethical roles in society when ‘engineering
virtue’ in military robotics.

Sullin’s chapter considers how robotic and cyber weaponry could be deployed
in such a way that our commitments to just and legal warfare are enhanced and not
degraded. In particular, the chapter explores the possibilities of designing and de-
veloping information technologies that can help us make better decisions on the bat-
tlefield. A central aspect of the proposed analysis concerns the concept of deception
and the implementation of deceptive strategies by virtuous artificial agents, which
are considered trustworthy agents by their ‘fellow soldiers’. The chapter concludes
by redefining the concepts of deception and trust in relation to artificial agents.

Finally, an afterword by Neelie Kroes concludes the volume. The contribution
describes the interests and commitments of the European Digital Agenda with re-
spect to the research for the development of robots to be deployed in several cir-
cumstances, of which warfare is one. It also illustrates the goals, namely, ease of
use, safety, and autonomy, of the research developed within the European Commu-
nity and devoted to the design of robots in general, and robotic weapons in particu-
lar. The contribution concludes by considering the ethical problems that arise from
developing and deploying machines that are autonomous to some degree, such as,
for example, the assessment of the responsibility for actions performed by robots.
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Part 1
Analysing Information Warfare



Chapter 1
Fog in the Fifth Dimension: The Ethics of
Cyber-War

Brian Orend

Abstract Cyber-warfare is a cutting-edge topic in armed conflict. It can be defined,
at least initially, as attempting to use the Internet, and related advanced computer
technologies, to substantially harm the fundamental interests of a political commu-
nity. And cyber-space has been referred to as “the fifth dimension of warfare,” after:
land; water; air; and space. Yet, much confusion (or “fog”) surrounds cyber-war-
fare, both regarding its present realities and its future potential. How much damage
can cyber-attacks actually do? Is it even appropriate to liken computer-based cyber-
attacks to physical (“kinetic”) violence? Is “informational warfare”, as cyber-war is
otherwise known, changing the very nature of political conflict in our time (indeed,
for all time)? This chapter aspires to clear up some—but certainly not all—of this
fog which surrounds the fifth dimension. It will do so by means of critically examin-
ing three important distinctions in this regard. But first, some workable definitions
are required.

All action takes place, so to speak, in a kind of twilight which,

like a fog or moonlight, often tends to make things seem

grotesque and larger than they really are. (Clausewitz 1995)
Carl von Clausewitz, On War
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conflict in our time (indeed, for all time)? This chapter aspires to clear up some—
but certainly not all—of this fog which surrounds the fifth dimension. It will do so
by means of critically examining three important distinctions in this regard. But
first, some workable definitions are required.

1.1  Quick Definitions

As offered above, “cyber-warfare” is an umbrella term, referring to the aggres-
sive use of advanced computer technologies in a way deliberately designed to sub-
stantially harm the fundamental interests of a political community (Carr 2010). A
political community can be considered a country, state, or nation, but was perhaps
most suggestively defined by Aristotle as an on-going human partnership, formed
for the sake of the common good of its members and aimed at achieving both justice
for all and happiness for each (Aristotle 1984). Political communities have many
interests, but among the most fundamental are: peace and security; access to vital
resources; the right to govern themselves free from foreign domination; the right to
grow their economy and try to improve their lives; and finding a balance between
creative innovation and reliable stability in their way of life. Most basic, perhaps,
of a country’s fundamental interests are: freedom from invasion; freedom from
domination; and secure possession of those resources truly needed to survive on an
on-going basis (Orend 2013).
Cyber-warfare, generally, can take one of three forms:

1. espionage (i.e., using the Internet, etc., to gather information which a country
has taken steps to protect as a matter of national security, such as secret-, confi-
dential-, or classified information);

2. the spread of disinformation, via the same means, in a manner which harms the
security interests of the target country; and/or

3. sabotage (i.e., using these means to bring about the non-functioning, or destruc-
tion, of various systems which are integral to the basic interests of a political
community. The systems most often mentioned include: electricity and power;
water and fuel distribution; computerized parts of manufacturing facilities; trans-
portation systems, such as air or rail; banking and the stock market; and even
the Internet itself, or at least the most used web-sites (like Google or Facebook),
Internet service providers, and/or the most basic operating systems.) (Clarke
2010)

Cyber-attacks would then refer to any specific use of any of 1-3 above, as tools
within the overall cyber-warfare strategy. The countries most frequently mentioned
today with reference to cyber-war technology include: America; Britain; China;
France; India; Israel; Pakistan; and Russia (Clarke 2012).
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1.2 The First Distinction: “Cyber-War-Skeptic” Vs.
“Cyber-War-Salesman”

A cyber-war-skeptic would be someone, like Howard Schmidt, who declares that
“there is no such thing as cyber-warfare.” (Schmidt 2006) A cyber-war-skeptic be-
lieves that the threat from such measures (as 1-3 above) is minimal or, at least, not
at all on a level where talking about a military response is appropriate. A cyber-war-
skeptic might also believe that the whole extended analogy—between information
attacks and computer viruses, on the one hand, and kinetic warfare and physical ca-
sualties, on the other—is: 1) crude and factually incorrect, perhaps even a “category
mistake” confusing two completely different things; 2) fear-mongering, capitalizing
on the common person’s (relative) intimidation by, and lack of knowledge regard-
ing, advanced computer technology; and 3) deliberate exaggeration, or even fraud,
communicated by those with a vested interest in the business of cyber-security,
ranging from cash-strapped military departments looking for fresh resources to
greedy software programmers drooling at the prospects for profit. (And the finan-
cial stakes are very considerable: The Pentagon has publicly disclosed that, in the
first half of 2009 alone, it spent over § 100 million USD “responding to, and repair-
ing damage from, cyber-attacks.”) (Clarke 2010).

A cyber-war-salesman, on the other hand, would be someone who wildly exag-
gerates the threat of cyber-war, and the disruption to be suffered from such. It needs
to be stressed that such a figure doesn’t have to be a cyber-war profiteer, as just
mentioned at the end of last paragraph. Consider that the influential 2010 Lipman
Report—i.e., the US Congress’ formal study of cyber-warfare, for American foreign
policy purposes—warned that threats of “crippling attacks on computer networks
are sharply on the rise.” (U.S. Congressional House 2011) The US mainstream
broadcasting company CBS reported, in an evening national TV broadcast, that,
in 2007, the US federal government suffered “an espionage Pearl Harbour” when
some unknown sources downloaded “terabytes of classified government and even
military information.” (Note the similarity between the spoken sound of “terabytes”
and “terror bites.”) (CBS News 2009) Indeed, in 2010, the U.S. Joint Forces Com-
mand issued a statement expressing its conviction that “adversaries have already
taken advantage of computer networks and the power of information technology...
to plan and execute savage acts of terrorism.” (USJFC 2010) Even the normally
staid New York Times reported that a malware program (i.e., a malicious software
virus) which had infected some U.S. factory computers should be “considered the
first attack on critical industrial infrastructure that sits at the foundation of modern
economies.” (New York Times 2010) Finally, consider the closing lines in one of
distinguished journalist Michael Gross’ important articles about information war-
fare in general, and a virus called “Stuxnet” (more below) in particular:

Cyber-conflict makes military action more like a never-ending game of uncle, where the
fingers of weaker nations are perpetually bent back. The wars would be secret, waged by
members of anonymous, elite brain trusts, none of whom would ever have to look an enemy
in the eye. For people whose lives are connected to the targets, the results could be as cata-
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strophic as a bombing raid, but would be even more disorienting. People would suffer, but
would never be certain whom to blame.

Stuxnet is the Hiroshima of cyber-war. That is its true significance, and all the speculation
about its target and its source should not blind us to that larger reality. We have crossed a
threshold, and there is no turning back. (Gross 2011a)

Within these various dramatic comments, one takes special note of the multiple
references to terrorism and to the Second World War.

So, the question naturally arises: who’s right? Who, between the cyber-war skep-
tic and the cyber-war salesman, is more correct? It will be an on-going theme of
this chapter that the truth between each of the three distinctions to be drawn and
addressed probably rests somewhere in the middle, in a Rawlsian over-lapping con-
sensus (as it were) (Rawls 1993). Where does the middle ground properly lay in this
present case?

1.2.1 Middle Ground Judgment

On the one hand, there is no denying that cyber-attacks are real, and they have had
some surprisingly serious consequences, at times very much akin to actual, kinetic
warfare. So, in this sense, the cyber-war skeptic is wrong and the cyber-war sales-
man, right. Several quick, illustrative examples:

e In 1982, during the height of The Cold War, a Canadian oil and gas company
thought they had a Soviet (Russian) spy in their midst. They contacted America’s
military. The Canadians and Americans launched a joint scheme: they would let
the spy steal what he was after: a computer-control system for regulating the
flow of oil and gas. (The Russians wanted this to modernize their pipeline system
in Siberia.) But the Americans programmed the computer system with “a logic
bomb”, designed to make the pipelines malfunction and eventually explode after
it was implemented. And that is exactly what happened, with some loss of life
and a substantial set-back for a key sector of the Soviet economy (The Econo-
mist 2010).

* In 2007, Russia launched a cyber-attack on Estonia, a neighbouring country.
There was a dispute between them regarding the movement of a war statue of
great meaning to the Russians. When the Estonians moved it, Russia responded
with a crippling cyber-attack on the websites of the Estonian government, media,
and its richest banks. For nearly a week, these institutions could not conduct
any business online, nor could their citizens/customers contact them, or access
anything through them. The attack came to an end only when Russia decided to
release its grip (Karatzogianni 2008).

* From May to December, 2010, India and Pakistan traded over 1,000 separate
cyber-attacks against each other, directed not only against official government-
and military web-sites but also selected high-profile companies, universities, and
research institutes. While most of these attacks were mere “defacements” of
the various web-sites (and thus more a form of disinformation, or graffiti, than
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sabotage), they nevertheless revealed both the involvement of these countries in
cyber-war activities as well as the degree to which they were capable of gaining
access and demonstrating control (Hyacinthe 2011).

* More seriously, in 2010, Iran was attacked by a computer virus or “worm” com-
monly believed to have been the joint-creation of both America and Israel (nick-
named “Stuxnet”). A piece of malware, this very sophisticated computer virus
was planted in a German-made component of one of Iran’s nuclear reactors.
When it was activated, the virus eventually disabled the reactor, forcing it to
shut down—Iest it melt-down and cause enormous damage—for an unspecified
time (thought to be at least for months, and perhaps even over 1 year). The goal,
reputedly, was to set-back Iran’s progress towards developing nuclear weapons
(Gross 2011a).

» Perhaps relatedly, in 2012 the “Flame” virus entered public knowledge. Reput-
edly, Flame went undetected for over 5 years. Its main purpose seems to have
been espionage or information-gathering. Experts have pronounced it “more
than 20 times more powerful” in its sophistication than Stuxnet and, by time of
discovery, it was confirmed to be present in over 5,000 computers, almost all in
the Middle East, with a special concentration in Egypt, Iran and Israel (Stall-
wood 2012).

» The country most associated with cyber-attacks today is China. Unlike American
and Russian attacks, though, which have tended to feature sabotage, the Chinese
seem to prefer espionage, both of the commercial- and political variety. Many of
the top US high-tech firms, such as Google, Microsoft, Apple, and various weap-
ons companies, have complained of sustained cyber-attacks from China which
have accessed tons of their highest-security information, including especially
product design- and patent information (as well as, intriguingly, human resourc-
es data, such as personal information about top executives). The companies have
pressed the US government to respond, but thus far all that have been issued are
verbal warnings by Hilary Clinton, the US Secretary of State (Gross 2011b).

Thus, informational warfare is truly real; and it can have—and has had—very seri-
ous consequences, including loss of life. (Though, admittedly, these most serious
consequences seem more rare and exceptional rather than regular and expected, as
with direct kinetic warfare.) On the other hand, the cyber-war skeptic seems correct
to insist that it’s important not to exaggerate people’s fears about the likelihood of
themselves being victimized by such strikes, or to make colourful but unhelpful
analogies to weapons (such as at Hiroshima) which can kill hundreds of thousands
of people. And it certainly seems compelling to note that all this talk, and all this ac-
tivity, surrounding cyber-warfare does serve some vested interests, out to gain nar-
row advantage, and we should regard their claims with some sober second thought,
and make them prove such. After all, if The Pentagon is spending $ 100 million
USD every 6 months on cyber-defence, one must admit that a pot of money that
large is likely to attract not only legitimate, but also questionable, attention.
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1.3 The Second Distinction: Realism Vs. Just-War
Theory

1.3.1 No Law

Cyber-warfare is here, and it’s real; and so the question arises: what, if anything,
should we do about it? An obvious response would be to try to regulate it with
the law. Presently, there is no international law whatsoever regarding informational
warfare. In 2011, America, China and Russia got together for a high-level meeting
of officials, one branded as being “talks about talks” regarding a possible negotiated
treaty between them on the acceptable methods and means of cyber-war (analogous
to the many such treaties on kinetic warfare). But the talks fell apart, amidst bitter
mutual accusations (Dinniss 2012).

It is vital to note that, in the absence of an international treaty on this, all the
major countries have simply (and resoundingly) declared that, as a matter of their
foreign policy, they will consider any “severe” cyber-attack against them as a casus
belli, i.e.: a cause for war, a reason to resort to war (presumably, either of the new
informational-, or the traditional physical, kind) (Carr 2010; Lynn 2010).

1.3.2 Thus, Ethics

In the absence of law, one turns to ethics for guidance. Traditionally, there are three
major traditions of thought about the ethics of war and peace: realism; just war
theory; and pacifism.

1.3.3  Pacifism

1.3.3.1 In General

Pacifism is a species of idealism regarding international affairs. Idealism is the
view that one’s goal as a country, when dealing with others, ought to be to do one's
part in making the world a better place. It’s like a form of national altruism, or un-
selfishness. When dealing with the outside world, use one’s resources and influence
to improve the world: make it richer, happier, more secure, and so on. Be a good
international citizen. Give a damn, so to speak, and act accordingly. Commonly,
idealists tend to divide into those favouring small-scale, concrete, and gradual im-
provements versus those attracted to larger-scale, sweeping, and more sudden shifts
in international politics. Prominent idealist thinkers would include Immanuel Kant,
whereas prominent idealist politicians would include former US President Wood-
row Wilson (Orend 2013; Price 2007; Kant 1983).
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1.3.3.2 On War and Cyber-War

The essence of pacifism, obviously, is a rejection of war. War is always wrong;
there is always some superior alternative to war, such as non-violent resistance.
For better or worse, pacifism thus far plays no effective role in the debate about
cyber-warfare. While there Aas been a pacifist-inspired idea to have a treaty ban-
ning all forms of cyber-war, and to have the Internet declared “part of the common
cultural heritage of humanity” (and thus, not a proper battlefield), it has thus far
gone nowhere (Menthe 1998). (Mathieu Doucet has suggested that perhaps pacifists
could actually endorse cyber-warfare, as a tool of nonviolent resistance designed to
shut down, or seriously complicate, the use of kinetic war, with its violent, bloody
consequences. That is an intriguing idea but one which, thus far, remains under-
developed—and, further, it would need to account for, and ethically grapple with,
those forms of cyber-war where killing force Aas resulted, such as in the Soviet
logic bomb case described above. Pacifists, presumably, could neither logically nor
morally endorse those forms: care would need to be taken to show which kinds of
cyber-war might be permitted and which not.)

1.3.4 Realism

1.3.4.1 1In General

Realism is the view that, as a country, one’s goal should be fo advance one s nation-
al interests. National interests are those things that improve, benefit, or enhance
the position of one’s country. They boil down to having both hard- and soft power.
Hard power is the use of economic resources, and/or armed force, to get what one
wants in international relations. Summarized as “the bucks-and-bullets” approach
to foreign policy, it means either buying or forcing the compliance of others to one’s
will. Soft power, by contrast, is the use of one’s language, ideas, values, and culture
to bring about the compliance of others to one’s will. The spread of one’s culture
is thought to create a commonality of world-view, a mutuality of interest, and a
reservoir of good will, which bolsters one’s ability to get what one wants. Realism
is thus like a form of national egoism or selfishness. When dealing with the outside
world, or “the international community,” one ought to (as they say) “Look Out
For Number One.” Do the best one can for one’s own society, especially in terms
of: national security and defence; growing the economy, optimizing one’s popula-
tion and its access to natural resources; and augmenting one’s cultural and political
influence around the world. Prominent realist thinkers would include Machiavelli
and Hans Morgenthau. Prominent realist politicians would include Henry Kissinger
and former US President Richard Nixon (Orend 2013; Machiavelli 1998; Kissinger
1995; Morgenthau 1970).
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1.3.4.2 On War and Cyber-War

In terms of warfare, realism clearly clashes with pacifism. Indeed, whereas pacifism
seems to say “nothing goes” in terms of violent warfare, realism replies with an
equally sweeping “anything goes.” The most important thing to note with warfare,
according to many realists, is that history shows that it is a dreadful thing to lose a
war, and such is almost never in the interests of any country. Thus, the over-riding
objective is to do whatever one deems required to win. It all becomes a calculus of
national self-interest and advantage.

The realist thus views the development of informational warfare as just the latest
permutation in human history’s endless cycle of violent conflict. Countries con-
stantly seek advantage in war, including especially through mastery of new weap-
ons. Cyber-technology is a new, and potentially very important, technology which
could have deep implications for armed conflict, in particular, and for the hierarchy
of nations in general. Thus, countries should be doing exactly what they are doing
right now: investing in its development; experimenting with its use; not tolerating
any strikes against themselves; threatening others over its use; using it against oth-
ers to gauge its impact; and ascertaining how best to use this new weapon in their
overall war-fighting, and foreign policy, objectives.

1.3.5 Just War Theory

In-between the extreme views of realism and pacifism resides just war theory. Like
pacifism (and unlike realism), just war theory believes that there is both sense and
value in applying ethics and moral values to issues of international relations. But
unlike pacifism (and like realism), just war theory believes that there can sometimes
be instances where resorting to war is justified, if only as “the least-worst” option.
Thus, if pacifism says “nothing goes” with regard to the ethics of war, and realism
declares that “anything goes”, just war theory opines that “something, sometimes
goes.” While war can be morally permissible, just war theory nevertheless views
war dimly and dangerously, and insists that it’s too risky and lacking in restraint to
allow for “anything goes.” Just war theory seeks to substitute, for that realist per-
missiveness, a set of sensible rules to restrain and guide those considering warfare
as a tool for solving some serious foreign policy problem. The just war approach has
been deeply influential on the international laws of armed conflict, for instance as
contained in the Hague- and Geneva Conventions, as well as in the UN Charter and
the various resolutions of the UN Security Council (UNSC) (Walzer 1977; Orend
2006; Roberts and Guelff 1999).

Elsewhere, I’ve further explained, and defended at length, the claims and ra-
tionale of just war theory against its two major rivals. I still believe it is the most
sophisticated, detailed, comprehensive, and well-defended system of thought about
the ethics of war and peace (Orend 2006, 2000a, 2009). As such, it profits us to con-
sider further Zow the just war rules and categories can shed light on informational
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warfare. The method will be as follows: to explain just war rules in general (as
they’ve applied traditionally to regular, physical warfare); and then to suggest how
they might apply to our analysis of informational warfare.

1.3.5.1 Jus ad Bellum

This is Latin for “the justice of war.” When, if ever, may states fight?

The just war answer is that states may fight only if they satisfy all of the fol-
lowing rules: just cause; right intention; public declaration of war by a proper au-
thority; last resort; probability of success; and proportionality. Those with “the war
power” (usually the executive branch in non-democratic societies, and the legisla-
tive branch in democratic ones) are to ensure they satisfy these principles before
embarking on war.

e Just Cause

The way international law renders just war theory in this regard is very clear and
quite helpful. Most experts agree that, when it comes to a just cause for war, three
general principles are at play:

1. All countries have the inherent, or “natural,” right to go to war in self-defence
from aggression. Aggression is defined as any unjustified use of force against
another country. Any armed attack which crosses an international border consti-
tutes aggression and is a casus belli, i.e., “a cause for war.”

2. All countries have the further natural, or inherent, right of other-defence—oth-
erwise known as “collective security”—to go to war as an act of aid, or assis-
tance, to any country victimized by aggression; and

3. Any other use of force—e.g., pre-emptive strike, or armed humanitarian inter-
vention—is not an inherent, or natural, right of states. Any country wishing to
engage in such is supposed to get the prior approval of the UNSC. Failing to
receive such prior authorization renders any such use of force illegal, itself an act
of aggression (Orend 2006, 2013; Regan 1996; Roberts and Guelff 1999).

So, if Country A commits an armed attack against Country B, then B (and any other
country C) is entitled to go to war against A as an act of defence from, resistance
to, and punishment of, aggression. Aggression is seen as a wrong so severe that
war is a fitting response because it violates the most basic rights of groups, and
individuals, to life and security, and to freedom and well-being—i.e., to go about
their lives peacefully, on a territory where their people reside. Classic examples of
international aggression include: Imperial Germany’s invasion of Belgium in 1914,
sparking WWI; Nazi Germany’s invasion of Poland in 1939, sparking WWII; Ja-
pan’s invasion of China in 1937, and its attack on the USA at Pearl Harbour in 1941,
sparking the Pacific part of WWII; the USSR’s invasion of Afghanistan in 1979;
and Iraq’s invasion of Kuwait in 1990, sparking the Persian Gulf War. There are
actually thousands of historical examples of international aggression (Orend 2006,
2013; Walzer 1977; Keegan 1990, 1994).
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* Proportionality

In every kind of law or rule, there is supposed to be a proportion, or balance, be-
tween problem and solution (or between violation and response), which is here to
say that international law commands that the problem in question really must be so
serious that war is a proper reply. Since war is so costly, bloody, and unpredictable,
it follows that only a very few problems in international life are truly so bad that
war will be a proportionate response to them. The function of this rule is to get those
with the war power to think again, deeply, whether there isn’t some other thing to be
tried—say, one of the other foreign policy tools, such as diplomacy or sanctions—
before resorting to force. What, if anything, might be a problem truly so severe that
war is a proportionate response? The answer of international law, and just war the-
ory (for reasons stated above) is: aggression. When confronted with an aggressive
invader—Ilike Nazi Germany, Imperial Japan, or the Soviet Union—who’s intent on
conquering and essentially enslaving other nations, it’s deemed reasonable to stand
up to such a dark threat to life and liberty and to resist it, and beat it back, with force
if need be. Just as dangerous criminals must be resisted and not be allowed to get
away with their crimes, countries are entitled to stand up to aggressors, and to resist
and defeat them (Orend 2006; Walzer 1977).

* Public Declaration of War by a Proper Authority

War is supposed to be declared out in the open, officially and honestly, by the proper
authority for doing so. In every country, some branch of government has “the war
power:” i.e., the authority to order the use of force and warfare. In Canada and Brit-
ain, the war power rests with Parliament; in America, the war power likewise rests
with the legislature: i.e., Congress. But the American President—as Commander-
in-Chief of the Armed Forces—has enormous factual power to order the American
military into action. As a result, many experts argue that the war power in the US
is actually split—in classic American “checks-and-balances” style—between the
legislative and executive branches of government. (This became an issue of struggle
between the branches during both the Korean War (1950-1953) and especially the
Vietnam War (1954—-1974), when Congress felt successive presidents were running
a de facto war without actually publicly declaring it and getting de jure authority
for doing so—i.e., getting a clear vote of support from Congress.) (Regan 1996)
Generally, in most democracies, the legislature has the war power whereas, in most
non-democratic societies, it’s the executive—i.e., the president or dictator—which
has the authority to order war. We have seen, further, how in all cases where non-
defensive armed force is being considered, the UNSC must also approve of the ac-
tion, and beforehand. This is to say that, with non-defensive war, both domestic and
international authorization must be satisfied (Orend 2006, 2013).

e Last Resort

State governments are only supposed to go to war as a last resort, only after all
other reasonable means of problem-solving have been tried, and failed. It’s said
that countries have four basic tools in their foreign policy tool-box: diplomacy;
economic incentives; sanctions; and force. Obviously, you want to exhaust all other
means of problem-solving before engaging in something as expensive, bloody, and
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risky as war. A nice illustration of this rule in action happened during the run-up
to the Persian Gulf War of 1991. In August 1990, Saddam Hussein’s Iraq invaded
its tiny neighbour, Kuwait. International allies, as led by the USA and UK, tried to
talk to Saddam and threaten him, to no avail. They then slapped sweeping sanctions
on him, and got most of his neighbours to agree and also put pressure on Iraq. Still
nothing. As a result, the international community felt it was the last resort to go to
war to push Saddam out of Kuwait, and back into his own borders. This they did,
within 2 months, in early 1991 (Johnson and Weigel 1991; Orend 2006).

The above jus ad bellum rules are all part of the international laws of armed con-
flict. Just war theory, as a theory of ethics, levies two additional moral requirements:

* Right Intention

The notion here is that one’s motives need to be ethically proper. It’s not enough
merely that one’s actions comply with the above rules but that, furthermore, one
acts with the right frame-of-mind and, in particular, that seedy, ulterior motives—
such as greed—play no role. In the case of a just war, then, the idea would be that
one’s intentions in acting are to resist, repulse, and punish aggression, and nothing
more. Though this rule is not part of international law—Ilargely owing to the dif-
ficulty involved discerning the true intentions of a complex, multi-part actor like a
state government—it is frequently invoked in common moral discussion of warfare.
It was, e.g., a popular criticism of the Bush Administration’s decision to invade Iraq
in 2003 to suggest that the decision had as much, or more, to do with the desire to
gain secure access to oil as it did with, say, ensuring Iraq wasn’t about to deploy
weapons of mass destruction (WMD) against the USA (Murray and Scales 2003;
Woodward 2004; Orend 2006).

* Probability of Success

The rule here is that one should not begin a war one knows in advance is going to
be futile. The point is fo prohibit pointless killing and suffering: one should have
some probability of success before resorting to war. At the same time, this can be
very difficult to predict at the start of war, and history has shown that, sometimes,
long-shots can actually win. Moreover, this rule seems biased in favour of power-
ful states, who (for that very reason) have better chance of winning their wars. This
probably explains the absence of this rule from international law, which is based
around theoretical ideals regarding the equality of sovereign states: if a country—
any country, big or small—has been victimized by aggression, who are we to say
that they shouldn’t go to war, because at the outset it looks like such a risky venture?
(Orend 2006)

1.3.5.2 Application of Jus ad Bellum Rules to Cyber-War

e Just Cause

As shown above, the gold standard of casus belli is a kinetic physical attack, usually
involving some kind of armed invasion across a border. As such, a cyber-strike does
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not seem to constitute aggression in the traditional meaning of the term. But two
thoughts suggest themselves:

1. sometimes, as we’ve seen, cyber-attacks can actually lead to traditional, physical
damage, including loss of life. Such would have to be construed as straight-for-
ward instances of aggression, ethically and legally enabling a forceful response.

2. an argument could be made that the concept of aggression itself needs to be
amplified and expanded (but responsibly so) precisely to allow for cyber-attacks
as a kind of aggression. This thinking would need to stress the new and perva-
sive role which advanced computer technologies have come to play in our lives
(especially in the developed world), and the degree to which damage aimed at
them could rise to the level of a very serious, society-wide strike. Indeed, some
might even argue that, say, a cyber-attack on the stock market, causing it to
crash and costing millions of people billions of dollars, might actually be more
damaging in long-term consequence than, e.g., an army unit lobbing a missile
across a border, resulting in the physical injury (or death) of only, say, 3 soldiers
on border patrol. This is to say that: a) a powerful cyber-strike might actually be
more damaging than a physical strike; and b) if the latter counts as aggression,
then the former ought to, as well. The key notion here would be that our thinking
of what constitutes aggression needs to keep pace with the times and the new
technological realities of our lives (Floridi 2010a, b).

I think these reflections would need to be made in greater detail than here, but I do
support the general notion that these concepts, to remain relevant, must be consid-
ered in light of the latest technologies and deep, ongoing developments in the con-
tours of our lives. My own considered view is that a cyber-strike probably will not
Justify anything more than an in-kind cyber-response, and that the burden of proof
rests on anyone arguing that it may justify something further, such as an armed
kinetic attack in reply. While there is much defensive, deterrent-based wisdom in
the status quo—i.e., of warning others that any “severe” cyber-strike will be con-
sidered a casus belli (especially one involving sabotage against core, society-wide,
infrastructure)—more sustained efforts at deeply developing these concepts need be
made (Brenner 2009; Cook 2010; Lucas 2011).

* Proportionality (and Probability of Success)

Proportionality would clearly support the notion that a cyber-strike probably justi-
fies only an in-kind cyber-response, and not an armed kinetic war in reply. And
probability of success demands that we ask, for any such cyber-strike: is it likely
to achieve its aims? How so? What kind of confidence can one have in that regard,
especially as regards the minimization of any over-spill onto civilians and the likeli-
hood that one can have favourable control over the consequences?

e Last Resort

There is a real danger, and some evidence from the actual uses thus far, that a major
temptation with cyber-strikes is that they be used not as a last resort, but rather as a
first-strike capability, either on their own or else to disorient and “soften up” the
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target for an actual kinetic attack, such as with drones, missiles, or even an armed
invasion.

It might be argued that cyber-war could be rendered consistent with this prin-
ciple, and find its own proper slot in the moral hierarchy of foreign policy tools,
with diplomacy at the ground floor, as the most accessible (and encouraged) level,
and with kinetic force at the top: the rarest, riskiest, and most controversial. Cyber-
strikes could be located either just beneath kinetic warfare, or else perhaps on par
with sweeping economic sanctions, which often are similarly targeted at founda-
tional aspects of the target country’s economy.

* Public Declaration by a Proper Authority

Here there is no question that the vast majority of actual cyber-attacks thus far have
violated this rule of just war. Indeed, has any government publicly declared, and ac-
cepted responsibility, for any cyber-attack? One of the seductions of this technology
is its supposed anonymity (though, almost always, the doer’s identity does come to
be known: see more below). We know that, historically, those with the war power
prefer to use it in secret and with few, or no, checks-and-balances on them. Cyber-
war may thus provide terrible temptations in favour of “easy war” and “secret war”
which ought, obviously, to be resisted.

Experts in the field talk repeatedly of “the attribution problem”, noting how
cyber-attackers—especially those suspected to be linked, in some way, with Chi-
na—go out of their way to hide their tracks and conceal the ultimate source of the
strike. This is of great concern, as it would no doubt colour our judgment of whom
it is permissible to strike back at (Clarke 2010). Yet, while being ignorant of the
sophisticated details of how these things get determined, I would want to point
out, as mentioned above, that eventually—and rather quickly, actually—the cyber-
community seems to have been able, thus far, to come with pretty reliable attribu-
tions. Is cyber-strike attribution really so different from, and so much more difficult
than, say, the investigations which went into determining who was responsible for
the 9/11 attacks (i.e., al-Qaeda), and how the then-government of Afghanistan was
complicit in them as well?

1.3.6 Traditional Rules of Jus in Bello

Whereas the rules of jus ad bellum are aimed at those with the war power—often the
head of state—the rules of jus in bello are aimed at soldiers and officers, i.e., those
who actually do the fighting. If they violate these rules, they can find themselves—
after the conflict—facing war crimes charges, either domestically through their own
military justice system or internationally through The Hague. There are many rules
of jus in bello, but most of them concern only physical, kinetic warfare, and they
are not directly applicable to cyber-war. The one principle which most clearly is,
though, is jus in bello’s most important: discrimination and non-combatant immu-
nity. Let us consider this first in the traditional sense, and then the potential implica-
tion for information warfare.
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* Discrimination and Non-Combatant Immunity

“Discrimination” here means the need for fighters to distinguish, or discriminate,
between legitimate and illegitimate targets, and to take aim only at the former. A
legitimate target is anyone, or anything, which is part of the war machine of the
enemy society. “The war machine” refers to the military-industrial-political com-
plex which guides the war and fights it. Loosely speaking, it is anything which
is a source of potential physical harm, or armed force, directed against oneself.
More specifically, legitimate targets include: soldiers, sailors, marines, pilots, and
their officers; their weapons and equipment; their barracks and training areas; their
means of transportation; their supply and communications lines; and the industrial
sites which produce their supply. Core political- and bureaucratic institutions are
also legitimate objects of attack, in particular things like the Defence Ministry. Ille-
gitimate targets include residential areas, schools, hospitals, farms, churches, cul-
tural institutions, and non-military industrial sites. In general, anyone or anything
not demonstrably engaged in military supply, or military activity, is immune from
direct, intentional attack. Thus, non-combatants—i.e., civilians—are “immune”
from intentional attack. This is seen as probably the worst war crime: the intentional
killing of civilians (Walzer 1977; Orend 2006).

Strange as it may sound, the non-combatant immunity principle does not mean
that it’s illegal for civilians to die in wartime. What is illegal is taking deliberate
and intentional aim at civilians with armed force. If a fighting side has taken every
reasonable effort to avoid and minimize civilian casualties—but some civilians still
die accidentally, or in the indirect way just noted—then that is not a war crime.
Such civilians are viewed as “collateral damage”—i.e., accidental, un-intended,
casualties of the fighting. An example would be an air-bombing raid on an enemy’s
industrial sites, during which a few bombs accidentally go astray and hit a close-by
residential area, wounding and killing some civilians.

So, civilians are only entitled to “due care” from fighters; they are not entitled
to absolute and fail-safe immunity from warfare. What does “due care” include?
It includes all serious and sustained efforts, from the top of the military chain of
command down to the bottom, to protect civilian lives as best as can be amidst the
difficult circumstances of war. So, e.g., strategists must make their plans with an eye
to minimizing civilian casualties; intelligence needs to be gathered and analyzed
regarding which are the permissible targets; soldiers need to be trained exhaustively
in proper—i.e., restrained and discriminating—ways of fighting; and any rough
treatment of civilians needs to be investigated and punished; and so on (Orend
2006; Walzer 1977).

What about so-called “dual-use” targets? The question arises: what about things
used both by the military and civilians during war: e.g., roads, bridges, radio and TV
networks and transmitters, railway lines, harbours, and airports? International law
forbids targeting them but, in reality, they often are, as they are so useful in helping
military planners communicate with their troops and to move them around to where
they can fight. More controversial, and thus more criticized, is targeting basic in-
frastructure, like farms, food supply, sewers, water treatment plants, irrigation sys-
tems, water pipelines, oil and gas pipelines, electricity generators, and power and
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telephone lines. The civilian population pays a huge price for any damage inflicted
on such vital social infrastructure, and so it seems to violate civilian immunity to
go after them. America did this recently twice. During the opening days of both the
1999 Kosovo War, and the 2003 Iraq attack, America launched a so-called “shock
and awe” campaign—relying on air power, bombing raids, and cruise missiles—to
inflict heavy damage on basic infrastructure (especially communications and elec-
tricity) on Serbia and Baghdad, respectively. The military goal of such a strike is to
hit the enemy as fast and furiously as possible, dazing them, and “softening them
up” for a subsequent ground invasion by army soldiers. It is also to shock the civil-
ians in that society into putting pressure on their regime to give up and surrender
quickly (Clark 2002; Ignatieff 2001; Orend 1999, 2006).

1.3.6.1 Application of Jus in Bello to Cyber-War

The inference for cyber-warfare is clear: if one engages in a cyber-strike, one ought
to take every effort to ensure that civilians are left out of it, and that only legiti-
mate targets bear the brunt of the cyber-attack. The best, contrasting examples from
the above list of cases would be the Russian cyber-strike on Estonia, on the one
hand, and Stuxnet, on the other. The Russian strike clearly impacted every citizen
in Estonia, as for the week or so in which it was on-going, such citizens could not
have contact with their democratically-elected government online, nor could they
access personal funds from their own bank accounts, and so on. This, clearly, was
a substantial and intended interference with the basic rhythms of their daily lives.
Ironically, Estonia (and the other Baltic states) had been, up until that point, at the
fore-front of so-called “e-government™: i.e., making as many government services
deliverable over the Internet as possible. The cyber-strike from Russia, unfortu-
nately, showed the potential disadvantages of such a progressive and technologi-
cally advanced approach. In any event, it clearly violated non-combatant immunity.

Stuxnet, by contrast, was elaborately constructed to harm only the nuclear power
capability of the Iranian government. And it seems to have succeeded in that regard,
and not one civilian was even harmed—much less killed—in the process. (The vi-
rus, after it struck, was programmed to “evaporate;” i.e., write itself out of existence
so it could do no further harm.) Now, I suppose one could talk about the potential
harm to the public, had the Iranians not known how to handle the situation: things
may, indeed, have taken a frightening turn. Obviously, the perpetrators (rumoured
to be the US and Israel) had confidence that the Iranians would recognize what
was happening, and would have the wherewithal to shut the reactor down and not
risk broader public damage. In any event, these two broad examples show what
just war theory would view as a permissible cyber-strike: a discriminate one aimed
only at a legitimate target, and with clear measures taken to minimize or eliminate
any negative consequences on civilian populations. Especially to be ruled out—as
the equivalent, really, of WMD—are potent, society-wide, cyber-strikes involving
sabotage of basic core infrastructure (like, say, water treatment) seeing as how such
would predictably involve large-scale damage, harm, and loss of life (Lucas 2011,
Cook 2010).
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1.3.7 Jus Post Bellum: The Aftermath of War

The final phase of war is when the conflict is coming to an end. Jus post bellum
concerns “justice after war.” There is, perhaps surprisingly, very little international
law regulating things in this regard. The preference, historically, has been for “the
winner to enjoy the spoils of war:” i.e., for the war winner to impose whichever
terms of peace it prefers upon the loser (Orend 2000a, 2002b). Generally, one of two
approaches tends to be followed in this regard: retribution or rehabilitation.

e Retribution

According to the retribution model, the basic aspects of a decent post-war peace
are these (and, crucially, they assume that “the good side” won, and that the aggres-
sive side lost):

* A public peace treaty.

» Exchange of Prisoners of War (POWs).

* Apology from the Aggressor.

*  War crimes trials for those responsible.

* Aggressor must give up any gains made during the war.

» Aggressor must be demilitarized, at least to avoid a repeat.

» Aggressor must suffer further losses. What makes this model one of retribu-
tion is the conviction that it is not enough for the defeated aggressor merely to
give up what it wrongly took, plus some weapons. The aggressor must be made
worse off than it was prior to the war. Why? The defenders of this model suggest
several reasons. First, it is thought that justice itself demands retribution of this
nature—the aggressor must be made to feel the wrongness, and sting, of the war
which it unjustly began. Second, consider an analogy to an individual criminal:
in domestic society, when a thief has stolen a diamond ring, we don’t just make
him give the ring back and take away his thieving tools. We also make him pay
a fine, or send him to jail, to impress upon him the wrongness of his conduct.
And this ties into the third reason: by punishing the aggressor, we hope to deter
or prevent future aggression, both by him (so to speak) and by any others who
might be having similar ideas.

But what will make the aggressor worse off? Demilitarization, sure. But two further
things get frequently employed: reparations payments to the victims of the aggres-
sor, plus sanctions slapped onto the aggressor as a whole. These are the post-war
equivalent of fines, so to speak, on all of the aggressive society. Reparations pay-
ments are due, in the first instance, to the countries victimized and hurt by the ag-
gressor’s aggression and then, secondly, to the broader international community.
The reparations payments are backward-looking in that sense, whereas the sanc-
tions are more forward-looking in the sense that they are designed to hurt and curb
the aggressor’s future economic growth opportunities, at least for a period of time
(a sort of probation) and especially in connection with any goods and services
which might enable the aggressor to commit aggression again (Orend 2002b, 2006).
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* The Rehabilitation Model

There is no sharp split between the retribution and rehabilitation models. They share
commitment to the following aspects of a decent post-war settlement: the need for
a public peace treaty; official apologies; exchange of POWs; trials for criminals;
some demilitarization; and the aggressor must give up any unjust gains. Where
the models differ is over three major issues. First, the rehabilitation model rejects
sanctions, especially on grounds that they have been shown, historically, to harm
civilians and thus to violate discrimination. Second, the rehabilitation model rejects
compensation payments, for the same reason. In fact, the model favours investing in
a defeated aggressor, to help it re-build and to help smooth over the wounds of war.
Finally, the rehabilitation model favours forcing regime change whereas the retribu-
tion model views that as too risky and costly. That it may be, but those who favour
the rehabilitative model suggest that it can be worth it over the long-term, leading to
the creation of a new, better, non-aggressive, and even progressive, member of the
international community. To those who scoff that such deep-rooted transformation
simply can’t be done, supporters of the rehabilitative model reply that, not only can
it be done, it has been done. The two leading examples are West Germany and Japan
after WWII (Orend 2000a, 2006).

Based on these best-case practices (Dobbins et al. 2003; Dobbins and Jones
2007), supporters of rehabilitation have devised their own list of desirable elements
during the post-war period. The occupying war winner, during post-war reconstruc-
tion, ought to:

» Adhere diligently to the laws of war during the regime take-down and occupa-
tion.

* Purge much of the old regime, and prosecute its war criminals.

» Disarm and demilitarize the society. (But then:)

* Provide effective military and police security for the whole country.

o Work with a cross-section of locals on a new, rights-respecting constitution
which features checks and balances.

» Allow other, non-state associations, or “civil society”, to flourish.

» Forego compensation and sanctions in_favour of investing in and re-building the
economy.

o If necessary, re-vamp educational curricula to purge past propaganda and ce-
ment new values.

o Ensure that the benefits of the new order will be: (1) concrete; and (2) widely, not
narrowly, distributed.

» Follow an orderly, not-too-hasty exit strategy when the new regime can stand on
its own two feet (Orend 2000).

1.3.7.1 Application of Jus post bellum to Cyber-War

It’s unclear exactly how “post-war” norms apply to cyber-war, or broad-based
computer attacks. I myself think there’s much room for both manoeuvre, and hard,
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ground-breaking work, on this subject. All I wish to point out is that there is a
post-cyber-war phase, just as there is a post-conflict phase for every other kind of
armed conflict, and so some principles of post-cyber-attack justice must come into
play. I myself lean towards the rehabilitative model, more broadly, for reasons I've
detailed exhaustively elsewhere (Orend 2012), and so I would insist above all on
some kind of norm of potential “Clean-up, and Aid with Restoration” following
a cyber-strike. Now, obviously, it depends crucially on the details of the strike:
Stuxnet, e.g., evaporated and didn’t cause spill-over damage to civilians, and so it’s
hard to see what duties of clean-up might meaningfully have been called for. But
in the Russia/Estonia case, where people may have suffered real (mainly financial)
hard-ship during their week of being blocked out from their banks, and not having
access to government services, etc., some kind of actual monetary restitution might
be in order.

Relatedly, it seems that there would be a jus post bellum norm calling for “Public
Accountability”, in terms of a public declaration of why a country resorted to a
cyber-strike, and/or why it responded either kinetically or in a cyber way, to a cyber-
attack. Both jus ad bellum and jus post bellum unite together to call, very strongly,
for public accountability and transparency both before, and in the aftermath of, war.

As war crimes trials are called for apres la guerre, so it would seem that cy-
ber criminals need to be held accountable, and investigated for charges, following
a cyber-strike. Such “Trials for Cyber-Criminals” would serve to underline and
enforce the seriousness of their actions, and the attitude of the international com-
munity towards things like theft of intellectual property, espionage, and especially
harm-causing acts of sabotage. Legal innovations are called for here, in order to
bring such into reality (Dinniss 2012; Hyacinthe 2011).

Finally, it would seem as though some “De-cyber-ization” might be called for,
if we follow the logic of demilitarization post-war. If cyber tools were used in an
aggressive attack, then the international community, and especially any victims, are
entitled to some reasonable security that they will not be made victim once more, in
the near future, to the cyber-schemes of the aggressive power. How, exactly, to go
about such stripping or curbing of cyber-power is, of course, beyond the ambit of
this paper... and the cyber-skills of its author.

1.3.8 Middle Ground Judgment

Now, this third section started off—a while ago—Dby saying that endorsement would
be made of some kind of middle ground, in this case between realism and just
war theory. Obviously, given all the effort just now put into describing the utility
and sense of applying just war rules to cyber-warfare, it might be wondered how,
exactly, I see a middle ground between just war theory and realism in this regard.
First, it must be noted how much middle ground there is already between real-
ism and just war theory: many just war rules make not only moral sense but have
clear benefits in terms of realistic self-interest. For example, there is clear over-lap
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between the just war norm of proportionality and the military maxim of an econo-
my of force (i.e., don’t use more force than is strictly needed, as resources must be
conserved and deployed only when most required). Last resort and probability of
success could, straightforwardly, be stated either as moral, or as prudential, maxims
of action. And, generally, many realists concur that, given war’s huge costs and
frightful risks, a rational leader should only contemplate war in response to an obvi-
ous and overwhelming danger, such as armed attack by an aggressive invader. Even
the norm of discrimination and non-combatant immunity, which otherwise seems
saturated with ethical intent, turns out to have potent prudential value as well: one
only wants one’s military resources, and killing force, to strike at actual sources
of harm. Taking out civilians, and civilian targets, almost never directly advances
military objectives: far better that one’s bullets and bombs take out truly strategic
targets that are part of the war machine of the enemy society. Relatedly, one can see
how wrapping up a war well, and avoiding the creation of future generations of bit-
ter enemies, can not only serve moral ends but also the long-term national interest
of a self-regarding political community.

Secondly, in connection with cyber-war in particular, its very newness calls out
for the combined resources of traditions of thought as formidable as realism and
just war theory. Indeed, the moment today is arguably much like another moment in
modern history: in the mid-1940s, when atomic weapons were just invented. (Here,
indeed, is a legitimate sense in which reference to WWII is helpful and illustrative,
as opposed to being off-key and exaggerated.) Now, as then, there’s a brand-new
technology of very considerable power and implication. There’s absolutely no law
regulating its use. Every country thus must do a calculus of self-interest to see how
and whether this new tool fits into its self-image, its values, and its overall foreign-
policy strategy. This is the least, we might say, that it owes its own people. From
there, attempts can then be made to forge the equivalent of arms control agreements,
bringing the technology into line and striving to keep it out of the hands of the most
dangerous actors.

1.4 Optimism Vs. Pessimism

Which brings us to the final distinction: will we be able to achieve such control,
such progressive agreement about when it is proper, and when illegal, to use cyber-
warfare? The optimist says: why not? If we did it with something as ferocious as
atomic and nuclear weaponry, we can do it with cyber-war technology. The pessi-
mist would be inclined to cite how different cyber-technology is, how widespread
and diffuse and more easily hidden it is, and comment darkly as to how, in many
ways already, the world has devolved into a situation where, in cyber-terms, it is
somewhat like a Hobbesian war of everyman against everyman, or at least every
country against every country (Dipert 2011). The middle ground judgment here, in
my view, would thus be that, while the pessimist probably provides an accurate de-
scription of the state-of-play as it presently stands, there are some historical grounds



22 B. Orend

for believing that, if we’ve been able to bring other forms of very destructive tech-
nology under control through international laws and arms control agreements, then
we ought to be able to do the same things with the tools of cyber-war (Ventre 2010,
2011).

1.5 Conclusion

This paper—striving to dispel some of the fuzzy fog surrounding the fifth domain of
warfare—first sought to define its terms, and then to consider in a substantial way
three “big picture” distinctions surrounding informational warfare: (1) that between
cyber-war-skeptic and cyber-war salesman; (2) that between realism and just war
theory; and (3) that between optimist and pessimist. With regard to each distinction,
it was argued that a middle ground judgment between the two seems the best and
most promising way to understand the issue, and to wrestle with the many, and pro-
found, challenges which cyber-war technology poses to the community of nations.
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Chapter 2
The Future Impact of a Long Period of Limited
Cyberwartfare on the Ethics of Wartfare

Randall R. Dipert

Abstract In this essay, | will first summarize some of the main and most contro-
versial published claims in my recent work on ethical considerations in cyberwar-
fare (The Ethics of Cyberwarfare, Journal of Military Ethics). I will then expand
and critique some of these claims. Finally, I will turn to discuss some of the ways
in which information systems, the internet, and even international relations may
change because of a coming era of cyberwarfare.

2.1 Introduction

In this essay, I am going to begin by summarizing some of the main and most
controversial published claims in my recent work on ethical considerations in cy-
berwarfare (Dipert 2010). I would then like to expand and critique some of these
claims. Finally I will turn to discuss some of the ways in which information sys-
tems, the internet, and even international relations may change because of a coming
era of cyberwarfare.

A brief comment. Some of my claims do not fit perfectly well into Just War
theory and contemporary accounts of the morality of war because certain claims
in game theory and the theory of conflict have important ramifications for moral
theory that have been largely ignored (Dipert 2006a, b). One precept of a moral and
prudential theory of war for me is that one must consider the likely effect of apply-
ing its principles over time—how it is likely to affect all parties’ rational behavior.
For example, the seemingly sensitive jus in bello policy of never risking innocent
hostages lives is likely, over time, to result in many more hostages being taken
and put at risk. This seems to be a stark and powerful counterexample to propos-
als such as Jeff McMahan’s that lives in war can only be taken if the targets have
themselves incurred what he calls “liability”—a complicated legal term of art (Mc-
Mahan 2011). Certainly some human shields have incurred no liability whatsoever.
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Yet a policy of protecting them from admittedly undeserved risk of death is likely to
expand the number of future hostages put at risk by an unscrupulous enemy. On the
other hand, applying a seemingly harsh and intuitively unjust principle like tit-for-
tat is likely to decrease violence over time, particularly if an unprovoked attack on
you is answered by a more destructive counterattack.! My views mediate between
the more common moralities of war and the usually maligned “realist” position in
international affairs (Dipert 2006a, 2006b).

2.2 Recent Claims

Now to my past claims:

1. Terminology and Taxonomy. It is important to separate the notions of cyberwar-
fare between nations or nation-like political entities from cyberattacks by indi-
viduals, corporate entities, or other groups of individuals, and to separate these
from cyberespionage and from cybertheft of intellectual property. Likewise, it is
important clearly to separate defensive cyberwarfare (cybersecurity) from offen-
sive cyberwarfare, including when offensive cyberwarfare is ultimately “defen-
sive” in nature, used or threatened as a deterrent.

2. I have argued that the Attribution Problem does not prevent morally justified
cyber counterattacks, as some have suggested. It is true that there is now, and
will likely remain in many cases, an Attribution Problem—uncertainty about the
source or intent of a act of cyber warfare—but this need not absolutely prevent
counterattack. This especially affects internet-based cyberwarfare but also other
forms. As with other forms of uncertainty (such as in preemptive or preventive
war) a morally permissible counterattack may require a threshold of likelihood
that is tied to the risk of responding, and not responding. The issues turn on little-
discussed moral ramifications of epistemic dimensions of attack and counterat-
tack: to what degree we know that an enemy will, or has, attacked us (as well as
who this enemy is, and their intent).

3. Counterattacks. Justified response to a cyber attack may be a conventional or a
cyber counterattack. If a cyberattack should result in the death of human beings
or in destroying physical objects, then this may justify a cyber counterattack or
even a conventional counterattack. This doctrine has since appeared as a part of
the emerging U.S. Cyber Defense Policy. In a wise policy, the exact thresholds
for responding to a cyberattack, what kinds and with what level of force, should
remain secret.

4. The Ontological Problem. Although conventional harm by acts of war, such as
causing deaths or physical destruction, is—regardless of weapons—undoubtedly

! The positive characteristics of such retaliatory strategies of conflict were popularized in stud-
ies by Robert Axelrod and others, but the main outline of the view, including its application to
international affairs, had long before been described by Thomas Schelling and others (Schelling
1960, 1980).
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covered by existing international law, treaties, and by most traditional moral
theories of war, the most likely harms by acts of cyberwarfare are not. Attacks
in cyberwarfare often will inflict a distinctive form of harm: they may not kill or
wound human beings, or even destroy or damage the physical objects of value,
but may impair the functioning of systems that are important for welfare and
happiness, such as systems of making economic transactions or of communica-
tion. This harm may be severe in no single region or facet of a culture, but may
be a highly distributed harm, afflicting tens or hundreds of millions of people
in important, but non-life-threatening ways. This problem is thus twofold. The
kind of harm is not one dealt with in traditional moral and legal theory of war,
and there is a problem of the possibly large sum of harms. It would nevertheless
appear to be part of morally justified national defense to limit, or punish, such an
intentionally inflicted sum of harms.

Again the problem is with policies, and over the long term: always to ignore
such attacks will encourage future such attacks and damage, up to the level that
traditionally has justified serious counterattack, such as the “armed attack” con-
dition of Article 51 of the U.N. Charter. Perhaps the most widespread view about
cyberwarfare in international law is that of Michael Schmitt, who holds that
only cyberattacks rising to the level traditional acts of war (including permanent
physical damage or deaths) permit a lawful response without Security Council
approval (Schmitt 2002; Schmitt et al. 2004). This points to a careful legal dis-
tinction, between acts that are not sanctioned or deemed lawful, and those that
are unlawful, i.e. contrary to international law. Without some clear answers to
this question, traditional understanding of international law is mute about the
most common likely acts of cyberwarfare.

5. “Black hat hackers in the basement.” The ubiquity of the necessary tools (com-
puter, internet connection, thumb drive,...) and of the skill necessary to produce
a cyber attack (DDoS or creating and distributing malware) makes treaties limit-
ing cyber attacks unfeasible—at least for now.? This contrasts with the situation
of NBC weapons, with their exotic ingredients and devices to deploy them, with
the skills necessary to produce or weaponize them, and even with the production
and distribution of larger or specialized military weapons, such as artillery. Con-
sequently a treaty limiting the production or application of cyberweapons would
be like a treaty controlling the production and application of knives or “harmful
information.”

6. Almost all of the literature simply assumes that attacks via the internet are the
only or at least dominant form of cyberwarfare. In fact there have been only four
well-known acts of cyberwarfare. These are the Russian “patriot hacker attacks”
on Estonia—an indiscriminant attack that interfered with the functioning of
civilian information infrastructure (and was possibly not initiated and controlled
by the Russian government), the Russian attacks on Georgia government and
military information systems in 2009 in conjunction with a short conventional

2 Even cyberwarfare treaty optimists suggest it may be decades until we have the verification tools
and other agreements necessary for meaningful verification. See (Rowe et al. 2011).
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war, the 2007 Israeli disabling of parts of the information system for Syrian air
defenses in their attack on a nuclear reactor, and the 2010 Stuxnet attack on Ira-
nian uranium processing facilities (Libicki 2012) and (Clarke and Knacke 2010).
The first two were primitive DDoS attacks, which technologically sophisticated
nations can now avoid or mitigate. The last two involved intentional and perma-
nent damage to physical structures, and thus could have justified some military
response by the traditional laws and ethics of military conflict. However these
same last two attacks involved means of delivery of malware that was other than
via the internet. 1 shall call these OTI (other than internet) acts of cyberwarfare
(Dipert 2013a). The Israeli attack on Syrian air defenses apparently involved
the physical manipulation of optical cables on Syrian territory or the previous
insertion of an integrated circuit (chip) with a backdoor, both technically difficult
feats. The Stuxnet attack involved a thumb drive (or perhaps some other storage
medium). These two attacks show how shortsighted the preoccupation with the
internet have been, and how broad and diverse are the means by which malware
may be injected into an information system or by which transmitted data can
be altered. This includes embedding of devices containing information-altering
software in any hardware, including peripherals and modularized devices (such
as disk drives), bluetooth-enabled devices, the embedding of radio-transmitting
and receiving chips in hardware, perhaps communicating at very low power lev-
els and using unusual radio-wave conduits, such as the building wiring. As the
bugging of the U.S. Embassy in Moscow during the Cold War shows, there are
remarkable and nearly undetectable possibilities for forwarding (and injecting)
information.

OTT acts of cyberwarfare (and cyberespionage) will have some of the same

characteristics of internet cyberwarfare, such as their own attribution problems.
After all, chips could be surrepticiously placed, unwittingly or not, by any per-
son who has physical access to any component of an information system at any
point in its manufacture, assembly, and transportation. So “air gapping” is only
a marginal, short-term solution to internet attacks, and even if techniques and
agreements could remedy the internet Attribution Problem, they offer no defense
against myriad other techniques of interfering with the functioning of informa-
tion systems.
. Defensive cybersecurity as the sole or main national defense strategy is closely
analogous to depending only on a fixed defensive line (e.g., the Maginot Line),
or to to a nation only building better bomb shelters in the era of bombers and
nuclear weapons (or for Israeli policy, developing better warning systems, better
and more shelters for long term inhabitation, and a hugely expensive system like
Iron Dome against Katyusha and Grad rockets). Ultimately, it is folly: offensive
weapons always have a tactical and financial advantage over purely defensive
countermeasures.

A purely defensive cyberwarfare policy creates a disproportionate burden on
the attacked nation rather than the attacking nation. Provoking expensive coun-
termeasures is itself an act of economic warfare. It is almost certain that some
nations (in part hiding behind the Attribution Problem) will attack others. Protec-
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tive measures by the U.S. government currently are estimated to be in the 10’s
of billions of dollars and are widely expected to climb into the 100’s of billions
within years.

8. Cyber Cold War. Because some nations and political organizations are techno-
logically sophisticated and likely to attack others for political and economic rea-
sons, and because of the difficulties posed by the previous considerations, we
are likely to experience for some decades multilateral acts of cyberwarfare and
counterattacks. We are likely to experience a prolonged Cyber Cold War domi-
nated by skirmishing and deterrent counterattacks (as well as unprecedentedly
aggressive espionage and theft-although with differences from the actual Cold
War, which was mainly conditioned by the possession and testing but not use of
nuclear weapons. These multilateral attacks will largely be between technologi-
cally advanced nations, without regard to region of the world and perhaps only
weakly limited by traditional alliances and friendships.

2.3 Comments on these Points

1. Taxonomy and Terminology. One aspect of cyberwarfare (and the injection of
malware and impairing of functioning of information systems) that is still not much
discussed consists in attacking information systems through other than the internet.
These are OTI attacks and intrusions, described above. Information systems can
be attacked or corrupted by a wide array of software and hardware points of entry.
There is also the danger that malware could be embedded in distributed operat-
ing systems and large applications (e.g. Adobe Acrobat), particularly when access
to source code is not public. Another danger lurks in the design and manufacture
of hardware that may be manufactured outside of a country. Malware and espio-
nage circuitry can be easily embedded in hardware and firmware. This extension of
“cyber” beyond internet activities is little discussed but has been noted by Michael
Chertoff, former U.S. Secretary of Homeland Defense, who calls it a “supply chain
problem.” We are likely also to see the development of devices that can inject at a
distance malware and faulty data into, or disturb the functioning of information sys-
tems through, unshielded electrical pathways without utilizing the internet. Because
they do no generate detectible, external magnetic or other fields, and because they
are much more secure to intrusion, optical networks and eventually optical comput-
ers will significantly lessen these dangers.3

3 Dual wires were used extensively for military telegraphy of secret information as early as the
U.S. Civil War (including using rails) and for telephony in WW L. In that latter war it occurred to
engineers that it would vastly simplify the stringing of wires if one used just one wire, using the
ground (the earth itself) to complete the circuit. However German engineers realized this, and by
tapping the earth at two places between the ends of the circuit, were able to detect the minute cur-
rents and effectively read the messages. It is now possible to detect magnetic and radio fluctuations
at truly minute levels (as utilized in MRI technology), and, because the currents are so slight in
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So by “cyberwarfare” I include non-internet attacks on information systems. We
need to think out-of-the-box of narrowly infernet cyberwarfare, to a broader no-
tion of warfare involving information systems of all sorts, including diverse forms
of psychological operations, cyberespionage, and disinformation campaigns. The
wider role of information, and information warfare, is developed in other papers in
this volume.

One area in which my earlier distinctions were not sufficiently articulated con-
cerns what counts as a state or political organization. I extended cyberwarfare to
include acts by state-like political organizations. This change is necessary because
of the changing nature of what is considered conventional warfare, and follows the
lead in Brian Orend’s definition of war in his excellent article in the Stanford Ency-
clopedia of Philosophy (Orend 2005). However there has been further development
in the discussion in the increasingly sophisticated literature on forms of cyberattack.
One particular development that has been noted is the formation of, and very effec-
tive cyberattacks by, loose federations of black-hat hackers.

Cyberespionage or cybertheft (of intellectual property) can be committed by in-
dividuals, groups of individuals, with or without state support or direction. One of
the most common forms of this is when the attackers seek to benefit financially
from their actions. However, what would normally be cybercrime even if performed
by a state shades into political action, and thus cyberwarfare, if the attacking nation
seeks not just financially to itself profit but primarily to damage another state or its
economy.

A recent distinction divides organized cyberattacks into three categories: cyber-
crime, cyberwarfare, and hacktivism. Criminal cyberattacks are those motivated
primarily for their own financial gain, and would include most theft of credit card
numbers, passwords, and so on. Cyberwarfare cyberattacks are attacks on one state
primarily on another state. Hacktivist cyberattacks are sometimes mere vandalism
and sometimes conducted for some political. The massive Wikileaks publication
of classified U.S. documents, attacks by Anonymous, and the LulzSec attacks on
various government agencies in the U.S. and the U.K., are of this sort. It becomes
difficult in practice sharply to distinguish a hacktivist attack that is in support of
a vague doctrine of anarchy or anti-authoritarianism, from disorganized black-hat
hacking attacks, in which the hacker may do it mainly for the thrill of notoriety or as
a display of technical expertise. (Political hacktivist attacks could also be described
as acts of terrorism, at least if the intentional targets are civilian.)

Within cyberwarfare attacks, there at least three kinds: (A) those ordered or di-
rected by a state’s central authority, i.e., acts of war. Call them Commanded. (B)
those that benefit the host state, are not under traditional military command and
control, but are knowingly tolerated by the host state, call them Tolerated or Har-
bored, and (C) a third category of cyberattacks on behalf of a state but that are not
expressly tolerated by the benefited state, perhaps because it does not know of them.
Call them Patriotic.

modern digital wires, it is also possible to disrupt them using an external device if they are un-
shielded or poorly shielded. (And, in the worst case of EMP weapons, to fuse circuitry and destroy
the semiconductors.)
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Lacking intelligence about the exact constitution of the group involved in or-
ganized attacks against Gmail from a given IP address and building in China, and
the hackers’ motives, China has sought to cloak itself from liability by arguing that
these were—for all Google and the U.S. knows—of the Patriotic type (C) that have
no direct relation to the command and control of the central Chinese government.
Since the Chinese did not volunteer verifiable information about how they would
stop this group from continuing their attacks, the attacks were more likely Tolerated
attacks (B) or even secretly Commanded attacks of type (A) I think the distinctions
among cyberattacks related to a central government or authority will become of
greater and greater importance. The existence of Patriotic (C) attacks in the indus-
trialized democracies, together with the Attribution Problem and in particular an
enemy’s inability to distinguish these from type Commanded or Tolerate attacks
for which the state is responsible, will likely require monitoring by governments of
hackers within their territory who are damaging other countries’ governmental and
economic institutions. In the U.S. legal context this would require application of
the rarely-invoked Neutrality Law (of 1794, with many alterations and now in U.S.
Code Title 18 1.45 par 960) that forbids attacks on other nations by private Ameri-
can citizens. I assume other nations have similar laws—or should have them. The
phenomenon may also bring about future measures that infringe on real or supposed
information rights.

A full table of distinctions looks like this:

1. Cybercriminality (for profit).
l.a. By individuals
1.b. By organizations (hacker mafias)
l.c. By states or political organizations (where their motivation is not primarily
political).

2. Hacktivism (including clearly anarchic or anti-authoritarian black-hat hacking)
2.a. Individual hacktivism
2.b. Organized hacktivism

3. Cyberwarfare: attacks on one state primarily for the benefit of another state or
political organization
3.a. Initiated or directed by a state’s command-and-control apparatus
3.b. Not initiated and anddirected cyberwarfare attacks, but tolerated by the host
state
3.c. Cyberattacks on behalf of a state against another state, but neither directed
by nor expressly tolerated by the host state.

2. The Attribution Problem. The Attribution Problem appears, I would now argue,
to be much less of a problem than it did even a year ago. For one thing, forensic
technology has advanced rapidly (although many of its techniques remain secret). It
was once a serious problem to locate the original source of botnet attacks and thus
difficult to deter the creators of botnets. However, by saving not just present but
historical data of IP packets passing through various servers, nodes, and exchange
points, and with the devising of software to sift through this massive amount of
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data, the first instances of a botnet’s software can often be identified. Other forensic
technologies have developed apace with these, such as by scrutiny of code by large
teams of the most sophisticated cybersecurity experts. As an example, see the Stux-
net White Paper produced by the cybersecurity firm Symantec.

In support of rejecting absolute, objective certainty about the attacker and motive
as necessary for just war, consider a more mundane application of principles of jus
in bello. A commander believes, based on considerable evidence, that an attack on
the commander’s soldiers came from a certain building. The commander has taken
all reasonable measures to acquire more information about the likely presence of
enemy soldiers as well as the likely absence of civilians. Despite a lack of certainty,
it seems to me, using traditional reasoning about morality in warfare, the command-
er is morally justified in destroying the building if the overall military objective is
sufficiently important. This is a jus in bello case of uncertainty.

One might argue that the evidence morally required to initiate a war is much
higher for jus ad bellum cases than in jus in bello cases. However, I think it is the
case that we are already in the “in bello” situation. We are not sure in real time of
who launched a given cyberattack on us, but we are highly justified in believing
that certain nations have launched attacks (or tolerated or harbored the attackers).

3. Against Cyberwar Treaties’ Effectiveness. This is more complex point than
I first thought it was. My original argument against the desirability of treaties was
that effective treaties require verification, and that neither the equipment nor skills
necessary for cyberwarfare are detectable. There are at least three ways in which
treaties against the development and use of cyberweapons might proceed. First,
since forensic techniques, especially for identifying a source IP address, are rapidly
improving, then if there were a treaty that allowed international investigators unfet-
tered access to all locations, investigator could be sent to those sites to investigate
the site, its computers, and the service providers to which it as connected. Such
procedures have at least been attempted in the case of suspected NBC weapons
of smaller powers. However, large powers are not likely to accede to this verifica-
tion, and if they do, they will probably often thwart the efforts. Second, traditional
forms of intelligence, both human and signals intelligence, might also serve to lo-
cate probable cyberweapon development centers and cyberwarrior training sites. If
one assumes that the development of highly sophisticated cyberweapons requires
the cooperation of even platoon or company-size units, this would also help.

Finally, if every country had laws criminalizing unauthorized attacks on foreign
nations (like the U.S.’s Neutrality Act), and if extradition treaties were extended to
cover these crimes, then this would at least allow the suppression of a host nation cy-
berattacks that were merely tolerated (type (B) attacks). However mutual extradition
treaties do not even exist in a number of cases (such as of the U.S. with the Russian
Federation, with the Ukraine, with China, and with rogue nations such as Iran and
North Korea). Even in the tawdry case Dominique Strauss-Kahn, NYC Police had
the reasonable concern that he could not be extradited from France, ostensibly an
ally, for a sexual crime. The task of negotiating cybercrime extradition treties seems
hopeless. Furthermore, extradition treaties typically list crimes to which they apply,
mainly violent felonies. They often explicitly exclude military and political crimes.
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The main thread of my argument is to argue that international damage from
cyberattacks can only be mitigated in the future by deterrent strategies. The argu-
ment in favor of deterrent strategies also requires that there be some likelihood that
deterrence can work to limit the development of and use of cyberweapons. Things
are not so simple however. As various authors have pointed out (Libicki 2009) there
are a number of preconditions for the success of deterrent strategies. It requires that
a nation highly values something that other nations can threaten. It also requires
some limited game-theoretic rationality on behalf. These conditions appear to have
been met in the Cold War, but a related argument concludes that something like the
harboring doctrine should be employed. This doctrine is a part of what sometimes
called the George W. Bush Doctrine, from his statement of it after shortly after the
attacks of September 11, 2001. The full doctrine was that the U.S. will see no dif-
ference between nations that attack us and nations that harbor those who attack us.

2.3.1 Future Cyberwar Defense

One way to proceed in the future is simply to continue with current techniques and
do a better job using them. This is essentially having large cybersecurity organiza-
tions, like Symantec and MacAfee, disseminate information and devise protection.
Government agencies and large corporations, especially in the financial defense
sectors, will have their own experts and alternative or additional software beyond
what is publicly available. End-users may be involved since one may increase layers
of passwords and challenge questions, add captcha tests, and requiring frequently
changed passwords. Communication between users should encrypted, with increas-
ingly sophisticated methods.*

Still other techniques, in order to gain access to a system or to files through the
internet or any connection, are to require specialized software or hardware (The
U.S. DoD’s CAC card and reader) to be installed on a computer, or to require exten-
sive and complicated handshakes before data can be exchanged.

Another but very expensive solution would be to have a secure network running
only proprietary pieces of software specially written for computers attached to it,
that are comparatively small, and clean. At the extreme end of this technique one
uses a proprietary operating system. They might have many “write” functions dis-
abled. One would give up on large commercial applications, and instead use modi-
fied open source software and an operating system such as a modified Linux, whose
every line of code has been examined and understood by an agency’s experts.

There are at least two reasons why these “traditional” cybersecurity techniques,
even altogether, are likely to be inadequate. First, no matter how sophisticated these
protections at first seem, all of such techniques have turned out to be penetrable by

4 One little noted possibility is that even the most sophisticated encryption techniques become
quickly breakable, either by hardware techniques or algorithms. A worse possibility is that the
widespread assumption that, in computational complexity theory, P # NP. If this turns out incor-
rect, all encryption techniques are breakable.
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sophisticated and persistent hacking. Unfortunately, high-profile supposedly secure
sites have been virtual red flags for the most accomplished and persistent attacks.
(Perhaps one could hide the sites themselves, change IP addresses like frequency
shifting radio communications—with hundreds of decoy sites with sophisticated
barriers. Such possibilities are made more feasible by the vast increase in IP ad-
dresses with the shift from IPv4 to IPvo0).

The second reason is that these techniques ultimately shift the cost to defenders
and are thus variations on the build-a-better-bomb-shelter theme. Such static hun-
kering down has proven to be poor technique in conventional warfare.

Ultimately then, in the long run, the best cybersecurity is likely to be provided by
deterrent or punitive strategies. Even these will have limits, such as with undeter-
rable attackers.

One approach, which some have forecast is the best option, is to envision large
consortia of private and government cybersecurity systems, sharing information in
real time, and rapidly identifying common threats and sharing defensive techniques.
Various forms of such information swapping markets and mandates were proposed
in the various cybersecurity bills in the US in the first half of 2012. There are at least
three reasons why this approach cannot be expected to be very effective soon or in
the long run. One is that the identification of threats and attacks, and their catego-
rization, requires huge amounts of information to be transmitted and immediately
understood by both by systems using greatly different ways of categorizing these
threats. This information, or “incident reports”, would include categorizations of
the unusualness of the emails, IP addresses, malware signatures, a description of
the vulnerability it appears to exploits (which may be as obscure as a driver, printer
spooler, document or video file), its end motive, apparent source and time it first
appeared. About one famous virus, Conficker, its end-goal is still not known. Such a
distribution system for incident reports, and for remedies, would require a common
ontology (a lexicon) that categorizes these diverse aspects, and a clearinghouse, that
are both a long way in the future—perhaps a decade or more (Dipert 2013b).

Second, the more detailed and specific such information is, the more likely it is that
it will generate a disproportionate number of false alarms. It is also likely that consid-
erable damage may be done—including to malware-detection software—before it
can be detected by even the most responsive early warning system. (These are 0-day
malware attacks.)

Third, one of the most serious weakness to such a cyberdefensive system would
be institutional-political. Consider an attack on a highly sensitive system, such a
computer system of the US CIA or Department of Defense. There could be consid-
erable institutional incentive not to alert other potential victims, and instead hide the
nature of the attack, its damage, and possible ways to defend against it. For by doing
S0, an agency encourages an enemy into believing that it has been undetected and
has possibly succeeded. If an agency leaks into the general cybersecurity communi-
ty information about the threat, its degree and form of penetration, and damage, and
possible antidotes, one essentially hands the enemy a detailed After Action Report.
It is a well-known technique to make an enemy believe its espionage techniques or
weapons have been successful. In military terms one of the most dangerous forms
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of information one can feed an enemy is precisely weapons and modes of attack
have been successful or not.

Consequently, it is fairly likely that an attacked agency would not wish to dis-
seminate its vulnerabilities, the success of attacks on it, and defensive measures into
the open general public (or even into the community of cybersecurity experts). On
the other hand, government agencies could compel with the force of law individual
citizens and corporations to share with them any reasonable suspicions of malware.
The problem of data interoperability (common ontology) and the quantity and poor
quality of such suspicions, would remain. Cyberincident reporting would be like
having a criminal hotline in which anyone, in any language and with various de-
grees of observational astuteness, would report any suspicions about crimes they
might have witnessed, including traffic violations.

One proposal I made in an earlier paper, to which I see no technical, legal, or
moral objection is to make Internet Service Providers (ISPs, including at the higher
tiers of internet traffic routing) responsible for the behavior of computers that attach
to their network. It is only through this medium that individual users have access to
the internet. By blocking users whose computers have not been thoroughly checked
by the ISP itself (as part of a handshake when first communicating with the IP), such
an arrangement could at least block the most persistent virus and botnet problems.
It is also at this level that IP address masking (spoofing) in all communications,
including email, would be most easily detectable.

ISPs themselves could be punished for various degrees of non-compliance, from
a fine for failing to check attached computers for viruses and botnets, up to discon-
nection from the internet for the service itself, and all of its users. This might even
apply to an entire country’s domain.

Because of its highly distributed nature, and because of a philosophy of open
access, there is no authority for the internet as a whole, except perhaps for the In-
ternet Corporation for Assigned Names and Numbers (ICANN). It has restricted its
actions to purely technical ones (such as the switch from IPv4 to IPv6). It is never-
theless conceivable that it could be turned into a weak internet policing system, by
invalidating an IP address, or a group of IP addresses due to some pattern of misuse
of the internet. A more likely scenario would be within one legal jurisdiction and
would regulate the addresses an ISP may communicate with, and especially at the
internet exchange points and information conduits within that territory or under
the control of that territory (e.g., satellites). Implementing any such scheme would
be nearly impossible in the present atmosphere of glorification of the freedom of
the internet. However, I do not know of any sophisticated political philosophy that
would grant the privacy and anonymity rights, and complete freedom of communi-
cation, that the dominant internet philosophy appears to advocate. If anything, this
idealized internet is a nearly perfect implementation of the Ring of Gyges (in Plato).
A far more helpful attitude toward information would be to regard some informa-
tion as poisoned: it does intended harm to its users.

However even such a complete scheme of legal liability for ISPs or regulation
of the internet would not limit the dangers of first-use (zero-day) internet weapons.
While there may eventually be sophisticated software that identifies data that is
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likely to be malware, it would probably admit some malware and block some ben-
eficial data. Furthermore, such controls would only block internet-borne attacks and
not those arising from other OTI vectors of information exchange, such as hard-
ware, thumb drives, and CDs and DVDs.

The future cyberworld I envisage is not a neat or a pretty one. It is beset by
problems ontological, moral, and computational. But is it necessarily worse than the
total destructiveness of the twentieth and early twenty-first century? I don’t think
so. In fact it might be one in which informational proxy wars are fought, but that
humans, other creatures, and the environment are not permanently damaged. It is
possible, after all, that the future will not be worse than the past.
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Chapter 3
Is Warfare the Right Frame for the
Cyber Debate?

Patrick Lin, Fritz Allhoff and Keith Abney

Abstract Nation-states are struggling to formulate cyberpolicy, especially against
foreign-based intrusions and attacks on domestic computer systems. These inci-
dents are often framed in the context of cyberwarfare, which naturally implies that
military organizations should respond to these incidents. This chapter will discuss
why cyberwarfare is ethically difficult and why, until responsible cyberpolicy is
developed, we may plausibly reframe the problem not as warfare but as private
defense, i.e., self-defense by private parties, especially commercial companies, as
distinct from a nation-state’s right to self-defense. The distinction between private
defense and national defense is relevant, since victims of cyberattacks have been
primarily industry targets and not so much government targets, at least with respect
to measurable harm. And we focus on foreign-based cyberattacks since, unlike
domestic-based attacks that are usually considered to be mere crimes and therefore
a matter for domestic law enforcement, foreign-based attacks tend to raise special
alarms and panic about more sinister motives. More than a mere criminal act, a for-
eign cyberattack is often perceived as an aggression so serious that it may plausibly
count as an act of war, or casus belli, and so we are quick to invoke national secu-
rity. But insofar as the state is currently not protecting industry from such cyberat-
tacks—in part because it is difficult to arrive at a sound cyberpolicy—we should
consider interim solutions outside the military framework.

Nation-states are struggling to formulate cyberpolicy, especially against foreign-
based intrusions and attacks on domestic computer systems. These incidents are
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often framed in the context of cyberwarfare, which naturally implies that military
organizations should respond to these incidents (Arquilla 2012). This chapter will
discuss why cyberwarfare is ethically difficult and why, until responsible cyberpoli-
cy is developed, we may plausibly reframe the problem not as warfare but as private
defense, i.e., self-defense by private parties, especially commercial companies, as
distinct from a nation-state’s right to self-defense.

The distinction between private defense and national defense is relevant, since
victims of cyberattacks have been primarily industry targets and not so much gov-
ernment targets, at least with respect to measurable harm (Clarke 2010, esp. Chap. 3;
Riley and Walcott 2011). And we focus on foreign-based cyberattacks since, unlike
domestic-based attacks that are usually considered to be mere crimes and therefore
a matter for domestic law enforcement, foreign-based attacks tend to raise special
alarms and panic about more sinister motives. More than a mere criminal act, a for-
eign cyberattack is often perceived as an aggression so serious that it may plausibly
count as an act of war, or casus belli, and so we are quick to invoke national secu-
rity (Gorman and Barnes 2011). But insofar as the state is currently not protecting
industry from such cyberattacks—in part because it is difficult to arrive at a sound
cyberpolicy—we should consider interim solutions outside the military framework.

In this chapter, though we speak primarily from the US perspective as the one with
which we are most familiar, the discussion can apply to cyberpolicies in other nation-
states. Further, the issues we identify and discuss are not meant to be exhaustive but
only a prima facie case for thinking about cyberattacks in a nonmilitary framework.

3.1 Cyberpolicy and Just-War Theory (Lin et al. 2012)

Why it is so difficult to develop responsible policy for cyberwarfare? If we under-
stand war as “actual, intentional, and widespread armed conflict between political
communities” (Orend 2005), it is first unclear that a cyberincident is an “attack” or
even “armed” conflict. And even if they are acts of war, cyberattacks and counter-
attacks must adhere to international humanitarian law (IHL), otherwise known as
the laws of war. These laws include the Geneva and Hague Conventions, as well as
many other international agreements. Much of IHL is rooted in just-war theory, the
philosophical tradition meant to establish the moral boundaries of warfare (Aquinas
1948; Walzer 2006; Reichberg et al. 2006). As a general discussion about the ethics
of cyberwarfare, let us explain why cyberpolicy is so difficult to reconcile with just-
war theory on at least the following five points:

3.1.1 Aggression

By the laws of war, there is historically only one “just cause” for war, a defense to
aggression (Walzer 2006, esp. pt. 2). But it is not clear at what kinds of cyberin-
cidents are so aggressive that they may be considered to be attacks (never mind
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“armed” attacks), as opposed to espionage or vandalism. Traditional just-war theory
doesn’t consider mere (non-military) property damage as casus belli; to count as
warlike aggression, the act needs to be more serious, such as an actual loss of lives
or serious threat of economic harm, e.g., blockade of a trading route (Walzer 2006,
Chap. 10). So, on the face of it, taking down a website does not seem to be casus
belli, to the extent that it is only damage to property.

But in the Digital World, intellectual property is the coin of the realm. A cyber-
attack that erased financial data could wipe out entire bank accounts, leaving their
owners penniless; this seems to be as severe as a naval blockade. And while the
cyber domain (not counting physical substrate, e.g., routers and servers) is com-
posed of only information bits, some of these bits control real-world property, e.g.,
power grids, nuclear centrifuges, and so on. Therefore, corrupting information data
could lead to physical harms. It is a more complicated question, then, whether or
not theft of intellectual property, or damage to virtual property, should fall under the
threshold for war. Again, it may make a difference as to whether a military website
is defaced, as opposed to a commercial website.

Complicating matters further, it is unclear when a cyberincident becomes an at-
tack, even if we agree that it is an attack. Is it casus belli to install malicious soft-
ware on an adversary’s computer systems but not yet activate it? Or maybe the act
of installing malicious software is an attack itself, much like installing a land mine?
What about unsuccessful attempts to install malicious software? Do these scenarios
count as war-triggering aggression—or are they mere crimes, which do not fall
under the laws of war? These questions feature in debates over the legitimacy of
preemptive and preventative war (Dipert 2006; Willson 2010).

Another question: Insofar as most cyberattacks do not directly target lives, are
they as serious? The organized vandalism of cyberattacks could be serious if it
prevents a society from meeting basic human needs like providing food or power,
and so could indirectly cause death and injury. A lesser but still serious case was the
denial-of-service cyberattacks on media websites in the country of Georgia in 2008,
which prevented the government from communicating with its citizens (Markoff
2008). However, the traditional understanding of aggression in just-war theory says
that human lives must be directly in jeopardy. This makes it difficult to justify going
to war in response to a cyberattack.

3.1.2 Discrimination

The laws of war mandate that noncombatants be avoided in attacks, since they do
not pose a military threat (McMahan 2009). Most theorists accept some version
of a double effect in which some noncombatants could be unintentionally harmed
as “collateral damage” in pursuing important military objectives (Aquinas 1948),
though some have more stringent requirements (Walzer 2006). Some challenge
whether noncombatant immunity is really a preeminent value (Allhoff 2012), but
the issue undoubtedly has taken center stage in just-war theory and therefore the
laws of war.
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For the military, cyber-counterattacks (or, euphemistically, “active defense”)
must comply with the principle of discrimination or distinction. But it is unclear
how discriminatory cyberwarfare can be: If victims use fixed Internet addresses for
their key infrastructure systems, and these could be found by an adversary, then they
could be targeted precisely—but victims are unlikely to be so cooperative. There-
fore, effective cyberattacks need to search for targets and spread the attack; yet, as
with viruses, this risks involving noncombatants.

For instance, consider the uncontrolled propagation of a computer worm such
as Stuxnet (Schneier 2010; Sanger 2012). Stuxnet’s designers had taken pains in
designing it to target only Iranian nuclear processing facilities, yet it had spread
far beyond intended targets. If the US is behind Stuxnet, then its own weapon has
boomeranged back to US computer systems. Although its damage was highly con-
strained, Stuxnet’s quick broad infection was noticed and required upgrades to an-
tivirus software worldwide, incurring a cost to everyone. The worm also provided
excellent ideas for new exploits that are already being used, another cost to every-
one. Arguably, then, Stuxnet did incur some collateral damage.

Cyberattackers could presumably appeal to the doctrine of double effect, arguing
that effects on noncombatants would be foreseen but unintended. This may not be
plausible, given how precise computers can be when we want them to be. Alterna-
tively, cyberattackers could argue that their attacks were not directly against non-
combatants but against infrastructure. However, attacking a human body’s immune
system as the AIDS virus does can be worse than causing bodily harm directly.
Details matter; for instance, if it knocks out electricity and the refrigeration that
is necessary for the protection of the food supply, starvation could ensue from a
modest cyberattack. Disrupting other crucial services, such as hospitals, could also
result in deaths, as well as the foreseeable social unrest that routinely accompanies
widespread power outages in urban areas.

A serious unintended effect to consider is that any cyberattack or counterattack
may need to involve one’s own civilian infrastructure (e.g., routers). This is prob-
lematic, because in providing material assistance for an attack, the civilian assets
involved then can be marked by adversaries as a legitimate target of attack, either
cyber or kinetic. For instance, if a counterstrike required the use of Google’s servers
or programming help from their engineers, then just-war theory holds that Google’s
facilities may be legitimately bombed and its personnel attacked.

3.1.3 Proportionality

Proportionality in just-war theory is the idea is that it would be wrong to use more
force than necessary to achieve one’s legitimate military objective, including as a
punitive or deterrent response to an attack. For example, a cyberattack that causes
little harm should not be answered by a conventional attack that kills hundreds
(Walzer 2006; Coady 2004); that would seem to be a disproportionate response, in
that less force could have achieved the same goals. This is not to say that a kinetic
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attack cannot be a just response to a cyberattack, depending on the severity of ei-
ther. As one US official described the nation’s cyberstrategy, “If you shut down our
power grid, maybe we will put a missile down one of your smokestacks” (Gorman
and Barnes 2011).

A challenge to proportionality is that certain cyberattacks, like viruses, might spi-
ral out of control regardless of the attackers’ intentions. While those consequences
could be tolerated to prevent even worse consequences, lack of control means an
attack might not be able to be called off after the victim surrenders, violating another
key law of war. Such attacks thus raise issues of unintended proliferation and the
possibility of widespread conflict, as attacks and counterattacks may spread beyond
intended victims, undermining principles of both discrimination and proportional-
ity. Another issue is that the target of a cyberattack may have difficulty in assessing
how much damage they have received. A single malfunction in software can cause
widely varied symptoms; thus a victim may think they have been damaged more than
they really have, and counterattack disproportionately. Therefore, counterattack—a
key deterrent to unprovoked attacks—is now fraught with ethical dilemmas.

3.1.4 Attribution

Discrimination in just-war theory also requires that combatants be identifiable to
clarify legitimate targets—the principle of attribution of attackers and defenders.
Terrorism ignores this requirement and therefore elicits moral condemnation. A
problem with cyberwarfare is that it is very easy to mask the identities of combat-
ants (Dipert 2010). Then counterattack risks hurting innocent victims. For example,
the lack of attribution of Stuxnet raises ethical concerns because it removed the abil-
ity of Iran to counterattack, encouraging them towards ever more extreme behavior.

Attribution is an issue not only of moral responsibility but also of criminal and
civil liability: we need to know whom to blame and, conversely, who can be ab-
solved of blame. To make attribution work, we need international agreements. We
first could agree that cyberattacks should carry a digital signature. Signatures are
easy to compute, and their presence can itself be concealed with the techniques of
steganography, so there are no particular technical obstacles to using them. Coun-
tries could also agree to use networking protocols, such as [Pv6, that make attribu-
tion easier, and they could cooperate better on international network monitoring to
trace sources of attacks. Economic incentives can make such agreements desirable.

3.1.5 Treacherous Deceit

Perfidy, or deception that abuses the necessary trust for the fair conduct of warfare,
is prohibited by both Hague and Geneva Conventions. For instance, soldiers are
not permitted to impersonate Red Cross workers and adversary soldiers. However,
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some ruses, misinformation, false operations, camouflage, and ambush of combat-
ants are permissible. Cyberattacks almost inevitably involve an element of decep-
tion to make operations of a computer or network appear to be normal when they
are not, as with tricking a user to click on a malicious link.

So, to what extent might cyberattacks count as perfidy and therefore be illegal giv-
en international humanitarian law (Rowe 2009)? Consider, for instance, an email virus
that purports to come from the International Committee of the Red Cross: this would
seem to be a reasonable analogue to the prohibited act of posing as a humanitarian
worker. Similarly, an email virus that purports to come from one’s own military orga-
nization would breach the same shared trust as impersonating an enemy soldier does.

The moral impermissibility of perfidy is tied to the concept of treachery, and a
prototypical example of a treacherous (and illegal) act in war is to kill with poison.
Yet there are poisons that can kill quickly and painlessly, much more humanly than
a bullet to the head. And spraying poisons in open battle is prohibited chemical or
biological warfare. This apparent paradox suggests that the concept of treachery
(and therefore perfidy) is fuzzy and hard to apply. We don’t get as angry when soft-
ware betrays us as when people betray us. But maybe we should—software would
be better if users were less complacent.

3.1.6 What Now?

The above issues do not exhaust the moral and philosophical controversies sur-
rounding cyberwarfare. For instance, just-war theory also requires that wars are
publicly declared by the proper authority. Yet the ambiguity of the attacker’s iden-
tity is a major part of cyberwarfare’s allure, as is therefore waging a secret war.
These issues suggest that either we need to quickly figure out how cyberwarfare fits
into the extant framework of IHL and just-war theory (Cook 2010), or if emerging
capabilities to cyberattack require rewriting the rules of war (Dipert 2010). Some
scholars have cast doubt that cyberwarfare is much different from previous forms
of warfare or that it requires a “new ethics” (Crisp 2012; Rid 2012). Whether or not
they are right, it should be clear that cyberwarfare is burdened with legal and moral
hazards, some of which we described above. These hazards are perhaps solvable,
but they are not solved now. And this makes “active defense” or counter-cyberat-
tacks, at least by the nation-state, morally problematic.

3.2 Stand Your (Cyber)Ground: An Interim Solution?

If we could conduct cyberdefense outside the military frame, then we can avoid at
least the legal issues above, if not also the moral ones. But do we have a good rea-
son—other than to sidestep these issues—to use a different frame? In this section,
we will suggest that we do (Lin 2012).
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First, it is still an open question of whether or not military organizations should
take the lead in national cyberdefense, even against foreign-based attacks. Currently
in the US, a major controversy with cybersecurity legislation is whether the US
Department of Homeland Security (DHS) or the US Department of Defense (DoD)
should bear responsibility for defending the nation’s digital borders (Jensen 2011;
Jackson 2012). Reasonable arguments can be made to support and criticize either
one as the lead agency for cybersecurity, but these arguments are not relevant to our
discussion here. Rather, the point is simply that we are using a law-enforcement—
as distinct from military—frame if we believe that DHS should take the lead, which
is not unreasonable.

However, we are not proposing a law-enforcement frame here. Instead, we want
to offer a third option that government need not be involved—a solution that would
avoid the DHS versus DoD debate, as well as the aforementioned difficult issues
related to IHL and just-war theory. This option models the “Stand Your Ground”
laws in the US that are rooted in the basic human right to self-defense, and it autho-
rizes counter-cyberattacks by private companies, which have been the main victims
of harmful cyberactivities by foreign actors to date. (We will present details of this
option shortly).

One reason why government need not be involved is that government is, in fact,
currently not involved much at all (Riley and Walcott 2011). That is, the US govern-
ment has hardly protested, much less prosecuted, the perpetrators of major cyberat-
tacks, again with industry companies as the principal victim of such attacks. Thus,
it is workable to avoid governmental intervention to the extent that the status quo of
nonintervention is workable or is expected to continue anyway. To be sure, part of
the reason for this inaction is the difficulty of identifying the attacker with reason-
able certainty for a serious state response, such as trade sanctions or a military strike
against a foreign aggressor. Nevertheless, there is little, if any, state protection for
industry targets in the cyber domain.

So despite existing laws against cybercrimes and related activities, there is little
enforcement of these laws, and therefore the cyber domain appears to be lawless.
In that regard, a natural analogy to which we might look for consistent policy is
the “Wild West” of American history. Both the Wild West and cyberspace now are
marked by general lawlessness; bad guys often operate with impunity against pri-
vate individuals and companies, as well as what government exists in those realms,
such as the lone sheriff. The distinctively American solution to the Wild West was
found in the second amendment to the US Constitution: the right to bear arms. As
more private citizens and organizations carried firearms and could defend them-
selves, the more outlaws were deterred, and society as well as the rule of law could
then stabilize and flourish.

We also find this thinking in current “Stand Your Ground” laws in the US that
authorize the use of force by individual citizens. If such laws make sense, could this
model work for cyberspace?
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3.2.1 Why itis Reasonable

Not to endorse this solution (or “Stand Your Ground” laws) but merely to offer it
for consideration as a new option: what if we authorized commercial companies to
fight cyberfire with cyberfire? Some have already started to explore the legality of
active defense (White Wolf Security 2007; Owens et al. 2009; Willson 2012), i.e.,
offensive operations, but let us further consider its ethical foundation here. As in
the Wild West, civilians are the main victims of pernicious cyberactivities. Some
estimate that industrial cyberespionage costs US companies billions of dollars a
year in lost intellectual property and other harms (Goldman 2011); UK companies
also report annual losses in the billions (Blitz 2012). As in the Wild West, they now
look to government for protection, but government is struggling badly in this role,
for the above-mentioned reasons and others. If we consider the US (or any other na-
tion) as one member of the world community, there is no clear authority governing
international relationships, and this make our situation look like a “state of nature”
where no obvious legal norms exist, at least with respect to cyber.

This option isn’t completely outlandish, because precedents or similar models
exist for the physical, nondigital world today. In the open sea, commercial ships are
permitted to shoot and kill would-be pirates (United Nations 1982). Security guards
for banks are allowed to shoot fleeing robbers (e.g., New York Penal Law 2012).
Again, “Stand Your Ground” laws—which give some authority and immunity to
citizens who are being threatened or attacked—also operate on the same basic prin-
ciple of self-defense, especially where few other options exist.

A key virtue of “Stand Your Cyberground” is that it avoids the unsolved and
paralyzing question of what a state’s response can be, legally and ethically, against
foreign-based attacks; the state is no longer involved. If the state were to make a
wrong move, it could become a war crime or provide an adversary with just cause
to respond with force. Again, the point of reframing cybersecurity as a nonmilitary
issue isn’t so much to avoid stringent but sensible requirements in IHL and just-war
theory, though that might be a benefit if there are independent reasons to support a
different frame.

As useful a model as it is for thinking through at least some issues in cyberwar-
fare, just-war theory is also limited, for at least the following reasons. First, just-war
theory is most powerful when applied to state actors, particularly ones engaged in
traditional warfare. This is not to say that just-war theory tells us nothing about
other forms of conflict; for example, it clearly inveighs against some form of asym-
metric warfare, e.g., terrorism. Rather, this gives rise to a second consideration,
already discussed above: much of cyberconflict takes place among private citizens
or, in many cases, between private citizens and corporations. Just-war theory would
typically not be applied to this sort of dynamic, but rather we would turn to the stric-
tures of criminal law; and, as we will see in the following, there is some promise in
this regard.
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3.2.2 Controversy in “Stand Your Ground” Laws

Of course, “Stand Your Ground” laws are not without significant controversies.
In recent history, this is represented by the following criminal case in the US: On
February 26, 2012, outrage broke out when George Zimmerman, a neighborhood
watch coordinator, shot and killed Trayvon Martin, an unarmed 17-year old. The
shooting took place in a Sanford, Florida gated community. The media fallout pri-
marily seized upon Martin’s race—he was African-American—and the failure of
the police to arrest Zimmerman for several weeks. However, a secondary emphasis
was on a Florida law that weighed in Zimmerman’s favor, namely Florida’s “Stand
Your Ground” statutes (Florida Statutes 2011). Florida, though, is hardly alone in
having “Stand Your Ground” provisions; many states have them, and others are cur-
rently considering them.

In understanding “Stand Your Ground”, it is perhaps easiest to start with its con-
trary: a duty to retreat. Under the common law, self-defense is widely recognized,
which is to say that one person can justifiably use (at least some) force against
another if the former is in reasonable apprehension of imminent bodily injury. Un-
packing this claim takes us too far afield, but let us at least briefly consider some
basic features. First, the person invoking self-defense need not be in actual ap-
prehension of imminent bodily injury; so long as the apprehension is reasonable,
it is sufficient to mitigate liability, either criminal or civil. Second, the apprehen-
sion needs to be imminent, which is to say that self-defense cannot be used against
threats or provocations. Third, the force used cannot be excessive; rather, it can only
be what would be reasonable to prevent injury.

Intuitively, self-defense protections strike most of us as eminently plausible: we
hardly expect people to suffer preventable injuries at the hands of others. The key to
understanding “Stand Your Ground”, though, is in recognizing that it provides even
greater protections to those who wield protective force than does the traditional
doctrine of self-defense. Specifically, this distinction trades on the duty to retreat.
Under self-defense, if the person being attacked could have escaped without injur-
ing his assailant, he is usually expected to do so; if he does not, he may be found
liable for the injuries that he causes. “Stand Your Ground”, however, is more forgiv-
ing insofar it does not require the attacker to exercise the option of retreat before
using force.

Surely we can understand why reasonable retreat would be required, so why does
“Stand Your Ground” jettison it? Progenitors to contemporary statutes ran under the
“Castle doctrine”, which provides extra protections for a person’s residence and has
been widely adopted. Under this doctrine, whether a person has a duty to retreat
depends on where he is, and the duty is absent when he is in his own house. In
fact, the “Stand Your Ground” locution originated in a case deriving from just this
sort of situation: “[the homeowner] may stand his ground, and, if need be, kill his
adversary” (Beard v. US 1895). In the contemporary legislative landscape, “Stand
Your Ground” extends beyond just domestic contexts. The basic rationale for this
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expansion is one that Oliver Wendell Holmes expressed a long ago, “detached re-
flection cannot be demanded in the presence of an uplifted knife” (Brown v. US
1921); in other words, the duty to retreat is simply unfair to the person who is at-
tacked.

3.2.3 How it Could Work

Our exploration—but not necessarily an endorsement—of a “Stand Your Cyber-
ground” policy starts from a similar assumption of a basic right to self-defense, as
found in extant “Stand Your Ground” and other laws. And as imperfect as any anal-
ogy inevitably is, but nonetheless useful (Hollis 2008), there are important similari-
ties here. In both cases, the victim does not have access to government protection,
for all practical purposes: in the home-invasion case where seconds matter, that the
police may be minutes away is little consolation or protection; and in the corporate
cyberattack case where there is no prosecution, that we have laws against cyberat-
tacks are also of little help. In both cases, there’s nowhere to reasonably retreat,
even if there were such a duty to retreat. Even considering some of the other analo-
gies proposed for cyberspace—e.g., outer space and Antarctica—it’s reasonable to
assume that something like “Stand Your Ground” would also apply in those lawless
frontiers, if an attack were to occur against a private party there. This also suggests
a correlative policy that at least some cyberattacks, perhaps even between nation-
states, should be treated as “frontier incidents” rather than the more serious “acts
of war”, to the extent that cyberspace is still a frontier (Watts 2011; Schmitt 2010).

Where “frontier justice” may evoke images of brutal eye-for-an-eye retaliation,
or lex talionis, this need not be the case for cyberpolicy. A counter-cyberstrike by
a defending company does not have to be as dramatic as the initial attack or any-
thing else we usually associate with an “attack.” For instance, the response could be
to forcibly install software patches and anti-malware applications on an attacking
“botnet” or network of zombie computer systems, usually hijacked without their
owners’ knowledge; or it could be to encrypt an attacking computer’s data and oper-
ating system until some remedy is achieved; or, as Microsoft had done in 2012, the
response could be to render a botnet inoperable (Infosec Island 2012). Other rem-
edies include creating a “honeypot” or diversionary target (Rowe et al. 2007), e.g.,
a fake directory of trade secrets, in order to misdirect the cyberattacker, plant false
information for attackers to “discover”, keep attackers occupied to buy time for
defense and evidence-collection, and other ends. Compare these to decoys, mock
operations, camouflage, and other tactics that militaries and intelligence agencies
are permitted to conduct to mislead adversaries.

If we like, “Stand Your Cyberground” could require a judicial warrant prior to a
cyber-counterstrike, that is, ex ante justification or authorization before the event.
However, this may be unnecessary, since there could be also ex post justification,
that is, authorization in virtue of an initial attack. Again, in open-seas piracy and
other scenarios today, a victim does not need to request approval prior to defending
itself with a counterattack. As further safeguards, the state (or industry, to avoid
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the state’s involvement) may require that counter-cyberattacks be reported, either
before or after the fact, to ensure there is reasonable cause in those actions, or else
face some penalty for negligence or other deficiencies.

As with the counterattacking of pirates, a cyber-counterattack has many potential
benefits, including neutralizing the threat, deterring future threats, and providing
some measure of justice, in contrast to doing nothing. Further, where initial cyber-
attacks are often anonymous or conducted through an unwitting proxy, a counter-
strike on an “innocent” third-party’s system—say, computers owned by China but
hijacked and used for an attack by unknown hackers—could elicit pressure from
the third-party (in this case, China, a nation of significant influence) to identify the
real aggressor. (We will say more about the innocence of these third-parties below.)
Short of a sound or responsible national cyberpolicy that accounts for IHL and
just-war theory, a counterstrike outside the military frame helps to avoid a larger
cyberwar as well as kinetic war. If this is still unsatisfying or unsustainable, then
“Stand Your Cyberground” may help motivate lawmakers to more quickly develop
a sensible national cyberpolicy.

3.3 Possible Objections and Replies

Here we briefly consider several objections to the “Stand Your Cyberground” policy,
as it is undoubtedly controversial. In the process, we clarify how such a proposal
might work, in case it is ultimately defensible. Again, this is not an exhaustive list
of objections but only some immediate worries, which may be overcome to make a
prima facie case for “Stand Your Cyberground.”

3.3.1 Only the State has a Monopoly on Violence

Objection: Only the state can engage in war or otherwise violent actions; compa-
nies legally cannot, as governments have a legitimate monopoly on warfare and
violence.

Reply: There are certainly areas in which government intervention is required to
regulate or even supplant private interactions; political parties routinely argue over
the appropriate extent of such government usurpation of individual sovereignty.
But almost everyone agrees that government should have the sole legitimate use of
violent force against other people. The most basic argument for this requirement is
that vigilante justice runs into a regression problem, when friends or loved ones of
private individuals retaliate for their loved one’s murder, and then the loved ones of
the original transgressor return the favor, and on and on as some legendary family
and ethnic feuds have continued.

If governments must have a monopoly on the legitimate use of violence, must
they also have the sole legitimate use of cyberattacks? No, not necessarily. To say
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that a state has a monopoly on violence seems to imply it is capable of inflicting
violence or otherwise enforcing laws so that individuals need not resort to violence
themselves. With industry cyberattacks, if the state does have this power, it has not
been exercising it, as justice may demand. Again, part of the problem is that it’s
difficult to identify the aggressor, as ethics generally would seem to require; so this
is not so much the state’s fault as it is the nature of cyberattacks. Nevertheless, the
state is not living up to its implicit promise to protect its citizens, which was the
basis for claiming a monopoly on violence. Further, it is not true that governments
claim a monopoly on violence, to the extent that they allow commercial ships to
defend themselves against pirates, or bank security guards to shoot fleeing robbers,
or private citizens to counterattack given “Stand Your Ground” laws.

If the objection, however, is that only the state has the power to wage war, then
this begs the question at hand: we have suggested that a cyberconflict does not need
to be viewed through the lens of war. Suppose a cross-border kinetic attack occurs
on a bank (or your house): the bank (or you) would seem to have a reasonable
claim to defend itself from such attacks, including with deterrent force, especially
if government is unresponsive. This is not a war-powers problem but one of basic
self-defense.

3.3.2 Only the State has the Resources to Counterattack

Objection: Related to the above, many companies are typically not big enough to
mount an effective counterattack. As a matter of simple utility and following the
principle of division of labor, even if companies could handle cyber-counterattacks,
government still should handle all cyberattacks, given its considerable resources
and economies of scale.

Reply: Companies need not act alone; they could form consortiums or coopera-
tives to gather resources and expertise for cyber-counterattacks, if the individual
company lacks resources. Or they could simply outsource the job to a third-party
with cyberdefense as its core competency or product, as a bank might hire private
security services. Such voluntary solutions appear to be better than involving gov-
ernments, insofar as state-sponsored attacks increase the risk of formal war. Further,
decentralizing this function distributes our own targets for attacks, e.g., rather than
having a central government agency as a single target, an adversary could have
to contend with many private organizations, if it wants to knock out cyberattack
capabilities. Decentralizing this function also allows for greater diversity of solu-
tions, with nationally and internationally recognized “best practices” emerging over
time. A robust corporate culture for problem-solving can be generally preferable to
government intervention, especially when that intervention could mean kinetic (and
not merely cyber) war.
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3.3.3 There’s Still the Problem of Attribution

Objection: There is a great risk of misattribution in cyber-counterattacks, potential-
ly with innocent third parties being harmed. Even if IHL is not violated by industry-
sponsored counter cyberattacks, it is still immoral to attack a party without first
identifying it and ensuring that it is the actual aggressor. For instance, botnets are a
common form of attack, but they’re victims too, not the real aggressor.

Reply: Attribution may be a red herring here. For example, the US knows China
has repeatedly cyberattacked it, but the US doesn’t want to do anything about it,
because there are bigger political and economic issues it wants to negotiate. Even
if the US doesn’t “know” this, it seems to have good reason to think so (Riley and
Walcott 2011). Further, there is a widespread consensus that clear attribution is not
required when sailors defend against pirates, or homeowners against robbers, and so
on. It is enough to know that one is being attacked and is defending oneself against
the attack, even if the attacker is not the actual aggressor, e.g., if the pirate or bank-
robber was really a coerced father whose family was taken hostage and threatened
to be killed by true bandits.

As for innocent third parties and botnets (innocent computers hijacked by others
to commit cybercrimes): again, even if we know that a pirate was really an innocent
fisherman whose family was being held hostage, the fact remains that the pirate
poses a threat to the safety of the targeted ship and its crew and passengers. It is
therefore still not unreasonable to neutralize the threat by counterattacking the pi-
rate, even if we know there is a puppet-master elsewhere who is responsible for the
pirate’s actions. Similarly, it would seem reasonable to counter-cyberattack a third
party who we believe was coerced or otherwise not complicit in their initial attack.

Where we may choose to use less-than-lethal means against a fisherman we
know to be an unwilling pirate, we may likewise choose less dramatic means in
a counter-cyberattack. Again, such a counterattack need not be crippling or highly
damaging, e.g., if it merely forces an anti-malware installation. If the cyberdefense
routinely inoculates and removes malware from consumer machines, such an “at-
tack” could actually be a great benefit to the wired world, as well as a more effective
general solution to cyberattacks. This is to suggest that we may understand botnets
with the public-health model of bioethics: In cases of infectious diseases, such as
typhoid, patient autonomy is secondary to stopping the disease that threatens many
others (Leavitt 1997). Likewise, botnets are a public-health hazard too in a sense;
and even if the owners of botnet computers are not complicit in the attack and want
to refuse an inoculation, the overriding greater good of public health can reasonably
trump that innocent autonomy.

Botnets, however, are less innocent than the unwilling pirate above in an im-
portant sense. One can argue that the hijacked computers comprising a botnet still
bear some responsibility for cyberattacks (Owens et al. 2009, p. 210). For instance,
responsible owners of those computers could be said to have some positive obliga-
tion to install antivirus software and otherwise exercise due diligence in ensuring
responsible use of their machines; failing to do so puts the computers at risk of
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becoming hijacked and used for pernicious ends. In the bioethics model, this is
analogous to something like careless or oblivious patients who don’t take reason-
able precautions as they enter a zone of infection; this lack of reasonable diligence
weighs against their right to autonomy.

3.3.4 Counterattacks will Escalate Conflict

Objection: Cyber-counterattacks will only encourage the escalation of conflict. Vio-
lence begets more violence, so we should forgo a counterstrike option in favor of
some other response.

Reply: Perhaps, though this is a general objection to any response to aggression,
whether a kinetic war, cyberconflict, or a schoolyard fight. Any response—even a
nonresponse—may encourage the aggressor on. This seems true for cyberconflicts,
even with a national cyberpolicy in place. Note that diplomacy and negotiations
may be impossible in cyberconflicts, if the victim does not know the identity of the
attacker, i.e., with whom one ought to negotiate.

Insofar as deterrents work, what seems to be clear is that a nonresponse is not a
deterrent. A “Stand Your Cyberground” solution could be an immediate deterrent
and pressure “innocent” third-parties to help find the real aggressor for compensa-
tion and/or punishment. Further, understanding how cyberattacks occur may help
us to take our computing practices more seriously and generally replace the naivete
common today with a more sophisticated relationship that ultimately could engen-
der greater, not lesser, trust. It seems possible that the current asymmetry of possible
harm between elite hackers and average citizens could gradually be replaced with
a grudging trust built on the possibility of mutually assured harm from cyberat-
tacks, and hence act as a long-run general deterrent to cyberattacks; when hacking
involves a considerable risk of counterattack to the hacker, it’s entirely possible less
hacking will result.

Hence, though the worry about escalation is reasonable (no matter what policy
is adopted), ultimately it becomes an empirical question. Looking at the American
debate on whether we should allow more people to carry guns, one criticism is
that it’d escalate violence, especially accidental and wrongful shootings; however,
others predict that more guns will force us to be more civil and therefore reduce
violence, since we wouldn’t want to risk offending an armed person (Debatepedia
2011). This was supposedly the case in the Wild West, which we suggested was an
analogy to our current situation in the cyber domain. Where “Stand Your Cyber-
ground” differs from the debate on guns is that there’d be little danger of an indus-
try company launching a cyberattack by accident or without cause, like a careless,
emotional, or angry gun-owner might shoot someone. Designing and implementing
a complicated cyberattack is not typically an impulsive gesture. But that capacity
would still remain a deterrent to others: to not cyberattack a company that could
plausibly respond in kind.
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The failure to defend oneself also risks escalation. After all, failing to respond to
a cyberattack is an incentive for hackers to continue, if not escalate, their activities.
This reasoning lies behind zero-tolerance policies for minor urban crimes and helps
explain why bad, crime-ridden neighborhoods tend to get worse: because the perpe-
trators have no incentive to discontinue their assaults, given the absence of reliable
law enforcement or self-defense. It is unclear how doing nothing will de-escalate
a cyberconflict: a hacker is not like the angry drunk who will eventually run out of
steam and pass out or sober up. If cyberattacks are still profitable, then they will
continue or increase.

3.3.5 Malicious and Ideological Hackers will not be Deterred

Objection: Even if financially motivated hackers can be deterred or expected to
not exact revenge, this may not be the case with malicious or ideological hackers,
such as Anonymous. Rather, a cyber-counterattack may instead play into a hacker’s
agenda of anarchy.

Reply: Perhaps, but this may create political will to fight cybercrimes, if the cy-
ber domain devolves into a Wild West—a drastic but necessary catalyst for action.
And as major organizations worldwide, such as Amazon.com and various credit
card companies, discovered after being attacked by Anonymous, the alternative of
doing nothing seems worse. Would hackers retaliate if a company were to pull out
its cybergun? Maybe if they were motivated by revenge, but again, like the average
mugger, the motive in the end is usually primarily financial, even if some hackers
and hooligans do it for fun. Anonymous hacked in support of WikiLeaks precisely
when Amazon et al. were denying donations to WikiLeaks. Even ideological hack-
ers need funds. And so eventually even the members of groups like Anonymous can
be harmed by cyber-counterattacks, especially counterattacks that impose financial
or technological hardships on the original hacker.

“Stand Your Cyberground” has the virtue of advertising to would-be attackers,
whatever their motivation, that industry is not an easy target, and this has deter-
rent value. Perhaps some hackers will take that as a challenge, but they’re not so
much the rational adversary (who are motivated by profit) that this policy is meant
to address. Just as some hackers and muggers may strike back harder if the victim
resists or fights back, this minority group shouldn’t drive policy that’s otherwise
reasonable and potentially more helpful than not. Of course, a rational hacker could
preemptively declare a policy of striking harder if a company resists, as a way to
deter deterrence, but again this would seem to be an even smaller segment of that
community, and we shouldn’t let these outlier (and theoretical) cases drive policy
for the larger world.
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3.3.6 Even if IHL is not Violated, other International Laws
may be

Objection: Given that many companies are multinational, their counter-cyberat-
tacks may violate other aspects of international law, even if not in violation of IHL.
Conceivably, it could open the company up to international prosecution.

Reply: There’s irony in prosecuting a defending company that counterstrikes
but not the initial aggressor, so it’s unclear what the political appetite would be for
such prosecutions. If cyberattacks come to be routinely prosecuted internationally,
then there would be a major step towards leaving behind the “Wild West” of current
cyberconflict and moving toward international regulations, greatly obviating the
need for a “Stand Your Cyberground” policy. But that would require the prosecu-
tion be carried out in such a way that companies no longer need to actively defend
themselves from cyberattack, and such a vista remains distant at best. It remains
hard to envisage a thoroughgoing and extensive enough international consensus on
cyberlaw that could render private companies and individuals in as little need of
cyberdefense as average citizens do against shootings. When assaults are common
and hard to police, one must expect people to begin to actively defend themselves.

Further, it is hard to prosecute a company without clear attribution—and in prin-
ciple, companies could respond in their cyber-counterattacks as anonymously as
its attackers do (perhaps, if feasible, even using the same botnets), as that strategy
seems to be effective for attackers. If computer forensics advances to the point in
which there is a robust system for identifying and reliably attributing cyberattacks
(and settled international cyberlaw for discriminating illegitimate attacks from oth-
er cyberactivities), then our proposal will be no longer needed, and attackers can be
identified and prosecuted, i.e., cyberlaw can actually be enforced.

3.3.7 A Judicial Process Implies State-Sponsorship of “Stand
Your Cyberground”

Objection: Requiring a judicial warrant or reporting of cyber-counterstrikes amounts
to state-sponsorship for the “Stand Your Cyberground” policy (Owens et al. 2009,
p- 211). As with states that turn a blind eye toward terrorists within their own bor-
ders, states can reasonably be blamed for any cyber-counterstrikes. This means the
policy does not reduce the risk of war after all.

Reply: First, it may be the case that cyber-counterattacks could proceed with-
out any judicial oversight at all; that would be the most laissez faire version and
would presumably obviate any risk of war from the “Stand Your Cyberground”
policy. After all, other kinds of ritualized exchanges of harm, often even those in-
volving kinetic violence, do not threaten to lead to war, e.g., gang violence across
international borders. Cross-border cyberattacks and counterattacks would be more
problematic, but as we suggested above, it makes no sense to prosecute a cyber-
counterattack when the initial attacker goes unpunished. It remains plausible that
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transnational disputes will result from such counterattacks, but there is no reason
to think they are more likely to lead to war than other types of international crime,
particularly cybercrime, that already exist. Indeed, if the “Stand Your Cyberground”
policy does become a credible deterrent and reduce international hacking, it may
well defuse international tensions, not raise them.

If the government does become involved in cyber-counterattacks to the limited
extent of requiring post hoc notification or ex ante warrants, things become more
complicated. But the end result remains the same: there are multiple venues to ap-
peal the legal findings of one country to a higher court, beginning with low-level
government to government negotiations and culminating with appeals to the United
Nations and the International Criminal Court. None of those involves war, and it is
hard to imagine a cyber-counterattack—which assumes a cyberattack causing harm
already took place—in which the counterattack by itself precipitated war. Cyber-
counterattacks are unlike terrorism in that they are a specific response to a specific
injury, in kind, and without larger political goals beyond self-defense. If nation-
states begin a “first strike” cyberattack policy, that may well constitute war or an
incitement to war, but that goes well beyond what ”Stand Your Cyberground” is
envisioned to achieve.

3.3.8 Industry Counterattacks may Destroy Evidence Needed for
Prosecution

Objection: If we allow victims to unilaterally counter-cyberstrike, that will likely
contaminate or destroy evidence needed to prosecute the initial (and presumably
illegal) cyberattack (Owens et al. 2009, p. 206; Infosec Island 2012).

Reply: First of all, what prosecution? Even if prosecution of the aggressor were
forthcoming, this is a problem for any act of self-defense. For instance, by allow-
ing commercial ships to repel pirates, we risk destroying evidence on the alleged
pirate’s unlawful activities; by allowing individuals to counterattack assailants, we
risk destroying evidence that would convict the alleged aggressors. But as real as
this risk is, prosecution is secondary to self-defense and limiting the harm of the ini-
tial attack. Allowing a cyberattack to continue for the sake of a possible prosecution
makes as much sense as letting a suspicious fire to keep burning so to not disturb
evidence that may convict an arsonist. Further, in regulating “Stand Your Cyber-
ground”, the state or industry could require capturing and filing relevant data related
to the initial attack, perhaps deploying independent emergency-response teams to
document the initial attack.

3.3.9 Cyberwarfare Doesn’t Raise New Issues

Objection: Do cyberattacks really raise new moral issues? They seem to be merely
old ethical issues in a new technological dress (Crisp 2012).
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Reply: Given “ought implies can”, as new technologies emerge with new capa-
bilities, novel ethical questions ineluctably arise. Moral dilemmas over killing and
letting die and even organ transplantation arose once medical technology forced
us to redefine death: the case of Terri Schiavo would not have been an issue two
centuries ago (Caplan 2005). Whenever such technological developments change
the concepts currently in use, they likewise inevitably challenge our received eth-
ics. Just-war theory is challenged by the rise of semi-autonomous robots: do drone
strikes mean that the US is at war with Yemen, or not? Similarly, the distinctive
nature of cyberattacks, whose very nature upends the traditional notion of kinetic
force as required for attack, places extreme tension on just-war theory, law enforce-
ment, or any other traditional frame for assessing their ethics. Hence, we believe
new ethical-—and philosophical (Taddeo 2012)—issues are raised by cyberattacks,
and so until and unless policymakers come to grips with regulating this novel form
of aggression, it falls on private individuals to work out a modus operandi for this
new reality.

3.4 Conclusion

How we justify and prosecute a war matters. For instance, the last US presidency
proposed a doctrine of preventive or preemptive war, or the “Bush doctrine™: if a
nation knows it will be attacked, why wait for the damage to be done before it retali-
ates (Tierney 2011)? But this policy breaks from the just-war tradition, which again
historically gives moral permission for a nation to enter war only in self-defense.
With the Bush doctrine, the US seeks to expand the triggers for war, but this could
backfire spectacularly. For instance, Iran reports contemplating a preemptive attack
on the U.S. and Israel, because it believes that one or both will attack Iran first (BBC
2012). Because intentions between nations are easy to misread, especially between
radically different cultures and during political elections, it could very well be that
the US and Israel are merely posturing as a gambit to pressure Iran to open its nucle-
ar program to international inspection. However, if Iran were to attack first—with
either kinetic or cyber means—it would seem hypocritical for the US to complain,
since the US already endorsed the same policy of first strike (Wright 2012).

A key problem with a first-strike policy is that there are few scenarios in which
we can confidently and accurately say that an attack is imminent. Many threats or
bluffs that were never intended to escalate into armed conflict can be mistaken as
“imminent” attacks. This epistemic gap in the Bush doctrine introduces a potentially
catastrophic risk: that nation delivering a preemptive or preventative first strike may
turn out to be the unjustified aggressor and not the would-be victim, if the adversary
really was not going to attack first. Further, by not saving war as a last resort—after
all negotiations have failed and after an actual attack, a clear act of war—the Bush
doctrine opens the possibility that the US (and any other nation that adopts such a
policy) may become ensnared in avoidable wars. At the least, this would cause harm
that otherwise might not have occurred to the warring parties, and it may set up an
overly stretched military for failure, if battles are not chosen more wisely.
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Here’s the relevance to cyberwarfare: Our world is increasingly wired, with new
online channels for communication and services interwoven into our lives virtually
every day. This also means new channels for warfare. Indeed, a target in cyberspace
is more appealing than conventional physical targets, since the aggressor would not
need to incur the expense and risk of transporting equipment and deploying troops
across borders into enemy territory, not to mention the political risk of casualties.
Cyberweapons could be used to attack anonymously at a distance while still causing
much mayhem, on targets ranging from banks to media to military organizations.
Thus, cyberweapons would seem to be an excellent choice for an unprovoked sur-
prise strike.

Today, many nations have the capability to strike in cyberspace—but should
they? The laws of war, or IHL, were not written with cyberspace in mind. So we
face a large policy gap, which organizations and experts internationally have tried to
address in recent years (e.g., Owens et al. 2009; Lieberthal and Singer 2012; Libicki
2009; H. Lin 2012). But there is also a gap in developing the ethics behind poli-
cies, as we described in the first section above. As an interim solution, we suggest a
reframing of the cybersecurity discussion away from the military frame, i.e., away
from the nation-state level, and more toward the private-defense frame, i.e., closer
to the individual-actor level.

This reframing seems defensible, given related legal precedents. And, separately,
it offers many benefits, including some measure of justice to victims, deterrence for
aggressors, and so on. While we offer this “Stand Your Cyberground” policy as a
prelude to a more complete discussion of its feasibility, we should also note that it is
already being adopted by companies right now: “Frustrated by their inability to stop
sophisticated hacking attacks or use the law to punish their assailants, an increasing
number of US companies are taking retaliatory action” (Menn 2012; Infosec Island
2012). So regardless of whether the policy is prudent or ethical, it is apparently
already a de facto policy for some, and this makes an examination of its details—
including how it could responsibly proceed—all the more urgent.
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Chapter 4
Technology, Information, and Modern Warfare:
Challenges and Prospects in the 21st Century

Wayne McCormack and Deen Chatterjee

Abstract In international law there are two long-recognized conflicts: one between
self-determination and non-intervention, and the other between self-defense and
non-intervention. In Sect. I, Wayne McCormack examines the first conflict in the
context of informational warfare, concluding that supplying information (or mis-
information) in a foreign conflict with the objective of altering the course of the
conflict is within the acknowledged sovereignty rights of a state and does not violate
the non-interference right of the state in conflict. In Sect. II, Deen Chatterjee exam-
ines the other conflict—that between self-defense and non-intervention. He claims
that the provision of preventive war in self-defense can get unduly interventionist,
especially in the context of cyber warfare, making the world less secure. To counter
this prospect, Chatterjee suggests that countries should promote prevention in non-
interventionist terms by relying on the soft power of diplomacy and collaboration.
The traditional debates of war and peace have become a major focus of con-
troversy in response to the changing nature of warfare in the twenty-first century,
putting in sharp focus the issues of traditional paradigms and their limits, the moral
hazards of military response, and the future of warfare. All these have vast impli-
cations for international law, justice, and human rights. This chapter looks at one
important aspect of the changing terrain of today’s war: the normative and legal
challenges of information and communication technologies in modern warfare.
The chapter is divided into two sections. In Sect. I, Wayne McCormack examines
the moral and the legal implications of informational warfare related to interfering
in the internal affairs of a nation facing armed uprising or going through similar
violent turmoil. McCormack’s focus is primarily the turmoil of the Middle East.
He discusses the benign use of information in conflict zones to alter the outcome.
In Sect. II, Deen Chatterjee examines the moral challenges of the growing reliance
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on information and communication technologies in modern warfare. Specifically,
he looks at the specter of “virtual warfare” in the blurring of the distinction between
preemption and prevention in wars of self-defense.

4.1 Introduction

The phrase “informational warfare” covers a host of possibilities—attacks on an-
other entity’s information (cyber warfare), promotion of reasonably accurate pro-
paganda into another country (Radio Free America), promotion of disinformation
(telling populace of impending disasters), and financial support of candidates in
elections. For example, if we send misinformation about the Assad regime into the
public domain in Syria, that’s just propaganda or what was once called “psy ops”.
At the other extreme, covert infiltration into the rebel groups with training materials
could be illegal under the Nicaragua decision.' In between those extremes, funnel-
ing government money into a political campaign in another country is highly ques-
tionable (as an intervention into internal affairs of another sovereign) but is done
almost certainly as a routine matter.

I assume that the U.S. poured substantial money and personnel into the Arab
Spring of 2011. I also assume that we would have supported any candidate who
ran against Hugo Chavez. These efforts parallel what the U.S. Supreme Court has
authorized in holding that corporations have a constitutional right to pump all the
money they want into political campaigns. And most observers assume that includes
“foreign” corporations because how can you tell the difference between foreign and
domestic in the global economy? We can also assume that the Court would hold that
the First Amendment protects corporations in funneling money into foreign politi-
cal actions. One might try to distinguish taking federal government money for that
purpose but it is not easy to see a rational distinction between using government
money as a contractor and using money derived from other revenue sources.

The question then becomes whether that interference in the affairs of other na-
tions can somehow be justified under international law. But first let’s explore a bit
more about the content or tactics of “informational warfare”.

In my lifetime, I have seen the War on Poverty (I don’t recall that LBJ tried to
justify the shooting of homeless persons), the War on Crime (some in the Nixon
years might have tried to justify shooting criminals), the War on Drugs (I remember
one Navy captain asking if he was supposed to shoot pharmacists), and now the War
on Terror (I honestly don’t know how you shoot a feeling). As a rhetorical flourish,
the word “war” is useful for mobilizing resources. As a legal concept, however, it
has very important and detailed consequences. Now people are starting to talk about
“informational warfare” as if it were different from the propaganda campaigns of
the past. I can think of some TV channels that might be worth destruction but that
would probably fit into the category of MOOTW (military operations other than
war) because it would not be a prolonged conflict.

! Nicaragua v. United States, I.C.J. Reports 1986, p. 14.
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In recent years, a rather Orwellian notion has arisen around the concept of “Law-
fare.” I objected to this term back when General Dunlap introduced it about 10 years
ago. But it quickly picked up favor in the Justice Department. It implies that anyone
who objects to the legality of a US action is engaged in an act of warfare.

Here is a quote from the “Lawfare Project” website:

The enemies of the West and liberal democracies are pursuing a campaign of lawfare that
complements terrorism and asymmetric warfare. Terrorists and their sympathizers under-
stand that where they cannot win by advocating and exercising violence, they can attempt
to undermine the willingness and capacity to fight them using legal means....

The precedents set by lawfare actions threaten all liberal democracies equally. It is
imperative that lawfare be opposed and that international human rights law and its interpre-
tation be managed properly and in line with the tenets of democracy.?

It is certainly true that legal challenges can be frivolous, that allegations of viola-
tions by democratic governments can be fabricated. But it is also quite true that
democratic governments, notably the United States, in the recent past have engaged
in illegal detentions, interrogation, and surveillance—as well as questionable lethal
drone attacks. If every allegation of wrongfulness by a democratic government were
itself unlawful, then how would democratic institutions correct themselves under
the rule of law?

The whole thing is quite reminiscent of the SLAPP (strategic lawsuits against
public participation) controversy 30 years ago, in which industry would file suits
against environmental groups® (who might then counterclaim for “abuse of process”
or basic Rule 11). Those issues eventually just died away as people grew up and
litigated under the rules.

This notion of “lawfare” seems to challenge the very idea of claims of abuse or
human rights violations. So even drawing into question the validity of targeted kill-
ing could be considered lawfare—a chilling prospect in itself.

I think the ethics of propaganda allow for plenty of hyping and even misinforma-
tion but the degree of covert intervention into the internal affairs of another country
has never been seriously delineated (how much did we do to foster Arab Spring?).
If the topic is about cyber attacks, the ethical implications arise primarily from two
points: the inability to control the weapon once it’s loosed, and the degree to which
you could bring down the infrastructure of another country and cause widespread
suffering—a basic WMD.

In terms of international law, there has been a long-recognized conflict between
the principles of self-determination and non-intervention. If an indigenous group
is struggling to achieve independence or self-government, then their rights could
include demands for assistance from outsiders, who are then subject to accusations
of interference in the internal affairs of another sovereign.*

2 http://www.thelawfareproject.org/what-is-lawfare.html (last visited Oct. 14, 2013).

3 http://www.law.cornell.edu/wex/slapp_suit (last visited Oct. 14, 2013).

4 The ability of an outside nation-state to come to the assistance of a rebel group traditionally de-
pended on the fuzzy line between “insurgent” and “belligerent.” But in recent times, a debate has
arisen over whether it is permissible to intervene on behalf of liberation groups (see Gray 2000,
pp 45-50).
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The most important statement of the International Court of Justice on these mat-
ters is still Nicaragua v. United States:

A prohibited intervention must [...] be one bearing on matters in which each State is per-

mitted, by the principle of State sovereignty, to decide freely. One of these is the choice

of a political, economic, social and cultural system, and the formulation of foreign policy.
Intervention is wrongful when it uses methods of coercion in regard to such choices.

The implication of this statement is that methods other than coercion would not be
wrongful. Indeed, the basic prerogatives of “sovereignty” on the part of the interfer-
ing state would seem to support its right to use not just “diplomacy” or “propagan-
da” but any means short of force in pursuit of its own foreign policy. Indeed, ham-
stringing other states from pursuing their aspirations of global governance could run
counter to the very idea of sovereignty.

So far, so good, as concerns “informational” exchanges and even disinforma-
tion. But what about “material support” of rebel groups? In the Nicaragua case, the
U.S. was found to have interfered in the affairs of another nation by training and
equipping the Contra forces. But what if the U.S. had merely supplied money and
organizational assistance without the training and equipment? Is this level of “infor-
mational warfare” prohibited?

It is hard to believe that support of rebels, short of supplying arms, would be
found unlawful for two reasons. First, there is the very pragmatic difficulty of trying
to prove the case. Any clandestine operative worthy of the name would cover his/
her tracks sufficiently to avoid obvious involvement in rebel movements. Despite
the well-publicized accusations of U.S. interference in the Egyptian uprising, noth-
ing very concrete can easily be laid at the feet of the American government.

Second, substantively supplying organizational services is closer to supplying
information than it is to supplying arms. Supplying organization and information
are both protected elements of free speech in the American system, at least until
one reaches the level of supplying “expert advice and assistance” as those terms are
defined in the “material support” of terrorism statutes.

In Holder v. Humanitarian Law Project,’ the Supreme Court upheld a prohibition
on providing “expert advice and assistance™® on the ground that it was possible to
distinguish between providing “advice or assistance derived from scientific, tech-
nical or other specialized knowledge” from those types of support that are more
general in nature. The Court argued that the plaintiffs’ professed desire to train
members of a designated foreign terrorist organization (FTO) in peaceful dispute
resolution could promote the illegitimate aims of the organization by “buying time
to recover from short-term setbacks, lulling opponents into complacency, and ulti-
mately preparing for renewed attacks.”” In turn, the proposal to teach FTO mem-
bers on how to petition bodies such as the UN for relief might yield monetary aid
that could then be redirected to fund the organization’s violent activities. Finally,

5130 S.Ct. 2705 (2010).
6 18 U.S.C. § 2339A(b)(3).
7130 S. Ct. at 2729.
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the Court made quick work of the freedom of association. The statutory scheme
was distinguishable from the Communist Party cases on the ground that member-
ship was protected. “The statute does not penalize mere association with a foreign
terrorist organization,” only the provision of material support to FTOs. The Court
asserted that the “statute does not prohibit being a member of one of the designated
groups or vigorously promoting and supporting the political goals of the group....
[It] prohibits the act of material support.”

Applying these thoughts in the context of a criminal prosecution for “material
support” is slippery enough, but taking them into the international arena seems ut-
terly inappropriate. The corollary of the U.S. individual freedom of speech for a
nation is the right to pursue its foreign policy. To pursue that policy by providing
support and assistance—not technical training nor tangible goods such as arms and
equipment—is within the basic definition of the nation-state.

Did the U.S. violate international law by assisting the organizers of protests and
demonstrations in El-Tahrir Square? It would be extremely difficult to make that
argument.

But is it permissible to fund the political campaign of a favored candidate in an
election? Surely not. Despite the U.S. Supreme Court’s obstinacy in thinking that
money is protected speech, it is surely an unwarranted interference in the affairs of
another nation to fund political campaigns. In fact, U.S. law makes it a crime for a
“foreign national to contribute to a campaign in the United States”.® Money is not
the same as information or assistance.

On the other hand, individuals are not the same as governments. If a U.S. em-
ployee or contractor in Iraq or Afghanistan campaigns personally for either the in-
cumbent or an opposition candidate, it is difficult to say that there is a violation of
international law—violation of U.S. employment contracts, perhaps, but not inter-
national law.

Providing money to a partisan campaign is more akin to providing arms and
equipment to the rebels. Indeed, since money is fungible, the Supreme Court has
recognized that it can be criminalized as “material support” to a terrorist organiza-
tion. As a practical matter, there is nothing to prevent money provided for campaign
purposes from being used for purchase of arms. Even on a theoretical or ethical
basis, there is a world of difference between personal service and money, especially
given the enormous disparity in wealth between the U.S. and some of the nations
whose elections it might wish to influence.

“Informational warfare?”” There is nothing wrong with putting out information,
even disinformation. There is nothing wrong with providing personal assistance
to groups organizing to promote self-determination. But there is something very
wrong with providing campaign money to candidates in other countries.

Now to return to the distinctions with which I began, both money and informa-
tion are different physical invasion of electronic infrastructure. A cyber attack on
another country’s banking, electrical, or other utilities systems would be the modern
equivalent of “armed attack,” which is permitted only for defensive purposes. In-

$2U.S.C. § 44le.



66 W. McCormack and D. Chatterjee

deed, many observers worry significantly about both cyber attacks and EMP attacks
that can take out a country’s infrastructure and cause massive loss. This is not an
attack by of use of information, but it is an attack on information itself—in this
instance, the information base on which a modern country operates.

In sum, the rules regarding information and warfare depend very much on what
is being attacked, by what means, by whom. An individual can spend her money
as she wishes, and a government can pursue its own informational policies. But a
government is constrained not to interfere in the internal affairs of another country.
Meanwhile, a cyber attack on infrastructure would be subject to the ordinary rules
of the Law of Armed Conflict (LOAC) and its defensive postulates.

4.2 Normative Challenges to Cyber Warfare

In this Sect. I examine the normative challenges of cyber warfare through a critical
review of the moral permissibility of preventive war. I claim that any advocacy of
preventive intervention, however constrained, could gain undue legitimacy, leading
to more war, not less. My claim is based on two factors—one, the slippery transi-
tion from preemption to prevention and the other, that even a limited provision of
preventive war for justified self-defense, construed as a rare exception, can lead
to a rather open-ended advocacy and use of it in the hands of a powerful state.
In the case of the “Bush doctrine,” we see a mix of both. Though couched in the
language of preemption to make room for unilateralism in the guise of preemptive
self-defense, the doctrine embraces far-fetched preventive measures. Accordingly,
the issue is the moral permissibility of preventive war, regardless of its scope and
the circumstances. Indeed, the provision of preventive war in self-defense can get
unduly interventionist, making the world less secure. Today’s scenario of covert
information warfare accentuates this prospect.

The most pronounced instance of the blurring of the distinction bewteen preemp-
tion and prevention is found in the Bush doctrine of 2002, largely in response to the
September 11, 2001, terrorist attacks on the United States. The broad mandate of
the Bush doctrine effectively makes the idea of “global safekeeping” an important
part of national security strategy, giving the United States an open-ended unilateral
license to respond militarily, in the name of “war on terror,” to any acts or events in
the world based solely on the internal perception of the United States.

Though most contemporary political and legal theorists advocating preventive
use of force find the Bush doctrine too broad, they feel compelled to respond to
the challenges of the changing nature of warfare in the twenty-first century. Con-
sequently, the traditional debates of just-war have become a major focus of con-
troversy in these defining years of unconventional warfare. A similar major turn
in rethinking the just-war concerns occurred during the Second World War where
the distinction between combatants and non-combatants blurred, making that war
the first truly “total war.” It compelled the Allied forces to navigate across a moral
divide in deciding whether to undertake massive bombing of German civilian tar-
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gets for military and strategic reasons. “I see this idea of just killing civilians and
targeting civilians as being unethical—though the most unethical act in World War
IT for the Allies would have been allowing themselves to lose,” says military his-
torian Conrad Crane, quoted in the 2010 PBS Television’s American Experience
segment titled “The Bombing of Germany.” We find the echo of Crane’s words in
Michael Walzer’s classic restatement of the just-war doctrine. He writes: “But if
there was no other way of preventing a Nazi triumph, then the immorality [of cre-
ating massive terror by targeting the non-combatant] ...was also, simultaneously,
morally defensible” (Walzer 2004, pp. 34-35). For Walzer, in cases of “supreme
emergency,” rules of war can be breached “when we are face-to-face not merely
with defeat but with a defeat likely to bring disaster to a political community” (Wal-
zer 2000, p. 268).

The just-war dilemma of the Allied leaders over bombing the German civilians
was prompted by the German bombers attacking London for 57 consecutive nights,
which indicates that the Allied response was directed at a “face-to-face” situation
of dire catastrophe. The quandary facing today’s political theorists who draw from
the just-war tradition is provoked by a new set of challenges unique to the new
century. The understanding of a “face-to-face” danger in today’s world could take a
whole new meaning in view of the unconventional nature of warfare and the specter
of WMD. The question now is not only justifying first strike but deciding on how
much in advance of the perceived threat, given the potential for catastrophic con-
sequences if the threat is given the time to be carried out. The certainty factor of an
imminent danger debated by the just-war theorists in the sixteenth and the seven-
teenth centuries is now put to severe test in view of this new challenge.

The situation is especially made complicated in view of today’s scenario of cyber
warfare in which a technologically advanced nation may undertake riskless covert
warfare to thwart a perceived danger in another country in the name of preventive
intervention for self-defense. As discussed in Sect. I above, supplying information
is different from supplying arms, though both can be aimed at changing the direc-
tion of a conflict. The latter is a violation of state sovereignty and thus prohibited
under international law. But covert cyber warfare is a most eggregious form of
interference in the internal affairs of a state since it has the potential of bringing
down the infrastructure of a country, but international law lacks specific guidelines
regarding the rules of such covert operations. The morality of such warfare is also
faced with unresolved issues if the imperative of self-defense is brought in as a
justification for such intervention. Preventive intervention is a murky issue in the
just-war thinking, so just-war doctrine does not provide much moral clarity in this
debate. We may need to look elsewhere for moral guidance on this matter.

The blurring of the distinction between preemption and prevention is at the heart
of the issue here. Advocacy of preventive war for justified self-defense, even when
construed as a rare exception, can be rather open ended and liable to be misused. We
see this in the Bush doctrine’s espousal of unilateralism in the name of self-defense
couched in the language of preemption, though it embraces far-fetched preventive
measures. Legitimizing principled preventive war, however constrained, can give a
powerful nation the moral license to expand the principle by pushing it in the direc-
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tion of its own convenience. Yet some prominent contemporary just-war theorists
who reject the Bush doctrine’s expansive and reckless interventionism nonetheless
advocate a limited provision of preventive war, even unilateral if warranted, for jus-
tified self-defense in cases of dire necessity. Their concern is to stay within the spirit
of international law and devise means of accountability in offensive wars, with the
goal of finding ways to respond to the new threats to peace and security posed by
unconventional warfare and unconventional weapons systems. They rightly note
that unilateralism in preventive ventures based on subjective and open-ended as-
sessment of security threats can go horribly wrong in its calculations of anticipatory
events and developments, and because it lacks political legitimacy and legal author-
ity, it sets a dangerous precedent. In contrast, their provision for preventive use of
force is primarily multilateral, guided by a mix of the just-war criteria and legal
propriety, putting emphasis on collaboration whenever possible and citing the UN
Security Council as the venue for open arbitration and debate for procedural legiti-
macy (Doyle 2008, Luban 2004, Buchanan and Keohane 2004). Their guidelines
for assessing the gravity of the situation requiring prevention display a judicious
blend of substantive and procedural considerations, including such factors as sever-
ity of threat, the likelihood of its occurrence, just-war criteria of legitimacy, and the
legality of the threat and the proposed response.

Nonetheless, these guidelines are open-ended and can be misused. Just-war le-
gitimacy criteria such as proportionality, necessity, and last resort are matters of
disputation and prone to subjective interpretation, especially if a go-alone provision
is allowed in the guidelines. Indeed, the just-war doctrine’s major flaw is that it
allows self-interested interpretation by the contesting parties (Myers 1996). The as-
sessment of severity and likelihood of threat in anticipatory circumstances is no less
subjective and open to mistakes or abuse. And the idea of legality is a moot question
in claims of existential threat. As Michael Walzer has famously stated: “necessity
knows no rules” (Walzer 2006, p. 254). Thus, these guidelines leave open the pos-
sibility that a powerful nation with global hegemony can construe them as an open-
ended license to respond militarily, in the name of self-defense, to any emerging or
anticipatory events in the world based on its own perception.

The prospect of cyber warfare compounds this problem. The growing reliance in
modern warfare on information and communication technologies makes the blur-
ring of preemption and prevention all too likely, thus accentuating unresolved moral
and legal dilemmas of preventive war. There are several reasons for it. Unlike con-
ventional warfare, regardless of its sophistication, virtual war offers the prospect of
being risk free, instant, covert, and causing no immediate combatant and non-com-
batant injury on the enemy side. Though virtual war has the potential of making the
entire infrastructure of a country dysfunctional, thereby causing untold suffering, it
is still considered “clean” because it does not directly target people.

In the increasingly escalating use of drone attacks in the name of just-war where
drones are often termed “moral predators,” thus making obligatory their uninhibited
use, unresolved moral and legal questions abound. Though drones are unmanned
military robots and exemplify the advanced sophistication of military technology,
they are still a step away from the specter of virtual war. Even then, deployment
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of drones alters the reciprocal vulnerability of a conventional war and makes the
asymmetries of power more pronounced by making military operations risk-free
for the side using drones. This prospect has the likelihood of misuse of military op-
tions in the name of preventive intervention. In commenting on the frequent use of
unmanned drones in today’s US military combat overseas, Peter W. Singer writes:

“And now we possess a technology that removes the last political barriers to war. The stron-
gest appeal of unmanned systems is that we don’t have to send someone’s son or daughter
into harm’s way. But when politicians can avoid...the impact that military casualties have
on voters and on the news media—they no longer treat the previously weighty matters of
war and peace the same way.” (The New York Times, January 22, 2012, Sunday Review)

In other words, risk-free combat technology can increase the likelihood of their use.
In fact, one can make the more general claim that the permissibility of preventive
use of force can make war all too tempting and frequent. This is especially true with
the prospect of cyber warfare which is not only risk-free like drones, but also is in-
stant, covert, and causes no immediate death on the other side. But all these features
raise moral and legal conundrums. In essence, legitimizing preventive war, however
constrained, can give a nation the moral license to expand the principle by pushing
it in the direction of its own convenience. And if preventive war is made easy due to
the use of cyber technology in military operations, then the chances are that much
greater that the technology would be put to use in the name of preventive interven-
tion. The certainty factor of an imminent danger, already compromised in the need
for expanded preemption due to the presence of WMD in today’s unconventional
warfare, is now put to severe test in view of the new challenge of cyber warfare,
making the claims of moral mandate in the slippery transition from preemption to
prevention that much easier. But this trend is making the world progressively less
secure. Neta Crawford’s observation is worth noting here: “In sum, a preemptive-
preventive doctrine moves us closer to a state of nature than a state of international
law” (Crawford 2003).

The mindset of preventive war perpetuates the anxiety of living under the shadow
of war, whereas “the stress of living in fear should be assuaged by true prevention—
arms control, disarmament, negotiations, confidence-building measures, and the de-
velopment of international law” (Crawford 2003, p. 36). These preventive measures
are instances of proactive non-intervention that use the soft power of diplomacy and
democratic collaboration. This may be a long and hard road that promises no quick
results but, then, if we’re looking for a fail-safe quick path to peace and security in
today’s murky and uncertain world, nothing can take us there. Preventive interven-
tions make things only worse. We should pay heed to Grotius who said: “Human
life exists under such conditions that complete security is never guaranteed to us.”

° Grotius (1625: 184), cited by Larry May in his chapter in Chatterjee (2013a). Portions of Sec-
tion II are excerpted from Chatterjee (2013b).
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Just Information Warfare



Chapter 5
Permissible Preventive Cyberwar: Restricting
Cyber Conflict to Justified Military Targets

George R. Lucas

Abstract Evaluations of cyber war and weapons range from denunciations of their
widespread and indiscriminate destructiveness and deliberate targeting of civilian
infrastructure, all the way to appraisals of cyber warfare as a morally preferable,
less destructive alternative to conventional warfare. This chapter will bring some
order to this chaos by distinguishing permissible from impermissible forms of cyber
conflict, as well as distinguishing genuine “warfare” from large-scale criminal or
terrorist enterprises. The chapter will criticize the lack of discrimination often
encountered in the formulation of cyber strategy and development of cyber weap-
ons, and argue in favor of international governance and guidance that (with refer-
ence to proportionality, discrimination, and the principle of last resort) restricts the
use of cyber weapons to justified military targets, using Stuxnet as a recent case in
point. In ethics, we can infer or derive operable constraints on, and guidelines for
acceptable practice by examining instances of what all agree is either good or bad
practice, just as in international law, we recognize the evolution of customary law
through the accepted conduct of otherwise law-abiding states. Hence, I will argue
that an act of cyberwarfare is permissible if it aims primarily at harming military
(rather than civilian) infrastructure, degrades an adversary’s ability to undertake
highly destructive offensive operations, harms no civilians and/or destroys little or
no civilian infrastructure in the process, and is undertaken as a “last resort” in the
sense that all reasonable alternatives short of attack have been attempted to no avail,
and further delay would only make the situation worse.
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5.1 “Cyber Anxiety” and Threat Inflation

Ours is the age of “cyber anxiety.” Pundits opine, especially in developed, highly in-
dustrialized countries, on the global vulnerabilities to cyber attacks or to acts of cy-
ber terrorism. Cyber security, and fending off cyber crime, are a constant obsession
and an ongoing concern. The potentially indiscriminate and uncontrollable aspects
of cyber weapons, once unleashed in acts of terrorism or warfare, is the subject of
grim and dark prognostication. In many respects, the fear of uncontrolled prolifera-
tion and widespread destruction from cyber warfare has come to occupy a place in
the public mind very similar to the current fear of terrorist attacks, or even more
to the threat of uncontrolled nuclear destruction that haunted public consciousness
during the decades of the Cold War. The situation of the U.S. and its allies in West-
ern Europe vis a vis potential adversaries (like China or the Russian Federation)
has, indeed, been portrayed as analogous to the nuclear cold war: a proliferation and
virtual “arms race” in the cyber arena, with only a presumed balance of destruction
holding adversaries at bay.

Apart from the Convention on Cybercrime sponsored by the Council of Europe
a decade ago (Budapest 2001), however, not much progress made in the field of
governance: that is, on discussions of the most likely ethical constraints on cyber
conflict, or on the content of feasible treaties, or the formulation of bright-line stat-
utes in international humanitarian law, that might serve to limit or regulate some of
the most fearful or destructive prospects attendant upon cyber weapons develop-
ment or permissible cyber tactics and strategy. The most detailed treatment of the
ethics of cyber warfare has been the analysis of philosopher Randall Dipert of the
University of Buffalo, writing in the December, 2010 issue of the Journal of Mili-
tary Ethics (Dipert 2010).! Dipert, laments the relative lack of attention given to the
ethics of cyber war, and cites a modest body of prior work in this field undertaken
largely by computer scientists and policy advocates: Martin Libicki (RAND Corpo-
ration 2009), Herbert Lin (AAS 2009), and two colleagues at the Naval Postgradu-
ate School, computer science professor, Neil Rowe, and Professor and Chair of the
Department of Defense Analysis, Dr. John Arquilla.

Rowe primarily discusses the status of cyber warfare and weapons with refer-
ence to current statues of the law of armed conflict, and complains quite appropri-
ately that many of the strategies and weapons for cyber conflict currently under
development constitute potential violations of prevailing international humanitarian
law (LOAC), in that they deliberately target, and aim to inflict widespread damage
and suffering, and even injury and death, on civilian personnel and infrastructure
(Rowe 2007, 2008, 2010). John Arquilla, who coined the phrase “cyber warfare”
itself while at the RAND Corporation (Arquilla and Ronfeldt 1993; Arquilla 2003),

! More recently, from the perspective of domestic and international law, I commend a keynote
address by Steven Bradbury, former head of the Office of Legal Counsel in the U.S. Department
of Justice, entitled “The Developing Legal Framework for Defensive and Offensive Cyber Opera-
tions,” delivered at the annual Harvard National Security Symposium in 2011, devoted to “Cyber-
security: Law, Privacy, and Warfare in a Digital World” (Bradbury 2011; see also Goldsmith 2011).
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also wrote what is likely the very first, and I would claim, still the most original and
path-breaking article on “ethics and information warfare (Arquilla 1999).” Like Di-
pert, Arquilla discusses principally the ethical issues, as opposed to the legal status,
of cyber conflict, and runs its principal strategies and tactics through the lens of just
war theory. I will return to Arquilla’s pioneering observations in my conclusion.

Dipert’s more recent account of the ethics of cyber warfare, while certainly not
the first, is surely the most complete and up to date ethical account from the stand-
point of the current status of the technology of cyber conflict, and also the most
thorough and fully informed analysis from the standpoint of philosophy, ethics, and
particularly just war theory. In keeping with what many other analysts concluded
over the past decade with respect to terrorism, counterinsurgency, and irregular war-
fare, Dipert concludes likewise in the cyber case that the tactics and weapons of
cyber conflict are such as to render traditional law and morality obsolete, or at least,
largely inapplicable. His overall conclusion is that cyber conflict is so utterly unlike
conventional war, and its weapons and tactics so novel and unprecedented, that an
entirely new regime of governance is called for. He thus echoes, and indeed, fans
the flames of public anxiety over this mode of conflict.

For my part, I do not doubt the gravity of the threat (as Arquilla described it
over a decade ago), nor do I dispute the seriousness of the concerns that Dipert now
raises and discusses. I do think this topic presently suffers from a certain amount
of hysteria. It is certainly true that cyber conflict is, like irregular warfare (IW) and
terrorism, a substantial challenge to our conventional thinking about war and armed
conflict, and will certainly call for some disciplined and careful analysis, and some
constructive efforts to meet the challenge of effective governance in the near fu-
ture. The fear that we might unwittingly or inadvertently unleash a widespread and
unrestrained, and highly destructive conflict in the cyber arena, in particular, as an
act of war is a very real concern.

But public discussions, including the essays I have cited, often fail to distinguish,
or even attempt to distinguish with sufficient care, between different kinds of cyber
conflict:

1. what might be called cyber vandalism (a hacker breaking into, and lurking in
defense information systems);

2. acts of cyber crime (in which data are damaged or stolen, or services denied, for
personal or corporate gain);

3. cyber espionage (what might be accurately described as acts of cyber vandalism
and cyber crime carried out by states or commercial corporations;

4. cyber terrorism (in which all of the foregoing things, and also damage and
destruction to physical infrastructure are inflicted by aggrieved non-state agents
in order to sow fear and confusion, and inflict widespread physical suffering
upon random victims); and

5. genuine acts of cyber warfare, in which the latter sorts of things (physical dam-
age, causing death, destruction, and widespread physical suffering) are done
deliberately, to specified adversaries, in pursuit of political objectives or conflict
resolution by states, governments, and their military and intelligence forces.
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In passing, let me quickly remark that I am of the opinion that the threat of cyber
terrorism, in particular, has been vastly overblown. Unlike IW and conventional
acts of terrorism generally, genuine cyber warfare turns out to be a very expensive,
labor intensive, and therefore remain a highly state-centric enterprise. Terrorists can
engage in vandalism and crime, and have used the internet to great advantage for the
purposes of conventional propaganda and dis-information. But they cannot easily
develop true cyber weapons, or engage in acts of cyber warfare—nor have they yet
been detected as doing so, or even trying to do so. To be blunt: neither the 14-year
old hacker in a next-door neighbor’s upstairs bedroom, nor the two- or three-person
al Qaeda cell holed up in some apartment in Hamburg, are going to bring down the
Glen Canyon and Hoover Dams. And that offers occasion for modest hope. I will
return to explain these assertions, and to examine Professor Arquilla’s analysis of
the ethical principles governing them, in conclusion.

5.2 Discerning Acceptable and Unacceptable Practices in
Cyber Conflict

For the moment, I want to make the case that there are acceptable forms of cyber
conflict and cyber warfare that can be justified from the standpoint of just war the-
ory. Indeed, such cyber conflict (as Neil Rowe has allowed) may in some instances
be preferable to conventional war, and even to alternative forms of conflict resolu-
tion (such as economic sanctions), if properly conducted. I also want to remark that
our actual experience of cyber warfare to date (and there have been several military
strikes by governments), has not been all that bad, and is likewise such as to offer
hope that the worst fears regarding cyber conflict may be somewhat exaggerated.
Indeed, I think it is possible on the basis of experience to distinguish between mor-
ally justified and unjustified forms of cyber conflict, and to discern, quite remark-
ably, that those cyber strikes that have been conducted within the current constraints
of law and morality (e.g., with respect to the prevailing principles of the law of
armed conflict) have also, to date, proven more effective than those that potentially
represent the commission of war crimes.

Let me begin with the “bad” attacks. One important such attacks that we know
of were presumably unleashed by the Russian Federation against nearby adversar-
ies in Estonia (in April, 2007), and another, also presumably by Russia, in Georgia
(in July 2008). The first instance was basically a “distributed denial of service”
(DDOS), overwhelming and shutting down service in a sophisticated country domi-
nated by paperless government and heavy reliance upon internet financial transac-
tions. A DDOS attack began around 20 July 2008 in Georgia, when “botnets” from
all over the world began blasting Georgian computer services and networks with
enormous amounts of useless data, much of which was eventually traced back to the
RBN (Russian Business Network), an organized crime unit of Russian mafia. This
was a prelude to conventional bombing and perhaps also intended as a prelude to
full scale cyber-war (that was not carried through). The attribution of cyber attacks
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is, of course, a well-known problem, and no official source in Russia has ever ad-
mitted complicity in either case. What is significant, however, is that the first strike
was an act of largely unprovoked aggression, that was apparently a response to ac-
tions by the eventual victim state that did not begin to rise to the accepted level of
causus belli in international law. Also, and even more significantly, the first strike,
far more than the second, relied almost exclusively on targeting civilians and civil-
ian infrastructure. Happily, in neither case was extensive damage done, nor injuries
sustained, nor were lives directly lost as a result of the use of cyber weapons.

It is difficult to gauge the effectiveness of the Estonian attack: certainly the cyber
attacks seemed to be followed by a reduction or diminution of the most extreme
forms of anti-Russian political behavior in Estonia that presumably had provoked
them. The Georgian attacks, by contrast, seem to have constituted more a prelude
or warm-up for conventional armed intervention: initially) (but mistakenly thought
to be the first time that a conventional attack was deliberately preceded by a cyber
attack [see Syria (2007) below] and apparently served to prepare the way for Rus-
sia’s subsequent conventional armed intervention in Ossetia. Both attacks, from a
political perspective, caused a great deal of resentment, and inflamed hostilities,
making a political solution to either conflict relatively unlikely. Estonia requested
at the time that NATO recognize a violation of sovereignty, so as to trigger the col-
lective self-defense provision of the NATO treaty. Interestingly, that suggestion was
rejected at the time on the grounds that “a cyber attack is not a clear military action
(Schaap 2009).” In the second case, a preparatory cyber attack may have aided the
success of the conventional intervention and occupation. But in neither of these
known cases did the cyber strategy address, alter, or otherwise remedy or resolve
the underlying political conflict.

Israel apparently likewise preceded its air strikes against a Syrian nuclear site
at Dayr az-Zawr in September of 2007 with a full-scale cyber attack, though once
again the details are murky, and formal attribution has never been made or acknowl-
edged. In this case, far more so than in either of the above attacks, however, the
preemptive cyber strikes were directed entirely against military targets: radar and
air defense systems, much as a conventional attack might have been. Unlike the
conventional case, however, the cyber attack attained the military objective of ren-
dering defensive forces helpless, without widespread destruction of property or loss
of life on either side resulting from the use of cyber weapons. Hence the cyber
attack replicated the effects of a conventional armed attack, but achieved its objec-
tive with far less destruction, risk, or loss of life than would have accompanied a
conventional attack designed to achieve the same purpose.

5.3 Cyber War and Just War

These three cases together offer an important set of evaluations that I want to take
up with respect to some of the core criteria of just war theory: “just cause” and “last
resort” with respect to the justification of war (jus ad bellum); and “proportionality”
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and “discrimination” (or, in international law, the principle of “distinction”) with
respect to the conduct of hostilities and specific applications of force (jus in bello).
From the perspective of jus ad bellum, I would like to argue that the (presumed)
Russian attacks, but especially the first attack against Estonia, lacked a sufficient
just cause and were not undertaken in any meaningful sense as a last resort. More-
over, from the perspective of the just conduct of hostilities (jus in bello), of the
two Russian attacks, the first was utterly indiscriminate, and was likewise dispro-
portionate in its threat of harm, at least, when compared either to the harm Russia
itself allegedly had suffered from Estonia civic policy, or any legitimate military
objective that might have otherwise been under consideration. These observations
and judgments are hardly surprising: the Russians have a long history of making too
ready, indiscriminate, and disproportionate resort to force even when they have a
legitimate objective whether in domestic or international situations. By comparison,
interestingly, consider the (presumed) Israeli preemptive military cyber attack on
Syria, preceding its conventional strike against their nuclear facilities. A conven-
tional strike had been continuously threatened through diplomatic channels in the
event of the Syrian government under Bashir al Assad ever attempting to develop a
nuclear weapons program. There was arguably adequate justification leading up to
a conventional attack on the illegal nuclear facilities Syria was attempting to con-
struct, and thus also justification for the preparatory cyber attack to disable Syrian
air defense systems. Importantly, both the cyber and conventional military actions
were undertaken only after reasonable diplomatic efforts had failed. The targets
of cyber strikes were entirely military, and the overall damage inflicted as a result
rather minimal, and arguably proportional to the harm threatened, the wrong done,
and the military objective in question.

If this assessment is correct, it suggests (in marked contrast to Dipert’s conclu-
sions) that not all cyber conflict escapes the analytical framework of classical or
conventional just war theory, and vice versa, that consideration of just war doctrine
may effectively guide the conduct of cyber war, even as it attempts to do for con-
ventional and irregular warfare. In the latter case, one of the most controversial
topics in the past decade has been the justification of preventive war, undertaken
against an enemy who has, as yet, done no actual harm, but represents a future
threat of harm. Classical just war doctrine rejects the legitimacy of a cause for war
that does not involve the actual (rather than merely threatened) infliction of harm
through an act of aggression. And yet this has not seemed to many recent analysts
(myself included) to address adequately the dilemma of, e.g., the menace of rogue
states, or terrorist preparations for attacks that have the aspects of a criminal con-
spiracy not yet fully consummated.

In this regard, it is instructive to consider a fourth, more recent case: that of Stux-
net, which the New York Times in January of 2011 described as “the most sophisti-
cated cyber weapon ever deployed (William et al. 2011).” Once again, the problem
of attribution is vexed: no nation or coalition has come forward to claim credit, or
accept blame, for having engaged in what has gradually come to be identified as an
act of preventive warfare (Gross 2011). Suspicion falls heavily on those who stood
to gain the most from the attack, and perhaps on those who smile the most broadly,
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without comment, when the event is cited. The details, such as are known, are likely
familiar, so a brief summary of the key points of this act of war will likely suffice
for the purposes of this essay.

The Stuxnet virus is a cyber “worm” of unknown origin, apparently developed
and released in a number of countries in 2009 (one analysis, by the Symanatec
Corporation, postulates that the worm was initially released in Indonesia, rather
than, as subsequently alleged by a secret agent in Iran itself). By July 2010, the
Stuxnet worm was known to have infected computers all over the world. Nearly
60 % of infected systems were located in Iran (although others ranged from India,
Pakistan, Indonesia and Azerbijan to the U.S. and Europe), and so after some initial
confusion, Stuxnet was assumed to be a cyber weapon targeted at Iran, that had
subsequently failed in its primary purpose and run amok, spreading uncontrollably
to unintended targets all over the world, and thus demonstrating how indiscrimi-
nate and destructive cyber weapons were likely to be. This was the assessment of
Stuxnet offered in a footnote in Professor Dipert’s essay (Dipert 2010, p. 407, n. 3).

A study of the spread of Stuxnet by Symantec showed that the main affected
countries in the early days of the infection were Iran, Indonesia and India:

Country Infected computers (%)
Iran 58.85

Indonesia 18.22

India 8.31

Azerbaijan 2.57

United States 1.56

Pakistan 1.28

Others 9.2

What was a reasonable assessment at the time, however, turned out to be substan-
tially incorrect. Unlike most malware, Stuxnet did little harm to computers and
networks that do not meet specific configuration requirements. “The attackers took
great care to make sure that only their designated targets were hit...It was a marks-
man’s job.”> While the worm is promiscuous, it renders itself inert if Siemens soft-
ware is not found on infected computers, and contains safeguards to prevent each
infected computer from spreading the worm to more than three others. All copies of
the virus are set to erase themselves on 24 June 2012 (William et al. 2011).

Why Siemens software? The virus attacks and destroys nuclear centrifuges
manufactured by Siemens, overriding the proprietary software and overloading the
centrifuges themselves until they self-destruct. It does so cleverly, in the manner of
the Hollywood film, Ocean s Thirteen, by running a second sub-routine (known as
a “man in the middle”) that disguised the damage in progress from operators and
overseers until too late to reverse. One line of code restricts this damage, however,
only to an array or “cascade” of centrifuges of a specific size (exactly 984). In
sum, unless you happen to be running a large array of Siemens centrifuges simul-
taneously, you have nothing to fear from this worm. It is an extremely sophisti-

2 Comment of Ralph Langner, a computer security expert in Hamburg, Germany, quoted in NY
Times (William et al. 2011).
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cated weapon: estimates are that it must have been years in the development, with
large teams of experts and access to highly restricted and classified information and
equipment. This is not something a terrorist group, or even likely a well-organized
and funded criminal organization could have undertaken (and certainly not a single
14 year-old hacker!). The investment of time and resources and expertise were sim-
ply beyond any but a well-positioned state or coalition to effect. The damage was
done exclusively to a cascade of centrifuges, illegally obtained and operated in an
otherwise hardened and highly protected site at Natanz, in Iran, in explicit violation
of the nuclear non-proliferation treaty. The damage sustained within Iran to its clan-
destine and internationally-denounced nuclear program was gauged at the time as
being substantial, putting back its weapons development program by several years,
at least.

In comparison with the previous cyber conflicts cited above: there was a good
and justifiable reason, reluctantly sanctioned in the international community, to un-
dertake military action against Iran’s nuclear weapons program. Famously, diplo-
matic efforts and other, non-military measures had been undertaken for years with-
out success. The harm or risk posed is extremely serious, but it is future harm: i.e.,
harm threatened, rather than inflicted, so Stuxnet was clearly a preventive (preemp-
tive?) attack. The target was wholly military, and damage confined to the targets
identified. There was no collateral damage of any meaningful or significant sort
to lives or property: civilian personnel and infrastructure were apparently neither
targeted nor affected. Most importantly, when compared against “Operation Baby-
lon,” the conventional Israeli air raid against Iraq’s nuclear program at Osirik on
June 7, 1981, this cyber strike involved far less damage, harm, and risk of either for
all concerned.

Still there are concerns raised that the promiscuous spread of the worm has
now made this destructive weapon available to users all over the world, who might
tweak it and release another verions.> This concern about Stuxnet as an “open-
source weapon” available for downloading by anyone, however, demonstrates a
widespread and fundamental misunderstanding of the nature of cyber “weapons,”
to which Neil Rowe has called attention in his work. They are not like nuclear
warheads or RPGs, simply obtainable and re-useable by anyone. Rather, they are
by and large “one off:” once a given cyber weapon has been used, that is to say, its
function is revealed, and anti-virus and security protections are quickly developed
and disseminated against it, and the original weapon is seldom if ever itself reused,
or usefully replicated. While “old generations” of computer viruses “hang around”
and sometimes infect woefully under-securitized computer systems, there is as yet
no known instance of a truly effective cyber weapon ever having been reversed
engineered and re-used in an effective attack.

3 This concern is voiced explicitly in the online “infographic” documentary, Clair (2011).
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5.4 Establishing Norms for Ethical Cyber Conflict

So now let me return in conclusion, as promised, to the work of John Arquilla. In-
terestingly, in his path-breaking article, “The Ethics of Information Warfare” (1999)
over a decade ago, Arquilla outlined what I take to be an argument for permissible
preventive cyber attack. Though obviously not as familiar with the broader range
of classical JW doctrine as Dipert and subsequent just war/ethics experts, Arquilla
nonetheless homed in on precisely the most relevant features of morally-justified
conflict: a grave and morally sufficient reason or just cause for war, a record of
prior good faith attempts to resolve the conflict short of armed attack that made
such war a necessary “last resort,” and, in the targeting and tactics, a focus solely on
threatening and strategic military targets, with the likely prospect of confining harm
almost entirely to those targets, and entailing no risk to, let alone deliberate target-
ing of, civilian personnel or infrastructure. Under such severe constraints, Arquilla
concluded, a cyber strike might be morally justified (supra, n. 7: 392-393). And 1
would add: such an attack would appear to be morally justified by such consider-
ations, even when it might otherwise constitute a preventive attack.

Stuxnet conformed almost perfectly to Arquilla’s constraints, so closely as to
raise a kind of suspicion that its perpetrators had read his article, and followed his
own outline of the relevant moral constraints virtually to the letter. For my part, I’'m
inclined to agree that the circumstances warranted such a preemptive attack, and
that, as designed and carried out, Stuxnet was an effective and morally justified
military cyber attack. It shows that cyber war can be an effective alternative to con-
ventional war, when less drastic forms of conflict resolution have been tried in good
faith, and have failed. And, contrary to the fears of Dipert and others, such weapons
and tactics can be designed to be effective, discriminate, and to inflict proportionate
damage on their targets—far more so than conventional attacks.

Finally, I mentioned in passing above that this sophisticated weapon, and effec-
tive cyber weapons and strategy generally, were still expensive, skilled, labor-inten-
sive, and therefore state-centric enterprises. No terrorist could, nor has, attempted
anything like this. An effective weapon of cyber warfare like Stuxnet, at least at
present, simply outstrips the intellectual, organizational, and personnel capacities
of even the most well-funded and well-organized terrorist organization, as well as
those of even the most sophisticated international criminal enterprises. If one is go-
ing to bring down hydro-electric generators, nuclear centrifuges, and air traffic con-
trol, then one needs direct access to such devices or systems and the software that
operates them, as well as an intimate knowledge of their operations. The 14-year
old neighbor, in particular, who skipped (and subsequently flunked) physics and
engineering classes to concentrate on his social networking skills lacks the requisite
knowledge, as well as the access to the relevant hardware. If he succeeds in hacking
into a defense department computer, he won’t have a clue of what to do there (other
than to carry out the cyber equivalent of spray-painting artistic graffiti on subway
cars). Centrifuges and hydro-electric generators, for their part, do not fit neatly into
terrorist apartments in Hamburg, or sadly, even into the most well-equipped pub-
lic high school laboratory. Admittedly, the air traffic control scenario presents a
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more ominous threat, from the standpoint of both terrorism and even vandalism or
“hactivism,” but would still require at minimum the leadership or assistance of a
disaffected air traffic controller with years of experience and extraordinary security
clearances.

That is moderately encouraging news. In addition, I believe our experience of
states as entities with political interests, unlike the usual case of terrorists and non-
state actors, makes these activities amenable to good governance. In the Stuxnet
case, we have an example of what good governance might well license. In the other
instances, we have examples of less justifiable actions (such as the indiscriminate
and wonton targeting of civilians and civilian infrastructure) that might reasonably
be renounced by all sides, without any discernable loss of political advantage. Rowe,
for example, has suggested a plausible procedure for attribution in a crisis that, like
the nuclear-era red-phone “hot line”” between Washington and Moscow, would help
avoid precipitating a kinetic response in the case of mistaken suspicion. Arquilla
(1999, p. 396) recommended adopting a “declaratory doctrine of ‘no first use’ of
information warfare against largely civilian targets.” This simple step addresses a
principal concern of cyber critics, like Dipert and Rowe, that the core strategies of
cyber war and weapons are premised on the illegal targeting of civilians and civilian
infrastructure,* while still allowing for strikes against military targets (operations
centers, logistics, and command and control nodes). And, he adds, this policy still
allows for retaliatory strikes in the event that one’s own civilian targets are attacked.
Finally, legal expert Stephen Bradbury, while echoing the current U.S. opposition to
any new international conventions or cyber arms control agreements, argues that the
accepted norms and limitations in the cyber arena will develop through the practice
of leading nations restricting their behavior in conformance with the established
rules and customs of warfare.

It is time to acknowledge what we have now discerned through such practices,
good and bad, to move ahead with such discussions and the formulations of relevant
treaties and protocols, and to put to rest some of the more extreme, hysterical, and
unfounded fears about cyber conflict. Outlawing indiscriminate destruction, and
deliberate civilian targeting, constitute a good beginning, and these cases show that
such measures would not rob states of their abilities to conduct political conflict ef-
fectively within the accepted bounds of law and morality.

41 have argued elsewhere (“Postmodern War,” Journal of Military Ethics 9, no. 4 (2010): 296)
that this tendency to target civilians in cyber conflict stems from the overwhelming influence of
intelligence and espionage, or clandestine services communities in the formulation of strategy
and development of weapons, as contrasted with the conventional war-fighting community (even
though a preponderance of the participants, from General Keith Alexander and VADM William
McCollough on down, wear (or wore) military uniforms). In espionage, covert action, and “psych
ops,” there is no restriction on targeting civilians (although this has begun to be questioned in the
intelligence community’s own discussions of professional ethics): See also Lucas 2013.
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Chapter 6
Moral Cyber Weapons

Dorothy E. Denning and Bradley J. Strawser

Abstract This paper examines the morality of cyber weapons, offering conditions
under which they are not only ethical under just war theory, but morally preferred
over their kinetic counterparts. When these conditions are satisfied, states not only
have the option of using cyber weapons, but could even acquire a moral duty to do
so over other forms of warfare. In particular, we show that states are morally obliged
to use cyber weapons instead of kinetic weapons when they can be deployed for a
purpose already deemed just under the law of armed conflict and without any sig-
nificant loss of capability. The reason behind this moral obligation is that cyber
weapons can reduce both the risk to one’s own (putatively just) military and the
harm to one’s adversary and non-combatants. The paper discusses this obligation,
using examples to illustrate cases where it does or does not apply. It also addresses
several objections that have been raised about the use of cyber weapons, showing
that they fail to fully counter the obligation to use cyber weapons derived from their
reduction of risk and harm properties.

6.1 Introduction

The formation of military cyber forces in the United States, China, and other nations
has stimulated considerable interest in topics relating to the deployment of cyber
weapons in state-level conflicts. One area of particular interest, and the topic of this
paper, concerns the ethics of using cyber weapons. So far, most scholarly attention
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has focused primarily on whether cyber-attacks are legally permissible under the
international law of armed conflict (LOAC) (Denning 2008; DoD 1999; Owens
et al. 2009; Schmitt 1999, 2010; Wingfield 2000, 2009). LOAC derives from the
just war theory tradition and consists of two primary divisions: jus ad bellum, the
ethical justification for going to war, and jus in bello, the moral principles governing
conduct within war. Both are concerned with state use of force, particularly armed
forces, but the former specifies when that force may be applied, whereas the latter
specifies ground rules for #ow it should be applied as part of the prosecution of a
justified war. Together, they enshrine widely accepted ethical principles that are
intended to promote peace and minimize the adverse effects of war on the world,
the just war convention can be understood as a restraining influence on the moral
horrors of war. However, these just war theory principles governing LOAC come
from an era that predates cyberspace, leaving their applicability to cyber weapons
a question open to interpretation. Some scholars have argued that cyberwarfare is
so divergent from traditional forms of warfare that the principles of just war theory
simply do not apply in any straightforward manner to cyber weapons (Dipert 2010).
We disagree. We argue that, at least with some kinds of cyber weapons, not only can
they adhere to the principles of just war theory but that a positive duty to employ
them can arise, at least in certain contexts.

The main principles of jus ad bellum are codified in the Charter of the United
Nations, which specifies the conditions under which member states may apply force
against other states. The most relevant parts of the Charter include Article 2(4),
which prohibits states from using force against other states during peacetime; Ar-
ticle 39, which gives the U.N. Security Council responsibility for responding to
threats and acts of aggression; and Article 51, which gives states a right to self-
defense. With respect to cyber weapons, the primary question has been whether
cyber-attacks constitute the use of force and, therefore, fall under the provisions of
the above articles. Two general approaches to force analysis have been proposed:
equivalent effects analysis (DoD 1999) and the Schmitt analysis (Schmitt 1999,
2010). Equivalent effects analysis considers a cyber-attack to be a use of force if its
effects are equivalent to those of an armed attack, while the Schmitt analysis uses a
broad set of criteria to distinguish the application of armed force from permissible
actions such as trade sanctions. Both can be difficult to apply to cyber-attacks, leav-
ing considerable uncertainty as to whether a particular cyber-attack constitutes an
illegal use of force under Article 2(4) or even whether such attacks could even be
properly understood as acts of war (Rid 2011).!

Jus in bello principles are concerned with whether operations conducted during
a state of war follow the moral principles of necessity, distinction, proportionality,
neutrality, perfidy, discrimination, and superfluous injury. Applying these principles

I'Rid (2011) has recently given a philosophical argument (rather than a legal argument) that the
use of cyber weapons cannot and will not constitute war. He makes this case based on an analysis
of the definition of war such that any given attack must be a lethal, instrumental, and political act
in order to constitute war. And he finds cyber-attacks, in isolation, would not constitute all three
criteria. We set Rid’s analysis aside for the purposes of this paper.
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to cyber operations has been less problematic, and many believe that cyber weapons
could be employed ethically in the context of an otherwise just war (DoD 1999).

Rather than considering the question of whether cyber weapons can be used
ethically under LOAC, this paper goes further and argues that, under certain con-
ditions, their use can actually become morally obligatory. When these conditions
are satisfied, states not only have the morally permissible option of using cyber
weapons, but a moral duty to do so. In particular, we show that states are morally
obliged to use cyber weapons in place of kinetic weapons for a just attack when-
ever doing so does not result in a significant loss of capability. The reason for this
moral obligation is that cyber weapons reduce both the risk to one’s own (putatively
just) military and the harm to one’s adversary and non-combatants. Overall, cyber
weapons are more humane, less destructive, and less risky than kinetic weapons for
achieving certain military effects.

The scope of our ethical analysis in this paper is highly constrained. It does not
address the larger question of whether an arbitrary cyber-attack is ever permissible
or whether such an attack should even constitute a use of force.? Instead, we restrict
attention to cyber-attacks that are viable alternatives to kinetic attacks that have
already been determined to be just under LOAC, given certain criteria. Arguably,
if the use of certain kinetic weapons in a specific context is deemed morally per-
missible, then the use of cyber weapons to achieve all or some of the same effects
should likewise be morally permissible. However, we go further than simply saying
that deploying cyber weapons in that context is a morally acceptable alternative. We
claim that there is a moral duty to use the cyber weapons under such circumstances.
This moral obligation arises because cyber weapons can, in some cases, incur less
risk and result in less harm than their physical counterparts, while still meeting the
same level of mission capability of said physical weapons.

We will first discuss the general claim. Then we will discuss some objections
that have been raised to the general idea of using cyber-attacks for military objec-
tives that would function as objections to our argument for the moral obligation to
use cyber-weapons. Ultimately, we find that the objections, while substantial, fail
to fully counter the obligation to use cyber weapons derived from their reduction
of risk and harm properties. Our overall approach follows that used by one of us,
Strawser, to argue for a moral duty to employ unmanned aerial vehicles (UAVs)
(Strawser 2010). This paper draws on Strawser’s theory and approach in that work.
However, whereas Strawser previously focused exclusively on risk, we here also
consider harm.

2 See Dipert (2010, p. 393) for an argument that the preemptive use of cyber weapons would likely
be morally preferable over a similar preemptive kinetic attack, and possibly even morally permis-
sible, precisely for the kinds of advantages cyber weapons have that we rely on in this paper (i.e.
their general non-lethality and lesser degree of destruction). On the use of force question, see Rid
(2011) noted above.
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6.2 Cyber Weapons as Ethically Obligatory

Strawser argues for the use of UAVs from the principal of unnecessary risk (PUR),
which he formulates as follows:

PUR: If X gives Y an order to accomplish good goal G, then X has an obligation, other
things being equal, to choose a means to accomplish G that does not violate the demands
of justice, make the world worse, or expose Y to potentially lethal risk unless incurring
such risk aids in the accomplishment of G in some way that cannot be gained via less risky
means.

An important aspect of this formulation is that Y is being ordered to accomplish
goal G, which itself is a good and fully justified goal worthy of pursuit. The prin-
ciple does not prohibit Y from choosing a risky approach on his or her own accord.
Rather, it only prohibits someone from ordering Y to use an approach than carries
with it avoidable risks.

Taking this principle to be uncontroversial,? Strawser applies it to the military
use of UAVs with the following operating principle (OP):

OP: For any just action taken by a given military, if it is possible for the military to use UAV

platforms in place of inhabited aerial vehicles without a significant loss of capability, then
that military has an ethical obligation to do so.

Strawser argues for OP on the grounds that because UAVs do not risk the lives of
their remote pilots, militaries are obliged to use them in circumstances where they
do not result in a loss of capability to conduct an operation that is otherwise deemed
just in accordance with the principles of jus ad bellum and jus in bello. In short,
in the context of a fully justified war effort, it would be wrong for a military com-
mander to order a manned aircraft operation when the same result can be achieved
with an unmanned one and doing so does not in any way worsen the warrior’s abil-
ity to fight justly. This is because to do otherwise would place an unnecessary risk
on the warfighter. Strawser also observers that because unmanned missions are gen-
erally less costly than manned ones, this could provide further grounds for a moral
obligation for militaries to use them, as money is then freed up for more worthy
social goals. However, because PUR provides a less contingent and ultimately more
normatively compelling reason for using UAVs, he uses it for the moral obligation’s
derivation.

Turning now to the use of cyber weapons, we first observe that, like UAV strikes,
cyber-attacks can be launched and conducted remotely, making them less risky to
military personnel than when engaging in kinetic strikes. Thus, the principle of PUR
applies to cyber-attacks for much the same reason as it would for UAVs. However,
certain kinds of cyber-attacks potentially have a further moral advantage in that
a given military objective may be achievable without causing any loss of life or

3 Although we cannot pursue it here, not all have found even this modest principle uncontroversial.
Uwe Steinhoff (forthcoming) argues that it is, indeed, controversial and that acceptance of it could
involve several normative problems. Steinhoff’s objections to the PUR deserve response, but such
a discussion lies outside of the scope of this paper.
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physical damage to the adversary or innocent third-parties and noncombatants. That
is, cyber weapons could cause considerably less harm than the kinetic weapons
they replace, while still accomplishing a justified military objective equally as ef-
fectively. Thus, there are two morally compelling reasons to use cyber weapons in
place of physical weapons where possible: they can reduce both the risk to one’s
own (presumably just) military forces and they can reduce the harm incurred to the
adversary and others.

As with UAVs, we formulate the moral obligation to use cyber weapons first in
terms of a general principle, which now factors in both risk and harm. Calling it the
Principle of Unnecessary Risk and Harm (PURH), it states:

(PURH): If X gives Y an order to accomplish good goal G, then X has an obligation, other
things being equal, to choose a means to accomplish G that does not violate the demands of
justice, or cause unnecessary harm and incur unnecessary risk, unless incurring such risk or
delivering such harm aids in the accomplishment of G in some way that cannot be gained
via less risky or less harmful means.

The principle of PURH is nearly identical to PUR, except for the addition of harm as
a disvalue to avoid in the ordering of just agents in pursuit of a good goal. The duty
to not “cause unnecessary harm” could be seen as derived from the PUR’s original
demand to not “make the world worse.” But the PURH aims to make the avoidance
of unnecessary harm an explicit part of the formulation. Two central components of
traditional jus in bello principles are that of proportionality and military necessity.
Combined, these principles are generally taken to mean that just forces ought to
use as minimal force and deliver as minimal harm as is militarily necessary for, and
proportionate to, accomplishing a given just objective. Military operations in pur-
suit of a just cause generally result in some harm, at least to the adversary. Yet the
just war tradition demands that we avoid unnecessary harm to the extent possible in
the prosecution of a just war. If some of the harm of war may be avoidable by using
cyber weapons instead of kinetic weapons, it seems that the just war tradition would
demand that we so use cyber-weapons, where possible.

A brief discussion on this aspect of the proportionality and necessity constraint
on just action within war is worth briefly exploring. Usually the proportionality
constraint (in bello) works to limit the amount of destructive force permissible to
use for a given attack such that the predicted damage done is proportionate to the
relative importance of given objective. That is, that the damage done is “worth”
the given objective and not excessive compared to the military advantage gained
by the attack. Here the relative import of a given objective will be tied directly to
the good it does towards the just cause. For example, using a nuclear bomb to take
out one lone enemy soldier (which presumably would do very little to advance the
success of the just cause but would cause tremendous collateral damage) would be
grossly disproportionate.

But proportionality is very closely linked to our understanding of the jus in bello
principle of military necessity. Necessity can be seen as a growth out of the restraint
implicated by proportionality. It demands not only that the force used is a proper
“fit” to the objective, but also that only the minimum amount of force necessary to
accomplish a mission is used for any given objective.
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That means that warriors fighting on behalf of a just cause (“just soldiers”) will
bear different duties vis-a-vis the strictures of proportionality and necessity depend-
ing on the options available to them. Say a group of just soldiers, W, is engaging
a set of enemy (and putatively unjust) soldiers, Z. W has available to them three
means (A, B, or C) of attacking Z, each of which would be equally effective at meet-
ing the given mission objectives W seeks on behalf of the just cause. A is a large
bomb that would obliterate Z, but will also destroy the building Z occupies, cause
massive damage to the surrounding country-side such as burning up agricultural
fields, destroy other nearby buildings, (unintentionally) kill some nearby noncom-
batants, and so on. B is a bomb similar to A, but its blast radius will not extend much
beyond Z, although it will destroy the building Z is occupying. C is a weapon which
will target the individual members of Z, but will not do any damage to the building
they occupy or surrounding area whatsoever. Recall: W has high confidence that A,
B, and C are each equally likely to succeed and they have equal access to all three
choices.

Under such a scenario, proportionality demands that W use C over A and B if
they are to be in alignment with jus in bello principles. Were W to use A or B in
this case, they would be in violation of jus in bello and would not be acting justly
in war; they have a moral obligation to use C and an obligation to not use A and B.
But if W found themselves in a scenario whereby they only had access to A or B,
then the obligation against using A and B would not obtain. In that case, of course,
they would be obligated to use B, and obligated to not use A. The point is that pro-
portionality and necessity restrict just actors to use only as much force (resulting in
as much harm and risk) as is required to accomplish a given act.’

Like PUR, we consider PURH to be relatively uncontroversial and, within the
context of war, it follows from the strictures of proportionality, as just shown.® If
one need not incur unnecessary risk or harm to carry out a just act, one should not.
Applying PURH to cyber weapons leads to the following cyber operating principle
(CyberOP):

CyberOP: For any just action taken by a given military, if it is possible for the military to

deploy remote cyber-attacks in place of manned kinetic attacks without a significant loss of
capability, then that military has an ethical obligation to do so.

As already noted, there will be less risk associated with the remote deployment of
cyber weapons than with manned kinetic operations. If weapons are used suffi-

4 And, further, presume that they do not have a scarcity of resources problem such that they must
reserve some particular weapons for future missions, etc.

5 There are, of course, important parallels here to cases of individual self-defense, where propor-
tionality and necessity rule. In fact, many revisionist accounts of just war theory currently on the
rise today contend precisely that the moral rules of warfare should track more closely with the
moral reality of individual self-defense and, as such, should impose a much stronger “necessity”
clause on any given just military action (see, Rodin 2005, for example). Such a discussion, how-
ever, is far outside the scope of this paper.

¢ Again, see Steinhoff (2013) for a contrasting view. Presumably Steinhoff’s objections to PUR
would carry over to PURH.
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ciently remotely, there will be little or no risk to the life of military personnel using
the weapons. This is the same condition we see obtain with UAVs. Indeed, UAV
bomb strikes already presently combine cyber operations (controlling the UAV)
with physical operations (dropping the bomb).

In addition, cyber weapons can be less harmful than their physical counterparts.
They are generally not lethal and often do not cause any permanent damage to
physical infrastructure. Cyber-attacks may even be less damaging than electronic
warfare strikes that “fry” electronics such as electro-magnetic pulse (EMP) weap-
ons. A cyber-attack that takes out some service such as telecommunications, power,
sensors, or alarms need not cause any permanent damage nor harm anyone. If there
is no physical damage, targets are more readily restored to their original state after
hostilities have ended. Restoration is faster and costs less. It may just be a matter
of restoring bits from backup files, though systems may also have to be patched
and security enhanced to avoid future attacks. This can be important for stabil-
ity and reconstruction operations following war and would lend itself favorably to
considerations of jus post bellum.” Dipert (2010) has argued along similar lines that
cyber weapons could even be designed in such a way so that the damage they do
is easily reversible, similar to creating an antidote to a real-world contagion. Rowe
(2010b) also argues for reversibility and offers four different techniques that could
potentially be used to achieve it. Whereas rebuilding critical infrastructure such as
telecommunications and electricity power grids can take weeks, months, or even
years after being destroyed by physical weapons, that same infrastructure could be
back up and running within hours or days after a cyber-attack.

As with OP, the operating principle CyberOP presumes that cyber-attacks would
be used to take an action that is otherwise deemed just according to the principles of
Jjus ad bellum and jus in bello, and that using the cyber weapons instead of kinetic
ones would not result in any significant loss of capability. The phrase “without a
significant loss of capability” is crucial to the formulation of CyberOP, implying
that the cyber operations could be sufficiently controlled in such a way that neither
risk nor harm would increase in the accomplishment of a given objective. If the de-
ployment of cyber weapons would incur either greater risks to just military forces or
cause more harm to adversary forces or non-combatants, then those weapons would
thereby be considered less capable than their physical weapon counterparts. In that
case, their use would not be mandatory under CyberOP; indeed, their use would
likely be impermissible. It’s possible they might yet be considered a better alterna-
tive on other moral grounds outside the avoidance of unnecessary risk and harm, but
further arguments would have to weigh the tradeoffs involved.

Our claims here, of course, do not rest on mere abstract possibilities and specula-
tion about future kinds of weapons. There are cyber weapons which already exist
that could potentially fit the demands of CyberOP. Rattray and Healey (2010) give
several examples where cyber operations might be used to support special opera-
tions or traditional, kinetic military operations. These include using cyber opera-
tions to take out adversary alarms or inject false alarms, or to disrupt telecommuni-

7 See Orend (2000) for a comprehensive case for developing principles of jus post bellum.
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cations or command and control networks. Conducting these operations remotely
using cyber weapons would be less risky to a just force than sending in military
personnel to accomplish the same objectives, and likely less damaging to their tar-
gets, making them excellent candidates for application of CyberOp.

The principle of CyberOP, however, would not justify many of the cyber warfare
scenarios that have been postulated such as, for example, the one in Clarke and
Knake (2010, pp. 64—68) that leads to a nationwide power blackout, airline and
subway crashes, pipeline explosions, refinery fires, lethal clouds of chlorine gas,
network outages, and more, resulting in thousands of civilian deaths. Kinetic strikes
that did all this would almost certainly violate the LOAC, ruling out their cyber
equivalents. Even an attack that just took down the Internet would likely violate
LOAC, as it would necessitate attacking civilian infrastructure around the world,
including infrastructure in neutral countries.® If one presumes a blanket principle of
non-combatant immunity, it is hard to imagine circumstances where such a strike
would be considered just under traditional just war theory.” However, in those cases
where limited kinetic attacks against the Internet might be justified, say to take out
a small number of routers in some country for a limited period of time, surely a
cyber-attack that temporarily shut down those same routers would be morally pre-
ferred over a kinetic strike that physically ruined the routers and killed the persons
operating them.

CyberOP would not even justify many lesser operations that have actually taken
place, such as the distributed denial of service (DDoS) attacks against Estonia in
2007 that disrupted access to Estonian websites in protest of the relocation of a
Soviet-era war memorial (Tikk et al. 2010; Clarke and Knake 2010, pp. 13—16).
One reason is that the nature of the dispute did not justify any military action against
Estonia to begin with (Lucas 2011b). Since using kinetic weapons against the target
websites would not be permitted, using cyber weapons against those targets could
not be justified by CyberOP.

Although cyber-attacks need not cause death or physical destruction, attacks that
do are not necessarily ruled out by CyberOP. If the harm is no greater than that

8 For a good discussion on cyber warfare attacking non-combatants and the resulting problems,
see Lucas (2011b). Lucas’ work in that piece is highly compatible with the claims we make in this
paper, although we disagree with Lucas over whether some specific instances of cyber-attacks
would be permissible. Lucas writes, “... an act of cyber warfare is permissible if it aims primarily
at harming military (rather than civilian) infrastructure, degrades an adversary’s ability to under-
take highly destructive offensive kinetic operations, harms no civilians and/or destroys little or no
civilian infrastructure in the process.” And, of course, we further differ from Lucas in contending
that in some such instances cyber-attacks would not be merely permissible, but obligatory to use
in place of similar kinetic attacks.

9 Several revisionist just war theorists have recently challenged a blanket principle of non-com-
batant immunity and have argued that some noncombatants could be liable to harm in war. Jeff
McMahan (2009) does this most prominently, but others such as Helen Frowe (2011) have also ad-
vanced a rejection of total non-combatant immunity. Note that even on these revisionists accounts,
however, an attack against the entire Internet would still fall outside of the bounds of just war prac-
tices because there would be very little if any discrimination possible amongst non-combatants.
Again see Lucas (2011b) for a discussion on the possibilities for discriminate cyberwarfare.
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caused by the just use of kinetic weapons, then the cyber-attack is still preferred,
indeed morally obligatory, if it is less risky. Moreover, a cyber-attack that causes
equipment to self-destruct, as in the case of Stuxnet, may still be less life-threaten-
ing than physical strikes.

Stuxnet is an interesting and important case. On the one hand, the cyber op-
eration enabled the destruction of centrifuges at Iran’s Natanz nuclear enrichment
facility (Broad et al. 2011) without risking the lives of those who did it nor the
operators at Natanz. In that sense, it was less risky and less harmful than, say, drop-
ping bombs on Natanz. On the other hand, Stuxnet caused considerable collateral
damage that a bomb strike would not have caused. In particular, tens of thousands
of other systems got hit with the worm (Falliere et al. 2011). In that regard, Stuxnet
was less capable than a kinetic strike, and so not morally obligatory under CyberOP.
This does not mean that Stuxnet was immoral or not preferred over a kinetic strike,
only that it does not lend itself to direct application of CyberOP. The morality of
Stuxnet is more complicated and we return to it below.

6.3 Objections to Cyber Warfare

Although we believe there is a strong case for conducting cyber-attacks in limited
circumstances where they have a moral advantage over kinetic attacks, some have
argued that militaries should not conduct cyber-attacks at all. If that is true, then, of
course, CyberOP would be a vacuous principle, at best. The following reviews some
of these objections. We find that each objection, while important, fails to overcome
the strong normative force of PURH and the resulting CyberOP.

6.3.1 Objection 1: Cyberspace Should Not be Militarized

Some argue that military operations should not be conducted in cyberspace, as do-
ing so makes cyberspace less attractive and usable to others, turning it into a per-
petual battleground. At any given time, militaries might conduct operations that
impair normal activity and harm legitimate use. Everyone who uses the internet
would potentially become a target or unwittingly caught in cyber-crossfire.

Our response to this objection is that cyberspace is already under constant attack
by criminals, protestors, patriotic hackers, cyber jihadists, spies, anarchist groups,
and others who pay no heed to legal or ethical constraints on their behavior. By
contrast, the militaries of states are or should be concerned with these things, and
should conduct themselves under the principles of jus ad bellum and jus in bello.
The cyber military operations we are advocating for in this paper would be so con-
ducted. They are unlikely to even be noticed by most users. Their greatest impact
would be felt by legitimate military targets, with less collateral damage than from
kinetic strikes. If not and the use of cyber weapons in question was conducted con-
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trary to just war principles, then they would fail to be justified under PUHR to begin
with since they would not be a proper case of a good goal G pursued in a manner
that does not violate the demands of justice.

A related argument is that military use of cyber weapons runs counter to efforts
to make cyberspace more secure and usable. This is because militaries classify their
cyber weapons and keep them secret. They will not make their weapons public or
report the vulnerabilities they exploit, as doing so would lead to the flaws being
repaired, thereby rendering the weapons useless (Rowe 2010a). The net effect of
this secrecy is that cyberspace will have unnecessary vulnerabilities that can be
exploited not just by militaries but by anyone else discovering them.

Although cyber security is critically important, we do not agree that it is jeop-
ardized by military classification or use of cyber weapons. One reason is that the
effects of publicly disclosing vulnerabilities and attack tools are not all positive.
While disclosure is likely to enhance security in the long run by removing vulner-
abilities, it can also lead to the proliferation of cyber weapons as well as an increase
of attacks, as tool developers build on each other’s work to create new cyber weap-
ons and criminals take advantage of the lag between disclosure and remediation
to launch attacks. Another reason is that if militaries have no vested interest in
offensive cyber weapons, they will not allocate resources to cyber weapons devel-
opment, and hence, will have little information to contribute in the area of cyber
vulnerabilities. Moreover, vulnerabilities they do find may be classified anyway in
order to protect military systems.

6.3.2 Objection 2: The Deployment of Cyber Weapons will Lead
to Their Spread and Use

The deployment of cyber weapons typically has the side effect of making those
weapons available to the target and possibly third parties. This is because some or
even all of the weapon’s code may be present on devices hit by the weapons. For
example, when a worm spreads to some computer, its code will be present on the
infected computer, making it available to the computer’s owner and possibly third
parties such as anti-virus companies. As another example, computers that have been
compromised and placed on botnets often download additional code in response to
instructions from their botnet’s command and control facility. All of this code is
then available to those with access to the machines.

Although much of the code left behind from cyber weapons will be in the form of
executable binaries that are not readily re-purposed, executable code can be reverse-
engineered or decompiled into source code, making it more readily available for
analysis, reuse, and integration into other code. As a result, the confiscated cyber
weapon might be reused or used as a building block for new cyber weapons, per-
haps ones that are even more damaging than the original. The new weapons then
might be fired back at the source of the original weapon or used to attack other
targets. Even if the original tool was used justly, its reuse and offspring might be
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appropriated for unethical purposes. The net effect can be an increase of damaging
cyber-attacks. In addition to spreading covertly as in the above examples, the code
for worms, viruses, Trojans, botnets, and other forms of cyber weapons spreads
through more overt means. Security researchers, at least many outside government
agencies, share information and code (including source code) pertaining to cyber
vulnerabilities and tools for exploiting these vulnerabilities. They post it on pub-
lic websites and sell it through legitimate and black cyber markets. The result has
been a proliferation of cyber weapons. The security company Symantec reported
that they encountered almost 300 million variants of malicious software in 2010
(Symantec 2011).

Because of these proliferation effects, some argue that militaries should not de-
ploy cyber weapons. There is too much danger that the weapons will get into the
wrong hands and be used in harmful ways. Their use will just make the problem
of cyber defense worse for everyone. There is an intriguing irony to this argument
against the military use of cyber weapons in that it is the inverse of the objection
described in the previous subsection, where it was argued that the secrecy of these
weapons would limit our ability to learn about and repair vulnerabilities in cyber-
space in order to make it more secure. This objection makes the opposite point.

We believe that the proliferation of military-grade cyber weapons is a legitimate
and larger concern than their secrecy, especially since such weapons may be more
sophisticated than many of the weapons used by other actors in cyberspace. Stux-
net’s executable binaries are now out in the public domain, where they have been
studied and could be used to develop new weapons. However, militaries can mini-
mize the risk of their cyber weapons falling into adversary and third party hands by
precisely targeting them.

Another key way this risk could be mitigated would be for weapons developers
to program them to self-destruct after completing their objectives. Although it may
not be possible to guarantee complete containment and destruction of military cyber
weapons, it may be possible to reach an acceptable level of assurance. If not, then
the cyber weapons may not meet the threshold for CyberOP to begin with, as they
may be significantly less capable than their kinetic counterparts. We believe that
more work needs to be done on developing self-destructing cyber weapons to fight
against this proliferation worry. If that is done, and a cyber weapon’s proliferation
can be contained, then the obligation to employ such weapon can still apply under
CyberOP.

6.3.3 Objection 3: Cyber-attacks are too Difficult to Control and
Use Effectively

Some argue that cyber-attacks cannot be controlled, and thus could lead to unantici-
pated and unpredictable harms, including collateral damage. They cite such cyber
weapons as viruses and worms, which often spread widely and cause consider-
able disruption in the process (Rowe 2010a). For example, the Slammer worm shut
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down ATM machines and emergency 911 systems, caused flight delays, and dis-
abled a safety monitoring system at a nuclear power plant. Even Stuxnet, which
limited its primary damage to Iran’s nuclear facility, infected tens of thousands of
other systems in the process of arriving at and delivering its payload.'®

We do not accept the premise that cyber weapons cannot be controlled. True,
some weapons, such as worms that attempt to infect as many devices as possible,
seem to be out of control, but we do not anticipate the use of such weapons under
CyberOP. That is, any weapons—be they cyber or kinetic—that impose intention-
ally indiscriminate damage in this way would not meet even the most meager adher-
ence to jus in bello principles. Rather, we anticipate the use of cyber weapons that
are tightly controlled and precisely aimed. Such weapons would have the same or
greater level of precision and discrimination as kinetic weapons. Any cyber weapon
that could not be controlled would likely fail to meet the principle of CyberOP as
it would be less capable than a more controllable and discriminate kinetic weapon.
Although kinetic weapons can also cause collateral damage, that damage is rela-
tively limited or, at least, more easily predicted and calculated, compared to cyber
weapons that can affect systems all over the Internet.

Rowe (2010a) also argues that cyber weapons are too hard to use effectively.
They could be unreliable, as new software systems and weapons often are, with the
code failing to work as intended, or an attack failing because assumptions about the
target were wrong. Further, the effects of cyber-attacks can be difficult to determine
or measure. Even victims of cyber-attacks can have trouble assessing their dam-
ages. This is a particularly pernicious problem for the just use of cyber weapons
since adherence to jus in bello principles of both discrimination and proportionality
each require at least some degree of damage predictability for a given attack.

Our position is that cyber weapons whose effects cannot be accurately predicted,
controlled, and measured would likely fail to satisfy the conditions for their ethical
application under CyberOP. Either they would be less capable than their kinetic
counterparts, in which case they would fail to meet the requirements for CyberOP,
or else they would have no kinetic equivalents, in which case CyberOP would not
apply and additional moral reasoning would be needed to determine whether their
deployment is morally just. However, if, as Arquilla (1999, p. 393) argues, the tar-
gets of a cyber-attack were strictly limited to strategic military targets, such attacks
could very well be morally justified and in-line with CyberOP. We believe this kind
of discrimination and control with cyber weapons could be attained.

10 Although in this case much of that infection did little real damage to systems it used on its way
to delivering its payload. This is a more complicated question regarding what should constitute
damage and how such a calculus should be used in analyzing the moral permissibility of particular
attacks. We address this issue separately below in Objection 4.
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6.3.4 Objection 4: Cyber-attacks Involve Using Unwilling
Bystanders as Accomplices for Attacks

This objection is closely related to Objection 3, but poses its own unique difficulties.
Rowe (2010a) claims that military use of cyberspace would produce a kind of un-
necessary collateral damage, as militaries would compromise civilian computers in
order to place them on botnets or spread worms, or to use them as “stepping stones”
or “launch pads” for reaching their targets. We agree that such collateral damage
generally should be avoided. However, the objection goes beyond such intentional
compromises, as the packets deployed in a cyber-attack could flow through routers
and along links owned by private companies and residing in neutral countries. This
use of presumably unwilling (and usually unwitting) bystanders (routers) might be
considered a violation of the principle of neutrality demanded by jus in bello.

Part of this concern arises from the network topology of cyberspace compared
with the traditional battle-space of land, sea, or air (Dipert 2010, 2012). When a
just force launches and delivers a kinetic weapon to an adversary, they often need
not directly involve or traverse various third-party sovereign territories in order to
deliver the weapon. Yet cyber-weapons are likely to move through routers in third-
party countries on their way to their targets, and the paths they take are difficult to
control.!!

Of course, in the kinetic weapon example, a just force may indeed on occasion
need to move through a third party’s airspace, say, on the way to the target. But ifa
plane or missile or tank or some such traditional weapon did have to travel through
another’s territory before arriving at the target, international law would require that
they seek permission of the traversed state before doing so. One reason for this is
that the traversed state would lose any status of neutrality and, therefore, could be
legitimately targeted in a counter attack.

At least in principle, the same permission might be sought for using cyberweap-
ons. However, the situation is considerably more complex, as many sovereign states
are likely to be involved in the movement of packets, and packets can flow along
different routes and through different countries depending on traffic loads and other
dynamic properties of cyberspace. On the other hand, the argument can be made
that the movement of packets through third party states does not violate the prin-
ciple of neutrality. Rather, the situation is the same as for general telecommuni-
cations, where belligerents do not need permission to make international phone
calls that pass through third party telecommunications switches and links, and the
countries providing those switches and links are immune from attack as long as
their services are provided impartially to all sides (DoD 1999). Since the routers
and links of cyberspace essentially implement the same basic communications relay
service, they too should be immune from attack as long as they move the packets
of all parties without favoring any side. However, permission would still apply if

' Though this need not always be the case. It is possible for a cyber-weapon to directly attack an
adversary system without any mediating system whatsoever. But this will be rare.
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an attacking state wanted to use the servers of another to launch a cyber-attack or to
host files that support the attack.

As we’ve already made clear, we agree that cyber weapons that produce unnec-
essary collateral damage should not be used. Indeed, if the kinetic weapons they re-
place can produce the desired effects but with less collateral damage, then the cyber
weapons would be considered less capable and thus non-obligatory under CyberOP.
The real difficulty raised by this objection, then, is that such calculations of dif-
fering kinds of collateral damage will have to measure not mere quantity of those
affected by a just cyber-attack, but the kind of harm delivered. It is quite possible
that a just cyber-attack that affects a relatively large number of noncombatants as
unintended collateral damage, but does so only very minimally (say by very tempo-
rarily slightly disrupting their internet access or placing a negligible amount of pas-
sive code on their system), could be morally preferable to a just kinetic attack that
affected a much smaller number of noncombatants as unintended collateral damage
but did so to a much greater degree of harm. If two such approaches were the only
options available to a just force, it seems at least reasonable that the cyber-attack
could be considered the option which produces the least amount of harm, if “least”
is meant in terms of severity and not extent. Thereby such a cyber-attack could pos-
sibly be justified under PURH and consistent with CyberOP. Such decisions would
be difficult, but we do not see any in-principle reason why cyber-attacks should be
weighed differently than would two alternative kinetic attacks in similar decisions
over weapon choice.

Lucas (2011b) has argued that Stuxnet was justified because of the way its pri-
mary damage delivered by the worm was highly discriminate (focusing only on the
Iranian centrifuges it was designed to damage) and because an alternative kinetic
strike would have done far more physical and, likely, /ethal harm. He does not con-
sider the other systems infected by Stuxnet to have been harmed. In our view, the
non-Iranian systems infected with the Stuxnet worm as part of its delivery should
properly be considered collateral damage simply because the owners of those sys-
tems could make legitimate complaint that they did not want to have a worm on
their system and did not want to have to expend resources removing it and assessing
possible damages, all of which can be difficult and time consuming. Further, those
infected with Stuxnet on its way to delivery could view it as a violation of their
sovereign autonomy over their system in that they unwittingly played the part of
accomplice to the attack.

Yet, even if our view regarding the collateral damage of Stuxnet is right, Lucas
may still be right that in this case this kind of collateral damage is morally preferable
to the kind of collateral damage that would have been likely incurred in a kinetic
attack on the Iranian nuclear facilities. It that is true, and if a strike designed to
impede Iranian nuclear capabilities was otherwise deemed just, then it is possible
that Stuxnet could fit the parameters of CyperOP since it would cause less collateral
damage than a comparable kinetic strike.

Again, this conclusion would here be taking “less” collateral damage to mean
less severe even if not less extensive. Whether that is the morally correct conclusion
for how to best weigh different kinds of collateral damage is a matter for another
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paper and one for which we remain neutral for the purposes of this paper. We do not
here address the difficult and complex ways these different kinds of collateral harms
should be weighed against one another when alternative means of accomplishing a
just attack are available. But, again, we see no in-principle reason why more widely
diffused, but less severe, collateral damage could not be morally preferred over
more severe damage inflicted to a smaller set of noncombatants.

Note as well, of course, that in this discussion here of Stuxnet we are not argu-
ing that an attack against the nuclear facilities of Iran was necessarily justified to
begin with—kinetically or through cyber-weapons—and do not mean to argue for
such a conclusion in this paper. Rather, Stuxnet is a good case to examine in light of
CyberOP on the stipulation that an attack on Iranian centrifuges was an otherwise
just attack. Whether that stipulation is actually valid is a debate for another paper.

6.3.5 Objection 5: Cyber-attacks could Provoke Unanticipated
Responses and Escalate Conflicts

It is impossible to predict with certainty how an attacked state might respond to a
cyber-attack. Indeed, some countries, including the United States, have said that
they would consider all options, including using kinetic weapons against the attack-
ing state. A state might even respond with the nuclear option. Clearly, such actions
could escalate a conflict.

Because a cyber-attack might provoke a retaliatory cyber or physical strike far
in excess of the original attack, some have argued that cyber-attacks should not be
used at all. However, any action can potentially provoke an unanticipated, harmful,
and disproportionate response. Even the relatively non-aggressive plan to relocate
a war memorial in Estonia provoked not only the DDoS attacks against Estonian
websites, but also riots in the streets (Tikk et al. 2010).

This is not to say that because all responses cannot be anticipated, they should
be ignored when conducting cyber-attacks. Rather, it is to argue that the possible
effects of all types of actions should be considered. There is no reason to single out
cyber-attacks as being more likely than physical attacks to lead to severe retaliatory
strikes with conflict escalation. Indeed, because cyber-attacks are often difficult to
attribute and hence deniable by their perpetrators, they might be less likely to pro-
voke a retaliatory strike. The targeted state may not be sure who to retaliate against,
and so proceed on the side of caution rather than risking an unprovoked counter
strike against innocent parties. Even if the target correctly identifies the origin of
the cyber-attack, it might retaliate with an in-kind cyber-attack, which may be less
harmful than had it chosen a kinetic strike. The general non-lethal and less destruc-
tive nature of cyber-attacks gives further reason to predict that nations will respond
with less damaging counter attacks, if they respond at all. Indeed, as has been noted,
the very nature of cyber-attacks often makes it possible for a given target to recover
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from an attack quickly and with little or no permanent damage. This would allow
a target nation to “save face” and either deny the attack or downplay the damage
it caused.!?> Such scenarios, it seems to us, would be less likely to result in conflict
escalation than comparable kinetic strikes would (Lucas 2011b; Owens et al. 2009).
If not, they would at least allow for an “escape valve” to avoid direct kinetic hostili-
ties in ways that a comparable kinetic strike would not.

6.3.6 Objection 6: Cyber Weapons make Warfare too Easy

Some argue that cyber weapons makes warfare too easy. Whereas states may be
reluctant to conduct physical strikes, they may be less reluctant to conduct remote
attacks in cyberspace. The result could be the launching of more wars, including
wars that use both cyber and physical weapons, than would otherwise happen. The
fear here is not merely more wars but, most likely, when more wars are launched,
there will be more unjust wars. This is the familiar “threshold” problem for all new
advances in military technology (Strawser 2010; Lucas 2011a). The worry is that by
making war too easy, cyber weapons will entice states to undertake war in violation
of the restrictions normally imposed by the jus ad bellum principle of last resort.

Our response is that the principle of CyberOP protects against this and blocks the
objection. It assumes that cyber weapons are used in a context where a comparable
physical action is already deemed just under the traditional just war convention and
LOAC. Thus, the cyber operation should not be construed as in illegal act of war
violating the principle of jus ad bellum or jus en bello. It should not be seen as an il-
legitimate act of force or aggression, and should not lead to a full-scale, unrestricted
war. Further, as was argued in Strawser (2010, pp. 358-360), this “threshold” prob-
lem is a difficulty for every new advance in military technology; it is not unique to
cyber weapons just as it is not unique to UAVs. And if a given technology is used
justly in a present case and is the morally obligated weapon choice due to consid-
erations of unnecessary risk or harm, then mere speculation about its future misuse
should not trump the present normative obligation to so use it.

Notice that there is, in fact, potential for moral gain here vis-a-vis the inverse of
this objection. The moral worry raised by this objection is that the ease with which
a nation-state can use cyber weapons lowers the threshold to resort to war and could
thereby result in more wars, which presumably means more unjust wars. But the
inverse could also be true: that just causes that should be persecuted but are not,
could be carried out by nation-states willing to use cyber-weapons who would not
be willing to use kinetic weapons (even if they should).!® In our view, this cannot
stand alone as a positive argument for the development and employment of cyber-
weapons, because it is equally possible that they could be used for nefarious ends.

12 This is exactly what played out with the Stuxnet attack on Iran.

13 Savulescu and Beauchamp (2013) argue for a similar moral gain that could be possibly had with
regard to the increasing use of UAVs.
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But if cyber-weapons are used in line with the strictures of CyberOP, such use could
result in precisely this kind of normative gain because states may be more willing to
use cyber weapons due to the advantages they provide with regard to force protec-
tion through the avoidance of unnecessary risk.

In addition, we expect states following the obligations of CyberOP to be cautious
about using cyber weapons, because of the uncertainty about how a target might
respond. In that regard, cyber weapons serve as a deterrent against state use, not
because their use would be so devastating (as with nuclear weapons), but because
of the uncertainty that the target might respond in a manner that is devastating (say
by using nuclear weapons). Thus, we would expect militaries to use cyber weapons
more for surgical strikes conducted in the context of just wars, and for just covert
operations having limited effects such as, for example, disabling local communica-
tions, power, or alarms long enough for a hostage rescue mission to complete suc-
cessfully.

6.4 Conclusions

We do not claim that all cyber weapons are ethical in principle. Indeed, many are
not by their very design. Rather, our claim is that in limited circumstances and
granting certain assumptions, cyber weapons are morally preferred over their ki-
netic counterparts resulting in an obligation to use them in line with traditional just
war theory principles. In particular, they are a better option when they can be de-
ployed for a purpose already deemed just under LOAC and without any significant
loss of capability. This moral preference arises out of the simple moral obligations
imposed by the PURH. That is, cyber-attacks can be less risky and harmful than
kinetic strikes, and can thereby impose a duty for militaries to use cyber weapons in
place of their kinetic counterparts.

We leave open the ethical questions surrounding the use of cyber weapons that
do not have apparent kinetic counterparts and hence are not covered by CyberOP.
An example would be a cyber weapon that alters data on an adversary system so as
to present false information to the adversary. Stuxnet did this. In addition to altering
the code driving the centrifuges so as to physically damage them, it altered the data
displayed to the operators so as to hide the effects of the attack. The ethics of this
and other operations not covered by CyberOP requires additional moral reflection,
including consideration of basic LOAC principles, in order to determine whether
the operations are just.

We also leave open the ethics of using cyber weapons that have some of the
capabilities found in kinetic weapons, but not their full capabilities. It may be that
such cyber weapons are still ethically superior because of other capabilities that are
not present in the kinetic weapons. The moral permissibility of such weapons would
depend crucially on their ability or lack thereof to be used in a just manner as part
of an overall just attack.
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Although we have focused on the conduct of cyber-attacks rather than cyber ex-
ploitation (espionage), the same general reasoning might apply to exploitations. In
particular, when foreign intelligence can be collected through a cyber-operation as
opposed to one that requires physical presence in foreign territory or the turning of
a foreign insider (e.g., to leak classified documents), then the cyber operation might
be preferred and perhaps even morally obligatory on the grounds that it would be
less risky to collectors and less harmful to those collected against. However, we
leave a thorough analysis of this for future study.
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Chapter 7
The Ethics of Cyberattack

Steven P. Lee

Abstract The internet has made it possible to do damage at a distance by the use
of networked computers. A deliberate act doing such damage may be referred to as
a cyberattack. My concern in this essay is the ethics or morality of cyberattack as
a part of war. The morality of war or military attacks in general is judged in terms
of just war theory, which examines war in its two aspects, the morality of going to
war (jus ad bellum) and the morality of conduct in war (jus in bello). I examine the
morality of cyberattacks in each of these areas. My conclusion is that, while the
use of cyberattacks is a novel form of conflict in many ways, its ethical dimensions
can for the most part be understood in terms of the traditional categories of just war
theory. There remains, however, an important aspect of cyberattack that may carry
us beyond the limits of traditional just war thinking about war.

The internet has made it possible to do damage at a distance by the use of networked
computers. A deliberate act doing such damage may be referred to as a cyberattack.
In the words of one study: “Cyberattack refers to deliberate actions to alter, disrupt,
deceive, degrade, or destroy computer systems or networks or the information and/
or programs resident in or transiting these systems or networks” (National Research
Council 2009, p. 1). Cyberattacks (also called computer network attacks) are a spe-
cies of information operations. Cyberattacks may be carried out for a variety of
purposes, just as ordinary (non-cyber) attacks may be. For example, there is cyber-
crime consisting of cyberattacks, as there is ordinary crime consisting of ordinary
attacks of various sorts. When a series of ordinary attacks is carried out by a state
against the interests of another state, this is sometimes a conventional, shooting
war. Cyberattacks too may also be carried out by states against the interests of other
states. Randall Dipert notes that cyberattacks may be “coordinated by the central
commands of governments (or other political organizations), and [may be] directed
at another country’s governmental and military information systems, or at its com-
mercial or infrastructure information systems for political purposes” (Dipert 2010,
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p- 385). When a state is, in this way, directing cyberattacks against another state, the
result may be a cyberwar.!

My concern in this essay is the ethics or morality of cyberattack. The morality
of war or military attacks in general is judged in terms of just war theory, which is
the millennia old intellectual tradition in the West for assessing war in moral terms.
Just war theory examines war in two respects, the morality of going to war, which
is traditionally referred to as jus ad bellum, and the morality of fighting in war,
referred to as jus in bello. So an ethical examination of cyberattacks should consist
in considering cyberattack from each of these perspectives. In the first section, I
examine some general issues on the nature of cyberattacks and cyberwar. The sec-
ond section is devoted to the consideration of cyberattacks from the ad bellum and
in bello perspectives, and the third section raises some further ethical issues raised
by cyberconflict. My conclusion will be that while cyberattack is a novel form of
conflict in many ways, its ethical dimensions can for the most part be understood
in terms of the traditional categories of just war theory. There remains, however, an
important aspect of cyberattack that may carry us beyond the limits of traditional
just war thinking about war.

7.1 Section I

There is no doubt that cyberattacks can have an operational role in conventional
war, that is, they can be (and have been) used in conventional warfare, for example,
to disrupt the opponent’s military communications (National Research Council
2009, p. 2). But some have argued that because cyberattacks do little or no damage
in the physical world (as opposed to cyberspace), they are not sufficiently destruc-
tive by themselves to initiate or constitute a war. We may express this point by
saying that stand-alone cyberattacks are not acts of war and that there can be no
such thing as a cyberwar, understood as a war consisting largely or exclusively of
cyberattacks.? Whether there could be a cyberwar in this sense may seem a merely
verbal matter, but the answer to the question has important normative implications,
which makes it worth our consideration.

'T do not have much to say in this paper about the use of cyberattacks by non-state agents, be-
cause, as I claim later, the likelihood that such attacks could rise to the level of acts of war is not
significant.

2 As a point of comparison, note that some would, for a very different reason, deny that there could
be a nuclear war, understood as a major war consisting largely or exclusively of nuclear attacks.
They would argue that “nuclear war” is a misnomer on the grounds that it must be possible for a
war to have winner in the traditional sense, which a large-scale nuclear conflict would not have.
There could not be a “nuclear war” because nuclear attacks are too destructive, while there could
not be a “cyberwar” because cyberattacks are insufficiently destructive.
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On a standard definition, war is the use of armed force for political purposes by
one state in a large-scale conflict with another state.® International law makes the
use of armed force a necessary condition for war (Schmitt 1998-1999). The main
objection to the idea that there could be cyberwar is that cyberattacks do not con-
form to this definition. Cyberattacks, it is claimed, do not involve a use of armed
force. No force is used in a cyberattack, and computers are not “arms” (Dipert
2010, p. 396). Ordinary war takes place in the physical world involving kinetics
and physical damage. A cyberattack by itself kills no one; it is a matter of disrup-
tion rather than destruction. Note that in the definition of cyberattack in the open-
ing paragraph, the harm that cyberattacks do is to cyber networks themselves and
the data they contain, not to anything in the physical world apart from computer
hardware. In addition, cyberconflicts take place in “cyberspace,” which is different
from physical space. In this sense, a cyberattack involves no crossing of borders,
which are markers in physical space, and no violation of sovereignty understood as
territorial integrity.*

One proponent of the argument that cyberconflict is not war is Thomas Rid. He
argues that a cyberconflict is not a war because it fails to satisfy the three conditions
necessary for war, conditions similar to those in the definition above. Rid argues
that a war must be lethal, instrumental, and have a political goal. He argues that the
stand-alone episodes of apparently state-sponsored cyberattacks to date have all
been examples of subversion, espionage, or sabotage. No act in these categories,
he claims, satisfies the three conditions, so none of these episodes has been by
itself an act of war (Rid 2011, p. 2). The term “cyberwar,” he asserts, involves a
metaphorical usage of “war,” as in the phrases “war on obesity” or “war on cancer.”
He suggests that there is a spectrum of activities between crime at the one end and
conventional war at the other. State-sponsored cyberattacks with a political motive
reside in the middle of this spectrum (Rid 2011, p. 3). Like other examples of sub-
version, espionage, or sabotage, they are the sorts of acts states may commit against
each other outside the context of war. Others have, like Rid, made the claim that cy-
berattacks, taking place in cyberspace, are nonlethal (Bayles 2001, p. 47). Without
the kinetics of regular war, there is little or no physical damage.

Were stand-alone cyberattacks not acts of war, a normative implication would
be that they would not be covered under the law of war. While they might still be
covered under other aspects of international law, these aspects might be weaker or
more controversial in their application. The result might be that states would be
substantially free to pursue a broad array of cyberattacks without contravention of
their obligations under international law (Schmitt 1998—1999, p. 935; Schmitt 2002,
p- 396).

3 For more general purposes, revisions would have to be made in such a definition to account for
civil war in its various forms. Later [ will address the role of non-state agents in cyberconflict.

4 When a series of cyberattacks were aimed at Estonia in 2008, NATO refused Estonia’s request to
invoke the collective self-defense provision of the NATO treaty on the ground that its sovereignty
had been violated, stating that “a cyber attack is not a military action” (Lucas MS, p. 9).
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But the argument that stand-alone cyberattacks are nonlethal and largely harm-
less, and so cannot be acts of war, is not sound. The argument depends on one or
another of two implausible premises (Rid seems to rely on both of them). The first
questionable premise is that we should expect that cyberattacks will do little physi-
cal harm because they have to date done little physical harm. The second relies on a
cramped understanding of what counts as an effect of a cyberattack. Regarding the
first premise, while it is true that cyberattacks have to date not done much physical
damage, there is no reasonable expectation that the will continue in the future. The
military application of cyber technology has not yet matured. The recent public
concern about cyberattacks is due precisely to the reasonable belief that in the fu-
ture cyberattacks will be able to do a great deal of harm. Indeed, this has already
occurred. The Stuxnet computer worm has reportedly done serious physical damage
to centrifuges being used by Iran to enrich uranium. Referring to this cyberattack,
Michael Hayden, former head of the American CIA said, “Previous cyberattacks
had effects limited to other computers.... This is the first attack of a major na-
ture in which a cyberattack was used to effect physical destruction.” He concluded:
“Somebody crossed the Rubicon.” (Quoted in Sanger 2012) The second premise
relies on a bogus distinction between direct and indirect effects. The claim that
cyberattacks are inherently nonlethal is like a claim that shooting a rifle is nonlethal
because all it does is send a projectile through the air. Cyberattacks have the poten-
tial to do a great deal of damage (albeit indirect) in the real world, including the loss
of human life. As the US government notes: “Critical life-sustaining infrastructures
that deliver electricity and water, control air traffic, and support our financial sys-
tem all depend on networked information systems” (Whitehouse 2011, p. 3). When
such systems are deliberately attacked, the damage can be severe. While not all
cyberattacks would have lethal effects, many would have lethal effects, and, more
importantly, many would be intended to have lethal effects. Joseph Nye notes: “Ma-
jor states with elaborate technical and human resources could, in principle, create
massive disruption as well as physical destruction through cyber attacks on military
as well as civilian targets” (Nye 2011, p. 21).

To give an example of one possible future scenario for a series of cyberattacks
on the United States, consider the case sketched by authors William Clarke and
Robert Knake (Clarke and Knake 2010, pp. 64-68). Fires have erupted at oil re-
fineries across the nation, major gas pipelines have exploded, and toxic clouds of
chlorine gas have been released from chemical plants. Air traffic control systems
have collapsed, leading to multiple airline crashes, and train routing systems have
failed, leading to multiple crashes and derailments. Signal lights have failed, re-
sulting in accidents and massive gridlock in major urban areas. A power blackout
covers the entire nation, and natural gas is not flowing, leaving millions in the cold.
The economic system is completely frozen due to the elimination of financial data
on central computers, and ATMs will not function. The networks of the Department
of Defense, both classified and unclassified, have crashed, leaving the military a set
of isolated units. Thousands would have died in the space of a few hours, and many
more would do so in the days ahead as the effect of food and power shortages take
their toll.
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Clearly such a deadly cascade of effects from cyberattacks should be counted
as an act of war. What is needed to recognize this reality is a focus not only on the
means by which an attack achieves its effects, such as whether the deed is done by
bombs or by computers, but also on the effects themselves. The effects of an attack
play a significant role in determining whether the attack should be treated as an act
of war, making just war theory and international law relevant to its assessment. In
a study of cyberattacks, the National Research Council noted that the application
of the terms force and armed attack “should be judged primarily by the effects of
an action rather than its modality” (National Research Council 2009, p. 3). But the
means or modality by which the effects are achieved should not be completely ig-
nored. Michael Schmitt suggests the importance of appealing to consequences, but
he rejects an exclusive reliance on consequences to determine what counts as an act
of war. For example, he points out that economic and political coercion can have
many of the negative effects of acts of war, though they are not treated by interna-
tional law as acts of war (Schmitt 1998-1999, p. 908; National Research Council
2009, p. 257). For example, the economic sanctions on Iraq in the 1990s, on one es-
timate, led to the deaths 0f 239,000 children under five (Powel 1998). But there was
no war in a legal sense waged against Iraq during most of the 1990s. The lethality
of economic sanctions is distinct from the lethality of armed force, independent of
the magnitude of the consequences. The question is on which side of this distinction
the lethal effects of cyberattacks belong. Are they more like the effects of economic
sanctions or more like the effects of armed force?

Clearly not all cyberattacks would count as acts of war. Cyberattacks cover a
wide range of types and degrees of intrusion, and many of them are not even po-
tentially lethal. In terms of types of attacks, some are passive and some are active.
The passive intrusions may be intended simply to collect information (as in the case
of an espionage attack, mentioned by Thomas Rid), while the active attacks are in-
tended to affect or damage a computer system (and thereby often do damage in the
physical world). Active intrusions can range from seeking to gain access in order to
control a computer system, to implanting computer viruses or worms to destroy or
corrupt data, to planting a “logic bomb” that is intended to lie in wait in a system
ready to “explode” and do damage upon an internal or an external signal’ (Schmitt
2002, p. 367). But, more to the point, the active intrusions can be intended or can
achieve different degrees of physical damage. Schmitt claims that cyber attacks
may or may not be acts of war, “depending on their nature or likely consequences”
(Schmitt 2002, p. 375).

In order to distinguish cyberattacks that are acts of war from those that are not
without appealing exclusively to consequences, Michael Schmitt seeks to determine
the proper extension for the term “armed force.” He proposes a “consequence-based
interpretation” of the term. He claims that “the reference to armed forces is more

5 Schmitt, “Wired Warfare,” p. 367. The distinction between active and passive intrusions may
be represented by the contrast between the Stuxnet worm (June 2010), which sought to damage
nuclear centrifuges in Iran and the Flame virus (May 2012), apparently meant simply to collect
information.
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logically understood as a form of prescriptive shorthand for activity of a particular
nature and intensity”” (Schmitt 2002, p. 371, 396). The prescriptive shorthand im-
plicitly takes into account not only the human suffering caused by an attack, but also
the severity, immediacy, directness, and invasiveness of that harm. The use of armed
force tends to have these characteristics to a high degree, while the use of economic
and political sanctions does not, despite the fact that both may cause a great deal
of human suffering. “Thus, the consequences of armed coercion are presumptively
impermissible, whereas those of other coercive acts are not (as a very generalized
rule)”® (Schmitt 1998-1999, pp. 914-915). This is the basis, in his view, of the dis-
tinction between harm imposed on one state by another that should count as an act
of war from such harm that should not. Because the harmful effects of cyberattacks
may be devastating, immediate, direct, and invasive, as in the scenario from Clarke
and Knake (2010) presented above, it follows that cyberattacks can sometimes be
acts of war. While Thomas Rid is correct to claim than most cyberattacks (including
most of those that have occurred to date) are not acts of war, he is wrong to conclude
that cyberattacks cannot be acts of war and that there cannot be a cyberwar. Stand-
along cyberattacks, specifically those that fall into his category of sabotage, may, if
severe enough, be acts of war.

So a cyberattack can be an act of war, and a war (a cyberwar) may be composed
exclusively of cyberattacks. One interesting question that Schmitt’s analysis seems
to leave open is whether a stand-alone operational cyberattack could be an act of
war. The Clarke scenario is an example of a strategic cyberattack, that is, one di-
rected against the economic and social foundations of a society, but an operational
cyberattack would be directed against military computers, attacking military com-
mand and control.” It seems that a large-scale operational cyberattack should count
as an act of war. In terms of conventional war, an operational attack is a paradigm
act of war, whereas a strategic attack is, in a sense, aberrational. If a strategic cyber-
attack counts as an act of war, so should an operational cyberattack. But, Schmitt’s
analysis seems to preclude an operational attack, at least one involving little collat-
eral damage, being an act of war, the reason being that he places human suffering at
the center of his case that a cyberattack may be an act of war. Consider this apparent
paradox: cyber technology® promises the possibility of a major operational attack
being achieved with much less human suffering than a conventional operational
attack. The goal of an operational attack is disruption of the opponent’s military,
which a cyberattack might achieve by damage to the relevant computer systems and
little harm to humans,’ while a conventional operational attack, even with highly

¢ Given the potential severity of economic sanctions, as the Iraq sanctions indicate, the way might
be open to challenge this categorization by positing that economic sanctions can also sometimes
be acts of war.

7 On the idea of strategic and operational cyberattacks, see (Schmitt 2002, p. 366; Arquilla 1999,
p 389).

8 T use the term “cyber technology,” henceforth, to refer to the use of such technology for military
purposes.

° For a discussion of this sort of cyberattack, see (Bayles 2001, p. 50).
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accurate munitions, would blow things up and kill people. Just war theory is con-
cerned to keep human suffering at a low level. So, the better an operational cyberat-
tack would look in terms of just war theory, the less Schmitt’s analysis would view
it as an act of war. The result would be, at the extreme, that no cyberattack Schmitt
would count as an act of war could be just, a result we should not accept. So, what-
ever the implications of Schmitt’s analysis, I will regard a major operational cyber-
attack, not only a major strategic attack, as an act of war. (In what follows, I will
use the term “cyberattack,” unless otherwise qualified, to refer to an attack with
consequences sufficiently serious to count as an act of war!?).

Assume that one state launches a major cyberattack, whether strategic or opera-
tional, against another state. Where might things go from there? The state attacked
might respond with a cyberattack, and if the war continued through a series of cyber
exchanges, the result would be a cyberwar. But it seems more likely that such a war
would become a conventional war, that the exchanges would move at some point
from the cyberspace of the initial attack into physical space. The war would involve
real bombs as well as logic bombs. This likelihood is important in understanding the
moral assessment of cyberattacks, to which the next section is devoted.

7.2 Section 11

Cyberattacks that are acts of war, as well as cyberwar more generally, like their
conventional counterparts, are subject to normative regulation. There are rules of
war, and some of these rules are moral or ethical, specifically, the rules of just war
theory. This section discusses the applicability of the rules of just war theory to
cyberattacks. The main question is whether the moral rules that apply to war in gen-
eral are adequate or relevant to the phenomenon of cyberconflict. Does the moral
theory traditionally applied to war address the novel moral issues raised by cyber
technology? Does just war theory provide practical guidance to the cyberwarrior?
Through its long history, just war theory has had to weather many social, political,
and technological changes in the nature of war, changes which threatened to make
the theory irrelevant or inapplicable in practice. But the theory has endured these
changes largely intact, remaining relevant through many revolutions in military af-
fairs. Can the same be said in regard to the technological changes that have created
the possibility of cyberattack?

First, consider cyberattacks from the ad bellum perspective Jus ad bellum is
composed of the moral rules concerning the initiation of war. Can these rules make
sense of our moral choices of initiating a war through cyberattacks? The ad bellum

10°As a terminological point, it should be noted that any cyberattack in the context of a conven-
tional war could be referred to as an act of war. The claim in this paper that only cyberattacks
causing sufficient physical damage would be acts of war refers to stand-alone cyberattacks, cyber-
attacks outside the context of a general war. This latter includes cyberattacks that initiate a war, a
war which might then either continue as a cyberwar or become a conventional war, for example, if
there was a conventional retaliation to the initial cyberattack.
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rules are usually represented by a series of six criteria that must be satisfied before
it is justified to go to war. A state is justified in initiating a war only if the war (1)
has a just cause, (2) is declared by a legitimate authority, (3) is begun with a rightful
intention, (4) shows proportionality between means and ends, (5) has a reasonable
chance of success, and (6) is a last resort. Can these criteria represent an adequate
standard by which to judge cyberattacks and cyberwar, as they do in regard to con-
ventional war?

Some of the criteria are clearly problematic in the cyber context. Consider (1)
just cause, often considered the most important of the ad bellum criteria. The para-
digm just cause for a state’s going to war is the opponent’s aggression. A state is
justified in using armed force when this is in defense against an act of aggression.
The initial act of war may be a conventional attack or a cyberattack. But two prob-
lems arise in determining whether a state has a just cause when the initial attack to
which it responds is a cyberattack. First, there is a threshold problem, and second
there is the attribution problem. The threshold problem is that the initial attack
must be an act of war, as opposed to a lesser act of force. If an attack using cyber
technology falls short of an act of war, the state under attack has no just cause to go
to war. The problem is exacerbated in the case of cyberattack due to the difficulties
discussed earlier about distinguishing cyberattacks that are acts of war from those
that are not. But this is a problem with conventional attacks as well; for example, a
few shots fired across a border would not normally be an act of war and would not
be a just cause for going to war. So the threshold difficulty is not a problem new to
cyber technology.

The attribution problem is the difficulty of determining the source of an attack
(Dipert 2010, p. 385, 401). Given the nature of cyber technology, it is often difficult
to determine where at attack has come from and to justify this to the world, espe-
cially when the attacker seeks to hide its identity (Rowe 2010). This raises episte-
mological questions about the degree of certainty a state must have about who its
attacker is before it has a just cause to respond with force (Dipert 2010, p. 393). In
the case of conventional attacks, by contrast, the source of a major attack is usually
obvious. John Arquilla claims, however, that the attribution problem in the case of
cyberattack “is indeed difficult but is not insurmountable.” He notes that attribution
is sometimes a problem in the case of conventional attacks as well, for example in
the historical case of the source of “phantom” submarine attacks on merchant ships
bringing supplies to the Loyalists in the Spanish Civil War. He shows how this case
was effectively dealt with (Arquilla 1999, p. 396). It may arise as well in the case
of conventional terrorist attacks by state-sponsored agents (or in an earlier era, by
pirates). Arquilla argues that one can make inferences based on the purposive nature
of acts of war, along with other detection techniques, allowing a state usually to
discover with a sufficient degree of certainty the source of anonymous attacks. We
will revisit the attribution issue in the next section.

But there is another dimension to the attribution problem, namely, the disrup-
tive cyber activity of independent individuals commonly referred to as hackers.
Arquilla speaks of the way “in which the information revolution empowers small
groups and individuals to wage information warfare” (Arquilla 1999, p. 394). The
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means of cyberattack are inexpensive and widely distributed, so that anyone with
the proper skills can engage in disruptive or damaging activities over the internet.
Arquilla himself raises the problem of hackers not in connection with the attribu-
tion problem, but instead in connection with the criterion of (2) legitimate author-
ity. This criterion requires that anyone engaging in war have the authority within a
large political organization such as a state to do so. Hackers obviously do not have
legitimate authority in regards to acts of war. But the existence of hackers does not
pose a problem for legitimate authority. Ad bellum rules require that those making
war be legitimate authorities. But hackers are not making war, since war is a con-
flict between large political organizations with lines of authority. That hackers may
cause a lot of damage in not a problem for the rules of war. It is rather a problem of
law enforcement (as is the problem of pirates when they are not state-sponsored).
But hackers may represent a dimension of the attribution problem for the crite-
rion of just cause. If a state finds itself under cyberattack, and if the attack might
have come from hackers rather than from a state, the problem of attributing the
attack to a particular state for the sake of establishing a just cause for a military
response is obviously more difficult. But how much does the hacker phenomenon
exacerbate the attribution problem? There are two views on this. One is connected
with the common perception that cyberattacks are a weapon of the weak, an equal-
izer between the weak and the strong, whether the weak happen to be a state, a small
independent group, or an individual hacker.!! On this view, the relatively powerless,
including hackers, can through cyberattack do outsized damage to powerful states.
Joseph Nye endorses this view. He offers a supporting quotation from a US mili-
tary official (“Sooner or later, terror groups will achieve cyber-sophistication.”) and
cites another who argues that “while states have the greatest capabilities, nonstate
actors are more likely to initiate a catastrophic attack™ (Nye 2011, pp. 21-22).
Another view is that the production of effective cyber weapons is an “expensive,
skilled, labor-intensive [and] state-centric enterprise” (Lucas Cyberwar, p. 18).
Hackers can be disruptive, shutting down websites and such, but cannot do the high
level of physical damage that would be equivalent to an act of war, whether strategic
or operational. As evidence for this perspective, one could cite the Stuxnet worm,
designed to interfere with the centrifuges Iran was using to refine uranium. The
widespread view is that the complexity and sophistication of Stuxnet required that it
be produced with the resources of an advanced state'? (Lucas Cyberwar, pp. 14-16).
Even so, might the hackers catch up over time, as Nye suggests? Perhaps, but they
would be aiming at a moving target. Strong states will be developing their defensive
as well as their offensive capabilities, and any increase in offensive capability by the
hackers may be more than compensated for by their targets’ increase in defensive
capability. If this second view is correct, then the activities of non-state hackers (or,
to a lesser extent, weak states) do not add greatly to the attribution problem. A so-
phisticated cyberattack will reveal the hand of a powerful state. States may seek to

I This view is expressed, for example, in (Schmitt 1998-1999, p. 897).

12 This view was confirmed by a news article documenting how Stuxnet was a project of the
United States and Israel (Sanger 2012).
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use apparently independent agents, so called patriotic hackers, to mask their identity
(Arquilla 1999, p. 387). But a (relatively) sophisticated attack could justifiability be
attributed to a state, whether the attack came directly from the state or from appar-
ently independent agents the state is using to cloak its involvement. If an attack is
(relatively) unsophisticated, it may be assumed to come from a non-state source, in
which case seeking out the hackers to hold responsible would be a matter of crimi-
nal law (Bayles 2001, p. 55).

What about the other ad bellum criteria? Criterion (3) rightful intention requires
that a war be initiated with the intention to address the just cause for the war, and
this seems to apply to cyberattacks in a straightforward way. In addition, criterion
(5) reasonable chance of success, which requires that a war not be a hopeless cause,
also seems to apply unproblematically to wars initiated by cyberattack. Criterion (4)
proportionality requires that a war be reasonably expected to produce more good
and harm. Its application to cyberattack may not be so clear. On the one hand,
proportionality seems potentially more easily satisfied by a cyber war, given that
cyberattacks are in general easier to carry out with a minimal loss of life than con-
ventional attacks. On the other hand, there is a factor that militates against this. In
general, cyberweapons cannot be tested, because to test them may be to reveal to the
opponent how it needs to adjust its systems to defend against that mode of attack,
for example, what antivirus patch it needs to develop. For this reason and others,
it may be unusually difficult to predict how effective a cyberattack would be. As
a result, states may tend to err on the side of a larger response, which would make
proportionality more difficult to satisfy (Rowe 2010).

The most serious problem posed by cyberattack to the ad bellum rules may be
arise in the case of the criterion (6) last resort. This criterion requires that a state go
to war only if it has no reasonable peaceful alternative. This criterion is crucial to
the success of just war theory in limiting the occurrences of war. There may often
be cases where a state has a just cause to go to war (and where other criteria are
satisfied as well), but where there are peaceful alternatives that may resolve the
conflict. The purpose of the last resort criterion is to insure that war is not resorted
to in such cases, at least until peaceful alternatives have been shown to fail. Arquilla
argues that this criterion is one of the respects in which cyberattack technology
plays havoc with the traditional morality of war, leaving “just war theory in tat-
ters” (Arquilla 1999, p. 394). The main way in which cyber technology undermines
the applicability of the last resort criterion is in the tendency of the technology to
encourage anticipatory war (preventive or preemptive war), which is war initiated
to avoid a perceived future threat from one’s opponent. For states with the requisite
cyber technology, it may seem so easy and tempting to initiate war in a conflict
situation that the result would be that the requirement of last resort is effectively
ignored. There are several reasons for this. First, an operational cyberattack may
seem like such an obvious thing to undertake when a state perceives a future threat
from its opponent, given that such an attack promises severe disruption of the oppo-
nent’s military capability without a great deal of physical destruction. Second, such
a disruption provides the attacking state with a great military advantage, perhaps
an effective decapitation by itself forcing the opponent’s surrender. Third, a state



7 The Ethics of Cyberattack 115

may believe that its operational cyberattack, because it would cause little physical
damage, would not even be considered an act of war. I have argued that this is an
illusion, given that severe military disruption must count as an act of war, but it may
be an illusion to which states are prone. Moreover, even if an initial cyberattack was
short of an act of war, the likelihood of escalation to war would be very great. I will
return to this issue in the next section.

Now consider cyberattacks in the context of the other aspect of just war theory,
Jus in bello, the morality of how a war is fought. Again, there are a set of criteria,
in this case discrimination, proportionality, and due care. Discrimination requires
that attacks in war be directed against military targets rather than civilian targets.
Proportionality requires that attacks of war be such that the contribution they are
expected to make to victory in the war outweighs the expected amount of harm they
would do. (In bello proportionality differs from ad bellum proportionality in that it
is applies to individual military actions rather than to the war as a whole and does
not assume a just cause). Due care requires that attacks in war minimize expected
harm to civilians. Some argue that it would be easier to keep cyberwar within the
limits defined by these criteria than to keep conventional war so limited, that cy-
berattacks “if rightly handled, could end up being more discriminate, more propor-
tional, and thus more in compliance with... the moral principles of jus in bello, than
any conventional counterpart” (Lucas 2010, p. 297). But this judgment is hasty.
Cyberattacks raise some problems with each of these criteria.

Consider discrimination. This criterion would, of course, rule out strategic cy-
berattacks, as it rules out strategic conventional attacks. Military objects can be
deliberately attacked, but civilian objects cannot. Civilian infrastructure cannot be
made the object of military attack. But can a clear line be drawn between military
and civilian objects? This raises the problem of so-called dual-use infrastructure, in-
frastructure that serves both military and civilian purposes, such as electrical power
grids. This is also a problem in the case of conventional attack. For example, the
United States has taken a permissive view on what dual-use infrastructure it may at-
tack. In the first Gulf War, it treated the electric power grid of Iraq as liable to attack.
But these attacks resulted in the deaths of an estimated seventy to ninety thousand
civilians (Bayles 2001, p. 52). In the indirect deaths of the civilians were taken into
account, this seems like a strategic attack rather than an operational attack (though
the issue of intentionality would complicate this judgment).!* Although this prob-
lem arises in conventional war (as it did in the Gulf War), it is a special problem in
the case of cyberattack because infrastructure is a natural point of attack in cyber-
space (Hirschland 2001, p. 11). Infrastructure is to an increasing extent under the
control of computer systems.

This dual-use problem is exacerbated in the case of cyberattack because such
attack seems benign in comparison with a conventional attack. Destroying the elec-
trical grid of a nation with conventional weapons, even precise ones, would likely
kill hundreds of civilian power workers, while to do so with a cyberattack may kill

13 For an argument against an understanding of the rules of war that would allow such a permissive
view of the liability of dual-use infrastructure to attack, see (Shue and Wippman 2002).
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no one directly. This is part of the illusion that cyberattack is a bloodless strategy,
which was discussed in the first section. It is an illusion, as the facts of the Gulf
War illustrate. One way to think of the illusion is this. Consider that the purpose of
traditional kinetic strikes against enemy combatants is not directly to kill them, but
rather to disable them, to make them unable to resist one’s own forces (this is the
basis of the rule of war protecting injured combatants from attack). It just so hap-
pens that with present technology the only effective way to disable combatants is
usually to kill them. The illusion is that cyber technology seems to promise a way
to disable the opponent as a whole by destroying infrastructure without killing any-
one. It is an illusion because the destruction of the infrastructure will lead to large
numbers of civilian deaths.

In addition, there are two other special problems for the criterion of discrimina-
tion posed by cyberattacks. First is the problem of the combatant status crucial to the
application of discrimination. The criterion assumes that there is a clear distinction
between combatants and civilians, but cyber technology muddies the distinction
due to “the use of typically civilian technology and know-how to conduct military
operations via computer” (Schmitt 2002, p. 398). Discrimination becomes more dif-
ficult to apply because many civilians will be intimately involved in the activity of
war. Second there is the problem of perfidy. Deception is a recognized part of war,
and most deception, referred to as ruse, is permissible, but some deception, perfidy,
is not acceptable. One example of perfidy is the feigning of a status protected under
the rules of war, such as combatants pretending to be civilians. This is a violation
of discrimination. Cyber technology offers great opportunity for deception in gen-
eral and perfidy in particular. For example, a state could, in an act of perfidy, plant
an “all clear” message into the opponent’s communications systems just before an
attack (Bayles 2001, p. 50). Cyber technology would increase the opportunity and
temptation for states to engage in perfidy.

The in bello criterion of proportionality works in tandem with the criterion of
discrimination under the moral framework know as the doctrine of double effect.
The idea is that while discrimination precludes attacks intended to harm civilians,
some expected civilian harm, if not intended, may be permissible, just in case it
satisfies proportionality. This sort of moral calculation arises especially in the case
of cyber technology because, as mentioned, the natural targets of cyberattack are the
computer systems controlling the infrastructure on which civilians depend on for
survival. Here the illusion that cyberattacks are bloodless again plays a role, leading
those applying the doctrine of double effect to tend to ignore the long-term harm
to civilians from infrastructure attacks. In addition, there is the problem mentioned
earlier in discussion of ad bellum proportionality that the uncertain expectations
about the effects of a cyberattack could lead the attackers to launch a more devas-
tating attack to insure that it has the desired effects. Added to this is the potential
for what are called “reverberating effects,” which is the tendency, due to intercon-
nectivity, for effects in one realm or region to produce effects in another, often in
a completely unpredictable way (Schmitt 1998—1999, pp. 893—-894). All of these
points show how the criterion of proportionality would be more difficult to satisfy
in the case of cyberattacks.
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But as a counterweight to these concerns, there is, also as mentioned earlier, a
way in which the criterion of proportionality may be more easily satisfied through
the use of cyber technology. While cyberattacks can easily impose great costs on
civilians, even when these costs are not intended or even foreseen, they also may
potentially be used in a way that imposes lesser civilian costs than correspond-
ing conventional attacks would do. The difference lies in the way cyberattacks and
conventional attacks do the damage they do. In the case of an opponent’s electrical
power grid, for example, destruction through conventional attacks would mean that
the grid would be out of commission for weeks or months, if not longer, given the
need to rebuild it. But a cyberattack could probably be designed to knock out the
grid only temporarily, given that it could be done without any destruction of the
facilities. The destruction might be done in a way that was effectively reversible
(National Research Council 2009, p. 264). Indeed, cyberattacks “may make it pos-
sible to achieve desired military aims with less collateral damage and incidental
injury than in traditional kinetic attacks” (Schmitt 2002, p. 397).

This potential difference in the minimal amount of destruction with which cy-
berattack and conventional attack can be carried out has an important bearing on
the relevance of cyber technology to the third in bello criterion, due care. Due care
requires that an attack be done in the way that minimizes the amount of civilian
harm, and for a state with the relevant technological capability, this will usually be
through a cyberattack. Michael Schmitt suggests that “military commanders will in
certain cases be obligated to employ their cyber assets in lieu of kinetic weapons
when collateral and incidental effects can be limited” (Schmitt 2002, pp. 397-398).
Following the demands of the due care criterion, the acquisition of cyber capability
and its use in preference to conventional attack may become morally obligatory!

In summary, there are some difficulties (and also some advantages) that cyber
technology potentially poses for the application of the criteria of jus in bello. But the
difficulties seem not to be sufficient to find that the technology threatens to make
just war theory irrelevant. Many of these are connected with the illusion of blood-
lessness, and this is something that combatants and military leaders can be educated
to reject. Cyber war is not a new kind of war, in the sense that it requires different
moral rules about how it is fought. A similar judgment seems appropriate for the
criteria of jus ad bellum, with one important exception. For all of the ad bellum cri-
teria save one, the difficulties we have considered that arise when they are applied
to cyberattacks are not sufficient to find that the technology threatens to make just
war theory irrelevant. The one exception is the criterion of last resort. A case could
be made that cyber technology would make this criterion inapplicable, at least in
practice, threatening the relevance of just war theory to cyberattack. Whether this is
in fact the case is considered in the next section.!*

14 Of course, I must note that the judgments made in this section, as with other of the judgments in
this essay, are at least partly speculative, given that the future development of the technology and
the way it turns out to be applied in the real world of war cannot be accurately predicted.
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7.3 Section II1

Speaking of the implications of the military use of cyber technology, Arquilla notes
that “the one area that may change is the use of force in preventive ways” (Arquilla
1999, p. 387). The greatest problem that cyber technology poses for just war theory
is the potential that this technology could lead to a great increase in anticipatory
wars, thereby vitiating the likelihood that war initiation through cyberattack could
satisfy the ad bellum criterion of last resort. Anticipatory war is a war where the
belligerent strikes the first blow while justifying the attack on the defensive grounds
that the attack is in response to an expected attack from the opponent. Among antici-
patory wars are preventive wars and preemptive wars. Preventive wars occur when
the attacker believes that its opponent intends to strike at some indefinite time in the
future. Preemptive wars occur when the attacker strikes first in reasonable fear that
it opponent’s own first strike is imminent. In both sorts of case, the attacker believes
that if it lands the first blow it is more likely to win the war it expects sooner or
later. Preventive wars always and preemptive wars sometimes violate the criterion
of last resort because they ignore the peaceful alternatives that may be available to
avoid war.

In order to draw some conclusions about the relevance of last resort to cyber
conflict, we need to make a brief excursion into strategic thought as it applies to
cyberattack. One of the reasons that anticipatory war is a special problem in the
context of cyber technology is that cyberattacks are potentially very effective in an
effort to “prepare the battle space,” that is, to weaken an opponent in preparation
for a conventional attack. Preparatory cyberattacks could provide a great advantage
in a conventional war by disrupting the opponent’s military communications, its
intelligence gathering assets, its global positioning systems, and so forth (Schmitt
1998-1999, p. 929). The capacity of cyber technology to achieve such results is one
reason why with this technology, as with nuclear weapons technology, the offense
dominates the defense (Nye 2011, p. 21). It is easier to destroy assets with cyberat-
tack than to protect them from cyberattack. All of these factors lead to a situation
of crisis instability, a situation in which war is more likely to break out in a crisis
because both sides have incentives to initiate an attack (National Research Council
2009, p. 306). The upshot is that cyber technology “makes war more thinkable.”
(Arquilla 1999, p. 398). George Lucas raises the concern that cyber technology will
“lower the threshold for resorting to war of any sort, traditionally consigned to be-
ing the last (rather than the earliest) resort to conflict resolution with adversaries or
competitors” (Lucas 2010, p. 294). War becomes more thinkable, and the last resort
criterion is devalued or ignored.

These points may be developed by our considering some comparisons between
the strategic implications of cyber and nuclear technology. While the two technolo-
gies differ dramatically in the amount of destruction they can cause, there are com-
parisons in the strategic environment each creates'® (National Research Council

15 Joseph Nye notes that a strategic cyberattack could send the economy back to 1990, while a
strategic nuclear attack could sent the economy back to the Stone Age (Nye 2011, p. 22).
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2009, p. 295). Both represent a dominance of the offense over the defense. Consider
first how offense dominance works in case of nuclear technology. First, compare
conventional deterrence and nuclear deterrence. In the case of conventional deter-
rence, a state’s effort to deter its opponent is based on the threat both to inflict costs
and to deny benefits, on a threat of punishment and on a threat of denial. Denial is
the ability of a state’s defensive capabilities to blunt the success of an attack. So,
even if deterrence fails, the success of an attack is not guaranteed. But in the case of
nuclear weapons, defenses are ineffective because there is no adequate way to stop a
large number of nuclear warheads on missiles from getting through to their targets.
There is no denial and nuclear deterrence rests exclusively on the threat of retalia-
tory punishment. It might seem that this would lead to great crisis instability, as
there would be great advantage to going first, but this turned out not to be the case.
The reason is that both sides were able to proliferate and protect warheads, mak-
ing their retaliatory capacity partly invulnerable to surprise attack; each side was
guaranteed to have enough warheads left over after a surprise attack to destroy the
attacker. Each side had the capacity for assured destruction, and together the United
States and the Soviet Union were in a state of MAD, mutual assured destruction.
There was no advantage and so no incentives for going first because whichever side
went first, both sides would be destroyed.

Now consider some analogies (and disanalogies) between these features of nu-
clear strategy and the potential strategic environment of cyber technology.'® Con-
sider first offense dominance. This does not mean quite the same thing for cyber
technology as it does for nuclear technology. In the case of nuclear technology of-
fense dominance is due to the destructive power of the offense and the impossibility
of effective defense. In the case of cyber technology offense is not as destructive
and defenses may have some effectiveness. On the side of defenses, offense domi-
nance is due to uncertainty about how effective cyber defenses would be and to the
greater cost of defense as compared with offense. As Randall Dipert notes, cyber
defense is unlikely to be sufficiently successful and likely to be too expensive (Di-
pert 2010, p. 403). On the side of offenses, offense dominance is due to disruptive
effects of operational cyberattacks and the social destruction possible with strate-
gic cyberattacks. But the social destruction of cyberattack is much more tolerable,
much less of a punishment, than that of nuclear attack. What is more to the point,
the advantage of operational cyberattack comes mainly from going first, creating
incentives to strike first that may not be outweighed by the threat of punishment. In
the case of nuclear deterrence, in contrast, the threat of punishment far outweighs
the advantages from going first.

Consider other features of cyber deterrence. (I understand cyber deterrence to
mean deterrence of a cyber attack, whether by cyber threats or conventional threats).
There are some features of cyberattack that make cyber deterrence less credible,
hence less effective. The most important of these is the attribution problem, dis-

16 This discussion largely concerns adversarial relations between “near-peer” states, those roughly
equal in military capability. Different factors may arise in the relations between adversaries in an
asymmetrical power relationship.
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cussed earlier. A state that believes that it can attack anonymously because its attack
will not be successfully attributed to it will not be deterred by a threat of retalia-
tion. Even if attribution can be achieved in most cases, it will likely take time, and
threats of delayed retaliation are less credible than threats of immediate retaliation.
In contrast with the nuclear threat, “the difficulties of attack attribution leave a com-
parable [cyber] threat with far less credibility”!” (National Research Council 2009,
p- 2, 294, 295). At the same time, the fact that cyber defenses could have some ef-
fectiveness means that cyber deterrence (unlike nuclear deterrence) has an element
of denial, increasing, to that extent, its credibility (Nye 2011, pp. 33-34).

Using cyber threats to deter cyberattacks may not be an effective form of deter-
rence due, among other reasons, to uncertainty about how effective cyber retaliation
would be. (Again, in contrast, there is little uncertainty about the effects of a nuclear
retaliation). For this reason, conventional threats (or even nuclear threats) may be
a necessary part of an effective posture of deterrence of cyberattacks. This seems
to be current U.S. policy, as the Whitehouse has declared: “When warranted, the
United States will respond to hostile acts in cyberspace [reserving] the right to use
all necessary means” (Whitehouse 2011, p. 14). But including conventional threats
to deter cyberattack would pose problems of its own. A conventional response to cy-
berattack, Arquilla remarks, “may tend toward escalation” (Arquilla 1999, p. 390).
The reason is that such a response would be perceived as upping the ante. This
perception may result from two features of the situation. First, the amount of harm
done by the initial cyberattack may not be clear, not only to the attacker but to the
victim, and second, a comparison between harm done in a cyber attack and harm
done in a retaliatory conventional attack is inherently difficult to make (Arquilla
1999, p. 391). Given the bias each side has toward its own case, these two features
could lead to a perception on the part of the recipient of the retaliatory attack that
that attacker has upped the ante, thereby calling for the recipient to up the ante
further in response. This means that throwing conventional attacks into a military
exchange begun with cyberattacks would make the signaling necessary to avoid
escalation more difficult (National Research Council 2009, p. 308). An escalatory
spiral could easily result. This sort of situation suggests a systemic weakness of
cyber deterrence. The situation has a dilemmatic structure: cyber deterrence can be
restricted to cyber threats or can include conventional threats as well; if the former,
the deterrence posture is weak, and if the latter it is weak as well.

So cyber deterrence is weak due to the attribution problem, and it is weak due
to the sort of dilemmatic structure just noted. When deterrence is weak, the likeli-
hood of one side or the other initiating a cyberattack is greater. This contributes to
instability, where the likelihood of one side initiating a cyberattack rises even fur-
ther. If side A recognizes that side B is more likely to initiate a cyberattack (because
deterrence is recognized to be weak), side A itself becomes more likely to initiate a

17 Another factor in the need for a delay before the retaliatory response is that it may take time
for the victim of a cyberattack to figure out how much damage was done, which it needs to know
before it can decide how great the retaliation should be (or even whether it should occur at all)
(National Research Council 2009, p. 310).
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cyberattack out of fear that B might do so, which then leads to B being more likely
to do so, and so forth. This dynamic has been called in the case of nuclear strategy
the reciprocal fear of surprise attack. Surprise attack would be an anticipatory war.
This creates crisis instability because a crisis in the relationship between A and B
is the time when this dynamic is most likely to engage. In the nuclear context, this
dynamic is forestalled by the prospects of mutual destruction, but this prospect is
not available to forestall the dynamic in the case of cyberattack.

Now we may return from our excursion into cyber strategy to the discussion of
Jjus ad bellum and the criterion of last resort. Anticipatory war is generally a viola-
tion of last resort, always in the case of preventive war and often in the case of pre-
emptive war. The maturation of cyber military technology will increase the risk of
anticipatory war, due to the weakness of cyber deterrence, along with the tendency
of potential belligerents to treat a cyberattack as less than a full-fledged act of war,
compounded by the fact that there is a deep inherent advantage to going first, due in
part to the way in which initial cyberattack works to “prepare the battle space” for a
more general war. Due to crisis instability, the pressure on states to initiate cyberat-
tack will sometimes be great, and this pressure means that the last resort criterion
will often be ignored. War becomes more thinkable because the last resort criterion
is not being thought about.

The earlier arguments have shown that, in prospect, cyber technology make the
other ad bellum criteria and the in bello criteria more difficult, but not impossible
to adhere to. But the dynamics of cyberattack and cyber deterrence may show that
the last resort criterion is, as a matter of practice, impossible to adhere to. The fear
that each side has, especially in a crisis, that the other is about to attack will make
it often impossible for either side to effectively explore options short of war for re-
solving the conflict. In this sense, cyber military technology makes this criterion of
last resort irrelevant, and to this extent the maturation of cyber military technology
would take us beyond just war theory.
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Chapter 8
Information Warfare and Just War Theory

Mariarosaria Taddeo

Abstract This article is devoted to developing an ethical analysis of information
warfare, the warfare waged in the cyber domain. It has the twofold goal of filling
the theoretical vacuum surrounding this phenomenon and of providing the ground-
ing for the definition of new ethical regulations for information warfare. The article
maintains that Just War Theory is a necessary but not sufficient instrument for con-
sidering the ethical implications of information warfare and argues that a suitable
ethical analysis of this kind of warfare is developed when Just War theory is merged
with Information Ethics. The initial part of the article describes information warfare
and its main features, and highlights the problems that arise when Just War Theory
is endorsed as a means of addressing ethical problems engendered by informa-
tion warfare. The final part introduces the main aspects of Information Ethics and
defines three principles for a just information warfare.

8.1 Introduction

The cyberspace is nowadays conceived as the fifth domain in which war may be
waged, along with land, sea, air and space, for the ability to control, disrupt or ma-
nipulate the enemy’s informational infrastructure has become as decisive with re-
spect to the outcome of conflicts as weapon superiority. In this respect, information
and communication technologies (ICTs) have proved to be a useful and convenient
technology for waging war.

The military deployment of ICTs has radically changed the way wars are de-
clared and waged nowadays. It has actually determined the latest revolution in
military affairs, i.e. the informational turn in military affairs (Toffler and Toffler

M. Taddeo (D<)

Cyber Security & Ethics, Department of Politics and International Studies,
University of Warwick, Coventry, United Kingdom

e-mail: M.Taddeo@warwick.ac.uk

Uehiro Centre for Practical Ethics, University of Oxford, Oxford, United Kingdom

L. Floridi, M. Taddeo (eds.), The Ethics of Information Warfare, 123
Law, Governance and Technology Series 14, DOI 10.1007/978-3-319-04135-3 8,
© Springer International Publishing Switzerland 2014



124 M. Taddeo

1997).! Such a revolution is not the exclusive concern of the military; it has also
a bearing on ethicists and policymakers, since existing ethical theories of war
and national and international regulations struggle to address the novelties of
this phenomenon.

This article is devoted to developing an ethical analysis of information warfare
(IW). It has the twofold goal of filling the theoretical vacuum surrounding this phe-
nomenon and of providing the conceptual grounding for the definition of new ethi-
cal regulations for IW. The proposed analysis rests on the conceptual investigation
of IW provided in (Taddeo 2012), which highlights the informational nature of this
phenomenon, and argues that IW represents a profound novelty, which reshapes the
very concept of war and raises the need for new ethical guidelines.

On the basis of this analysis, the article maintains that Just War Theory (JWT) is a
necessary but not sufficient instrument for considering the ethical implications of IW.
It is argued that investigating IW through the lens of JWT allows for the unveiling of
fundamental ethical issues that this phenomenon brings to the fore, yet that attempt-
ing to address these issues solely on the basis of this theory will leave them unsolved.

It is suggested that problems encountered when addressing IW through JWT
are overcome if the latter is merged with Information Ethics (Floridi 2013). This
is a macro-ethical theory, which is particularly suitable for taking into account the
features and the ethical implications of informational phenomena, like internet neu-
trality (Turilli et al. 2012), online trust (Turilli et al. 2010), peer-to-peer (Taddeo and
Vaccaro 2011) and IW.

Merging the principles of JWT with the macro-ethical framework provided by
Information Ethics has two advantages; it allows the development of an ethical
analysis of IW capable of taking into account the peculiarities and the novelty of
this phenomenon; and it also extends the validity of JWT to a new kind of warfare,
which at first glance seemed to fall outside its scope (Taddeo 2012).

The initial part of this article will describe IW and its main features. It will then
focus on JWT and on the problems that arise when this theory is endorsed as a
means of addressing the case for IW. Information Ethics will then be introduced. Its
four principles will provide the grounds for the analysis proposed in the final part
of this article, where the principles for a just IW are defined. Finally, it is discussed
how JWT can be applied to IW without leading to ethical conundrums. Having de-
lineated the path ahead, we should now begin our analysis by considering in more
detail the nature of IW.

8.2 Information Warfare

The expression ‘information warfare’ has already been used in some parts of the ex-
tant literature to refer solely to the uses of ICTs devoted to breaching the opponent’s
informational infrastructure in order to either disrupt it or acquire relevant data and

! For an analysis of revolution in military affairs considering both the history of such revolutions
and the effects of the development of the most recent technologies on warfare see (Benbow 2004;
Blackmore 2005).
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Fig. 8.1 The different uses Informational Warfare
of ICTs in military strategies.
(Taddeo 2012)

Robotic Weapons Communication Management Cyber Attacks

ICTs deployed within an offensive
or defensive military strategy

information about the opponent’s resources, military strategies and so on; see for
example (Libicki 1996; Waltz 1998; Schwartau 1994).

The distributed denials of service (DDoS) attacks conducted in 2007 against
institutional Estonian websites, the attacks launched to block the Internet communi-
cation in Burma during the 2010 elections? or the injection of Stuxnet, a computer-
worm in the Iranian nuclear facilities of Bushehr * provide good examples of how
ICTs can be used to conduct so-called cyber attacks. Cyber attacks are surely one
of the most well-known and debated forms of ICT-based conflicts, but they should
be considered only one form of IW. Equating IW with cyber attacks would lead to a
too restrictive use of the label IW.

In the rest of this article, IW will refer to a wide spectrum of phenomena, encom-
passing cyber-attacks as well as the deployment of robotic-weapons and ICT-based
communication protocols (see Fig. 8.1).

The reason for endorsing such a wide spectrum definition is twofold. On the
one side, it allows for focusing on the purpose for the military deployment of ICTs
rather than on the mode of their deployment. In the case of IW, the endorsement of
ICTs—be it the use of (semi)autonomous weapons, of a computer virus, or of digital
devices to enhance the performance of forces on the battlefield—has a disruptive
intent. Such an intent is the main concern of the ethical analysis proposed in this
article. On the other side, endorsing a wide spectrum definition has also method-
ological advantage. For by considering indiscriminately the different uses of ICTs
in warfare, the analysis provides ethical principles addressing the totality of the
cases of IW rather than some of its specific occurrences.

A parallel with the ethical analysis of traditional warfare will support such a
methodological choice. JWT is concerned with warfare in general, its principles are
valid in any theatre of traditional warfare, be it waged with swords or guns or by
deploying nuclear weapons as long as the weapons are used with the same intent,
namely to inflict physical damage on the enemy. Likewise, the analysis proposed

2 http://www.bbc.co.uk/news/technology-11693214  http://news.bbc.co.uk/2/hi/europe/6665145.
stm.

3 http://www.cbsnews.com/stories/2010/11/29/world/main7100197.shtml.
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in this article aims to provide ethical principles for a just IW valid for every mode
of conducting it.

This approach neither undermines the differences between the use of a computer
virus and a robotic weapon nor denies that such different uses generate different
ethical issues. Rather, it asks the reader to be patient and to focus first on the as-
pects that are common among the different military uses of ICTs, since the analysis
of these aspects provides the groundwork for addressing specific ethical problems
brought to the fore by specific military uses of ICTs.

Following this approach, IW is defined as follows:

Information Warfare is the use of ICTs within an offensive or defensive military strat-
egy endorsed by a state and aiming at the immediate disruption or control of the enemy’s
resources, and which is waged within the informational environment, with agents and tar-
gets ranging both on the physical and non-physical domains and whose level of violence
may vary upon circumstances. (Taddeo 2012)

This definition highlights two aspects of IW: its informational nature and its trans-
versality. The informational nature of IW is a consequence of the fact that this kind
of warfare rests on the military deployment of technological artefacts devoted to
elaborating, managing and communicating data and information. In this respect, IW
shows how it is related to the so-called Information revolution.

The Information revolution is a multi-faceted phenomenon. It rests on the devel-
opment and the ubiquitous dissemination of the use of ICTs, which have a wide im-
pact on many of our daily practises: from working and interacting with other human
beings, to driving and planning holidays. ICTs allow for developing and acting in
a new domain, the digital or informational one (Floridi 2009). This is a completely
virtual, non-physical domain, which has grown important and hosts a considerable
relevant part of our lives. With the information revolution we witness a shift, which
has brought the non-physical domain to the fore and made it as important and valu-
able as the physical one (Taddeo 2012).

IW is one of the most compelling instances of such a shift. It shows that there is a
new environment, where physical and non-physical entities coexist and are equally
valuable, and in which states have to prove their authority and new modes of war-
fare are being developed specifically for deployment in such a new environment.*

The shift toward the non-physical domain provides the ground for the transver-
sality of IW. This is a complex aspect that can be better understood when IW is
compared with traditional forms of warfare.

Traditionally, war entails the use of a state’s violence through the state military
forces to determine the conditions of governance over a determined territory (Gel-
ven 1994). It is a necessarily violent phenomenon, which implies the sacrifice of
human lives and damage to both military and civilian infrastructures. The problem

4 The USA only spent $ 400 million in developing technologies for cyber conflicts: http://www.
wired.com/dangerroom/2010/05/cyberwar-cassandras-get-400-million-in-conflict-cash/.

The UK devoted £ 650 million to the same purpose: http://www.theinquirer.net/inquirer/
news/1896098/british-military-spend-gbp650-million-cyber-warfare.


http://www.theinquirer.net/inquirer/news/1896098/british-military-spend-gbp650-million-cyber-warfare
http://www.theinquirer.net/inquirer/news/1896098/british-military-spend-gbp650-million-cyber-warfare
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to be faced when waging traditional warfare is how to minimise damage and losses
while ensuring the enemy is overpowered.

IW is different from traditional warfare in several respects. It is not a necessarily
violent and destructive phenomenon (Arquilla 1998). For example, IW may involve
a computer virus capable of disrupting or denying access to the enemy’s database,
and in so doing it may cause severe damage to the opponent without exerting physi-
cal force or violence. In the same way, IW does not necessarily involve human
beings. An action of war in this context can be conducted by an autonomous robot,
such as, for example, the EADS Barracuda, and the Northrop Grumman X-47B,°
or by an autonomous cruising computer virus (Abiola et al. 2004), targeting other
artificial agents or informational infrastructures, like a database or a website. [IW
can be waged exclusively in a digital context without ever involving concrete tar-
gets. Nevertheless, [IW may escalate to more violent forms. Consider for example
the consequences of a cyber attack targeting a military aerial control system causing
aircraft to crash (Waltz 1998).

As remarked above, the transversality of IW is the key feature of this phe-
nomenon; it is the aspect that differentiates it the most from traditional warfare.
Transversality is also the feature that engenders the ethical problems posed by IW.
The potential bloodless and non-destructive nature of IW (Denning 2009; Arquilla
1998) makes it desirable from both an ethical and a political perspective, since at
first glance, it seems to avoid bloodshed and it liberates political authority from the
burden of justifying military actions to the public. A more attentive analysis unveils
that IW can lead to highly violent and destructive consequences, which would be
dangerous for both military forces and civil society. For this reason declaring and
waging IW requires strict regulation to guarantee its fairness.

To this end an analysis that discloses the ethical issues that IW engenders and
points at the direction for their solution is a preliminary and necessary step. The
development of such analysis will be the task of the next section.

8.3 IW and Just War Theory

Ethical analyses of war are developed following three main paradigms: JWT, Paci-
fism or Realism. In the rest of this paper, the analysis will focus only on JWT. Two
reasons support this choice: (i) the ethical problems with which JWT is concerned
are generated by the very same decision to declare and to wage war, be it a tradi-
tional or an informational war. Therefore JWT sheds light on the analysis of the
ethical issues posed by IW; (ii) The criteria for a just war proposed by this theory
remain valid when considering IW, for the justification to resort to war and the cri-

5 Note that MQ-1 Predators and EADS Barracuda, and the Northrop Grumman X-47B are Un-
manned Combat Aerial Vehicles used for combat actions and they are different from Unmanned
Air Vehicles, like for example Northrop Grumman MQ-8 Fire Scout, which are used for patrolling
and recognition purposes only.
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teria for jus in bello and post bellum proposed by JWT rest on the defence of basic
human rights of life and liberty, see for example (Walzer 2000). There is no doubt
that such rights and their preservation hold in the case of traditional warfare as well
as in the case of IW.

Nevertheless, despite the relevance of these two reasons, it would be mistaken to
consider JWT both the necessary and sufficient ethical framework for the analysis
of IW, for addressing this new form of warfare solely on the basis of JWT generates
more ethical conundrums than it solves. In the words of Arquilla (Arquilla 1998):

it appears that [...] information war [has] left a good part of ‘just war theory’ in tatters. For
IW may now make preventive war far more thinkable (and practical), straining the limits of
the concept of ‘right purpose’. And the manner in which the information revolution empow-
ers small groups and individuals to wage IW suggests that the notion of ‘duly constituted
authority’ may also have lost meaning. Finally, the ease in undertaking IW operations, and
the fact that they are disruptive, but not very destructive, weakens notions of justice as
requiring that war be started only as a ‘last resort’. (p. 208)

The ethical problems encountered when addressing IW on the basis of JWT orig-
inate from the differences between IW and traditional warfare. Such differences
need to be taken into account in developing an ethical analysis of IW. Otherwise,
the risk is twofold. On the one side, if the peculiarities of IW are not taken in con-
sideration one is caused to disregard all those cases of IW that do not correspond to
the parameters of traditional warfare (mainly the non-violent cases of IW). These
are nevertheless potentially dangerous cases and need to be regulated as they remain
disruptive and may cause extensive damage. On the other side, not taking into ac-
count the novelty posed by IW and focusing only on traditional criteria when ana-
lysing this phenomenon leads to a focus only on those cases which fall within the
scope of traditional warfare, namely the violent cases of IW. In this case, the ethical
analysis equates these instances of IW to traditional warfare, and leaves unexplored
the peculiarities of IW and its specific ethical implications.

Particularly relevant in considering the differences between traditional and in-
formational warfare is the transversality of the ontological status of the entities
involved in the latter. Traditional warfare concerns human beings and physical ob-
jects, while IW involves artificial and non-physical entities alongside human be-
ings and physical objects. Therefore, there is a hiatus between the ontology of the
entities involved in traditional warfare and of those involved in IW. Such a hiatus
affects the ethical analysis, for JWT rests on an anthropocentric ontology, i.e. it is
concerned with respect for human rights and disregards all non-human entities as
part of the moral discourse, and for this reason it does not provide sufficient means
for addressing the case for IW (more details on this aspect presently).

The case of the autonomous cruising computer virus will help in clarifying the
problems at stake (Abiola et al. 2004). These viruses are able to navigate through
the web and identify autonomously their targets and attack them without requiring
any supervision. The targets are chosen on the basis of parameters that the designers
encode in the virus, so there is a boundary to the autonomy of these agents. Still,
once the target has been identified the virus attacks without having to receive ‘au-
thorisation’ from the designer or any human agent.
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In considering the moral scenario in which the virus is launched three main ques-
tions arise. The first question revolves around the identification of the moral agents,
for it is unclear whether the virus itself should be considered the moral agent, or
whether such a role should be attributed to the designer or to the agency that decided
to deploy the virus, or even to the person who actually launched it. The second ques-
tion focuses on moral patients. The issue arises as to whether the attacked computer
system itself should be considered the moral receiver of the action, or whether the
computer system and its users should be considered the moral patients. Finally, the
third questions concerns the rights that should be defended in the case of a cyber
attack. In this case, the problem is whether any rights should be attributed to the
informational infrastructures or to the system compounded by the informational
infrastructure and the users.

These questions indicate that IW includes informational infrastructures, com-
puter systems, and databases. In doing so, it brings new objects into the moral dis-
course. The first step toward an ethical analysis of IW is to determine the moral sta-
tus of such (informational) objects and their rights. Help in this respect is provided
by Information Ethics, which will be introduced in the Sect. 4. Before focusing on
Information Ethics, we shall first consider in detail some of the problems encoun-
tered when applying three principles of JWT to IW.

8.3.1 The Tenets of JWT and IW

For the purpose of this analysis, we shall consider whether and how the tenets of
last resort, more good than harm, and non-combatants immunity can be applied in
the case of IW.

The principle of ‘war as last resort’ prescribes that a state may resort to war only
if it has exhausted all plausible, peaceful alternatives to resolve the conflict in ques-
tion, in particular diplomatic negotiations. This principle rests on the assumption
that war is a violent and sanguinary phenomenon and as such it has to be avoided
until it remains the only reasonable way for a state to defend itself. The application
of this principle is shaken when IW is taken in consideration, because in this case
war may be bloodless and may not involve physical violence at all. In these circum-
stances, the use of the principle of war as last resort becomes less immediate.

Imagine, for example, the case of tense relations between two states and that the
tension could be resolved if one of the states decide to launch a cyber attack on the
other state’s informational infrastructure. The attack would be bloodless as it would
affect only the informational grid of the other state and there would be no casualties.
The attack could also lead to resolution of the tension and avert the possibility of a
traditional war in the foreseeable future. Nevertheless, according to JWT, the attack
would be an act of war, and as such it is forbidden as a first strike move.

The impasse is quite dramatic, for if the state decides not to launch the cyber at-
tack it will be probably forced to engage in a sanguinary war in the future, but if the
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state authorises the cyber attack it will breach the principle of war as last resort and
commit an unethical action.

This example is emblematic of the problems encountered in the attempt to es-
tablish ethical guidelines for IW. In this case, the main problem is due to the trans-
versality of the modes of combat described in Sect. 2, which makes it difficult to
define unequivocal ethical guidelines. In the light of the principle of last resort, soft
and non-violent cases of IW can be approved as means for avoiding traditional war
(Perry 1995), as they can be considered a viable alternative to bloodshed, which
may be justly endorsed to avoid traditional warfare (Bok 1978). At the same time,
even the soft cases of IW have a disruptive purpose—disrupting the enemy’s (in-
formational) resources (Arquilla and Ronfeldt 1997). Such a disruptive intent, even
when it is not achieved through violent and sanguinary means, must be taken in
consideration by any analysis aiming at providing ethical guidelines for TW.

Another problem arises when considering the principle of ‘more good than harm’.
According to this principle, before declaring war a state must consider the universal
goods expected to follow from the decision to wage war, against the universal evils
expected to result, namely the casualties that the war is likely to determine. The
state is justified in declaring war only when the goods are proportional to the evils.
This is a fine balance, which is straightforwardly assessed in the case of traditional
warfare, where evil is mainly considered in terms of casualties and physical dam-
ages which may result from a war. The equilibrium between the goods and the evils
becomes more problematic to calculate when IW is taken into consideration.

As the reader may recall, IW is transversal with respect to the level of violence.
If strictly applied to the non-violent instances of IW, the principle of more good
than harm leads to problematic consequences. For it may be argued that, since [IW
can lead to the victory over the enemy without determining casualties, it is a kind
of warfare (or at least the soft, non-violent instances of IW) that is always morally
justified, as the good to be achieved will always be greater than the evil that could
potentially be caused.

Nonetheless, IW may result in unethical actions—destroying a database with
rare and important historical information, for example. If the only criteria for the
assessment of harm in warfare scenarios remain the consideration of the physical
damage caused by war, then an unwelcome consequence follows for all the non-

¢ 1t is worthwhile noticing that the problem engendered by the application of the principle of last
resort to the soft-cases of IW may also be addressed by stressing that these cases do not fall within
the scope of JWT as they may be considered cases of espionage rather than cases of war, and as
such they do not represent a ‘first strike’ and the principle of last resort should not be applied to
them. One consequence of this approach is that JWT would address war scenarios by focusing on
traditional cases of warfare, such as physical attacks, and on the deployment of robotic weapons,
disregarding the use of cyber attacks. This would be quite a problematic consequence because,
despite the academic distinction between IW and traditional warfare, the two phenomena are ac-
tually not so distinct in reality. Robotic weapons fight on the battlefield side by side with human
soldiers, and military strategies comprise both physical and cyber attacks. By disregarding cyber
attacks, JWT would be able to address only partially contemporary warfare, while it should take
into consideration the whole range of phenomena related to war waging in order to address the
ethical issues posed by it (for a more in depth analysis of this aspect see (Taddeo 2012)).
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violent cases of IW comply by default to this principle. Therefore, destroying a
digital resource containing important records is deemed to be an ethical action, as it
does not constitute physical damage per se.

The problem that arose with the application of this principle to the case of IW
does not concern the validity in se of the principle. It is rather the framework in
which the principle has been provided that becomes problematic. In this case, it is
not the prescription that the goods should be greater than the harm in order to justify
the decision to conduct a war, but rather is the set of criteria endorsed to assess the
good and the harm that shows its inadequacy when considering IW.

A similar problem arises when considering the principle of ‘discrimination and
non-combatant immunity’. This principle refers to a classic war scenario and aims
at reducing bloodshed, prohibiting any form of violence against non-combatants,
like civilians. It is part of the jus in bello criteria and states that soldiers can use their
weapons to target exclusively those who are “engaged in harm” (Walzer 2000, p. 82).
Casualties inflicted on non-combatants are excused only if they are a consequence
of a non-deliberate act. This principle is of paramount importance, as it prevents
massacres of individuals not actively involved in the conflict. Its correctness is not
questionable yet its application is quite difficult in the context of IW.

In classic warfare, the distinction between combatants and non-combatants
reflects the distinction between military and civil society. In the last century, the
spread of terrorism and guerrilla warfare weakened the association between non-
combatants and civilians. In the case of IW such association becomes even feebler,
due to the blurring between civil society and military organisations. (Schmitt 1999;
Shulman 1999; Taddeo 2012).

The blurring of the distinction between military and civil society leads to the
involvement of civilians in war actions and raises a problem concerning the dis-
crimination itself: in the IW scenario it is difficult to distinguish combatants from
non-combatants. Wearing a uniform or being deployed on the battlefield are no
longer sufficient criteria to identify someone’s social status. Civilians may take part
in a combat action from the comfort of their homes, while carrying on with their
civilian life and hiding their status as informational warriors.

It would be misleading to consider the problems described in this sections as
reasons for dismissing JWT when analysing IW. These problems rather point to a
more fundamental problem; namely the need to consider more carefully the case of
IW, and to take into account its peculiarities.

8.4 Information Ethics

The time has come to introduce Information Ethics. This is a macro-ethics, which is
concerned with the whole realm of reality and provides an analysis of ethical issues
by endorsing an informational perspective. Such an approach rests on the consid-
eration that “ICTs, by radically changing the informational context in which moral
issues arise, not only add interesting new dimensions to old problems, but lead us
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to rethink, methodologically, the very grounds on which our ethical positions are
based” (Floridi 2006, p. 23).

In one sentence Information Ethics is defined as a patient-oriented, ontocen-
tric, and ecological macroethics. Information Ethics is patient-oriented because it
considers the morality of an action with respect to its effects on the receiver of the
action. It is ontocentric, for it endorses a non-anthropocentric approach for the ethi-
cal analysis. It attributes a moral value to all the existing entities (both physical and
non-physical) by applying the principle of ontological equality: “This ontological
equality principle means that any form of reality [...], simply for the fact of being
what it is, enjoys a minimal, initial, overridable, equal right to exist and develop in
a way which is appropriate to its nature” (Floridi 2013). The principle of ontological
equality is grounded on an information-based ontology, according to which all ex-
isting things can be considered from an informational standpoint and are understood
as informational entities, all sharing the same informational nature.

By endorsing such a principle, Information Ethics guarantees a judgment of the
moral scenario free from a biological or anthropological bias, for, following the
principle of ontological equality, minimal and overridable rights to exist and flour-
ish pertain to all existing things, and not just to human or living things. From this
perspective, the Colosseum, Jane Austin’s writings, a human being and computer
software all share the right to exist and flourish, as they are all informational enti-
ties.”

A clarification is now necessary to avoid any misunderstanding. Information
Ethics endorses a minimalist approach, it considers informational nature as the min-
imal common denominator among all existing things. Such a minimalist approach
should not be mistaken for reductionism, as Information Ethics does not claim that
informational ontology is the unique perspective from which moral discourse is ad-
dressed. Rather it maintains that the informational perspective provides a minimal
starting point, which can then be enriched by considering other moral perspectives.

In this respect, it is worthwhile emphasising that the principle of ontological
equality does not imply that all entities have the same moral value. The rights at-
tributed to the entities are initial, they are overridden whenever they conflict with
the rights of other (more morally valuable) entities. The moral value of an entity is
determined according to its potential contribution to the enrichment and the flour-
ishing of the informational environment. Such an environment, the Infosphere, in-
cludes all existing things, be they digital or analogical, physical or non-physical and
the relations occurring among them, and between them and the environment. The
blooming of the Infosphere is the ultimate good, while its corruption, or destruction,
is the ultimate evil.

In particular, any form of corruption, depletion and destruction of informational
entities or of the Infosphere is referred to as entropy. Lest the reader be confused, in
this case entropy refers to “any kind of destruction or corruption of informational

7 For more details on the information-based ontology see (Floridi 2003). The reader interested in
the debate on the Informational ontology and the principles of Information Ethics may whish to
see (Floridi 2007).
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objects (mind, not of information), that is, any form of impoverishment of being,
including nothingness, to phrase it more metaphysically”, (Floridi 2013) and has
nothing to do with the concept developed in physics or in information theory (Flo-
ridi 2007).

Information Ethics considers the duty of any moral agent with respect to its con-
tribution to the informational environment, and considers any action that affects
the environment by corrupting or damaging it, or by damaging the informational
objects existing in it, as an occurrence of entropy, and therefore as an instance of
evil (Floridi and Sanders 1999, 2001). On the basis of this approach Information
Ethics provides four principles to identify right and wrong and the moral duties of
an agent. The four moral principles are:

0. entropy ought not to be caused in the infosphere (null law);

1. entropy ought to be prevented in the infosphere;

2. entropy ought to be removed from the infosphere;

3. the flourishing of informational entities as well as of the whole infosphere ought
to be promoted by preserving, cultivating and enriching their properties.

These four principles together with the theoretical framework of Information Ethics
will provide the ground to proceed further in our analysis, and define the principles
for a just IW.

8.5 JustIW

The first step toward the definition of the principles for a just IW is to understand
the moral scenario determined by this phenomenon. The framework provided by
Information Ethics proves to be useful in this regard, for we can now answer the
questions posed in Sect. 3 concerning the identification of moral agents, moral pa-
tients and the rights that have to be respected in the case of IW. The remainder of
this article will focus on the problems regarding moral patients and their rights.
The issue concerning the identification of moral agents in IW requires an in-depth
analysis (see for example (Asaro 2008)) which falls outside the scope of this article.
I shall clarify a few aspects concerning morality of artificial agents relevant to the
scope of this analysis, before setting this issue aside.

The debate on morality of artificial agents is usually associated to the issues
of ascribing to artificial agents moral responsibility for their actions. (Floridi and
Sanders 2004) provide a different approach to this problem decoupling the moral
accountability of an artificial agent, i.e. its ability to perform morally qualifiable ac-
tions, from the moral responsibility for the actions that such an agent may perform.

Floridi and Sanders argue that an action is morally qualifiable when it as morally
qualifiable effects on its patient, and that every entity that qualifies as an interac-
tive, autonomous and adapTable (transition) system and which performs a morally
qualifiable action is (independently from its ontological nature) considered a mor-
ally accountable agent. So when considering the case for IW, a robotic weapon and
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a computer virus are considered moral agents as long as they show some degree of
autonomy in interacting and adapting to the environment and perform actions that
may cause either moral good or moral evil.

As argued by Floridi and Sanders, attributing moral accountability to artificial
agents extends the scope of ethical analysis to the actions of such agents and permits
prescribable moral principles for their actions. This approach particularly suits the
purpose of the present analysis, for the reader may accept suspending judgment on
the moral responsibility for the actions that artificial agents may perform in case
of IW, and agree that such actions are nevertheless morally qualifiable, and that as
such they should be the objects of a prescriptive analysis.

Once we have put aside the issue concerning the morality of artificial agents, we
are left with questions concerning the moral stance of the receivers of the actions
performed by such agents and of the rights that ought to be respected in the case of
IW. The principle of ontological equality states that all (informational) entities en-
joy some minimal rights to exist and flourish in the Infosphere, and therefore every
entity deserves some minimal respect, in the sense of a “disinterested, appreciative
and careful attention” (Hepburn 1984; Floridi 2013).

When applied to IW, this principle allows for considering all entities that may
be affected by an action of war as moral patients. A human being, who enjoys the
consequences of a cyber attack and an informational infrastructure that is disrupted
by a cyber attack are both to be held moral patients, as they are both the receivers of
the moral action. Following Information Ethics, the moral value of such an action is
to be assessed on the basis of its effects on the patients’ rights to exist and flourish,
and ultimately on the flourishing of the Infosphere.

The issue then arises concerning which and whose rights should be preserved in
case of IW. The answer to this question follows from the rationale of Information
Ethics, according to which an entity may lose its rights to exist and flourish when
it comes into conflict (causes entropy) with the rights of other entities or with the
well-being of the Infosphere. It is a moral duty of the other inhabitants of the Infos-
phere to remove such a malicious entity from the Infosphere or at least to impede it
from perpetrating more evil.

This framework lays the ground for the first principle for just IW. The principle
prescribes the condition under which the choice to resort to IW is morally justified.

I. IW ought to be waged only against those entities that endanger or disrupt the
well-being of the Infosphere.

Two more principles regulate just IW, they are:

II. TW ought to be waged to preserve the well-being of the Infosphere.
III. TW ought not to be waged to promote the well-being of the Infosphere.

The second principle limits the task of IW to restoring the status quo in the Infos-
phere before the malicious entity began increasing the entropy within it. IW is just
as long its goal is to repair the Infosphere from the damage caused by the malicious
entity.

The second principle can be described using an analogy; namely, IW should
fulfil the same role as police forces in a democratic state. It should act only when
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a crime has been, or is about to be, perpetrated. Police forces do not act in order to
ameliorate the aesthetics of cities or the fairness of a state’s laws; they only focus
on reducing or preventing crimes from being committed. Likewise, IW ought to be
endorsed as an active measure in response to increasing of evil and not as proactive
strategy to foster the flourishing of the Infosphere. Indeed, this is explicitly forbid-
den by the third principle, which prescribes the promotion of the well-being of the
Infosphere as an activity that falls beyond the scope of a just IW.

These three principles rest on the identification of the moral good with the flour-
ishing of the Infosphere and the moral evil with the increasing of entropy in it.
They endorse an informational ontology, which allows for including in the moral
discourse both non-living and non-physical entities. The principles also prescribe
respect for the rights of such entities along with those of human beings and other
living things, and respect for the rights of the Infosphere as the most fundamental
requirement for declaring and waging a just [W.

In doing so the three principles overcome the ontological hiatus described in
Sect. 3, and provide the framework for applying JWT to the case of IW without
leading to the ethical conundrums analysed in Sect. 3.1. The description of how
JWT is merged with Information Ethics is the task of the next section.

8.6 Three Principles for a Just IW

The application of the principle of ‘last resort’ provides the first instance of the
merging of JWT and Information Ethics. The reader may recall that the principles
forbids embracing IW as an ‘early move’ even in those circumstances in which IW
may avert the possibility of waging a traditional war. The principle takes into ac-
count traditional (violent) forms of warfare, and it is coupled with the principle of
‘right cause’, which justifies resort to war only in case of ‘self-defence’. However
right this approach may be when applied to traditional (violent) forms of warfare,
it proves inadequate when IW is taken into consideration. The impasse is overcome
when considering the principles for just IW.

The first principle prescribes that any entity that endangers or disrupts the well-
being of the Infosphere loses its basic rights and becomes a licit target. The second
principle prescribes that a state is within its rights to wage IW to re-establish the
status quo in the Infosphere and to repair the damage caused by a malicious entity.
These two principles allow for breaking the deadlock described in Sect. 3.1, be-
cause a state can rightly endorse IW as an early move to avoid the possibility of a
traditional warfare, as the latter threatens greater disruption of the Infosphere, and
as such it is deemed to be a greater evil (source of entropy) than IW.

A caveat must be stressed in this case: the waging of IW must comply with
the principles of ‘proportionality’ and ‘more good than harm’. In waging IW, the
endorsed means must be sufficient to stop the malicious entity, and in doing so the
means ought not to generate more entropy than a state is aiming to remove from the
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Infosphere in the first place. This leads us to consider in more detail the principle of
‘more good than harm’.

The issues that arose in the case of IW are due to the definition of the criteria for
the assessment of the ‘good’ and the ‘harm’ that a warfare may cause. As described
in Sect. 3.1, endorsing traditional criteria leads to a serious ethical conundrum,
since all (the majority of) the cases of IW that do not target physical infrastructures
or human life comply by default to this principle regardless of their consequences.

Such a problem is avoided if damage to non-physical entities in considered as
well as physical damage. More precisely, the assessment of the good and the harm
should be determined by considering the general condition of the Infosphere ‘before
and after’ waging the war. A just war never determines greater entropy than that
in the Infosphere before it was waged. Once considered from this perspective, the
principle of more good than harm acts as corollary of the second principle for just
IW. It ensures that a just IW is waged to restore the status quo and does not increase
the level of entropy in the Infosphere.

Increasing entropy in the Infosphere also provides a criterion for reconsidering
the application of the principle of ‘discrimination and non-combatants’ immunity’
to IW. As it has been argued in Sect. 3.1, IW blurs the distinction between militar-
ies and civilians, as it neither requires military skills nor does it require a military
status of the combatants to be waged. This makes problematic the application of this
principle to IW; nevertheless the principle has to be maintained as it prescribes the
distinction between licit and illicit war targets.

Help in applying this principle to IW comes from the first principle for just IW,
which allows for dispensing with the distinction between militaries and civilians,
and for substituting it with the distinction between licit targets and illicit ones. The
former are those malicious entities who endanger or disrupt the well-being of the
Infosphere. According to the principle, IW rightfully targets only malicious entities,
be they military or civilian. The social status ceases to be significant in this context,
because any entity that contributes to increasing the evil in the Infosphere loses its
initial rights to exist and flourish and therefore becomes a licit target. More explic-
itly, it becomes a moral duty for the other entities in the Infosphere to prevent such
entity from causing more evil.

Before concluding this article, I shall briefly clarify an aspect of the proposed
analysis, lest the reader be tempted to consider it warmongering.

The third principle provided in Sect. 5 stresses that IW is never justly waged
when the goal is improving the well-being of the Infosphere. This principle rests
on the very same rationale that inspires Information Ethics, according to which the
flourishing of the Infosphere is determined by the blooming of informational enti-
ties, of their relations and by their well-being. IW is understood as a form of disrup-
tion and as such, by definition, it can never be a vehicle for fostering the prosperity
of the Infosphere nor is it deemed to be desirable per se. IW is rather considered a
necessary evil, the bitter medicine, which one needs to take to fight something even
more undesirable, i.e. the uncontrolled increasing of the entropy in the environment.
With this clarification in mind we can now pull together the threads of the analysis
proposed in this article.
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8.7 Conclusion

The goal of this article is to fill the conceptual vacuum surrounding IW and of
providing the ethical principles for a just IW. It has been argued that to this purpose
JWT provides the necessary but not sufficient tools. For although its ideal of just
warfare grounded on respect for basic human rights in the theatre of war holds also
in the case of IW, it does not take into account the moral stance of non-human and
non-physical entities which are involved and mainly affected by IW.

This article defends the thesis that in order to be applied to the case for IW, JWT
needs to extend the scope of the moral scenario to include non-physical and non-
human agents and patients. Information Ethics has been introduced as a suitable
ethical framework capable of considering human and artificial, physical and non-
physical entities in the moral discourse. It has been argued that the ethical analysis
of IW is possible when JWT is merged with Information Ethics. In other words,
JWT per se is too large a sieve to filter the issues posed by IW. Yet, when combined
with Information Ethics, JWT acquires the necessary granularity to address the is-
sues posed by this form of warfare.

The first part of this paper introduces IW and analyses its relation to the informa-
tion revolution and its main feature, namely its transversality. It then describes the
reasons why JWT is an insufficient tool with which to address the ethical problems
engendered by IW and continues by introducing Information Ethics. The second
part of the article defends the thesis according to which once the ontological hiatus
between the JWT and IW it is bridged, JWT can be endorsed to address the ethical
problems posed by IW.

The argument is made that such a hiatus is filled when JWT encounters Informa-
tion Ethics, since its ontocentric approach and informational ontology allow for as-
cribing a moral status to any existing entity. In doing so, Information Ethics extends
the scope of the moral discourse to all entities involved in IW and provides a new
ground for JWT, allowing it to be extended to the case for IW.

In concluding this article I should like to remark that the proposed ethical analy-
sis should in no way be understood as a way of advocating warfare or IW. Rather it
is devoted to prescribing ethical principles such that if IW has to be waged then it
will at least be a just warfare.
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Chapter 9
The Wrong in Cyberattacks

Thomas W. Simpson

Abstract Cyberattacks raise tricky and important moral questions. When is it per-
missible to attack an opponent’s Information and Computing Technology systems
(ICTs)? Or obligatory? Could a cyberattack be a legitimate casus belli, being justifi-
ably responded to by physical force, or are the only justifiable responses those that
are in-kind? Existing discussion of the moral framework with which to evaluate the
ethics of cyberattacks has consisted either in the application of Just War theory, or
in claims that Just War theory is not fit-for-purpose for twenty-first Century warfare
and that a new kind of ethical theory is required. Both sides are partly right and
partly wrong. Advocates of Just War theory are correct that it applies to cyberat-
tacks, but are wrong to suppose that this constitutes a sufficient basis on which
morally to evaluate all cyberattacks. The dissenters are correct that an alternative
framework is required for the ethical evaluation of cyberattacks, but they are wrong
to suppose it must be novel. This judgment is justified by my substantive thesis: we
already have a concept which is fit for purpose in evaluating a great proportion of
the moral significance of cyberattacks, namely that of harm to property. Property
rights provide an ethical framework within which cyberattacks should be assessed.
An important advantage of such an approach is that it makes sense of how cyberat-
tacks can be both bloodless but constitute real harm. A result is that a cyberattack
could be a legitimate casus belli, given sufficient harm to property that was suffi-
ciently (morally) valuable.

9.1 Introduction

By subverting systems which use information and computing technologies (ICTs),
enemies can damage or commandeer critical infrastructure; steal secrets; disable
or seize control of weaponry; empty bank accounts; and render us unable to com-

T. W. Simpson (D<)
Blavatnik School of Government, University of Oxford, Oxford, UK
e-mail: thomas.simpson@bsg.ox.ac.uk

L. Floridi, M. Taddeo (eds.), The Ethics of Information Warfare, 141
Law, Governance and Technology Series 14, DOI 10.1007/978-3-319-04135-3 9,
© Springer International Publishing Switzerland 2014



142 T. W. Simpson

municate. They may do so with just a computer screen and an Internet connection.
A fortiori, they may do so without any explosions and without crossing any borders
in person.

It is an aggressive and hostile act to subvert someone’s ICTs. That is why they
are commonly called ‘cyberattacks’. Strategic questions about cyberattacks arise: is
it wise for me to engage in cyberattacks, given the ways an enemy might respond?
How should I react if attacked? Moral questions also arise: am I permitted to pros-
ecute cyberattacks against an enemy? Or even sometimes obliged? Given a cyberat-
tack against me, what response is justified?

These questions are relatively new because our reliance on ICTs is relatively
new. But reflection on moral issues raised by the use of force is hardly novel. Just
War theory has long recognised the use of force as a practical necessity in this
vale of tears, whilst denying that pragmatic considerations on whether and how it
should be used are the only relevant ones. There are also moral constraints. While
exponents of Just War theory differ in the details, there is substantial overlap in the
general approach, to the degree that a tradition can be recognised. It states condi-
tions which must be satisfied for a decision to go to war to be just and for a war to be
conducted justly, termed the jus ad bellum and jus in bello conditions respectively.

It is therefore natural that initial discussions of the ethics of force in cyberspace
have enquired into whether and how such acts can satisfy the jus ad bellum and jus
in bello conditions (Arquilla 1999, 2010; Cook 2010; Rowe 2007, 2008, 2010).
Dissent has followed swiftly, with claims that Just War theory is not fit for purpose
in the moral evaluation of cyberwarfare (Dipert 2010) and with proposals of alterna-
tive and novel ethical frameworks (Taddeo 2012). This last is an example of what
Herman Tavani calls the ‘uniqueness thesis’, viz. that some ethical issues raised
by ICTs cannot be adequately accommodated by traditional categories of moral
discourse (2002, 2005).

Who is right? On what basis should the morality of act-types and act-tokens of
cyberattacks be assessed—the criteria given by Just War theory, or some other? My
answer is: both are partly right. Advocates of Just War theory are correct that it ap-
plies to cyberattacks, but are wrong to suppose that this constitutes a sufficient basis
on which to evaluate them morally. The dissenters are thus correct that an alternative
framework is required for the ethical evaluation of cyberattacks, but they are wrong
to suppose it must be a novel one. This judgment is justified by my substantive thesis:
we already have a concept which is fit for purpose in evaluating a great proportion
of the moral significance of cyberattacks, namely that of harm to property. Property
rights provide an ethical framework within which cyberattacks should be assessed.
I thereby deny the uniqueness thesis and explain why Just War theory is appropriate
for judgment about the permissibility of cyberattacks in some contexts but not all.

My thesis is ‘traditionalist’ in Tavani’s terms. Traditionalists claim that ethical
issues raised by ICTs can be well accommodated by established categories of moral
discourse. The defence of traditionalism is necessarily piecemeal. For each morally-
evaluable practice created by a new technology, the traditionalist must show how
established categories of moral discourse apply to it. In showing that cyberattacks
give no reason to deny traditionalism, I contribute to the more general defence of
that position.
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The structure of the paper is as follows. I first show the insufficiency of Just
War theory as a framework for evaluating the moral permissibility of cyberattacks
(§ 9.2). I then defend my central thesis, that the notion of property provides this
framework. I explain the central terms of my proposal (§ 9.3); identify its implica-
tions regarding how one should come to a practical judgement about the justice of
a particular cyberattack (§ 9.4); and then justify the proposal (§ 9.5). I conclude by
replying to objections (§ 9.6).

9.2 The Limits of War

While some cyberattacks are acts of war, not all are. It depends on context. In con-
sequence, Just War theory is the wrong place to start in thinking about the ethics of
cyberattacks. Nonetheless, non-war cyberattacks are not exempt from moral con-
sideration. The intention to cause harm and the harm potentially or actually caused
by a cyberattack is sufficient to show this. To substantiate these claims, consider the
following actual cyberattacks.

In ‘Operation Orchard’ in September 2007, a few Israeli jets crossed into Syrian
airspace and destroyed what is widely believed to have been a nuclear reactor under
construction at the Dair Alzour site (BBC 2007; for an identification of the function
of the site, see [AEA 2011). The aircraft used were F-15 and F-16 fighter-bombers.
These are not equipped with stealth technology. Yet Syrian air defence systems
failed to detect the incursion of the fighters until too late. It is widely speculated, by
US Air Force officials among others, that part of the reason for the Israelis’ success
was their use of a programme similar to that developed by BAE Systems named
‘Suter’. Suter allows its operators to override the controls of ground-based air de-
fence systems and direct sensors away from approaching aircraft so that no alarms
are sounded (Leyden 2007; Gasparre 2008). Operation Orchard was an act of war
and very likely had a cyberattack as an integral part.

A more recent attack was less clearly an act of war. The computer virus Stuxnet
was first identified in June 2010. It is a highly engineered piece of malware which
targets only a specific type of Siemens system, namely those which run the ‘Step
7’ software application. It is spread by infected USB sticks and once on a computer
replicates itself to others on an internal network. ‘Its final goal is to reprogram
industrial control systems (ICS) by modifying code on programmable logic con-
trollers (PLCs) to make them work in a manner the attacker intended and to hide
those changes from the operator of the equipment’ (Falliere et al. 2011, p. 1). These
Siemens systems are integral to the presumed Iranian nuclear weapons programme.
Stuxnet’s effects are not publicly known, but Meir Dagan, the former head of Moss-
ad, is taken to have alluded to them when he told the Knesset in January 2011 that
‘a series of setbacks’ meant that Iran was unlikely to acquire a bomb before 2015
(Melman 2011). The complexity of the malware is such that a nation state was likely
behind it, with Israel and the US the most likely candidates.

The writing and distribution of Stuxnet was an aggressive and hostile act against
Iran. But in terms of moral evaluation, it was more akin to an intelligence operation
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than an act of war. Its distribution required nothing more overt than non-uniformed
personnel. They need not have carried weapons for self-defence. As it is custom-
ary to allocate responsibility for particular kinds of acts to different institutions,
the widely shared belief that the CIA played some role in the attack—and not US
CYBERCOM, the Pentagon’s 4-star command for cyberwarfare—is further support
for the claim, albeit not conclusive.

Here is a cyberattack which was no act of war. In April 2012, a group of hackers
calling themselves ‘TeaMp0isoN’ claimed to have bombarded the Metropolitan Po-
lice’s Anti-Terrorism hotline with over 700 bogus calls. This was to distract officers
from a security breach which had enabled the group to listen in on internal conver-
sations among the officers (Furness 2012). Two teenagers have since been arrested,
while Scotland Yard deny that the recordings were of internal conversations and that
there had therefore been a security breach (BBC 2012b). While anarchists may ap-
ply the label ‘act of war’ to Team Poison’s actions in a literal sense, for the rest of us
it is only a euphemism. The authorities’ response also suggests this. It is the police
who are dealing with the cyberattack, not the military.

A final case: James Jeffrey was convicted in April 2012 of stealing the records
of 10,000 women who were registered on the website of the British Pregnancy
Advisory Service (BPAS). Reportedly an occasional member of the hacker collec-
tive ‘Anonymous’, he did so by accessing the BPAS site remotely (BBC 2012a).
Although he did not publish the details of the women Jeffrey boasted about the
hack on Twitter, an action the police found helpful when trying to identify the cul-
prit. BPAS is a private association, so the case shows that cyberattacks need not be
targeted at only state institutions. While Jeffrey’s actions were criminal, they were
not an act of war.

The foregoing cases illustrate that whether a cyberattack is an act of war depends
on the context. Thomas Rid gives a plethora of examples which further illustrate
the point (2011). It depends on who carried it out; whether they did so in a public
or private capacity; what the function of the system is which is targeted; and who
the targeted system belongs to. It should not be surprising that context is key in
determining whether a cyberattack is an act of war. The same is true of physical vio-
lence. Consider setting fire to a vehicle. This was an act of war if the fire-raiser was
a member of the Resistance in France in 1943 bombing a Wehrmacht staff car. It
was merely arson if they were a disenchanted youth in the 2005 riots in the Parisian
banlieues enjoying the sight of the Citroens of the bourgeoisie going up.

It is because moral judgements are sensitive to social context that Just War the-
ory is the wrong place to start in thinking about the ethics of cyberattacks. Just War
theory has proven a robust and useful framework for thinking about the ethics of
when and how to use force during war. It does not claim to provide a framework for
evaluating when and how to use force generally. Not all force occurs during war.
Force is sometimes used during espionage. It is used by the police. Force is used by
gangs in turf wars over drug patches. It occurs in the playground. Just War theory is
silent on how morally to evaluate force in these contexts; they lie outside its scope.
Nonetheless, we are able to argue about whether force is legitimate in these con-
texts. This is because we possess a range of moral concepts which are not restricted
to contexts of war but are generally applicable.
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This point applies to the debate over the ethics of cyberattacks as follows. While
cyberattacks are morally evaluable, not all cyberattacks are acts of war. So Just
War theory is not a sufficient framework for the ethical assessment of all cyberat-
tacks. Thus extending the International Law of Armed Conflict to non-state actors
involved in non-war cyber activities is as absurd as extending it to cover the use of
force by gangs in inner-city Manchester (against Denning 2008).

A different starting point is required. It is a desideratum on the ethical frame-
work with which cyberattacks are morally evaluated that it be applicable to non-war
forms of cyber-conflict as well as those which occur in war. It is a further desid-
eratum that whatever this framework is, it also explains how Just War theory can
be applicable to some cyberattacks. I turn now to identify and defend a framework
which satisfies these desiderata.

9.3 ICTs as Property

The notion of property, and its cognates property rights and harm to property, pro-
vide a basis for judging whether a significant class of cyberattacks are just. In this
section I explain the assertion. In the next I outline its implications. In § 5 I justify it.

A basic social practice is the ascription of ownership over physical objects or
spaces. When someone owns an object or a space, that object or space is their prop-
erty. The conditions under which someone comes to own property are culturally
variable. But I know of no anthropological report of a culture which has no institu-
tion of property. (Communism is not a counter-example. Even if a society has ex-
isted where no individual has owned anything—which is dubious in the extreme—
property is still owned collectively). Ownership of property confers property rights.
These consist in the entitlement of the property owner to dispose of her property as
she wishes (without breaching others’ rights). Property rights also oblige others not
to interfere with her property. If someone interferes with her property, two wrongs
may be done. First, they wrong her by broaching her property rights. Second, they
may wrong her by reducing the value of her property. Call this latter, harm to prop-
erty. The two are different; it is possible to harm the owner of some property by
infringing her rights even if no damage is done. The trespasser harms the owner by
breaching her rights against people crossing her land without permission.

A principal function of property rights is to ensure that harm to property does not
occur and that owners of property thereby maintain the value of that property. The
justification of property rights is a nice philosophical question going back at least to
John Locke. For present purposes I assume that they exist and are justified.

The second kind of wrong done when property rights are breached, namely harm
to property, is my interest here. Harm to property comes in degrees, because the
value of property comes in degrees. In ensuring that harm to property does not
occur, part of the purpose of property rights is to protect the value of property.
Property may have value in at least the following three ways. It has financial value,
namely how much money was paid to acquire the property or would have to be paid
to replace it. Property can also have value through attachment. This may be due to
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its emotional or historical significance, for instance, and need not necessarily be
reflected by its financial value. This is most obvious with personal items—Ilockets
of hair, photographs, family heirlooms and so on. While a financial value can be
given for these by finding out how much the owner would be prepared to pay for it,
there is a clear sense in which such items are irreplaceable. Take parents who hold
precious the ‘if I should die’ letter given to them when their soldier son was fatally
wounded in Afghanistan. Although they can insure against its loss through fire, the
money that would be paid out is only a substitute for, not a replacement of, its real
value.

Another way that property can have a non-financial value is through its practi-
cal value. The practical value of property is the non-financial value that is secured
by that property, and is shown by the consequences of its being interfered with. I
think here of such basic values as life and health. Practical value usually correlates
with financial value, but not always. Consider a specific bit of hardware—a cog
in an engine, for instance, which is very specifically engineered for the job it is to
perform and without which the engine cannot perform its function. Suppose that the
engine performs a vital task, such as providing power to a hospital in a place where
there is no alternative electricity source. Suppose further it is hard to get hold of
replacements for the cog because of its rarity. The cog is extremely important to the
functioning of the hospital even though it is inexpensive. Therefore practical value
does not entail financial value. Nor does financial value entail practical value. This
is shown by the fashion industry.

Property can hold value because of the function it fulfils in a system. This is a
variant of practical value, and the hospital generator example illustrates this point
also. The cog is significant not so much ‘in itself’, but rather because it is necessary
for the generator to function. The generator is a mechanical system. The generator
is further embedded in mechanical/electrical system, namely the electricity circuit
in the hospital on which a plethora of equipment relies. This equipment in turn ful-
fils functions in the larger system of the hospital, a system which includes doctors,
nurses, administrators and so on. The sum function of the hospital is to treat and
ameliorate illness and injury. The value of some property is a function of how reli-
ant on that item all ‘higher’ systems are, and what the practical effect is achieved
by the higher systems.

Organisations own property and this property may have value in any of the above
ways. Think of St Paul’s Cathedral and the Crown Jewels for the UK, or the Statue
of Liberty and the Declaration of Independence for the USA. These are examples
of property owned by collective agents which are principally valued in terms of at-
tachment. The hospital’s electricity generator is an example of an item of property
owned by a collective agent which is principally valued in terms of practical value.

Property rights are prima facie, not ultima facie, in W. D. Ross’s terms (Ross
1930). They are permissibly overridden by competing rights which are of greater
value. The right to life trumps someone’s property rights, for instance. In fleeing an
attacker intent on killing me, I may permissibly run across someone else’s land. It
is beyond scope here to list those kinds of rights which may trump property rights,
were that even possible. The present point is that we readily make judgments about
the relative weights of different rights.
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I now apply these general considerations to the specific issue of [CTs. Computers
and other information technologies can be property. I own the PC on my desk. The
Ministry of Defence owns those on theirs. And so on. ICTs are valuable in at least
the above three ways; they cost money; people grow attached to their computer and
to the informational content that it makes available; and they are practically impor-
tant not least in terms of the systems which depend on them to function properly.

Cyberattacks breach property rights. When an enemy attacks my ICTs and
changes the way they function, they interfere with my property without my permis-
sion. In changing the way my computer works or stopping it working, the attacker
generally causes it to lose financial value; they may destroy or damage something
which the system supports which has attachment value; and there may be practical
consequences arising from the system’s failure. Restoring the value of damaged
ICTs takes time, work and money. So cyberattacks cause harm to property—prop-
erty which may be owned by individuals or collective agents.

Part of the degree of harm caused by a cyberattack is the value of that which an
ICT system enables. As a dramatic example, consider pacemakers which regulate a
patient’s heartbeat and have some basic computing technology to relay information
without surgery. Halperin et al. (2008) show that some pacemakers are vulnerable
to remote interference. A person’s life depends on that property not being interfered
with. Harm to that property, through a cyberattack, is thus extremely serious.

9.4 Moral Implications

Property rights provide an ethical framework for judging whether a cyberattack is
just. Someone is not justified in broaching my property rights over my ICT solely
because they are able to. If someone interferes with my PC without my permission
and causes damage or destroys its value, the harm to my property that the offender
has caused makes them liable to rectifying justice. They may be punished and re-
quired to restore the lost value of my property.

There is one exception to the above, namely when my property rights are permis-
sibly overridden. It requires a good reason for my rights to be overridden. I have not
attempted to delineate what other rights may justify property rights being breached.
But note the following. How weighty my property rights are judged to be varies
with how valuable the property at issue is. The more valuable the property, the more
important must be the competing rights if they are rightly to override my property
rights. Because the value of some property can be considered only in the particular,
so the weight of property rights must be addressed afresh on each occasion. So the
more important the function fulfilled by a particular computer or ICT system, the
more serious a cyberattack against that system is.

Determining that I hold property rights over the ICTs I own provides only a
starting point for adjudging whether a particular past or putative cyberattack is just.
The starting point is the following question: given how weighty my property rights
are over this particular ICT systems, do others have competing rights which are
weightier? Only if one were able to enumerate in advance all the competing rights
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which may permissibly override property rights would it be possible to provide
more than this. Nonetheless, we are capable of making judgements about the rela-
tive weights of competing sets of rights in practical situations. So the given starting
point is of practical utility.

The ethical framework provided by the notion of property rights applies to non-
war contexts. Property rights may permissibly be breached by the police, for in-
stance. Police permissibly break into and enter someone’s house when they have a
search warrant. Addicts looking for TVs to sell for drug money do so impermissibly.
Similarly for cyberattacks. The procedural framework for controlling how official
agencies subvert others’ ICT systems is less well developed. But we are nonetheless
able to judge what the right kinds and the wrong kinds of reasons are. Because the
framework provided by property rights applies to cyberattacks in non-war contexts,
it satisfies the first desideratum noted above (§ 2).

The same framework explains how Just War theory is applicable to cyberattacks.
Questions of jus in bello are straightforward. Soldiers are permitted to breach prop-
erty rights in prosecuting a war because there are competing rights which frequently
enough are weightier than property rights, viz. their rights to self-preservation and
self-defence. According to the jus in bello criteria, soldiers prosecute a war justly
only if they fight in a way which is discriminatory and proportional (see Guthrie
and Quinlan 2007, pp. 35-43; Coady 2008, pp. 107-131). These necessary condi-
tions are met often enough in conventional, ‘kinetic’ war, as the military term it.
They can also be met by cyberattacks. Cyberattacks are capable of targeting com-
batants only and of being a proportional use of force; the use of Suter in Operation
Orchard is an example. (Although note Betz and Stevens’ argument that cyberat-
tacks are seldom so discriminatory; 2011, pp. 39—42). So cyberattacks can be just
in the context of a war.

Questions of jus ad bellum are harder. Arguably the hardest one is the following:
is a conventional counterattack ever morally justified by an enemy cyberattack?
Equivalently, is a cyberattack a legitimate casus belli? Dipert calls this a ‘hard case’
(2010, p. 392), and I agree with the characterisation. I will defend an answer using
the framework provided by property rights. In doing so, I also provide a diagnosis
of why the case is hard. Such a diagnosis provides further supports for my position.

My answer is: a conventional attack could be morally justified in response to
a cyberattack, but it is unlikely that an actual conventional attack could meet the
justificatory conditions. I answer this because I assent to the following four propo-
sitions. First, the moral significance of harm to property is unaffected by how that
harm is done. Suppose the Hoover Dam were destroyed. It could be blown by ex-
plosives. Perhaps it could also be caused to collapse by changing the way some
system works. This system ensures that enough water is let through so as not to
allow pressure to build up beyond the dam’s capacity, and that system is vulnerable
to remote interference—the sort of cyberattack meriting a Hollywood plotline. The
harm of destroying the dam is the same in both cases, whether it is by explosives
or cyberattack.

This is not to say that how the dam could be destroyed may not be morally sa-
lient in other ways. An explosion may result in direct loss of life and have required
trespass for the rigging of the demolitions. A cyberattack might not have resulted in
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these wrongs. So some wrongs could be done by the first method of attack which
would not be done by the second. Nonetheless, the harm to property caused by de-
stroying the dam is the same.

Second, there is no international organisation that has both de jure and de facto
authority to impose punishment on nation states. While it is arguable whether the
United Nations has de jure authority, it unquestionably lacks de facto authority. In
the absence of such an organisation, nation states are permitted to act on the basis of
their own judgement about what it is just.

Third, war is justifiably seen as punishment and may be prosecuted as such by
nation states given the lack of an authoritative international organisation to fulfil
that function. While the idea that war may be a form of retributive punishment is
admittedly unpopular at the present time there is a certain naturalness to it, as David
Luban notes (2012). You raided our village, so we’ll raid yours. A modern version:
you bombed us, so we’ll bomb you.

Given these three propositions, a nation may permissibly impose punishment
on another nation by waging war when it has just cause. Suppose nation B has de-
stroyed something valuable that belongs to nation 4 for no good reason. Nation 4
may permissibly destroy as punishment something of equivalent value belonging
to nation B. Because the moral significance of harm to property is unaffected by
how that harm is done, nation A4’s punishment may permissibly take the form of a
conventional strike in response to nation B’s cyberattack. An imagined scenario:
China hacks into the Washington D.C. traffic control network, bringing the city to
a standstill. In punitive response, the USA bombs the electricity sub-station that is
a dedicated power supply for traffic lights in Beijing. A similar effect occurs, and
repair costs in time and money are equivalent. The USAF has been extremely care-
ful in their intelligence gathering and the operation is successfully conducted with
no loss of life. I take the hypothetical response from the USA to be justified.

However, fourth, in the actual world rather than that of imagined scenarios, con-
ventional attacks invariably lead to loss of life while cyberattacks seldom do. Such
successful intelligence as that ascribed to the USAF above does not occur. So there
will almost always be an asymmetry in the damage done by a conventional attack
compared to a cyberattack. Loss of life is a weightier breach of rights than harm to
property. It is a disproportionate punishment to retaliate against an enemy by kill-
ing people when they have solely harmed your property. Hence my answer: while
it is conceivable that a conventional attack could be morally justified in response
to a cyberattack, it is unlikely that an actual conventional attack could be morally
justified.

This answer also provides a diagnosis of why the case is a hard one. For many
will disagree with some or all of the first three of the propositions which I assent to.
Disagreement with any will likely result in the conclusion that it is never morally
permissible to respond to a cyberattack with a conventional attack. On this view,
cyberattacks are not a legitimate casus belli.'

! Dipert concurs that cyberattacks may sometimes be a legitimate casus belli, but on the basis
of the long-term value of conventional responses in minimising unprovoked cyberattack (2010,
p. 400 ff.).
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Because the ethical framework provided by property rights explains and justi-
fies how cyberattacks are accommodated by Just War theory, it satisfies the second
desideratum noted above (§ 2).

9.5 Justifying the Framework

The principal justification for my claim that property rights provide an appropriate
framework for evaluating the ethics of cyberattacks is based on the claim that ICT
systems are (invariably) owned by someone. Because ICTs are owned, their owners
have property rights over their property not being interfered with by others.

If I was making an analogical claim—that the concept of property provided a
useful analogy with which to think about the ethics of cyberattacks—then further
justification would be required as to why the concept of property should be privi-
leged for that role over other concepts which may be equally analogous. But I am
making an identity claim: ICTs are a form of property. When I handed over the
money for the PC now on my desk, the ownership relation changed. Previously the
trader owned the computer, and after the money was handed over I then did. Com-
puters and other information systems are owned by people and organisations. They
therefore have rights which state what it is permissible for others to do in relation
to those systems.

Noting that ICTs are a form of property does not entail that people do not hold
other rights over them. I do not claim that breach of property rights explains a/l that
is wrong with every kind of cyberattack. Some kinds of cyberattack are more akin to
privacy violation. Other rights provide a basis for evaluating why these cyberattacks
are wrong. Nonetheless, all cyberattacks involve a breach of property rights. So the
framework applies to all cyberattacks. Furthermore, the value of my property and
therefore the degree of harm done by breaching my property rights is affected by
what else depends on my property not being interfered with.

A merit of using property rights as a framework is that it avoids objections to a
sovereignty approach. Nation states have de jure sovereignty over territory. Viola-
tions of sovereignty are a central sufficient condition for jus ad bellum according
to the Just War tradition, and thus a casus belli. Dipert rightly takes a sovereignty
approach to be central to the Just War tradition, and rightly notes that cyberattacks
do not ‘fit’ this approach. ‘A cyberattack does not involve intrusions into the ter-
ritory or airspace by soldiers or even by physical objects.... There is a nominal
sense in which the photons [in Electronic Warfare] ‘invade’ the airspace of anoth-
er nation, but that in itself seems harmless; foreign radio waves constantly pass
through nations’ airspaces without complaint’ (2010, p. 397). Dipert has here an-
ticipated James Cook’s reply. Cook coins the neologism ‘cyberation’ to describe
the ‘goings-on’ in cyberspace (Cook 2010, p. 414, 422 fn. 4). This is in analogy
with aviation (air) and navigation (maritime). Armed with the analogy, Cook takes
it as obvious that Just War theory applies to some cyberation but not all. While
I am in sympathy with the broad point the analogy is unhelpful, and this for the



9 The Wrong in Cyberattacks 151

reasons Dipert points out. The goings-on in cyberspace do not involve crossing
of physical boundaries in the way that the goings-on at sea and in the air do. The
analogy invoked by cyberation is a spatial one, but spatial boundaries are irrel-
evant in cyberspace. Indeed, ‘cyberspace’ is itself an unhelpful term, for it too in-
vokes a spatial analogy (Stevens 2013).

In contrast, property can be harmed without a violation of sovereignty. So my ap-
proach sidesteps Dipert’s objection to that approach. One need not reinstate borders
to cyberspace to be justified in blaming those who conduct cyberattacks. One can
do so because those who violate property rights are blameworthy. So long as viola-
tions of sovereignty are not required for embarking on a just war—and there is no
reason why that should be—then Just War theory can accommodate cyberattacks.

Approaching the problem using the notion of rights has a further merit, for it
avoids an objection to a simplistic form of applied ethics. This consists in the ap-
plication of some normative theory to the domain in hand as follows. Suppose one
is a rule-utilitarian. The principle one ought to follow those rules which maximise
greatest utility then provides the following decision procedure. Compare the differ-
ent rules which could govern action in the relevant applied domain. Judge what are
the likely consequences of each being followed. Suppose the applied ethicist judges
that Rule o would maximise greatest utility. Then the ethical imperative follows:
one ought to follow Rule a. Mutatis mutandis for other normative ethical theories,
whether they are different variants of consequentialism, or are deontological, or
aretaic, and so on. The central principle(s) of each plausibly provide decision pro-
cedures which need only be applied to the domain at hand.

The problem with such a procedure is that disagreement at the normative level
reiterates at the applied level. Failure to account for property rights is an objection
to a candidate normative ethical theory. By using a notion that all plausible ethical
views ought to agree on—viz. property—the applied framework I provide is not
subject to pervasive disagreement at higher levels.

9.6 Objections

I conclude by replying to objections. Two are objections to the usefulness of my
thesis that ICTs are property as a basis for moral judgement about the justice of
cyberattacks. A third objection is against the contemporary viability of Just War
theory, and a fortiori against the possibility of it accommodating cyberattacks.

a. Harm to property is insufficiently serious

Objection: Property is routinely harmed and owners’ rights thereby breached. This
is an everyday matter for the law to deal with, and not a cause for serious moral
offense. Yet cyberattacks may be very serious indeed, causing widespread disrup-
tion of a decidedly non-everyday sort. In scenarios which one day may be actual,
cyberattacks are appropriately responded to by airstrikes. Harm to property is insuf-
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ficiently serious a classification of the harm done by such cyberattacks, and insuf-
ficiently serious a justification for this kind of response.?

Reply: While much harm to property is routine, some is not. It depends on how
valuable that property is. Causing a dam to collapse is extremely serious. Dams can
be extremely valuable in both financial and practical terms—take the Hoover Dam
as an example—so it is an extremely serious matter to cause harm to them. Mutatis
mutandis for those ICTs the proper function of which is required for the delivery of
essential services like water and electricity.

b. Rights-talk is controversial

Objection: Rights-talk is controversial. It is just as controversial as any of the classi-
cal ethical theories. It is no merit of my approach that it avoids pervasive disagree-
ment.

Reply: I use a thin notion of rights which is committed to only the following
two propositions. First, there are ways in which a person ought to be treated. Two,
ownership of property changes the ways in which others may treat the owner and
that property. Section 3 above explains what some of these ways are.

Moral error theorists like J. L. Mackie disagree with the first proposition: there
is no such thing as obligation or desert (Mackie 1977). Certain kinds of anarchist
disagree with the second. But beyond these fringe positions the above two proposi-
tions command widespread acceptance.

c. Just War theory’s ‘rickety meta-ethical foundations’

Objection: Just War theory relies on ‘rickety meta-ethical foundations’. So it ought
to be rejected. Dipert notes that the tradition originates historically out of natural
law theory via Thomas Aquinas and Hugo Grotius. ‘Yet few philosophers have a
metaphysics that would allow them to maintain such a view.... [Thus t]he only
mete-ethical route left to many theorists is one based upon “intuitions”, legitimized
by the “reflective equilibrium” of John Rawls’ (Dipert 2010, pp. 393-394).

Fill out the suppressed premises of his argument as follows. Not only is there
an historical relation between Just War theory and the natural law tradition, there is
a justificatory one. If one is justified in endorsing the central claims of the natural
law tradition, then one is justified in endorsing those of Just War theory. But it is
controversial whether one is justified in endorsing the natural law tradition. Those
that do not are not justified in endorsing Just War theory.

Reply: The argument is fallacious. Dipert has denied the antecedent. Grant that
one is justified in endorsing Just War theory if one is justified in endorsing the
central claims of the natural law tradition. Nonetheless, one may deny the central
claims of the natural law tradition while endorsing those of the Just War theory,
just if one takes that theory to be justified on another basis. Denying the validity of
natural law theory has no logical relation to the possibility of another justification
of the Just War conditions.

2 T am grateful to Luciano Floridi for pressing this.
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What alternative justifications are there for Just War theory? I need not take a
stand. I have used the notion of rights, and a number of different ethical theories
may plausibly claim to justify rights.

Rejoinder: My reconstruction of Dipert’s argument is uncharitable. The condi-
tionals asserting justificatory relations I ought to have ascribed to him give neces-
sity conditions as well as sufficiency ones. One is justified in endorsing the central
claims of Just War theory if and only if one is justified in endorsing those of the
natural law tradition. Then Dipert would not have denied the antecedent.

Reply to the rejoinder: Granting the reconstruction, his argument is then un-
sound. For it is false that one is justified in endorsing Just War theory only if one
endorses the central claims of the natural law tradition. This is for the same reason
as above, that rights are sufficient to ground the theory.?
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Chapter 10
Virtue in Cyberconflict

Don Howard

Abstract Both offensive and defensive cyber operations require decision making on
short time scales and often in a partial vacuum of explicit norms for cyberconflict. Itis
argued that, under these circumstances, the virtue ethics approach to ethical decision
making offers significant advantages over rule-based ethics in the training of cyber
warriors. Cultivating the moral integrity of the cyber warrior should be the goal,
moral integrity now understood as moral character in the form of settled habits or dis-
positions to act appropriately in different contexts. In shaping the character of cyber
warriors, attention should be paid to both moral and intellectual virtues. Explicit
training regimens are sketched and applications to model scenarios are explored. As
cyberconflict becomes more automated, with the morality moving into the machine,
the advantages of the virtue ethics approach will become even more pronounced.

Socrates: But, oh heavens! shall we condescend to legislate on
any of these particulars?
Adeimantus: [ think, he said, that there is no need to impose
laws about them on good men.

Plato, The Republic, Book IV

10.1 Introduction: Is Integrity a Problem or a Resource?

“Warfare in a New Domain: The Ethics of Military Cyber Operations” was the
topic of the 2012 McCain Conference at the U.S. Naval Academy!. It was a signal
event, drawing a distinguished group of participants from the military, the intel-

! A video record of the 2012 McCain Conference is available here on the website of the US Naval
Academy’s Stockdale Center for Ethical Leadership, which sponsored the conference: http://www.
usna.edu/ethics/publications/meccain2012.php.
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ligence community, the executive office, government agencies, NGOs, academia,
and private business. Following in the wake of the 2009 National Research Coun-
cil’s study, Technology, Policy, Law, and Ethics Regarding U.S. Acquisition and Use
of Cyberattack Capabilities (National Research Council 2009), the 2012 McCain
conference marked the high point, to date, in public engagement with the ethics of
what is rapidly emerging as the most important new technology and arena of mili-
tary conflict.

Among the most interesting moments in the conference occurred during the panel
on “Operational Perspectives on Cyber Operations.” Air Force Lt. Col. Matteo Mar-
temucci, National Security Affairs Fellow at the Hoover Institution for 2011-2012,
is the former commander of the Air Force’s 315th Network Warfare Squadron, the
Air Force’s computer network attack unit, which reported to US Cybercommand
and conducted computer network exploitation and computer network attack. Col.
Martemucci said that most of the work of the 315th was, from an ethical point of
view, “clean and good,” and that, so far, it had been mostly “small scale.” But one
concern was that the partial vacuum of law in which offensive cyber operations are
conducted and the speed at which decisions must be made leaves us reliant upon the
“integrity” of the operator to a greater extent than with many other technologies and
in many other conflict arenas. Col. Martemucci was later pressed on this point by
myself and by Maj. Gen. Charles J. Dunlap, USAF Ret., Executive Director of the
Center on Law, Ethics, and National Security, at the Duke University Law School.
The question was, simply, whether our being forced to rely on the “integrity” of the
operator is a good thing or a bad thing.?

One does not want to overstate the novelty of the issue in cyberconflict. Com-
batants often find themselves having to make snap decisions under conditions of
imperfect ethical and legal guidance, and other, new, warfighting technologies
likewise press operators in ways less commonly encountered with bullets, bayo-
nets, and bombs. Nonetheless, there is at least a difference of degree, perhaps rising
to a difference in kind, with cyberconflict. This difference in degree or kind is a
consequence of both the speed with which information moves in cyberspace and
the complexity of the networks within which and through which cyberconflict is
waged. Ethical decision making in such a setting is often not a leisurely affair. In
the time it takes to consult a Judge Advocate about the legitimacy of a target, such
as a hijacked private corporation’s server in a neutral nation, a brief attack window
might well have closed.

Maximizing the likelihood of ethical decision making under such circumstances is
a challenge. Even if the International Law of Armed Conflict were to catch up with
the new technology of cyberconflict,’ and even if the law were so well written as
to render determinate every potential decision, which is, of course, impossible, the
complementary problems of speed and complexity would remain. Hence the sense
of commanders like Col. Martemucci that we have no choice but to rely upon the
“integrity” of our cybercombatants. So, again, is this a good thing, or a bad thing?

2 There is, as yet, no transcript of conference presentations nor is any publication planned. But see
the videos of the individual talks and panels as cited in note 1.

3 The US government has recently restated its position that the extant international law of armed
conflict governs cyberconflict. See Koh 2012.
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10.2 Virtue and Ethical Decision Making in General

Begin with the question of what it means to rely on a cybercombatant’s integrity as
opposed to alternative models of ethical decision making. I assume that the contrast
intended is with decision making under rules, a mode of ethical decision making
often denoted “deontological” and associated, paradigmatically, with the moral phi-
losophy of Immanuel Kant.*

A rule asserts a general prohibition or obligation. “Perfidy is never permitted in
war.” “Harm to non-combatants is not permitted unless an unavoidable consequence
of a legitimate attack against a legitimate target.” “One must always identify oneself
by uniform or insignia as a member of a properly-constituted fighting force.” One
then decides the rightness or wrongness of an act by first deciding whether the act
falls within the scope of the relevant rules. Is a Trojan-horse attack an act of per-
fidy? If so, it is not permitted. Is taking down a hijacked server in a neutral country
necessary for defense against a potentially crippling denial of service attack on a
nation’s financial infrastructure? If so, it may be permitted even if taking down that
server causes financial or other harm to innocent citizens of the neutral nation in
which it is located. Ethical decision making so modeled is what is presumed in the
body of international law and ethics of warfare.

Integrity, on the other hand, is a virtue, or, perhaps, a cluster of virtues. The vir-
tue-based or aretaic model of ethical decision making looks quite different.® Indeed,
it can be misleading even to speak of “decision making’ within this framework. A
virtue like courage, generosity, or truth-telling is a habit or a settled disposition to
act. It differs from a vice in being directed toward a good. Acting in accordance
with a virtue is not a matter of recruiting the will to move action as indicated by the
conclusion of a practical syllogism. Acting in accordance with a virtue is, simply,
acting as disposed to act or doing what the virtuous habit inclines one to do. As a
settled disposition, it need not involve any logical epicycles at all. One is virtuous
simply by virtue of tending, in the main, to do what virtue asks of us.

If there is anything like decision making in this domain, it concerns not the sub-
suming of a special case under a rule, but the assimilating of a present situation
to relevantly similar situations in which like circumstances elicited like action.
It would be a mistake to intellectualize such assimilating beyond a certain point.
Moral phenomenology is helpful here. The virtuous individual does not really re-
flect upon the similarity in question. If asked to describe the experience, the virtu-
ous individual reports just recognizing the situation as one in which courage was
appropriate and so acting courageously. As virtue is becoming settled habit, as in

4 Kant’s Groundwork of the Metaphysics of Morals (1785) is the standard source. According to
Kant, only the good will is good in an unqualified way, and only the person who acts from pure
duty is the person of good will. Acting from pure duty means acting in accordance with a rule or
principle, the highest of which is the Categorical Imperative: “I ought never to act except in such a
way that my maxim should become a universal law.” A helpful recent introduction to ethical theory
is Shafer-Landau 2011.

5 Aristotle’s Nicomachean Ethics is generally regarded as providing the most highly articulated,
early statement of the program of virtue ethics. Shafer-Landau 2011 is, here too, a good introduc-
tion.
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the young or those otherwise new to virtues of a certain kind, more explicit reflec-
tion might be required, sometimes after the fashion of asking with the person of
acknowledged virtue, the moral exemplar, would do in similar circumstances. But
mature virtue is almost automatic in the way in which it feels to the moral agent. I
told the truth not because I paused and deliberated the rightness of truth telling in
this case (though, of course, I might do that in highly problematic situations), and
decided upon honesty. No, I told the truth because I am a truth teller. That’s all there
is to it. How one achieves such a state of moral maturity is the question of the culti-
vation of virtue, to which I turn below.

For now the point to emphasize and prize is that, within the aretaic setting, the
path from virtue to action is a short one, precisely because a virtue is a disposition
to act. I like the metaphor of the moral athlete. When learning a new sport, one often
has to pause and think. Should I take four or five steps between two hurdles? Do I
begin to open from the tuck position at the top of the arch or as my dive is approach-
ing the downward vertical? But such thinking is fatal to polished performance. The
gold medal winner is the athlete in whom the entire race or dive is more or less
automatic. Musical performance affords another set of analogies. The beginner has
to count out the beat and think about where to find the G#. The master, like Arthur
Rubinstein or Mitsuko Uchida, just plays flawlessly. We invent words like “Finger-
spitzengefiihl” to describe such competence.®

10.3 Virtue and Ethical Decision Making in War

As in life more generally, so too in war.” Prominent among the virtues discussed by
Plato, Aristotle, and the other ancients from whom we learned the language of virtue
was courage. While not exclusively a martial virtue, its central role in Greek think-
ing about the moral life reflects the common role of members of the Greek polis as
citizen-soldiers. Courage teaches us much about virtue. For Aristotle, each virtue
is a mean between two extremes. Excess of courage is rashness; defect of courage
is timidity. Where the mean lies can vary from person to person and situation to
situation, and knowing how to fine tune the level of one’s courage to the situation

¢ Contemporary ethical theory normally identifies consequentialism as a third general framework
for ethical decision making, this distinguished from deontology and aretaic ethics by its assertion
that an act qualifies as moral or immoral on the basis of its net consequences for human happiness
or suffering. The utilitarianism of Jeremy Bentham and John Stuart Mill is the best known variety
of consequentialism. Yet again, see Shafer-Landau 2011 for the fundamentals. For the purposes
of this essay, I shall pass over the consequentialist alternative to deontology and virtue ethics,
because, if speed and facility in ethical decision making are the issue, then the problem is hardly
helped by the proposal to carry out a tedious and complicated exercise in what is sometimes known
or derided as the “hedonic calculus,” however much, in fact, we often reason or think we reason
in consequentialist terms.

7 Shannon Vallor discusses the concept of military virtue in connection with armed robots in her
contribution to this volume. See Vallor 2013.
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is a mark of the difference between the morally mature and the moral obsessive,
who rigidly adheres to a rule heedless of circumstance. The trainee might waver,
paralyzed by indecision or fear. But the courageous veteran acts surely and in the
appropriate measure. So doing is the measure of courage as virtue.

Other virtues characterize war fighters then and now. Honor, loyalty, and pride
are often discussed, integrity sometimes taken to subsume them all and sometimes
styled, instead, a kind of meta-virtue bespeaking an overall seriousness of moral
purpose and responsibility. Especially in the training of the officer corps, great
stress is still laid upon the cultivation of such virtues, and their possession is what
sets the military officer apart in the minds of many.

Outside of the military, virtue as the concept around which to frame our moral
discourse has not had the happiest of careers of late. The popularity of virtue eth-
ics in the academy since the publication of Alasdair MacIntyre’s After Virtue (Ma-
cIntyre 1981) contrasts with and is, perhaps, driven by academic concern about the
uncritical consequentialism so typical of contemporary debate about issues of small
and large moment. This is not the place to analyze such trends in detail, so I settle
only with a remark about the ubiquity of risk and cost-benefit analysis as the ubiq-
uitous tools of public policy making.?

More to the point of this essay is the career of virtue in the military. Space again
permits no analysis beyond anecdote. But my own experience of teaching ROTC
cadets and the testimony of friends and colleagues within the military point up the
greater difficulty one has today in eliciting sympathy for notions like honor and
integrity among younger officers in training. One reason for this state of affairs is
surely that our military finds itself ever more in conflict situations where we con-
front enemies who seem to lack virtue or whose virtues are not easily recognized
as such because of cultural difference or extreme differences of circumstance. A
Wehrmacht officer might be recognizable as an honorable individual, however great
the carnage of World War 11, likewise a Japanese officer true to the Bushido Code.
But the Vietnam War put greater pressure on our ability to see our enemy as like in
kind to us, and now, even more so, the kinds of conflict we experience in places like
Somalia and Afghanistan. Virtue thrives in the company of virtue, even when the
goods served might differ. Virtue struggles to survive in a vicious world or a world
perceived as vicious.

I think that I see, however, a different source of pressure on the place of virtue in
the military, one more relevant to the theme of virtue in cyberconflict. It is the very
technologizing of conflict that has us worrying about the ethics of cyberconflict in
the first place. This is an old trope. Our way of regarding the martial virtues grew
up, as did our law of armed conflict, in a world wherein war and combat looked very
different than they do today. War was state-on-state conflict. Combat was man-to-
man. About this latter we have at least secure intuitions of what courage and honor

8 An alternative approach to policy making drawing partly on the virtue ethics tradition starts from
consideration of a policy’s impact on the development and maintenance of human capabilities.
See Nussbaum 1988 and 2000 and Sen 1985 and 2009, along with Nussbaum and Sen 1993 for
representative and exemplary discussions.
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and loyalty mean. Then came new machines of war. Already at the Battle of Crécy
in 1346, the French thought that the English had shown no honor by employing the
long bow with massed archers. But certainly by the time of the strategic bombing
campaigns of World War II, worry set in that, as the technology of war deperson-
alized war, the pilot and bombardier never seeing their victims thousands of feet
below, it left ever less room for virtue as most relevant distinction of the capable
war fighter. Fortitude in the face of a flak attack and loyalty to one’s fellow crew
members still mattered. But it mattered more that one remembered and could use
one’s high-school trigonometry and vector analysis to place the bomb on the target
or the machine-gun fire on the enemy fighter.

Fast forward to the world of drones and smart munitions. The operator putting
munitions on a target now sits thousands of miles away in a trailer, out of the way
of immediate retaliation. This mode of combat takes its toll, to be sure. But the
challenge of staying alert throughout an 8 h shift is hardly comparable to that of
remaining brave when you’ve just seen your best friend eviscerated by shrapnel,
you haven’t slept in 48 h or eaten in the last twelve, and you know that a superior
force is about to assault through the tree line fifty yards in front of you. When the
bridge comes to resemble an IT control room and the headquarters battalion a cadre
of systems engineers, one might not be faulted for thinking that calculation has
displaced courage.

10.4 The Novel Challenge of Virtue in Cyberconflict

If the technologizing of war is part of what renders honor and courage irrelevant,
how, then, can it be that relying upon the integrity of the operator is a way to insure
ethical action in cyberconflict? Isn’t cyberconflict the ultimate in technologized
warfighting? Isn’t this an arena in which algorithms should replace virtues?

To understand why one might think otherwise, why one might think that a turn
to virtue is what is needed in cyberconfclict perhaps more than in any other conflict
arena, let’s first think a bit more about the scope of the virtues. So far we have con-
centrated, as does most discussion of virtue in the military life, on what Aristotle
categorized as moral virtues. But foremost among the virtues for the Greeks was
wisdom, an intellectual virtue, possession of which was more or less a necessary
condition for possession of all the rest. And Aristotle further distinguished a total of
five principal and four subsidiary intellectual virtues.

First among the principal intellectual virtues are three virtues specific to theo-
retical knowledge: Sophia or wisdom in this more specific setting, Episteme, which
means roughly scientific or empirical knowledge, and Nous or reason in the sense
of rational or logical thinking. Phronesis is practical wisdom, the variety of wisdom
specific to the moral life. 7echne names the kind of knowledge found in the artisan,
what one might term “knowing how.” The subsidiary intellectual virtues have a
role to play throughout and include such as Euboulia, the habit careful and proper
deliberation leading to good ends, and Deinotes, a kind of cleverness in achieving
ends of any kind.
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Renewed scholarly interest in virtue ethics has led to a similar renewal of interest
in intellectual virtue as a way of reframing many classic questions in epistemology
or, rather, moving the center of epistemological inquiry to new kinds of questions.’
There is much of interest in this domain, as with recasting questions about the truth
of theories in terms of the truthfulness and, more generally, the intellectual integrity
of the theorist. But our topic is, specifically, virtue, now including intellectual vir-
tue, in cyberconflict.

A mere inspection of Aristotle’s list of intellectual virtues makes clear their rel-
evance to cyberconflict. The cyberwarrior requires scientific knowledge, reasoning
ability, the skill of the digital craftsperson, and cleverness, along with moral wis-
dom. So, too, have warriors throughout history—one thinks of the Gen. Patton who
knew the history and theory of war from Thucydides to Clausewitz or the GI who
could jury-rig just about anything—but war fighting in an ever more technical age
puts still more of a premium upon these distinctively intellectual virtues.

Two questions now intrude. The first is whether anything of importance turns
upon our restyling scientific, empirical knowledge, say, as a virtue rather than just
the body of theory and fact that we ordinarily take it to be. Indeed, is it not odd and
misleading to call it virtue? Scientific knowledge is best understood as codified in
a set of propositions or models. Where is the virtue in Einstein’s gravitational field
equations? Let us not wander into unhelpful arguments about a fact/value distinc-
tion, however relevant those issues might be in a more extensive inquiry into the
issue at hand. Keep the focus on the moral formation of the cyberwarrior. Aristotle
(or at least an Aristotle who lived to see the linguistic turn in twentieth century
philosophy; allow this innocent anachronism) would not deny that scientific knowl-
edge can be represented propositionally. But Aristotle stands in a long tradition of
thinkers up to and beyond John Dewey in the twentieth century,!® all of whom think
it important to put philosophical attention more on the knowing than the knowledge,
to emphasize the capacities possessed by the knower as an epistemic agent, the
point being that what one knows is less important than what one can do and does
with that knowledge. Empirical science, from this perspective, is a way of knowing.

The second question is, what happened to the moral virtues? We were thinking,
to begin with, about the ethics of cyberconflict. I think that we do well to follow
Aristotle in regarding both the intellectual and moral virtues as essential parts of
character formation. It is not just that Aristotle designated wisdom as the highest
virtue, and that he believed, with Plato, that to know the good was to do the good.!!
Aristotle understood the moral virtues as contributing to the intellectual life and the
intellectual virtues as contributing to the moral life. There is, for example, such a
thing as intellectual courage in pursuing a line of investigation in the face of strong

° For a helpful introduction to the contemporary discussion of intellectual virtue, see DePaul and
Zagzebski 2007.
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10 Dewey’s “adverbial” theory of knowledge is given a definitive statement in Dewey 1929.

11 “To know the good is to do the good” is a capsule formulation of the Aristotelian idea of Eudai-
monia, which finds expression in both the Nicomachean Ethics and the Eudemian Ethics. More
subtly expressed, it is the idea expressed above in the text about the intimate relationship between
the moral and intellectual virtues.
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opposition from one’s peers or into unexplored terrain. And, among those lacking
in wisdom and discernment, munificence or liberality can easily become a foolish
tendency to say “yes” to every huckster peddling heart-wrenching propaganda on
behalf of a fraudulent charity. For Aristotle, the good person combines intellect and
morality in one balanced whole.

10.5 Cultivating Both Moral and Intellectual Virtue
in the Cyberwarrior

The discussion so far has been highly theoretical. Let’s bring back down to earth,
as it were, by asking how the perspective so far sketched might make a practical
difference in the training and evaluation of cyberwarriors. How do we train people
for virtue?

Recall, first, that virtues are habits of settled action directed toward a good. Our
question, then, is how we inculcate the desired habits. The answer is two-fold: prac-
tice and modeling. Start with practice. A habit is a disposition, not mechanical,
repetitive behavior. We want to produce not Pavlovian salivators, but moral agents
capable of acting surely in a measured way in a wide variety of settings. As with
the learning of any skill, it starts with drill. The piano student spends many hours
turning scales into mechanical routine. But drill is only the starting point for pianist
and the moral novice. Drill produces the basic repertoire of actions around which
more sophisticated habit grows. Once one learns those basics, then practice is the
path to excellence. Only practice teaches the aspiring gymnast how to respond to
every possible variation of pressure, angle, and impact when landing on the balance
beam. Only practice teaches the young quarterback how to recognize and respond to
every different defensive set. There is a fine structure to this evolving competence,
one relevant to the next point to be made about the inculcation of moral virtues.
Modeling is the key. One first learns the moves appropriate to a given situation,
whether a three-note trill or a down-and-out. And then another situation, and yet
another. When next one is confronted with a new situation, the response of one
growing in skill or virtue is to see it as like a situation for which the appropriate ac-
tion is already known and to act accordingly, trying this or that slight variation. As
the repertoire of model situations grows, so grows the competence of the athlete, the
performer, or the moral agent.

Modeling is key in expanding the range and sureness of habits that are more than
merely mechanical. It is key, as well, in the manner of instruction we offer. What is
the role of the teacher? Rote instruction in basic rules and principles is as necessary
a starting point as is drill. But that kind of training carries the learner only so far.
Excellence in sports, performance, or morality is best produced by the teacher who
functions as an exemplar. We often speak of moral exemplars like Jesus, Ghandi,
or Audie Murphy without always appreciating the power of such examples in shap-
ing behavior. We speak glibly about teenagers “modeling” on their peers, idols, or
authority figures, without always understanding that “do as I say, not as I do” is
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precisely the opposite of the formula that achieves maximum effect. Professional
educators often overlook the fact that students spend more time emulating their
manner than memorizing for the next test.

That modeling is essential to developing skills and habits in other domains is
almost a commonplace. The coach takes the ball from the basketball player’s hand
and says, “Watch, this is how one does a fade-away jumper.” The vocal coach places
the soprano’s hand on her own abdomen and says, “Feel what I’'m doing; see, you
breathe from here.” The blacksmith says to the apprentice, “Listen, hear the sound
the iron makes when its temperature is right and you strike it at the right angle; now
you try it.” And sometimes the point is appreciated in the classroom. The prize-
winning teacher says, “Let me show you how I would do problem number 1, then
you try problem number 2.”

That modeling is equally essential in character formation is less of a common-
place. But Plato understood it. That is why, in Book III of The Republic, he banned
the form of poetry that we would call drama in the ideal state. It was because he
understood that, even were the exhibited behavior expressly condemned in a play,
the very exhibition could overwhelm the damning words in encouraging imitation.
Another place where this point is also sometimes well understood is the military.
Think of the many stories we tell about and the praise we offer to commanders who
lead by example.

Virtue both moral and intellectual starts in drill, grows with practice, and is nur-
tured by example. Is there guidance to be found here in how to train cyberwarriors?
I think that there is, and this especially as it pertains to the goal of maximizing the
likelihood of ethical action in cyberconflict. Let me first confess, however, that I
do not know exactly how we currently train operators in cyberconflict, nor would
I want a civilian like myself to have access to anything more than the most basic
training regimen. Let me, therefore, present my suggestions as a hope that we do
train in something like the following manner and, otherwise, a gentle counsel to
consider the option.

The training should begin with drill, grow with practice, and be nurtured by
example. Only those with all the basic skills need apply. Start, then, with rote learn-
ing and memorization of the fundamental advanced skills essential in the tool kit
of any operator. But then devote the bulk of the training to practice guided by the
example of the veteran. We know how to do this and we have lifetimes of experi-
ence in nearby fields. I think especially of the way we train pilots, astronauts, and
law-enforcement professionals. First they have to learn the basic principles and
techniques of flight, but then pilots and astronauts spend endless hours in simula-
tors. Sometimes they practice routine landings and takeoffs or launches. But they
are also presented with a wide variety of scenarios that hone and test their responses
to every kind of novelty, contingency, and emergency. And they have to be recerti-
fied from time to time with similar testing on the simulators.

Of course what’s lacking in flight simulators is the moral dimension of flight. Or
is it? Do we present scenarios where the pilot has to complicate the decision making
by weighing risk to passengers against risk to people on the ground. Do I veer left at
the last minute to avoid that small settlement and risk death to passengers and crew,
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or do I guess that at mid-day so few people will be at home as to warrant my land-
ing the plane on Main Street? One place where such moral simulations are standard
is in the training of law enforcement officers, as with an active firing range, where,
along with having to shoot straight one must decide whether a suddenly appearing
figure is a person with an infant or with a gun. My impression is that comparable
scenarios are part of the training of some combat troops, especially in training for
urban warfare and in the training of special operations forces.

Experience suggests that practice makes perfect in the moral simulator as well as
the flight simulator. One real human life rarely confronts the individual with a truly
wide array of moral challenges, and most of our moral puzzles are mundane. Do I
keep that $ 20 bill I found at the front door of my office this morning, or do I make
the effort to find the owner, time consuming though that might be? Do I run that red
light when no other motorists are in view in order to make my next appointment?
A virtual moral simulator can do so much more. For many of us, this role is played
by fiction. But even there the dilemmas are often predictable and cartoonish, and as
often as not we’re secretly identifying with the bad guy, not the good one. For those
of us more likely to find ourselves in moral situations of real moment, time spent
in deliberately constructed, role playing and simulation is probably time well spent.
If cops and SEAL teams can learn better to discriminate between armed criminals
and bystanders or terrorists and taxi drivers, why is a comparable gain not to be
expected in the moral performance of the cyberwarrior?

War gaming is, of course, a common exercise in the military. But this is usually
only for the benefit of large units, not individual operators, and the focus is mainly
on strategy and tactics, not the morality or legality of either large plans or individual
acts. We set the law of armed conflict as a constraint, but rarely is moral choice the
point of the exercise or even the hidden agenda.

What I propose, again, is that simulation with the ethics of cyberconflict as one
of the explicit training goals be made a major part of the cyberwarrior’s training
and recertification. What is the gain? More reliably moral action is one expected
gain. But to recur to the problem with which we started—the need for rapid action
in a complex environment—gain along such lines is to be expected as well. Think
again of the astronaut, piloting a shuttle and confronted now with a sudden loss
of control for a crucial control surface during a critical phase of descent through
the upper atmosphere. Time does not permit a first principles derivation of system
response to ten different possible actions—maneuvering thrusters, attitude change,
altered angle of descent, etc.—for regaining control of the craft. One must act and
act quickly. The pilot with the best chance is the one who feels in his or her bones
what is happening, knows, as if instinctively, the consequences of each possible re-
configuration, and so can recover without thinking, as it were. How to develop such
ability? Practice, practice, practice. Think now of the cyberwarrior, peeking inside
the server controlling the deposits and transactions of a major Gulf state bank. We
have discovered the hidden assets of a major terrorist organization whose activities
can be crippled with one more keystroke, an opportunity perhaps never to be had
again. Then it is noticed, with just ten seconds to go before the server’s intrusion
detection software closes the back door through which entrance was gained, that,
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cleverly co-mingled with those assets, are heretofore concealed, off-shore holdings
of a dozen major US corporations whose losses from that keystroke would be in
the billions of dollars. Why are those assets there? Who is responsible for the co-
mingling? The concealment, in any case, is illegal, is it not? But the damage to the
US economy could be severe. Were they really US assets in the first place, or just
disguised to appear so? Perhaps it’s just a clever ruse, an extra layer of protection of
those terrorist assets against just such a cyber attack. How does one weigh the pre-
sumptive property rights of the corporations against the right to life of the terrorist
organization’s potential targets? What does justice require? What does fairness de-
mand? What will my commanding officer say? What does prudence require? What
does courage command? What is the right thing to do? Call in the Judge Advocate,
and the opportunity is lost forever. Hesitate, and the opportunity is gone. Err on the
side of caution? Strike and risk economic disaster as the cost of saving, potentially,
thousands of lives?

The example is contrived and extreme, to be sure. But it is not so otherworldly.
One remembers reports of a missed opportunity to take out bin Laden in the mid-
2000s when chain of command delays and uncertainty about identification and col-
lateral damage meant inaction. But no one is prepared for such moments by our
mundane moral experience. And those who have grown through real world experi-
ence of enough such situations are too rare to staff or even supervise all the many
stations where such judgments are made. Training by simulation, moral simulation,
can supply the lack.

Apprenticeship, imitation, and learning by human exemplar was the other form
of habit formation by modeling discussed above. If this, too, is a way to grow the
sought-for competence in moral and intellectual virtue among cyberwarriors, then
there are further implications for training. Perhaps apprenticeship should become
the way to train cyber operators. The rookie is paired with a veteran, just as pilot and
co-pilot share a cockpit, the co-pilot learning by example and being entrusted with
a gradually expanding array of tasks until he or she is good enough to shift into the
pilot’s seat. The apprenticeship model might well encounter resistance from veteran
operators and a larger institutional culture that favors rapid promotion into new
responsibilities and variety of experience in grade over extended service in a single
assignment. But some highly successful warrior cultures—one thinks of the Plains
people of the Americas—Ilong trained their young in the arts of war in very much
this fashion, and Plato explicitly commends it in 7he Republic.

10.6 Conclusion: What Happens When the Morality Is
in the Machine?

The moral predicament of the contemporary cyberwarrior could well be a short-
lived one. The iconic image of cyber conflict in the early twenty-first century fea-
tures row upon row of Chinese or North Korean personnel, each at an individual ter-
minal with his or her own target list and tasking. But it is surely on a matter of time
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before much of the human role in cyber operations is taken over by the computer
itself. If autonomous drones and robots are just over the horizon, more autonomy in
cyber operations is to be expected as well. The cost equation will drive this develop-
ment as it already drives the replacement of expensive kinetic deterrence by cheaper
cyber deterrence. Human operators are expensive to train and maintain. Much of the
dreary routine work of probing and testing, decipherment and password breaking
is surely already automated. If soon we will trust the facial recognition software
to pick out the terrorist in the crowd and the drone then to make the kill shot, with
at best a human on the loop, not in the loop, why not also trust the computer code
to find the target server and take it out, perhaps even covering its own tracks as it
leaves. It should take only a moment to recognize in this a sketch of the Stuxnet
concept. The future is now.

Whither, then, the morality? I discussed above the way in which the increasing
technologizing of war puts pressure on the notion of virtue in war. As cyber conflict
becomes ever more algorithmic, is there a place for morality as virtue or moral-
ity under any description? Advocates of autonomy in weapons systems argue that
autonomous systems can, in principle, be more moral than human operators. Not
only can the computer run through a decision tree far more quickly than a human,
the computer feels no pain, no fatigue, no anger or anguish. Program in the law of
armed conflict and trust the machine to a better job than any human ever did of
distinguishing friend from foe and combatant from non-combatant, calculating the
permissible of casualties allowable as collateral damage from a legitimate targeting,
executing the strike, and doing the post-operation outcomes analysis, including the
legal and ethical outcomes.

I am not one to object to such visions of future combat on the basis of emotion
or vague, metaphysical meandering about personhood and morality, or a priori as-
sumptions about moral integrity being, of necessity, only a human capacity. Frankly,
I don’t mind whether the agent is a human or a robot, as long as morality is respect-
ed. Dying at the hands of a robot in war need be no more painful or unjust as dying
at the hands of a human. If I am no less a hero for sacrificing myself to prevent a
natural disaster as a human wrong, then decorate me for valor in action against a
machine just as for action against a human foe. And if an android saves the day, why
not reward it with a tune up and a fresh coat of paint?

What I object to is the way the programming is usually assumed to be done in the
literature on autonomous systems. Conventional algorithmic models of Al are still
the norm in all but a few areas of robotics and autonomous systems. That means that
morality and law are coded as rules, actions being initiated or prevented when situa-
tions are recognized as instances falling under a rule. But deontology as a framework
for ethical decision making has well-known limits. Rules are rigid and inflexible.
Situations vary so as to make computationally impossible, for all practical purposes,
the identification of every possible individual situation as being of this or that kind,
falling under this or that rule. This is why Plato, in The Republic, declined to write
laws for every occasion, preferring to trust the judgment of good people.

If there is a lesson to be learned from the foregoing discussion for a future in
which humans are no longer always in the loop, perhaps it is precisely the lesson
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that Plato taught over 2,000 years ago and that his student, Aristotle, elaborated into
a theory of the moral and intellectual virtues. What might be suggested is a different
model for moral artificial intelligence. Perhaps the model should be one in which
the agent is equipped with a basic repertoire of moral and intellectual capacities, the
ability to learn by adapting those basic capacities to new situations by responding
to the morally and cognitively relevant similarities (at first in virtual spaces and
under the watchful eye of human or machine monitors), and an ability to learn by
emulating the habits of more highly developed moral machines. Much of the tech-
nology for doing this is already there in what is known as genetic or evolutionary
algorithms,'? which have proven themselves in computationally intractable areas
like the modeling of market behavior and pattern recognition. What is lacking is its
deployment in the modeling of moral decision making. If a genetic algorithm can
learn reliably to find my face in a variety of poses and circumstances among billions
of images on Facebook, or that of bin Laden in the flood of drone video surveil-
lance, why can a genetic algorithm not also distinguish situations in which courage
requires resolute action from those in which discretion is the better part of valor?

Argument about a proposal such as this can go on at great length. The techni-
cal questions are interesting and complex. The philosophical objections will arouse
greater passion. Let me end by speaking to just one of the latter. It will be said
that virtue is a uniquely human possession because it develops only among social
beings. That virtue characterizes humans in community is axiomatic for Aristotle,
mature habit requiring interchange with others for it to be nurtured and maintained,
and some of the specific virtues—think again of munificence—make sense only
as the agent is oriented toward another. The wild child or the long-time hermit is a
creature not of habit but of routine.

Community is crucial, both human community and moral community. But does
humanity make the agent moral, or does morality make the agent human? Wisdom
is foremost among the virtues for Aristotle, and reason is the faculty that distin-
guishes humans from the brutes. It would seem, then, that morality in the enlarged
sense that includes the intellectual virtues is what makes us human, or is at least
what makes us fully realized human beings. Why then cannot a community of ma-
chines be judged as moral, and, perhaps in such be judged as “human” as well?
What is the residuum of the human if morality be taken away?

12 In brief, a genetic or evolutionary algorithm begins with a simple program modeled after a
genome that controls behavior. It “reproduces” with variation/mutation in the genome. Offspring
are set a task, the likelihood of their reproducing, in turn, again with variation/mutation, being
dependent upon their success in executing the task. Iteration of this procedure of reproduction
with variation and selection over several generations produces sometime surprising variety in ap-
proaches to the task and often surprising facility at accomplishing the task. A helpful, recent primer
is Eiben and Smith 2010.
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Chapter 11
Armed Robots and Military Virtue

Shannon Vallor

Abstract This article examines how the accelerated development of semi-autono-
mous or autonomous armed robots may challenge traditional conceptions of mili-
tary virtue. While early reflections on the ethical implications of military robotics
have focused primarily on utilitarian or deontological/rule-based considerations
rather than questions of virtue or character, a comprehensive inquiry into the ethi-
cal impact of armed military robots must not ignore the role of military virtue in
restraining and legitimizing armed conflict. Armed military robots problematize
this role in three ways: first, by potentially leveling the distinction between mere
military action and virtuous military service; second, by possibly diminishing the
scope of the military profession and its cultivation of military virtue; and third, by
undercutting the expectation of virtuous motivation in warfare that gives rules of
engagement at least some restraining force and helps to distinguish the practice of
war from mercenary or criminal violence. I suggest that by initiating or accelerating
such shifts in the meaning and practical scope of military virtue, the widespread
deployment of armed military robots may have ethically deleterious effects on
human soldiers and civilians independently of whether optimistic utilitarian predic-
tions of reduced casualties and collateral damage are realized.

11.1 Section I

The accelerating development and deployment of weaponized military robots has,
unsurprisingly, magnified a number of existing social and ethical concerns about the
increasingly technical nature of modern warfare. Some of these concerns arise with-
in the military context—for example, the use of armed robots adds another layer of
complexity to the ongoing debate about how a modern military ought to balance
motives such as force protection, mission accomplishment and minimization of
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collateral damage. Other issues are rooted in a wider public context—for example,
the political appeal of armed robots as a way to accommodate domestic intolerance
for military casualties. Weaponized robots also give rise to a host of new ethical
questions: who will we hold legally and morally accountable for the use of military
force by robots? Does the potential exist for some form of robotic agency? When,
if ever, would it be ethical to give weaponized robots autonomy in targeting and
firing decisions? Will robotic forces make war more or less palatable as a solution
to political conflict?

Together, these concerns mandate extensive and widespread critical inquiry and
reflection on the use of armed military robots; fortunately, this discourse is now
well underway (Sparrow 2007; Asaro 2008; Singer 2009; Lin 2010; Sullins 2010;
Arkin 2010; Sharkey 2010). Yet there is one subset of these concerns that I will
argue warrants increased attention, as it engages matters of crucial moral and civic
import that are likely to be less visible to public and political interests than those
identified above. These concerns center on the concept of military virtue.

Many readers acquainted with the realities of modern warfare may find the con-
cept of military virtue to be of doubtful moral relevance; the ‘realist’ cynicism of
such readers will be informed by My Lai, the Cambodian ‘Killing Fields,” Sre-
brenica and a host of other vicious examples of military atrocity that have taken
place since the Second World War. Even well-ordered military bodies that explicitly
grant the existence of moral and legal constraints in the conduct of war routinely fail
to prevent gross violations of those constraints. Nor are the evils of war limited to
shocking atrocities that scar our historical memories; even without these we should
not lack for examples of moral viciousness in the conduct of war (Arkin 2009).
Needless environmental corruption, cultural devastation and economic exploitation
are just a few of the common byproducts of modern military engagements. At this
point we may recall with approval Santayana’s claim that “To call war the soil of
courage and virtue is like calling debauchery the soil of love” (1905, p. 83).

Thus before I can satisfy my primary burden in this chapter, namely, to show
how the use of weaponized and even lethal military robots may place significant
new pressures on the concept of military virtue, I must first explain why, given the
considerations noted above, we should take the concept of military virtue seriously.
For I claim that the concept of military virtue is of immense moral relevance today,
in spite of, and even because of, the evidence that humans remain distressingly
prone to egregious violations of its standards. Why? In short, I suggest that rather
than serving to disguise the moral viciousness of war, cultural ideals of military
virtue actually supply an essential part of the contextual background against which
the moral viciousness of war is made starkly apparent. If we fail to take military
virtue seriously, or if we fail to preserve a practical context for its cultivation and
expression, we may further endanger our ability to conceive of warfare as a practice
for which humans must be held morally accountable.

With Santanyana I reject the claim that war, with all of its cruelty and devasta-
tion, is the soil or source of military virtue. Ideals of disciplined, discriminating,
selfless and humane military character should instead be understood as expressions
of a society’s refusal to grant the practice of war full immunity from moral stan-
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dards.! Military virtues of courage, selfless service, compassion, loyalty, restraint
and discipline are various ways in which moral values external to the conduct of war
are imposed upon its practice. When such values are formally imposed on military
life and practice through the cultivation of virtues within a military profession, as
discussed later in this chapter, they mark the refusal of a nation or culture to wholly
externalize and demoralize its own military conduct. Ideals of military virtue block
the displacement of military action to an extra-moral realm to which the norms of
that society do not apply. Of course, military virtues are expressed in actions that
would often be unacceptable within other social contexts, but this is true of virtues
generally—they are highly context-dependent in their expression (Aristotle 1984).

Even so, we must grant that there is a special tension between moral virtues
and the distinctive goals and means of military practice, a tension that makes the
concept of ‘military virtue’ intrinsically fragile (there is a useful parallel with the
tension that marks contemporary discussions of ‘business ethics’ in market econo-
mies.) As a consequence, some military bodies fail or refuse to cultivate a stable
professional identity that incorporates norms of virtue. Even militaries that explic-
itly cultivate such an identity will struggle to consistently enforce virtuous con-
duct by their members. This is not, I argue, an indication that ‘military virtue’ is a
confused or impotent concept; rather, it is an indication of the very function of the
concept as an expression of cultural resistance to the morally unfettered pursuit of
military aims.

This concept underwrites the ability of modern societies to make meaningful
distinctions between morally acceptable military aims (national security, the pre-
vention of genocide, etc.) and suspect or flagrantly illegitimate ones (annexation
of additional territory, usurpation of wealth or natural resources, extermination of
ethnic or religious groups). Furthermore, it allows the evils of war to be seen for
what they are, namely, dimensions of human conduct that profoundly wound our
moral identities. Though the conduct of war can to varying degrees be restrained by
ideals of virtue, war is fundamentally an expression of human immorality. It must
not be put aside as a separate domain in which we pretend that we are playing a spe-
cial, though admittedly nasty, kind of ‘game’ to which the encompassing demands
of moral life do not apply. Far from highlighting the immorality of war, rejecting
or ignoring the concept of military virtue makes it just that much easier to instru-
mentalize, compartmentalize and excuse its evils—to regard them as ‘necessary’ if
also ‘regrettable’ and “unfortunate’ effects of war, rather than immoral dimensions
of human conduct for which we are ultimately accountable.?

! Such ideals are, of course, culture-bound and thus locally and historically contingent in both their
strength and expression. While I argue that these ideals serve as a cultural restraint upon military
conduct, they are internalized within, and adapted to, military praxis.

2 In the background here lies an important question: if war is an immoral enterprise, then doesn’t
its professionalization under the restraint of moral norms lend it an undeserved legitimacy? Rather
than incorporate it within our value-system, or allow it to exist outside of that system, would it not
be better simply to reject it? There is, of course, a long-standing debate concerning the merits and
prospects of human pacifism that I cannot engage within the confines of this chapter. Since I regard
it as overwhelmingly likely that war will, for the foreseeable future, continue to exist, my argu-
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Having provided one prima facie reason to take the concept of military virtue se-
riously, I turn next to the second burden of my argument. I wish to show how armed
military robots problematize military virtue in three interrelated dimensions: first,
by leveling the distinction between military action and military service by virtu-
ous agents; second, by potentially diminishing the scope of the military profession
and its cultivation of military virtue; and third, by undercutting the expectation of
virtuous motivation in warfare that gives the rules of engagement at least some re-
straining force and helps to distinguish the practice of war from armed conflict more
generally. I do not assert the inevitability of such effects. I merely wish to draw the
reader’s attention to the possibility that by initiating or accelerating such shifts in
the meaning and practical scope of military virtue, the widespread deployment of
armed military robots may have ethically deleterious effects on human soldiers and
civilians independently of whether optimistic utilitarian predictions of reduced ca-
sualties and collateral damage are realized. Whether these deleterious effects would
outweigh such utilitarian gains is a matter for another inquiry.

11.2 Section 11

The modern concept of military virtue, and its professional cultivation, is most fre-
quently and intimately connected with the concept of service. The concept of ‘ser-
vice’ in the context of military life has several layers of meaning.

1. It may refer to the length of time that a soldier commits to be at the discretion of
a nation’s armed forces (‘She gave the Navy seven years of service”).

2. It may refer to the institution itself (‘He was in the service his whole career”).

3. It may refer to the act of serving the national interest (‘Service to one’s country
is the highest form of patriotism”).

4. Tt may convey an act or attitude of willing self-sacrifice (‘Selfless service’ as one
of the seven core U.S. Army values) (Miller 2004, p. 202).

5. Finally, it may refer to the professional identity of a soldier (‘Thanks to our ser-
vicemen and women around the world’).

While all of these senses are interrelated and generally imply one another, most of
what I say here will focus on the last three senses of ‘service’. These three meanings
are nearest to the conceptual core of service as a moral ideal—more specifically,
a virtuous ideal. Moral virtues, we must remember, are not manifested in isolated
acts, nor are they simply a matter of one’s sincerely professed beliefs, values or con-
victions. According to the Aristotelian tradition that shapes modern virtue theory in
the West, virtues are habituated and rationally informed states of a person’s charac-
ter (Hursthouse 1999, Aristotle 1984). They are states of character that predispose
one to excellent action in the context of a complete life. Moreover, in both classical

ment begins from that premise, with an aim to understanding how the introduction of armed robots
might support or weaken the (admittedly tenuous) moral restraints of professional military virtue.
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Aristotelian and Confucian virtue traditions, virtues are states of character highly at-
tuned to the particularities of time, place, social/cultural/political environment and
role; virtues not only allow one to live as an excellent human being qua human, they
also allow one to be an excellent parent, sibling, teacher, ruler, or soldier. A moral
virtue is therefore both intrinsically personal and relational; the virtue resides in the
individual, but its meaning is absolutely dependent upon the individual’s familial,
civic and professional responsibilities to and for others. Thus when I describe ser-
vice as a virtuous military ideal, I refer not to an isolated act of service performed,
but a state of a person’s character that is habitually expressed in the particular
context of military life. In this sense, ‘service’ is a way of being or living that one
cultivates—not simply the performance of an external duty.

Armed military robots have profound implications for our conceptual profile
of the virtues of servicemen and women, and for the significance of service as a
defining feature of ethical military acts and attitudes. To see why, let us start with
the third sense of ‘service’ outlined above, as action that serves the national interest.
A robot can serve in this way, if we take the meaning of military service in the nar-
rowest sense, as an act in isolation. However, a robot cannot serve its country in the
more robust sense that is linked with virtue. Certainly, a well-designed and imple-
mented robot can promote the interest, and specifically, the security of, a nation.
Yet it is not clear how a robot could ‘have’ a country to serve. A robot can have a
physical provenance, of course. Today’s military robots are likely to be constructed
from parts of diverse national origin, for example, China or India—but we see al-
ready the moral irrelevance of such provenance as it concerns the robot’s capacity
for service. As noted above, moral virtues imply a relational psychology. To ‘have’
a nation to serve is to be obligated to a particular nation. It is to have had one’s
physical, psychological and moral identity nourished and shaped by that nation’s in-
stitutions, and to recognize military and other forms of service as ways of honoring
those gifts prepared for us by those who formed and maintained those institutions,
and ensuring that they will continue to be available for posterity. National service,
then, is not a matter of physical provenance nor of being under the direction of some
abstract entity—it is a matter of recognized relationships and obligations that ought
to be honored. Insofar as armed military robots are incapable of recognizing such
relationships and obligations, then, they are incapable of national service.?

To many readers, this will have been plainly obvious. Why do I stress it, then?
Because armed military robots raise the prospect of handing over the most criti-
cal kinds of military service to entities that are, at least for the foreseeable future,
constitutionally incapable of it; this imperils a core ethical value shaping military
culture (possibly the core value, since loyalty, courage, etc. may be viewed as ex-
tensions or implications of ethical service). To make this more apparent, let us turn

3 Of course, predictions of robust artificial intelligence raise the question of whether robots will,
at some point, become capable of genuine moral relations and obligations. We need not assess the
merits of those predictions here, as there is widespread consensus that such a scenario lies in the
distant future, if even then. I am willing to grant the abstract possibility of this scenario (and hence
the long-term contingency of my conclusions). That said, for the foreseeable future, robots will
remain capable only of mimicking acts of service in the moral sense employed here.
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to the fourth sense of ‘service’ noted above. That sense emphasizes service as self-
sacrificing. 1 assume that, in our concern with current and foreseeable states of
military affairs, I need not belabor the point that armed military robots of the sort
we can develop today and in the near future do not have the capacity for self-sac-
rifice—both because they lack a sense of ‘self’, and because they are incapable of
forming sacrificial intent. Of course, a robot can be programmed to place its physi-
cal or operational integrity in jeopardy, but in this case it is the programmers who
sacrifice something, and what is sacrificed is not themselves but a robot.

Self-sacrifice is a core component of military service because the highest ex-
pression of ethical service is that in which one wholly gives oneself for another, or
more properly, for many others—one’s fellow unit and servicemembers, one’s fam-
ily and friends back home and their progeny, one’s fellow and future citizens, and
fellow and future members of the human community. The highest sacrifice possible
is to give one’s life for the security, freedom and well-being of others.* While it is
evident that armed military robots have no life to sacrifice, one of the notable attrac-
tions of their use is to reduce the numbers of human soldiers called upon to do so.
In and of itself, this seems to be an unqualified good. To say that total self-sacrifice
by a human being is often an act of the highest ethical kind is not to commit oneself
to the morally bankrupt conclusion that we must welcome and perpetuate those cir-
cumstances in which it is called for. Yet we do need to ask how a vastly successful,
robot-enabled reduction of military casualties on a large scale would alter the core
meaning of ‘selfless service’ understood by soldiers today, or the ideal of virtuous
service that it informs. The ethical impact of such a shift should be weighed along-
side the other moral goods that may be realized by such means.’

The need to pose such a question becomes more evident if we consider the po-
tential impact of armed military robots on yet another form of selfless service iden-
tified with the military, one that involves a profound and irrevocable sacrifice of a
different kind. Military service commits servicemembers to the possibility that that
they may be called upon to kill another human being. In doing so, a servicemember
sacrifices something of herself as well, no matter how justified or morally necessary
the sacrifice. It is not easy to define what is sacrificed in oneself when one chooses

4 One need not believe that every soldier sacrifices his or her life for moral reasons of this kind;
one might think that some do so mindlessly as a result of military ‘programming,” while others
may never have believed their lives were seriously at risk. To grasp my point, the reader need only
grant that some soldiers risk or sacrifice their lives for moral reasons of this sort, and that such
sacrifices are (or can be) virtuous.

5 It must be noted that in one sense this moral dilemma is not at all new, only heightened by the
existence of armed robots. As warfare becomes increasingly technologized and lethal military ac-
tions unfold over ever greater distances, the moral weight of such actions becomes increasingly
abstract for its practitioners. Yet even technologically advanced militaries still incur significant
mortal losses in extended conflicts. Specific decisions about applying lethal force have yet to
be deliberately taken out of human hands. I therefore suggest that the potential for widespread
deployment of armed robots, especially with autonomous decision power, presents not merely an
amplification of the problem of military force at a distance, but a qualitative moral problemshift.
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to kill a human being, or many human beings, but for an ethical and compassion-
ate person, it undoubtedly is a sacrifice. As noted earlier, not even the constraints
of military virtue can wholly eliminate the dissonance between one’s identity as a
moral soldier and one’s identity as a moral person. A parent or spouse whose loved
one returns with the ineradicable memory of killing likely understands the grav-
ity of this sacrifice as well. This is another sort of sacrifice that armed robots may
soon shoulder for us; and again, in isolation this seems good. Why not spare human
soldiers the psychologically devastating consequences of taking a human life? And
yet: it is the self-sacrifice made in killing that makes killing in war terrible for those
who kill, as well as those who die. What will be the impact of developing robots that
not only bear arms but deploy them autonomously, as many expect to follow their
use under human firing authority (Sparrow 2007; Asaro 2008)? Do we want armed
robots to take from us one of the choices that force killers to bear a significant part
of war’s moral cost? Will armed robots take away the sacrifice that ensures that
when nations go to war, not even the ‘winners’ get to emerge unscathed?

Certainly, the moral meaning of selfless service is not exhausted by those cir-
cumstances that call upon a soldier to willingly risk her own life, or take the life
of another. There are many other kinds of sacrifices that servicemembers make:
enjoying less time with their spouses, children and other loved ones, delaying their
educational or civilian career opportunities, becoming socialized in a manner incon-
sistent with easy reassimilation to the broader culture. But these forms of sacrifice
are somewhat less distinctive; for example, doctors, athletes and parents make some
or all of these sacrifices. Perhaps this is all the better; perhaps it is only humane
to use robotic technology to free military servicemembers from their historically
exceptional burdens. But what are the broader implications for military ethics and
human society at large if we do so?

For let us also remember that the concept of military service does not function
only to acknowledge the moral worth of servicemembers. It also functions as a way
to distinguish one class of military actions, one with a special kind of moral charac-
ter, from others. Not all actions performed in a military context are acts of service.
Some, and arguably most, military actions are performed without any sacrificial in-
tent; these are actions done routinely and mindlessly, or grudgingly, or sadistically,
or because they lie on the path of least resistance, will help to impress our peers or
superiors, repay their confidence in us, avoid scorn or punishment, get a promotion,
settle a score, or any number of other mundane human motivations. Removing hu-
mans from the principal arena for selfless service in matters of life and death there-
fore risks leveling the morally important distinction between the regulative ideal of
military service by virtuous agents, and mere military action.

It is at this stage of our inquiry that the fifth and final meaning of service noted
earlier, as an expression of professional identity, becomes most relevant. For we
move now from the consideration of particular acts of service to the regulative ideal
of service as a standard for a whole life, one that finds expression in a commitment
of the person to the military profession. How will armed military robots change the
meaning of this profession, and the virtues that define its ideal practice?
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11.3 Section III

A profession can be understood from two primary points of view. The first is the
point of view of the institution that defines the standards of a particular kind of
human practice and trains individual members to honor, execute and uphold them.
The second is the point of view of the individual who chooses to enter a profes-
sion, a commitment which involves not only accepting certain institutional stan-
dards and practices but also internalizing them as an enduring part of one’s personal
identity. The latter marks the primary difference between a profession and a ‘job’.
Of course, not all practices that create distinctive standards and identities are pro-
fessions. Robert G. Kennedy notes that when professionals ‘profess’ a distinctive
identity, they profess fo a community, promising not only to uphold certain accepted
standards and practices, but to do so in service to the public (2000, p. 3). Profession-
als primarily protect or provide goods of public value, such as health, education,
justice, or, in the case of military professionals, security (Snider et al. 1999).

Professionalism, then, is an inherently moral notion, one that even in the private
economic sphere (doctors, lawyers, etc.) involves a commitment to public service.
This service is particularly demanding for military professionals, both because of
the gravity of the stakes already noted, and because they are expected to weigh the
public good far more heavily than their own (Kennedy 2000). From a report on
military professionalism by the Strategic Studies Institute of the U.S. Army War
College:

Officers act as agents of society, both individually accountable to them and, as well, serv-
ing to strengthen the claim of the service on the affections of the American people...The
officer’s motivations are noble and intrinsic, a love for his or her craft—the technical and
human aspects of providing the nation’s security—and the sense of moral obligation to use
this craft for the benefit of society...Because of both the moral obligation accepted and the
mortal means employed to carry out his or her duty, the officer emphasizes the importance
of the group over that of the individual” (Snider et al. 1999, pp. 3637, emphasis added).

Several points are worth noting here. First is the authors’ emphasis on officers not
merely fulfilling a public duty but doing so with intrinsically moral motivations,
and beyond even that, having those motivations be noble. As the authors note else-
where, this nobility must be more than a transient impulse but a mark of virtuous
character (1999, pp. 38-39). Officers need to be “gentle-men and —women”, where
this term is used in its traditional sense to identify “persons of character, courtesy
and cultivation” (1999, p. 38). The military officer is asked to embody an excep-
tional standard of excellence that may serve as a regulative ideal of virtue for other
servicemembers.°

Of further note is the authors’ emphasis on the link between this moral excel-
lence and the “mortal means” by which officers are called to exemplify it. It is in

¢ This especially critical during those conflicts in which military service is largely performed by
conscripted civilians rather than standing armies of professional soldiers.
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matters of life and death that military virtue is traditionally demonstrated: “The offi-
cer’s honor is of paramount importance, derived through history from demonstrated
courage in combat” (ibid.). The virtuous officer has not just the courage to kill, or
even to die for the mission, but also the courage to die simply in order “to preserve
the lives of noncombatants” (1999, p. 34). The virtuous soldier/officer is one whose
self-sacrificing actions most perfectly honor the public value of the security of hu-
man life and liberty, and who by that very exceptional feature not only provides an
example of excellence for other servicemembers to imitate, but also secures “the
claim of the service on the affections of [a nation’s] people” (1999, p. 36).

Before reflecting upon how these ideals of military virtue may be impoverished
or narrowed in scope by the deployment of weaponized robots, it is important to
confront an objection that is likely to be raised against my analysis, based as it is
on the loftier ideals of military professionalism. The objection will go something
like this: ‘only ivory-tower intellectuals, the historically naive, or commissioned
officers with no combat memory could sincerely view these ideals as realistic stan-
dards of military conduct.’ The objector will recount a series of egregious violations
of such ideals by men and women of every rank in every branch of service, or will
point to the military’s own studies suggesting that ethical attitudes and behavior in
the ranks fall well short of what one might hope, or expect (Conway 2007). Such
evidence has led some scholars to suggest that if our goal is simply to improve upon
existing ethical performance in war, armed robots may not have too high a bar to
clear (Arkin 2009; Lin et al. 2008; Sullins 2010). If all we are concerned about is
ensuring that fewer violations of military standards of ethics and international laws
of war transpire, then whether we can achieve that goal with weaponized robots is
an empirical question. Roboticist Ron Arkin (2009, p. 334) suggests that the answer
is almost certainly “Yes’. Noel Sharkey, on the other hand, believes the answer is
‘No’ (2010, p. 379). Yet I assert that the solution of this empirical calculus, while
ethically significant, must not be our only concern.

Why not? Why must we also concern ourselves with the moral ideals of military
professionalism if they are so rarely realized? For the same reason that we care
about any profession’s ideals. The Confucian philosopher Mencius, responding to
the moral realist’s cynicism about exacting standards of virtue, reminds us that a
“great craftsman does not put aside the plumb-line for the benefit of the clumsy
carpenter” (Yearley 1990, p. 48). Even a great craftsman, having human hands and
earthly materials, is doomed to fall short of realizing geometrical perfection. Yet it
is the practical cultivation of, and motivation by, that ideal which both distinguishes
the exemplary artisan from her apprentice and allows the apprentice to be inspired
by her example. The meaning of every human profession is defined by such ideals,
and the military is no different. Even Arkin, who wishes to replace soldiers with le-
thal robots, acknowledges that “our military aspires to higher ethical performance”
than it delivers, and quotes General Douglas Macarthur’s assertion that the “sacred
trust” of moral service “is the very essence and reason for [a soldier’s] being”
(Arkin 2009, p. 338, emphasis added).
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Indeed, without the ideal of selfless service for others, the modern military pro-
fession could not exist as we know it, and if it had no virtuous ideals, it could not
be a profession at all. Arkin’s solution to the ethical failures of professional sol-
diers is to take the responsibility for ethical performance out of human hands, and
place it in the hands of robots. Indeed, he suggests that we cannot even trust hu-
mans to remain ‘in the decision loop’ of lethal robotic action, for we are as likely
(or perhaps more likely) to commit atrocities with these technologies as without
them (Arkin 2009, p. 338). This is his argument for the development of artificial-
ly intelligent and ethically autonomous lethal robots. Yet as Joanna Bryson and
Philip Kime have noted, our culture’s current obsession with artificial intelligence
as a solution to human shortcomings can obscure the fact that it is not simply the
results of actions that we value, but the performance of actions themselves
(Bryson and Kime 2011). Arkin seems to focus exclusively on the negative pole of
moral valuation, e.g., the duty to avoid the occurrence of human misdeeds. Surely
this should be one of our central aims. But it would be profoundly mistaken for us
to ignore the positive need humans have for accomplishment of moral actions—
and it is not clear how much room for that Arkin is willing to leave us, at least in
the domain of military life.

This is not to say that the introduction of armed robots must deprive the militar-
ies that rely upon them of a/l virtuous ideals. Yet insofar as robotic agents of lethal
force reduce the practical scope of expression of selfless service, which currently
functions as the primary regulative moral ideal of modern militaries, the ethical
impact of armed robots could be of profound significance. Furthermore, if robots
can be trusted to be better ethical performers in the domain of lethal action, why
not hand over to them all other military responsibilities in which humans have a
spotty ethical record? If robots with electronic ‘ethical governors’ can be more
ethical than humans in killing (Arkin 2009), then surely they can be more ethical
in many other contexts, and if they can do it all better, why not let them? In the
extreme case, then, the remaining scope for human expression of military virtue
could be vanishingly small. Yet in practical terms that scenario is not a present
worry. It is the realm of lethal action that is the more proximate concern, as Ar-
kin’s own project suggests.

The realm of lethal action is also the most philosophically significant in terms
of military virtue. In making his case against the use of lethal armed robots, Noel
Sharkey (2010) quotes a military colonel, Lee Fetterman, who states that:

Men should decide to kill other men, not machines. This is a moral imperative that we
ignore at great peril to our humanity. We would be morally bereft if we abrogate our respon-
sibility to make the life-and-death decisions required on a battlefield...This is not some-
thing we would do. (2010, p. 380)

What is interesting is that Sharkey uses this quote to support his argument that
robots are incapable of meeting the legal and ethical requirements of proportional
and discriminating use of military force (2010, p. 379). He may well be right. Yet
it seems to me that Colonel Fetterman’s words address quite a different matter, and
that his claims would not be affected by the success or failure of Sharkey’s argu-
ment. Colonel Fetterman’s claims are about what good soldiers cannot, or would
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not, do. Let us momentarily assume, with Arkin and against Sharkey, that robots
can be developed that meet the relevant ethical and legal standards. This would be a
fact about what robots can do. What does this have to do with our moral identity and
sense of duty as human beings, or as professional soldiers—why should a fact about
what robots can do change this officer’s sense of what a good human soldier would
not do? Thus I suggest that we take pains not to conflate, as is too easily done, two
important philosophical concerns:

1. Whether autonomous and ethical armed robots are empirically possible;
2. What the use of armed autonomous robots would mean for the moral character
of human soldiers and the modern military profession.

What should we conclude about armed robots and modern military professional-
ism? The accelerating pace of development of armed robots engages ongoing mili-
tary debates about the relative priorities of ‘force protection’, mission success and
minimizing civilian harm (Pfaff 2011). It remains to be seen whether wide deploy-
ment of armed autonomous robots can provide vastly improved civilian and force
protection without compromising mission success. But let us assume optimistically
that it will. We are then faced with a number of important questions. If robotic
means of force protection were to vastly reduce the scope and moral gravity of the
sacrifices expected of members of the military profession, how would this change
how the profession understands and regulates itself? How would the moral obliga-
tions of soldiers to serve the public selflessly be reinterpreted? How would this
impact military efforts to recruit, motivate and socialize its members to cultivate a
distinctive professional and moral identity? With fewer opportunities for exemplary
acts of sacrificial service, would the military continue to secure the affections of
the public that it serves? Would we begin to think of virtue less as something to be
cultivated, and more as a software parameter to be calibrated? Would military excel-
lence be reduced to little more than a special form of engineering excellence? Are
the professional virtues presently valued in engineering schools and R&D labs at all
sufficient to give those who design, program and supervise armed robots the ability
to understand and respond wisely to the moral gravity and complexity of war?

11.4 Section IV

One may wonder whether the impoverishment of moral meaning within the military
profession may be a good thing. Perhaps weaponized robots will strip the veneer
of high moral service from the ugly realities of war, allowing us to recognize war
as something not deserving of our sacrifice, or our virtues. Perhaps we will finally
find better ways of resolving our internecine conflicts. This, however, is not the
most plausible outcome. For humans have never restricted themselves to forms of
violence that purport to be moral. Human history is pervaded by other forms of
violence, of which two should concern us here—violent crime, that is, violence that
breaks legal boundaries established by society, and mercenary violence—violence
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that takes place within ostensibly legal boundaries but is motivated by private profit
rather than public service. The impoverishment of ideals of military virtue is less
likely to lead to peace than to the further conflation of professional military action
with morally unfettered violence, and the continued encroachment of criminal and
mercenary violence in modern armed conflict.”

This is highly pertinent to the increasingly asymmetrical nature of modern war-
fare (Arquilla 2011; Thornton 2007). The recent rise of underfunded non-state ac-
tors engaging in international conflict with large, technologically advanced national
militaries generates a host of strategic, cultural, political and moral quandaries. But
let us add just one more. How will the military deployment of weaponized robots
affect the behavior, perceptions and beliefs of combatants without access to these
technologies?® To do justice to this question, we must shift the emphasis of our
inquiry away from the role of military professionalism in shaping the motivations,
conduct and identity of a nation’s servicemembers, to its role in shaping the atti-
tudes, beliefs and conduct of those beyond its authority—that is, foreign combat-
ants, non-combatants and the world community.

We noted above that it is the moral meaning of military service, and the pro-
fessional identity it fosters, which allows a people to distinguish its servicemen
and women who deserve affection, honor and gratitude from mere mercenaries or
criminals, who are more commonly despised. It also plays some significant role
in the capacity of foreign publics to distinguish between soldiers of an opposing
force and invading ‘barbarians’ (Singer 2010). Of course, other factors are heavily
at work in such dynamics: the nationalist rhetoric of political, cultural and religious
authorities, a people’s historical memory of war and its humiliations, and the very
primitive, entirely reasonable fear of the Other who arrives at your doorstep bear-
ing arms. Still, there exists a rich spectrum of possible responses to a foreign en-
emy, ranging from passive surrender, to vigorous opposition by recognized military
means, to organized resistance by any conceivable means, and finally to disorga-
nized, leaderless panic and violence, in which distinctions about means and targets
are entirely given up to moral chaos.

Historically it is the latter half of the spectrum that often spawns the most egre-
gious offenses against humanity, on both sides of the conflict. It is also that end
of the spectrum that renders military strategy least effectual, verging on pointless.
It would seem, then, that if armed conflict remains a distinctive feature of human
existence, it is in the interest of armed forces to take pains to steer the defensive
response of hostile peoples to the part of the spectrum that (if passive surrender be
a vain hope) produces an organized counter-response of a professional military.

7 The notorious involvement of private contractor Blackwater USA (now xE Services) in Iraq is
instructive here. See Singer (2003) on the broader trend of state-sponsored mercenaries.

8 1t is true that such combatants are already exploiting opportunities to develop small-scale mili-
tary robotics of their own. Still, an ad hoc remote-control truck or model airplane with a grenade
launcher bolted onto it is hardly symmetrical with the powers of weaponized robots that could
be generated by a military research laboratory with a billion-dollar budget. It is hard to see how
underfunded combatants without the support of a strong state military could afford to develop or
deploy accurate and reliable weaponized robots on a large scale.
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Will armed robots make that more or less likely? The answer is not a simple one; it
depends upon a large number of contingent factors pertaining to particular conflicts,
factors that cannot be entirely calculated or even known in advance. Still, some gen-
eral observations might be worth making. One interesting feature of professions is
that because they typically promote goods that are recognized as having significant
and enduring human value, they tend to permeate cultural and political boundar-
ies; for example, we can expect to find physicians, educators, and soldiers in every
minimally stable society. Typically, one also finds a level of mutual recognition
between professionals of the same kind that crosses those same boundaries. Of
course, this recognition may not always be accompanied by esteem, and may break
down entirely when standards of professional practice diverge too far; consider the
absence of reciprocal professional recognition between tribal doctors of sixteenth
century North America and their European counterparts.

Still, most professions do share certain core standards of virtue across politi-
cal and cultural boundaries. An exemplary French lawyer expects an exemplary
Japanese lawyer to have a strong respect for the rule of law, an excellent memory
for detail, and argumentative skill. An exemplary Indian military officer expects an
exemplary Australian officer to reliably display courage, discernment, decisiveness,
calm under pressure, chivalry, leadership, patience, mental, emotional and physical
discipline. Unlike standards of virtue that are narrowly tied to a certain cultural
or national identity, core professional standards are also rooted in the distinctive
identity of all who commit to secure for the public the particular human goods
associated with that profession. I suggest that this mutual recognition of morally
motivated service promotes (though it cannot assure) a certain restraint by those
standards among exemplary members of a profession, even when their aims con-
flict. I will argue that in some contexts, and particularly in asymmetrical conflicts,
foreign combatants may not recognize forces using armed robots as morally moti-
vated members of the same professional practice—potentially making it less likely
that those combatants will be restrained by international standards of ethical combat
and the laws of war associated with them.

As P.W. Singer has noted (2010, p. 309), where modern militaries have cultivated
a professional identity around a moral ideal of virtuous service, one function of this
ideal has been to distinguish between legitimate military actions and actions which,
even if done under the authority of military agents, fall into the realm of criminal
or mercenary violence. If the modern ideal of virtuous military service at present
entails personal exposure to the mortal costs of war, then a foreign combatant who
recognizes himself as a member of a professional military force may be unable to
recognize combatants who apparently evade those costs by fighting with armed ro-
bots as morally motivated military professionals. Here I am raising a possibility that
is largely speculative, though one for which there is at least some anecdotal support
(Singer 2009, 2010; Lin 2010). I am not asserting the objective validity of such a
perception, only the plausibility of its existence. Persons or groups with this percep-
tion are arguably more likely to view themselves as facing an invasion of criminals,
mercenaries or ‘techno-barbarians’ rather than an incursion of professional soldiers
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serving their nation.” Of course, even a professional military must expect vigorous
resistance from those subject to its force. Yet when soldiers are recognized as sol-
diers by soldiers, and by civilians who understand the shared moral motivations and
virtues of the military profession, that opposition is, I claim, more likely to be re-
strained in its means of resistance by internationally recognized standards of lawful
and ethical combat. /fthis is true, and up to this point I have offered no more than a
speculative basis to think it might be, then militaries that employ armed robots may
in fact undermine global peace and security, including those of their own peoples,
by unwittingly encouraging their enemies to abandon ethical restraint with respect
to the acceptable means and targets of armed conflict.

Even if nations that rely upon armed robots find new ways for their soldiers to
express the distinctive military virtues of selfless service, courage and so on, these
will likely be less visible to foreign combatants in nations that still rely primarily on
more traditional forms of military self-sacrifice. It is thus in asymmetrical contexts
where the problem of mutual professional recognition and restraint is most likely to
arise—yet ironically, technologically advanced militaries are drawn to the develop-
ment and deployment of armed robots primarily as a response to the challenges of
increasingly asymmetrical and irregular conflict (Singer 2009, p. 221).

Of course, when dealing with insurgents who bomb public markets and litter
roads with IED’s, it may seem absurd to talk about restraining the use of technol-
ogy in order to uphold conventional military norms of courage and self-sacrifice.
And perhaps it would be, if those insurgents were the only persons to whom our
military practices have meaning. But it is precisely the attitudes and perceptions
of civilians, local officials and regular military and security forces that are often
the key to weakening an insurgency. In Afghanistan and Iraq, it was not committed
insurgents whose loyalties U.S. and allied troops were primarily trying to influence;
it was tribal leaders and others who may or may not continue to back the insurgents.
If one’s forces come to be widely perceived as ‘techno-barbarians’ lacking the mili-
tary virtues of courage and selfless service, the task becomes that much harder.

The problem is not necessarily permanent. Militaries that employ the protection
of robotic arms may not be universally perceived as professional or virtuous today,
but this could well change. Consider, for example, the introduction of technologies
such as rifles, high-altitude bombers, and crossbows (Lin 2010) which, by mak-
ing the application of lethal force more remote and less risky, challenged the same
military ideals of virtuous courage and self-sacrifice as armed robots. It took time
to develop professional roles around these technologies that could be perceived as

° The issue here is not simply one of risk exposure; it is about a recognizably professional con-
text of practice. Why is a military sniper respected, while a poisoner is not, even if they have the
same target? Both typically operate with some, though not total, remove from personal risk. But
the sniper is a professional; he is not merely capable of completing a specific act, he occupies a
well-defined role with normative standards and virtues recognized by his fellows; the poisoner is
typically an isolated outlier, not apprenticed to a role within a practice. However, this is a contin-
gent matter — we could imagine militaries coming to cultivate and mutually recognize professional
ranks of poisoners, while snipers, at the invention of the rifle, were often seen as less virtuous
fighters, especially by enemy ranks without comparable professional roles.
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consistent with those norms. There may be a qualitative difference, however, in the
case of autonomous armed robots that remove, rather than merely distance, human
soldiers from the physical and psychological costs of applying lethal force.

Whether or not this is so depends in part upon whether ideals of military virtue
can be adapted to this practice, and whether sophisticated military robotics become
more than the exotic tools of a few wealthy nations. Greater symmetry of use and a
cultivation of shared standards of virtuous robotic practice could lead humans who
fight with the aid of robots to be widely viewed as morally motivated ‘profession-
als’. There are other optimistic scenarios: the deployment of robots not as lethal
agents but as military supervisors or ‘ethical police’ has been suggested as a way of
ensuring greater human professionalism on the battlefield (Arkin 2009). Or perhaps
the cultivation of military virtue in human soldiers will be advanced by the force
amplification enabled by armed robots, allowing militaries to be more selective in
their recruitment and promotion of human soldiers.

Yet none of these optimistic scenarios are foregone conclusions. Consider per-
haps the first test case for my thesis: the drone pilot. Even within the military, this
role is only beginning to be cultivated as part of an integrated professional practice,
and it is not now one that every enemy, or even the very publics those pilots serve,
can reliably recognize as such (consider a youth T-shirt sold by American online re-
tailers with the slogan ‘Real Men Don’t Pilot Drones”). Should a professional prac-
tice with a recognizable moral meaning fail to consolidate around the use of drones,
or armed robots more generally, then we may see a very different and catastrophic
result of their widespread use: the collapse of an already fragile international rec-
ognition of the conduct of war as a professional practice bound by ethical norms.
The moral nightmare of a technologically advanced but unregulated ‘free-for-all’
in global conflict is the worst-case scenario for humanity, one that is by no means
unprecedented or unthinkable in the modern age (Singer 2009; Alach 2011). It may
be more militarily prudent, then, for technologically affluent nations to engage the
international community in a discussion about ethical and legal standards of weap-
onized robotic warfare before deploying such means on a wider scale, especially in
asymmetrical/irregular conflicts.

Some might find my analysis here superfluous, since with respect to autonomous
lethal weapons, they believe that principles of just war, especially considerations of
Jus in bello, already preclude their use (Sparrow 2007; Asaro 2008). This may be so.
But it must be noted that such principles, and the international laws of war founded
upon them, already presuppose what I have characterized as a mutual but fragile
understanding of war as a shared human practice, one governed by the particular
moral virtues and standards associated with the military profession. If the deploy-
ment of armed robots undermines that understanding, something I have claimed is
a distinct possibility, then just war considerations (however valid in principle) will
be practically and motivationally compromised as guides to military restraint. As
George Lucas suggests, it is not unreasonable to think that this may lead to what he
calls the “de-valorizing” of war, along with what he and others worry will be the
lowering of human resistance to engaging in it (Lucas 2010, p. 296).
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11.5 Section V

I have argued that an inquiry into the ethical implications of armed military robots
must include careful reflection upon the moral meaning of the military profession,
its ideals of selfless public service and the standards of virtuous practice through
which those ideals get expressed and recognized in professional military action. I
have suggested that the development and deployment of armed military robots on
a wide scale may problematize the modern military ideal of selfless service, and
may displace the traditional virtues of military character that have historically been
cultivated within the armed forces to promote the effective realization of that ideal.
I have claimed that this displacement may also lead to a decline in, or a reduction in
the scope of, modern military professionalism. Finally, I have suggested that forces
that deploy weaponized robots may exacerbate asymmetrical or irregular conflicts
by undermining the recognition of their own forces as members of a common mili-
tary profession bound by shared ethical and legal restraints.

Nothing in my analysis entails that there is no role for robots on the battlefield;
with respect to the performance of many of those military tasks commonly classi-
fied as ‘dull, dirty and dangerous’ (Lin 2010), there are obvious instrumental and
even ethical benefits to the development and use of military robotics. Nor does
my argument demonstrate that the use of autonomous lethal robots is logically in-
compatible with the preservation and continued cultivation of professional military
virtue—I take my argument to show only that: (1) there are good reasons to worry
that the use of the former will have a deleterious impact on the latter, and (2) that
the latter is of sufficient ethical importance that ethicists and military professionals
ought to take this worry quite seriously.

One final note: in addition to encouraging ethical discipline in the conduct of
war, | have argued that ideals of military virtue also play a significant role in how
soldiers are perceived by the publics they serve, and by foreign combatants and
civilians. They also, quite obviously, influence how soldiers perceive themselves.
Several scholars have emphasized the need to understand how armed robots will
impact the psychological and moral experience of human soldiers and teleoperators
(Sparrow 2009; Singer 2009; Sullins 2010; Sharkey 2010). The virtuous ideals of
selfless service perform a psychological function as well as an ethical one. While
they can never insulate a soldier fully from the psychic costs of engagement in a
business as violent as war, they help to moderate those costs by embedding them in
a moral context of virtuous self-sacrifice for the public good. We must ask whether
the deployment of armed robots, by eroding that context, actually risks the disinte-
gration of the soldier’s ethical self and the exacerbation of social and psychological
dysfunction in the military ranks. While such a worry is highly speculative, and
depends upon the particularities of that deployment, it must not be dismissed out of
hand. It would be the worst sort of irony if a technology intended to detach soldiers
from the most psychologically costly duty of their service in fact detached them
from the very moral identity that makes that service bearable.



11 Armed Robots and Military Virtue 185

References

Alach, Zhivan. 2011. The new Aztecs: Ritual and restraint in contemporary western military oper-
ations. U.S. Army War College/Strategic Studies Institute, http://www.strategicstudiesinstitute.
army.mil/pubs/display.cfm?pubID=1076. Accessed 27 Nov 2011.

Aristotle. 1984. The complete works of Aristotle: Revised Oxford translation, ed. J. Barnes. Princ-
eton: Princeton University Press.

Arkin, Ronald C. 2009. Governing lethal behavior in autonomous robots. Boca Raton: CRC Press.

Arkin, Ronald C. 2010. The case for ethical autonomy in unmanned systems. Journal of Military
Ethics 9:332-341.

Arquilla, John. 2011. Insurgents, raiders, and bandits: How masters of irregular warfare have
shaped our world. Lanham: Ivan R. Dee.

Asaro, Peter. 2008. How just could a robot war be? In Current issues in computing and philosophy,
eds. P. Brey, A. Briggle and K. Waelbers, 50—64. Amsterdam: IOS Press.

Bryson, Joanna J. and Philip P. Kime. 2011. Just an artifact: why machines are perceived as moral
agents. In: Proceedings of the 22nd international joint conference on artificial intelligence,
1641-1646. Barcelona: Morgan Kaufmann.

Conway, James T. 2007. Mental health advisory team (MHAT) IV brief. U.S. Army Medical Depart-
ment. www.armymedicine.army.mil/news/releases/20070504mhat.cfm. Accessed 22 Nov 2011.

Hursthouse, Rosalind. 1999. On virtue ethics. Oxford: Oxford University Press.

Kennedy, Robert G. 2000. Why military officers must have training in ethics. International Society
for Military Ethics. http://isme.tamu.edu/JSCOPE00/Kennedy00.html. Accessed 22 Nov 2011.

Lin, Patrick. 2010. Ethical blowback from emerging technologies. Journal of Military Ethics
9:313-331.

Lin, Patrick, Abney Keith and Bekey George. 2008. Autonomous military robotics: Risk, ethics
and design. U.S. Department of Defense/Office of Naval Research, http://ethics.calpoly.edu/
ONR _report.pdf. Accessed 22 November 2011.

Lucas, Jr. and R. George. 2010. Postmodern war. Journal of Military Ethics 9:289-298.

Miller, J. Joseph. 2004. Squaring the circle: Teaching philosophical ethics in the military. Journal
of Military Ethics 3:199-215.

Pfaff, Tony. 2011. Resolving ethical challenges in an era of persistent conflict. U.S. Army War
College/Strategic Studies Institute. http://www.strategicstudiesinstitute.army.mil/pubs/display.
cfm?pubID=1058. Accessed 22 Nov 2011.

Santayana, George. 1905. The life of reason: Reason in society. New York: Charles Scribner’s Sons.

Sharkey, Noel. 2010. Saying ‘no!” to lethal autonomous targeting. Journal of Military Ethics
9:369-383.

Singer, Peter W. 2003. Corporate warriors: The rise of the privatized military industry. Ithaca:
Cornell University Press.

Singer, Peter W. 2009. Wired for war: The robotics revolution and 2 1st century conflict. New York:
Penguin Group.

Singer, Peter W. 2010. The ethics of killer applications. Journal of Military Ethics 9:299-312.

Sparrow, Robert. 2007. Killer robots. Journal of Applied Philosophy 24:62-77.

Sparrow, Robert. 2009. Building a better WarBot: Ethical issues in the design of unmanned sys-
tems for military applications. Science and Engineering Ethics 15: 169—187.

Sullins, John. 2010. RoboWarfare: Can robots be more ethical than humans on the battlefield?
Ethics and Information Technology 12:263-275.

Snider, Don M., John A. Nagl and Tony Pfaff. 1999. Army professionalism, the military ethic and
officership in the 21st century. U.S. Army War College/Strategic Studies Institute. http:/www.
strategicstudiesinstitute.army.mil/pubs/display.cfm?pubid=282. Accessed 22 Nov 2011.

Thornton, Rod. 2007. Asymmetric warfare: Threat and response in the 21st century. Cambridge:
Polity Press.

Yearley, Lee H. 1990. Mencius and Aquinas: Theories of virtue and conceptions of courage.
Albany: SUNY Press.


http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?pubID=1076
http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?pubID=1076
http://ethics.calpoly.edu/ONR_report.pdf
http://ethics.calpoly.edu/ONR_report.pdf
http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?pubID=1058
http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?pubID=1058
http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?pubid=282
http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?pubid=282

Chapter 12
Deception and Virtue in Robotic and Cyber
Warfare

John P. Sullins

Abstract Informational warfare is fundamentally about automating the human
capacity for deceit and lies. This poses a significant problem in the ethics of infor-
mational warfare. If we want to maintain our commitments to just and legal war-
fare, then how can we build systems based on what would normally be considered
unethical behavior in a way that our commitments to social justice are enhanced and
not degraded by this endeavor, is there such a thing as a virtuous lie in the context
of warfare? Given that no war is ever fully just or ethical. And that navigating the
near instantaneous life and death decisions necessitated by modern conflicts fully
taxes the moral intuitions of even the best trained and well intentioned war fight-
ers. It follows, that we need accurate analysis on whether or not we can construct
informational technologies that can help us make more ethical decisions on the
battlefield. In this chapter I will focus on the fact that robots and other artificial
agents will need to understand and utilize deception in order to be useful on the vir-
tual and actual battlefield. At the same time, these agents must maintain the virtues
required of an informational agent such as the ability to retain the trust of all those
who interact with it. To further this analysis it is important to realize that the moral
virtues required of an artificial agent are very different from those that are required
of a human moral agent. Some of the major differences are that a virtuous artificial
agent need only reveal its intentions to legitimate users, and in many situations it
is actually morally obliged to keep some data confidential from certain users. In
many circumstances cyber warfare systems must resist the attempts of other agents,
human or otherwise, to change its programming or stored data. Given the specific
virtues we must program into our cyber warfare systems, we will find that while
human agents have many other drives and motivations that can complicate issues of
trust, we will find that in comparison to human agents, artificial agents are far less
complex and morally ambiguous. Thus it is conceivable that artificial agent should
be actually more successful at navigating the moral paradox of the virtuous lie often
necessitated by military conflict.
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12.1 Deceit in Warfare: Dastardly Behavior or Tactical
Brilliance?

The ethics of lies in the context of warfare might seem deeply dependent on context.
If we assume a strategic or “realist” framework for our ethical decision making,
then from the standpoint of one engaged in a deadly struggle, lies are wrong when
you or your allies are the victim but may be correct or even obligatory if you or
your allies perpetrate the falsehood and a more just political situation obtains be-
cause of it. For instance, under this kind of thinking it was wrong for the Japanese
to cloak their attack on Pearl Harbor but right for the US to hide the development
and deployment of the atomic weapon, assuming that it was wrong for the Japanese
government to have started the conflict with the United States but correct for the US
to do everything in its power to end the conflict.

With the notable exception of relativism, most ethical systems are much more
circumspect when it comes to the propagation of falsehood. For instance, a strict
deontologist would argue against deceit, even when it advanced one’s immediately
perceived interests even if those interests appear virtuous to the actor. Other systems
would allow for very limited forms of deceit, more or less, depending on the situ-
ation and or the motives of the active agent.! For instance a rule utilitarian might
be able to support a rule that allows for one to lie when dealing with hostile agents,
especially if that lie might eliminate, impede or damage those agents and result in a
situation that maximized the values of the particular utilitarian approach espoused
by the moral agent in question be that happiness, human flourishing, or adherence
to some set or rule utility.

Here we see the flaccidity of trying to approach this problem with the tools of
early modern ethical systems. There is no widespread agreement on whether or not
it is permissible for ethical agents to be strategically deceitful when they find them-
selves in dangerous situations. It just depends on what ethical system you chose,
some will allow for it while others will not. Professional philosophers become more
or less comfortable with these kinds of systematic impasse and dig their heels in
deep and defend their particular flavor of one of these systems to the death. But
those outside of philosophy are often deeply troubled by the irreconcilability of the
major ethical theories and use this paradox as an indictment the entire project of
moral philosophy. The philosopher Eric Dietrich has noticed this fact and has ar-
gued that it might be beyond human cognitive capabilities to ever move beyond this
deadlock and that it is indicative of deeper flaws in the human ability to undertake
the task of philosophy in general (Dietrich 2011a). Interestingly enough, Dietrich is
not as pessimistic about the possibility of artificial agents that could move beyond
the vexing cognitive limitations of human moral agents and he argues in his essay,
“Homo Sapiens 2.0 Why We Should Build the Better Robots of Our Nature,” that as
humans the one and only truly moral action we can achieve would be to help bring

! If one holds the view that there is no truth period, then that certainly ends the discussion. For the
sake of having something to say I will not address this possibility in this paper. But as we will see,
the strict referential truth-value of a statement may be divorced from its effects on moral agents.
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these agents to life and then get out of their way so they can proceed to untangle the
moral Gordian knot we have tied around ourselves (Dietrich 2011b). Even if it is
possible that future artificial agents might make better moral agents, we are still left
with the problem of how to design and program artificial moral agents.

There are a growing number of philosophers engaged in theorizing about the
possibility of artificial moral agency and or Machine ethics (see, Anderson and An-
derson (eds.) 2011; Lin et al. (eds.) 2011; Sullins (ed.) 2011a; Wallach and Allen
(eds.) 2010). But these ideas have yet to be fully expressed in actual technologies.
One notable exception to this is the work of the roboticist Ronald Arkin of Georgia
Tech. Arkin has been researching technical means of providing some ability for
artificial weapons systems to reason on their own about whether or not their actions
on the battlefield are remaining in accordance to international standards and laws
of conduct in war. As part of that work he has developed the initial designs for an
“ethical governor” which is a program that monitors the actions of the weapons
system as it autonomously patrols the battlefield and seeks to keep the system from
straying outside of programed constraints for the system, much like a governor in
a mechanical system keeps that system within safe operating parameters (Arkin
2009a, 2009b, 2010; Arkin et al. 2012). As an example, if the system was engaged
with some enemy combatants, the weapons targeting systems would be finding and
engaging targets, but this ethical governor would monitor these actions and if the
situation changed such that there became too much of a possibility for unacceptable
damage to civilians or property, or that the system might need to be constrained due
to certain rules of engagement or laws of war that were in effect for this mission,
then the ethical governing system would take control of the machine and cease
firing (ibid.). This is just one of many conceivable systems but what is most in-
teresting here is that the work is not just theoretical. Arkin and his colleagues are
approaching this problem as engineers who are working to develop real systems
and products, they see ethics as a kind of technology or at least as something that
can be expressed through technology. This move was presaged early last century by
the philosopher John Dewey who argued that traditional ethics and morality were
incapable of adequately confronting the vexing moral issued raised by the new chal-
lenges of a global technological society and he argued that they should be recon-
structed as a means for determining new methods for improving value judgments
(see, Dewey in Gouinlock (ed.) 1994), and the Dewey scholar Larry Hickman ar-
gues that this process can be seen as an instrumental or technological approach to
ethics (Hickman 1990). Values are a kind of tool that helps guide conduct and these
can be revaluated on the basis of empirical evidence gained while operating under
the values in question thus allowing for a kind of moral progress as old values con-
front insurmountable challenges and are replaced by new ones as was required by
the great social changes and conflicts that constituted the era Dewey lived in. In this
way one is not appealing to a fixed set of norms or some metaphysical zelos to make
moral judgments but rather a society holds to a developmental set of norms that are
always open to revision if they confront a serious challenge that they are unable to
otherwise successfully mitigate. This instrumental approach to ethics was further
clarified by Mario Bunge who recognized that moral statements were often in the
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form of conditionals and that could be transformed into a more precise logic or
programed into a kind of information technology he called “Technoethics” (Bunge
1977). We can see this approach to ethics mirrored in Arkin’s work though it seems
that this is a coincidence and not by design. In this paper we will focus on this meth-
od of approaching ethics and morality as it allows for us to move beyond the meta-
ethical road blocks posed by traditional moral systems that may otherwise prevent
work on the specific moral issues that confront machine ethics. We can now return
to the more focused discussion of the proper role of deception in artificial systems.

12.2 Information Content and Ethics

Being deceitful is wrong. This is the initial moral intuition that comes quickly to
mind. No society can tolerate lies about important matters and no individual wants
to live in a world where one cannot trust others to be truthful with them. A lie is a
known falsehood masquerading as truth and knowing the truth is always better than
being deceived by something that is false. In this line of reasoning we have been
speaking of deceit in terms of only true and false, right and wrong. Another option
would be to deny the claim that any particular statement is exactly either the truth
or a lie. In fact after a bit more contemplation we can see that it is possible to be
deceitful while only uttering true sentences. For instance, a sentence may be strictly
true but through omission can still mislead other moral agents. As an example one
might ask a local informant if there are any enemy combatants in a particular area.
To which the informant truthfully answers “no” but also knowing full well that
they intend to return soon but lets the interrogator continue on into the area as if it
were safe. On the other hand, there are instances where statements that on appeal
to factual referent are patently false, yet may still lead to morally beneficial situa-
tions. I am thinking here of the “Platonic” lie, or statements like, “my love for you
is endless.” The former is a paternalistic falsehood that is delivered in an attempt
to help the one deceived not suffer unnecessarily or to question something they are
incapable of understanding, while the later example is a promise that is improbable
in the extreme but a lovely sentiment nonetheless and emotionally very satisfying
to the person it is spoken to.

Thus, technically speaking, information content can have a true referent and
beneficial consequences, a true referent and maleficent consequences, a false refer-
ent and beneficial consequences, and finally a false referent and maleficent conse-
quences (see Fig. 12.1). Therefore, in any give situation an agent must determine the
correct amount of truth and falsehood needed to produce a beneficial consequence.
It follows then that a moral agent, who wishes to produce beneficial situations, may
be called upon to knowingly deceive.

Even this more complex notion of deceit is not entirely adequate. We have so
far dodged the question of what makes a particular consequence beneficial or ma-
leficent. Again we seem to be lost in a conceptual muddle as something that seems
beneficial to me, such as my gaining access to your savings account, might from
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Fig. 12.1 Information con-
tent and ethics
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your point of view be quite bad. There are, of course, longstanding and venerable
arguments in philosophy that attempt to tie this judgment of value to some kind of
universal form or numina which can serve as the final arbiter of the beneficial value
of some given action. Unfortunately, these titanic debates have yet to resolve into
satisfactory answers that are useful for the design of artificial moral agents.

Luckily for us, in the particular context of this discussion we will be able to
work around this problem. For now, it is not necessary to attempt to resolve these
heady multi-generational debates here as we are engaged in a very well defined
arena of discussion. Robotic or cyber warfare (Informational warfare for short), as
a subset of warfare in general has a set of very specific set of rules, laws and codes
of conduct associated with it which has been developed through international ne-
gotiations. On the theoretical side as well a very through philosophical analysis in
the form of just war theory has evolved over millennia that serves to inspire moral
conduct in the declaration of and execution of war.

Briefly put, just war theory imposes duties on those who would start or fight
in wars. Wars can only be propagated by dully constituted authorities whom are
motivated by right purpose and only as a last resort to all other means of avoiding
conflict (Jus ad Bellum). While warfighters must hold all noncombatants immune
to violence while making sure to be proportionate in the violence they can justly
impose on enemy combatants and these actions must produce more good than harm
(Jus in Bello).

While it would be impossible to argue that these rules, laws and norms are per-
fect, they are reasonable and provide a good place to ground our discussion. So, for
the purposes of this paper then a beneficial situation will be defined as one that does
not strongly contradict just war theory or the international rules and law of war.
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While the theory of Just War will not be thoroughly questioned in this particular
chapter, I do want to make sure I am on the record in advising that they are con-
stantly under discussion and that they are subject to change in light of new evidence
and moral challenges. We are in a historical epoch in which the technology of war
is changing more radically than it did even under the introduction of gunpowder, so
it is obvious that many of our long cherished notions of just warfare will be under
stress and will need modification.

Another assumption I would like to make here is that that informational dissolu-
tion is nearly always a maleficent outcome for any action and a good measure of
whether an action is beneficial or not. Informational dissolution is simply the loss
of information, whether that loss comes in the form of the annihilation of a com-
putational system by a virus or worm or the loss of life and memory occasioned by
a projectile through a brain, generally speaking both of these are a bad thing. Any
action that results in informational dissolution will receive its negative evaluation
in direct proportion to the irretrievability of the information lost. For instance, the
destruction of the Mona Lisa would be far worse than the destruction of one of a
thousand photocopies of the Mona Lisa.

When discussing information in this way it is important to be clear about what
is meant by the term “information.” Paradoxically, there is no completely satisfying
answer to what information is, though the term is obviously very useful nonetheless.
Here information is meant is a way that is a bit more philosophically stronger than
the way one might define information in an engineering context. Engineers will be
happy to define information in the manner of Claude Shannon who describes it as a
“signal” which is the ordered set of symbols that can be communicated between two
or more agents along some channel with little or no “noise” or loss in the accuracy
of the original message (Shannon and Weaver 1949). In addition to this definition
of “information” we need to add here a more deeply ontological claim. Information
is also something that either constitutes or is very closely correlated with existence
itself. This is the basic intuition that motivates the emerging fields of information
philosophy and information ethics (see, Floridi 2011). We are straying close to an-
other metaphysical wormhole here as if we take these propositions seriously, then
given that everything is constituted of information, it would seem that all warfare is
informational warfare. As interesting as that idea is, let’s just back away from it for
now and return to the more prosaic understanding of information. This way we can
see that without overriding moral arguments, informational dissolution caused by
robotic or cyber warfare is not a beneficial outcome and we can measure that by the
extent to which the information lost is difficult to retrieve or replace.

Finally, there is one more term that needs to be clarified before we can go on.
Here we will use the term “virtue” to refer to the proper reasoning, programming, or
habits of artificial and/or natural moral agents which are needed to ensure that one’s
actions bring about beneficial conduct. This should allow us to build an argument
that in some cases a virtuous artificial agent could use deception to bring about a
beneficial situation measured in terms of avoiding informational dissolution. While
this notion of virtue is not precisely the same as is used in ancient or modern virtue
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ethics, it is still a position that is defaceable and will be useful for building the fol-
lowing arguments.

12.3 Informational Warfare and the Commitment to
Just War

No form of warfare is ever fully just or ethical. This is due to its destructive nature;
warfare always creates immediate maleficent outcomes. As the famous American
civil war general Tecumseh Sherman observed, “War is all Hell.”? At best it can
only serve as a way to assure that one’s enemies are dealt a greater share of that
hell than they can deal to you. The destruction of warfare might also be mitigated if
the war is just as it is claimed in just war theory that if the reason for the war is just
and the war is fought justly and ethically, then the short term evil of the destruction
and violence of war can lead to long term good in the form of a stronger and lasting
peace.

If we follow this reasoning, then we must conclude that although informational
warfare will always contribute to short-term maleficent outcomes in the form of ir-
retrievable loss of life, property and information, but if these war fighting tools are
used in the propagation of just war, then it might lead to long term good. This leads
us to our first claim; Informational warfare must be committed to the propagation
of only just war.

Technologies embody the moral commitments of their makers and users. This
means that the design of informational warfare technologies can lead to systems
that either enhance our commitment to just war or degrade it. The modern battle-
field has evolved into a place where a great deal of information is available to the
war fighter, which is good only if that information can be quickly processed and the
useful and accurate information sifted from the false and useless. Acting on poor
information can lead to unintended damage and casualties. Making quick and accu-
rate decisions that lead to ethical outcomes is a taxing activity that can quickly over-
whelm the cognitive capacity of unaided human agents. The job of informational
warfare is to assist the war fighter in making good decisions. But it is increasingly
the case that informational warfare must be more that simply data acquisition and
management tools, due to the pressures to make these decisions in a faster and more
efficient manner, it is inevitable that more and more of the processing and synthesis
of information as well as decision making based on this information be done by the
informational system itself (Singer 2009).

While the situation on the modern battlefield may demand these capabilities
from our informational warfare systems, giving them this capability is much easier
said than done. It is not my purpose her to outline the many obstacles to the develop-
ment of these systems. Instead I wish to grant that these problems are only technical

2 More specifically he is quoted as saying, “There is many a boy here today who looks on war as
all glory, but, boys, it is all hell,” at a speech given April 11, 1880 in Columbus Ohio.
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issues that will be solved sooner or latter. What I want to explore here is the question
of which virtues do we need to program into artificial moral agents as they become
more autonomous in order to maintain our commitment to just war.

12.4 The Virtues of Informational Systems

When we talk of virtue it is easy to anthropomorphize our machines and miss apply
the concept to artificial agents. Ethical systems based on the concept of virtue are
all designed with the basic assumption that we are only dealing with other human
moral agents. While virtue ethics is a powerful system for understanding and refin-
ing human ethical judgment, it must be adapted for use by artificial agents unless
and until those agents achieve human level intelligence and become interested in
human style eudemonia.

This can be illustrated by looking at Aristotle’s famous illustration of virtue,
courage. He argues that true courage exists in a mean position between cowardice
and foolhardiness. Courage is the willingness to risk harm in the pursuit of protect-
ing other moral agents or important ideals. The exemplar of this would be the virtu-
ous soldier who takes risks to protect other human agents and justice, but does not
simply throw his life away in a pointless gesture of bravado. What makes the behav-
ior so exceptional and worthy of praise is that the virtuous soldier may lose her or
his life in the process, so they are risking literally everything for altruistic reasons.
None of this makes any sense when applied to an artificial agent such as a military
robot or cyber warfare system. How can these systems display this kind of courage?
They risk very little, they have no sense of existence nor do they have their own
goals or desires. More importantly, they do not have beliefs about their own goals
and desires which they can modify to become more virtuous in the classical sense.
Thus their actions are not entirely their own and cannot be said to be motivated by
anything like human courage.

Even if the same action they commit would be considered courageous if done
by a human agent. Human medics and corpsmen are noted for their many acts of
courage through the centuries saving wounded warfighters often while under enemy
fire. Now imagine a cleverly designed and programed robot that rescues a wounded
human warfighter under similar enemy fire. Would that machine be worthy of the
same kind of commendation we might give a human medic or corpsman? The ques-
tion here is much more difficult to answer. I have argued that “Robots are moral
agents when there is a reasonable level of abstraction under which we must grant
that the machine has autonomous intentions and responsibilities” (Sullins 2011b).
So we might grant the machine moral agency depending on the autonomy, inten-
tionality and responsibility of the machine in question, but it would take quite a lot
of these three requirements before we might be tempted to claim that the machine
was exhibiting excellence in the virtue of courage.

Of course this all changes if these systems develop, or are given the conscious
understanding of their own existence and develop unique personalities that can be
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risked. Then these systems might also develop courage. But here we are talking
about far future systems and are losing our focus on existent and near future tech-
nologies. Instead we must look at the kinds of virtues appropriate for informational
systems. While these virtues are not necessarily sufficient for human moral agents,
they are actually of some value when we are dealing with the restricted or even
nonexistent self-awareness of artificial agents as they exist today.

Even though the long list of human virtues are barely applicable to artificial
agents causing them to be seemingly impoverished moral agents, there is a potential
benefit that can be leveraged. Human moral agents have many conflicting drives
and desires that can complicate their ability to act entirely virtuous in any given
situation. Artificial moral agents, at least the simple ones we can imagine in the
near future, have a much more restricted list of potential virtues and therefore the
complex internal moral conundrums should be rarer for them.

It might seem that the argument so far has concluded that traditional virtue ethics
might not have much to add to our discussion, but that is only true if we are fixated
on human level virtue. Instead we should shift our focus to virtues that are appropri-
ate for artificial agents designed for informational warfare.

The virtues we are about to discuss are inspired by the “CIA” security triad that
has been in use by the computer security community for some time now. The ac-
ronym “CIA” refers to: Confidentiality, Integrity, and Availability. These represent
the desirable qualities that should be expressed by security systems. Confidentiality
is used to insure that only authorized individuals have access to stored information.
Integrity represents the ability of a security system to keep tabs on who and how
any data is modified. Availability is the system’s ability to have the data ready and
accessible for legitimate users. This is a very sensible list but there have been many
alterations to these basic concepts over the years by various interested parties. For
instance the Organization for Economic Co-operation and Development (OECD) in
the OECD Guidelines for the Security of Information Systems and Networks lists to
nine separate principles for security professionals: Awareness of the need for secu-
rity, Responsibility for secure information, Response to issues in a timely manner,
Ethics and respect towards users, Democracy should be upheld, Risk assessment
must be through, Security design and implementation in all systems and networks,
Security management should reflect the above values and, Reassessment of these
systems must be regular (OECD 2002). The security guru Bruce Schneier suggests
this list: Privacy, Multilevel Security or secrets within secrets, Anonymity (personal
and political), Commercial Anonymity, Medical anonymity, Authentication, Integ-
rity, Audit, and Proactive solutions to threats (Schneier 2000). Taken together we
can see some overlap in these lists of principles but some seem to refer to the human
operators and users of the systems and some obviously refer only to the systems
themselves. Next I would like to disentangle these principles with an eye towards
application in informational warfare systems themselves.

It is fair to ask here why insist on using the term virtue when security profession-
als obviously prefer to speak of principles or rules? The main benefit of working
with virtues is that they are understood to be the mean between two extremes. A
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virtue is a nuanced approach to moral reasoning rather than an all or nothing step
function. We will see how that works out below.

Informational warfare systems need three foundational virtues; security, integ-
rity and accessibility. Informational security is achieved when the system is able to
balance the needs of integrity and accessibility demanded by systems and users at
differing security levels. Simply put, data stored at a high security levels must be
kept free from modification and deletion by lower security users or outside intrud-
ers. Integrity is achieved by balancing the needs of accessibility and security of data
use by users of various security levels. This means that data use by low security
level users or systems must not be allowed to be contaminated high security level
data, though the system must be able to profit from low level information that can
be verified, e.g. information obtained from an informant of some sort. Accessibility
is obtained when the system correctly balances the needs of data use for all levels
of systems and users while maintaining security and integrity. This requires that
low security level systems and users have access to the information that they are
warranted and that all of their data must be made available to higher security level
systems and users if needed and where it is appropriate. In addition to this we can
only claim a system is accessible when the system or user is able to access informa-
tion needed precisely when needed it is needed.

These virtues having been abstracted from the civilian security profession have
some interesting ethical commitments that may need modification for use in infor-
mational warfare situations. This is due to the fact that these systems must main-
tain security, integrity and accessibility while at the same time working to deny
these very same abilities to enemy informational systems. In the civilian setting we
can see from the lists of principles above that ethical security professionals have a
strong desire to insure that there systems deal honestly with their legitimate users.
For instance, they are not designed to give false information to certain users, but
rather to simply deny access to protected information.? If a user has the proper se-
curity level then the system will become fully open and trustworthy. These systems
are designed to be trustworthy and honest. Fine virtues indeed but if informational
warfare systems adopt only these virtues, than they may be vulnerable. As we found
above, deceit and the understanding that other users and systems might be poten-
tially being deceitful to them is a necessary capability of informational warfare
systems.

12.5 Robots, Informational Systems and Deceit

Research in building informational systems that intentionally deceive humans or
other systems is only just beginning. Of course many forms of spy and malware
work by causing the system they infect to think of them as just another benign sys-

3 Note that as we discussed earlier in the paper, omission can be used to mislead but I do not think
that security professionals are necessarily trying to fool their users in this way.
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tem with all the proper security clearances. But this is a very minor form of deceit,
just a kind of disguise or camouflage.

Ronald Arkin has begun to be experiment in adding deception to the capabili-
ties of robotic weapons systems which received a good deal of media attention. In
fact it received so much media attention that Arkin released a statement on the web
stating some of his views on the ethical questions raised by this kind of research
(Arkin 2011a).

What Arkin and his colleague in this research Dr. Alan Wagner achieved was to
program their small autonomous mobile robots in such a way that they each had the
ability to develop a model of what the other machine might be “thinking” was true
about the toy world they were operating in and then use that information to deceive
the other in a simple game of hide and seek (Wagner and Arkin 2009, 2011). These
machines had the ability to do things like construct a false “trail” that the other robot
would misread to look for the robot in the wrong hiding place (Wagner and Arkin
2011).

This involves the use of partner modeling or a simplistic view (currently) of theory of
mind to enable the robot to (1) assess a situation; (2) recognize whether conflict and depen-
dence exist in that situation between deceiver and mark, which is an indicator of the value
of deception; (3) probe the partner (mark) to develop an understanding of their potential
actions and perceptions; and (4) then choose an action which induces an incorrect outcome
assessment in the partner. (Arkin 2011a)

Perhaps one might want to quibble with Wagner and Arkin as the exact capabilities
of the deceitful robots they built. It is obvious that the machines in question are only
capable of deceiving one another and would not be very good at a game of hide and
seek played against a human or an animal. But in an informational warfare scenario,
often the target will be other computational systems so this research shows that
deception of this sort is possible.

Arkin comes to some of the same conclusions seen in this paper above regard-
ing the ethical justification for deceit in artificial systems; he agrees that there is no
deontological justification but that it might be arguable on consequentialist grounds
(ibid.). He does conclude that:

The point of this paper is not to argue that robotic deception is ethically justifiable or not,
but rather to help generate discussion on the subject, and consider its ramifications. As of
now there are absolutely no guidelines for researchers in this space, and it indeed may be
the case that some should be created or imposed, either from within the robotics community
or from external forces. But the time is coming, if left unchecked, you may not be able to
believe or trust your own intelligent devices. Is that what we want?. (ibid.)

Another interesting experiment using a simple autonomous robot that served as a
referee in a game. The machine used the occasional strategic lie to keep the play-
ers interested and the game going. In this experiment it was really the participant’s
reactions that were being measured and the experimenters reported that:

Results include the finding that participants were more accepting of lying by our robot
than for robots in general. Some participants found the balancing strategy favorable after
being debriefed, while others showed less interest due to a perceived level of unfairness.
(Vazquez et al. 2011)
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Sharkey and Sharkey (2011b) in an article for the IEEE Robots and Automation
Magazine, describe how some forms of deception might be useful in the deploy-
ment of carebots for the elderly. We must note that this endorsement is only for
certain situations that can clearly benefit the patient.

Peter A. Hancock et al. (2011), of the US Army Research Labs have done a nice
literature review of the factors that are effecting users trust of robotic systems in
military contexts. The findings of use to us here are that military robots form an
integral part of human machine teams and are used to help mitigate the cognitive
overload of warfighters attempting to determine accurate situational awareness in
combat situations. They also find that trust is a complex human psychological state
and that humans in these human-machine teams can place both too much and too
little trust in their robotic assets. They also have determined that human, environ-
mental and robot characteristics all impact the level of trust placed in the robot and
negative trust can be mitigated by proper training and design (Hancock et al. 2011).

From these initial results it would seem that except for the Army Research Labs
report, there is some hesitant support for allowing informational warfare systems to
be engaged in some forms of deceit.

In order for that deceit to be ethical, it must be done in such a way that the result-
ing situation is more beneficial than would obtain had the deceit not occurred. In
this context that would require at the minimum that the deceit results in a situation
that advances the dictates of the rules of engagement, laws of war and principles of
just war that are attendant to the conflict at hand.

As informational warfare systems become more autonomous, they must then be
designed with a commitment to the foundational virtues of security, integrity and
accessibility. Strategic deceit does not run counter to these virtues but in fact can
help maintain them in certain situations.

The main problem we have to worry about here is that building deceit into our
systems will violate the cherished notion that computers never lie. Trust and robot-
ics has a troubled relationship (Coeckelbergh 2012). We can see from the Army
Research Labs report that there are occasions already where humans working in
close partnership with machines on the battlefield distrust the information they are
receiving from them. If the machine was known to have the ability to deceive, then
this might exacerbate the situation and make the partnership unworkable. For this
reason it would be best to design the machines to error on the side of disclosure to
legitimate users and only use deceit in the face of enemy threats or in actions to
defeat enemy informational warfare systems.

12.6 Conclusions

This paper has shown that ethics can be profitably seen as a kind of technological
undertaking designed to test and validate social values. Here we have taken on
the task of validating our intuitions on the use of deceit by informational warfare
systems. We found that in certain situations (but not all) deceit may be the more
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ethical choice in bringing about situations that fulfill our commitment to just war
and the rules and laws of war. To achieve this goal we found that informational
warfare systems must maintain commitments to the foundational virtues required
of an informational agent; security, integrity, and accessibility. These virtues would
be insufficient for a human agent but are adequate for the limited artificial agents
under discussion here. Systems built with these values in mind will have the abil-
ity to retain the trust of all appropriate users who interact with the system. We also
found that the virtues of an informational agent are very different from those of a
human agent. A virtuous informational agent that is balancing the needs for security,
integrity and accessibility needs to reveal its intentions only to its legitimate users
while keeping certain bits of data confidential from low security level users, and
resist the attempts of intruders into the system and other low security agents whom
might wish to change its programming or stored data.

Critics of this position have been worried that any system built with these capa-
bilities might move beyond the control of the human agents deploying it or might
even be cynically used by humans in a way to deny responsibility for any harm
committed by the informational warfare system. One should not deeply worry about
the responsibility gap for the commitment of war crimes as argued by Robert Spar-
row (see, Sparrow 2007). It would be unrealistic to let the owners and operators of
some informational warfare machine off the hook due to the autonomy of the sys-
tems deployed. This issue is addressed nicely by a workgroup from the US National
Science Foundation and their findings are summed up in a document informally
known as “The Rules” and rule 1 clearly states that: The people who design, de-
velop, or deploy a computing artifact are morally responsible for that artifact, and
for the foreseeable effects of that artifact.

Finally, while the virtuous lie is an old idea first formally argued for by Plato in
The Republic. It has always been a very fraught move morally. One always has to
ask if they are telling the lie for the good of the other or simply as an expedient for
themselves. It is very easy to fool oneself into thinking their lie is virtuous while
those told to them are villainous. But an artificial agent should be actually more
successful at navigating the moral paradox of the virtuous lie, given that it has no
real stake in the game, no actual wants needs or desires. It is more likely to avoid
motivational conflicts common in human agents.
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Afterword

Robots and Other Cognitive Systems:
Challenges and European Responses

Robots have come a long way since the Czech writer Karel Capek first used this
term, some 90 years ago, to denote rather frightening creatures—not unlike Golems
or Frankenstein’s monster, yet workers all the same. Today, more than ever, robots
continue to fascinate: they take over activities which humans find too dangerous
or impossible. For example, the recent use of robots at Japan’s Fukushima nuclear
power plant or in the recovery of the flight recorder of Air France’s Rio de Ja-
neiro—Paris flight which went down in deep seas in 2009. They go to war and
deactivate mines. And they increasingly come into our homes as children’s toys,
almost like family pets!

In just a few years, technological progress in this area has been tremendous and
Europe is one of the leaders in this research and industrial application. Yet, this is
just the beginning of the robot history as many challenges remain to be addressed.
Refining and improving the mechanics of robots and their sensorial capacities (in-
cluding ones that living organisms do not possess) has always been of major con-
cern for engineers. Reducing the amount of human intervention in the operation of
these machines has been another persistent trend, leading for instance to numeri-
cally controlled machine tools. Ultimately, however, this means more than merely
automating the completion of a task according to some preset rules. It means that,
within certain limits, machines ought to be able to take “decisions” autonomously
and independent of external (e.g., remote) control on how to proceed with a given
task should new conditions arise unexpectedly. This could be in the form of a roving
robot that is supposed to retrieve some object from a distant place but on its way
encounters an unexpected obstacle.

The ease of use, safety, and partial autonomy are essential if robotic devices
are to leave the shop floor and strictly controlled environments and become truly

The content of this chapter has been previously published. It first appeared in September 2011 in
Philosophy & Technology 24(3), 355-357.
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useful and helpful for people, including those with special needs. This could include
steering a wheelchair, driving a car, guiding a blind person, performing precision
surgery, operating a leg amputee’s prosthesis, or many of our everyday chores.

None of these machines are expected to solve chess conundrums or any other
classical artificial intelligence problem. But they should have their wits about them,
if for instance, they might need to recognise a certain object viewed from a different
angle or under different lighting conditions. Other systems will need to understand
their users’ intentions and what they are saying in plain natural language. All of
them would have to understand to a greater or lesser degree the aspects and features
of their environment. We may for instance want robots to “know” or be able to
“learn” what they can do with certain objects of our world: what the handle of a mug
is for or a dishwasher or the curb of the pavement along a busy street...

Machines and systems which are cognitive are still far from being as intelligent
or conscious as humans or animals of what they are doing. Engineers have a lot to
learn to catch up with solutions that natural evolution has developed over billions
of years.

Considerable research effort taking new, multidisciplinary approaches are need-
ed to significantly advance the engineering of the machines and systems described
above. From the very start, the European Union’s Framework Programmes for Re-
search and Technical Development has acknowledged the potential of robotics and
cognitive systems research for increasing the productivity of human labour and cre-
ating new useful products and services.

Cognitive systems were one of the key challenges in the Information Society
Technologies chapter of the ixth Framework Programme which ran from 2002—
2006. In the current EU research programme (FP-7), the scope has been broadened
to cognitive systems and robotics and given even more weight in the Information
and Communication Technologies (ICT) programme.' More lines of relevant basic
research have been opened up in the Future and Emerging Technologies (FET) part
of this programme.?

Currently, about 100 research grants, falling within the remit of the FP7-ICT
Cognitive Systems and Robotics challenge, have been or will shortly be awarded
to the consortia of European researchers. Funded projects address general issues
related to endowing artificial systems with cognitive capabilities and issues specifi-
cally related to the design of all kinds of robots.

RoboCom, one of those robotics projects, is amongst the six finalists competing
for the chance to become a “FET” flagship.? It proposes an ecology of sentient ma-
chines that will validate our understanding of the general design principles underly-
ing biological bodies and brains, establishing positive feedback between science
and engineering.

! http://cordis.europa.eu/fp7/ict/.
2 http://cordis.europa.eu/fp7/ict/programme/fet_en.html.

3 http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/11/270&format=HTML&age
d=0&language=EN&guilLanguage=en.
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These projects add to Europe’s knowledge and prowess in building robotic sys-
tems which are ever safer, more robust, efficient, easy to use, and—where needed—
more autonomous. Projects also develop the features needed so these systems could
be used in a wide range of scenarios: industrial/service/medical robotics, land, sub-
marine or spatial exploration, logistics, maintenance and repair, search and rescue,
environmental monitoring and control, physical and cognitive assistance to disabled
and elderly people, and many more.

But some questions remain. We cannot and must not curb scientific curiosity
but we should ask: are there general principles that might guide public funding of
research and the use of its results beyond innovation and competitiveness?

Take for instance the concept of an autonomous machine. This could be a self-
controlling road vehicle, which may become a reality sooner rather than later given
the current speed of technological advancement. There are also various examples of
military autonomous vehicles operating on land, at sea or in the air. Who is respon-
sible for their actions? Who is liable in case of damage? Can it be considered that
such machines operate on their own accord?

The answer is a firm “no”. Machines are designed, built and programmed so
that they can render services. They are always owned and controlled by people.
Machines—no matter how sophisticated—are as “ethical” as the people who
design, build, programme and use them.

We humans, jointly and individually, have to take full responsibility for what we
are doing, good or bad, constructive or destructive, through our own inventions and
creations, to each other and our world at large.

Bertolt Brecht, in “The Life of Galilei”, had the great scientist say: “I maintain
that the only goal of science is to alleviate the drudgery of human life.” Sound
advice indeed! We will continue to fund research whose results help create better
living conditions for everyone on this planet and research that helps us to better
understand ourselves and the world we live in. Both go hand in hand—and robots
should take their fair share in this ICT landscape.

European Commission’s Vice President Neelie Kroes
for the Digital Agenda,

200 Rue de la Loi, Brussels, Belgium

neelie kroes@ec.europa.eu
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