
IdAM (Identity & Access Management)



Objectives

After completing this unit, you should be able to:
Ø Understand fundamentals around Identity, Authentication, Authorization & Access 

Control

Ø Appreciate the basics of IdAM & its importance to business and security perspective

Ø Know various types of Access Controls and Access Administration at high level

Ø Get a view of various elements of an enterprise IdAM strategy and implementation 

challenges

Ø Explain the concept of zero trust

Ø Delve into perspectives around Password Protection

Ø Get an overview of Identity theft & methods



















Authentication & Authorization Principles



























































































































Summary
In this unit, you should have learnt:
Ø Fundamentals of Identity, Authentication, Authorization & Access Control

ØBasics of IdAM & its importance to business and security perspective

ØVarious types of Access Controls and Access Administration at high level

Ø IdAM strategy and implementation challenges

ØConcept of zero trust

ØPassword Protection

Ø Identity theft & methods




