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Objectives

After completing this unit, you should be able to:
» What 1s Application Security?

» Approach towards Web Application Security
» OWASP — Top 10 Web Application Vulnerabilities
» SSDLC (Secure Software Development Life Cycle)
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Application Security Introduction
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What Do You Mean By Application Security

= Application security comprises of measures taken to improve the security of an application often by finding,

fixing and preventing security vulnerabilities

= Different techniques are used to surface such security vulnerabilities at different stages of an applications
lifecycle such as:-
* Design
* Development
* Deployment
* Upgrade

* Maintenance
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We have seen the
importance of application
security. Let's move on to

its perspective and the
approach towards web
application Security
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Age Of Digitally Interconnected Services

The image talks about today's era, of digital transformation and increasing use of web applications worldwide
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Digital Era

Factors giving rise
to increasing usage
of web applications

& digital services

Customers
increasingly
wishing to avail
e-services

Industry
undergoing
Competitive digital
advantage of transformation
digitization
better customer
connect &
delivery

Ever Increasing
Web Applications

HACKER
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Key Take — Away

High Competitiveness,
Constraints of Cost &

Effectiveness, Ease of

Customer Engagement

Rise of loT, Increasing
Network Bandwidth,
Rise of Customer
Awareness

Elevated Risk -

financial/ reputation/
business

Almost all Industry
verticals are going
through a major era
of Digital Transformation

Consequent rise in the
motivation of miscreants
(hackers) to attack
critical web applications

More sensitive data such
as financial, personal,
health, government data
being transacted over the
web

Sharp Rise of Web
Applications and
Mobility!

ICT @ FTVETI



Approach Towards Web Application

Security
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Web Application — Components

A web application is not just one application but a collection of several units as shown:

Business | Application E
Logic Services Database
Presentation Data Access Platform os
Logic Logic
l l l l

Client Integration Application
(browser) API Logic
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Attackers Viewpoint

Exploit Application
Security
Vulnerabilities

ATTACK
VECTORS

Exploit Host
Security

Flood
requests (DOS)

Vulnerabilities (via
API| / Exposed
Services)

Typical ways employed by hackers to attack web applications:
Exploit Application Security Vulnerabilities: Exploitation of known weaknesses in the web applications

Exploit Host Security Vulnerabilities (via APl & Exposed Services): Exploitation of weaknesses in the hosting environment and

communication channels of the application

Flood Requests (DOS): Unmanaged weakness of an application such that the application gives up if it is used beyond a limit
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Web Application Security — High Level Approach

As various parts associated with a web application may be vulnerable and can contribute

towards failure of an application, security should span across various layers and parts to

ensure holistic security

Security At Each Level

Business | Application |
Logic Services Database
Presentation Data Access
Logic Logic Platform 0s
[ | l J

Client Integration Application

(browser) API Logic
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Web Application Security

Two major pillars of Web Application Security :

Infrastructure Security: Involves Security of various layers within infrastructure part

Application Security: Refers to areas like continual vulnerability scanning (while creation & after deployment)

of applications and source code analysis

Infrastructure Security

Application Specific Security

Server
Hardening

Network
Security -
Secure
Configuration,
Monitoring,
Detection &
Prevention

Endpoint
Security -

Antimalware,

Process
Monitoring,
HIDS

Database
Security

Vulnerability
Scanning

Source Code
Analysis
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In order to enable organizations
to conceive, develop, acquire,
operate, and maintain applications
that can be trusted, we need to
have the understanding of
OWASP

\
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OWASP - Introduction
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OWASP - Overview

OWASP provides a direction to help
understanding of security issues. More
importantly it lends credibility to
penetration testing reports allowing
security practitioners to promote security
best practices

OWASP Software Assurance Maturity
Model (SAMM) is an open framework to
help organizations formulate and
to conceive, develop, acquire, implement a strategy for software

operate, and maintain applications security that is tailored to the specific

All of the OWASP provided resources OWASP Top 10 focuses on
are declared free to the community identifying the most serious web
application security risks for a
broad array of organizations

OWASP is an open community
dedicated to enabling organizations

Source : https://owasp.org/
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Vulnerability Scoring Methodology

Threat Agents Attack Vectors Security Weakness
Exploitability —  Prevalence Technical
. J . J L J
— Detectability Business
L v ,/
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Top Web Application Vulnerabilities
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OWASP Top 10 Vulnerabilities — 2017

e Untrusted data is sent to an interpreter as a part of command

Al1:2017 . Injection
or query

¢ Incorrect implementation of application functions related to
authentication & session management

A2:2017. Broken Authentication

A3:2017. Sensitive Data Exposure Data at rest or transit not protected enough

Poorly configured XML processors evaluating external entity
references within XML documents

A4:2017. XML External Entities (XXE)

Improperly enforced restrictions on non-authenticated / guest
users

A5:2017. Broken Access Control
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OWASP Top 10 Vulnerabilities — 2017

* Insecure default configurations of various application functions or ad-hoc
settings

A6:2017. Security Misconfiguration

* Inclusion of untrusted data in a new web page without validation
A7:2017. Cross-Site Scripting (XSS) causing attackers to execute scripts in the victim's browser thus causing
hijack user sessions, deface websites, redirection to malicious websites

e unmanaged or incorrect deserialization leading to unauthorized RCE

A8:2017. Insecure De-Serialization .
(remote code execution)

* Usage of libraries, frameworks and other software modules with
i exploitable vulnerabilities has a potential of compromise of the
Vulnerabilities application as a whole

A9:2017. Using Components with known

A10:2017. Insufficient Logging & * Not logging enough or not monitoring the logs for timely incident
Monitoring response causes a bigger attacks to succeed over time.
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Injection

How can | get
into this application
without having valid
login credentials?

Login Page of a
Web Site with
KZEP Input : String of Code jection Website got Tricked

- Vulnerability
-, ——) | Jces NOT validate

the input & Hacker Login
process as it is Successful
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What Is Injection?

Injection is a bug that occur when an attacker gets an opportunity
to send some hostile data to an application interpreter

Injection flaws are easy to discover when examining Injection flaws
are easy to discover when examining code

Scanners and fuzzers can help attackers find code

Injection can result in data loss , corruption, or disclosure to
unauthorized parties or denial of access or complete host takeover
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Injection — Scorecard

Attack Vectors Security Weakness

D A
{Application Specific Exploitability = 3 Prevalence = 2 Technical =3

J J

R p
Business = Depends

Detectability = 3 on the needs of

application & data

J J
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Injection — Example (SQLi)

Submit Submit

?Zi"é'[.l";" Select * from admin where USERNAME = 'x’ or '1'='1"; # And PASSWORD = 'z

Result Successful Login
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Injection — Prevention

Keeping data separate from commands & queries

Usage of Safe APl which provides parameterized interface

Server side validation

Usage of LIMIT & other SQL controls within Queries to prevent mass disclosure of records in case
of a successful SQL injection
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Injection — References

SQL Injection
https://www.owasp.org/index.php/SQL Injection

https://www.websec.ca/kb/sgl injection

Parameterized Queries
https://www.websec.ca/kb/sgl injection

(01,1 N A TR m i e 1 d g L https://www.owasp.org/index.php/OWASP_Proactive_Controls#2: Parameterize
Queries

Deliberately insecure web

application maintained by
OWASP https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project
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Demo 1: SQL Injection

= Scan a web application for various vulnerabilities and security issues

= Download and install IBM AppScan tool from the link: https://www.ibm.com/security/application-

security/a ppscan

= Test SQL injection and generate report

nr { waw.ibm.com

Discover v Solutions Product Search Services News Collzaharation

Security » Application security >

Identify and remediate application
security vulnerabilities with IBM

Try AppScan —» Try Application Security on Cloud

Safeguard apps with static and dynamic testing
across their lifecvucle

Let's talk

FTVETI
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Broken Authentication
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Broken Authentication

Let’s try some
common
username & a

random password
combination

‘ Inference:
Username was Bruteforce V

XD uUsername, Password correct;) Passwords

| Incorrect Password '

i- -I for User - Message

Hacker Login
Successful

ICT @ FTVETI



Broken Authentication Characteristics

Application vulnerable to Broken Authentication typically:

* Permits automated attacks such as Credential stuffing (automated
injection of breached username/password pairs in order to
fraudulently gain access to user accounts) or Brute Forcing

¢ Permits weak default user/password combinations (admin/admin,
admin/password, admin/password123 and so on)

e Uses weakly hashed password storage
e Misses on MFA (multi factor authentication) mechanism
® Exposes Session IDs in the URL

e Improper or No Invalidation of Session IDs of inactive users /
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Broken Authentication — Scorecard

Threat Agents Attack Vectors Security Weakness
s ™\ ' N\ 4 N 4 N
Application Specific Exploitability = 3 Prevalence = 2 Technical =3
. J \. J \. J \, J
e R . R
Business = Depends
on the nature of

Detectability = 2 data behind the

application
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Broken Authentication — Prevention

Use MFA

Do not deploy default credentials, especially for admin users

Enforce Weak Password Checks and appropriate Password complexity requirements [Ref.
NIST SP 800-63 B]

Log all failed login attempts

Limit Repeated Logons

Use a server-side secure built in session manager that generates a new random session ID and
invalidates on logout
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Broken Authentication — References

Credential Stuffing

https://www.owasp.org/index.php/Credential Stuffing Prevention Cheat Sheet

Forgot Password Cheat

Sheet https://www.owasp.org/index.php/Forgot Password Cheat Sheet

Authentication Cheat

Sheet https://www.owasp.org/index.php/Authentication Cheat Sheet

NIST SP 800-63 [5.1.1

Memorized Secrets] https://pages.nist.gov/800-63-3/sp800-63b.html#memsecret
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Sensitive Data Exposure
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Sensitive Data Exposure

How muchis a
breached website
worth it ?

A

—
- .

Attack Website

o e

Incorrect Data
Hiding/ non
encrypted data
available

Extract PIl/
Sensitive Data

- ™

-~
=

t

Hacked !
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What Is Sensitive Data Exposure?

Aim of the Hacker is to obtain sensitive
data held / processed by the
application

One of the most impactful attacks in
terms of legal/compliance and business
reputation perspective

Typically the vulnerable application :

* Transmits or backups the data in clear
text over protocols such as HTTP,
SMTP, FTP and so on

* Uses old cryptographic algorithms
* Uses default crypto keys

* Does not enforce encryption (missing
browser security directives)
* User agent ( browser) does not verify

if the received server certificate is
valid
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Sensitive Data Exposure — Scorecard

Threat Agents Attack Vectors Security Weakness
e R ~ A ~ N e ~
Application Specific Exploitability = 2 Prevalence =3 Technical =3
\ J \. J \. J \_ J
g ) ( Business = Major — A
as it compromises

Detectability = 2 all the sensitive data
which should have
been protected

A S . J
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Sensitive Data Exposure — References

OWASP Proactive Controls
https://www.owasp.org/index.php/OWASP Proactive Controls#7: Protect Data

Transport Layer Protection
Cheat Sheet https://www.owasp.org/index.php/Transport Layer Protection Cheat Sheet

Testing for weak
Cryptography https://www.owasp.org/index.php/Testing for weak Cryptography

Password Storage Cheat

Sheet https://www.owasp.org/index.php/Password Storage Cheat_Sheet

OWASP Secure Headers
Project https://www.owasp.org/index.php/OWASP_Secure Headers Project
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XML External Entities (XXE)
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XML External Entities (XXE)

Hmm ! The
application reads
my XML

‘ Response based on

. . . =

L Crafted XML Application which parsed input XML ~

S parses the given l
— XML & resolves

-

entities Hacked!
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XXE - Scorecard

Threat Agents Attack Vectors Security Weakness

Application Specific Exploitability = 2 Prevalence = 2 Technical =3

- / A J - / - J

' N ' N
Business = Depends
on the data being
exposed as a result
of an exploit

Detectability = 3
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XXE — References

Testing for XML Injection

https://www.owasp.org/index.php/Testing for XML Injection (OTG-INPVAL-008)

XML Security Cheat Sheet
https://www.owasp.org/index.php/XML Security Cheat Sheet

XXE Prevention Cheat

Sheet https://www.owasp.org/index.php/XML External Entity (XXE) Prevention Cheat

Sheet

Detecting and exploiting

XXE in SAML Interfaces https://web-in-security.blogspot.tw/2014/11/detecting-and-exploiting-xxe-in-

saml.html
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Broken Access Control
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Broken Access Control

Modify & Win !!

Access

CXP Web Application

. 2

Web Application
Vulnerable to
Broken Access

Control - Weak

Resource access

Modify URL / Force
browsing to
authenticated
pages as an
unauthorlzed user

fi:

Hacked!
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Broken Access Control — Characteristics

Access control refers
to enforcement of a
boundary of actions
for a user. Users

typically should not

be able to act outside

of the granted
permissions

Failures typically lead
to unauthorized
information
disclosure,
modification or
destruction of all data,
or the hacker
performing a business
function outside the
limits of the user level
he otherwise has.

This involves
Bypassing access
control checks by

modification of the

URL, internal

application state and
so on

EOP - Elevation of
Privilege

Forceful browsing to
authenticated pages

as an unauthenticated
user
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Broken Access Control — Scorecard

Threat Agents Attack Vectors Security Weakness
s A e A e A e A
Application Specific Exploitability = 2 Prevalence = 2 Technical =2
. S \ vy . J . J
e N s D
Business = Depends
Detectability = 2 on the data being
exposed as a result
of an exploit
. S (. J
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Broken Access Control — References

OWASP ASVS https://www.owasp.org/index.php/Category:OWASP Application Security
Verification Standard Project#tab=Home

Testing for Authorization

https://www.owasp.org/index.php/Testing for Authorization

Access Control Cheat

https://www.owasp.org/index.php/Access Control Cheat Sheet
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Security Misconfiguration
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Security Misconfiguration

Let me try
defaults!

default accounts,

unused pages,

‘ unpatched flaws, L
unprotected files, w‘i’;’l? l:n?fc':::ffai t:;’rr; d Unauthorized ”
CXEP directories, and so on pe & Access =

— ’ omponents - '
- - E—— allowing easy - - '

guessing of

credentials/ paths Hacked!
and so on
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Security Misconfiguration — Characteristics

stack, or even misconfigured permissions on cloud services

n Missing appropriate security hardening across any part of the application

Unnecessary features enabled on installed on servers on application stack

m Default Accounts & passwords still enabled on unchanged

Poor & revealing error handling
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Security Misconfiguration — Scorecard

Threat Agents Attack Vectors Security Weakness
4 N '4 N\ 4 N
Application Specific Exploitability =3 Prevalence =3 — Technical =2
\_ v, \_ J \ J
e a e p
Business = Depends
| Detectability = 3 | onthe data being
exposed as a result
of an exploit
. J \. J
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Security Misconfiguration — References

CIS Security
Configuration

Benchmarks https://www.cisecurity.org/cis-benchmarks/

OWASP Secure Headers

Project
: https://www.owasp.org/index.php/OWASP Secure Headers Project

Testing for Configuration
Management

https://www.owasp.org/index.php/Testing for configuration management
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Cross — Site Scripting (XSS)
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Cross — Site Scripting (XSS)

| wish | could inject
an executable code
on the web-app

which will do my job
sitting there

‘ Inject malicious

w SCipes Web application
- = . ) | vulnerable to Code

I-(\ Injection

Hijack browser
sessnons/ MITM '

Hacked'!
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XSS — Types

Reflected XSS
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Reflected XSS

The application or API
includes unvalidated &
unescaped user input as
part of HTML Output

Successful attack allows an
attacker to render/execute
the crafted HTML or
JavaScript into the victim's
browser

User typically needs to
interact with some
malicious link which
points to a crafted page
created by attacker

The crafted page could be

an advertisement /
watering hole websites
(malware infection on
frequently used websites)
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Stored XSS

The application or API stores un-sanitized user input (crafted code) which gets
viewed/loaded/run by another user (or admin) thus victimizing it as the malicious
code then runs in the context of the viewer

This is a critical or high risk
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DOM XSS

01

DOM refers to Document Object Model

The Document Object Model (DOM) is a cross-platform and language-independent application programming interface
that treats an HTML, XHTML, or XML document as a tree structure wherein each node is an object representing a part
of the document. The objects can be manipulated programmatically and any visible changes occurring as a result may
then be reflected in the display of the document

When a web page is loaded, the browser creates a Document Object Model of the page

The HTML DOM model is constructed as a tree of Objects

DOM Based XSS simply means a Cross-site scripting vulnerability that appears in the DOM instead of part of the HTML
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XSS Example

Imagine the following page http://www.sample.com/test.html contains the below code:

<script>document.write ("<b>Current URL</b> : " + document.baseURI); </script>

If you send a modified HTTP request :
http://www.sample.com/test.html#<script>alert('Oops!')</script>

Injected JavaScript code will get executed, because the page is writing whatever you typed in the URL to the page with
document.write function

If you look at the source of the page, you won't see <script>alert('Oops')</script> because it's all happening in the DOM and done
by the executed JavaScript code

After the malicious code is executed by page, you can simply exploit this DOM based cross-site scripting vulnerability to steal the
cookies of the user or change the page's behavior as you like
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XSS - Scorecard

Threat Agents

Attack Vectors

Security Weakness

Application Specific

Exploitability = 3

Prevalence = 3

Technical = 2

Detectability = 3

- J

g B
Business = May cause h

reputation loss as it may
result in stealing of

credentials, sessions or
even delivering malware

9 to the victim y
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XSS — References

OWASP Proactive https://www.owasp.org/index.php/OWASP_Proactive_Controls#tab=OWASP
Controls Proactive_Controls 2016

Testing for Reflected XSS https://www.owasp.org/index.php/Testing for Reflected Cross site scripti
ng (OTG-INPVAL-001)

Testing for Stored XSS https://www.owasp.org/index.php/Testing for Stored Cross site scripting
(OTG-INPVAL-002)

LSS T o] B ELT-T Bl https: //www.owasp.org /index.php/Testing for DOM-
XSS based Cross site scripting (OTG-CLIENT-001)

P OB G TG oL T-E) 3 hitps: //www.owasp.org/index.php/XSS (Cross Site Scripting) Prevention C
Sheet heat Sheet

Client-side template
injection https://portswigger.net/kb/issues/00200308 client-side-template-injection
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Insecure De-Serialization
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Insecure De-Serialization

My Object
My Task

Feed Crafted Web Application
Object reads and
interprets

(de-serializes) this
object and “acts”
on it

Inflict a denial of
service (DoS) attack/
execute arbitrary
code
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Insecure De-Serialization — Scorecard

Threat Agents Attack Vectors Security Weakness
e R ~ e R
Application Specific Exploitability =1 Prevalence = 2 Technical =3
o . . \_ J
g N 4 A
Business = Depends
on the protection

Detectability = 2 required for the

application & data

- J A vy
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Insecure De-Serialization — References

OWASP Application

Security Verific.ation https://www.owasp.org/index.php/Category:OWASP_Application_Security Veri
Standard Project fication Standard Project#ftab=Home

OWASP Proactive
Controls https://www.owasp.org/index.php/OWASP_Proactive_Controls#4:_Validate_ All

Inputs

Deserialization Cheat

https://www.owasp.org/index.php/Deserialization Cheat Sheet
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Using Components With Known

Vulnerabilities

ICT @ FTVETI




Using Components With Known Vulnerabilities

Ease of Developer,
Ease to Hack

Exploit known

vulnerabilities of used Unauthorized Access/

(Open Source) Web Applications DOS/ Integrity issuesl o
=7 components with various DB corruption =
L — vulnerable S ? '

- components

Hacked!
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Vulnerable Components - Scorecard

Threat Agents

Application Specific

J

Attack Vectors

Exploitability = 2

Security Weakness

Prevalence =3

Technical = 2

Detectability = 2

A >y

( Business = High, as )
the application or

data are subjected
to be compromised

L is critical )
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Using Vulnerable Components — References

WET LR GURLT T TE 1 M hitps: //www.owasp.org/index.php/Map Application Architecture (OTG-INFO-
Architecture 010)

CVE Details - Vulnerability
Data source https://www.cvedetails.com/version-search.php

NVD (National
VL CTEL T ELE T ERL) Bl https://nvd. nist.gov/
Virtual Patching Best
Practices https://www.owasp.org/index.php/Virtual Patching Best Practices
Heartbleed Vul bilit
https://en.wikipedia.org/wiki/Heartheed

POODLE Vulnerability

https://en.wikipedia.org/wiki/POODLE

T s

=1
Le
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Insufficient Logging & Monitoring
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Insufficient Logging & Monitoring

| am not
being seen!

‘ Exploits/ Malicious Web Application Lack of

- ”
v | Requests without enough Timely Alert ~
) detection . 3 ? '
— controls/ logging/
monitoring & Hacked!

L

alerting features
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Insufficient Logging & Monitoring — Scorecard

Threat Agents Attack Vectors
e N s N

{Application Specific { Exploitability = 2 Prevalence =3 Technical = 2
\. J \ J

(Business = Usually High\
because Insufficient

Detectability = 1 Logging & Monitoring

reduces the likelihood of
timely detection of

. J ongoing attacks in their

early phases

Security Weakness
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Insufficient Logging & Monitoring — References

OWASP Application
Security Verification

Standard Project https://www.owasp.org/index.php/Category:OWASP_Application_Security Ve

rification Standard Project#ftab=Home

Logging Cheat Sheet

https://www.owasp.org/index.php/Logging Cheat Sheet
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Secure Software Development Life Cycle
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Software Assurance Maturity Model (SAMM)

Evaluating an organization’s existing software security practices

Building a balanced software security program in well-defined cycles/ iterations

Demonstrating strong improvements to a security assurance program

Defining and measuring security-related activities within an organization
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SAMM - Characteristics

m Flexible framework

Fit to be utilized by organizations with any size

m Fits any development methodology or style
m Potential to be applied organization — wide/ single line—of-business/ an individual project
m Vendor neutral & freely available
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SAMM Overview

= The basis of this model stands for the core business functions of software development with interwoven security practices
= The building blocks of the model are 3 maturity levels defined for each of the 12 security practices

= These define a wide variety of activities in which an organization could engage to increase software assurance & minimize
security risks

Software Development

Business Governance Construction Verification
Functions |

Deployment

Policy & Threat ‘ Security ‘ Vulnerability
. Compliance Assessment | Testing Management
Security {
Practices
Strategy & Education & Security Secure Design Code Revi Environment Operational
Metrics Guidance Requirements Architecture Review ode Review Hardening Enablement
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Application Of SAMM

Step 1 — Initiate Step 3 — Set the target

« Define the scope * Define the target

activities to be
* Identify Stakeholders implemented * Implement activities
* Spread the word

Step 5 - Implement

Estimate overall impact

Step 2 — Assess Step 4 — Define the plan Step 6 — Roll out

 Evaluate current * Determine change » Evangelize
practices schedule Improvements

» Determine maturity * Develop/ Update the « Measure effectiveness
level roadmap plan
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Traditional SDLC — Phases
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Secure SDLC — Phases

Requirements
Security
Requirements, Phase
Gates (Change
Management) Risk
Assessment

Deployment
Secure Configuration,
Logging & Monitoring

Testing Design
Vulnerability Testing, Threat Modelling,
Fuzzing, DAST Security Design
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Demo 2: Buffer Overflow

= |ncrease the security by preventing buffer overflows
and other malicious exploits

fa] https://www.sys-manage.com, 8 ufferShield /tabid/61 /Default aspx

Sgs_Manage PRODUCTS | SALES SUPPORT | DOWMLOAD = CUSTOMERS RESELLER  CONTACT

) SSL | Register | Login Tuesday, July 24, 2018 =1 | English (United States) |

Install and configure BufferShield from the below link:
https://www.sys-
manage.com/BufferShield/tabid/61/Default.aspx

Over the past few years, there has been a sharp rise in Collapse Al Expand All
the number of reported vulnerabilities and worms. [# Q. What is a Buff
The main reason existing security technologies fail to Overflow

protect organizations from emerging secunty threats, is

that they rely on incomplete or maccurate information. & Q.what is

some rely on analyzing netwark traffic, others use Buffershield?
signatures of known att: whilst some combine both.

E e iak. o E Q.1 already got
But, none of these technologies can effectively protect antivirus re, a
organizations from the new breeds of computer worms firewall and anti spyware
and other malicious attacks, programms. Why do I

need BufferShield?
Our customers use BufferShield in a wide variety of
ways: ¥ Q. Why should T buy
- . BufferShield and not a
a Add an additional security layer to Windows competitor's produd? Is

update, veus scanners and firewalls BufferShield better in any
| Enhance the secunty on current desktop and server operating systems way?
@ Enhance the security on critical infrastructure systems
@ Enhance the secunty for no longer supported legacy 05 like Windows NT 4.0 and Windaws 2000,
still being targetted

e the dz \3co

sy
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Quiz #1

* A Website that allows users to enter text, such as a comment or a name, and then stores it and later displays

it to other users, is potentially vulnerable to which type of attack?

a. MFA (Multi Factor Authentication)
b. CSRF (Cross-Site Request Forgery)
c. XSS (Cross-Site Scripting)

d. Brute-Forcing attacks
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Answer #1

= A Website that allows users to enter text, such as a comment or a name, and then stores it and later displays
it to other users, is potentially vulnerable to which type of attack?
a. MFA (Multi Factor Authentication)
b. CSRF (Cross-Site Request Forgery)
c. XSS (Cross-Site Scripting)

d. Brute-Forcing attacks

Answer c:
Explanation: In such an attack, a malicious user enters code written in a client-side scripting language such as
JavaScript or Flash instead of entering a valid name or comment
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Quiz #2

* A website implements 2-Factor authentication for user login. However, it may still be intrinsically vulnerable

to which form of attack?

a. SQLi (SQL Injection)

b. Brute force attack

c. SMUREF attack

d. Man-in-the-middle attack (MITM)
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Answer #2

= A website implements 2-Factor authentication for user login. However, it may still be intrinsically vulnerable

to which form of attack?
a. SQLi (SQL Injection)
b. Brute force attack
SMURF attack
d. Man-in-the-middle attack (MITM)

Answer d:

Explanation: MITM is very natural here. Usually this would start with a fake, phishing page looking exactly like the

target website & when the user uses it - he may or may not be directed to the 2FA
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Quiz #3

* URL filtering may restrict access to Internet sites based on which of the following criteria?

a. Virus/Malware signature
b. Web address
c. Configuration Baseline

d. Website page content
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Answer #3

= URL filtering may restrict access to Internet sites based on which of the following criteria?
a. Virus/Malware signature
b. Web address
c. Configuration Baseline

d. Website page content

Answer b:

Explanation: URL Filtering typically works on a concept of RBL (Rejection Black List). The RBL contains a list of
known bad URLs which are not allowed to be visited by an endpoint or browser
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Summary

In this unit, you should have learnt:

» What is Application Security?

» Approach towards Web Application Security

» OWASP — Top 10 Web Application Vulnerabilities
»SSDLC (Secure Software Development Life Cycle)
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