
Objectives
After completing this unit, you should be able to:

Ø Understand the definition of information security

Ø Understand the key terms and critical concepts of information security

ØUnderstand the Need of Security

ØKnow what is CIA Triad

ØLearn about Threat, Vulnerability and Risk

ØUnderstand Risk Governance & Risk Management

ØKnow Security Architecture, Governance, Auditing & Compliance

ØUnderstand Security System Design



What is an Information System?
Information System (IS): an entire set of

§ Software

§ Hardware

§ Data

§ People

§ Procedures, Policies, Standards and

§ Networks

necessary to use information within an organization.



Critical Characteristics of Information
The value of information comes from its characteristics:

§ Confidentiality: privacy/secrecy

§ Integrity: (Bitwise) identical to the original

§ Availability: of info, services, etc.

§ Authenticity: “it is what it claims to be”

§ Accuracy: free from mistakes and errors

§ Utility: self-explanatory

§ Possession: different from confidentiality

Ø Others:

§ User authentication: users are who they claim to be

§ Auditability: there’s a record of who accessed what

§ Non-repudiation: one cannot claim “I didn’t sign this”



What is Security?
Definitions:
§ Book: “The quality or state of being secure- to be free from danger”

§ James Anderson, Inovant: “Well-informed sense that information risks and controls are in balance”

§ Rita Summers, IBM Systems Journal, 1984: “Includes concepts, techniques and measures that are used to protect 

computing systems and the information they maintain against deliberate or accidental threats”

Successful companies should have multiple security “tiers”:

§ Physical security

§ Personal security

§ Operations security

§ Communications security

§ Network security

§ Information security



What is Information Security?

Protection of information and its critical elements, including systems that use, store, and transmit that info

Necessary tools:

§ Policy

§ Awareness

§ Training

§ Education

§ Technology






































































































































































































