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Foreword

With the entry into force of the Lisbon Treaty and the adoption of the Stockholm
Programme, the processing and protection of personal data has become one of the
most relevant matters in the area of Freedom, Security and Justice of the European
Union.

The Charter of Fundamental Rights of the European Union, which recognised
the protection of personal data as a separate fundamental right in its Article 8, has
become legally binding not only for EU institutions, bodies, offices and agencies,
but also for Member States when acting within the scope of EU law.

Article 16 of the Treaty on the Functioning of the European Union (TFEU) and
the abolition of the three-pillar structure provide for the possibility of replacing
Directive 95/46/EC and other existing instruments with a comprehensive legal
framework on data protection. In accordance with this new legal framework, in
January 2012 the Commission issued a legislative package for an overall reform of
the data protection rules, including a Communication setting out its main objectives
and two legislative proposals: a draft Regulation establishing a general EU frame-
work for data processing and protection (the General Data Protection Regulation),
and a draft Directive covering the processing and protection of personal data in the
areas of police and judicial cooperation, and national criminal proceedings (the
Data Protection Directive).

In the context of the General Data Protection Regulation, a relevant issue
currently under discussion is the revision of the traditional principles, rights and
procedures on data protection, in order to make them more effective in practice and
to deal with new challenges. New phenomena like cloud computing, social net-
works and geo-location devices are gradually becoming a part of the daily life of the
citizens, who have the right to be adequately protected against any breaches of data
protection rules.

On the other hand, the Stockholm Programme has also encouraged relevant
discussions in the field of data protection. Although the principle of availability
would continue to give “important impetus” to the collecting, processing and
sharing of information in the area of Freedom, Security and Justice, the European
Council has stressed the need to assess the existing information systems and
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criminal databases—especially those set up in the past years on the basis of the
principle of availability—and integrate them into the framework of a coherent and
overall EU Information Management Strategy (IM Strategy). More coherence in the
multitude of information systems and databases created for law enforcement
purposes, most of which are based on the need to fight against terrorism, is
absolutely necessary. New databases should not be created without a prior evalu-
ation of the existing information systems and a real privacy and data protection
impact assessment of the new proposal.

The fight against terrorism continues to be a major concern, also for third
countries enjoying close relations with the European Union. To tackle this phe-
nomenon, the United States (of America) (US), Canada and Australia have signed
individual agreements with the European Union, in order to receive information
collected by EU air carriers operating flights from and to their countries, for the
prevention, detection, investigation and prosecution of terrorist offences and
serious (transnational) crime.

In the framework of such agreements, a considerable amount of personal data is
provided to law enforcement authorities of the US, Canada and Australia. These
data are provided by passengers to carriers when booking a flight or checking in,
and include names, travel dates, travel itinerary, ticket information, contact details,
travel agent at which the flight was booked, means of payment used, seat number
and baggage information.

Moreover, in application of the EU-US Agreement on the Transfer of Financial
Messaging Data for purposes of the Terrorist Finance Tracking Program (TFTP),
the US Treasury Department is receiving personal data related to financial pay-
ments made by European citizens and companies.

The EU-US Agreement on TFTP is closely monitored by the EU institutions.
Following intensive discussions on the US surveillance revelations and data pro-
tection, the work has been resumed as to the development of a general transatlantic
framework with adequate safeguards for the sharing of personal data for law
enforcement purposes.

Judges and prosecutors of the Member States should be aware of the practical
consequences of this challenging context. They have a particular obligation to
protect privacy and personal data of the citizens in the current information society.
Both are fundamental rights of the citizens, expressly recognised in the Charter of
Fundamental Rights of the European Union and in most of the legal systems of the
Member States, and thus enforceable before the national courts.

Furthermore, the new technologies have created useful tools for police and
judicial authorities. The appropriate balance will need to be found between the
efficiency of the criminal investigation (when gathering, processing and exchang-
ing criminal data) and the rights of privacy and data protection of persons who may
be targeted or otherwise be involved in those investigations, in order to avoid any
risk of inadmissibility of evidence at trial stage.

Some databases (criminal records, arrested persons, land registers, taxes and
revenues) may be directly accessible by judges and prosecutors, simply by intro-
ducing a password in their computers located at court. In the near future, the
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exchange of information with Eurojust through the Eurojust National Coordination
System, as well as access to databases on criminal records of other Member States
of the European Union, will be a reality.

Since 2007, the members of the project entitled “Data Protection in Criminal
Proceedings” have worked closely with different institutions and bodies of the
European Union and of some Member States (mainly Spain, Germany, the Neth-
erlands and the UK) with the main objective of providing awareness and specialised
training on the processing and protection of personal data to judges and prosecutors
of the Member States.

The European Data Protection Supervisor has actively supported and partici-
pated in the activities organised in the framework of this project, with a view to
encouraging an exchange of professional experience and expertise in this new and
dynamic environment. I hope that this handbook will provide incentives to its
readers to continue in the same spirit and to benefit from the enormous possibilities
of the EU databases, information systems, channels and agencies set up for the
purposes of preventing and combating crime with full respect of the fundamental
rights of the individuals concerned.

Brussels, Belgium Peter Hustinx
December 2013






Rationale

The idea of the DPiCP Project originated in a seminar held at the Faculty of Law of
Toledo on 24 and 25 May 2007. In a meeting room of this ancient Convent of the
Dominican Order, data protection experts from different European institutions and
agencies, as well as Spanish judges, prosecutors and university professors had the
opportunity to discuss the implications, in the area of cross-border criminal pro-
ceedings, of two main topics closely related to each other: the increasing exchange
of information for the purposes of investigating and prosecuting criminal offences,
including the setting up of new databases and information systems, on the one hand,
and the impact of these phenomenon in privacy and other fundamental rights of
suspects and other individuals concerned, including the protection of their personal
data, on the other hand.

The discussion ran in parallel to the debate on the most appropriate methodology
for providing training on this complex matter. This training was considered neces-
sary because most judges and prosecutors of the Member States were not familiar
with the enormous possibilities that come from having access to databases and
information systems storing cross-border information that might be crucial in
national investigations and proceedings. Moreover, judicial authorities considered
mostly the rules on data processing, data protection and data security as a purely set
of administrative rules with a minimum impact in ongoing investigations and
prosecutions.

Following discussions in the Toledo seminar, from 12th to 14th September 2007
the Council of Europe hosted a workshop for judges and prosecutors on “Data
protection in criminal proceedings”, with special focus on Spain, the Netherlands
and the United Kingdom. This workshop, with a practice-orientated approach, was
based on a case study related to a criminal investigation of drugs, organised crime
and money laundering coordinated by the United Kingdom with the support of
Europol and Eurojust. In order to progress in the investigation, the UK national
competent authorities requested relevant information stored in databases and
information systems of other Member States (The Netherlands, and Spain) and
a third State (Russia). In the different sessions of this workshop, the role of
Eurojust and Europol was promoted, the possibilities of the EU information

ix
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systems explored, and the applicable legal instruments analysed. The importance of
the administrative rules governing data quality, data protection and data security
was highlighted.

The institutions involved in the Toledo seminar then presented a proposal to the
Commission, under the “Criminal Justice Programme 2008, for the organisation of
a set of training courses on data protection in criminal proceedings. The proposal
was entitled “Data Protection in Criminal Proceedings” (DPiCP) Project.

The Commission awarded a grant to the DPiCP Project and, with its support and
co-financing, a another workshop on data protection in criminal proceedings was
hosted by the Council of Europe, in Strasbourg, on 7-9 October 2009. This training
activity combined a theoretical and practical approach, in order to provide law
enforcement and judicial authorities with the necessary basic knowledge, compe-
tences and skills to prevent and combat cross-border criminality through the efficient
use of the EU agencies and information systems mentioned above. The European
Judicial Training Network (EJTN) actively promoted this training activity.

EJTN also supported another two training courses organised in Madrid, at the
Spanish General Council of the Judiciary (on 14—16 July 2010), and in Barcelona, at
the Spanish Judicial School (on 24-26 October 2011). A considerable number of
judges attended both training courses, which focused on the impact of the EU
framework for exchange of information in national criminal proceedings.

Discussions during these training courses resulted in the publication in 2012 of a
handbook for Spanish judges and prosecutors, covering both the European dimen-
sion and the national legal system of Spain.’

This book has a more reduced scope and defined purpose. In scope, it mainly
covers the European dimension of the information systems and rules for the
processing and protection of personal data, although some references are also
made to the impact of those rules in domestic investigations and criminal pro-
ceedings. As for its purpose, the book intends to be a useful tool for trainers and
practitioners in the preparation of training activities related to cross-border coop-
eration and exchange of information in the fight against organised crime.

During the drafting of this book, I have given special consideration of the
Communication “Building trust in EU-wide Justice: a new dimension to European
Judicial Training” issued by the Commission in September 201 1,2 as well as
discussions taken place at the Conference “Stimulating European Judicial Train-
ing” organised by the Commission on 10 April 2013, in Brussels.”

! Nuevas tecnologias, proteccion de datos y proceso penal, coordinated by Angeles Gutiérrez
Zarza, edit. Wolters Kluwer, Madrid 2012.

2COM(2011) 551 final.

* All information, including the Agenda and materials of the conference, are available at http://ec.
europa.eu/justice/events/judicial-training-2013/index_en.htm. See, in particular, Le Bail, F.: “The
European added value: the EU role in Judicial Training”’; Berlinguer, L.: “The EP Pilot Project on
European Judicial Training”; Goldsmith, J.: “The European training platform: the e-Justice portal
as entry point for finding a training session”.


http://ec.europa.eu/justice/events/judicial-training-2013/index_en.htm
http://ec.europa.eu/justice/events/judicial-training-2013/index_en.htm
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In the above-mentioned Communication, judicial training is considered a crucial
element of the creation of a European judicial culture, as it enhances mutual
confidence between Member States, practitioners and citizens and ensures the
efficient functioning of the European Judicial Area.

This Communication confirmed the importance of providing legal practitioners
with appropriate training on EU law, including, among other priority areas, judicial
cooperation in criminal matters and data protection.

Another relevant document considered carefully during the preparation of this
book has been the Communication “Establishing a European Law Enforcement
Training Scheme” (LETS) adopted by the Commission on 27 March 2013.*
According to this Communication, training for police, customs, border guards
and other police authorities is essential to create a common European law enforce-
ment culture and ensure effective cross-border cooperation against serious crime.

This book offers guidance to those dealing with the challenging task of provid-
ing training for law enforcement and judicial authorities in the complex topic of
cross-border exchange of information and data protection in criminal matters.
While the book has been drafted with those objectives in mind, the author is
conscious that the matter is extremely complex, the legal instruments are dispersed,
and the databases and information systems are constantly evolving.” I am confident,
however, that the content of the book will be of help to both trainers and legal
practitioners seeking to become more familiar with the new possibilities of the EU
in fighting cross-border crime effectively and protect EU citizens, whilst respecting
privacy and fundamental rights of the suspects and accused persons.

4COM(2013) 172 final. Brussels, 27.3.2013.

5 The reader will find updated information and documents related to the content of this book at
www.idee.ceu.es/en-us/home.aspx.


http://www.idee.ceu.es/en-us/home.aspx
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Chapter 1
Like Mushrooms After a Rainy Autumn Day

In the past 10 years, the Member States of the EU have experienced an increasing
exchange of information for the purposes of preventing and fighting serious cross-
border crime. Several elements have contributed to this intensive workflow in the
area of Freedom, Security and Justice of the EU.

Firstly, there has been an intensive period of policy and legislative work to create
an adequate framework to enable law enforcement and judicial authorities from
different Member States to work together in ongoing investigations and criminal
proceedings, regardless of the existence of different jurisdictions and legal systems
in the EU.

In order to tackle the criminal organisations and networks threatening the
security of the EU in the most effective and efficient manner, some innovative
principles (mutual recognition, availability) and concepts (Information Manage-
ment Strategy, European Information Exchange Model) have been adopted.

In accordance with the principle of mutual recognition, which was officially
proclaimed by Tampere conclusions, the Issuing and executing judicial authorities
are entitled to contact each other directly to exchange information and relevant
documents. Obviously this exchange of information and documents must still be
undertaken under specific legal instruments and through the appropriate channels,
but such cooperation is no longer not longer in the hands of the diplomatic services
of Member States: judicial authorities can speak to each other directly and discuss
details of common investigations and prosecutions. This constant dialogue will
ensure a fruitful collaboration in a particular criminal investigation or prosecution.

The recognition of the principle of availability by The Hague multiannual
programme initiated a culture of mutual cooperation and sharing of information
across the European Union. According to this principle, a law enforcement officer
who needs information in order to perform his duties should be able to obtain that
information from another Member State, and the law enforcement office holding

The opinions expressed by the author are personal and do not necessary coincide with those of the
institution she is working for.

A.G. Zarza (ed.), Exchange of Information and Data Protection in Cross-border 3
Criminal Proceedings in Europe, DOI 10.1007/978-3-642-40291-3_1,
© Springer-Verlag Berlin Heidelberg 2015
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the information should make it available, for the stated purpose, taking into account
the requirements of ongoing investigations in that Member State.

The implementation in practice of this principle has resulted in a proliferation of
information systems, channels and tools for the exchange of information, which
motivated the need for a comprehensive, integrated and well-structured Information
Management (IM) Strategy for the Internal Security of the EU. Following a
thoroughly assessment of the implementation of the most relevant existing legal
instruments, the Commission has designed a European Information Exchange to
guide the Union and the Member States in cross-border exchange of information for
operational purposes.

There has also been a proliferation of rules governing the processing and
protection of personal data in the area of Freedom, Security and Justice of the
EU. In 2005, Mr Charles Elsen pointed out that “the data protection rules were
growing like mushrooms after a rainy Autums day”," and certainly this situation has
steadily increased.” As Directive 95/46/EC” excluded from its scope of application
the areas of police and judicial cooperation in criminal matters, the setting up of
each information system and databases has been accompanied by its own set of
principles, rights and proceedings on data protection.

The Treaty of Lisbon was envisaged by the Commission as a unique legal basis
for the adoption of common rules for the processing and protection of personal data
in both private and public sectors, including police and justice matters. Although
the Commission has issued two different initiatives on this matter (the General Data
Protection Regulation and the Data Protection Directive, the later focused on
criminal matters), there is a consistent and common approach on this matter.

From a more practical point of view, the Commission has continued working on
several initiatives aimed at promoting the exchange of information for the purposes
of preventing and fighting cross-border crime. The initiatives of the Commission on
the Terrorism Finance Tracking System (TFTS) in the European Union and of the
EU Passenger Name Record (PNR) Scheme are some of the most innovative tools
in this area.

In this policy and legal framework, we cannot forget the Council of Europe. It
was the pioneer European institution regulating the processing and protection of
personal data and now, it is sharing this role with the EU.

A second element motivating the increasing exchange of information for the
purposes of preventing and fighting serious cross-border crime is the gradual

T“Police information systems in the European Union”, The rights of the individual vis-a-vis police
information systems, published by the Comissao Nacional de Proteccao de Dados, Lisbon,
1999, p. 114.

2Mr HUSTINX mentioned more recently that, “since 2005, about 40 percent of Commission
proposals analysed in EDPS opinions on new legislation were closely connected to the Area of
Freedom, Security and Justice” (eucrim 1/2013, p. 1).

3 Directive 95/46/EC on the protection of individuals with regard to the processing of personal data
and on the free movement of such data. OJ L 281, 23.11.1995, p. 31.
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consolidation of the EU agencies and bodies (Eurojust, Europol, OLAF) with
competences in this field.

As neither Europol nor Eurojust have any investigative power (meaning that
they cannot generate their own investigations and, in the case of Eurojust, prose-
cutions), both EU agencies completely rely on the information received from the
national competent authorities. For the appropriate development of their tasks, the
National Members of Eurojust are in permanent contact with the national prosecu-
tion services of their countries of origin, to identify how to best disrupt and
dismantle cross-border criminal organisations.

This constant dialogue generates a workflow in the form of a fluent exchange of
information between all the actors involved. Europol and Europol are governed by
strict rules for the processing and protecting of personal data. OLAF, the contact
points of the networks with competences in the area of Criminal Justice also
exchange relevant information related to ongoing investigations and proceedings.

The third element contributing to an increasing exchange of information is the
setting up of important EU information systems and databases (Priim, SIS-II,
ECRIS) enabling law enforcement authorities access, through appropriate channels
(SIENA, Swedish Council Decision) and tools (of police cooperation, of judicial
cooperation as the confiscation order), the information needed to get a clear picture
of criminal phenomena and organisations.

As it has been mentioned, the setting up of these information systems and
databases has been accompanied by their own rules for the processing and protec-
tion of personal data. These administrative rules should be strictly observed during
the collection, transmission, processing and exchange of information at police
level. However, when a criminal investigation has started, the application of the
rules for the processing and protection of personal data becomes more complicated,
mainly because criminal proceedings have their own rules for the management of
judicial activities and the protection of the fundamental rights of the individuals
concerned (suspects, victims, witnesses).

The confluence of the rules on data protection and those governing criminal
proceedings has many practical implications. As an example, in domestic investi-
gations, some lawyers tend to exercise the right of access to the judicial file in
accordance with the rules on data protection, whilst the right to information in
criminal proceedings has been, and still is, one of the fundamental rights protecting
suspects and accused persons in the context of investigations and criminal pro-
ceedings. Regardless of which the prosecutor is introducing the information about
the case in a manual file or in a case management system, the right to information in
criminal proceedings as regulated in the national Codes of criminal proceedings
would be applicable. In cross-border cases, the Directive 2012/13/EU of 22 May
2012 on the right to information in criminal proceedings* would be more appropri-
ate than the Council Framework Decision 2008/977/JHA of 27 November 2008 on
the protection of personal data processed in the framework of police and judicial

40JIL 142, 1.6.2012, p. 1.
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cooperation in criminal matters. These examples do not mean that the rules for the
processing and protecting of personal data do not have any relevance in the area of
criminal proceedings: they prove that the limits between both set of rules are not
always clear and that the same interest of the suspects (to be informed on the
existence of an investigation against him) may be protected by one or another set of
rules, depending mainly on whether there is a formal investigations or not against
this individual. If there is such formal investigation, the Codes of criminal pro-
ceedings apply.

The new proposal for a Data Protection Directive in cross-border criminal
proceedings’ is flexible enough to allow different scenarios and possibilities for
regulating the interaction between the rules on data protection and those of the
criminal proceedings at national level.

Another relevant element to consider is that, in most of cases, the exchange of
information between police or judicial authorities precedes, but does not replace,
the issuing and execution of request for police and judicial cooperation in criminal
matters. As example, automated searches in Priim system may result in a match
between a DNA sample and a DNA profile, however, the name of the individual
concerned will be only provided in response to known following a request for
mutual legal assistance sent by a police or judicial authority.

We can find another relevant example in the case of PNR information transmit-
ted to United States. The information transmitted through this system is very
valuable for the prevention or investigation at police level of serious forms of
crime, however, if a formal criminal investigation starts in any Member State of the
EU, the EU- US Agreement on Mutual Legal Assistance should apply to the receipt
of such information from US authorities through the appropriate channels and its
insertion in the judicial file.

As cross-border criminality evolves, the EU bodies must improve their opera-
tional capacities to prevent and combat criminal offences in the most effective
manner. This has been the main reason for the proposals of new Regulations about
Europol®, Eurojust’ and the European Public Prosecutor’s Office®. The proposals
for exchange of information among them, as well as with the judicial authorities of
the Member States is one of the most innovative and interesting matters under

5 Proposal for a Directive on the protection of individuals with regard to the processing of personal
data by competent authorities for the purposes of prevention, investigation, detection or prosecu-
tion of criminal offences or the execution of criminal penalties, and the free movement of such
data. Document COM(2012) 12 final.

6 Proposal for a Regulation of the European Parliament and of the Council on the European Union
Agency for Law Enforcement Cooperation and Training (Europol) and repealing Decisions 2009/
371/JHA and 2005/681/JHA. COM(2013) 173 final. Brussels, 27.3.2013.

7COM(2013) 535 final. Brussels, 17.7.2013.
8 COM(2013) 534 final. Brussels, 17.7.2013.
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consideration in the area of police and judicial cooperation in criminal matters.”
New legal instruments and tools, as the proposal for the European Investigation
Order,'® and the possibility to exchange requests of judicial cooperation through
e-Justice portal'! are innovative too.

Despite the existence of a great number of policy strategies, legal instruments,
tools and channels for the exchange of information in the EU, all of them should be
better aligned to support the common goal of protecting the EU citizens in an area
of Freedom, Security and Justice. This has been the approach taken by the Lithu-
anian and Greek Presidencies of the Council of the EU in view of the next
Multiannual Action Plan for the period 2014-2018. No more mushrooms, but the
existing crop needs to be better quality, more healthy. The importance of the new
initiatives under discussion at EU level in order to facilitate the exchange of cross-
border information for law enforcement and judicial authorities is analysed in the
last chapter of the book.

A final remark is needed, related to the scope of the book. This is focused on the
“operational” information gathered, processed and exchanged for the purposes of
preventing and combating serious cross-border crime. “Strategic” information is
not analysed in this work, although some references are made to the strategic
information processed by Eurojust and Europol, or to the EU policy cycle for
serious and international crime. We hope this operational approach will be of
interest for the reader, and will provide a clear view on the efforts being made by
both the EU institutions and Member States to protect the EU citizens in an Area of
Freedom, Security and Justice.

Regulation of the European Parlaiment and of the Council concerning investigations conducted
by the European Anti-fraud Office (OLAF) repealing Regulation (EC) No. 1073/1999 of the
European Parliament and of the Council and of the Council Regulation (Euratom) No 1074/
1999. Council document 17427/12 GAF 29 FIN 1022 CODEC 2955 OC 728.

" Initiative of the Kingdom of Belgium, the Republic of Bulgaria, the Republic of Estonia, the
Kingdom of Spain, the Republic of Austria, the Republic of Slovenia and the Kingdom of Sweden
for a Directive of the European Parliament and the Council regarding the European Investigation
Order in criminal matters. Council document 9288/10 COPEN 117 EUROJUST 49 EJN
13 PARLNAT 13 CODEC 384. Brussels, 21 May 2010.

" https://e-justice.europa.eu/home.do.
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Chapter 2

The Area of Freedom, Security and Justice
of the EU

2.1 Direct Contacts Between Judicial Authorities
in Accordance with the Principle of Mutual
Recognition

In the past, the national judicial authorities conducting investigations and criminal
proceedings did not maintained contacts with their colleagues in other Member
States. The traditional requests for judicial cooperation (e.g., extradition, rogatory
letters) were channelled through the Ministries of Justice and of External Affairs
and involved as intermediaries the diplomat and consular services of the requesting
and requested countries.

The system, quite uneffective and slow in practice, required certain changes
when the free movement of citizens started to became a reality in an Area of
Freedom, Security and Justice.!

The European countries that signed the 1990 Convention implementing the 1985
Schengen Agreement were committed to protect its citizens against serious cross-
border crime by improving and simplifying, among others, the mechanisms of
judicial cooperation in criminal matters. In this context, Art. 53 of the 1990
Convention stated that, without prejudice of the possibility of sending requests
through the Ministries of Justice or Interpol (parr. 2), “requests for assistance may

The opinions expressed by the author are personal and do not necessary coincide with those of the
institution for which she working.

' On this Area and on the principle of mutual recognition, see Flore (2009), pp. 24 and 366; Monar
(2010), p. 21; Elsen (2010), p. 255; Peers (2011), pp. 4 and 655; Klip (2012), pp. 13 and 362;
Gutierrez Zarza et al. (2004).

On the changes introduced by the Treaty of Amsterdam, see Labayle (2002) and Bruti Liberati
(2002).

On the principle of mutual recognition, see also Gless (2005), p. 121.

A.G. Zarza (ed.), Exchange of Information and Data Protection in Cross-border 11
Criminal Proceedings in Europe, DOI 10.1007/978-3-642-40291-3_2,
© Springer-Verlag Berlin Heidelberg 2015
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be made directly between judicial authorities and returned via the same channels”
(parr. 1).2

In the EU Context, the Treaty of Maastricht proclaimed very timidly that judicial
cooperation was one of the “matters of common interest” of the Member States.
However, this short sentence was relevant enough to serve as legal basis for the
adoption by the Council of two joint actions aimed at facilitating contacts between
the judicial authorities of different Member States:

— First, the Joint Action 96/277/JHA of 22 April 1996 adopted on the basis of
Article K.3 of the Treaty of European Union concerning a framework for the
exchange of liaison magistrates to improve judicial cooperation between the
Member States of the EU.> In accordance with its Art. 1(3), the aim of this Joint
Action was “to increase the speed and effectiveness of judicial cooperation and
to promote the pooling of information on the legal and judicial systems of the
Member States and to improve their operation”. Under specific arrangements
between the home Member State and the host Member State, liaison magistrates
may also handle “the exchange of information and statistics designed to promote
mutual understanding of the legal systems and legal data bases of the States
concerned” [Art. 2(2)].

— Second, the Joint Action 98/428/JHA of 29 June 1998 adopted on the basis of
Article K.3 of the Treaty of European Union on the creation of a European
Judicial Network.* In accordance with one of its recitals:

Effective improvement of judicial cooperation between the Member States requires the
adoption of structural measures at European Union level to enable the appropriate direct
contacts to be set up between judicial authorities and other authorities responsible for judicial
cooperation and judicial action against forms of serious crime, within Member States.

With this spirit, the contact points of EJN were conceived as “active interme-
diaries with the task of facilitating judicial cooperation between the Member
States”, enabling judicial and other competent authorities to establish the most
appropriate direct contacts and provide them with the necessary information “to
prepare an effective request for judicial cooperation or to improve judicial
cooperation in general” (Art. 4).

The possibility of the requesting and the executing judicial authorities to provide
the necessary information and discuss with liaison magistrates or EJN contact
points the difficulties encountered in cross-border investigations and prosecutions
was a major step in the area of judicial cooperation. Another relevant change was
that, following this exchange of information and views, formal requests for mutual

2 See Annex to the Protocol integrating the Schengen acquis into the framework of the EU. This
Protocol was annexed to the Treaty on European Union and to the Treaty establishing the
European Community by the Treaty of Amsterdam. OJ C 340, 10.11.1997.

30JI L 105, 27.4.1996, p. 1.
40I L 191, 7.7.1998, p. 4.
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legal assistance and extradition could be sent and returned directly—in certain
cases—between the competent judicial authorities.

In the particular area of money laundering and in accordance with Art. 4 of the
Joint Action 98/699/THA of 3 December,” Member States should “encourage direct
contacts between investigators, investigating magistrates and prosecutors of Mem-
ber States making appropriate use of available cooperation arrangements” (parr. 1).
In case of difficulties, the requested State should endeavour to satisfy the request in
some alternative way “after appropriate consultation with the requesting State”
(parr. 2).

The Convention of 27 September 1996 relating to extradition between the
Member States of the EU privileged the role of the central authorities for the
transmission and reception of extradition requests and supporting documents
(Art. 13). However, the judicial authorities of the Member States which had
submitted a declaration to Art. 14 were entitled to send requests for supplementary
information directly to the judicial authorities or other competent authorities
responsible for criminal proceedings. In practice, most of the Member States
which adopted the Convention submitted such declaration.®

The Treaty of Amsterdam reinforced notably the importance of judicial coop-
eration in criminal matters in the EU. This Treaty proclaimed that one of the
objectives of the Union—i.e., not a mere common interest of the Member
States—should be “to provide citizens with a high level of safety within an area
of freedom, security and justice by developing common action among the Member
States in the field of police and judicial cooperation in criminal matters and by
preventing and combating racism and xenophobia”. A Protocol Annexed to the
Treaty integrated the Schengen acquis, including its legal provisions on judicial
cooperation, into the legal framework of the EU.

The new Treaty consolidated the previous achievements, and created the appro-
priate legal framework for some new elements developed by the Action Plan on
how best implement the provisions of the Treaty of Amsterdam in an Area of
Freedom, Security and Justice (Vienna Action Plan). Among these new elements,
the Vienna Action Plan announced the need to start “a process with a view to
facilitating mutual recognition of decisions and enforcement of judgements in

criminal matters”,” and the convenience “of extending and possibly formalising

the exchange of information on criminal records”.®
In line with the Treaty of Amsterdam and the Vienna Action Plan, the Tampere

European Council stated that a joint mobilisation of police and judicial resources

3 Joint Action 98/699/JHA of 3 December 1998 adopted by the Council on the basis f Article k.3 of
the Treaty on European Union, on money laundering, the identification, tracing, freezing, seizing
and confiscation of instrumentalities and the proceeds of crime. OJ 333, 9.12.1998.

%See Gutierrez Zarza et al (2004), p. 1291.
7P. 12 and 13.
8Cit., p. 14.
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was needed to guarantee that there were no hiding place for criminals or the
proceeds of crime within the Union.’

As it is well known, Tampere also proclaimed the principle of mutual recogni-
tion as “the cornerstone of judicial cooperation in both civil and criminal matters
within the Union”. This principle entails that a judicial decision adopted in a
Member State should be executed in other Member State as if this decision was
taken by a judicial authority of that later State. Mutual recognition is based on the
assumption that, despite the diversity of criminal law systems in the EU, the
Member States are all part of a European judicial culture founded on common
values, including the respect of human rights and fundamental freedoms, and that
judicial authorities take their decisions in accordance with such common values.
All judicial authorities must be confident in the structure and functioning of the
legal systems, and in the ability of all Member States to ensure a fair trial.

Following the Tampere conclusions, a comprehensive programme of measures
to implement the principle of mutual recognition in criminal matters was adopted
by the Council and the Commission in 2001. In accordance with this Action Plan,
the principle of mutual recognition must be sought at all stages of criminal pro-
ceedings, including pre-trial stage, conviction and post-sentencing follow-up
decisions. "’

Although the Council had given priority to the adoption of measures with a view
to the freezing and further confiscation of the proceeds of crime,'' the terrorist
attacks in New York and Washington in 2001 accelerated the dossier of the
European Arrest Warrant (EAW), which was adopted at the JHA Council meeting
of 13 June 2002.'% So far, the EAW is the most representative and frequently
applied EU legal instrument based on the principle of mutual recognition. When
the location of the individual concerned is known, the issuing judicial authority is
entitled to transmit the EAW directly to the executing judicial authority. Difficulties
faced during the issuing, transmission or execution of the EAW, as well as during
the surrender of the person arrested, can be discussed and solved directly between
both judicial authorities. There is also the possibility to ask for the assistance of
EJN, or in certain cases Eurojust, in order to overcome such difficulties and
obstacles.

Eurojust, also mentioned in the Tampere Conclusions,13 was set up by Council
Decision of 28 February 2002 as the new actor in the EU landscale with the main
objectives of providing support and assistance to the judicial authorities of the
Member States in complex investigations and prosecutions against serious cross-

® Tampere Conclusions, p. 2.

'0Pprogramme of Measures to implement the principle of mutual recognition of decisions in
criminal matters. OJ C 12, 15.1.2002, p. 10.

' Action Plan of 2001, p. 14.

12 Council Framework Decision 2002/584/JHA of 13 June 2002, on the European Arrest Warrant
and the surrender procedures between the Member States of the EU. OJ L 190, 18.7.2002.

13 See point (46).
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border crime. In cases of organised crime, money laundering, drugs trafficking, or
trafficking of human beings, Eurojust maintains frequent contacts and permanent
exchange of information with the national competent authorities, in order to tackle
these criminal offences of the most coordinated manner.

The Council Framework Decision on freezing and confiscation was adopted in
2003. In most of the cases, the judicial authorities of the Member States continued
requesting the freezing and further confiscation of criminal assets on the basis of the
Convention on Mutual Legal Assistance between the Member States of the EU of
29 May 2000. Among other reasons, the freezing order required the previous
identification of the properties or criminal assets, which is not always possible.
Moreover, another request for confiscation on the basis of the Convention of 2000
or the Council Framework Decision on confiscation was needed afterwards.

The Convention of 2000 simplified notably the freezing and further confiscation
of criminal assets, because both requests could be submitted in the same rogatory
letter. Moreover, requests for mutual assistance and spontaneous exchange of
information could be made directly between the requesting and the requested
competent judicial authority [Art. 6(1)].

Tampere Council Conclusions were replaced by a new multiannual programme,
the so called The Hague Programme for the period 2005-2009."* This Programme
established a clear link between mutual recognition and mutual trust, and included a
set of measures to be implemented in order to increase trust between the judicial
authorities of the Member States.

The Hague Programme also urged the EU institutions to work on a common core
of fundamental rights for suspects and accused persons. In particular:

The further realisation of mutual recognition as the cornerstone of judicial cooperation
implies the development of equivalent standards for procedural rights in criminal pro-
ceedings, based on studies of the existing level of safeguards in Member States and with
due respect for their legal traditions. In this context, the draft Framework Decision on
certain procedural rights in criminal proceedings through the European Union should be
adopted by the end of 2005."°

In the genuine EU area of Justice identified as one of the ten priorities for the
next 5 years, the Action Plan of The Hague Programme included an ambitious list
legal instruments to ensure the implementation of the principle of mutual recogni-
tion in all steps of criminal proceedings. The Council Framework Decisions on

!4 The Hague Programme: strengthening Freedom, Security and Justice in the European Union. OJ
C 53, 3.3.2005, p. 1.

5 The Hague Programme: strengthening Freedom, Security and Justice in the European Union. OJ
C 53, 3.3.2005, p. 12.
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financial penalties,16 confiscation,'” custodial sentences,18 probation19 and super-
vision measures>’ were adopted accordingly.

A Council Framework Decision on taking account convictions in other criminal
procedures was also adopted. To ensure the exchange of information on criminal
records, two Council Decisions on ECRIS were adopted too.

The Treaty of Lisbon has provided a solid legal basis for the achievements made
by the Union in the field of Criminal Justice. A comprehensive Title devoted to the
Area of Freedom, Security and Justice has been introduced in Chapter V of the
Treaty on the Functioning of the EU (TFEU), including a chapter on Judicial
Cooperation in Criminal Matters (Arts. 82-86 TFEU). In accordance with this
legal framework, the Union constitutes “an area of freedom, security and justice
with respect for fundamental rights and the different legal systems and traditions of
the Member States” [Art. 67(1)]. Judicial cooperation in criminal matters is based
on the principle of mutual recognition in criminal matters [Art. 82(1)], and includes
the approximation of the laws and regulations of the Member States in certain areas
including, inter alia, mutual admissibility of evidence and the rights of individuals
in criminal procedure [Art. 82(2)(a) y (b)].

On the principle of mutual recognition, the most relevant legal instruments on
the table of the European legislator are the European Investigation Order and the
European Freezing and Confiscation Order.

Combating crime effectively requires a close cooperation and dialogue between
the judicial authorities of the Member States and the involvement, when necessary,
of the contact points of EJN and other networks as the European Network of experts
in Joint Investigations Teams. In complex cases requiring coordination, Eurojust
continues providing support and strengthening coordination and cooperation
between national investigating and prosecuting authorities. In accordance with
Art. 85(1), Eurojust can be entitled to initiate criminal investigations and propose
the initiation of prosecutions conducted by competent national authorities, “partic-
ularly those relating to offences against the financial interests of the Union”. The
Commission has decided to wait the results of the sixth round of mutual

16 Council Framework Decision 2005/214/THA of 24 February 2005 on the application of the
principle of mutual recognition to financial penalties. OJ L 76, 22.3.2005, p. 16.

17 Council Framework Decision 2006/783/JHA of 6 October 2006 on the application of the
principle of mutual recognition to confiscation orders. OJ L 328, 24.11.2006, p. 59.

18 Council Framework Decision 2008/909/JHA of 27 November 2008 on the application of the
principles of mutual recognition to judgements in criminal matters imposing custodial sentences or
measures involving deprivation of liberty for the purpose of their enforcement in the European
Union. OJ L 327, 5.12.2008, p. 27.

19 Council Framework Decision 2008/947/THA of 27 November 2008 on the application of the
principle of mutual recognition to judgements and probation decisions with a view to the
supervision of probation measures and alternative sanctions. OJ L 337, 16.12.2008, p. 102.

20 Council Framework Decision 2009/829/THA of 23 October 2009 on the application, between the
Member States of the European Union, of the principle of mutual recognition to decisions on
supervision measures as an alternative to provisional detention. OJ L 294, 11.11.2009, p. 20.
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recognitions to decide whether the existing powers of Eurojust as an intermediary
between the national judicial authorities can be extended further to give Eurojust an
active role with direct impact in national criminal procedures.

Based on Art. 86 TFEU, a new actor has appeared in the Union scale: the
European Public Prosecutor’s Office (EPPO), responsible for investigating, prose-
cuting and bringing to judgement the perpetrators of, and accomplices in, offences
against the financial interests of the Union. The EPPO will not be a mere interme-
diary between the national authorities of the Member States, but will assume the
investigations and further steps of the national criminal proceedings in the partic-
ular field of the protection of the financial interests of the EU. For the appropriate
performance of its tasks, the EPPO will need to work closely, maintain permanent
contacts and exchange information with the national prosecution services and other
relevant EU actors, including Eurojust, Europol and OLAF.

In this context the Stockholm Programme—the third multiannual programme for
the Area of Freedom, Security and Justice of the EU—gave priority to the citizens
and the protection of its fundamental rights for the period 2010-2014. El Roadmap
of the Commission on the rights of the suspects of criminal offences was gradually
developed. The Directive 2010/64/EU of 20 October 2012 on the right to interpre-
tation and translation in criminal proceedings and the Directive 2012/13/EU of 22
May 2012 on the right of information in criminal proceedings were adopted by the
Council. The proposal for a Directive on the strengthening of certain aspects of the
presumption of innocence and the right to be present at trial in criminal proceed-
ings, the proposal for a Directive on provisional legal aid, and the proposal for a
Directive on safeguards of children suspected and accused in criminal proceedings
were presented by the Commission in December 2013.

If we consider now the area of judicial cooperation in criminal matters, it seems
that all the elements envisaged in the previous Treaties and multilateral
programmes are present. The principle of mutual recognition has been implemented
in different stages of the criminal proceedings, and the approval in the near future of
both the European Investigation Order and the Order for freezing and further
confiscation will improve consistency and efficiency in the fight against serious
cross-border crime. The competent judicial authorities can easily approach national
contacts points of different networks in order to solve practical problems or
difficulties during the issuing, transmission or execution of requests for judicial
cooperation. In complex cases, judicial authorities may ask for the support and
assistance of Eurojust. When applying the legal instruments based on the principle
of mutual recognition, judicial authorities should respect the fundamental rights of
the citizens, in particular the rights of the victims and of the suspects of criminal
offences in cross-border cases.

Well aware of these achievements, the ongoing reflection process with a view to
the adoption of the next multiannual programme is focused on the consolidation of
the progress made, rather than in the introduction of new elements in the area of
Freedom, Security and Justice of the EU. Among other key elements, discussions
during the Lithuanian Presidency of the EU have highlighted the role of the JHA
agencies in the implementation of the legal instruments of judicial cooperation and
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in the collection of knowledge, the increased use of innovative tools and channels
for the exchange of information, and the need to provide appropriate training on
new technologies for EU practitioners.”'

2.2 The increased Exchange of Information Among
Law Enforcement Authorities in Accordance
with the Principle of Availability

For many decades, cross-border police cooperation and exchange of information
was not very frequent among the law enforcement authorities of different Member
States: law enforcement authorities mostly focused on the national dimension of
serious forms of criminality, and were very reluctant to facilitate this information to
police authorities of other Member States.

The situation evolved gradually with the suppression of the internal borders and
the need to establish some compensatory measures to the free movement of persons
in the Schengen area. Initially conceived and developed in the margins of the EU
project, the 1990 Convention implementing the 1985 Schengen Agreement pro-
moted a close cooperation between police authorities of different countries and set
up one of the most relevant tools for the exchange of law enforcement information:
the Schengen Information System (SIS).*? Article 39(1) of the 1990 Convention
referred to the need of police authorities to “assist each other for the purposes of
preventing and detecting criminal offences, in so far as national law does not
stipulate that the request has to be made and channelled via the judicial authorities”.
The operation and use of SIS, as well as the rules applicable for data protection and
data security, were laid down in a specific Title of the 1990 Convention.

In 1993, the Treaty of Maastricht proclaimed that “combating” serious forms of
international crime was one of the matters of common interest of the EU.

Based on Art. k.3 TEU, the Council recommended to the Member States the
adoption of the Convention on the establishment of a European Police Office
(Europol Convention).>® The Convention was drawn up with the common objective
“of improving police cooperation in the field of terrorist, unlawful drug trafficking
and other serious forms of international crime through a constant, confidential and
intensive exchange of information between Europol and Member States’s national
units” and considering that, in the field of police cooperation, “particular attention
must be paid to the protection of the rights of individuals, and in particular to the

protection of their personal data”.**

2! See Part V “New Developments”.
22See Genson (2002), p- 125.
23 Council Act of 26 July 1995 (95/C 316/01), OJ C 316, 27.11.1995, p. 1.

24 Convention based on Art. K.3 TEU, on the establishment of a European Police Office (Europol
Convention), Annexed to the Council Act of 26 July 1995 mentioned in the previous note, p. 3.
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As in the area of judicial cooperation, police cooperation was reinforced notably
after the entry into force of the Treaty of Amsterdam and the creation of an Area of
Freedom, Security and Justice. Jointy with the Protocol integrating the Schengen
acquis in the EU, this Treaty highlighted the importance of ensuring the security of
the EU citizens by enhancing a close cooperation between the law enforcement
authorities of the Member States. In words of the Vienna Action Plan, “freedom
loses much of its meaning if it cannot be enjoyed in a secure environment and with
full backing of a system of justice in which all Union citizens and residents can have
confidence”.”> The Vienna Action Plan also included, among other measures,
“examine Europol access to SIS”,%° and “study the possibility of setting up a system
of exchanging fingerprints electronically between Member States”.’

The Tampere Council Conclusions called on the Council “to provide Europol
with the necessary support and resources” to ensure that, in the near future, its role
would be strengthened “by means of receiving operational data from Member
States and authorising it to ask Member States to initiate, conduct or coordinate
investigations, or to create joint investigative teams in certain areas of crime”.”®

In the particular are of the EU actions against money laundering, the Tampere
conclusions promoted the operational exchange of information between the units
specialised in the identification and communication of suspicious transactions:

With due regard to data protection, the transparency of financial transactions and ownership
of corporate entities should be improved and the exchange of information between the
existing financial intelligence units (FIU) regarding suspicious transactions expedited.
Regardless of secrecy provisions applicable to banking and other commercial activity,
judicial authorities as well as FIUs must be entitled, subject to judicial control, to receive
information when such information is necessary to investigate money laundering.

The Hague Programme?’ recognised officially that the exchange of information

among law enforcement authorities should be governed by the principle of avail-
ability. The European Council considered that the strengthening of the area of
Freedom, Security and Justice required “an innovative approach to the cross-border
exchange of law-enforcement information” and declared that, with effect from
1 January 2008, the exchange of such information should be governed by the
principle of availability

Which means that, throughout the Union, a law enforcement officer in one Member State

who needs information in order to perform his duties can obtain this from another Member
State and that the law enforcement agency in the other Member State which holds this

23 Doc. cit., p. 2.

2% Vienna Action Plan, cit., p- 11.
27 Cit., p. 14.

28 Cit., parr. 45.

2 The Hague Programme: strengthening freedom, security and justice in the European Union,
Council document 16054/04 JAI 559. Brussels, 13 December 2004.
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information will make it available for the stated purpose, taking into account the require-
ment of ongoing investigations in that State.*

The Hague Programme invited the Commission to present, by the end of 2005,
legislative proposals for the practical application of the principle of availability, in
which certain key conditions related to the exchange of information, data integrity,
data protection and data security should be observed.*'

This Programme also stated that:

The methods of exchange of information should make full use of new technology and must
be adapted to each type of information, where appropriate, through reciprocal access to or
interoperability of national databases, or direct (on-line) access, including for Europol, to
existing central EU databases such as the SIS.

In the specific area of management of migration flows, including the fight against
illegal immigration, mentioned the need to “maximise the effectiveness and inter-
operability of EU information systems in tackling illegal immigration and improv-
ing borders controls as well as the management of these systems”, including the
Schengen Information System (SIS), Visa Information System (VIS) and
EURODAC, “taking into account the need to strike the right balance between law
enforcement purposes and safeguarding the fundamental rights of individuals”.*?

The Hague programme also made a short reference to “the proposal for a
common EU approach on the use of passengers data for border and aviation security
and other law enforcement purposes”,*> and acknowledged the particularities of the
exchange of information between the security and secret services of the EU

Member States, as follows:

The exchange of information between security services should be maintained and
improved, taking into account the overall principle of availability and giving particular
consideration to the special circumstances that apply to the working methods of security
services, e.g. the need to ensure the methods of collecting information, the sources of
information, and the continued confidentiality of the data after the exchange.>*

The internal bodies of the Council had long discussions on the meaning and
scope of the principle of availability,” and identified different modalities of access
to information.

The first modality was the direct access by the requesting law enforcement
authority to the databases located in another Member State. This modality, advo-
cated by the Commission, faced some reluctances from the Member States due to
several factors: language problems, information technology problems, financial

30 The Hague Programme, p. 18.

31 The Hague Programme, p. 18.

32 The Hague Programme, p. 7.

*3In line with Declaration on Combating terrorism adopted on 25 March 2004, doc. 7906/04, point
6. The Hague Programme, cit., p. 8.

34 The Hague Programme, p. 8.

35 Also the academia discussed the principle of availability and its interaction with other key

principles as interoperability, equivalence and mutual recognition. See in particular Bigo
et al. (2007). See also Jones (2007).
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costs, and the lack of sufficient guarantees to ensure the protection of principles and
rights of data protection.

A second modality was the indirect access to information upon request and
under the same conditions as the law enforcement authorities of the requested
Member State. The principle of “equivalent access” to available information guided
the Commission Proposal for a Council Decision on the exchange of information
based on the principle of availability. The Member States did not receive it with
enthusiasm, mainly because another initiative had been discussed in parallel and
was finally considered more feasible: the Council Framework Decision on simpli-
fying the exchange of information and intelligence between law enforcement
authorities of the Member States of the European Union (the so-called Swedish
initiative).36

Another modality was indirect access to information from another Member State
through European or national central indexes. A search on the index would reveal
whether some information on the person or object concerned was available, using a
hit-no hit mechanism. Following a positive match in the index, the requesting
Member State should apply the legal instruments on law enforcement or judicial
cooperation in criminal matters to receive relevant information and personal data.
This modality inspired the searches in the DNA and dactyloscopic databases of the
Treaty of Prum. During the implementation of The Hague Programme, the pro-
visions of this Treaty were integrated into the EU framework.

The Council and Commission Action Plan implementing the Hague Programme
on strengthening freedom, security and justice in the European Union stated that
this legislative proposal should be accompanied by a proposal about principles and
fundamental rights in the field of police and judicial cooperation in criminal
matters.>’

Following the entry into force of the Treaty of Lisbon, Title V of the TFEU
includes a particular chapter on Police cooperation in criminal matters (Arts.
87-79).

Although the principle of availability is not expressly recognised in these legal
provisions, Art. 87(2)(a) states that, for the purposes of prevention, detection and
investigation of criminal offences, the European Parliament and the Council may
establish measures concerning “the collection, storage, processing, analysis and
exchange of relevant information”. The Court of Justice of the EU will have to
interpret soon this legal provision, as result of the action for annulment presented by
the Commission against Directive 2011/82/EU of 25 October 2011 facilitating the
cross-border exchange of information on road safety related traffic offences
(in this section, the Directive).

The Commission considers that Art. 87(2) TFEU is not the appropriate legal
basis, as the Directive aims at introducing a mechanism for the exchange of

36 See Bose (2007).
37 Document (2005/C 198/01), DO C 198, 12.8.2005, p. 10.
BOJ L 288, 5.11.2011, p. 1.
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information between Member States that covers road trafficking offences of an
administrative or criminal nature, while Art. 87 only refers to police cooperation
against criminal offences. In Commission’s view, the appropriate legal basis would
be Art. 91(1) TFEU because the purpose of the Directive is to improve road safety,
which is one of the common transport policy areas provided for in this legal
provision.

Although the judgement of the Court in this case is still pending,* the Opinion
of the Advocate General has made some relevant statements not only on the
appropriate legal basis, but also in relation to the area of Freedom, Security and
Justice of the EU, the important of the exchange of information in this area, and the
functional interpretation of the “police authorities” as they are referred to in Art. 87
(1) TFEU.*

The Advocate General mentions that “the development of the free movement of
persons in the territory of the Union is, quite frequently, a synonymous of impunity
in the area of road traffic offences”. This is particularly relevant when such offences
are committed by a vehicle immatriculate in a Member State other than those where
the offence has been committed, especially when the offence has been registered
automatically with the assistance of cameras, without any direct contact between
the driver and the law enforcement authority.

Hence, the exchange of information among law enforcement authorities in this
particular field is envisaged as a counter measure to fight against the impunity of
road trafficking offences committed in a different country, and specially in relation
with those offences detected through surveillance cameras.

On the other hand, the Court decision mentions that Articles 4 and 5 of the
Directive “have instaured a typical mechanism of police cooperation”, as it is a
system for the exchange of police information between competent authorities in
order to ensure results in the investigations related to road trafficking offences and
allow the prosecution of this criminal offences by the identification of the infractors.

On the scope and meaning of “police cooperation”, the General Advocate
mentions that Article 87(1) is broad enough to involve “all the Member States’
competent authorities” including, among others, “police, customs and other
specialised law enforcement services in relation to the prevention, detection and
investigation of criminal offences”. The General Advocate states that police coop-
eration can also take place in the framework of Article 87 TFEU between compe-
tent authorities with a different role that the application of criminal law among the
Member States when they carried out police cooperation in a broader sense,
including administrative police or judicial police. The General Advocate concludes
that police cooperation should be interpreted in a functional matter, thus covering
police cooperation among all the authorities of the Member States responsible for
the prevention, investigation and prosecution of offences.

39 Action brought on 30 January 2012. European Commission v European Parliament and Council
of the European Union, Case C-43/12.

40 Conclusions of the Advocate General Mr Yves Bot of 10 September 2013.
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On the other hand, the Stockholm Programme has mentioned that the principle
of availability should continue giving “important impetus” to the work of the
European Union in the creation of an extensive toolbox for collecting, processing
and sharing information between national authorities and other European players in
the area of Freedom, Security and Justice.*! It also made some references to some
other relevant concepts related to the security of the European Union, namely the
Information Management Strategy for the EU internal security, the European
Information Exchange Model, the Union Passenger Names Record (PNR) system.

In the context of the ongoing discussions in view of the next multiannual
programme for the area of Freedom, Security and Justice of the EU, the Lithuanian
Presidency of the EU suggested focusing on the quality of the implementation of
the Union acquis and the consolidation of the achievements, with particular atten-
tion to the expertise gained by the EU agencies operating in this area, the external
dimension of the JHA policies, the reinforcement of internal security against
organised crime, and the benefits of the most recent scientific and technological

developments, “at the same time respecting privacy and fundamental rights”.**

2.3 Common Rules for Processing and Protecting
Information and Personal Data

2.3.1 Directive 95/46/EC as the Centrepiece. .. But Not
in Criminal Matters

In the EU, the processing and protection of personal data is mainly governed by
Directive 95/46/EC of 24 October 1995 on the protection of individuals with regard
to the processing of personal data and on the free movement of such data
(DP Directive).*> The DP Directive, which is considered “the centrepiece of
existing EU legislation on personal data protection”, was adopted in the framework
of the then so-called “first pillar” and become applicable in the areas related to
Community Law.

Therefore, police and judicial cooperation in criminal matters were excluded
from the scope of Directive 95/46/EC. That was clearly indicated in its Art. 3(2),
first indent, according to which the DP Directive will not be applicable to the
processing of personal data:

In the course of an activity which falls outside the scope of Community law, such as those
provided for by Titles V and VI of the Treaty of European Union and in any case to

41 On this matter vid. Section 4.2.2 of the Stockholm Programme, doc. cit., p. 18.
42 Council doc. 13340/13. Brussels, 5 September 2013.
0L 281, 23.11.1995, p. 51.
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processing operations concerning public security, defence, State security (...), and the
activities of the State in areas of criminal law.

As result, the information systems and databases created in the EU for the
purposes of preventing and combating crime were all accompanied by their own
set of rules for the processing and protection of personal data. The 1990 Convention
implementing the 1985 Schengen Agreement devoted a title to the SIS,** including
legal provisions on “Operation and use of the Schengen Information System” (Arts.
93-101) and on “Protection of personal data and security of data in the Schengen
Information System” (Arts. 102—118). More than half of the legal provisions of the
Europol Convention of 1995 were devoted to the Europol Information System, its
Analysis Work Files and the rules for the processing and protection of personal
data.®

Every set of rules mentioned the Council of Europe Convention for the protec-
tion of individuals with regard to automatic processing of personal data (Conven-
tion 108), as well as the Recommendation No. R(87)16 of the Committee of
Ministers to Member States Regulating the use of personal data in the police sector.
As in many other fields of law, the Council of Europe was the pioneer institution
setting up rules to ensure proper balance between the rights of the individuals and
the use of the technologies by both public and private sectors. Being aware of the
complexity of ensuring such balance in the area of police investigations, the
abovementioned Recommendation was issued in this specific sector.*®

The Vienna Action Plan of 1998 mentioned that “another fundamental freedom
deserving special attention in today’s fast-developing information society is that of
respect for privacy and in particular the protection of personal data”. Moreover,

When, in support of the development of police and judicial cooperation in criminal matters,
personal data files are set up and information exchanged, it is indeed essential to strike the
right balance between public security and the protection of individual’s privacy.*’

From this perspective, the Vienna Action Plan included a specific action in order
to study “the possibilities for harmonised rules on data protection”.*®
The drafting of common rules for the processing and protection of personal data

in criminal matters is being a long-running process. In 1998, Italy presented a

* Title IV, Arts. 92 to 119.

5 See inter alia Arts. 7-9 (“Information system”), Arts. 1012 (“Work files for the purposes of
analysis), Arts. 13-25 (“Common provisions on information processing”) and Art. 38 (“Liability
for unauthorized or incorrect data processing”).

46 On the Convention 108, its Protocol, the Recommendation No. R(87) 15, the Case-Law of the
European Court of Human Rights on this matter, and the ongoing work in the Council of Europe
with a view to update Convention 108, see SUTTON G(2012), p. 3.

47 Vienna Action Plan, cit., p- 3.

8 Cit., p. 13.
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discussion paper on the protection of personal data in the third pillar* in 1998,
which was followed by a draft Resolution on this matter in 2001. This Resolution
was not finally submitted to the Council, but served as basis for the proposal by the
Greek Presidency of the EU (during the fist semester of 2003) of a set of common
standards for the processing and protection of personal data in the third pillar of the
EU.

The Hague Programme of 2004 confirmed the need to adopt common standards
fo the processing and protection of personal data in the areas of police and judicial
cooperation and invited the Commission to submit a proposal on this matter, which
should come hand-in-hand with a proposal for exchange of information in accor-
dance with the principle of availability. As result, in October 2005, the Commission
presented its Proposal for a Council Framework Decision on the protection of
personal data processed in the framework of police and judicial cooperation in
criminal matters (in this section, the Proposal) as the legal instrument complemen-
tary to those implementing in practice the principle of availability. The proposal
expressly stated that exchange of cross-border information for law enforcement
purposes was estimated to increase and needed to be complemented by consistent
rules for the processing and protection of personal data.>’

The abovementioned Council Framework Decision was adopted on
27 November 2008°> (DP Framework Decision). It includes a set obligations for
the actors who process personal data of individuals (data processing), and a set of
rights of those individuals (data protection). It also includes some rules related to
the confidentiality and security of the information (data security), as well as judicial
remedies, rules on liability, supervisory authorities, and the setting up of a specific
working party on this matter. Common rules for the transmission of personal data to
third countries have been foreseen too.

However, its scope is rather limited. The DP Framework Decision is not directly
applicable to most of the EU information systems and databases (SIS, CIS, among
others), neither the agencies (as Eurojust and Europol, having their own tailor-made
set of rules on data protection (Recital 39). The specific provisions for the
processing and protection of personal data applicable to some other EU information
systems and databases take precedence over the provisions of the DP Framework
Decision. Finally, the DP Framework Decision is not applicable for the processing
and protection of personal data at national level [Recital (7)].

The Treaty of Lisbon introduced some relevant provisions into the EU Treaties
that facilitated a comprehensive approach for the processing and protection of
personal data in the European Union.

* Council doc. 8321/98 JHA 15.
S0 JHA Council meeting on 5-6 June 2003. Council doc. 9845/03 (Presse 150), p. 32.

5! Proposal for a COUNCIL FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial co-operation in criminal matters. COM(2005)
475 final. Brussels, 4.10.2005, p. 8.

520J L 350, 30.12.2008, p. 60.



26 2 The Area of Freedom, Security and Justice of the EU

2.3.2 Article 16(2) TFEU: A Strong Legal Basis
Jor Processing and Protecting Personal Data in the EU

Art. 16(2) of the Treaty of Functioning of the EU (TFEU) provides a stronger basis
for a common framework of data protection applicable to the EU institutions and
bodies and, in certain circumstances, to the Member States. This stronger basis has
been possible only with the abolition of the so-called three-pillar structure of the
European Union by the Treaty of Lisbon.”” This legal provision is as follows:

2. The European Parliament and the Council, acting in accordance with the ordinary
legislative procedure, shall lay down the rules relating to the protection of individuals
with regards to the processing of personal data by Union institutions, bodies, offices and
agencies, and by the Member States when carrying out activities which fall within the scope
of Union law, and the rules relating to the free movement of such data. Compliance with
these rules shall be subject to the control of independent authorities.

The rules adopted on the basis of this Article shall be without prejudice to the specific
rules laid down in Article 39 of the Treaty of the European Union.

There are also two other relevant provisions to take into consideration, both also
inserted in the EU Treaties following the entry into force of the Treaty of Lisbon.

On the one hand, Art. 39 TEU, which is applicable in the field of Common
Foreign and Security Policy:

In accordance with Article 16 of the Treaty of the Functioning of the European Union, and
by way of derogation from paragraph 2 thereof, the Council shall adopt a decision laying
down the rules relating to the protection of individuals with regards to the processing of
personal data by the Member States when carrying out activities which fall within the scope
of this Chapter, and the rules relating to the free movement of such data. Compliance with
these rules shall be subject to the control of independent authorities.

On the other hand, the Declaration N. 21 Annexed to the final Act of the
Intergovernmental Conference which adopted the Treaty of Lisbon. This Declara-
tion, on the protection of personal data in the areas of judicial cooperation in
criminal matters and police cooperation, reads as follows:

The Conference acknowledges that specific rules on the protection of personal data and the
free movement of such data in the fields of judicial cooperation in criminal matters and
police cooperation based on Article 16 of the Treaty on the Functioning of the European
Union may prove necessary because of the specific nature of these fields.

The combination of these three legal provisions has resulted in a legislative
package proposed by the Commission in January 2012. The package proposes a
Regulation of general application,”® and a Directive on the protection of individuals
with regard to the processing of personal data by competent authorities for the

33 See Hijmans (2010), p. 219; De Hert and Riehle (2010), p. 159. See also the foreword written by
Hustinsx (2010), p. 1.
34 Proposal for a regulation on the protection of individuals with regard to the processing of

personal data and on the free movement of such data (General data protection Regulation). COM
(2012) 11 final. 2012/0011 (COD). Brussels, 25.1.2012.
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purposes of prevention, investigation, detection or prosecution of criminal offences
or the execution of criminal penalties, and the free movement of such data>
(DP draft Directive).

The DP draft Directive is intended to cover the exchange of information among
the police authorities and judicial competent authorities at national level. Con-
versely, this Directive will not apply to the processing of personal data “(a) in the
course of an activity which falls outside the scope of Union law, in particular
concerning national security”, neither to the processing of personal data “(b) by the
Union institutions, bodies, offices and agencies” [Art. 2(3) DP draft Directive].

This legislative package is under discussion at the internal bodies of the Council
and of the European Parliament at the time of writing.

2.3.3 Article 16(1) TFEU: The Protection of Personal Data
as a Fundamental Right of Citizens, Including Suspects
and Accused Persons

Art. 16(1) TFEU states:

Everyone has the right to the protection of personal data concerning them.

With a very similar wording, Art. 8 of the Charter of Fundamental Rights of the
EU>® (EU Charter) proclaims the protection of personal data as one of the funda-
mental rights of the individual. It is distinguished from respect for private life and
family life, which are recognised in Art. 7 thereof. Both provisions are as follows:

Article 7. Respect for private life and family life

Everyone has the right to respect for his or her private and family life, home and
communications.

Article 8. Protection of personal data

1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specific purposes and on the basis of the
consent of the person concerned or some legitimate basis laid down by law. Everyone has
the right of access to data which has been collected concerning him or her, and the right to
have it rectified.

3. Compliance with these rules shall be subject to control by an independent authority.

According to its Article 51, the EU Charter applies to the institutions, bodies,
offices and agencies of the European Union, and therefore all their acts, legislative or

3 COM(2012) 10 final. Brussels, 25.1.2012. See REDING V (2010), p. 25. On the DP draft
Directive see Chap. 17 of this book.

56The EU Charter was signed and solemnly proclaimed by the Presidents of the European
Parliament, the Commission and the Council at the European Council on 7 December 2000, in
Nice. It reflects the general principles enshrined in the European Convention for the Protection of
Human Rights and Fundamental Freedoms of 1950, and those derived from the case law of both the
European Court of Human Rights and the Court of Justice of the European Union. With the entry
into force of the Treaty of Lisbon on 1st of December 2009, the EU Charter was given binding effect
equal to the Treaties, as is clearly stated in Article 6(1) of Treaty of the European Union (TEU).
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non-legislative, must be in full conformity with it. The EU Charter only applies to
the Member States when they implement EU law. As recognised by Article 52(1),
any limitation on the exercise of the rights and freedoms recognised by the Charter,
including the protection of personal data, must be provided by law and respect both
the essence of those rights and freedoms and the principle of proportionality.

Also the Stockholm Programme underlined the importance of the fundamental
rights on privacy and data protection. Among the political priorities established in
this multiannual programme, the European Council has emphasized the promotion
of the European citizenship and the fundamental rights, including the protection of
personal data’”:

European citizenship must become a tangible reality. The area of freedom, security and
justice must, above all, be a single area in which fundamental rights and freedoms are
protected. The enlargement of the Schengen area must continue. Respect for the human
person and human dignity and for the other firths set out in the Charter of Fundamental
Rights of the European Union and the European Convention for the protection of Human
Rights and fundamental freedoms are core values. For example, the exercise of these rights
and freedoms, in particular citizen’s privacy, must be preserved beyond national borders,
especially by protecting personal data (.. .).

p— o

The importance of the fundamental right of data protection is reiterated
Sect. 2.5, on “Protecting citizen’s rights in the information society”, as follows:

n

When it comes to assessing the individual’s privacy in the area of freedom, security and
justice, the right to freedom is overarching. The right to privacy and the right to the
protection of personal data are set out in the Charter of Fundamental Rights. The Union
must therefore respond to the challenge posed by the increasing exchange of personal data
and the need to ensure the protection of privacy. The Union must secure a comprehensive
strategy to protect data within the Union and in its relations with other countries. In that
context, it should promote the application of the principles set out in relevant Union
instruments on data protection and the 1981 Council of Europe Convention for the
Protection of Individuals with regards to Automatic Processing of Personal Data as well
as promoting accession to that Convention. It must also foresee and regulate the circum-
stances in which interference by public authorities with the exercise of these rights is
justified and also apply data protection principles in the private sphere.

Among other tangible consequences of the recognition of data protection as a
fundamental right, the EU institutions must take account of this fundamental
right when proposing new policy and legislative initiatives. In this respect the
Commission,”® the Parliament® and the Council® expressed their commitment to
establish the necessary internal mechanisms guaranteeing that new legislative

57 See Hijmans (2010), p. 222

8 Commission Communication on the Strategy for the effective implementation of the Charter of
Fundamental Rights by the European Union, COM(2010) 573 final. Brussels 20.10.2010. See in
particular the “Check List” included in the Strategy thereto.

39 European Parliament Resolution of 15 December 2010 on the situation of Fundamental Rights
in the European Union (2009).

80See Council Conclusions on the role of the Council of the European Union in ensuring the
effective implementation of the Charter of Fundamental Rights of the European Union, adopted at
JHA Council Meeting of 24 and 25 February 2011, in Brussels.
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proposals and amendments to the existing legal instruments will be submitted with
full respect for fundamental rights, including the fundamental right of protection of
personal data. As far as the Commission is concerned, new proposals must be
accompanied by an assessment on privacy and data protection, conducted either as
a separate assessment or as part of the general fundamental rights’ impact assess-
ment carried out by the Commission.®’ The EU institutions also have been invited
to consult, where appropriate, with the European Union Agency for Fundamental
Rights on the development of policies and legislation with implications for funda-
mental rights.®?

Among other examples, the Impact Assessment of the Proposal for a Directive of
the European Parliament and of the Council on the use of Passenger Name Record
(PNR) data for the prevention, detection, investigation and prosecution of terrorist
offences and serious crime® included a particular section on data protection. On
15 June 2011, following a request by the European Parliament, the European Union
Agency for Fundamental Rights presented its Opinion on the fundamental rights
compliance of a Proposal for a Directive on the use of PNR data.®*

A second relevant consequence is the ability of judicial authorities to refer some
questions related to the interpretation of Art. 8 of the Charter to the Court of Justice
of the EU, for a preliminary ruling. We can find some cases admitted by the Court
already (still pending at the time of writing) such as the Case C-293/12,°° Case
C-372/12,°° Case C-446/12,°7 Case C-594/12,° the Case 46/13,”” and the
Case C-101/ 13,70 as well as the Judgment of the Court of 17 October 2013 on the
Case C-291/12, Michael Schwarz v. Stadt Bochum.”'

See also Council Conclusions on the Council’s actions and initiatives for the implementation of
the Charter of Fundamental rights of the European Union, adopted at the General Affairs Council
Meeting of 23 May 2001, in Brussels.

61 See Commission’s Impact Assessment Guidelines, document SEC(2009)92, 15.1.2009. On this
matter, in general terms, see Clarke (2011), p. 111, and more recently Wright and De Hert (2012).

2 Section 2 (“Promoting citizen’s rights: a Europe of rights™), Sect. 2.1 (“A Europe built on
Fundamental Rights”) of the Stockholm Programme.

63 Document COM(2011) 32 final. Brussels, 2.2.2011. On the impact assessment, see document
SEC(2011) 132 final, p. 19.

5In October 2008, this Agency issued a previous opinion on the matter. Both are available at
www.fra.europa.eu/fraWebsite/research/opinions/op-passenger-name-record_en.htm

550J C 258, 25.8.2012, p. 11.
S60J C 303, 6.10.2012, p. 18.

570J C 26, 2.1.2013, p. 16. See also Cases C-447/12, C-448/12 and C-449/12 (all published in the
same OJ C 26, 2.1.2013).

80J C79,16.3.2013, p. 7.

% 0J C 147, 25.5.2013, p. 3.

°0J C 156, 1..2013, p. 19.

7! See an extract of the most relevant paragraphs of this Judgement in Sect. 2.5 of this book.
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2.4 The EU Policy on Information Exchange
and Management

2.4.1 The EU Information Management Strategy

The EU Information Management (IM) Strategy is a policy concept developed
gradually from the principle of availability, to overcome the difficulties created by
the proliferation of information systems, channels, tools and legal instruments
created at EU level and by the Member States for the purposes of preventing and
fight against crime. It is also intended to improve functionality for and coordination
between the actors involved in the gathering, analysis and exchange of information.

This Strategy was first recommended in the Report of the Informal High Level
Advisory Group on the Future of European Home Affairs Policy in June 2008, in
preparation for the Stockholm Programme, to remedy what was described as an
“uncoordinated and incoherent palette of information systems and instruments”
which have “incurred costs and delays detrimental to operational work”. The need
for this policy concept was confirmed by the Council’s conclusions on the principle
of convergence and the structuring of internal security,’* and the follow-up on the
outcome of the Informal JHA ministerial meeting in the field of Modern Technol-
ogies and Security.”* The Stockholm Programme confirmed the need for coherence
and consolidation in developing information management and exchange, and
invited the Council to adopt and implement an EU Information Management
Strategy, entailing business driven development, a strong data protection regime,
interoperability of IT systems and rationalisation of tools as well as overall coor-
dination, convergence and coherence.

The EU IM Strategy is underpinned by some key concepts of the area of
Freedom, Security and Justice, including the Internal Security of the EU. The later
relies on effective mechanisms for the exchange of information between national
authorities and other European players, and the aim of achieving closer cooperation
between them in order to increase efficiency in the fight against cross-border crime.
In this context, the exchange of information is considered a precondition, or an
essential tool, to realise the objectives of the Internal Security of the EU.

The EU IM Strategy is also considered complementary to the EU’s priorities in
the fight against serious cross-border crime. While the IM Strategy states “how” to
ensure the good management of the existing databases and information systems,
EU’s priorities set out “what” (which types of criminality) should be tackle through
proper cooperation and exchange of information among all the actors involved.

The IM Strategy was adopted by the Council of the EU at its JHA Meeting in
December 2009. It provides a methodology, based on eight focus areas, to ensure
that decisions about the need for managing and exchanging data are taken in a

72 Council document 14069/08 JAI 514 CATS 78.
73 Council document 10143/09 JAI 324 CATS 55 ASIM 54 ENFOPOL 145 CRIMORG 85.
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coherent, efficient, cost-effective way, that is accountable and comprehensible to
both the citizens and the professional users. As expressed in the Council Conclu-
sions on an Information Management Strategy for EU internal security:

Effective and secure cross border exchange of information is a precondition to achieve the
goals of internal security in the European Union.

This requires the right information to be available at the right time, for the right person
and in the right place.

The IM Strategy is based on a multidisciplinary approach, as it embraces all EU
bodies and national authorities with competences in preventing and fighting against
crime:

The authorities concerned will be essentially law enforcement authorities, authorities
responsible for border management and judicial authorities dealing with criminal matters.”*

The EU IM Strategy and related documents (mainly IMS Actions)’” are focused
on the tasks to be performed by the law enforcement authorities of the Member
States (and Europol), although the national judicial authorities and Eurojust are also
mentioned.

The following eight focus areas determine the application of the IM Strategy’®:

1. Needs, requirements and added value should be assessed as a precondition for
development.

Any initiative for the setting up of a new information exchange system should
be based on an in-depth analysis of the existing solutions at EU level and in the
Member States, covering the definition of needs, requirements and added value
of such initiative, as well as a assessment of its legal, technical and financial
impact. This assessment exercise should involve end-users, who will mainly be
the law enforcement and judicial authorities of the Member States.

2. Development follows agreed workflows and criminal intelligence models.

Business processes must allow the quick, efficient, user friendly and cost-
effective exchange of information and criminal intelligence. Moreover, the work
flows must be described in detail, well-known and accessible.

3. Development should serve both data protection requirements and business
operational needs.

The security of the information systems and the rights of the EU citizens,
specially the right to data protection, should be ensured in parallel to the
practical implementation of the principle of availability, so that the correct
information is made available to the competent authorities of the Member States.

4. Interoperability and coordination must be ensured both within business pro-
cesses and technical solutions.

74 Council Conclusions on the EU IM Strategy, p. 3.
75 An Action list has been set up for the implementation of the EU IM Strategy.

7S These eight focus areas are developed in the “Annex to the Annex” of the Draft Council
Conclusions on an Information Management Strategy for the EU (Council document 16637/09
JAI 873 CATS 131 ASIM 137 JUSTCIV 249 JURINFO 145, p. 9 et f.).



32 2 The Area of Freedom, Security and Justice of the EU

In line with the European interoperability strategy, solutions should be inter-
operable from a legal, semantic, business and technical perspective. Technically,
the IT solutions adopted should comply with commonly agreed standards and
principles.

5. Re-utilization is the rule: do not re-invent the wheel.

The sharing and re-utilization of solutions that have proved to be successful and
sustainable should be the guiding principle for any new improvement or devel-
opment. With this approach, the IM Strategy can be seen as “a critical review of
instruments currently in use for information exchange that should assess their
efficiency and effectiveness in order to provide for the rationalization of existing
arrangements before starting to develop new tools”. As we will see in the next
sections, an assessment of the existing instruments for information exchange was
undertaken by the Commission with its Overview on information management in
the area of Freedom, Security and Justice, the Information Mapping Project and,
more thoroughly, the European Information Exchange Model (EIXM).

6. Member States must be involved from the very start of the process.

The authorities of the Member States who are responsible for the implemen-
tation of the workflows at national level (including law enforcement authorities
as key users) should be involved from the beginning of the development process.

7. There is a clear responsibility for each part of the process, ensuring competence,
quality and efficiency.

The roles and responsibilities of each actor involved must be clear and well
defined. The necessary systems should be in place to ensure that all parties
concerned are involved at the right level and at the right stage of the process, but
also to guarantee that there is overall coordination and coherence.

8. Multidisciplinary coordination must be ensured.

All the relevant authorities and key users need to interact and be involved in
the development and further use of the information systems. Regardless the
different national structures that exist in the Member States, the competent
authorities should ensure availability and exchange of information. IT support
and standardisation must be as horizontal as possible and based on common
principles.

2.4.2 Overview of Information Management
in the Area of Freedom, Security and Justice

In July 2010, the Commission presented its “Overview of information management
in the area of freedom, security and justice”77 (hereinafter, Overview). With this
Overview, the Commission provided a full picture of the legal instruments,

77COM(2010) 385 final. Brussels, 20.7.2010. See Lodge (2010), p. 2.
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information systems and channels adopted at EU level for the collection, processing
and exchange of information for law enforcement and migration management
purposes.

The Overview referred to other initiatives that, as mentioned by the European
Council in the Stockholm Programme, should be developed (or studied in view of
their feasibility) by the Commission: an EU PNR system for the prevention,
detection and prosecution of terrorism and serious crime; an Entry/Exit System,
and a Registered Travellers Programme, the possible introduction of an EU terrorist
financing tracking system equivalent to the US TFTP, the potential establishment of
an Electronic System of Travel Authorisation, and the possible setting up of a
European Police Records Index System (EPRIS).

The EDPS reasoned that this overview should be only considered a first step in
the evaluation process of the existing EU systems and databases, and that it should
be followed by more concrete measures on how to align them in order to ensure a
“comprehensive, integrated and well-structured EU policy on information

8
exchange and management”.’

2.4.3 The Information Mapping Project of the Commission

In 2010 and during the first quarter of 2011, the Commission channelled the
assessment of the existing legal instruments, information systems, channels and
tools through an Information Mapping Project’® consisting of three phases: an
information mapping exercise as such an assessment of the relevant element
identified and the elaboration of recommendations on how to consolidate the
cross-border exchange of information and criminal intelligence. The scope of the
project covered the EU Member States and Norway, Iceland, Switzerland and
Liechtenstein [all within the European Economic Area (EEA)].

An Information Mapping Project Team, including representatives of the Trio
Presidency, interested Member States, Europol, Eurojust, the European Data Pro-
tection Supervisor and the European Network of Information Security Agency, met
regularly and reported to the Ad Hoc Working Group on Information Exchange.
The main sources of information were the answers to the questionnaires distributed
to Member States and other stakeholders, the study drawn up by a private consul-
tancy firm who were granted a contract by the Commission,* and the regular
meetings of the members of the Project.

The final report of the Information Mapping Project Team provided a full picture
of the processes for the exchange of information and criminal intelligence in the

78 Opinion of the EDPS on the cited Overview, OJ C 355, 29.12.2010, p. 16 (parr. 19).
7 Council document 5046/10 JAT 5 CATS 4 ASIM 4.
80 See hitp://ec.curopa.eu/dgs/home-affairs/e-library/documents/categories/studies/index_en.htm.
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EU, by covering four main areas: relevant enacted legislation, communication
channels, information flows, and technological solutions.®!

The results of this mapping exercise facilitated the evaluation of the Swedish
Framework Decision and the Priim Decisions, and the elaboration of the European
Information Exchange Model (EIXM).

2.4.4 The European Information Exchange Model

On the basis of the Information Mapping Project conducted in 2010 and 2011, the
Commission published its Communication on “Strengthening law enforcement
cooperation in the EU: the European Information Exchange Model (EIXM)” on
7 December 2012.%

The EIXM was accompanied by a Report on the implementation of the Council
Decision 2008/615/JHA of 23 June 2008 on the stepping up of cross-border
cooperation, particularly in combating terrorism and cross-border crime (the
“Priim Decision™).** The Commission had reported on the evaluation of the Swed-
ish Council Decision in 2011.%* The EIXM makes constant references to both legal
instruments, but it has a broader scope.

In words of the Commission, the Communication on the EIXM “takes stock of
how the resulting cross-border information exchange in the EU works today, and
makes recommendations for how to improve it”.*> Through these recommenda-
tions, the Commission provides a “model” for guiding the EU and the Member
States in the implementation of the existing legal instruments and in streamlining of
the communication channels used. It also stressed the Commission’s commitment
to supporting training on information exchange and funding for Member States.

The EIXM is based on the following elements:

1) In the EU, cross-border exchange of information among the EU bodies and
national competent authorities “generally works well”.*®

81 The interim results and the final report of the Information Mapping Project are frequently
referred to in Part IV, Chap. 7.

82 coMm (2012) 735 final. Brussels, 7.12.2012. See Council Conclusions following the Commis-
sion Communication on the European Information Exchange Model (EIXM). Justice and Home
Affairs Council meeting. Luxembourg, 6 and 7 June 2013. See also Opinion of the European Data
Protection Supervisor on the Communication from the Commission to the European Parliament
and the Council entitled “Strengthening law enforcement cooperation in the EU: the European
Information Exchange Model (EIXM)”.

83 On the Priim Decision, see Part IV, Chap. 7, Sect. 7.2, of this publication.

84 SEC(2011) 593. On the Swedish Council Decision, see Part III, Chap. 8, Sect. 8.2 of this
publication.

85 COM(2012) 735 final, p. 1.

86 COM(2012) 735 final, p. 2.
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The exchange of information has become a crucial tool for ensuring the
Internal security of the EU through efficient collaboration and cooperation
between the competent authorities of the Member States.

2) No new databases or information systems are necessary in the near future.
Although there are some new systems envisaged by the EU institutions or
certain Member States, an in-deep assessment in accordance with the focus
areas proposed in the EU IM Strategy should be carried out before taking any
decision on the setting up new systems.

3) The existing EU instruments governing EU databases and information systems
(and specially the “Priim Decision”) need to be implemented better by the
Member States.

4) Existing communication channels should be also streamlined particularly in
SIRENE Bureaux, Europol National Units (ENUs), and Interpol National
Central Bureaux.

The EDPS has expressed some concerns as regards the use of a single
channel default channel, for three main reasons. Firstly, from the point of
view of the purpose limitation principle, there is a diversity of instruments,
channels and tools and each one has been designed for different purposes: “the
use of a channel designed for a specific purpose should not lead to the possible
use or collection of the data transmitted on this channel for other purposes. This
poses the risk of what is often described as “function creep”, namely, a gradual
widening of the use of a system or database beyond the purpose for which it
was originally intended”. Secondly, the use of a particular channel has direct
implications in terms of data protection and security of the authority (or the
agency) managing this channel. And finally, from a technical point of view,
mechanisms that are designed for information exchange for a specific purpose
are not necessarily appropriate to other purposes. As example:

The communication tool SIENA developed by Europol has been tailored for specific
exchange of information between the competent authorities of Member States and third
parties for police cooperation. Thus specific functionalities of SIENA have been developed
and implemented based on the needs identified at the moment of the creation of such tool.
These functionalities require amongst others the users to enter certain types and amount of
information. The EDPS points out that SIENA’s functionalities are not necessarily appro-
priate for the exchange of information in a different context and for different purposes.®’

5) There is an interaction between the different instruments, channels and tools.
As mentioned in this Communication:

A criminal investigation can involve parallel or sequential use of more than one instrument.
In a cross-border case of serious or organised crime, a person or object could be checked
against both the Europol Information System and SIS, and where there are “hits” follow-up
requests could be made via Europol or SIRENE channels, respectively. A biometric trace
could be the subject of a Priim exchange followed by a post-hit Swedish Initiative request
using the SIENA tool.®®

87 Opinion of the EDPS on the EIXM, parr (28) and (29).
8 COM(2012) 735 final, p. 6.
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6) The existing role of Europol as key player for the exchange of information at
police level is enhanced. As reiterated in the Proposal for a new Regulation on
Europol, it is stated in EIXM that:

Europol should become a hub for information exchange between the law enforcement
authorities of the Member States not excluding the possibility to use other reliable channels
of law enforcement information exchange among the Member States.®

7) The judicial authorities of the Member States are also frequently involved in
information exchange for the purposes of a criminal investigation or further
steps of a criminal proceeding. In some cases, specially when the information is
sensitive or has been gathered by coercive investigative measures, the
exchange of information among law enforcement officers might require judi-
cial authorisation.

In other situations, namely when the investigation is conducted by a prose-
cutor or investigating judge, information is exchange through the issuing and
execution of rogatory letters and other instruments of judicial cooperation in
criminal matters.

It is also important to take in mind that some EU information systems (Priim
Decision) and legal instruments (Swedish Framework Decision) foresee both
police and judicial follow-up of initial requests.

The Communication mentioned that “law enforcement experts perceive dif-
fering rules [on the legal instruments of judicial cooperation] rules as a source of
delay in cross-border investigations”. To overcome such delays, the added value
of involving Eurojust in transnational judicial investigations and prosecutions, as
well as the future role to play by the European Investigation Order should be
considered.

8) Cross-border exchange of information should take place with full respect of
three key elements: data quality, data security, and protection of privacy and
personal data.

9) To ensure full coordination of the existing databases and systems at national
level, the Commission supported the setting up of Single Points of Contact
(SPOCs) at a national level.

A Single Point of Contact (SPOC) is a “one-stop shop” for international police cooperation,

operating 24/7, in which a Member State bring together its SIRENE Bureau, ENU and
Interpol National Central Bureaux, and contact points for other channels.”®

On this point, the EDPS recalls that “a database may only be accessed by
duly authorised staff in the performance of their tasks and for the purposes for
which the database has been created. Therefore, the composition and the

89 Council Conclusions, p- 4.

90 COM(2012) 735 final. Brussels, 7.12.2012, p. 1. The setting up of SPOc was one of the
conclusions of the third round of mutual evaluations. This proposal was reiterated in the Council
Conclusions on 7-8 June 2012, Council document 10333/12.
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modalities of SPOCs should b carefully analysed and defined in order to ensure
that the rules applicable to each database are complied with”."!

10) EIXM also refers to the importance of providing training to the competent
authorities involved cross-border exchange of information in the framework
of the European Law Enforcement Training Scheme (LETS),’” particularly
for specialist officers as those working in SPOCs. As highlighted by the
EPDS, training should also cover information security and data protection
rules.”

The Commission has committed itself to providing funding for the
organisation of such training activities and exchange programmes under the
2014-2020 EU Internal Security Fund.

11) Finally, the Commission stresses the importance of gathering and processing
high quality statistics on exchange of information and intelligence. In partic-
ular, Prum statistics (including Prum hits that helped investigations) should be
improved and developed further.

The EIXM presented by the Commission has been welcomed by the Member
States and the EDPS. However, both have expressed their wishes to go beyond a
description of the existing systems and how to apply them in practice. The EIXM
should have also proposed strategic perspectives to overcome identified gaps
concerning cross-border information exchange. The EDPS suggested the Commis-
sion making an inventory of data protection problems and risks, and of possible
improvements within the current legal context (including, as example, ongoing
discussions on the distinction processing of data of suspects and non suspects).”*

2.5 Relevant Case-Law of the Court of Justice
of the European Union

The number of judgements of the Court of Justice of the EU related to the Area of
Freedom, Security and Justice of the EU is rather limited. This is mainly because,
prior to the entry into force of the Treaty of Lisbon, national courts could only
submit questions for preliminary rulings to the Court of Justice if the respective
Member State had agreed on it and made a formal declaration under Art. 35 of the
Treaty of the European Union.

Under this limited competence, the judgments were mostly related to EAW,
Schengen, the rights of the victims, and of the suspects of terrorist offences
included in EU terrorist lists. Such matters were not related directly to this book
and are not discussed below.

°! Opinion of the EDPS on the EIXM, parr (31).
°20n the LETS see the Rationale of this publication.
3 Opinion of the EDPS on the EIXM, parr (36).
4 See Opinion of the EDPS on the EIXM, parr (38).
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However, in the following pages we have reviewed some cases considered
relevant from a different perspective, because they referred to questions on data
processing and protection that are relevant for criminal matters in general (as the
Lindqvist Case) or because they were related to criminal proceedings at national
level.

Following the entry into force of the abovementioned Treaty, the Court has full
competence with respect to any new legal instrument adopted in the area of
Freedom, Security and Justice. In relation to the legal instruments adopted previ-
ously, the Court will also have competence as from 1 December of 2014, which is
the date of expiration of a transitional period of 5 years.

Under this transitional jurisdiction, the Court has issued some relevant decisions
on matters related to exchange of information, data protection and national criminal
proceedings in the EU. An extract of the most relevant Judgements are reproduced
bellow, whilst other decisions on criminal matters are briefly mentioned in different
sections to this book.

2.5.1 Case C-101/01 v Lindqyvist [2003] I-ECR 12971.
Judgment of the Court of 6 November 2003*>

Directive 95/46/EC—Scope—Publication of personal data on the internet—
Place of publication—Definition of transfer of personal data to third countries

In the course of the criminal proceedings against Mrs Lindqvist, the Gota Hovratt
(Court of Appeal, Sweden) referred to the Court for a preliminary ruling several
questions concerning inter alia the interpretation of some provisions of Directive
95/46/EC.

Mrs Lindgvist was charged with breach of the Swedish legislation governing the
protection of personal data for publishing on her internet site personal data on a
number of people working with her on a voluntary basis in a parish of the Swedish
protestant church (parr. 2).

In 1998, Mrs Lindqvist set up internet pages at home on her personal computer
in order to allow parishioners preparing for their confirmation to obtain informa-
tion they might need. At her request, the administrator of the Swedish Church’s
website set up a link between those pages and that site (parr. 12). These pages
contained information about Mrs Lindqvist and other 18 colleagues, sometimes
including their full names, and described in a mildly humorous manner the jobs
held by their colleagues and their hobbies. In many cases family circumstances and
telephone numbers were mentioned. She also stated that one colleague had injured

3 Judgment ECLI:EU:C:2003:596. Opinion (C-101/01) ECLI:EU:C:2002:513.
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het foot and was working half-time on medical grounds (parr. 13). Mrs Lindgvist
colleagues had not given their consent to the publication of the information in those
pages, nor had the Datainspektionen (supervisory authority for the protection of
electronically transmitted data) had been informed on her activity. She removed the
pages in question as soon as she become aware they were not appreciated by some
of her colleagues (parr. 14).

Mrs Lindgdvist was fined by the Eksjo' tingsratt (District Court, Sweden) and
appealed against that sentence to the Gotta Court of Appeal (parr. 16).

Among the questions referred for a preliminary ruling, the Gotta Court of Appeal
asked whether the act of mentioning, on an internet page, various persons and
identifying them by name or by other means, for instance by giving their telephone
number or information regarding their working conditions and hobbies, constituted
the “processing” of “personal data” “wholly or partly by automatic means” within
the meaning of Article 3(1) of Directive 95/46 ) (parr. 19).

On this question, the Court ruled that:

¢ According to the definition in Article 2(a), the term “personal data” used in
Article 3(1) of Directive 95/46 covers any information relating to an identifier or
identifiable natural person: therefore, this term undoubtedly covers the name of a
person in conjunction with his telephone coordinates or information about his
working conditions or hobbies (parr. 24);

e According to the definition in Article 2(b) of Directive 95/46, the term
“processing of such data” used in Article 3(1) covers any operation or set of
operations which are performed upon personal data, whether or not by automatic
means. This provision also gives some examples of such operations, including
disclosure by transmission, dissemination or otherwise making data available:
this follows that the operation of loading personal data on an internet page must
be considered to be such processing (parr. 25)

¢ Placing information on an internet page entails, under current technical and
computer procedures, the operation of loading that page onto a server and the
operations necessary to make that page accessible to people who are connected:
such operations are performed, at least in part, automatically (parr. 26).

Another question submitted to the Court was whether these processing of
personal data was covered by one of the exceptions in Article 3(2) of Directive
95/46/EC. Mrs Lindqvist had alleged that private individuals who make use of their
freedom of expression to create internet pages in the course of a non-profit-making
or leisure activities were not carrying out an economic activity and were thus not
subject to Community law. Otherwise, the question of the validity of Directive
95/46/EC would arise as, in adopting it, the Community legislator would have
exceed the powers conferred on it by Article 100a of the EC Treaty (at that time,
Article 95 EC). She therefore considered that the approximation of laws, which
concerns the establishment and functioning of the common market, cannot serve as
a legal basis for Community measures regulating the right of private individuals to
freedom of expression on the internet (parr. 30).
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e The Court ruled that recourse to Article 100a of the Treaty does not presuppose
the existence of an actual link with the free movement between the Member States
in every situation or activity referred to by the measure founded on that basis. A
contrary interpretation would make the limits of the Directive particularly uncer-
tain, which would be contrary to its essential objective of approximating the laws,
regulations and administrative provisions of the Member States in order to
eliminate obstacles to the functioning of the internal market deriving precisely
from disparities between national legislations (see Joined Cases C-465/00, C-138/
01 and C-139/01 Osterreichischer Rundfunk and Others [2003] ECR 1-4989, parr.
41 and 41). Therefore, the Court concluded that the expression “activity which
falls outside the scope of Community law” cannot be interpreted in each individ-
ual case by analysing whether the specific activity at issue directly affects the
freedom of movement between the Member States (parr. 42).

* On the specific exceptions provided for in Article 3(2) of Directive 95/46/EC,
the Court considered that the first indent (in other words, the activities provided
for by Titles V and VI of the Treaty on European Union and processing
operations concerning public security, defence, State security and activities in
areas of criminal law), are, in any event, activities of the State or of State
authorities and unrelated to the fields of activity of individuals (parr 43). The
exception applies only to the activities which are expressly listed there or which
can be classified in the same category (ejusdem generis) (parr. 44).

e As per the second indent, the 12th recital of the preamble cites, as examples of
the processing of data carried out by a natural person in the exercise of activities
which are exclusively personal or domestic, correspondence and the holding of
records of addresses (parr. 46): that exception must therefore be interpreted as
relating only to activities which are carried out in the course of private or family
life of individuals, which is clearly not the case with the processing of personal
data consisting in publication on the internet so that those data are made
accessible to an indefinite number of people (parr. 47).

The fifth question submitted to the Court was related to the transfer of personal
data to third countries. In particular, the Swedish Court of Appeal asked if the act in
Sweden of using a computer to load personal data onto a home page stored on a
server in Sweden—with the result that personal data become accessible to people in
third countries—constituted a transfer of data to third countries within the meaning
of Article 25 of Directive 95/46/EC (parr. 52).

The Court considered it necessary to take into account the both the technical
nature of the operations carried out and the purpose and structure of Chapter IV of
that Directive where Article 25 appeared.

e After considering the technical nature of the operations, the Court concluded that
“personal data which appear on the computer of a person in a third country,
coming from a person who has loaded them onto an internet site, were not
directly transferred between those two people but through the computer infra-
structure of the hosting provider where the page was stored.

¢ According to the Court, Chapter IV sets up a complementary regime to the
general regime set up by Chapter II of that Directive concerning the lawfulness
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of processing of personal data (parr. 63). Its objective, as defined in the 56th to
60th recitals, is to limit transfers of personal data to third countries which ensure
an adequate level of protection. The adequacy of such protection must be
assessed in the light of all the circumstances surrounding the transfer operation
or the set of transfer operations: where a third country does not ensure an
adequate level of protection the transfer of personal data to that country must
be prohibited (parr. 64). Chapter IV of Directive 95/46/EC does not contain any
provision concerning use of the internet. In particular, this chapter does not lay
down any criteria fr deciding whether operations carried out by hosting pro-
viders should be deemed to occur in the place of establishment of the service or
at its business address or in the place where the computer or computers consti-
tuting the service’s infrastructure are located (parr. 67).

Therefore, the Court ruled that given, first, the state of development of the
internet at the time the Directive 95/46/EC was drawn up and, second, the absence
in Chapter IV of any criteria applicable to the use of Internet, one cannot presume
that the Community legislator intended the expression “transfer [of data] to a third
country” to cover the loading, by an individual in Mrs Lindqvist’s position, of data
onto an internet page, even if such data are thereby made accessible to persons in
third countries with the technical means to access them (parr. 68).

2.5.2 Case C-317/04 European Parliament v Council
and Case C-317/04 European Parliament v
Commission. Judgment of the Court (Grant Chamber)
of 30 May 2006”°

Protection of individuals with regard to the processing of personal data—Air
transport—Decision 2004/496/EC—Agreement between the European Com-
munity and the United States of America—Passenger Name Records of air
passengers transferred to the United States Bureau of Customs and Border
Protection—Directive 95/46/EC—Article 25—Third countries—Decision
2004/535/EC—Adequate level of protection

In the final stage of the negotiations of the Agreement between the European
Community and the United States of America on the processing and transfer of
PNR data by Air Carriers to the United States Department of Homeland Security,
Bureau of Customs and Border Protection (CPB), the European Parliament
presented two actions for annulment. The first action (Case C-317/04) was for the
annulment of the Council Decision 2004/496/EC of 17 May 2004 on the conclusion

6 Judgment ECLI:EU:C:2006:346 Opinion (C-317/04) ECLI:EU:C:2005:710.
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of the Agreement.97 The second action (Case C-318/04) was for the annulment of
the Commission Decision 2004/535/EC of 14 May 2004 on the adequate protection
of personal data contained in the Passenger Name Record of air passengers trans-
ferred to the United States Bureau of Customs and Border Protection (the decision
on adequacy).”®

The negotiations about this Agreement had stated as result of the legislation
passed by the United States in November 2001 providing that air carriers operating
flights to or from the United States or across United States territory had to provide
the United States competent authorities with electronic access to the data contained
in their automated reservation and departure control systems (Passenger Name
Records, PNR data). As results of the concerns expressed by the Commission on the
possible conflict of the obligation imposed to EU air carriers with the European and
national laws of the Member States on data protection, the United States postponed
the entry into force of this Agreement. However, some months later United States
refused to waive the right to impose penalties on airlines falling to comply with the
legislation on electronic access to PNR data after 5 March 2003. As result, certain
European airlines started granting United States access to PNR data.

The United States issued a document containing undertaking of the part of CBP,
on the basis of which the Commission issued the Decision on adequacy pursuant to
Art. 25(6) of Directive 95/46/EC. The Decision on adequacy, as well as the
proposal for a Council Decision concerning the conclusion of the Agreement with
the United States, were submitted by the Commission to the European Parliament.

The European Parliament contented that Commission Decision 2004/535/EC of
14 May 2004 was ultra vires because it was adopted on the basis of Directive 95/46/
EC, which expressly excludes operations concerning public security, defence, State
security (including the economic wellbeing of the State when the processing
operation relates to State security matters) and the activities of the State in areas
of criminal law from its scope of application in Article 3(2).

The Commission and the UK argued that the air carriers’ activities fell within the
scope of Community law because they involved activities of private parties (the air
carriers), rather than activities of the Member States, and since the air carriers’ aim
in processing PNR data was simply to comply with Community law.

In the course of both proceedings, the European Data Protection Supervisor
(EDPS) sought leave to intervene in supporting the position of the European
Parliament. In line with EDPS observations, the Court considered that the Super-
visor was responsible not only for monitoring and ensuring the application of the
provisions of Regulation (EC) No 45/2001 and any other Community act relating to
the protection of the fundamental rights and freedoms of natural persons with
regard to the processing of personal data by Community institution or body, but
also for advising Community institutions and bodies on all matters concerning the
processing of personal data. That advisory task does not cover only the processing
of personal data by those institutions or organs. For those purposes, the Supervisor

°70J 2004, L 183, p. 83, and corrigendum at OJ 2005, L 255, p. 168.
%807 2004, L 235, p. 11.
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carries out the duties provided for in Article 46 of that Regulation and exercises the
powers conferred on him by Article 47 of the Regulation. As result, the Court issued
two orders granting the EDPS leave to intervene in Case C-317/04 and in
Case C-318/04 in support of the form of order sought by the European Parliament
(see parr. 2 and 18 of the Case C-317/04 [2005] 1-02457, Order of the Court
(Grant Chamber) of 17 March 2005).

Given the connection between the Cases, the Court considered appropriate to
join them for the purposes of the judgment (parr. 49).

In Case 318/04, the European Parliament considered that the first indent of
Article 3(2) of Directive 96/45/EC, relating to the exclusion of the activities
which fall outside the scope of Community law, was infringed (ultravires action)
(parr. 51).

In view of the European Parliament, the processing of PNR data after transfer to
the United States authorities would be carried out in the course of activities of the
State mentioned in Article 3(2) first indent. As stated in parr. 43 of the judgement in
Case C-101/01 Lindgvist [2003] ECR I-12971), these activities were excluded from
the scope of Directive 95/46/EC (parr. 52).

The Commission’s point of view, supported by United Kingdom, was that the
activities of the air carriers clearly felt within the scope of Community law
(parr. 53).

The Court found that, while PNR data are initially collected by airlines in the
course of an activity which falls within the scope of Community law, namely
the sale of an aeroplane ticket which provides entitlement to a supply of services,
the data processing which is taken into account in the decision on adequacy is,
however, quite different in nature (parr. 57).

According to the seventh recital in the preamble, the United States legislation in
question concerns the enhancement of security and the conditions under which
persons may enter and leave the country. The eight recital states that the Commu-
nity is fully committed to supporting the United States in the fight against terrorism
within the limits imposed by Community law. The 15th recital states that PNR will
be used strictly for purposes of preventing and combating terrorism and related
crimes, other serious crimes, including organised crime, that are transnational in
nature, and attemps to evade warrants or escape from custody for those crimes
(parr. 55).

Hence, the transfer of PNR data falls within a framework established by the
public authorities that related to public security and the activities of the State in
areas of criminal law (parr. 56 and 59). The Court concluded that these argument of
the European Parliament was well founded and that the decision on adequacy must
consequently be annulled.

In Case C-317/04, the European Parliament contested Article 95 EC as the legal
basis for Decision 2004/496.

The Commission considered that the Agreement concerns the free movement of
PNR data between the Community and the United States under the conditions
which respect the fundamental freedoms and rights of individuals, in particular
privacy. It is intended to eliminate any distortion of competition, between the
Member States’ airlines and between the latter and the airlines of third countries,
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which may result from the requirements imposed by the United States, for reasons
relating to the protection of individual rights and freedoms. Moreover, the Com-
mission also observed Art. 95 EC as “the natural legal basis” for the Decision
because the Agreement concerns the external dimension of the protection of
personal data when transfered within the Community. It also mentioned that the
initial processing of the data by the airlines is carried out for commercial purposes.
The use of which the United States authorities make of the data does not remove
them from the effect of the Directive (parr. 66).

The Court concluded that Art. 95 EC, read in conjunction with Art. 25 of
Directive 95/46/EC cannot justify Community competence to conclude the Agree-
ment (parr. 67). The Agreement related to the same transfer of data as the decision
on adequacy and therefore to data processing operations which, as has been stated
above, are excluded from the scope of the Directive (parr. 68). Consequently,
Decision 2004/496 was also annulled by the Court (parr. 69 and 70).

2.5.3 Case C-275/06 Promusicae [2008] ECR 1-00271.
Judgement of the Court (Grand Chamber)
of 29 January 2008%°

Information society—Obligations of providers of services—Retention and
disclosure of certain traffic data—Obligation to disclosure—Limits—Protec-
tion of confidentiality of electronic communications—Compatibility with the
protection of copyright and related rights—Right to effective protection of
intellectual property

In the course of proceedings between Productores de Miusica de Espaifia
(Promusicae) and Telefonica de Espafia SAU (Telefénica), the Juzgado de lo
Mercantil Number 5 of Madrid, Spain, referred to the Court for a preliminary
ruling a question related to the interpretation of the following three Directives:

¢ Directive 2000/31/EC of 8 June 2000 on certain legal aspects of information
society services, in particular electronic commerce, in the internal market
(Directive on electronic commerce)loo;

» Directive 2001/29/EC on the harmonisation of certain aspects of copyright and
related rights in the information society,'" and

« Directive 2004/48/EC on the enforcement of intellectual property rights.'*>

% Judgment ECLI:EU:C:2008:54. Opinion ECLI:EU:C:2007:454.
1005 L 178, 17.7.2000, p. 1

191 OJ L 167, 22.6.2001, p. 11

10205 2004, L 157, p. 45 and corrigendum, OJ L 195, 2.6.2004, p. 16.
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The proceedings started following the refusal of Telefonica to disclose the
identities and physical addresses of certain persons whom it provided with internet
access services, whose IP address and data and time of connection were known.
According to Promusicae, those persons used the KaZaA file exchange program
(peer-to-peer to P2P) and provided access in shared files of personal computers to
phonograms in which the members of Promusicae held the exploitation rights (parr.
30). Promusicae claimed before the national court that the users of KaZaA were
engaging in unfair competition and infringing intellectual property rights, and
therefore requested the disclosure of the above information in order to be able to
bring civil proceedings against the persons concerned (parr. 31). The Juzgado de lo
Mercantil initially ordered the preliminary measures requested by Promusicae,
however, Telefonica appealed against that order stating that the abovementioned
Directives allowed such disclosure only in the framework of criminal proceedings
or for the purpose of safeguarding public security and national defence, not in civil
proceedings or as a preliminary measure in the framework of such civil
proceedings.

The question submitted to the Court was basically whether, in light of the
abovementioned Directives and of Arts. 17 and 47 of the Charter of Fundamental
Rights of the EU, the obligation to communicate personal data is also applicable, in
order to ensure effective protection of copyright, in the framework of civil
proceedings.

Starting with Directive 2002/58, the Court stated that the general obligation of
confidentiality imposed by its Art. 5 admits some exceptions in accordance with
Art. 15(1) as soon as they constitutes a necessary, appropriate and proportionate
measure within a democratic society to safeguard national security (i.e. State
security), defence, public security, and the prevention, investigation, detection
and prosecution of criminal offences (parr. 49). None of these exceptions appeared
to relate to situations that call for the bringing of civil proceedings (parr. 51).

Hence, as first conclusion, the Court ruled that neither Directive 2000/31/EC nor
Directives 2001/29/EC and Directive 2004/48/EC required the Member States to
lay down, in a situation such as that in the main proceedings, an obligation to
communicate personal data in order to ensure effective protection of copyright in
the context of civil proceedings.

However, the Court acknowledged that Article 15(1) ended the list of these
exceptions with an express reference to Article 13(1) of Directive 95/46, which also
authorises the Member States to adopt legislative measures to restrict the obligation
of confidentiality where that restriction is necessary for the protection of the rights
and freedoms of others (parr. 56 to 60). Moreover, recital 2 in the preamble to
Directive 2002/58/EC seeks to respect the fundamental rights and observes the
principles recognised in the Charter, including full respect for the rights set out in
Arts. 7 and 8 thereof: Article 7 substantially reproduces Art. 8 of the European
Convention for the Protection of Human Rights and Fundamental Freedoms signed



46 2 The Area of Freedom, Security and Justice of the EU

at Rome on 4 November 1950, which guarantees the right to respect for private life,
and Atrticle 8 of the Charter expressly proclaims the right to protection of personal
data (parr. 64).

Therefore, as second conclusion, the Court ruled that the Member States, when
transposing those Directives, should take care to rely on an interpretation of them
which allows a fair balance to be struck between the various fundamental rights
protected by the Community legal order, as well as with the general principles of
the Community law, including the principle of proportionality (parr. 70).

2.54 Case C-301/06, Ireland v. Parliament and Council,
10 February 2009'%

Action for annulment—Directive 2006/24/EC—Retention of data generated
or processed in connection with the provision of electronic communications
services—Choice of legal basis

Ireland requested that the Court annul Directive 2006/24/EC on the retention of
data generated or processed in connection with the provision of publicly available
electronic communication services or of public communication networks,"** on the
grounds that it was not supported by an appropriate legal basis. The Commission
submitted the proposal for a Directive on the basis of Article 95 of the Treaty of the
European Community. Ireland’ s main argument was that the predominant objective
of the Directive was to facilitate the investigation, detection and prosecution of
crime, including terrorism. Therefore, Ireland contended that the legal basis of the
Directive should have been Title VI of the EU Treaty, in particular Articles 30 EU,
31(1)(c) EU and 34(2)(b) EU, rather than the cited Article 95 TEC.

The Court did interpret the sole or principal objective of Directive 2006/24/EC
as being the investigation, detection and prosecution of crimes. Article 95(1) TEC
enables the Council to adopt measures for the approximation of laws. Furthermore,
the purpose of the Directive was to harmonise disparities between national pro-
visions governing data retention by service providers, particularly regarding the
nature of the retained data and the length of their retention periods. It covers the
activities of service providers in the internal market, and thus does not govern
access to data or use thereof by police or judicial authorities of the Member States.

The Court affirmed the adequate legal basis for Directive 2006/24/EC.

193 Judgment ECLI:EU:C:2009:68. Opinion ECLI:EU:C:2008:558.
1940 L 105, 13.4.2006, p. 54.
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2.5.5 C-524/06, Huber v. Germany, 16 December 2008

Protection  of personal data—European citizenship—Principle  of
non-discrimination on grounds of nationality—Directive 95/46/EC—concept
of necessity—General processing of personal data relating to citizens of the
Union who are nationals of another Member State—Central register of
foreign nationals

In December 2008, the European Court of Justice entered a preliminary ruling on
the application of Articles 12(1), 17 and 18 of Directive 95/46/EC. This ruling was
entered to address issues raised by Mr Heinz Huber, an Austrian national residing in
Germany, who pressed charges against the Federal Office for Migration and
Refugees (Bundesamt fiir Migration und Fliichtlinge).

The preliminary ruling was triggered by Mr Huber’s request to the Federal office
for Migration and Refugees for the deletion of his personal data from the “Auslander-
zentralregister” (AZR), a centralised register storing certain personal data on foreign
nationals residing permanently in Germany. On 22 July 2000, Mr Hubert requested
the deletion of his personal data from this database arguing that he was being
discriminated against because the database did not track German nationals.

Per the German authorities, the cited database was used for statistical purposes
only, and its data was only available to security and police services, and the judicial
authorities, when investigating and prosecuting criminal activities which threat-
ened public security.

As a preliminary observation, the Court pointed out that “the processing of
personal data for the purposes of the application of legislation relating to the right
of residence and for statistical purposes falls within the scope of application of
Directive 95/46”, but the situation is quite different “when the objective of
processing those data is connected with the fight against crime”.

Regarding the primary purpose of the database, the Court declared that “as
Community law presently stands, the right of free movement of a Union citizen
in the territory of a Member State of which he is not a national is not unconditional,
but may be subject to the limitations and conditions imposed by the Treaty and by
the measures adopted to give it effect”. In this sense, it could logically be necessary
for a Member State to have information and documents readily available to
determine whether a national of another Member State has the right of residence
within its territory, and to confirm that no justifications for restricting that right
exist. However, “such register must not contain any information other than what is
necessary for that purpose”. As to the statistical function of the register, the Court
stated that “Community law has not excluded the power of Member States to adopt

195 Judgment ECLI:EU:C:2008:724. Opinion ECLI:EU:C;2008:194.
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measures enabling the national authorities to precisely monitor population move-
ments affecting their territory”, but the storage of individualised personal informa-
tion in a general register is another matter.

Therefore, the Court concluded that

a system for processing personal data relating to Union citizens who are not nationals of the
Member State concerned, such as that put in place by the Law on the central register of
foreign nationals, of 2 September 1994, and having as its object the provision of support to
the national authorities responsible for the application of the law relating to the right
of residence, does not satisfy the requirement of necessity laid down by Article 7(e) of
Directive 95/46/EC .. ., interpreted in the light of the prohibition on any discrimination on
grounds of nationality, unless:

« It contains only the data which are necessary for the application of the national laws by
the authorities of that jurisdiction; and

» Its centralised nature enables legislation relating to the right of residence to be more
effectively applied to Union citizens who are not nationals of the Member State.

It is for the national court to ascertain whether those conditions are satisfied in the main
proceedings.

The storage and processing of data containing individualised personal information in a
register, such as the Central Register of Foreign Nationals, for statistical purposes cannot,
on any basis, be considered to be ‘necessary’ within the meaning of Article 7(e) of
Directive 95/46/EC.

Regarding the processing of the personal data contained in the cited database for
the purposes of fighting crime, the Court considered that the objective was legiti-
mate, but the systematic processing of personal data restricted to the data of the
non-nationals constitutes discrimination which is prohibited by Article 12(1) of the
European Community Treaty.

2.5.6 Case T-194/04, Bavarian Lager Co. Ltd v. Commission,
Judgment of the Court of First Instance of 8 November
2007'%

Access to documents—Regulation (EC) No. 1049/2001—Documents relat-
ing to proceedings for failure to fulfil obligations—Decision refusing
access—Protection of physical persons in relation to processing of personal
data—Regulation (EC) No. 45/2001—Concept of private life

The applicant requested that the Court annul the Commission’s decision of
18 March 2004, rejecting its request for access to the minutes of a meeting held

196 Judgment ECLI:EU:T:2007:334.
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by the Commission in 1994, which was attended by officers of the Director General
for the Internal Market and Financial Services, officials of the UK’s Department of
Trade and Industry, and representatives of the Confederation de Brasseurs du
marche Commun (CBMC) in the context of an infringement proceeding against
the UK under Article 169 of the (former) Treaty of the European Community.

The Commission denied the applicant access to the names of the meeting
participants, invoking the exception provided in Article 4(1)(b) of Regulation
No. 1049/2001 of 30 May 2001 regarding public access to European Parliament,
Council and Commission documents. The cited provision allows the institutions to
refuse access to a document where disclosure would undermine the protection of
“privacy and the integrity of the individual, in particular in accordance with
Community legislation regarding the protection of personal data”.

The Court reasoned that Regulation No. 1049/2001 of 30 May 2001 “is designed
to ensure the greatest possible transparency of the decision-making process of the
public authorities and the information on which they base their decisions”, and to
promote “good administrative practices”. Access to documents containing personal
data falls under Regulation No. 1049/2001, according to which, in principle, all
documents of the institutions should be accessible to the public, except for cases
covered by the regimen of exceptions in Article 4, including the need to protect
privacy and integrity of individuals, and the fundamental right of data protection.

According to the Court, there was “no reason in principle to exclude professional
or business activities from the concept of ‘private life’”. In accordance with the case
law of the European Court of Human Rights, “private life” is a broad concept that
does not lend itself to an exhaustive definition; it protects the right to identity and
personal development as well as the right of any individual to establish and develop
relationships with other human beings and with the outside world.

However, the Court declared that exceptions to the principle of access to
documents must be interpreted restrictively. In this case, the Court highlighted
that the text of the minutes refers not to physical persons but to the agencies that the
individuals worked for and represented via their attendance, such as the CBMC or
the Directorate General for the Internal Market and Financial Services, among
others. The Court concluded that

disclosure of the names of the CBMC representatives is not capable of actually and
specifically affecting the protection of the privacy and integrity of the persons concerned.
The mere presence of the name of the person concerned in a list of participants at a meeting,
on behalf of the body which that person represented, does not constitute such interference,
and the protection of the privacy and integrity of the persons concerned is not compromised.

Therefore, the Court decided to annul the Commission’s decision of 18 March
2004, which rejected the applicant’s request for access to the full minutes of the
meeting of 11 October 1996, including the names of all participants.
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2.5.7 Case C-28/08, European Commission v. Bavarian
Lager Co. Ltd., Judgment of the Court, 29 June 2010""”

Appeal—Access to the documents of the institutions—Document
concerning a meeting held in the context of a procedure for failure to fulfil
obligations—Protection of personal data—Regulation (EC) No. 45/2001—
Regulation (EC) No. 1049/2001

The Commission appealed the Judgment of the Court of First Instance of the
European Communities in the case European Commission v. Bavarian Lager
Co. Ltd.

The Court pointed out that Regulations 45/2001 and 1049/2001 were adopted on
dates very close in time to each other, and do not contain any provisions granting
one regulation primacy over the other. “In principle, their full application should be
ensured”. The particular and restrictive interpretation that the Court of First
Instance gave to Article 4(1)(b) of Regulation No. 1049/2001 does not correspond
to the existing balance between both regulations. The Court held that the Commis-
sion was right to verify whether the data subjects had given their consent to the
disclosure of their personal data. ““...[B]y releasing the expurgated version of the
minutes of the meeting of 11 October 1996 with the names of five participants
removed therefrom, the Commission did not infringe the provisions of Regulation
No 1049/2001 and sufficiently complied with its duty of openness”. Furthermore,
the Court reasoned that the Commission has not yet been able to weigh up the
various interests of the parties concerned, as Bavarian Lager has not provided any
express and legitimate justification demonstrating why the transfer of that personal
data was necessary. Under these circumstances, the Court concluded that the
Commission was right to reject the application for access to the full minutes of
the 11 October 1996 meeting.'®

2.5.8 T-259/03, Nikolaou v. Commission, 12 September
2007'%

Ms Nikolaou brought an action before the Court of First Instance of the European
Communities, requesting compensation for the non-material damage and harm to
her health suffered as a consequence of notices that appeared in the European press
about an ongoing investigation conducted by OLAF, in which she was involved.

197 Judgment ECLI:EU:C:2010:378. Opinion ECLI:EU:C:2009:624.
198 ee, however, Opinion of the Advocate General Sharpston of 15 October 2009.
199 judgment ECLI:EU:T:2007:254.
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OLAF also issued a press release concerning this investigation, including a refer-
ence to it in its Annual Report and, although in both cases her name was not
mentioned, the applicant contended that the provided information made it particu-
larly easy to identify her. On the other hand, the applicant requested that OLAF be
granted access to her file, the final report and any other information concerning its
findings after investigating the allegations against her, which OLAF also refused to
disclose to her.

As a preliminary issue, the Court stated that the burden of proof in this case, and
similar cases of non-contractual liability, is on the applicant, who must establish
whether an institution acted illegally and the extent of the damages suffered. On the
contrary, the burden of proof shifts to the institution when a fact giving rise to
damages could have resulted from any number of potential causes, and the institu-
tion has not introduced any proof as to which was the true cause, even though it was
best placed to do so. The Court concluded that an OLAF staff member leaked
information, including personal data, to a journalist for publication, and that
OLAF’s press release confirmed the veracity of the leaked facts by publishing
another press release and including references to the case in its Annual Report. The
information published in the press release was personal data, because the individual
concerned was easily identifiable: the fact that the applicant was not named did not
protect her anonymity.

The leak of this information, by transmitting personal data to a journalist, and the
subsequent publication of the information in a press release, constituted the unlaw-
ful processing of personal data, violating Article 5 of Regulation 45/2001. OLAF
was in the best place to prove how the leak occurred and, in the absence of such
proof, OLAF and the Commission must be held responsible.

The publication of the press release was unlawful under Articles 5(a) and (b) of
Regulation 45/2001, because the public did not need to know the information
published in the press release at the time of its publication, before the competent
authorities had decided whether or not to pursue judicial, disciplinary or financial
remedial measures.

2.5.9 Case C-291/12 Michael Schwarz v Stadt Bochum
[2003] I-ECR 12971. Judgement of the Court
(Fourth Chamber) of 17 October 2013""°

Reference for a preliminary ruling—Area of Freedom, Security and Jus-
tice—Biometric passport—Fingerprints—Regulation (EC) No. 2252/2004—

(continued)

19 Judgment ECLI:EU:C:2013:670. Opinion ECLI:EU:C:2013:401.
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Article 1(2)—Validity—Legal basis—Procedure for adopting—Articles
7 and 8 of the Charter of Fundamental Rights of the European Union—Right
to respect for private life—Right to the protection of personal data—
Proportionality

In the course of proceedings between Ms Schwarz and the Stadt Bochum (city of
Bochum), the Verwaltungsgericht Gelsenkirchen (Administrative Court, Gelsen-
kirchen, Germany) referred to the Court of Justice for a preliminary ruling the
question on the validity of Art. 1(2) of Council Regulation (EC) No 2252/2004 of
13 December 2004 on standards for security features and biometrics in passports
and travel documents issued by Member States, as amended by Regulation (EC) No
444/2009 of the European Parliament and of the Council of 6 May 2009.

My Schwarz had applied to the Stadt Bochum for a passport, but refused to have
his fingerprints taken at that time. Following the refusal of the Stadt Bochum to
deliver the requested passport without fingerprints, Mr Schwarz brought an action
before the abovementioned Court. Among other reasons, Mr Schwarz considered
that Art. 1(2) of Regulation 2252/2004, which imposes the obligation to take
fingerprints of persons applying for passports, infringes the right to the protection
of personal data Idi down in Arts 7 and 8 of the Charter of Fundamental Rights of
the EU.

The Court examines whether taking fingerprints and storing them in passports, as
provided for in Art. 1(2) of Regulation No. 2252/2004, constitutes a threat to the
rights to respect for private life and the protection of personal data and, in that case,
whether such threat can be justified.

On the first point, the Court concludes that, from a joint reading of Arts. 7 and 8
(1) of the Charter, “the taking and storing of fingerprints by the national authorities
(...) constitutes a threat to the rights to respect for private life and the protection of
personal data” (parr. 29).

As regards the justification of this twofold threat, the Court refers to Art. 8(2),
according to which personal data cannot be processed except on the basis of the
consent of the person concerned or “some other legitimate interest laid down by
law”. On this second exception, the Court states that “the rights recognised by Arts.
7 and 8 of the Charter are not absolute rights but must be considered in relation to
their function in society (see to that effect Volker und Markus Schecke and Eifert,
parr. 48, and Case C-543/09 Deutsche Telekom [2011] ECR I-3441, parr. 51)”
(parr. 33).

In light of Art. 52(1) of the Charter, limitations of the exercise of those rights are
possible so long as those limitations (a) area provided for by law, (b) meet an
objective of general interest recognised by the Union, and (c) are proportionate to
the aims pursued by Regulation No 2252/2004 and, by extension, to the objective of
preventing illegal entry into the European Union (parr. 34).

(a) On the first point, it was clear that limitations arising from the taking and
storing of fingerprints when issuing passports were provided for by Art. 1(2) of
Regulation No 2252/2004 (parr. 35).
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(b) Concerning the objective of general interest, Art. 1(2) read in the light of
recitals 2 and 3 has two specific aims: to prevent the falsification of passports, and
prevent its fraudulent use or the use of persons other than their genuine holders
(parr. 36).

(c) On the proportionality principle, the Court considered whether the measures
implemented by that regulation are appropriate for attaining those aims and do not
go beyond what is necessary to achieve them (Volker und Markus Schecke and
Eifert, parr. 74).

The Court concluded that the storage of fingerprints on a highly secure storage
medium as provided for by that provision requires sophisticated technology, thus
reducing the risk of passports being falsified and to facilitate the work of the
authorities responsible for checking the authenticity of passports at EU borders.

In assessing whether such processing is necessary, the Court examined whether
it was possible to envisage measures which could interfere less with the rights
recognised in Arts. 7 and 8 of the Charter but still contribute effectively to the
objectives of Regulation No. 2252/2004.

The Courts considered that an action involves no more than the taking of prints
of two fingers”, was not an operation of an intimate nature. Although fingerprints
are taken in additional fo the facial image, the combinations of these two operations
cannot be considered as a relevant threat to the rights recognised by Arts. 7 and 8 of
the Charter. Moreover, the only real alternative to the taken of fingerprints would be
an iris scan, but nothing suggested that the later procedure would interfere less in
the rights recognised by Arts. 7 and 8 of the Charter, and it is commonly considered
that iris-recognition is not yet as advanced as fingerprint-recognition technology
(parr. 52).

Lastly, the Court considered it crucial “that the processing of any data finger-
prints taken pursuant to that provision should not go beyond what is necessary to
achieve that aim”. In accordance with Art. 4(3) of Regulation No. 2252/2004,
fingerprints may be used “only for verifying the authenticity of a passport and the
identity of its holder”, and cannot be used for purposes other than those provided for
by that Regulation”. On this particular issue, the Court made the following
statements:

(...) it is true that fingerprints play a particular role in the field of identifying persons in
general. Thus, the identification techniques of comparing fingerprints taken in a particular
place with those stored in a database make it possible to establish whether a certain person
is in that particular place, whether in the context of a criminal investigation or in order to
monitor that person indirectly (parr. 59).

However, is should be borne in mind that Art. 1(2) of Regulation No 2252/2004 does
not provide for the storage of fingerprints except with the passport itself, which belongs to
the holder alone (parr. 60).

The Regulation not providing for any other form or method of storing those fingerprints,
it cannot in and of itself, as in pointed out by recital 5 of Regulation No 444/2009, be
interpreted as providing a legal basis for the centralised storage of data collected thereunder
or for the use of such data for purposes other than that of preventing illegal entry into the
European Union (parr. 61).

In those circumstances, the arguments pu forward by the referring court concerning the
risks linked to possible centralisation cannot, in any event, affect the validity of that
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regulation and would have, should the case arise, to be examined in the course of an action
brought before the competent courts against legislation providing for a centralised finger-
print base (parr. 62).
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Chapter 3
Eurojust

3.1 Mission

Eurojust is the body of the European Union created in 2002 and reinforced in 2009"
in order to work in close cooperation with the judicial authorities of the Member
States conducting investigations and prosecutions against serious forms of cross-
border crime.”

Although it is based in The Hague, The Netherlands, Eurojust maintains daily
contact and undertakes a regular exchange of information with investigating judges
and prosecutors in Member States responsible for the conduct of complex cases
requiring the practical application of legal instruments of judicial cooperation in
criminal matters.

In an Area of Freedom, Security and Justice without internal borders, the
members of criminal organisations and networks can move easily from one to
another Member State of the EU. Police and judicial authorities responsible for
the prevention and combating of serious cross-border crime have limited jurisdic-
tion and are not entitled to undertake any investigative measure or judicial decision
beyond the limits of their Member States of origin. Eurojust was created to fill the
gap between the continuity of criminal activities committed across the European
Union and the fragmented ability of national judicial authorities to investigate and
prosecute them.

The scope of competence of Eurojust covers a wide range of criminal offences of
a serious nature and cross-border dimension, which are listed in the Annex to the
Council Decision of Europol. The list includes inter alia unlawful drug trafficking,

The opinions expressed by the author are personal and do not necessary coincide with those of
Eurojust.

!'See Eurojust legal framework in Sect. 3.2.
% Gutierrez Zarza (2010), p. 71.

A.G. Zarza (ed.), Exchange of Information and Data Protection in Cross-border 57
Criminal Proceedings in Europe, DOI 10.1007/978-3-642-40291-3_3,
© Springer-Verlag Berlin Heidelberg 2015
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illegal money-laundering activities, illegal immigrant smuggling, trafficking in
human beings, motor vehicle crime, computer crime, corruption and environmental
crime.

The field of competence of Eurojust also covers “other types of offences” at the
request of a competent authority [Art. 4(2) EJ Decision]. In accordance with this
legal provision, Eurojust is entitled to provide support in cases of new types of
criminality not expressly listed in the Annex to the EP Decision (maritime piracy),
or other types of criminality requiring a coordinated action at EU level (genocide
suspects who, after committing crimes in third countries, are residing in the
Member States).

Eurojust is a driven-demand body. This means that, within its scope of compe-
tence, Eurojust provides support upon request of the national authorities of the
Member States. The number of cases initiated on the basis of the information
provided by Europol is very reduced.

In this context, the mission of Eurojust is twofold:

¢ Eurojust promotes and ensures the coordination among judicial authorities of
different Member States who are combating the same criminal organization or
phenomenon.

This can range, for instance, from criminal organisation involved in drug
trafficking in Spain, France, The Netherlands and Denmark, to a mobile itinerant
group that originate in Albania and is committing thefts in Slovenia, the Czech
Republic, Germany and Austria.

In these cases, judicial authorities would not have any possibility to succeed
and dismantle the whole organisation if they worked in isolation and without
taking into consideration the transnational implications of the domestic investi-
gations or prosecutions. In order to combat cross-border criminal activities
successfully, judicial authorities are compelled to align their actions: they have
to ensure that the suspects are arrested in different Member States simulta-
neously, that bank accounts and proceeds from crime are frozen in all the
Member States at the same time, and that house searches and seizures in
different places are synchronised. Only with these coordinated actions at judicial
level, is the total dismantling of a criminal organisation possible.

Eurojust promotes and ensures an expeditive exchange of information and
proper coordination among the judicial authorities of the Member States threat-
ened by the same criminal organisation or network. We will see in the following
sections how the tasks, powers and tools of Eurojust are aimed at facilitating the
exchange of information and the coordination between of investigations and
prosecutions.

e Eurojust also facilitates cooperation and assist in the removal of obstacles that
Jjudicial authorities may face when issuing and/or executing legal instruments of
judicial cooperation in criminal matters.

For example, a Italian prosecutor investigating a case of corruption at national
level, may need certain information from bank accounts located in Germany or
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from Spanish land registers. Assistance might also be sought to deal with a case
of murder that has been committed by a citizen of another Member State.

Quite frequently, judicial authorities conducting investigations or prosecu-
tions against serious cross-border crime need the gathering of certain informa-
tion in another Member State (witnesses testimonies, forensic reports, DNA
profiles, criminal records), or the arrest and further surrender of (some of) the
suspects. In these cases, the issuing and/or execution of the legal instruments on
judicial cooperation in criminal matters (rogatory letters, European arrest war-
rants) can be subject to delay or encounter difficulties (e.g. unclear drafting, or
several requests for additional information).

Eurojust ensures better communication and exchange of information among
the issuing and executing judicial authorities, and assist in the removal of
obstacles and in optimising execution of the legal instruments on judicial
cooperation in criminal matters.

In practice, the abovementioned investigations frequently evolve towards more
complex scenarios requiring both coordination and cooperation. For instance, in
cases of child pornography Eurojust could be initially asked to provide support in
the issuing of rogatory letters for the interceptation of communications in another
Member State. In a later stage, the information gathered from the computer of the
suspect may result in a need for close cooperation between the Member States
where other collaborators of the victims are residing.

There are also three other scenarios in which support from Eurojust is foreseen:

— Investigations and criminal proceedings involving a Member State and
the Commission (mainly cases affecting the financial interests of the EU)
[Art. 3(3) EJ Decision];

— Investigations and criminal proceedings conducted by a Member State
and requiring the execution of requests of judicial cooperation in a third State
[Art. 3(2) and 27b(3) EJ Decision];

— Investigations and criminal proceedings conducted by a third State and requiring
the execution of requests for judicial cooperation in at least two Member States
[Art. 27b(1)].

In all these scenarios, Eurojust does not have any investigative or prosecutorial
power. It works in close cooperation with the national prosecutors and investigation
judges and assist them in with the transnational dimension of criminal proceedings.
However, the all investigative and prosecutorial powers remain in the hands of the
national judicial authorities, and the judicial files remain on their desks. This is one
of the most relevant elements of the Area of Freedom, Security and Justice of the
EU: the existence of 28 Member States, each of them with its own jurisdiction and
national legal system(s), without any supranational body entrusted with the fight
against serious crime affecting to several Member States. The Member States are
responsible for combating cross-border criminality, with the support and assistance
of Eurojust as a “facilitator” or a “mediator”.
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3.2 Legal Framework

Eurojust was established by Council Decision 2002/187/JAH of 28 February 2002
setting up Eurojust with a view to reinforcing the fight against serious crime
(EJ Decision 2002).

The EJ Decision 2002 has been amended twice. First, by Council Decision 2003/
659/JHA" (EJ Decision 2003) in order to bring certain provisions of EJ Decision
2002 into line with the Financial Regulation applicable to the general budget
of the European Communities. Second, by Council Decision 2009/426/JHA of
16 December 2008 on the strengthening of Eurojust (EJ Decision 2008).> The
later focused on the following main areas: (1) the setting up of an On-Call
Coordination (OCC) system in order to enable Eurojust to provide support in urgent
situations, by ensuring the availability of the National Members at any time
(Art. 5a); (2) the extension of the powers of the College to situations in which the
national authorities were not able to reach an agreement on how to solve a conflict
of jurisdiction [Art. 7(2)] or were confronted by recurrent refusals or difficulties on
judicial cooperation [Art. 7(3)]; (3) the introduction of a common basis of equiv-
alent judicial powers for all the National Members, although mitigated by a
“national safeguard clause” (Art. 9a-9f); (4) the establishment in each Member
States of a Eurojust National Coordination System (ENCS), conceived as a flexible
structure in order to create a link between Eurojust, EJN and the contact points
of other networks of judicial cooperation in criminal matters, and facilitate the
transmission of operational information to Eurojust; (5) the introduction of the
obligation imposing the national authorities to provide Eurojust with information
related to specific types of crime, investigative measures or difficulties on judicial
cooperation; (6) certain amendments confirming the complementarity and mutual
partnership between Eurojust and EJN, and (7) in the area of external relations, the
possibilities of Eurojust to second liaison magistrates to third countries, and to
coordinate the execution of requests from third countries addressed to more than
one Member State.® These legal provisions have configurated Eurojust as a “body”
of the EU with legal personality (Art. 1 EJ Decision). Therefore, Eurojust is not an

30J L 63, 6.3.2002, p- 1. Previously to the setting up of Eurojust a provisional unit, called
Pro-Eurojust, developed its functions at the premises of the Council.

40J L 245,29.9.2003, p. 44. The purpose of this Council Decision was to bring certain provisions
of the Council Decision of 2002 into line with the Council Regulation (EC, Euratom) No. 1605/
2002 of 25 June 2002 on the Financial Regulations applicable to the general budget of the
European Communities. It is therefore not relevant for the purposes of this handbook.

SOJL 138, 4.6.2009, p- 14. The consolidated version of the Council Decision of 2002, as amended
by the cited Council Decisions of 2003 and 2008, shall be hereinafter referred to as “Council
Decision of Eurojust”. See Council Document 5347/3/98 REV 3 COPEN 9 EUROJUST 3 EIN
2. Brussels, 15 July 2009.

%See Explanatory memorandum to Council Decision on EJN and to Council Decision on the
strengthening of Eurojust. Council doc. 5038/08 COPEN 2 EUROJUST 2 EJN 2.
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Agency of the EU strictu sensu, although it is considered “de facto” as one of the
agencies of the Area of Freedom, Security and Justice. As result, Eurojust is
included within the scope of the “Common approach on EU decentralised agencies”
endorsed by the European Parliament, the Council and the Commission in July
2012, and the Roadmap on the follow-up of the Common approach with concrete
timetables for the planned initiatives. In line with the Common approach and in
accordance with Art. 41a EJ Decision, an independent external evaluation of
Eurojust will be conducted in 2014.

In order to assist in the implementation of the EJ Decision 2009, an Informal
Working Group met regularly, at Eurojust premises, under successive presidencies
of the Council of the EU. The Strategic Seminar “Building new bridges between
Eurojust and the Member States”, organised jointly by the Swedish Presidency of
the EU and Eurojust on 7-8 September 2009, in Stockholm, focused on the
implementation of the EJ Decision 2009 in the Member States.’

The sixth round of mutual evaluations deals with “The practical implementation
and operation of the Council Decision 2002/187/JHA of 28 February 2002 setting
up Eurojust with a view to reinforcing the fight against serious crime and of the
Council Decision 2008/976/JHA on the European Judicial Network in criminal
matters”. In December 2013, the reports of Sweden, Lithuania, Belgium, Estonia,
Slovak Republic, Denmark, Finland, Hungary, Austria and France had been
adopted and made public.

The abovementioned legal framework is developed further by the Rules of
Procedure of Eurojust8 and, in the area of personal data, by the Rules of Procedure
on the processing and protection of personal data at Eurojust.”

A specific legal provision on Eurojust was introduced by the Treaty of Lisbon
into the Treaty on the Functioning of the European Union (TFEU). In accordance
with this legal provision (Art. 85 TFEU), in June 2013 the Commission submitted a
Proposal for a Regulation on the European Union Agency for Criminal Justice
Cooperation (Eurojust)."”

Besides this legal framework and the national laws implementing the
abovementioned Council Decisions, Eurojust operates in a complex legal context
that includes international conventions and treaties, EU legal instruments of judicial
cooperation and national implementing laws, national Codes of criminal law and of
criminal proceedings. One of the tasks of Eurojust is precisely to ensure that the
different legal systems (and Codes) at stake in a particular investigation or prose-
cution coordinated by Eurojust are compatible to each other so that, for instance, the

7See Council doc. 16925/09.

807 C 286, 22.11.2002, p. 1.

° Text adopted unanimously by the College of Eurojust during the meeting of 21 October 2004 and
approved by the Council on 24 February 2005. OJ C 68, 19.3.2005, p. 1. See also Additional rules
defining specific aspects of the application of the rules on the processing and protection of personal
data at Eurojust to non-case-related operations, adopted by the College of Eurojust on 27 June
2006, at www.eurojust.europa.eu/about/legal-framework.

' COM(2013) 535 final. Brussels, 17.7.2013. On the EJ draft Regulation, see Part V, Chap. 13.
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information and evidence gathered in a Member State can be admissible in Court in
another Member State of the EU.

Another relevant challenge for Eurojust is to ensure compliance with the rules
for the processing and protection of personal data applicable at Eurojust premises,
in the exchanges of information with the Member States, and at national level,
without compromising the investigations and prosecutions supported by Eurojust.

3.3 Structure and Governance

3.3.1 National Members and National Desks

The structure of Eurojust is unique.'' Eurojust is composed of 28 National Mem-
bers, being each of them a prosecutor, investigating judge or police officer of
equivalent competence seconded by the respective Member State in accordance
with its legal system.

The National Members are the heads of the respective National desks, or
national offices, located all of them in different floor of the same Eurojust building
in The Hague.

The National desks are also composed of one or more Deputies and/or Assistants
and, in many cases, Seconded National Experts. All of them are experienced
practitioners (mainly prosecutors) very well known in their Member States of
origin. This proximity and permanent contacts with the national judicial authorities
is the real added value of Eurojust, as it facilitates enormously the work of national
authorities conducting complicated cross-border investigations who do not hesitate
to contact their colleagues in The Hague and ask for support in the transnational
implications of such investigation.

National Members, Deputies and Assistants are subject to the respective national
laws as regards their status. Some common rules regarding the minimum term of
office of the National Members are set out in Art. 9(1) EJ Decision, to ensure
continuity of the work of Eurojust and of national members themselves.

The National members receive their salaries and emoluments from the Member
State of origin, with the exception of work relating to the development of Eurojust’s
tasks, which is considered as operational expenditure and covered by Eurojust
budget (Art. 33 EJ Decision).

' See Labayle and Nilsson (2010), p. 195.
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3.3.2 The College

The 28 National Members form the College of Eurojust, which is responsible for
the organisation (management board) and the operation (casework related matters)
of Eurojust. For many years the College has met every week to discuss operational,
management, strategic and policy matters. Following an internal reflection session
of the College held in October 2012, operational, policy and strategic matters are
now being handled jointly, in the so-called Operational meetings of the College.
The College meets separately as a Management Board.'” The College elects a
President from among the National Members, and two vice-Presidents. At the
time of writing the President of Eurojust is Ms Michele Coninsx, National Member
for Belgium. The Vice-Presidents of Eurojust are Francisco Jiménez-Villarejo,
National Member for Spain, and Mr Ladislav Hamran, National Member for the
Slovak Republic.

Although not yet implemented, the College is empowered to appoint liaison
magistrates to third States, for the purposes of facilitating judicial cooperation with
such State, in accordance with Article 27a of the Council Decision of Eurojust.

3.3.3 The Administration

The National Members and the National desks are supported by a Secretariat, or
Eurojust Administration, headed by an Administrative Director. Different Units and
Services (including the Case Analysis Unit, Legal Service, Human Resources)
comprise the Administration of Eurojust. Staff Members are subject to the Staff
Regulations and internal implementing rules.

The Data Protection Officer (DPO) is also part of the staff of Eurojust. Although
he/she is under the direct authority of the College, the performance of his/her tasks
is guaranteed to be independent [Art. 17(1) EJ Decision].

The Joint Supervisory Body (JSB) is an external and independent body with the
main tasks of monitoring the activities of Eurojust involving the processing of
personal data, and ensuring compliance with the rules for the processing and
protection of personal data. The JSB is entrusted with the examination of appeals
by individuals in order to verify whether data are processed by Eurojust in a lawful
and accurate manner, and provides advice during the negotiations of agreements
with third States and bodies."?

'2 Report from the Eurojust Seminar on the new draft Regulation on Eurojust: “An improvement in
the fight against cross-border crime?”, The Hague, 14—15 October 2013. Council doc. 17188/13
EUROJUST 135 COPEN 226, p. 6.

13 An overview of the activities of the Eurojust JSB can be found in the Activity Report of the Joint
Supervisory Body for the year 2012. Council doc. 12129/13 EUROJUST 55.
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3.3.4 The Secretariats of the Networks

The internal structure of Eurojust also includes the Secretariats of different net-
works involved in judicial cooperation in criminal matters, namely the Secretariat
of the European Judicial Network, the Secretariat of the Network for Joint Inves-
tigation Teams, and the Secretariat of the European Network of contact points in
respect of persons responsible for genocide, crime against humanity and war
crimes. The Secretariats are part of the staff of Eurojust but function as separate
units (Article 25a(1)(a) and (2) and (3) EJ Decision).

3.4 Tasks, Powers and Tools

3.4.1 The Double Dimension of the National Members

It is traditionally considered that the National Members of Eurojust have a double
dimension or ‘hat’, in particular:

» The National Members are part of a European body with legal personality and a
crucial role in the fight against serious crime within the area of Freedom,
Security and Justice of the EU. From this perspective, both the National Mem-
bers and the College have been empowered with certain “tasks” related to
promote the exchange of information on cross-border investigations and prose-
cutions, ensure coordination, and facilitate cooperation between the judicial
authorities conducting such investigations and prosecutions;

e The National Members are also called to work in close cooperation with the
investigating judges and prosecutors of thir own Member States, covering the
transnational implications of the national criminal proceedings. From this point
of view, the National Members are entrusted with a common core of “powers”
enabling them to carry out certain investigative measures and acts with a direct
impact and effects in national criminal proceedings of their Member State of origin.

3.4.2 Tasks of Eurojust Acting Through Its National
Members or as a College

National Members are usually contacted by home authorities in complex cross-
border cases requiring support in the issuing, transmission or execution of several
requests for judicial cooperation in criminal matters. The support can also be
requested, in urgent cases, through the OCC system (Art. 5a(3) EJ Decision). The
“actions” that the National Members can undertake to provide such support are
enumerated in Article 6 (“Tasks of Eurojust acting through its National Members”).
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Under particular circumstances, and especially when the investigations or prose-
cutions can have repercussions at Union level or might affect Member States other
than those directly concerned, the College of Eurojust can undertake the tasks
enumerated in Article 7 Eurojust Council Decision (“Tasks of Eurojust acting as
a College™).

Acting through its National Members, Eurojust may ensure that the judicial
authorities exchange relevant information [Art. 6(1)(b)], coordinate their investi-
gations and prosecutions [Art. 6(1)(c)], and cooperate closely [Art. 6(1)(d)]. In
bilateral cases, the National Members should consider whether the case is complex
enough to require the involvement of Eurojust. Otherwise, the case should be
referred to the European Judicial Network. In this respect, Art. 6(1)(e) states that
the National Members of Eurojust “shall cooperate and consult with the European
Judicial Network, including making use of and contributing to the improvement of
its documentary database”.

The National Members of Eurojust are also entitled to issue formal requests
addressed to the national judicial authorities of his/her Member State for the
following purposes:

— To undertake an investigation or prosecution in specific acts.

Eurojust may not initiate investigations or prosecutions against serious cross-
border crime. However, some complex cases might require the involvement of
Member States other than those that initially conducted investigations and
prosecutions against the criminal organisation. Likewise, some complex cases
might require the involvement of Member States other than those that initially
conducted investigations and prosecutions against the criminal organisation. In
those cases, the respective National Member may request his/her home author-
ities to initiate an investigation.

— To accept that a judicial authority may be in a better position to undertake an
investigation or to prosecute specific acts.

This task is very relevant in cases of existing or potential conflicts of juris-
diction, and especially then judicial authorities of different Member States could
prosecute the same criminal organisation on the basis of the same facts. To
safeguard the principle “non bis in idem” and avoid unnecessary costs and
efforts, Eurojust may request the national authorities of one of the Member
State involved, to consider that the judicial authorities of other Member State are
in a better position to continue with the criminal proceedings.

— To coordinate action between the competent authorities of the Member States
concerned.

As we have mentioned already, one of the objectives of Eurojust is to ensure
the best possible coordination among judicial authorities combating the same
criminal phenomenon. To do so, Eurojust has relevant tools that will be analysed
in further sections.

— To set up a joint investigation team in keeping with the relevant cooperation
instruments.
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Joint Investigation Teams enables police and judicial authorities from differ-
ent Member States to work together on a daily basis “as a team” regardless the
borders of the Member States concerned: competent authorities can easily move
from one territory to another, and exchange information and evidence without
the need (under certain conditions) to issue and execute rogatory letters and
other formal requests of mutual regal assistance.

— Provide any information that is necessary for it to carry out its tasks.

In order to ensure transmission of information, cooperation and coordination
between judicial authorities, Eurojust needs to get a proper view of the criminal
phenomenon and of the transnational dimensions of the case. Eurojust receives
very frequently only a copy of the European Arrest Warrant or a short email
requesting assistance and support: additional information on the cross-border
elements of the case might help the National Member to understand the diffi-
culties of the case and assist to overcome them. To this aim, Art. 1(a)(v) enable
the National Member to issue a request for information.

— Take special investigative measures, or any other measure justified for the
investigation or prosecution.

The expertise acquired by Eurojust in the last 10 years is frequently relevant to
identify the best manner to approach a particular criminal investigation or
prosecution. For instance, innovative investigative methods for the interception
of communications in real time can be proposed to the national judicial author-
ities in cases of cybercrime.

Although responses to these requests are not mandatory, the Member States
should ensure “that competent national authorities respond without undue delay to
requests made under this Article” (Article 6(2) EJ Decision).

Some of the tasks that Eurojust can undertake acting as a College are similar to
the tasks just mentioned, although the following differences would merit particular
attention.

Firstly, Article 7(1)(f) entitles the College to assist Europol “in particular by
providing it with opinions based on analyses carried out by Europol”. This is an
area of common work not fully explored by both bodies. So far, the Europol
analysis reports are particularly relevant in the framework of the coordination
meetings. Conversely, during its operational meetings Europol could benefit from
Eurojust opinions inter alia on the legal instruments applicable for the arrest and
surrender of a suspect; on the safeguards and fundamental rights of the persons
concerned by a EAW; on the rules for gathering information and evidence in a
Member State to be admissible in court in other Member State.

Secondly, Article 7(2) and (3) empowers Eurojust to issue written non-binding
opinions in two particular situations:

e “Where two or more National Members cannot agree on how to resolve a case of
R TS

conflict of jurisdiction”, “provided that the matter could not be resolved through
mutual agreement between the competent national authorities concerned”.
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» Recurrent refusals or difficulties concerning the execution of requests and
decisions on judicial cooperation, where the situation could not be resolved
through mutual agreement between the competent national authorities or
through the involvement of the National Members concerned.

In both cases, the opinion of Eurojust has to be promptly forwarded to the
Member State(s) involved.

Should a competent national authority decide not to comply with a request
issued by their National Member or the College (Articles 6(a) and 7(a)), or with a
non-written opinion of the College (Article 7(2) and (3)) it must inform Eurojust
“without undue delay of their decision and of the reasons for it”, in accordance with
Art. 8 EJ Decision. This legal provision states that

where it is not possible to give the reasons for refusing to comply with a request because to

do so would harm essential national security interests or would jeopardise the safety of
individuals, the competent authorities of the Member States may cite operational reasons.

These reasons (“harm essential national security interests” or “jeopardise the
safety of individuals”) seems closer to a police investigation than to a judicial
investigation or criminal proceeding in which is Eurojust is providing assistance or
support. A reference to the risk to “undermine ongoing investigations prosecutions
or court proceedings” or the “fundamental rights of suspects, accused persons or
victims” would be more appropriate.

3.4.3 Powers Granted to the National Members in Their
Capacity as Competent National Authorities

In accordance with the “double dimension” of the role of National Members of
Eurojust, Articles 9 to 9f EJ Decision recognise a common core of powers to be
exercised by the National Members “in their capacity as national judicial author-
ities”. Such common core of powers had already been foreseen in the EJ Decision
of 2002, but was drafted in such general terms'* that this resulted in a “variable
geometry” of the powers granted to their National Members by the Member States
of origin.

Arts. 9-9f EJ Decision intend to ensure that at least some powers are conferred to
all National Members, whilst the level of recognition of others will depend on the
particularities of the constitutional rules, criminal justice systems and structures of
each Member State.

14 Article 9(3) of the Council Decision of 2002 stated: “Each Member State shall define the nature
and extent of the judicial powers it grants its national member within its own territory. It shall also
define the right for a national member to act in relation to foreign judicial authorities, in
accordance with its international commitments (...)”.
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The “ordinary powers” mentioned in Art. 9b, as well as the modalities of access
to certain national databases listed in Art. 9(3), should be conferred to all National
Members.

Conversely, the “powers exercised in agreement with a competent national
authority” regulated in Art. 9c, and the “powers exercised in urgent cases” regulated
in Art. 9d should be granted as far as those powers are not contrary to the
constitutional rules, fundamental aspects of the criminal justice system, or the
federal structure of the Member State concerned (Art. 9e). If the later (and in
accordance with the so-called “national safeguarding clause”), the National Mem-
ber should be at least competent to submit a request to the national competent
authority in pursuance of the powers mentioned in Arts. 9c and 9d.

* In the exercise of ordinary powers, National Members should be entitled “to
receive, transmit, facilitate, follow up and provide supplementary information”
of requests and decision of judicial cooperation in criminal matters (Article 9b
(1)). In case of partial or inadequate execution, the National Members should be
entitled “to ask for supplementary measures in order for the request to be fully
executed” (Article 9b(2)).

¢ Inagreement with the competent national authority, of at its request, the National
Members may, under their capacity as competent national authorities, “issuing
and completing”, as well as “executing”, requests and decisions of judicial
cooperation. They may also “order in their Member State investigative measures
considered necessary at a coordination meeting organised by Eurojust”, and
authorising and coordinating controlled deliveries. (Article 9(1)(a) and (c)).

¢ Inurgent cases and in so far as it is not possible for them to identify or to contact
the competent national authority in a timely manner, the National Members may
be granted powers “to authorise and coordinate controlled deliveries in their
Member State”, and to execute requests and decisions on judicial cooperation in
criminal matters (Article 9(d)).

The powers conferred to the National Members i could be also exercised,
without undue delay, in relation to the execution of the requests received from
other Member State through the OCC system [Art. 5a(3) EJ Decision].

Art. 9(3) EJ Decision confers the National Members the power to have equiv-
alent access, or at least be able to obtain the information contained in certain
databases. The information retrieved or received by a Member State from these
databases may help inter alia to determine whether this person has committed
similar offences in other Member States. This could be used in the case of a
perpetrator of child pornography which has been convicted previously in other
Member States and whose criminal records are stored in ECRIS. This can also be
the case of a member of a violent itinerant group which has committed previous
murders in other Member States, and whose DNA profile is stored in Priim system.

In order to maximise the possibilities of these searches, the National Members
should be granted access (or be able to receive information from) the national
databases and, through the national contact points, of the interconnected databases
from other Member States. This does not seem controversial, as far as Art. 9(3)
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EJ Decision states that the National Member should have the same level of access
“as would be available to him in his role as a prosecutor, judge or police officer”,
and the later authorities have (direct or indirect) access to Priim and ECRIS
systems, among others.

Itis unclear whether relevant information extracted from those databases and sent
to a National Member could be transmitted to other National Member(s) and,
through them, be inserted in the national judicial files. Otherwise, the information
should be further transmitted formally between the Member States concerned
through legal instruments of judicial cooperation in criminal matters.

The particular powers conferred to the National Members in the context of Joint
Investigation Teams (Art. 9f EJ Decision) are analysed in the next section.

3.4.4 Eurojust Tools

3.4.4.1 Coordination Meetings

Eurojust has developed some tools to provide the necessary support and assistance
to the national judicial authorities conducting investigations and prosecutions
against serious cross-border crime.

One of the most relevant tools are the coordination meetings. In those meetings,
judicial authorities from different Member States are able to sit down together,
round a big table, in order to share information about the state of play of investi-
gations and prosecutions, and discuss the best manner to coordinate their actions in
at national level, and the requests for assistance in other Member States. Meetings
are convened by the relevant National Members in agreement with the national
judicial authorities. Eurojust provides support in the planning of the journey to The
Hague and will cover travel costs. Eurojust also provides simultaneous translation,
so that judicial authorities can explain the details of ongoing investigation in their
own language.

The preparation and conduction of the meetings are actively supported by the
Case Analysis Unit. Among other tasks, this Unit has the challenge to group the
different pieces of information provided by the national judicial authorities and, on
the basis of such information and the data and support provided by Europol,
compose the overall picture of the criminal phenomena. This overall picture is
provided, and completed, during the coordination meeting.

In many coordination meetings, the main objective is to design and agree on a
common Action Plan including actions and investigative measures to be adopted
simultaneously (and in a coordinated manner) in the different Member States with a
view to tackle and dismantle the criminal organisation in question.
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3.4.4.2 The Coordination Centres

The days agreed to take action simultaneously in different Member States against
the same criminal organisation, the National Members concerned and Eurojust
analysts arrive at Eurojust in the early morning. They monitor in real time the
execution of domiciliary searches, the freezing of criminal assets and the arrest of
the suspects, among other measures. They also assist the judicial authorities to
overcome the difficulties derived from the existence of different legal instruments,
or if certain additional information is needed before the execution of a rogatory
letter or any other instrument of judicial cooperation in criminal matters.

3.4.4.3 The Joint Investigation Teams

A Joint Investigation Team (JIT) is a team of police and judicial authorities from
different Member States and/or other parties, including third States, set up on the
basis of a written agreement, for a specific purpose and a limited period of time."
JITS are mainly governed by Art. 13 of the Convention on Mutual Assistance in
Criminal Matters between the Member States of the EU'® and by the Council
Framework Decision 2002/465/JHA of 13 June on Joint Investigation Teams
[OJ L 162, 20.6.2002, p. 1].

The creation of a JIT is highly advisable where criminal organisations operate in
several Member States and closely coordinated actions are required on-the-spot to
tackle them. In particular, JITs have demonstrated a clear added value in cases of
drug trafficking, trafficking in human beings, fraud and corruption.

Within the framework of a JIT Agreement and in accordance with specific
operational action plans, JITs members are able to discuss and agree on common
strategies, undertake specific investigative measures, exchange and gather infor-
mation in real time, and share specialised knowledge. Practitioners participating in
JITs enjoy an appropriate legal framework to discuss matters related to the disclo-
sure and confidentiality of documents and the admissibility of evidence. This new
working method also promotes the interaction between police and judicial author-
ities from different legal systems and judicial cultures.

Based on the practical experience gained over the years, Eurojust provides
advice to judicial authorities on the potential benefits of setting up a JIT in a
particular case and, if decided so, can also support the setting up and running of
a JIT.

The potential advantages of setting up a JIT and, if decided so, the negotiation of
the JIT Agreement and the drafting of the operational action plan are frequently
discussed during coordination meetings organised at Eurojust premises.

150On this matter, see more in detail Eurojust News, Issue No. 9—June 2013.
1°0J C 197, 12.7.2000, p. 1.
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