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Foreword

In Consumer Health Informatics, Deborah Lewis and her fellow editors have assem-
bled a group of clinicians and scientists eminently qualified to enlighten all those inter-
ested in clinical computing. I have long believed that patients represent the largest yet
least well-utilized healthcare resource, and that the interactive computer can help cli-
nicians to better understand their patients even as it empowers patients to take greater
control of their own medical destinies [1,2]. It is my honor and pleasure, therefore, to
add a few words of foreword to this welcome book.

I had the good fortune to spend the 1960s at the University of Wisconsin. In this
wonderful atmosphere of progressive ideology and strong social conscience, two lines
of reasoning evolved in my mind [1,3]. The first led to a set of controversial ideas I
called “patient power,” arguing that patients should be encouraged to participate as
partners with their clinicians in medical decisions [4,5]. Further, I proposed that
patients and clinicians alike would benefit if medical records were declassified, shared,
and developed jointly by patient and clinician, and that words, such as “order” and
“comply,” would be better dropped from the medical lexicon and replaced with words
that communicated a more collaborative process [4–6]. For centuries, the medical pro-
fession had perpetrated paternalism as an essential component of patient care, thereby
detracting from what patients could contribute to the quality of their medical care and
depriving them of the self-esteem that comes from mutual respect and self-reliance.
The assumption was that “doctor knows best.” Patient power questioned this. As Shaw
once wrote, “Do not do unto others as you would that they should do unto you. Their
tastes may not be the same” [7].

My second line of reasoning was that the computer could be used wisely and well in
the practice of medicine. As with patient power, the idea was controversial, and those
of us who were entering this new field were confronted by concerns about the com-
puter in medicine under any circumstances. Would modern times destroy the art of
medicine? Would these machines result in the disempowerment that had been associ-
ated with the industrial revolution? Yet, contrary to prevailing concerns, the computer
in our laboratory instead offered the opportunity to empower the patient [1].

My colleagues and I had the idea that we could program a computer to interact
directly with the patient, to engage in meaningful dialogue, to explore medical prob-
lems in detail, and to do so in a personalized, dignified, and considerate manner. There
was a theoretical reason for pursuing this. Could the computer model the clinician as
interviewer? But there were practical reasons as well. We hoped the interactive com-
puter would help clinicians in the care of their patients; that using the computer would
be interesting, perhaps even enjoyable for the patient; and in the back of our minds
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was the idea that the computer might actually help patients to help themselves with
their medical problems.

We began with a computer-based history of allergies [8]. Our first patient, selected
by a tired intern who had been up all night and to some extent liked the idea of being
replaced by a computer, was also the most informative. He sat down at the LINC com-
puter, borrowed from Neurophysiology [9]; the tapes churned and “HAVE YOU
EVER HAD HIVES?” appeared on the screen. The characters flickered—the LINC
was very slow by today’s standards—lights on the console flashed on and off, and the
speaker emitted an eerie, high-pitched sound. On the other side of a Sheetrock parti-
tion, people were walking in and out, and a cat was meowing. It was reminiscent of
Kafka’s Castle [10] or Koestler’s Darkness at Noon [11]—clearly, not optimal circum-
stances for any medical interview, let alone one conducted by a computer [1].

Yet our patient quickly became engaged, and soon it was clear that rapport had been
established between man and machine. He laughed out loud at some of the comments;
and he talked to the computer, sometimes in praise and sometimes in criticism. For the
first time as a patient, he was in control. Later, when the Teletype began to print his
summary, in a legible but otherwise traditional format, he turned and asked, “May I
read that?” and there, in a break with tradition, I encouraged him to read his record;
and as he read, he discovered errors that needed correction. The computer as an inter-
viewer had been, and would continue to be in our experience, an acceptable means to
share the medical record at a time when the shared record was controversial and re-
sisted in the traditional setting [1,6]. Here was patient power at work.

With subsequent computer-based medical histories, and later with programs
designed to help patients to help themselves, we did our best to yield further control
to the patient—to request permission to proceed, to respect the patient’s priorities, to
respect the right to decide and not to decide, to help with uncertainty, and to respect
reluctance to respond—and patients were consistent in their praise of this approach
[12]. Concern about the computer as a negative, depersonalizing influence proved to
be unfounded; most patients found their experience to be interesting, enjoyable, and
informative; and in our experience, corroborated by others, patients often found it
easier to communicate with the computer about potentially embarrassing matters than
to communicate the same information to their doctor [13-15]. Furthermore, when we
designed the computer-printed summaries with the patient as well as the clinician in
mind, patients, who were eager to read their summaries, helped us, not only to correct
errors of commission and omission, but also to remove offensive wording.

Over the years, numerous studies have demonstrated that dialogue between patient
and computer—well received by patient and clinician—has the potential to yield com-
prehensive interviews on a wide variety of medical and psychological problems [16].
Still, as a practical matter it has been hard for clinicians’ offices to provide the com-
puters, protected space, and administrative overhead required for these interviews.
Computing for the patient, for interviews, for health-related information, and for a wide
variety of other purposes, needed a new technology. This came with the advent of the
Internet and the increasing availability of PCs with access to the Internet. And now,
Consumer Informatics, as presented so ably in this book, is a burgeoning field. Patients
and prospective patients can now participate in their health care over the Internet from
the privacy of their homes; and they are availing themselves of this electronic com-
munication in great numbers.According to a recent survey, well over 100 million people
in the United States turn to the Internet for health related information [17]. For the
most part, this information is presented in a didactic, non-interactive manner, but I am
confident that more and more interactive programs will be available to address the
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individual needs of patients who use them. Increasingly, patients communicate with
each other as well as with their clinicians by electronic mail [1,6]; and although cur-
rently limited to a few clinical practices, secure Web sites are now available that give
patients a means to view their medications; request prescriptions, appointments, and
referrals; view upcoming appointments; and view the results of their diagnostic studies
[18–23]. Further, it should now be possible to deliver to people in their homes, inter-
active interviews that obtain their medical histories and incorporate the results of these
interviews into their electronic medical records, readily available both to patient and
clinician [6].

I am confident that the “digital divide” will continue to narrow, that the Internet will
continue to become democratized as well as democratizing, available to more and more
people from all walks of life, and that consumer informatics will improve the quality
of medical care. This excellent collection of thoughtful, informative, and thought-
provoking chapters shows that this process is already well underway.

Warner V. Slack, MD
Professor of Medicine, Harvard Medical School

Co-Director, Division of Clinical Computing, Department of Medicine
Beth Israel Deaconess Medical Center

November 23, 2004
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Series Preface

This series is directed to healthcare professionals who are leading the transformation
of health care by using information and knowledge to advance the quality of patient
care. Launched in 1988 as Computers in Health Care, the series offers a broad range
of titles: some are addressed to specific professions such as nursing, medicine, and
health administration; others to special areas of practice such as trauma and radiology.
Still other books in the series focus on interdisciplinary issues, such as the computer-
based patient record, electronic health records, and networked healthcare systems.

Renamed Health Informatics in 1998 to reflect the rapid evolution in the discipline
now known as health informatics, the series continues to add titles that contribute to
the evolution of the field. In the series, eminent experts, serving as editors or authors,
offer their accounts of innovation in health informatics. Increasingly, these accounts 
go beyond hardware and software to address the role of information in influencing 
the transformation of healthcare delivery systems around the world. The series also
increasingly focuses on “peopleware” and the organizational, behavioral, and societal
changes that accompany the diffusion of information technology in health services
environments.

These changes will shape health services in the new millennium. By making full and
creative use of the technology to tame data and to transform information, health infor-
matics will foster the development of the knowledge age in health care. As coeditors,
we pledge to support our professional colleagues and the series readers as they share
the advances in the emerging and exciting field of health informatics.

Kathryn J. Hannah
Marion J. Ball
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Preface

xiii

As a parent, I recently became personally aware of the importance of consumer health
informatics. After a frightening trip to the hospital with an unconscious child, I 
was told that her EEG was “very abnormal” and that she had a seizure disorder.
Other words followed but they didn’t get processed. I only heard abnormal EEG and
seizure disorder. Before I could think of any questions to ask, the neurology team was
gone.

Within minutes, the parade of “what ifs” began in my mind. I asked to speak to the
doctors who had examined my daughter, but they had moved on to another hospital
unit.A nurse paged the fellow, who said she would return to talk to me. I waited several
hours and found myself entertaining more questions, and especially wishing I could
remember the name of the drug they were going to be giving my daughter.

I decided to walk across the street to my office to check the Internet. I thought a
quick search would give me some of the answers I needed. Knowing to look only at a
“trusted site,” I went directly to a national organization for persons with epilepsy. I
clicked on the link for answers to questions and then on the link entitled “Children”.
My eyes were drawn to the bulleted points on the right side of the page:

• “300,000 children have seizures”
• “there are different types of seizure disorders”
• “many children feel loss of self-esteem and social isolation”

Further exploration of the same Web site led me to a page that discussed driving restric-
tions for persons with epilepsy. I couldn’t help but think about how my bright five-year
old daughter’s life was going to be impacted by this diagnosis.

I did not quickly see a link to medication information so I left this Web site and
searched using the keywords epilepsy, medication, and children. There were many hits.
One of the first was for an attorney who assists parents whose children have been
injured by seizure medications. I ultimately returned to the hospital an even more
anxious parent.

With the passing of time, fear started to overtake my usual rational pattern of
thought. I talked to a staff nurse and asked her how my daughter’s life would be
changed by epilepsy? Would my five-year old be injured by the medication? Would she
become dysfunctional? Would she still be permitted to attend school? 

The considerate answers she gave me based on her experience, really helped reas-
sure me. A pediatric resident soon joined us, and I asked him the same questions. He
provided the same calm reassurance. That night, the resident and the unit nurse helped
me process the small amount of information I had and helped me move forward to



more rational thinking. I still had many questions but now they were practical and
based on my daughter’s unique situation.

As my information needs changed, I was better able to focus my Internet search.
I found wonderful support and answers in BrainTalk Communities, which is part of 
the Massachusetts General Hospital, Department of Neurology Web resources
(http://adams.mgh.harvard.edu/NISRDG/#ptweb).

As I consider my experience of that day, I am aware that people seek information
from a variety of resources and use many different approaches to process information.
I am also aware that when faced with a crisis it is difficult to separate intellectual ques-
tions from situational emotions. My own experience has taught me to think differently
about the role of the care provider and how important high-quality, accessible infor-
mation resources are for healthcare consumers in times of crisis. The Internet is a 
powerful resource when it provides access to accurate and personally meaningful 
information.There are situations when a conversation with a healthcare provider is the
best resource, but that is not always possible in today’s healthcare environment.

As a developer of consumer health information resources, I am convinced that we
must create new consumer-provider communication paradigms that capitalize on the
strengths of information technologies to meet the needs of individual healthcare con-
sumers. The designers of healthcare Web sites need to work with knowledgeable con-
sumers and healthcare providers to ensure that high-quality information is thoughtfully
presented. I also believe that clear, direct, and hopeful messages should be brought
forward to prominent placement on Web sites for healthcare consumers who are
seeking information in times of crisis. We have a wonderful opportunity to build
resources to meaningfully help people process information when they need it most.

These chapters present information that represents the current science of consumer
health informatics and provide examples of model programs that seek to build new
information sharing strategies. As professional organizations and consumer health
working groups make important contributions to consumer health informatics, the
growing library of literature will help shape the field. A number of healthcare infor-
matics’ educational programs have integrated consumer health informatics content,
and governmental agencies have set agendas that promote research and development
in this field.

Through the chapters that follow the reader will gain insights into the definitions for
consumer health and health informatics through theory-based approaches. “Best-
practice” strategies for development and evaluation, and model initiatives in consumer
health informatics are presented. The text includes authors and editors from interdis-
ciplinary backgrounds who have presented, as fully as possible, the depth and breadth
of consumer health informatics expertise. We are fortunate to have the knowledge and
expertise that they provide in the pages that follow.

I have shared my own experience to illustrate the importance of access to high-
quality, individualized information that is available in an environment of consumer-
provider information-sharing, as well as the importance of including the consumer in
the design and development process. We have much to gain by the efforts of so many
who are researching, teaching, and living the experience of access to consumer health
information. It is my hope that the wonderful contributions made in this book will lead
to greater insights and produce more research to strengthen and guide the science of
consumer health informatics.

Deborah Lewis, EdD, RN, MPH
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Over the last few decades, consumer involvement in health care has been dramatically
transformed. Not the least of these transformations has been consumers’ active par-
ticipation in decision making about their own health and the health of their family
members. The advent and growing popularity of the Internet and its searchable World
Wide Web have revolutionized consumers’ access to information. The sheer volume of
Internet-based information on virtually any subject has been a source of both satis-
faction and frustration for healthcare consumers.

In the not-so-distant past, health information for patients was delivered from the
perspective of the medical world. This model was understandable, as patients tradi-
tionally looked to their healthcare providers as the primary, and possibly only, source
of information on health and disease. Although this approach may have been valuable
in reducing access to misinformation, it also limited the range of information available
to patients or consumers and placed the patient in a less engaged role. During the past
decade, involving consumers in the process of health care has been increasingly empha-
sized, with an appreciation for the positive impact on outcomes that follows. This par-
adigm shift from physician-centered to patient-centric care and the impact of Internet
access to health information has formed the basis for the development of consumer
health informatics. This chapter presents several definitions that have been advanced
for consumer health informatics and provides an overview of the process of consumer
health information delivery.

Toward a Definition of Consumer Health Informatics

To begin, it is helpful to define what is meant by “health consumers.” The American
Medical Informatics Association, Consumer Health Informatics Working Group, and
the International Medical Informatics Association, Nursing Informatics Interest
Group [1,2] have defined a health information consumer as a person who seeks infor-
mation about health promotion, disease prevention, treatment of specific conditions,
and management of various health conditions and chronic illnesses. Consumers of
health information have consisted not only of persons with specific health conditions
and their friends and family, but also of the public concerned about promoting optimal
health.

As noted earlier, several definitions exist for consumer health informatics. Accord-
ing to the U.S. General Accounting Office, consumer health informatics is “the use of
modern computers and telecommunications to support consumers in obtaining 
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information, analyzing their unique health care needs and helping them make deci-
sions about their own health” [2].

Consumer health informatics has been defined by Gunther Eysenbach as “the branch
of medical informatics that analyses consumers’ needs for information; studies and
implements methods of making information accessible to consumers; and models and
integrates consumers’ preferences into medical information systems” [3, p. 3].

Tom Ferguson defines consumer health informatics as “the study, development, and
implementation of computer and telecommunications applications and interfaces
designed to be used by health consumers” [4, p. 2].

Although this is likely not a complete collection of all definitions of consumer health
informatics, these key definitions acknowledge the importance of the use of computer
and information technology to support the process of health information delivery in
an integrated manner to healthcare consumers. They also consistently focus on the
importance of meeting the consumer’s personal information needs.

Consumer health informatics is differentiated from the existing field of medical
informatics by Houston et al. “First, because of its frequent patient-centered approach,
consumer health informatics may have an even stronger overlap with public health. In
addition, the design of consumer health informatics applications require more frequent
input from patients and consumers” [5, p. 1, sub 4,6].

Tom Ferguson describes the importance of addressing the personal information
needs of modern healthcare consumers: “When they have a serious medical concern,
they (healthcare consumers) don’t just accept whatever treatment their local doctor
offers. They’ll spend hours and hours on the Internet learning about their condition,
communicating with other patients and clinicians who share their interests, and track-
ing down every lead they can find on the best new treatments” [6]. Dr. Ferguson has
delineated 10 levels in which consumers participate in the access and use of health care
information [7, pp. 1–2], as follows:

Level 1. e-Patients search for health information.
Seventy-three million American adults currently use the Internet to look for infor-

mation regarding their health concerns. Four out of five of their online sessions begin
with a search engine. Patients give themselves online crash courses on their newly diag-
nosed diseases and disorders. They prepare for doctors’ appointments and look up
information on the drugs and other treatments that their doctors recommend. They
look for new ways to control their weight. But above all, they search for information
that might help others. According to a recent Pew Internet & American Life survey,
more e-patients search for medical information for friends and family members (81%)
than for themselves (58%) [7, pp. 1–2].

Level 2. e-Patients exchange e-mail with family members and friends.
Online patients reach out via e-mail to those they know and love, reporting on their

health problems and concerns, and seeking information, advice, and support from their
personal network of friends and family members. Their loved ones typically respond
with sympathy, understanding, and support. They recommend specific resources:
doctors, treatment centers, Web sites, books, and support groups. They refer e-patients
to “second-level” contacts, for example, another friend who knows about the topics of
concern to them. They also use e-mail to coordinate face-to-face visits and assistance
[7, pp. 1–2].

Level 3. e-Patients seek guidance from online patient-helpers.
When faced with a new diagnosis of a serious medical problem, e-patients may seek

out and communicate with an experienced online self-helper with the same condition,
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for example, the Webmaster of a site devoted to their concern. There are thousands of
these condition-specific online patient helpers on the Internet, and they are not diffi-
cult to find. Patient-helpers can usually recommend the best online resources for a par-
ticular condition. In addition, they typically provide a type of uniquely practical and
reassuring “been-there-done-that” advice that may be difficult or impossible to obtain
elsewhere [7, pp. 1–2].

Level 4. e-Patients participate in online support groups.
Many e-patients facing serious medical challenges participate in Internet support

communities devoted to a single medical condition (e.g., breast cancer or depression).
These groups usually communicate via postings on Web-based forums or electronic
mailing lists. Participants share their thoughts, feelings, personal stories, and experi-
ences and ask and reply to questions. They also exchange information on medical
studies and clinical trials, discuss current treatment options, and recommend treatment
centers and professionals with special expertise in the shared condition [7, pp. 1–2].

Level 5. e-Patients join with other online self-helpers to research their shared 
concerns.

The members of some Internet support communities organize themselves into online
work groups, reviewing the medical literature on their disorder and providing lists of
frequently asked questions (FAQs) for the newly diagnosed. Some online support
groups conduct informal research on their shared concerns. A few have even devel-
oped and carried out their own formal research studies or have partnered with pro-
fessional researchers to conduct medical research, with group members serving as
research subjects [7, pp. 1–2].

Level 6. e-Patients use online medical guidance systems.
At some sites, e-patients can type in the names of all the drugs they are currently

taking and receive a report of all possible drug interactions. At others, they can read
reviews of a drug their doctor has proposed, written by dozens of patients who have
actually used it. There are sites where patients can answer a series of questions about
their symptoms and receive a listing of possible diagnoses, along with a list of the
medical tests and observations that could help them decide which might be most likely.
Further, a number of online physician directories are available where e-patients can
find detailed information about individual doctors and hospitals, for example, patient
evaluations, surgical success rates, and reports of malpractice settlements. I have come
to think of such sites as early prototypes of what my colleague Richard Rockefeller
has called medical guidance systems—information technology (IT) systems that use
computing power to help e-patients make good medical decisions. In the future, such
systems could make it possible for e-patients to play an even more knowledgeable and
responsible role in contributing to their own medical care.

Within these first six levels, e-patients operate primarily in the world of lay medicine
and self-managed care, with little or no involvement with health professionals.The four
levels that follow involve interactions between e-patients and health professionals 
[7, pp. 1–2].

Level 7. e-Patients interact with volunteer online health professionals.
Online patients sometimes send their e-mailed questions to health professionals they

have found on the Internet. Or they may visit Web sites (e.g., drgreene.com or
drweil.com) at which physicians or other health professionals offer to answer visitors’
medical questions. Hundreds of health professionals currently provide such services.
Many sites (e.g., http://www.goaskalice.columbia.edu) list hundreds of previously asked
questions and answers in a searchable or browsable format [7, pp. 1–2].
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Level 8. e-Patients use the paid services of online medical advisors and consultants.
Some e-patients take advantage of the online-only services now offered by a growing

number of professionals: They may pay a physician or a nurse to answer their e-mailed
questions. They may seek an online second opinion from a physician specializing in
their condition. They may sign up for a series of e-mailed counseling sessions with an
e-therapist. They may employ the services of an online medical researcher. Or they
seek the advice of an online personal trainer, nutritionist, or weight loss coach. Because
level 8 medical professionals do not require face-to-face contact, they can offer their
services to anyone with an Internet connection [7, pp. 1–2].

Level 9. e-Patients engage in electronic conversations with their local clinicians.
Growing numbers of e-patients exchange e-mail with their local brick-and-mortar

physicians. The content of these communications frequently resembles that of a
provider–patient phone call. Patients ask questions to help them prepare for, or follow
up on, a clinical visit. But because e-mail is more convenient and less time pressured,
e-patients need not worry about interrupting their busy doctors. Patients who com-
municate with their doctors via e-mail may find it easier to pose thoughtful questions,
introduce new topics, and report on the results of their online searches. Some providers
now offer more sophisticated online patient services, for example, threaded
patient–physician messaging, online advice nurses, online support communities, shared
access to the patient’s electronic medical records, online appointment scheduling, and
online prescription refills [7, pp. 1–2].

Level 10. e-Patients receive one-way electronic messages from their clinicians.
Some health professionals use the Net to send their patients unrequested messages

that are not interactive, for example, targeted suggestions for behavioral change or
patient education materials of the doctor’s choosing. In most cases, the effectiveness of
these offerings can be increased by presenting them in an “opt-in” manner, by adding
a “talk back” option, or both, moving the interaction to level 9. Although such one-way
communications may be acceptable to older or less sophisticated patients, some expe-
rienced e-patients think of unsolicited one-way messages as spam and may find them
offensive [7, pp. 1–2].

Toward a Model for Consumer Health Informatics

Drs. Lewis and Friedman [8] have proposed a model for consumer health informatics
(Fig. 1.1) that places the consumer at the center of the process of information trans-
formation. This model illustrates how relevant and valid information—integrated
appropriately into an environment of shared decision making—can improve both the
satisfaction with the process of care delivery and measurable outcomes reflected in
consumers’ health status. Information technology, as a mode of message/information
transfer, serves to assemble and process the information and act as a catalyst for feed-
back. Healthcare consumers work with their healthcare providers to assemble and
understand the retrieved information in the context of their personal health concerns.
The ideal system output is an informed healthcare consumer who is making health
choices based on personal health goals that lead to improved health outcomes. The
model is graphically represented in Fig. 1.1.
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One Consumer’s Experiences and Perceptions:
Jason G. Cooper, MS

Consumer health informatics is best illustrated through the actual experiences of a
healthcare consumer. We recognize Jason Cooper for his willingness to share his story
and for the understanding that it brings to our study of consumer health informatics.

Case Study

I was diagnosed with Crohn’s in 1993—a life-altering event for anyone with this chronic
disorder. Instead of entering the military as an officer, I was medically discharged and
decided to attend graduate school. Although I didn’t know it then, this is where my
education with community health informatics would begin.

Wanting to learn more about this disease, I searched for health resources. Beginning
with my mother’s books (she’s a nurse), I read for hours on end. Most of these books
dealt with people who were extremely sick from inflammatory bowel disease (IBD),
which served to do nothing more than frighten me. Sadly, nothing informatively satis-
fying was given to me when diagnosed. I was prescribed Azulfidine, given a one-page
brochure, and sent on my way.

At the time, the Internet was just beginning to blossom into the public and private
sectors. After a couple of years of unsuccessfully “dealing” with my condition alone, I
decided to seek help from my peers. Online discussion groups, varying Web sites, and
the Crohn’s and Colitis Foundation of America’s (CCFA’s) “Ask the Physician” forum
are where I spent many hours. By far, these were the most enlightening experiences—
learning that others had similar food interaction problems; learning that I was not
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alone; and, asking volunteer gastroenterologists specifics about prescription medica-
tions, diet, and a myriad of other questions.

I had found what I truly needed years before when my diagnosis was first made: an
information resource, a self-help and support group, and a healthcare professional
willing to lend personal advice. For those suffering with many chronic ailments, these
are three very important issues: educating oneself, knowing there are peers that are
experiencing the same and supporting one another, and professional advice without
the need for an office visit.

In retrospect, an information kiosk at the gastrointestinal (GI) doctor’s office where
I was diagnosed, to address all of these concerns, would have helped considerably. The
Internet has come a long way since 1993 and advances in informatics research will open
more doors for patients to self-inform. I am currently pursuing a Ph.D. at Duke Uni-
versity and I am focused on IBD diet and wellness research. I believe the future of
community health informatics will be to assist individuals in learning, finding applica-
ble resources, and seeking professional advice outside the standard office visit.

As a fellow informatician, I perceive the principal challenges to be:

• Electronic Health Record (EHR) standardization, which without we cannot confi-
dently deliver complete and accurate health information.

• Standardizing the delivery of patient health information outside the current care par-
adigm (i.e., Web delivery of tests, findings, and billing; Web and e-mail reminders for
normal visits, special visits, bills, and insurance; and personalized health-related news
and information).

• Enriching patient education and compliance.

I believe that we can address these challenges and change the way information is
delivered by:

• Widely standardizing the EHR (IEEE, ISO, other standards organizations, and 
e-health leaders).

• Implementing e-capable (Internet, mobile devices, etc.) health information 
distribution.

• Educating patients on diverse levels such as hard-copy brochures (perpetual
method), information kiosks in specialty clinics and community/family medicine
clinics, e-health delivery, and e-health education (oneself, loved ones, or academia).

On a closing note, my heartfelt understanding is shared with those indomitable suf-
ferers of IBD—Crohn’s disease or ulcerative colitis, as well as those with irritable bowel
syndrome (IBS). I’ve been through 11 years, lots of Crohn’s medications, countless pro-
cedures, and a bowel resection . . . yet I continue to dream of a cure of these troubling
disorders. I plan to dedicate time and effort for research toward quality-of-life issues
and patient education. I also applaud the tireless work and contributions of researchers,
educators, philanthropists, and the innumerable healthcare professionals.

Summary and Issues

Healthcare consumers are actively involved it seeking health information and in using
the information they are finding to make decisions about their health. People seek
healthcare information from a variety of sources, which include print and electronic
resources, healthcare providers, other consumers, and their families and friends. The
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information may be delivered in a variety of print and media-based formats, through
electronic access, that is, Internet-based delivery, telephone delivery, e-mail and chat,
access to electronic databases, and other formats too numerous and constantly evolv-
ing to mention. It is important that access to health information is consumer centered
and accessible for the person involved and for his or her provider, and that the process
of consumer health information delivery focuses on the personal information needs of
the healthcare consumer. To meet the unique information needs of healthcare con-
sumers and support the process of optimal health outcomes consumer health infor-
matics applications need to support the synergy between patient and provider.

The example provided by Jason Cooper illustrates the need for integrated systems
that support healthcare consumers’ access to the information combined with access 
to healthcare providers working and interested to discuss, validate, and assist con-
sumers in understanding the information in the context of their own health concerns.
In the course of creating consumer health informatics tools, consumers, providers, and
informaticians must pay attention to ethical and social issues so that together they
shape the future as they would like it to be, in terms of both how technology is used
and what kinds of regulations are put in place. Certification and self-regulation, instead
of only government regulation, are needed to ensure information accuracy and to 
help users evaluate the credibility of information providers and information sources
[9, p. 312].

In this text we are presenting the science of consumer health informatics. Each
chapter makes a unique contribution to this effort. We are ever aware that any dis-
cussion of consumer health informatics should represent the science of healthcare
informatics within the context of the healthcare consumer we seek to serve. The text
is organized to move the reader from a discussion of definitions for consumer health
and health informatics through theory-based approaches for design to a presentation
of “best-practice” strategies for development and evaluation. The text ends with dis-
cussion of model initiatives in consumer health informatics. Critical issues are exam-
ined that challenge providers, consumers, and informaticians who seek to create and
use consumer health informatics applications.
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People play a critical role in achieving health for themselves, the people they care
about, and the communities within which they live. Consumers of health services create
and maintain healthy lifestyles, develop healthy communities, and, in collaboration with
healthcare professionals, manage disease and its recovery. Similar to their professional
counterparts, lay people engaged in health care also benefit from informatics solutions
that permit them ready access and judicious application of health information, clinical
recommendations, and interpersonal support. The purpose of this chapter is to char-
acterize lay people as patients and consumers of health services, examine their recog-
nized and implicit roles in health and health care, and explore how consumer health
informatics (CHI) innovations support an empowered, engaged consumer.

An ideology of empowerment—granting of power to a dependent group or enhanc-
ing an individual’s ability for self-determination—pervades contemporary American
culture. CHI proceeds from this ideology and, in turn, facilitates its realization in health
care. CHI innovations provide information about their health concerns, assist con-
sumers in finding others who share their concerns, and afford them platforms to prom-
ulgate characterizations of health problems that are more person-centered rather than
industry-centered. CHI innovations also help consumers navigate the complex health-
care system and access the professional recommendations and evidenced-based prac-
tice guidelines that aid in disease management. CHI innovations have the potential to
support knowing participation in healthcare practices. In this chapter, we explore ideas
central to collaboration in health care, examine the roles of lay persons, and evaluate
the rich, ever growing set of informatics innovations for the extent to which they
empower consumers to take charge of their health and actively participate in decisions
about healthcare delivery.

Collaboration in Health Promotion and Disease Management

Accomplishing personal and population health objectives and the goals of healthcare
delivery requires the active participation of many individuals, including clinicians,
research scientists, healthcare administrators, policy makers, and financiers. Lay
persons play a central role in the health and healthcare process, not only as the iden-
tified recipients of professional health services but also as initiators of positive per-
sonal health behaviors, who organize and manage home-based care for themselves and
others, and as citizens engaged in the collaborative practices such as proper sanitation
and clean air promotion that ensure the health of their communities. Philosophies of
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partnership and consumerism aptly characterize the active, engaged roles assumed by
lay people as they join with health professionals to set and accomplish healthcare
goals.

Philosophies of partnership and consumerism reflect the ideological shift among
health professionals and policy makers, and lay persons themselves, in the ways lay
persons are perceived to participate in health and health care. Partnership expands the
roles of patient from the once widely accepted connotation of dependence, passivity,
and compliance to one of active engagement. Considering lay persons as partners with
healthcare providers shifts the balance of power for decision making and choice from
one clearly situated within the purview of skilled professionals with specialized knowl-
edge to one arising from a clinical alliance characterized by shared expectations, mutual
problem solving, and joint decision making. Experiences within the mental health
sector demonstrated that active engagement of patients in planning and carrying out
treatment resulted in outcomes far superior to those arising under more traditional,
clinician-directed care [1] and led to a reconceptualization of patients from passive
recipients into actively engaged clients. This change in perception spread throughout
the entire healthcare sector, resulting in a shifting of the concept of patient from one
who receives care to one who actively participates in care options.

Consumerism emerged in the 1960s as a social movement characterized by the right
to act based on informed choice, active participation, and full engagement in critical
processes. Rights may be granted by one group holding power in a situation or mar-
ketplace to another, or may be wrested from those holding power by those desiring
participation. Both pathways are evident in the history of health care. Consumerism
results in a redefinition of what constitutes participation and who has rights to infor-
mation, as well as what information is considered central and relevant.

We restrict the term “patient” to the roles assumed by lay people engaged in a care
partnership with a specific health professional. This relationship is characterized by
mutual respect, commitment to shared goal setting and treatment planning, and an
accountability of both parties for the treatment plan and its implementation. “Con-
sumers of health care” are, broadly, all persons, sick or well, who seek information and
take action in accord with personal preferences, life situations, and individual health
goals, and may, but do not always, include a specific relationship with an identified
healthcare provider.

The shift in naming lay persons from patients to consumers reflects not only a per-
ceptual change but also the real changes in the distribution of work in health care that
shifted from a professional model of service delivery to a collaborative model of care
engagement. Care migrated from the hospital and clinic to the home and community,
spurred on as much by financing incentives such as prospective payment as by the evi-
dence that community-based care augmented and could even be superior to institu-
tion-based treatment. This changing of the care site vested more responsibility in lay
people to take on some of the work once viewed as solely a professional pursuit, such
as monitoring health status and delivering clinical therapeutics. Thus, achievement of
health and accomplishment of healthcare goals rests not only on the ministrations of
health professionals but essentially also on the active participation of patients and
informal caregivers.

Expansion in the connotation of patients and recognition of their essential contri-
bution to ensuring the accomplishment of healthcare goals occurred concurrently with
rapid growth in society’s and sciences’ understandings of health, disease, and thera-
peutics. Recognition of the role played by heredity and a lifetime of health behaviors
led to the realization that accomplishing health goals rested not only on the judgments
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and actions that occurred during an encounter with a professional but was also found
within the everyday choices and behaviors in the life of each individual. Therefore,
information needed by consumers to create and maintain health, and recover from
disease, needed to address not only those dimensions relevant in the health service
encounter but also those practices and choices that, made in the course of everyday
living, were most likely to lead to long-term well-being.

One more change in the healthcare milieu contributed to the expanded role of lay
people, and consequently to expansion of their information needs. Despite growth in
understanding of the biological basis of illnesses, personal preferences assumed increas-
ing importance as guides for the selection of treatment choices. Increased sophistica-
tion in therapeutics now can present patients and clinicians with several equally
appealing treatment approaches that differ in factors related more to individual pref-
erences and values than to physiological considerations. For example, in selecting
cancer treatment approaches, consideration of the patient’s willingness to tolerate
certain side effects may shift the intervention choice toward one approach over an
equally effective but potentially more noxious alternative. Only through exploration
of patients’ values and preferences can these considerations be understood and mean-
ingfully applied to the clinical decision. Thus, in addition to factual information about
disease etiology and treatment options, people need strategies that help them reflect
on the meaning of illness and the consequences of its management in their lives.
CHI innovations provide great assistance in this arena. Careful understanding of the
nature and context of consumers is essential in the design and deployment of CHI 
innovations.

Who Are the Consumers?

A perspective on health and health care that encompasses health-promoting lifestyles,
healthy communities, active participation in health care, and clarification of personal
values necessitates consideration that all persons, sick or well, hold vested interests in
health, health care, and health information and therefore are constituents of CHI. Crit-
ical characteristics of these constituents, such as their ages, genders, ethnic and cultural
identities, and socioeconomic situations, influence their health states, their access to
health care, and the ways they are likely to use CHI innovations [2–4].

“Consumer” is not a uniform characteristic of all people; rather, consumers are dis-
tinguished by their very diversity. Clearly, some consumers act in self-interest, making
choices and engaging in health-enhancing behaviors. Some constituent consumers, such
as parents, informal caregivers, and friends, act as agents for others, advocating for their
needs, ministering personal care services, and seeking and interpreting information for
them. Thus, the phrase “consumers” refers to a rich and diverse collection of individu-
als with a self-defined need for health information and role in ensuring the accom-
plishment of their own health goals or those of others.

For most people, health concerns and the need for health information occur at home,
away from the resources and supports of healthcare institutions. Fear and questions
may arise unpredictably at times when health professionals are unavailable. Concerns
arise regarding managing illnesses and the accouterments of care in the context of
family living environments. Home-dwelling consumers thus integrate their health prac-
tices and healthcare experiences subject to the influences of the structure of their envi-
ronments, the social rules of living in their community, and diurnal variation of their
lives [5]. CHI innovations are used in these contexts, capitalizing on and competing
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with the resources and tenor of environments much different from the typical health-
care situation.

Contemporary consumers are “wired” consumers. Approximately 125 million 
Americans have access to the Internet, and about 80% of these have sought health
information at least once [6]. People of all ages, including children and elders, access
health information on the Internet. Women are more likely than men to seek health
information on the Internet, and the promise of privacy makes this medium particu-
larly useful for those who prefer to explore health concerns in private. Although many
consumers need information about specific medical conditions or health concerns,
others look for information about health insurance, health promotion, and the quality
assessment of their local hospitals and clinicians [7]. Thirty to forty percent of con-
sumers have Internet access from their homes; the remainder use public computers
connected to the Internet from schools, libraries, and workplaces. Unlike electronic
mail or online telephone directories which are accessed almost daily, consumers look
for health information on an as-needed basis.

Achieving personal and community health goals, and ensuring full value of modern
therapeutics, relies on the active engagement of consumers. The Internet has promise
to reach all citizens where they live and work, and, importantly, where they encounter
health concerns and must cope with health problems. Yet, although the Internet and a
host of contemporary technologies provide content, skills training, and linkages with
others who share similar concerns, technologies in and of themselves are not empow-
ering—empowerment emerges from the ways the technologies are used by the people
they are designed for and the healthcare professionals who serve them.

Empowerment: Using Technology to Enhance Consumer
Participation in Health and Health Care

Empowerment is a characteristic of groups and individuals that energizes them with
the knowledge and confidence to act in their own behalf in a manner that best meets
identified goals. Closely aligned conceptually with consumerism and assertiveness,
empowerment is distinguished by its contextual nature—that is, empowerment emerges
not in a vacuum, but as a realignment of a power structure in which power, once vested
in one group or person, becomes claimed, and even shared, by others. Empowerment
results in a redefinition of concerns, infusing once dominant paradigms of thought with
the values and perspectives of new groups or individuals. Empowerment is visible
through the actions and rhetoric of those involved. These actions and visibility occur
on the level of both public health (the health of communities and groups) and personal
health.

Public health empowerment can best be seen through the actions of self-help groups
and collectives who claim the right to define health concerns in terms of those most
affected by them (such as mentally ill persons or the elderly) rather than those who
seek to care for them. Communities and collectives participate as equal partners with
governments and the healthcare industry in setting health priorities and investing in
community-level health enterprises. Melville [8], citing a political science view of
empowerment, identifies five key dimensions of empowerment: information, access,
choice, representation, and redress of grievances. Thus, social groups who are empow-
ered have information about health concerns, access to and choice among resources,
representation in decisions about the structure and deployment of those resources, and
redress for their concerns regarding how resources are used. CHI innovations that

2. Empowered Consumers 11



provide comprehensive information about health concerns, support access and choice,
and strategies for engaging in the dialogs needed for representation in decision making
and redress of concerns facilitate public health empowerment.

The ideology of empowerment of individuals also provides a useful starting point
for examining how CHI enables consumers to actively manage their own health con-
cerns and participate in their own health care. On an individual level, empowerment
is “. . . a social process of recognizing, promoting, and enhancing peoples’ abilities to
meet their own needs, solve their own problems and mobilize the necessary resources
in order to feel in control of their lives” [9]. In this sense, then, empowerment charac-
terizes the manner in which patients and clinicians approach care, with mutual expec-
tations, rights, and responsibilities. Empowerment represents a change in philosophy
for both care providers and patients alike, requiring the former to abandon the author-
itative control once held and the latter to assume a greater level of deliberate self-
involvement in the care process.

Empowerment does work; there is good evidence that coaching patients using
empowerment strategies leads to broadened, less pejorative definitions of illness as well
as improved self-management by lay persons. However, without concomitant responses
from care delivery systems, and clinical providers themselves, the benefits of empow-
erment are unlikely to emerge [10].

For consumers to be fair and equal participants in empowered partnerships with cli-
nicians requires that they have adequate knowledge; set realistic goals; access system-
atic problem solving, coping, and stress management tools; obtain social support; and
maintain self-motivation. In turn, clinicians and care delivery systems must bring to the
situation a commitment to collaboration, content, and communication strategies; atten-
tion to the comprehensive needs of the individual; confidentiality; and continuity along
the care concerns of the individual [10]. Although some dimensions of empowerment
emerge only in the interpersonal context of care, information technology, specifically
CHI innovations, can ensure the ubiquitous availability to society and lay persons of
the tools and communication channels necessary to support empowerment.

CHI, the deliberate application of medical informatics technologies to serve the
needs of lay persons, proceeded from many philosophical origins [11,12]; regardless of
the implicit or explicit motivation of the initiators, CHI innovations have the capacity
to support empowerment of lay persons in managing their own health concerns and
acquiring the necessary healthcare resources to achieve health goals. The information
technology requirements to support empowerment include four key functions: access
to comprehensible, reliable, and relevant health information; communication with
peers and professionals; access to personal care management tools including self-
monitoring and decision support systems; and ubiquitous access to clinical records. The
past 20 years has witnessed a plethora of experimental and prototype Internet-based
resources that attempt to fulfill these requirements.

Consumer Health Informatics as a Means 
Toward Empowerment

Almost since the Internet began, lay people and their family caregivers have looked
to exploit its capacities to achieve health and healthcare goals. The Electronic Grand-
parent project of the mid-1970s used simple terminal connections to link elders in a
senior center and children in a daycare center, promoting intergenerational communi-
cation [13]. In 1982, the Cleveland Free-Net opened as an experimental use of early
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electronic bulletin board technology designed for rapid consultation between family
medicine trainees and their off-site faculty mentors. Unexpectedly, lay people learned
that they, too, could post questions and have them answered by the family medicine
experts. By 1985, in San Francisco, there were more than 25 public bulletin board serv-
ices for people with AIDS, allowing those coping with this complex, emerging disease
easy access to peers who could offer self-management advice and the few profession-
als who had some knowledge about how to treat an unusual health problem. The 1990s
witnessed rapid growth in the deliberate use of Internet-based systems designed to
promote self-management and educate consumers about health, wellness, healthcare
options, and disease management strategies [14,15]. The widespread availability of the
World Wide Web led to the creation of health-related Internet resources (health-
related Web sites), ensuring direct access by consumers to professional and research
biomedical literature and to commercial health information management providers,
such as WebMD®. Recent developments in Web-enabled access to clinical records
systems provided an opportunity for healthcare systems to provide patients with access
to their clinical records, thus expanding the portfolio of CHI tools.

Key Types of Consumer Health Informatics Innovations

CHI encompasses a variety of applications of Internet-based computer technology
employed to meet the information, self-care, and health service participation of
patients, family members, and well persons. CHI tools are used to deliver advice and
instruct professional support and include health-related Web sites and mobile/wireless
computing tools. These also allow patients to record and sometimes analyze relevant
clinical concerns. Some CHI applications assist patients in making complex decisions
[16] while others provide coaching and advice on clinical management of patient 
problems [17,18].

Interactive health communication technologies (IHC) is the term employed by the
Science Panel on Interactive Communications Technologies (SciPICT) to encompass
the variety of Internet-based CHI innovations [19]. IHCs include health-related Inter-
net resources, specialized Internet-accessible clinical care services, and Internet-
supported communication and information management with care providers. The
SciPICT called for rigorous evaluation of these innovations to determine their effects
and likely benefits for consumers. Field evaluations by several groups demonstrated
that IHCs are acceptable to many types of consumers and do have demonstrable 
benefits, including greater knowledge about their health concerns [20], improved deci-
sion making confidence [21], symptom relief [22], and changes in the way consumers
access and use health services [2]. Here we summarize three types of IHCs and examine
their contribution to empowering consumers and engaging them in healthcare prac-
tices: health-related Web sites, experimental Internet-based health services, and inte-
grated clinical information systems access.

Health-Related Web Sites
The advent of the World Wide Web (WWW) created easy access to vast stores of health
information. Health-related Web sites appeared almost immediately as the WWW
emerged. Health-related Web sites characteristically include factual information about
health concerns and how to manage them, advice from health professionals, and com-
munication resources that permit conversations among persons sharing common con-
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cerns. Health-related Web sites may be sponsored by professional societies, healthcare
providers, and self-help groups.The content ranges from general-purpose health portals
that encompass many health problems to highly focused attention to a single disease,
syndrome, or concern.

The public health community—government agencies, public interest associations,
and activists—employ the Web for a variety of uses. Web sites become gathering places
for groups sharing like concerns, enabling unrestricted public dissemination of infor-
mation and open public debate regarding concerns and community issues. Public
Health authorities use the Web to alert citizens of public health concerns and public
health warnings [23]. Robust tools such as hyperlinks and discussion groups allow rapid
integration of diverse content and easy integration of diverse viewpoints.

Other health-related Web sites provide information related to an individual’s expe-
rience of health and health care. Healthcare providers, clinicians, and even lay people
themselves create Web sites that address the concerns related to specific diseases or
conditions and make those sites available to the general public through the Internet.
Individuals use network computers to access these health-related Web sites and locate
the sites through many pathways—queries initiated from general search engines such
as google.com or yahoo.com, direct referral to the Web site address from colleagues or
recommendations of clinicians, or happenstance and browsing.

Consumers report an increased sense of confidence gleaned through obtaining
health information from Web sites. Consumers consult health information on the 
Internet in preparation for visits to their clinicians and report discussing this informa-
tion with their clinicians. Clinicians vary in their responses to consumer-directed con-
sultation of Internet health sites, with some discussing and clarifying the consumers’
information with them and others discouraging this type of exploration.

Some challenge the value of health information on the Internet, noting that con-
sumers may find information that presents inconsistent or confusing results or that
simply may be wrong [24]. Others argue that consumers may be only better informed
but no more powerful in accessing health services or applying the information in their
own care [25]. Some evidence suggests that consumers have difficulty selecting appro-
priate search terms to locate relevant health information, and coping with differences
between “lay language” and professional terminology poses significant challenges for
lay people [26]. However, consumers seem undaunted when faced with the multiple
results of imprecise searches, demonstrating willingness to sort through a large number
of results to find information of interest [27] and showing the ability to discriminate
between credible and unworthy information.

Experimental Internet-based Health Services
Although health-related Web sites provided electronic gathering places for persons
with like concerns to obtain information and peer support, their use remained limited
to motivated individuals who had the technological resources and personal persistence
to locate and to access them. Systematic demonstration that Internet-based health ser-
vices could empower people to act effectively on their own behalf required careful field
experimentation with targeted groups.

Experimental Internet-based health services provide a core set of services (e.g., con-
dition- or disease-specific information, communication with peers and professionals,
and self-management tools) to a specific sample representing a key population. Key
distinctive factors of these initiatives lie in their use of controlled field experimental
procedures to determine what effects can be directly attributed to the intervention.
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Thus, these experimental innovations are similar in structure to health-related Web
sites and can capitalize on their acceptability but, because of the sophisticated experi-
mental design and observation strategies, offer a strong advantage to understanding
how these systems are used and greater explanation of the benefits and consequences
of the use of IHCs.

Brennan’s ComputerLink projects (ca. 1988–1992) and HeartCare initiative (1995–
2003), Gustafson’s CHESS project (1992–present), and Safran’s Baby CareLink stand
as exemplars of experimentally tested Internet-based health services designed to 
complement or augment available healthcare resources. The results of these early
experiments were largely positive, demonstrating that providing lay people with access
to health-supportive computing resources in the home improved self-care, enhanced
well-being, and reduced reliance on traditional health services.

The Projects

Home access to health-related resources predates the World Wide Web. In the late
1980s, Brennan’s group designed and deployed ComputerLink, a specialized computer
service designed to promote self-care and peer communication among home-bound
persons and their family caregivers. Targeting two groups, persons living with AIDS
and caregivers of persons with Alzheimer’s disease, the two ComputerLinks were
similar in design (information, communication, and personal management tools) 
and were deployed over a 6- to 12-month period with the identified groups [28].
ComputerLink had differential effects on consumers, with the greatest benefit accru-
ing to female caregivers who did not live with the care recipient [29].

Capitalizing on improved technology, Brennan’s group developed HeartCare [18], a
specialized Web site that included tailored, sequenced information guiding patients
through the first 6 months following surgery, private communication with other patients
and with a clinical nurse specialist, and a public bulletin board. Patients recovering from
coronary artery bypass graft surgery used WebTV® to access HeartCare. A tailoring
program, launched when the patient accessed the site, created unique, personalized
interfaces and directed the patient to information relevant to his or her point of recov-
ery (Figs. 2.1 and 2.2).

Gustafson and colleagues developed the Computer Enhancement and Social
Support (CHESS) system [4] to provide specific assistance to persons facing complex
health crises. The system included searchable knowledge bases, text and video presen-
tation of interviews with persons sharing the same condition, and tools for decision
assistance and values clarification. Targeting persons with complex, life-threatening
problems (persons living with AIDS, women diagnosed with breast cancer, families of
children with asthma), the CHESS team deployed the computer tools for information
access, social support, self-exploration and values clarification, and decision making
assistance.

To support families of children born at a very low birth weight, Safran’s team created
Baby CareLink [30] (Fig. 2.3). Baby CareLink employed a hospital-based Web site and
an interactive video connection between the neonatal intensive care unit and the
family’s home to provide up-to-date information about the baby and general advice
about caring for a prematurely born child. Family members could use the video link
from home to visualize the hospitalized child, observe care being provided, and inter-
act with nurses and other care providers. On discharge of the baby, the video linkage
allowed in-home conferencing and coaching, supporting the family through the transi-
tion from hospitalized care to home management. Major findings of the study included
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FIGURE 2.1. Web TV Device and Display.

FIGURE 2.2. HeartCare Opening Screen.



improved parent satisfaction with care, greater communication and coordination
between the family and the hospital care team, and slightly shortened length of stay
for the baby. Today, Baby CareLink operates without the two-way video in 13 hospi-
tals in 8 states [31].

Making self-care information available on the WWW has been shown to be useful
to various patient populations in managing their own health concerns. Works of
Brennan and colleagues, Gustafson and colleagues, and Safran and colleagues demon-
strate that CHI applications are far more complex than simply posting health infor-
mation on the Web. Brennan’s work emphasized self-care and personal management
of chronic or acute disease processes. Recently, Brennan’s group demonstrated that
clinical gains accompany the personal satisfaction and competence experienced by
computer network users. Gustafson’s CHESS projects provide patients facing health
crises with clinical advice, peer experiences, and the opportunity to consult experts.
Important successes include reduced negative mood, reduced time spent in health serv-
ices, and a greater sense of control. Evidence exists that appropriate use of technology
decreases health service utilization and promotes timely and appropriate healthcare
visits. Problematically, most technology interventions occur independent of, in parallel
with, but not integrated within, the clinician–patient relationship. Safran’s work stands
alone in its demonstration of the application of consumer electronics to extend hospi-
tal services directly into the home.Although clinical outcomes of the babies in the Baby
CareLink conditions were equivalent to the outcomes of those receiving standard care,
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families experienced greater satisfaction and confidence in their ability to perform nec-
essary care activities.

The experimental Internet-based health services offer strong support for the
concept of technology-empowered patients. These innovations reach underserved
persons who have needs not typically addressed in contemporary health care. More
importantly, they provide access in the home over long periods of time to the kinds
of information, peer support, and skill-building tools that strengthen lay peoples’ abil-
ities to participate meaningfully in health care. The full value of these experiments will
be available to consumers, the healthcare systems, and lay people when their func-
tional components become linked with the clinical information systems used during
formal care services.

Integrated Access to the Clinical Record
With the exception of Baby CareLink, most CHI interventions coexist with, but do not
directly integrate with, the formal care delivery resources used by individuals. Health-
care systems and hospitals are now experimenting with providing patients access to
their clinical records, to information resources specially screened by the facility, and to
care management functions such as secure communication with clinicians or appoint-
ment scheduling [32]. An important benefit of these systems is direct access to clinical
reports, such as laboratory tests and recent diagnostics.

Columbia Presbyterian Medical Center developed PatCIS, a patient-accessible view
into the clinical record [33]. Accessible through standard Web browsers with appro-
priate encryption and security, PatCIS enables patients to view clinical tests and report
self-monitoring information (Fig. 2.4). PatCIS also contains links to relevant health
information resources that aid the patient in understanding and interpreting the clini-
cal information. Specialized tools allow some patients, for example, those with diabetes,
to chart daily food consumption, home glucose monitoring results, and exercise pat-
terns and to view this information in a manner linked to their clinical records.

Direct access by lay persons to their clinical records aids empowerment in several
ways. First, it facilitates balancing of power between patients and clinicians by ensur-
ing that patients and clinicians have access to the same information. Second, it permits
patients to review clinically relevant information privately in a circumstance likely to
be more conducive to reflection and understanding. It permits disclosure and discus-
sion of the basis for clinical intervention decisions. Finally, by its very existence, con-
sumer-available views on the clinical record demonstrate the commitment by the
care-providing facility and the clinician to include the patient as a full partner in clin-
ical decision making (Fig. 2.4).

Discussion

The migration of health care from the clinic to the community, coupled with the rapid
diffusion of commercial electronics, contributed to the development of the field now
known variously as CHI, e-health, or patient-focused computing. Thus, carefully
designed and properly deployed electronic innovations for lay people may enhance the
engagement of health professionals and lay persons now well recognized as the
optimum environment for health care. Experimental systems and practice innovations
in CHI show that lay people can and will use computer tools for health purposes, that
this use leads to good health outcomes, and that linking consumers, health information,
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and healthcare providers via systematically deployed CHI innovations facilitates
achievement of health and accomplishment of healthcare goals in a way not feasible
by the singular efforts of consumers, clinicians, or computers.

It is timely to realign the application of computer tools to patient care in such a way
as to ensure that the technologies be systematically applied in a manner most likely to
produce desired health outcomes. Philosophies of care provide likely candidates for
creating frameworks for the effective deployment of information technology in the
service of patients attempting behavioral change or disease management.

The early experiences of lay persons’ capturing of the Internet for health purposes
persist today—the Internet serves as a vehicle for educating individuals about health
problems, linking those coping with complex health problems to others in similar cir-
cumstances, facilitating consumer-directed access to up-to-date health knowledge bases
and disease management routines, and connecting patients to their clinical records and
care providers. What is changing are two things: the underlying technological capaci-
ties for ubiquitous access and complex searching and the capacity of clinicians to sys-
tematically exploit for clinical care purposes consumers’ willingness to use the Internet
for personal and public health management.

It is time to move the discussion beyond the feasibility of using emerging technolo-
gies to improve lay people’s accesses to health information and health communication.
Now the challenge to health professionals and medical informatics professionals alike
is embedding these emerging technologies into a care system grounded in a philoso-
phy of engagement [34]. Engagement ascribes to the patient–clinician alliance those
characteristics that ensure a commitment to joint efforts toward the person’s goals of
health promotion or disease management.
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The quality chasm and emerging healthcare personnel shortage need sophisticated
information solutions to replace the naïve view that simply providing WWW-based
health information would lead to improved disease management and adherence to
healthy behaviors. Full engagement of informed, empowered consumers with the
health professionals and healthcare delivery systems requires creating CHI innovations
within new clinical care approaches, augmenting and complementing care delivery
models with electronic innovations.
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Within the field of public health (PH), much attention has been devoted to using health
communication to modify attitudes, shape behavior, and persuade health consumers to
better manage and protect their health. However, research indicates that although tra-
ditional channels such as newspapers, radio, brochures, and television have been proven
capable of reaching and informing large audiences, they are not very effective in chang-
ing behavior. Interpersonal channels have been more successful in influencing attitudes
and motivating behavior change, although their potential for delivering health com-
munications that reach a large audience in a cost-effective manner is inadequate. The
implication of this research is that mass media channels are appropriate for creating
awareness, but interpersonal interactions are essential for persuading individuals to
change their health behavior [1–3].

In the past few years, advances in technology have led to a new tailored approach
to health communication that involves soliciting information from individuals, or alter-
natively querying information about individuals from existing records, to provide
audible and visual feedback tailored to be responsive to the solicited information.
This approach is consequential because it combines the potential for delivering cost-
effective health communications to reach a large audience combined with the benefits
of interpersonal communication. The reason is that communications that are tailored
to be responsive to the solicited information can be used to mimic the transactional
and response-dependent qualities of interpersonal communication. An interactive
cycle of tailored feedback and response can be repeated over and over to facilitate an
individual’s movement through the persuasive process of motivating health behavior
change. Along the way, both source and message factors can be dynamically modified
to realize the advantages inherent in interpersonal channels, advantages proven essen-
tial for persuading individuals to change their health behavior.

This approach, known as tailoring, has been defined as “any combination of infor-
mation or change strategies intended to reach one specific person, based on character-
istics that are unique to that person, related to the outcome of interest, and have been
derived from an individual assessment” [4,5]. This definition highlights the two features
of a tailored approach that distinguishes it from other approaches: (1) its collection of
messages or strategies is intended for a particular person rather than a group of people
and (2) these messages or strategies are based on individual level factors that are
related to the health or behavioral outcome of interest.

Although the tailoring approach has notable benefits, it is important to note that not
all information needs to be tailored to different individuals [4]. When needs within a
population are very similar, the variation between tailored messages will be minimal
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or nonexistent, and thus tailoring may not be justified. Instead, a targeted approach
may be more appropriate to address that need. Targeting involves development of a
single intervention approach for a defined population subgroup that takes into account
characteristics shared by the subgroup’s members. Targeting is based on the advertis-
ing principle of market segmentation, which aims to find the right kinds of consumers
for a particular product of service. Readers interested in learning more about distinc-
tions between tailoring and targeting are encouraged to review articles by Kreuter and
Skinner [6] and others [7,8].

What Is the Rationale for Tailoring?

The rationale for a tailored approach is grounded in theory that explains how people
process information. Petty and Cacioppo’s (1981) Elaboration Likelihood Model
(ELM) provides a theory for understanding this process [9]. They have proposed two
routes to attitude formation and change: the central and peripheral routes. The central
route involves a cognitive component in which the attitude is formed or revised after
much thought. This involves effort on the part of the individual and is more likely to
occur when the information is perceived to be personally relevant. Studies have shown
that messages processed via the central route leads to more firmly held beliefs and
attitudes and results in lasting attitude change. It is therefore considered to be more
effective in changing attitudes than general information [10,11]. Subsequently, an atti-
tude is likely to influence behavior [12]. From this theory, the rationale for using a tai-
lored approach can be summarized according to the following logic [13]: (1) by
tailoring materials, superfluous information is eliminated; (2) the information that
remains is more personally relevant to the message recipient, (3) the message recipi-
ent will pay more attention to information he or she perceives to be personally rele-
vant; (4) information that is attended to is more likely to have an effect than that
which is not; and (5) when attended to, information that addresses the unique needs
of a person will be useful in helping him or her enact and sustain the desired behav-
ior change.

Innovative Uses of Tailoring

Throughout the last decade, tailoring systems have been developed for a very wide
variety of applications, providing information for patients at high risk for developing
chronic conditions; for patients who already have chronic conditions such as migraines,
asthma, and diabetes that require long-term continuing treatment; as well as for
patients undergoing more short-term intensive treatment such as for cancer. The goal
of these systems have also been diverse, from supporting the patient’s role in decisions,
providing information to enable management of chronic conditions, and offering health
promotion advise and behavior change interventions.

In general, published studies have demonstrated that tailored interventions are effec-
tive in changing intentions and behaviors for a number of health behaviors, such as
physical activity [14], smoking [15–17], dietary habits [18–22], mammography [23–25],
and weight loss [26]. However, it has been difficult to synthesize these studies to better
understand the mechanism thought to underlie the tailoring process because studies
to date have lacked standardization in data collection methods, theory, variable meas-
urement, and assessment of effectiveness.
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One effort to synthesize studies of first-generation tailored print communications
(TPC) is provided by Skinner et al. [27]. Thirteen studies of tailored interventions are
included in this review. Only 8 of the 13 studies specifically compared tailored and
similar but nontailored printed communications. The studies varied by behavior topics
(four studied diet, two studied mammography, and one each exercise and smoking
cession). The studies also varied by outcomes measured and type of tailoring (i.e.,
whether tailoring was hidden or whether materials were personalized). However,
several themes were noted by the reviewers. First, TPCs were found to be better
remembered, read, and perceived as more relevant than nontailored communications.
The studies in general provided evidence that in addition to enhanced recall and read-
ership, TPCs are more effective than nontailored communications for influencing
health behavior change. However, because some of the studies applied TPCs as only
one component of a complex intervention strategy and failed to use a factorial design,
it was difficult to isolate the relative contribution of the TPCs to the overall interven-
tion effects. Still, studies in the review did suggest that TPCs can be an impor-
tant adjunct to other intervention components, for example, self-help manuals and
counseling.

Other projects around the world are using natural language generation techniques
that enable the delivery of tailored communication via the Web, and thus enable more
interactivity. Interactivity is defined as the capability of new communication systems to
“talk back” to the user as do individuals participating in a conversation [28]. Although
there is interest in producing tailoring systems that enable enhanced interactivity, few
studies have been able to demonstrate effectiveness on health behavior. As a result,
their usefulness in real-world settings remains uncertain. As an example of a tailoring
system with enhanced interactivity, Cawsey and colleagues [29] developed a nutritional
tailoring system based on a dialogue with the user centered on practical tips. In this
tailoring system the users make a number of simple meal choices and then receive tips
for improving the meal. They can respond to each tip in various ways—asking why it
is recommended, stating objections to it, or rejecting it outright. The system is based
on a simple conversational model emulating aspects of the conversation between
human dieticians and advisees. Another example is the PEAS (Patient Education and
Activation System) project, which was designed to prepare people to take a more active
role in healthcare decisions [30]. The project investigated strategies for helping people
to identify their healthcare concerns, to learn what actions they can take on their own,
and, if necessary, to be able to verbalize their concerns to healthcare professionals.
These strategies combine a multimodal computer interface (including typed text and
mouse inputs) with intelligent tutoring and intelligent discourse processing. As PEAS
interacts with a patient, it varies the content and pace of the interaction and suggests
relevant learning activities.

Bental et al. [31] review many of the projects that have experimented with more
advanced techniques for generating tailored patient information. Included in this
review is a system called Piglit [32] that uses computational techniques to create tai-
lored information for diabetes patients, given information in their medical record. The
goal was to ensure that patients had the information required to understand and
manage their conditions. Other projects using similar advanced techniques are
Migraine [33], Healthdoc [34], and OPADE [35]. Migraine used computational tech-
niques to generate tailored pages of information for migraine patients. But, rather than
use the patient’s record for tailoring, an initial tailoring questionnaire was completed.
Healthdoc and OPADE use similar techniques again, but to generate leaflets. Health-
doc generates health promotion leaflets, while OPADE creates leaflets to accompany
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prescriptions.The studies included in Brug’s review were similar to those in the Skinner
review in that their purpose was to tailor health communication to the needs of the
individual; however, the collection of studies reviewed by Brug used tailoring systems
that relied on more sophisticated technology and were not limited to generation of tai-
lored print communications.

Developing a Tailoring System

In this next section we look at some of the common issues that emerge when devel-
oping any tailored system. As already noted, the goals of tailoring interventions are
diverse and the tailoring systems developed vary from simple practical systems being
evaluated in realistic context to more experimental systems that push the limits of tech-
nology. The more experimental systems, for example, those using software agents and
user dialogue models to enhance interactivity, are nevertheless similar to those employ-
ing less sophisticated technologies, as when the goal is to change health behavior they
both must rely on health behavior models to better understand how attitudes and
beliefs inform the generation of tailored communication.Thus, the common ground for
tailoring systems to change health behavior has been (1) their reliance on technology
and (2) reliance on theory and health communication principles. However, within this
common ground, differences exist in the extent to which developers have drawn on
these two elements, and this distinction has for the most part varied by the developer’s
primary discipline. Health communication researchers rooted in the discipline of PH
have relied greatly on health behavior models but generally have used simpler tech-
nological approaches to generate what has been referred to as first-generation TPCs
whereas computer science employed more advanced technological approaches but
integrated behavior theory to a lesser extent. For this reason, approaches to tailoring
are discussed along the lines of these two disciplines.

Approaches to Tailoring in Public Health

Kreuter et al. identifies a five-step approach that is characteristic of the tailoring
systems originating by developers from the discipline of PH [36]. Step 1, shown in Fig.
3.1, pertains to identifying the high-level goal that the tailoring system will be devel-
oped to influence. As shown, these goals typically have focused on a health behavior
such as mammography screening, smoking cessation, or improving nutritional habits.
Step 1 also involves analysis of the causal factors, frequently referred to as determi-
nants of that behavior. Behavioral scientists understand that behavior is not caused by
a single determinant, and they typically rely on sociocognitive theories to assist in iden-
tifying the determinants for a given behavior. In social and behavioral sciences, there
are many established and empirically grounded theories and models that help guide
the selection of these determinants. Theories such as Health Belief Model [37], Social-
Cognitive Theory [38], Theory of Planned Behavior [39], and Transtheoretical Model
[40] are examples of the most prominent theories. Examining the research literature
for correlates of behavior change in cross-sectional studies and for effective health pro-
motion strategies in intervention studies can provide further information about other
determinants. Generally, these theories, combined with empirical data, provide the
basis for elucidating the determinants related to a given behavior and it is these deter-
minants that provide the basis for the selection of the tailoring variables.
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Step 2 measures each individual’s status on the tailoring variables. In most cases a
tailoring questionnaire must be developed to assess each person’s status on the tailor-
ing variables [13,41]. The tailoring questionnaire requires that the developer predeter-
mine a limited set of questions and response options that are most optimal to assessing
each person’s status on the tailoring variables. In Step 3, text and other content that
may include visuals are developed for each question and possible response option in
the tailoring questionnaire.Although this step is straightforward in principle, it requires
that an extremely large number of bits and pieces of text be authored: each piece of
text expressed in each possible way that is appropriate in content to a particular user.
Next in this process (Step 4) is assembling these text chunks into a final health com-
munication document (Step 5). Tailoring algorithms, usually developed by domain
experts, are used to formalize the logic, or decision rules that link response options to
the appropriate piece of authored content.

This process for tailoring is perhaps the simplest kind of tailoring and can be
achieved using straightforward tools available with popular database, word processor,
and multimedia authoring packages. Mail merge features available with most word
processors or similar tools have been successfully used in most of the systems devel-
oped in PH to date that aim to produce tailored written materials. However, only
limited kinds of tailoring are possible. Usually it is possible to fill in blanks in some
template using information from a database, and include, or not, a chunk of text accord-
ing to some criteria.

Furthermore, the developer of a tailoring system using this process faces two addi-
tional challenging requirements: (1) acquiring the expert knowledge needed to author
the content, that is, the bits and pieces of text that the system uses to generate the tai-
lored communication and (2) the task of assembling the bits and pieces of text into a
structured health communication document that is coherent, cohesive, and effectively
persuasive.

PH has employed the most obvious method of acquiring expert knowledge for
message content by directly asking experts to write it. The experts (e.g., health educa-
tors, behavioral scientists, health communication specialists, etc.) write the content used
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(1) Analyzing the problem to be addressed 
and understanding its determinants 

(2) Developing an assessment tool to
measure a person’s status on these 
determinants

(3) Creating tailored messages that address 
individual variation of determinants of the 
problem 

(4) Developing algorithms and a computer
program that link responses from the 
assessment into specific tailored messages

(5) Creating the final health communication 

FIGURE 3.1. The tailoring process in public
health.



for tailoring informed by a variety of cognitive and sociobehavioral theories, for
example, Health Belief Model [42], Social–Cognitive Theory [43], Theory of Planned
Behavior [44], and Transtheoretical Model [45].To provide an illustration of how theory
can inform the expert in writing content, we draw on Fishbein’s guidance for applying
the Integrative Model of Behavioral Prediction, which was developed to inform health
communications that are intended to change behavioral intentions:

If strong intentions to perform the behavior in question have not been formed, the model sug-
gests that there are three primary determinants of intention: the attitude toward performing the
behavior, perceived norms concerning performing the behavior, and one’s self efficacy with
respect to performing the behavior. It is important to recognize that the relative importance of
these three psychosocial variables as determinants of intention will depend upon both the behav-
ior and the population being considered. Thus, for example, one behavior may be primarily deter-
mined by attitudinal considerations while another may be primarily influenced by feelings of
self-efficacy. Similarly, a behavior that is attitudinally driven in one population or culture may be
normatively driven in another. Thus, before developing communications to change intentions, it
is important to first determine the degree to which that intention is under attitudinal, normative,
or self efficacy control in the population in question [46].

Thus, the theory informs the expert whose goal is to influence intention in a given
population, or in the case of tailoring to a specific individual, to focus their writing on
the three determinants of intention: the attitude toward performing the behavior, per-
ceived norms concerning performing the behavior, and one’s self-efficacy with respect
to performing the behavior. Knowing which construct to focus on is dependent on both
the behavior and the population or individual being considered. The empirically
derived data from cross-sectional studies and behavior change intervention research
provide further guidance regarding these latter issues.

Beyond this the PH literature is disappointingly scant in providing guidance on
writing content for tailoring system. As stated, expert authoring typically relies on
behavior change theories as well as empirically derived principles. However, this
assumes that experts have the ability to integrate their theoretical knowledge with their
actual practice. Findings from one of the few publications in the PH literature that
examined this assumption raise concern. Kline [47] examined the extent to which 
theoretical knowledge is integrated in communications that focus on breast self-
examination (BSE). The study was to quantify and describe the inclusion of four
message variables: severity, susceptibility, response efficacy, and self-efficacy. Inclusion
of these constructs, which are from the Health Belief Model, was an indicator used to
measure the potential strength of the persuasive arguments in BSE pamphlets. The
study found that messages rarely included communication that addressed these con-
structs and thus the persuasive arguments for BSE in these pamphlets were determined
to be very weak.

However, even beyond acquiring knowledge to inform the content of the message,
a second knowledge source necessary in any tailoring technique is that which could
guide the assembly of message fragments, that is, chunks of text into a structured and
cohesive document. Structure in this regard refers to optimally combining the chunks
of text into paragraphs and to sentence structures. Simply pasting pieces of text
together is unlikely to result in a coherent smooth document, unless the author
painstakingly ensures that every possible combination of texts is coherent and smooth.
Even when the author engages in this laborious task, the issue of persuasiveness
remains. Communication studies emphasize the role that structure plays, because
although the understanding of a message decreases smoothly as the same semantic
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information is presented in a less and less structured way, the persuasive effects vanish
rapidly [48].

To guide the structure of assembling these chunks of text into a final document, one
needs also a theory that would describe how messages could be put together in a coher-
ent sequence and explains why certain multiargument structures are more persuasive
than others. Although such theories are not considered in the PH five-step tailoring
process, they have been prominent to the tailoring process employed among computer
science researchers.

Approaches to Tailoring in Computer Science

Because of the limitations of existing tools and techniques, several of the more exper-
imental projects attempt to use more complex techniques, taking ideas from computer
science. Most of these projects have built their systems using Natural Language Gen-
eration (NLG) methods. Natural language generation systems are computer software
systems that produce texts in English and other human languages, often from nonlin-
guistic input data [49]. NLG systems, like most linguistic systems, need substantial
amounts of knowledge. The basic idea in most of these systems is to represent explic-
itly information about the patient (as a “user model”); to represent general rules about
communication, such as “use simple language if patient has low educational level”; and
to automatically “generate” text from some database of health-related information,
given the rules and user model. Achieving this, with only limited knowledge of how
humans tailor their communications (required for developing the user dialogue
model), has proven to be very difficult, and in practice even the systems that have this
approach as their goal have lacked access to a knowledge base that contains specific
information about the determinants of the selected behavior in general (acquired using
health behavior theory), and thus information about each user’s status on these deter-
minants specific to that behavior. Because of the complexity of this process, approaches
in NLG that incorporate tailoring on determinants of health behavior have been
limited and have been focused more on tailoring to factual information and medical
history rather than the behavioral determinants that are elucidated using the socio-
cognitive theories previously discussed.

More frequently the tailoring systems developed using NLG draw on theories of
argumentation to inform the structure of persuasive arguments that are fitting to the
goal of promoting behavior change. The NLG community has fully embraced the
understanding that the same semantic information can be conveyed through a variety
of text, paragraph, and sentence structures, and that a multiargument structure is crit-
ical to developing communications in a domain as complex as health behavior change.

Two types of knowledge acquisition (KA) techniques are based on (1) working with
experts in a structured fashion, such as structured interviews, think-aloud protocols,
sorting, and laddered grids [50,51] and (2) learning from data sets of correct solutions
(such as text corpora); the latter are currently very popular in natural language pro-
cessing and used for many different types of knowledge, ranging from grammar rules
to discourse models (for an overview, see [52]). There are of course other possible KA
techniques as well, including the approach used in the PH tailoring process which is to
simply ask experts how to write the texts in question.

Reiter et al. [53] used this direct approach in preliminary stages of developing the
STOP, an NLG system to tailor smoking cessation letters based on the Stages of Change
Model [22].When experts (three doctors, one psychologist specializing in health behav-
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ior, one nurse) were asked to write example smoking cessation letters based on a
Stages-of-Change tailoring questionnaire, they found that the specific example letters
produced had a different structure from the “general” structure that the experts had
initially proposed.The investigators pointed out this fact to the experts, and the experts
subsequently attempted to revise the general structure to more closely conform to the
example letter that they had actually written; in other words, to combine their “theo-
retical” and “practitioner” knowledge. It was relatively straightforward for the experts
to state theoretical knowledge, or to use their practitioner knowledge to produce
example letters, but attempting to integrate the two types of knowledge was far more
difficult. This is a common finding in knowledge acquisition, and it is partially due to
the fact that it is difficult for experts to examine introspectively the knowledge they
use in practice [54].

Thus rather than relying on acquiring expert knowledge directly as a sole method,
computational tailoring systems have given prominent attention to argumentation the-
ories, which focus on persuading people to change their beliefs and desires. Mainly, the
interest is on the rhetorical structure of arguments, and as a consequence, in the struc-
ture of rhetorical argumentative discourse. Several researchers have attempted to
improve the construction of rhetorical discourse or persuasive argument through the
use of formal representations. Stephen Toulmin pioneered this direction in 1958, cre-
ating a model of argumentation with a notation for depicting arguments graphically
[55]. Perelman and Olbrechts-Tyteca further developed this approach in 1969, result-
ing in what has been termed the New Rhetoric, which provides a comprehensive typol-
ogy of argument schemes [56]. Anscombre and Ducrot in 1983 developed a set of
argumentative rules (called topoi) that capture common sense relationships between
sections of text (primarily in French) [57]. Rhetorical structure theory (RST) devel-
oped a general set of functional relationships for understanding the structure of dis-
course. While RST covers much of the structures used in previous approaches to
argumentation, Marcu has shown that it is inadequate as a model of persuasive argu-
mentation [58,59]. Further work is required for notations and formal rules that can
capture the structures employed in tailored health messages.

Future Directions

Applying persuasive argumentation theories to communication for behavioral change
has been complex. Research in argumentation has been concerned only with the struc-
ture of single arguments,and likewise,NLG systems that provide explanation and advice
do not explore the planning mechanisms that would account for the generation of text
that consist of multiple arguments. To generate persuasive arguments, one needs also a
theory that would describe how arguments could be put together in a coherent sequence
and explains why certain multiargument structures are more persuasive than others [39].

Some of the computational tailoring systems (e.g., Daphne) have attempted to
combine theories of argumentation with behavioral theories, realizing that if the aim
of an intervention is to induce people to modify their behavior, specific theories of how
and why people change behavior to guide the advising process is necessary.These inter-
ventions have used Stages of Change and the Health Belief Model in addition to lin-
guistic and argumentation theories to develop their tailoring systems [60]. However,
all of these systems have been difficult to move into real-world environments prima-
rily because of the complexity of using NLG techniques to generate multiargument
structures in domains as complex as health behavior. In addition, there is very little in
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the way of reusable NLG resources (software, grammars, lexicons, etc.), which means
that most NLG developers still have to more or less start from scratch.

The nonlinguistic (“PH”) tailoring approach has other limitations. This approach is
done via manipulating character strings; the user writes a program that includes state-
ments such as “include X if condition Y is true, and Z otherwise.” The key difference
between this approach and NLG is there is no attempt to represent the text in any
deeper way, at either the syntactic or “text-planning” level.

It is conceivable that the integration of both PH and computer science approaches
is important for developing tailored messages. To design a system whose ultimate aim
is to try and influence the user’s behavior, very diverse sources of knowledge have to
be integrated. Knowledge about the specific domain, about how individual behavior is
influenced by beliefs and attitudes, and about how argumentation techniques can be
used all have a crucial role in producing effective and persuasive messages.

Table 3.1 proposes such an integrated approach that merges the theoretical per-
spective, thematic views and experiences from both PH and computer science com-
munities. Knowledge about the specific domain and about how individual behavior is
influenced by beliefs, attitudes, and knowledge is best gleamed from sociocognitive the-
ories and empirically derived principles of health communication. Theories of argu-
mentation and persuasive structure are best gleamed from linguistic and argumentation
theories. Using this combined approach is perhaps what is needed to build on and
extend current tailoring research, with a view to moving toward the next generation of
tailoring studies.

In addition, one can anticipate that in the future, additional types of tailoring vari-
ables will be experimented with. Theory must inform the most parsimonious strategies
that will enhance outcomes without omitting essential mechanisms or including redun-
dant element.This will require the adoption of a common language and standard meas-
ures of the basic mechanism and processes thought to underlie tailored interventions.

For integration to occur between the more sophisticated technologies, theory and
real-world applications, opportunities for multidisciplinary and collaborative basic
research are needed. As such, it remains to be seen whether the advances in our under-
standing of the tailoring process en masse will deliver the tailored health communica-
tion approaches sufficient to engineer an impact on improved decision making, patient
health behavior, and chronic disease management in a cost-effective manner.
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The World Wide Web has become an important (if not the most important) medium for
providing health information to consumers [1,2]. Even cancer patients, who are not in
the typical demographic group of Internet users, often name the Internet as the second
most important source for cancer information after health professionals [3,4,5], and
people are more satisfied with information they receive from the Web than from other
media [6].

The aim of this chapter is to give an overview of best practices for developing and
providing consumer health information on the Web and to provide a framework for
best practices, quality criteria, and methods for quality assurance and evaluation.

Developers and health information providers are faced with “everyday” practical
questions such as how to ensure, monitor, and continuously improve the quality of the
information they publish. End-users (consumers) are also interested in “quality crite-
ria” and best practices, as they wish to have “markers” (attributes of a Web site or Web
page or a health information provider) that can be used to predict the “quality” in order
to select “trustworthy” health information.The issue of quality criteria is also important
for third-party expert evaluators working for gateways or portals, or other intermedi-
aries such as librarians or healthcare workers putting together lists of “recommended”
health Web sites, because they need to specify and apply selection criteria for the sites
they endorse. Similarly, organizations that are in the business of Web site certification
need to have a checklist of quality criteria to justify their decisions to certify a Web site.
Finally, policy makers are interested in the subject of what makes a good (or bad) health
Web site, especially in the context of making regulatory and legislative policy decisions.

There has been considerable debate and research on the variable quality of health
Web sites [7] and how to best evaluate health information Web sites. One reason for
the controversy is that “quality” is an elusive concept and implies subjectivity. Quality
can be broadly defined as the “totality of characteristics of a product or service that
satisfy stated or implied needs of the user” [8,9]. This definition stresses that “quality”
is determined by the concordance (or gap) between individual user needs and the
actual attributes of the service or product. Perceived quality (or satisfaction) is further
confounded by the users’ prior expectations, which also vary individually. In other
words, certain aspects of quality seem to be in the eye of the beholder, and can be
measured only by the gap between user needs and attributes of the Web site or service
[10]. This apparent subjectivity has led to a pessimistic view that quality of Web sites
cannot be measured or evaluated, at least not by third parties [11].

The fact that we are talking about “health information” makes the issue even more
problematic, as in medicine there are often “gray” areas with no clear black-or-white

4
Design and Evaluation of Consumer
Health Information Web Sites

Gunther Eysenbach

34



answer. If the evidence is poor or conflicting, it may be impossible to determine a “gold
standard” or to determine “the truth” [12] (at least without conducting a systematic
review of the literature). Even in the presence of clinical guidelines, these standards
for medical practice often vary regionally, which is yet another problem on a global
medium. Moreover, conflicting views and standards exist on how (and how much)
medical information should be provided to consumers (e.g., to what degree and how
should things be simplified; how risks should be communicated). Quality of content can
be determined only if we have a clear answer to a medical question and if we have an
evidence base that tells us how best to convey this information to consumers, but both
elements are often absent.

Thus, it has been argued or implied that quality of consumer health information on
the Web cannot be measured in an objective, reliable, and valid way, and that efforts
to do so are going into a questionable direction [11,13]. On the other hand, abandon-
ing any efforts to evaluate a Web site and to determine “quality” because it is hard to
avoid a debate on the reliability and validity of these criteria would mean “throwing
out the baby with the bath water.” There are many reasons why quality assurance on
the Web is a must, and perhaps even more important than in offline media [14]. One
of these reasons is that consumers retrieve information on the Web typically “just in
time,” that is, when they need it and are much more likely to act on it. In terms of con-
sumer protection one has just to invent new informatics methodologies rather than
transferring offline methods such as static trustmarks (also found on food, furniture,
etc.) into the online world (see Chapter 18, this volume). From a developer’s point of
view, continuous evaluation of a consumer health Web site should be an integral part
of any (iterative) development process of a health Web site (hence the word “design”
in the chapter title).To shy back from evaluating Web site attributes because some have
argued that these criteria are not “validated” (whatever this means in our context) or
because there is “no evidence” that instruments and checklists containing such criteria
“should exist in the first place” [13] would be a mistake.This debate is akin to a humor-
ous piece published in the Christmas edition of the British Medical Journal in which
the authors did a (fruitless) systematic review on randomized trials on the benefits of
“parachutes for gravitational challenges” to prevent injuries—does lack of evidence
mean that we should jump out of the plane without parachutes [15]?

In fact, apart from ascertaining face validity (by asking aspects), the criteria and
processes presented here are difficult or perhaps impossible to “validate” in terms of
showing construct or criterion validity, that is, predicting beneficial health outcomes
(the same is true for quality criteria for patient leaflets). Most of the instruments which
exist today have “face validity” because the criteria in them are based on a broad
(ethical) consensus of stakeholders or they are based on experience.

A multitude of methods and instruments are in fact available that can be used to
measure the “quality” or impact of a health Web site. The field is still emerging and in
its infancy, but in the decades to come we will learn much more about what makes a
good consumer health Web site and perhaps also be able to present more hard data on
which processes or Web site attributes predict quality or a successful consumer health
Web site. The beauty of the Web is that in theory it allows rapid testing, for example, of
alternate presentation formats with rapid feedback [16], and provides developers with
a much richer dataset than, for example, a printed patient pamphlet, which—once 
distributed—cannot be varied easily and provide little feedback to developers.

We also have to realize that creating an engaging and instructional consumer health
Web site is as much an art as it is a science, much as creating a good book or a great
movie. Thus, certain aspects of evaluating a health Web site, especially when conducted
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by third-party evaluators, are a matter of taste and inherently lead to a high inter-
observer variability. However, low reliability does not automatically mean that these
reviews are useless. The analogy here is a movie review or a peer-review report of an
academic paper. To conclude that because of this low interrater reliability it is impos-
sible to assess the quality of a movie or an academic paper (or not worth reporting
results) would again mean throwing out the baby with the bath water.Although certain
evaluations may be subjective, taken together, movie reviews help consumers to 
make up their minds about which movie to go to, and peer-review reports help editors
to decide whether an academic paper is valid and helps authors to improve it. On the
same level, Web site evaluations—whether conducted by the developer himself or by
third parties—help developers to improve their sites. Even if reviews of a Web site are
not reliable in a sense that different people spot different flaws (i.e., low interobserver
reliability), evaluation may be useful to educate developers and users what to look at
and help them to improve sites—in analogy to the function of an art critic, for which
many say the task is not to judge art, but to educate the public on what to look for.

Another aspect frequently missed in the current debate in the literature is that when
speaking about evaluation and quality criteria we have to take into account the very
different perspectives of developers, third-party evaluators, researchers, and users. In
this chapter we will, starting on pg. 45, take into account the different perspectives of
different stakeholders on “quality”, which may avoid some of the ambiguities and con-
fusions frequently associated with this topic if people talk about best practices for
quality evaluation without being clear who the audience is.

Underlying Ethical Principles for 
Providing Health Information

Although different stakeholders (developers, end-users, third-party evaluators,
researchers, and policy makers) will “operationalize” quality criteria in different ways,
and put different weights on certain quality criteria, some criteria can be seen as being
based on a common set of overarching ethical principles. A number of organizations
have provided ethical codes or high-level ethical guidelines for provision of consumer
health information on the Web. These codes refer mostly to the way the information
should be presented and the meta-information that should be provided. The most well
known ethical codes are discussed in the following sections.

HONcode
The “HONcode” [17] was developed under the umbrella of the Health on the Net Foun-
dation, a small nonprofit organization founded out of a 1995 international conference
on the use of the Internet and World Wide Web for telematics in health care. Webmas-
ters can indicate their commitment to stick to the code by publishing the HONcode
logo on their Web sites. The code originally consisted of eight broad principles for
medical Webmasters (each basically consisting of just one or two sentences), without
going into much detail on how each of these overarching principles shall be achieved.
For example, in the principle on “confidentiality,”Webmasters pledged to “respect con-
fidentiality of data relating to individual patients and visitors,” without defining exactly
what this means or being held accountable for implementing the processes that lead to
fulfillment of this pledge. Other principles of the code are concerned with how clearly
the source of both data and funding for a site can be determined as well as whether
advertising policies are available.Although the original idea was mere self-commitment
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and dissemination of the code as “best practice” (with Webmasters being able to publish
the HON logo without any external control, whether or not they actually stick to the
principles), HON has stepwise taken a more active approach in actually “reviewing”
and “verifying” applications. For this purpose, some minimal operational definitions of
the principles have been added. HON stresses, however, that accuracy and appropri-
ateness of content are not part of the review process. Thus, a HON- approved Web site
can still present inaccurate content. Indeed, it has been shown several times that adher-
ence to the HON criteria (including Silbergs accountability criteria, see pg. 39) does not
necessarily predict content quality (e.g., accuracy) [18,19]. It is also an open question
whether sites reviewed by HON are actually doing a better job in sticking to these
ethical principles than sites not carrying the HONcode logo. There is some evidence
that this might not be the case: In one study, investigators reviewed the compliance with
quality criteria on “HONoured” sites (approved by HON) versus sites found on a
general search engine. Among 19 tested quality criteria, there was no difference
between HONoured sites and sites from the general search engine, and for 8 quality
criteria sites found on the general search engine were even more likely than “HON-
oured” sites to stick to these criteria [20]! These results suggest that sites displaying a
HONcode are not necessarily “better” than those that do not, and the presence of a
HONcode logo neither predicts content quality nor signifies that the site is more likely
to comply with these criteria. It should be stressed, however, that even if these criteria
do not predict accuracy, it should not be concluded that these are “invalid” quality cri-
teria, because ethical behavior is a quality criterion per se [21].

eHealth Code of Ethics
The eHealth Code of Ethics [22] was developed on an international workshop convened
and sponsored by the Internet Healthcare Coalition [23], another nonprofit organiza-
tion with a broader membership than HON. This is a more elaborated code than the
HON Code. The eight guiding principles are candor (“Disclose information that if
known by consumers would likely affect consumers’ understanding or use of the site or
purchase or use of a product or service”); honesty; quality (“Provide health informa-
tion that is accurate, easy to understand, and up-to-date; and provide the information
users need to make their own judgments about the health information, products, or serv-
ices provided by the site”); informed consent; privacy; professionalism in online health
care (“Respect fundamental ethical obligations to patients and clients and inform and
educate patients and clients about the limitations of online health care”); responsible
partnering (“Ensure that organizations and sites with which they affiliate are trustwor-
thy”); and accountability (“Provide meaningful opportunity for users to give feedback
to the site and monitor their compliance with the eHealth Code of Ethics”).

HI-Ethics Code of Conduct
The Hi-Ethics Code of Conduct [24], consisting of 14 principles, was developed by a
group of leading for-profit consumer health information Web sites, drafted with the
assistance of the Washington, DC law firm of Hogan and Hartson. According to Baur
and Deering [25], the initiative is an attempt to prove the viability of industry self-
regulation in lieu of U.S. federal legislative remedies such as regulatory measures by
the Federal Trade Commission (FTC) and other federal agencies such as the Food and
Drug Administration (FDA). Hi-Ethics members, who pay a $6000 annual member-
ship fee, use a third party, URAC’s Health Web Site Accreditation Program, to demon-
strate adherence to their quality standards.
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AMA
The AMA Code of the American Medical Association [26] was developed by a 
committee of the American Medical Association, primarily for use by AMA Web sites,
but also intended to help Webmasters of non-AMA Web sites.

E-Europe Criteria
In 2002, the European Commission published a communication called “Quality 
Criteria for Health related Web sites” [27], based on a workshop in Brussels that
brought together representatives of the key initiatives mentioned earlier and key 
academic projects such as DISCERN or MedCERTAIN/MedCIRCLE (see Chapter
18, this volume). The broad headings for quality criteria mentioned in the communi-
cation include Transparency and Honesty, Authority, Privacy and data protection,
Updating of information, Accountability, Responsible partnering, Editorial policy,
and Accessibility. The document also makes various references to EU legislation 
(directives).

Comparison of Ethical Codes

An excellent comparison of the first four codes has been published by Baur and
Deering [25]. It should be stressed that these ethical codes are all “high-level” guide-
lines that should not be mistaken as “quality checklists,” “rating instruments,” or
“scoring systems.” The Codes contain few “practical” hints for developers on how the
principles contained therein should be implemented. Therefore, these codes cannot be
simply taken by a third party as an evaluation template; rather they have to develop
their own checklist (possibly based on these criteria). For example, the broad ethical
tenets of “privacy” or “accuracy “ need to be translated into checklists with finer gran-
ularity, actually spelling out what this means for specific applications or topic domains.
Similarly, for developers it is not enough to “commit themselves” to one of these codes,
but they must think about (and spell out in an institutional quality manual) how these
principles will be operationalized in the institution.

HSWG Quality Criteria for Health Web Sites

As mentioned earlier, the ethical codes mentioned in the preceding sections are only
broad principles. Further documents exist that compile more specific quality criteria
with a more operational focus. One of the earliest attempts to compile quality criteria
for health Web sites is a policy paper of the Health Summit Working Group (HSWG)
[28]. The group held three Health Summit Meetings over a period of 18 months
(November 1996–May 1998). Broad input and outside review of these criteria were
solicited at a number of medical and scientific meetings, and an interim white paper
was posted on the Web for comment. The resulting policy paper was in turn endorsed
or adopted by the Institute of Electrical and Electronics Engineers (IEEE) [29] as well
the American Public Health Association (APHA) [30] and influenced many other pub-
lications about quality of health Web sites. The second and third Health Summit Meet-
ings centered on implementing these criteria into a Web-based, interactive tool, the
IQ-Tool (see later). The HSWG criteria are abbreviated as follows:
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• Credibility: includes the source, currency, relevance/utility, and editorial review
process for the information.

• Content: must be accurate and complete, and an appropriate disclaimer provided.
• Disclosure: includes informing the user of the purpose of the site, as well as any pro-

filing or collection of information associated with using the site.
• Links: evaluated according to selection, architecture, content, and back linkages.
• Design: encompasses accessibility, logical organization (navigability), and internal

search capability.
• Interactivity: includes feedback mechanisms and means for exchange of information

among users.
• Caveats: clarification of whether site function is to market products and services or

is a primary information content provider.

Silberg’s Criteria

The most often cited quality criteria—perhaps due to their simplicity—are four crite-
ria mentioned by Bill Silberg, then editor at JAMA, in an influential article in 1997.
These four criteria are a subset of the criteria mentioned in the HSWG document (and
virtually all “ethical” codes), and were meant to be those core “accountability” crite-
ria a critical reader should look at when making up their mind on the trustworthiness
of a Web site [31]. These are:

• Authorship: Authors and contributors, their affiliations, and relevant credentials
should be provided.

• Attribution: References and sources for all content should be listed clearly, and all
relevant copyright information noted.

• Disclosure: Web site “ownership” should be prominently and fully disclosed, as
should any sponsorship, advertising, underwriting, commercial funding arrangements
or support, or potential conflicts of interest. This includes arrangements in which
links to other sites are posted as a result of financial considerations. Similar stan-
dards should hold in discussion forums.

• Currency: Dates that content was posted and updated should be indicated.

As with the HONcode, a number of investigators attempted to investigate the pre-
dictive properties of these “technical” criteria for content quality (e.g., by correlating
a “Silberg-Score” with a content score [19]), but no study so far has shown a convinc-
ing correlation between these technical criteria and content criteria (accuracy, com-
pleteness) [1,7] although some trends for narrow topics have been established. For
example, for drug information about St. John’s wort, two criteria (citation of scientific
sources and absence of financial interest) have been found to be indicators of reliable
information, while the other two, date of publication and provision of individual author
names were less predictive for content quality [32]. This is not surprising, as, for
example, large organizations such as government sites or pharmaceutical companies
often do not provide individual author names, despite providing usually reliable and
internally peer-reviewed information, often because reference material has not been
created by a single author. “Ownership disclosure” is also a bad discriminator, as 99%
of all Web sites fulfill this quality criterion at any rate [7]. Based on these findings, the
CREDIBLE criteria were developed, which may have a better predictive value for
content accuracy [21,32].
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Thus, although the Silberg criteria have face validity in a sense that many agree that
they should be fulfilled, attempts to use these criteria as a basis for a scoring algorithm
to predict content quality and thus to “validate” these criteria are misguided and fail
to recognize that these criteria are ethical criteria that are quality criteria per se even
if they do not have predictive value for content quality.

Systematic Reviews of Quality Criteria

Two important systematic reviews compiling quality criteria for health Web sites should
be mentioned. One review by Kim et al. [33] gathered quality criteria from 29 rating
tools or publications such as the ethical codes mentioned earlier or other theoretical
articles where authors discuss quality criteria. Kim et al. compiled a total of 165 crite-
ria mentioned in rating tools and articles. However, as these criteria come from theo-
retical articles, not all of these criteria actually can be, should be, and have been used
by external evaluators.

A more recent review by Eysenbach and colleagues [7] compiled quality criteria
from 79 different studies in which authors have actually “operationalized” these crite-
ria to evaluate health Web sites and reported evaluation results. The 15-page appendix
to this review (Online Table B) lists 88 categories of actually implemented quality cri-
teria. In this framework, the authors discriminate content criteria (content accuracy,
completeness) from “technical” criteria (including disclosures), design criteria, and
readability criteria (the latter being at the intersection between content and technical).

Another notable taxonomy of quality criteria is the framework developed in the
MedCERTAIN project, funded under the Action Plan for Safer Use of the Internet by
the European Commission [10] (see Chapter 18, this volume). One of the deliverables
of this “semantic web” project was to develop a standardized framework in form of a
metadata vocabulary, so that gateways describing, annotating, or evaluating health Web
sites could be interoperable, addressing the problem of ambiguity of terminology and
lack of consensus on terms and definitions, as noted by Baur et al. [25]. Each vocabu-
lary element from this framework—which is based on the abovementioned systematic
reviews—consists of a definition of a quality-related concept (a Web site or health
information provider attribute), a standardized question (to be answered by the health
information provider or a third party to obtain the value for this attribute), and the
definition of a controlled vocabulary or a scale to answer the question (i.e., a defini-
tion of possible values for each attribute). The metadata vocabulary is also known as
HIDDEL and is available at http://www.hiddel.org.

Privacy Principles

In the year 2000, the California HealthCare Foundation published a report on privacy
policies and practices of 21 consumer health Web sites [34]. This report provides a
methodology on how “outsiders” can evaluate the privacy practice of a Web site
without actually going into the organization. Investigated were whether a privacy
policy was published, what this privacy policy said, and whether the actual practices
of the Web site seem to match what the company said in its privacy policy. Not sur-
prisingly, the researchers discovered several shortcomings, such as not providing ade-
quate notice, failing to give users some control over their information, and not holding
business partners to the same privacy standards. Most surprisingly, however, was that
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the researchers discovered that in several instances Web sites did not stick to their
own privacy policies. For example, on a number of sites information was collected
through the use of cookies and banner advertisements by third parties without 
the host sites disclosing this practice. There were also instances in which personally
identified data was transferred to third parties in direct violation of stated privacy 
policies.

In the United States, the Federal Trade Commission (FTC) has promoted Fair Infor-
mation Practice Principles as a standard for privacy protection in e-commerce and
advocates industry adherence to these Principles [35]. Other countries have very
similar e-commerce principles or data protection legislation.

According to these principles, consumer-oriented commercial Web sites that collect
personal identifying information (non–health-related—for health-related information
additional rules come into play; see later) from or about consumers online would be
required to comply with the four widely accepted fair information principles which can
be summarized as “notice,” “choice,” “access,” and “security”:

• “Notice” means that Web sites should provide clear and conspicuous notice of their
information practices, including what information they collect, how they collect it
(e.g., directly or through nonobvious means such as “cookies”), how they use it, how
they provide choice, access, and security to consumers, whether they disclose the
information collected to other entities, and whether other entities are collecting
information through the site. This is typically done in a privacy statement that is
easily accessible from the home page and from all points of data collection.

• “Choice” means that Web sites should offer consumers choices as to how their per-
sonal identifying information is used beyond the use for which the information was
provided (e.g., to consummate a transaction). Such choice would encompass both
internal secondary uses (such as marketing back to consumers) and external sec-
ondary uses (such as disclosing data to other entities). Typically this is implemented
by opt-in checkboxes within the form used to gather personal information.

• “Access” means that Web sites should offer consumers reasonable access to the infor-
mation a Web site has collected about them, including a reasonable opportunity to
review information and to correct inaccuracies or delete information.

• “Security” means that Web sites should take reasonable steps to protect the security
of the information they collect from consumers.

European counterparts of these principles are, for example, the Data Protection direc-
tives (Directives 95/46/EC and 2002/58/EC), regulating Information to be Given to the
Data Subject, The Data Subject’s Right of Access to Data, The Data Subject’s Right
to Object, and Confidentiality and Security of Processing.

While the aforementioned general guidelines are generic guidelines for any personal
information (e.g., name and address of a consumer in an e-commerce transaction),
special regulations exist for exchanging and protecting health information. In the
United States, the Privacy Rule of the Health Insurance Portability and Accountabil-
ity Act of 1996 (HIPAA) creates a set of requirements and restrictions for the han-
dling of so-called Protected Health Information (PHI). PHI is defined as a subset of
individually identifiable health information (IIHI). IIHI in turn is defined as health
information that is “maintained or transmitted in any form, including oral, that is
created or received by a health care provider, relates to the past, present or future phys-
ical or mental condition of an individual; provision of health care to an individual; or
payment for that health care; and identifies or could be used to identify the individ-
ual”. “Protected health information” refers to individually identifiable health informa-
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tion that “is or has been electronically maintained or electronically transmitted by a
covered entity, as well as such information when it takes any other form.” For example,
protected health information would remain protected after it is read from a computer
screen and discussed orally, printed onto paper or other media, photographed, or 
otherwise duplicated. HIPAA restricts access to protected health information by
anyone not involved in treatment, payment, or healthcare operations without the
patient’s permission. Under HIPAA, consumers also have the right to request a restric-
tion on certain uses and disclosures of PHI, to inspect and obtain a copy of PHI, request
an amendment of PHI, receive an accounting of disclosures of PHI, and request com-
munications of PHI by alternative means or at alternative locations.

Again, similar regulations exist in other countries. For example, the Health Infor-
mation Protection Act of 2003 in Canada sets regulations that require that personal
health information be kept confidential and secure, ensure that people know how their
information will be used, give people the right to access their own personal health infor-
mation and the right to request a correction of any inaccurate or incomplete personal
health information in their files, and set out who can act on another person’s behalf
with respect to personal health information and in what circumstances.

The American Health Information Management Association (AHIMA) also has
published “Recommendations to Ensure Privacy and Quality of Personal Health Infor-
mation on the Internet” [36]. These recommendations are based on an E-Health Con-
sumer Conference in which AHIMA brought together representatives from national
consumer advocate groups to identify concerns and opportunities that face consumers
when their personal health information is on the Internet. A task force then developed
39 fundamental principles and tenets on e-health privacy.

Accessibility

“Access” to information is another major issue often discussed in the context of con-
sumer health informatics. On a macro level (policy level) “access” mostly refers to phys-
ical access to the Web. On a meso and micro level, “accessibility” of information is also
often quoted as a “quality criterion” for health Web sites, but there is a great deal of
confusion about what is actually meant by this, and even in the context of a Web site
different people often mean different things when talking about access. In fact, it can
refer to issues such as findability of information (influenced by such factors as avail-
ability of meta-data and quality of search engines) or readability. An “access barrier”
in this wider sense can really be anything preventing the user to access, find, make use
of, or even grasp the meaning of a document on the Internet.

Taking into account that accessibility issues can arise at many different steps in the
pathway of accessing health information, the following levels of access barriers can be
proposed:

Level 1 Accessibility: Physical accessibility
Level 2 Accessibility: Findability
Level 3 Accessibility: Readability, comprehendability
Level 4 Accessibility: Usability

Whether or not one of these accessibility issues becomes a problem also depends on
the individual experience, literacy, skills, knowledge, and education of the end-user. For
example, an individual may well have a computer at home, but may lack the skill to
operate it, creating a physical accessibility barrier (Fig. 4.1).
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Level 1: Physical Accessibility
A discussion at the macro level on barriers that prevent people from accessing the
Internet in the first place is beyond the scope of this chapter, and readers are referred
to the “digital divide” literature. However, two observations, which are frequently
missed in the debate around physical accessibility, should be made. First, no standard-
ized metric on what constitutes “access” exists, and although some surveys count, for
example, the number of households having a computer with Internet access, other
survey data count people who say they have used the Internet in the past x months,
and so forth. It is therefore dangerous to compare different surveys across countries
or time periods without knowing the methodology. Second, access is not a binary vari-
able, but rather a (qualitative) continuum [37] (hence our difficulty to come up with
an agreed-on operational definition). In the years to come, in which Internet statistics
may suggest that virtually everyone in the Western world has “access” to the Internet
(be it only through Internet cafes or public libraries), qualitative factors along this con-
tinuum, that is, the conditions of access, will play an increasingly important role. It must
be taken into account, for example, that it does make a difference whether the Inter-
net is accessible from home, or only from a library or school, in terms of convenience,
privacy, filters, and costs. For example, a recent article of Richardson and colleagues
[38] provides evidence that current filtering software, often installed in public libraries
and schools, may be poor in discriminating pornographic Web sites from health Web
sites.This is relevant in the context of this chapter, because while overcoming the digital
divide in a sense of creating Internet access points is a responsibility of policy makers,
it is in the hands of (and a responsibility of) health information providers to prevent
false-positive blockings—by labeling their health Web site with an appropriate meta-
data vocabulary [39].
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Level 2: Findability
With “findability” we address the situation in which people cannot find the relevant
information that may be somewhere “out there” on the Web. This refers mainly to an
appropriate listing in search engines and directories and cross-linking from relevant
Web sites, so that users become aware of the Web site (external findability). However,
it also refers to findability of a certain piece of information within a Web site (internal
findability).Although it is an essential quality criterion from the developer’s view, exter-
nal findability is often overlooked as a quality criterion, because most of the ethical
codes do not mention it and it is not a criterion for third-party certification (e.g.,
URAC). As people generally click on only the first 1 to 10 links displayed in a search
engine and do not go beyond the first results page [40], findability is directly related to
the ranking within a search engine.Findability can be increased by various search engine
optimization techniques.The first rule is to use appropriate keywords on all Web pages.
(These may be hidden in the text, not visible to users. It should be pointed out that many
search engines do not make use of the meta-tags, that is, these keywords should be
hidden in the page body.) Keywords should match terms users would use (e.g., “cancer
cure,” not just “cancer therapy”), and also include frequent misspelling (“prostrate,”
etc.). Various keyword suggestion tools exist, for example on Google AdWords.

The words in the title of the Web page, even the filename and most importantly the
domain name, are important factors in the ranking algorithm of Google, so the most
important keywords should be included there. Google also factors in the number of
inbound links to a domain, so that sometimes it is better to host an academic Web
project on the university server (which is by far better “linked” than a new domain).
If this is not possible or desirable, ask colleagues from universities to put links to your
site. Google not only counts the raw inbound links, but also weights each link accord-
ing to how often the linking site is in turn linked by others, and so on. Receiving links
from highly linked organizations such as universities will boost the ranking in Google.
Initial marketing efforts should focus on getting as many links as possible—the visitor
will follow.

Level 3: Readability
Numerous studies have suggested that information on the Web is not “accessible” in a
sense of being written on a too-high readability level, as tested with various readabil-
ity formulas [7]. (It should be stressed that by readability we do not mean “technical”
readability or “legibility” determined by font size, font, and colors—this kind of “read-
ability” would fall under usability issues.) The readability problem is not confined to
the Web, as a number of studies have documented that most patient education mate-
rial and informed consent forms used “offline” are written at a language level too
complex for most people to understand. The problems regarding illiteracy and the
various methods to test literacy of target populations and readability of materials are
addressed in Chapter 6.

Level 4: Usability
Usability can be thought of as a dimension (i.e., a potential barrier) of accessibility.
Usability is determined by the way the information is grouped and presented, by how
the user navigates through the information, and by the amount of help the system gives
(the best systems are those that are intuitive enough so that the user does not have to
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look up help files) [41]. Usability can and should be tested throughout the develop-
ment process.

Another dimension of usability is accessibility for special user groups such as seniors
or disabled users. In fact, the W3C’s definition of “accessibility” is “content is accessi-
ble when it may be used by someone with a disability” (http://www.w3.org/wai; see also
Chapter 11, this volume). Available standards and guidelines for “accessibility” in that
sense include the W3C’s Web Content Accessibility Guidelines (WCAG), the US gov-
ernment’s Section 508, and the UK’s Disability Discrimination Act.

Dozens of evaluation tools (which perform an analysis of pages or sites regarding
their accessibility and return a report or a rating) and repair tools (which not 
only identify accessibility issues but also assist the author in making the pages more
accessible) are available (see http://www.w3.org/WAI/ER/existingtools.html). Among
the available tools is, for example, Bobby (http://bobby.watchfire.com/). A “Bobby
Approved” kitemark indicates compliance with accessibility standards.

Different Perspectives on Quality Criteria and Evaluation

As mentioned earlier, there are literally hundreds of criteria that can be evaluated, and
the number of different approaches to evaluation as well as the number of guidelines
and publications dealing with “quality of health information on Web sites” is over-
whelming. Critical in selecting a method (or methods) and criteria is that one has to
be clear about the purpose of the Web site as well as the purpose of the evaluation,
and select the evaluation method as well as the criteria according to the purpose and
possibilities. “Quality criteria” or “evaluation methods” should not be discussed
without consideration of questions such as “quality—for whom?” or “evaluation—for
what purpose and in what context?”As indicated previously, there are several different
types of stakeholders (developers, end-users, third-party experts, and policy makers)
who could be interested in “evaluating” a health Web site, and all of them have a slightly
different angle on quality, because they have different rationales to evaluate:

• Developers are primarily interested in continuously improving their service and Web
sites and to benchmark the performance of their sites compared to other sites.

• Researchers are interested in generating evidence to inform users, developers, and
policy makers. Some of the studies are aimed at describing and analyzing the “epi-
demiology of information” or “infodemiology” (determinants, predictors, and effects
of good/bad health information) [21]. Some of the studies are designed to identify
knowledge translation gaps and areas where fraud is highly prevalent. Some studies
try to evaluate the impact of individual Web sites on health and behavioral outcomes.

• Third-parties such as librarians, gateways, portals, certifiers, or health professionals
want to guide users to trusted health information.

• End-users (consumers) are interested in being able to evaluate a health Web site in
order to separate the wheat from the chaff.

Some examples on how views and approaches may differ according to a particular
perspective are the following: (1) From the point of view of a commercial health infor-
mation provider “comprehensiveness” of the content is an important quality criterion,
as the user should be prevented from leaving the Web site (“stickiness” and “pageviews
per visitor” are important metrics from the business perspective). On the other hand,
from the point of view of the end-user or a public health researcher, completeness of
a single Web site within the universe of information on the Internet is less important,
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as long as the information can be easily found on other Web sites. From the end-
user/consumer point of view, there is nothing wrong with a Web site that deals with
one narrow topic in depth (e.g., treatment options) rather than providing “compre-
hensive” information, for example, providing the full information spectrum about a
disease (epidemiology, diagnosis, prognosis, treatment). An expert evaluator evaluat-
ing completeness on a Web site or Web page level fails to recognize that people typi-
cally gather information from various sites and that complementing information is
often only a mouse-click away [7]. (2) A randomized trial is an excellent evaluation
method for researchers, but expensive and complex to conduct—obviously an unsuit-
able evaluation method for end-users or even third parties such as gateways. It will also
not be a routine method for developers. (3) Developers have a wider array of possi-
bilities to evaluate internal structures and processes and have access to more data (e.g.,
log-file data) than, for example, third-party evaluators (gateways, libraries), who often
can evaluate a health Web site only by looking at the end result (the Web site).

In the following, we focus on the developer’s view, with some additional remarks at
the end of the chapter for other types of evaluations.

Developer’s View: Best Practices for Site Developers
While the aforementioned ethical codes and quality criteria documents all contain cri-
teria of the final product (the Web site), the following is an attempt to compile some
“best practices” on the process of creating a high-quality consumer health information
Web site in order to achieve a high-quality consumer health site. As surprisingly not
much literature is available on how to develop a consumer health information Web
site, this is mainly based on the experiences of the author and on the generic literature.
Best practices on development and evaluation are not expanded on in most ethical
codes [25].

Formative versus Summative Evaluation

For developers, creating a quality consumer health Web site starts with a thorough plan-
ning and needs assessment process, followed by a user-centered design process that
involves repetitive testing with consumers throughout the (iterative) development
(prototype–testing–refined prototype–testing . . . , etc.). Any evaluation that takes
place during the development (formation) of the project is called formative evaluation.
If the core development is considered completed and the Web site is running success-
fully, a continuous quality assurance program should kick in, allowing developers to
monitor their performance continuously (this can still be considered formative). In
addition, some developers may (e.g., in the research context, at the end of a funded
project) want to investigate whether the set goals are achieved, which is called “sum-
mative evaluation.” Given that in many cases a Web site development is a lifelong
project, and that it is always iterative and formative (permanently under construction),
the distinction between formative and summative evaluation is blurred and may be less
useful in our context. According to evaluation theorist Bob Stake, the difference
between formative evaluation and summative evaluation is: “When the cook tastes the
soup, that’s formative; when the guests taste the soup, that’s summative.” In the con-
sumer health informatics kitchen, the chef should cater guests throughout the cooking
process, encourage them to give feedback, and qualitatively analyze their comments.
After the soup is cooked with input from the guests, continuous quality assurance
means to constantly monitor the number and satisfaction of the guests and periodically
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invite gourmets (experts) to taste the soup and compare it against others. Summative
evaluation would then mean to either look back and count the number of guests and
analyze their satisfaction scores over a certain period of time, or to do a prospective
study to test the impact of the soup on relevant outcome measures such as giving tips
and recommending the restaurant to others or even on health outcomes, such as the
number of food poisoning incidents.

Initial Design Considerations and Development Process

The following typical development process of a consumer health Web site is for the
sake of clarity presented in a sequential manner; however, in practice, many of these
tasks are conducted simultaneously or in an iterative manner, rather than step-by-step.
To start the development process, most organizations faced with developing content
for a Web site will set up a web committee (or development team) consisting of content
experts, educators, consumers (representatives of the target group), and members with
a technical background.The committee first discusses and agrees upon the purpose and
the target audience of the Web site. It should, for example, be clarified whether the
primary aim of the Web site should be information dissemination, education/training,
e-commerce, entertainment, or communication (e.g., the Web can be an interface for
one-to-one communication), or for building communities (see Chapter 8).While a Web
site can have several of these elements, priorities should be defined [42]. To set down
a broad mission statement can help guide future development, although developers
should be prepared to amend the mission statement based on user feedback. To have
clear aims is a prerequisite for evaluation, because a Web site is best evaluated in rela-
tion to its objectives.

To define, refine, or validate the mission statement, a needs assessment [43] should
be conducted, to clarify what consumers (or the target audience) expect or wish to see.
A thorough needs assessment should include multiple methodologies to “triangulate”
the information by collecting it from different sources, including a literature and Inter-
net review (e.g., What are the described information needs of consumers with a certain
disease e.g., from surveys?) and focus groups [44] or in-depth interviews with con-
sumers and other stakeholders (using separate sessions for each group). By “Internet
review” we mean, for example, a systematic review of what the target audience dis-
cusses in Internet communities, for example, collecting consumers’ information needs
and preferences from mailing lists. It is important that this is done in an ethical manner
[45]. Another way to use the Internet to gather information on what people need is to
analyze search terms entered into search engines (one possible method is described in
[46]). Another possible method is to use keyword suggestion tools such Google
Adwords or the 7search keyword suggestion tool (http://conversion.7search.com/
scripts/advertisertools/keywordsuggestion.aspx), which provide statistics on how often
a certain keywords and other searches containing that keyword have been conducted.

In order to determine the gap between needs and resources already available, an
information needs matrix (see Fig. 4.2) can be developed, spelling out for each topic
what the “needs” are, what information is already available, and—resulting from the
gap of these—what the Web site could focus on.

Once the purpose and target audience have been defined and a requirement (gap)
analysis has been conducted, the content is broadly compiled by gathering key mes-
sages and describing the scope and depth of the content in a content outline. During
the development of the content outline one can already gather ideas for how the
content is best conveyed and which content can be and should be “tailored.” Text is
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not always the best medium—graphics, multimedia, and streaming video and audio
(talking heads) and interactive Macromedia Flash or Shockwave presentations are
viable alternative presentation formats. Additional focus groups may be necessary to
iteratively refine an initial content outline and to identify the most suitable presenta-
tion format as well as the site structure (which content should be displayed first and
which content should be deeper buried in the site structure).The next step is to develop
a site map, that is, the navigational tree structure with key crosslinks between the sec-
tions. A consumer health Web site should always have an “About us” menu point
(describing who behind the Web site is, including credentials of the authors, internal
quality assurance procedures and editorial policies, advertising and privacy policies),
and a menu point for consumer feedback, for example, a proprietary feedback form
or—better—a link to a validated and standardized feedback form, which allows one to
measure user satisfaction and allows comparisons between Web sites, for example, the
SUSHI-Questionnaire (see pg. 54). The next step is to develop a rapid prototype or a
nonfunctional mock-up version (e.g., showing just the menu structure, either on paper
or on the screen), which is presented to additional focus groups. Using feedback from
the focus groups, the prototype or mock-up is iteratively refined and presented to
further focus groups, until no major new issues are brought up (saturation). After a
functional prototype has been developed, additional focus groups and usability studies
should be conducted. Usability studies can take on the form of a heuristic evaluation
by a usability expert, who reviews the prototype against a set of design rules based on
experience, or they can consist of studies testing the system with actual users [41]. To
achieve a user-centric design it is important to involve users as early as possible and
continuously throughout the development process, rather than waiting to test the
“final” system with real users at the very end. Often at that stage developers are reluc-
tant to make any major changes. Before the site can be launched (goes “live”), it is
important that the organization first develops and agrees upon some internal policies
and procedures related to running a consumer health Web site (see later). Even after
the site goes live, the development process should not be considered “finished”—devel-
opers should implement a continuous quality improvement program, for example, gath-
ering systematically user feedback and respond to the issues and suggestions flagged
by users.
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Topic:
…………………

What the 
literature (incl. 
Internet) says 

What
experts/health 
professionals say 
(focus groups, 
interviews)

What consumers 
say
(focus groups, 
interviews)

Information needs 
and common 
misunderstandings  
What is already out 
there / commonly 
known
Gap-Analysis: Focus 
of content to be 
developed, key 
messages

FIGURE 4.2. A template for a “needs analysis matrix” for consumer health information, to deter-
mine information needs and the focus of a Web site. Topics or themes that are candidate topics
to be covered by the Web site are identified from the literature and through interviews with health
professionals and consumers. For each topic, a matrix is used, compiling needs (what is required)
and status quo (what is already there), which will help to identify the focus of the content.



Formative Evaluation Methods

As noted earlier, the most important evaluation methods during the “formation” of a
health Web site involving consumers are focus groups and usability tests. These
methods can also be used as “summative evaluation.”

Focus groups are a qualitative research method with a long tradition in the social
and marketing sciences [47]. A group of stakeholders, for example, consumers, are
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Textbox: Specific Design Considerations

When developing the content for a consumer health Web site, site developers
should take into account the following considerations:

• When considering topic to be covered, developers should focus on the devel-
opment of original content, rather than repeating what is already out there.
Does it really make sense to set up yet another Web site on melanoma 
prevention?

• When deciding which content should be produced, consider the organization’s
unique strengths and special expertise (access to experts or other resources
and information), together with what consumers need.

• Do not necessarily strive for comprehensiveness or completeness. Although
“completeness” is a quality criterion often used by researchers determining
the quality of a Web site (and most Web sites have been shown to provide
“incomplete” information when compared against key facts provided in
medical guidelines) [2], complementing information is only a mouse click
away.

• If you do not strive for completeness, make clear that further information 
is available and link to other organizations that may complement the 
information.

• A Web site is a fundamentally different medium than paper. Resist the temp-
tation to simply put existing patient pamphlets as PDFs or converted to
HTML on the Web without adapting it for this medium.

• Enrich text information with graphics and multimedia (audio, video) where
appropriate.

• Do not provide too much text. Consumers scan content on the Web rather
than reading it. Consider to offer each document in two versions: one docu-
ment with bullet points for skimming and reading on screen, another down-
loadable and printable file for detailed information.

• Consider whether content can be tailored for specific target audiences, and
whether different version for different audiences should be produced.

• Do not assume that users always come through the “front door” (homepage).
Many (in fact most) visitors will come from a search engine such as Google
and end up directly on a Web page without seeing the homepage first. It is
important that each Web page allows visitors to orient themselves quickly and
provides a quick glimpse of who is behind the information and whom the
information is for.

• Consider using metadata (e.g., HIDDEL) to describe the target audience, site
owner, and so forth (see Chapter 18), so that applications (search engines,
browser plug-ins) can support consumers in making informed choices.



brought together and, facilitated by a skilled moderator, encouraged to talk about
certain issues broadly defined a priori in an interview guide. Participants could, for
example, be asked to discuss what information they expect on a Web site with a certain
topic, or they could be asked to react to a mock-up or prototype version of a Web site.
Typically, focus group discussions are audio-recorded and transcribed, and emerging
themes coded. Focus groups are increasingly recognized as an integral and essential
methodology in all phases of developing a health Web site, from initial needs assess-
ment to continuous quality improvement.

Usability tests are another qualitative research method in which participants in a
usability lab are placed in front of a computer with the Web site or application in front
of them. Participants are then given a task or scenario, for example, they are asked to
find a certain piece of information on the Web site (see [48] for a published usability
study of a consumer health Web site). The actions (sometimes also the facial expres-
sions) of the participants are recorded on video, and keystrokes and screen content are
captured by software. For high-end usability studies, eye-tracking hard- and software
can be used to identify and quantify screen areas that are fixated by the participant.
Sometimes participants are also asked to “think aloud” in order to give some insights
into cognitive processes. Usually, researchers afterwards interview the participant and
recapitulate some of the actions of the participant, soliciting suggestions for improve-
ments, and collect themes for usability issues. Although a professional usability lab
environment (Fig. 4.3) is ideal, the costs for renting such a lab are often prohibitive.
However, an improvised lab with a consumer grade video camera also fulfills the
purpose. Any testing is better than no testing!

Usability tests with actual participants can also be preceded or complemented by a
heuristic usability evaluation, that is, a review of the site by a human factors expert.

Policies Development

Often neglected in the planning stages is the fact that developing a consumer health
information Web site entails more than “just” developing content and publishing
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FIGURE 4.3. A high-end usability lab (Source: Sun Microsystems, http://www.sun.com/usability/).



HTML pages, in analogy to producing a printed patient leaflet. Running a health Web
site also means that internal policies and processes need to be defined, for example, a
privacy policy, an editorial policy, and—if applicable—an advertising policy (defining,
e.g., acceptable and inacceptable products). Also, responsible persons for privacy
(Privacy Officer), content/site quality (editor in chief or “chief quality officer”), tech-
nical fixes (Webmaster or chief developer), and staff members responding to subject-
related e-mail requests (administrative staff, librarian, junior medical doctor) need to
be named. Often forgotten is also the fact that Internet information is not and should
not be static—content development does not end with the initial release of a Web site
but is an ongoing process, and information needs to be reviewed and updated regu-
larly. Internal policies need to spell out who is responsible for maintaining and updat-
ing the information.

All policies and responsibilities should be compiled in writing in an internal “Quality
Assurance Manual.” This manual should contain a description of the general workflow
for publishing/updating information, the workflow to respond to e-mail requests, com-
plaints, and so forth. It should be stressed that any organization that publishes health
information will also get e-mails with personal medical questions, whether they are
invited or discouraged, and whether an e-mail address for feedback is published or not.
Such e-mails sometimes include questions that are clearly inappropriate for answering
by e-mail, such as how to treat or diagnose a disease. In one study, 61.8% of e-mail
requests were “medical,” while 20.6% were classified as “technical.” In another study,
28% of all unsolicited e-mails sent to a consumer health Web site that contained a
health information request would have required a health professional to answer, and
27% of e-mails would have required a face-to-face consultation and examination, that
is, should not be answered via e-mail [49]. A standard disclaimer such as stressing that
individual consultations cannot be provided via e-mail may reduce the number of such
e-mails, but is unlikely to eliminate individual health-related questions completely.
Although health information providers should always respond to user e-mails (be it
only with an automatic response), health information providers have to be careful not
to cross the boundary to giving personal advice in health-related matters that can be
misconstrued as offering a medical consultation, as liability issues arise [50–52]. Inter-
nal guidelines should address issues such as what constitutes inappropriate requests
and how to respond to them. They can be based on other previously published guide-
lines [53]. Systematically analyzing comments or other feedback about the content
(including frequent misunderstandings) should be a routine measure for continuous
quality assurance [54].

Establishing Credibility

As illustrated in Figure 4.4, users will surf away or not act on the content if the Web
site does not appear credible or trustworthy, even if the content is judged excellent by
experts. Although in focus groups and surveys people often claim that the source of
the information is their primary yardstick when evaluating credibility [40,55], direct
observational research in a usability lab setting has shown that health consumers actu-
ally rarely look at the “about us” section in order to make decisions on whether or not
to trust a Web site [40]. Rather, the study concludes that in reality consumers are more
impressed by surface credibility markers, such as the Web site design (Does it appear
“professional”?). Some consumers even use markers such as the picture of the site
owner [40]. This is consistent with a model proposed by Wathen and Burkell [56] and
research conducted by the Stanford Persuasive Technology Lab [57]. As a result, the
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Stanford investigators have produced a set of 10 guidelines for developers on how to
“boost a Web site’s credibility” (http://www.webcredibility.org/guidelines/). Among
these guidelines are the following suggestions:

• Make it easy to check the accuracy of the information on the site. In the consumer
health field, this could, for example, mean providing links to references (e.g., in
pubmed.gov) or other trusted sources (e.g., government sites) that confirm certain
key messages.

• Show that there is a real organization (or person) behind the site. (Consumer health
Web sites could, for example, show the picture of the author—and if he or she wears
a white coat this will boost credibility even more . . . !)

• Use a professional design that is appropriate to the content of the site. (Sometimes,
a “too-professional” look can also negatively affect credibility. A fancy Web site with
flash animation and videos run by a small self-support group may make people
believe that a pharmaceutical company is sponsoring the content.)

• Avoid typos and broken links. Even a single typo can make people conclude that
internal quality management processes are insufficient.

• Make the site easy to use.
• Use restraint with promotional content (ads, offers).

We find few criteria here that are not already mentioned in the context of “ethical
codes,” such as showing credentials, providing a feedback mechanism, providing infor-
mation on the last update, showing references—so that ethical conduct should have a
positive impact on credibility.

Whether or not third-party seals (kitemarks, trustmarks) enhance trustworthiness
and credibility is an open question. Although some consumers say it would enhance
their confidence in a Web site [40], some experimental research suggests that they do
not make a difference [58]. However, in this particular study researchers used a fic-
tional seal. It is more likely that the actual effect on trustworthiness depends on how
trusted the endorsing organization creating the trustmark is—if the seal contains a well-
known respected brand name, a respected nonprofit or educational organization (e.g.,
university) or a government organization, and if the consumer is aware of the evalua-
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FIGURE 4.4. Proposed model for how users judge the credibility of online information [56].



tion processes needed to get the trustmark, it is likely that this could boost the credi-
bility of a Web site.

Marketing a Site

As noted previously, the “findability” of a site (i.e., the ability of people to find your
consumer health Web site) is an import “accessibility” criterion. Findability is mainly
dependent on search engine listing and ranking.

If an appropriate search engine ranking is not (yet) achieved, active advertising and
marketing a Web site online and offline should be considered. One of the most effec-
tive online advertising strategies is keyword-triggered advertising in search engines,
for example, Google AdWords, the world’s largest search advertising program. In
AdWords developers can choose keywords to precisely target ad delivery to Web users
seeking information about a particular disease, symptom, product, or service. The
program is based on cost-per-click (CPC) pricing, so advertisers pay only when an ad
is clicked on. Referral costs (e.g., each click) can be as low as 8 cents per click-through,
but the cost also depends on the “competitiveness” of the chosen topic (it becomes
more expensive if many other advertisers compete for the same keyword). Advertis-
ers can also geographically target their ad by choosing who should see the ad from
among 250+ countries and 14 languages. It is even possible to restrict it to individual
US states. On average, 0.5% to 1% of visitors in Google will click on an ad. For
example, an advertisement triggered with the keyword “cancer” (searched on Google
about 240,000 times per day) would lead to approximately 1200 click-throughs (visi-
tors), requiring a budget of at least $96 per day. Other topics may have far fewer
searches.Advertisers can also set a fixed budget, for example, determine that they want
to spend only $10 per day.

Other typical Internet marketing strategies include so-called viral marketing strate-
gies (recommend-a-friend functionality on the Web site allows people to make others
aware of the Web site).

“Guerilla marketing” techniques, such as announcing a Web site in special-interest
communities, which constitute the target audience of the site, can be very effective, but
should be used only if the developer is part of the community; otherwise they are often
seen as an unwelcome intrusion and “spam.”

Continuous Quality Improvement and Summative Evaluation

As mentioned earlier, an integral part of quality assurance is analyzing user feedback
continuously, for example, analyzing unsolicited e-mails and other feedback received
from users. In addition to this qualitative method, online surveys can help to gather
feedback and suggestions for improvement in a more structured and quantitative
manner. Rapid “online polls” (e.g., page ratings) displayed on the bottom of every Web
page that invite visitors to rate the usefulness of the article (Fig. 4.5) can also help to
identify weak areas of the site or trends over time.

Owing to selection bias (volunteer bias), responses to online surveys are never rep-
resentative for all users. Only those very dissatisfied (or very satisfied) will volunteer
to fill in a survey, and survey results should never be extrapolated to the visitor popu-
lation. Thus, online surveys have limited role as a sole summative evaluation method
unless the responses can be compared with another Web sites (e.g., using the SUSHI-
Q instrument). A statement in the results section of a report or academic paper such
as “95% of all respondents thought the Web site was ‘good’ or ‘very good’ ” is mean-
ingful only if the response rate is proven to be high (which is never the case in online
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surveys, unless the survey is mandatory) or if it can be compared against something
(e.g., another site or an initial survey). Various techniques exist to administer surveys
so that multiple entries from the same user can be detected and fake entries can be
eliminated [59].

SUSHI-Q

One particular instrument and tool for developer is SUSHI-Q (Standardized Usabil-
ity and Satisfaction with Health Information Questionnaire) (http://www.sushi-q.org).
The aim of the SUSHI-Q project is to develop and validate an electronic questionnaire
instrument that can be used as standardized feedback form, scorecard, and quality
monitoring instrument for developers of health information Web sites. The instrument
is intended to measure the user’s experience with a health Web site along several
dimensions including overall satisfaction and usability. SUSHI-Q offers developers a
login area where they can compare their score against those of other similar sites. The
SUSHI-Q score can be used by developers to measure progress when iteratively refin-
ing their Web site. SUSHI-Q is an essential tool for health information providers to
achieve user-centered design based on their feedback, to measure progress when iter-
atively refining their Web site, to benchmark their site against other Web sites, and to
continuously monitor user feedback.

Log-File Analysis

Log-file analysis can give developers important information on visitors (geographical
location, domain names, Web browsers, operating systems), access statistics (most
requested Web pages, page views per day, unique visitors per day, most popular hour
per day, etc.), site stickiness (total visitor stay length, site entry and exit pages), and
referrer pages (referring domains and pages, search engine keywords used, etc.). Pow-
erful log-file analysis software exists that allows one to track and to visually illustrate
the path of visitors with specific attributes through the Web site (Fig. 4.6).
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FIGURE 4.5. Example footer of a Web page (from http://www.besttreatments.org, a Web site of the
BMJ Publishing Group). Apart from illustrating several elements from ethical codes that every
Web page should have, including references, a disclaimer, the origin of the information, and a “last
update” date, each Web page also has a rapid feedback (polling) form, allowing users to rate each
page.



Outcomes Evaluation

Studies evaluating the impact of a Web site on individual health-related or social out-
comes are often proposed in the research context and certainly not a routine evalua-
tion method. To discuss all possible research methods is beyond the scope of the
chapter, but the most important methods used in the context of evaluating health Web
sites should be mentioned. The easiest studies to conduct are before-and-after studies
(with one pretest and one posttest questionnaire after the intervention) or interrupted
times series (with several measurement points before and after the intervention). If in
such a study design the outcome (e.g., knowledge) increases, it can be a piece of evi-
dence suggesting that this is attributable to the Web site intervention. However, all sorts
of other factors can affect the outcome measures and lead to false-positive results, for
example, maturation, regression to the mean, learning effect from the pretest, and so
forth, so that it is better to include a control group (e.g., people who are not using the
Web site). If the change score in the intervention group is significantly higher than the
change score in the control group it can be concluded that the effect is the result of
the intervention. Choosing an appropriate control group can be a challenge, and even
results from controlled studies are wide open to criticism as all sorts of biases can lead
to false-positive (or false-negative) results. Selection bias can lead to systematic group
differences, which in turn affect results.

The only research design that avoids problems of potential systematic group differ-
ences is the randomized trial. However, Web-based randomized trials, in which one
group is randomized to the intervention (e.g., gets access to the Web site) and the
control group either receives “dummy pages” (not containing the full material to be
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tested) or no access to the Web site at all, are also a methodological challenge. In par-
ticular, most researchers see very high dropout rates (people randomized into the inter-
vention group who are not using the Web site or who are lost to follow-up), and
contamination, as the control group often can obtain similar information from other
Web sites [60]. An intention-to-treat analysis (including all consumers who have been
randomized into the intervention group, even if they are not using the system or are
lost to follow-up) is required, but the high number of drop outs increases the risk of
false-negative results.

Researchers’ Views on Quality

Consumer health informatics researchers are usually either interested in assisting
developers in evaluating a single Web site (see earlier), or they have been taking a
“bird’s eye view” (public health perspective) and attempted to assess the quality of
health Web sites on the Web. This emerging area—the study of the determinants and
distribution of health information and misinformation on the Web—has been called
information epidemiology, or “infodemiology” [21].

The first infodemiological study was published in 1996 [61], but this type of research
became widely known only with a subsequent publication in a prominent journal [62],
leading to dozens of “me-too” publications. A recent review identified 79 infodemio-
logical studies [7], and as of today hundreds of such articles have been published. Most
of the early studies were descriptive, reporting the percentage of Web sites that had
inaccurate imperfect health information [7]. Although in the late 1990s such studies
may have been useful to draw the attention of researchers and policy makers to the
emerging issue that information on the Web is highly “variable” and that systems are
needed to guide consumers to trustworthy information, the value of these purely
descriptive studies today becomes more and more questionable, and in fact many jour-
nals will not publish these studies if investigators did nothing more than to describe
how much imperfect information is out there. It has been argued that more “analyti-
cal” studies are required, which employ statistical methods such as multivariate regres-
sion to explore how quality criteria and other variables are related with each other,
and which markers, processes, or site attributes predict outcomes [5,21].

Third-Party Views on Quality

By third-party evaluation of a health Web site we mean an evaluation by someone who
is not the developer. A third party sees and evaluates only the finished product (e.g.,
health Web site).Among third party approaches, one can distinguish a “review process”
from a “certification process” [64].

In a certification process, a third party (the certifier) checks the Web site (or the
health information provider) against predefined criteria, typically working closely with
the developer, who is interested in getting certified, and who may grant access to inter-
nal information not otherwise available (log files, inspection of internal processes and
quality assurance manuals, etc.). Typically, a certifier also gives feedback to the devel-
oper and gives him or her the opportunity to address issues to become compliant. A
number of third-party certification programs, awarding seals, kitemarks, or trustmarks
are available, awarding, for example, privacy seals (TRUSTe, BBBOnLine, PrivacyBot),
accessibility seals (Bobby), Internet pharmacy seals (VIPPS), and seals for health Web
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sites (URAC). Kitemarks are so controversial because at the end of this process they
call for collapsing the multiple dimensions and aspects of quality into a binary yes/no
(recommended/not recommended) decision. In contrast, the MedCERTAIN project,
often misrepresented as yet another certification seal, tried to overcome the limitations
of traditional yes/no trustmarks, and is in fact more an infrastructure for decentralized
self- and third-party rating and disseminating meta-information (information about
information). MedCERTAIN is now called MedCIRCLE and advocates the use of
richer metadata to describe detailed evaluation results rather than just the (binary) end
result (see Chapter 18). Whether or not to trust a Web site can be determined only 
by the user, who should be able to define himself the cutoff points on the evaluation
scales of the various dimensions.

In contrast to certification, in a review process, a third party evaluates a product or
service (e.g., a health Web site) without the developer’s cooperation. Usually the
reviewer has limited or no access to internal data such as log files and site statistics and
no possibility to evaluate internal processes of the organizations providing the infor-
mation, other than what is stated on the Web site. Site reviews are, for example, con-
ducted by gateways, libraries, or portals, which have to make a decision on whether or
not to endorse/list a site. Approaches are very different and range from subjective ad
hoc decisions, to using checklists and scoring systems, to evaluating primarily the trust-
worthiness of the source (e.g., Medline Plus lists only government sites).

End-User View on Quality

As mentioned previously, no universal checklist or scoring system for consumers 
exists that could enable them to discriminate trustworthy from untrustworthy or 
incorrect information. The tools and questionnaires that exist are all primarily edu-
cational tools in that they try to teach consumers what to look for. Such tools are,
for example, the IQ-Tool (http://hitiweb.mitretek.org/iq/default.asp), or DISCERN
(http://www.discern.org.uk/). The latter is specifically for treatment information, and—
although originally developed for printed material—is also advocated by their 
developers for Web-based information (a modified version for Web-based information
is also under development). Although it is often described as a “valid and reliable
instrument,” it should be stressed that validity refers to face validity (thus, it is not more
or less valid than all other instruments, which were developed on the basis of a broad
consensus), and the reliability metrics when used by consumers are not impressive 
(k = 0.3) [64].

Another educational tool, used in the context of an Internet school for patients, is
the CREDIBLE mnemonic, developed to remind patients what they should look for
at a trustworthy Web site [21], namely:

• Current and frequently updated
• References cited
• Explicit purpose and intentions of the site
• Disclosure of sponsors
• Interests declared and no conflicts of interests
• Balanced content, lists advantages and disadvantages
• Level of Evidence indicated

Another strategy, particularly for obtaining cancer information, is to tell patients to
watch out for “red flags” indicating questionable information [65], for example:

4. Design and Evaluation of Consumer Health Information Web Sites 57



• Are “patient testimonials” available?
• Is the treatment described as a “cancer cure”?
• Is the treatment described as “having no side effects”?
• Is online purchasing permitted?
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Individuals who use online health-related information resources have a variety of goals.
Some users may wish to find reference information on a particular topic. Others may
wish to monitor a particular topic or related topics over time. Still others may need
answers to particular questions or to become members of a community that can provide
ongoing information and support. It is a reflection of the diversity and success of the
Internet as a general information resource that all of these needs can be met reason-
ably effectively with current technology.

Information delivery methods can be characterized in several ways. Perhaps the sim-
plest approach classifies methods as either “push” or “pull” based on whether the user
specifically requests the information that is delivered [1]. In “push” systems, the user
may initially join the system, but subsequently the user receives information without
the need to request it further. (Information is “pushed” to the user.) E-mail mailing
lists that are focused on a particular topic as well as various types of instant messag-
ing, pop-up notification systems, and indicators embedded in World Wide Web pages
are examples of this strategy. The “pull” approach is exemplified by the standard World
Wide Web (without pop-ups) or Usenet news, where resources are available for users
to search or browse and the user must take specific action (e.g., clicking a link) to
retrieve an information resource.

A key feature in the push/pull concept is that information “pushed” to the user is
assumed to be filtered so that it is of interest to the user and the user will wish to view
most items, whereas information that is “pulled” comes from large data sets and only
a small fraction of the data, which is identified by the user as of definite interest, is
retrieved for viewing.“Push” systems tend to require less work from users because they
replace the necessity to search for information explicitly, but their effectiveness is
dependent on the ability of the system to select relevant content for its users, which
can be difficult in settings where users vary in interests, needs, and goals.

To some extent, the pull/push classification is arbitrary, and modern information
delivery systems may offer components of both. Systems can be alternatively classified
by whether they function primarily for information distribution from a central reposi-
tory or whether they in addition support human–human communications and com-
munity building. In this chapter we review delivery methods from this perspective and
then briefly discuss several network communications, alternative hardware, and open
source software issues that impact all delivery systems.

5
Information Delivery Methods

James H. Harrison, Jr.

61



Information Distribution Systems

File Repositories

The simplest information distribution system is a document repository that allows file
download via either File Transfer Protocol (ftp, [2]) or Hypertext Transfer Protocol
(http, [3]). FTP is an efficient protocol designed for transfer of large files over the Inter-
net. It is managed by an ftp server on a central computer containing the file repository
and it is accessible using free or low-cost client software; most Web browsers also
support ftp. HTTP is the native communications protocol of the World Wide Web and
it can also be used for file download from the Web server. Links to file repositories
within ftp or http servers can be embedded in Web pages that organize and describe
the contents of the files and allow them to be downloaded with a click.

File repositories have some disadvantages. Text files encoded as ASCII (the 
American Standard for Computer Information Interchange) are very compact and can
be read by most types of computers, but provide no formatting other than block text.
Certain characters (e.g., “curly quotes”) that are not part of the standard ASCII 
character set may appear as different characters on different types of computers.
The endings of lines are marked with different characters on Windows, Macintosh,
and Unix computers, leading to potential line-wrapping problems or the appearance
of extraneous characters. These problems are being solved by the introduction of
broader character encoding standards such as UTF-8 [4] and Unicode [5]. Currently,
systems are in transition with respect to these broader character coding schemes and
thus older systems may not support them until they are replaced over the next several
years.

Word processor files offer more formatting choices and may solve character coding
issues in settings where the same vendor’s word processor is available on multiple plat-
forms. However, users who do not own the particular world processor may not be able
to use the files. This situation is partially mitigated if word processor files use Rich Text
Format (rtf, [6]), a standard word processor format developed some years ago by
Microsoft. Most word processors can read and write rtf and it supports basic text for-
matting, although support for placing images in text or the use of tables is limited.Word
processor files also contain references to specific fonts (typefaces) that may not be
installed on a user’s machine. When a particular font is unavailable, systems can sub-
stitute fonts, but that may disrupt the intended page layout and appearance. Finally,
word processor files that support multiple undo steps or change tracking may allow
users to view interim drafts of a document, which may not be desirable. Similar 
considerations apply to spreadsheets, presentations, and other files of proprietary 
programs.

For these reasons, Adobe’s Portable Document Format (PDF, [7]) is currently the
leading technology for creating and distributing formatted reference documents by
electronic means. PDF files carry font and other required display information with
them and render accurately across multiple display devices. Adobe distributes free
reader software for displaying the files, third-party readers are available, and some
operating systems are shipped with reader software included. Simple PDF files can be
created from word processor files using inexpensive or free utilities. More complex
PDF files require Adobe’s Acrobat product (or on Macintosh OSX machines, PDF files
can be produced directly from any program).

File repositories have an additional disadvantage in that they are difficult to index
for searching. It is possible to do so, but this increases the complexity of the repository
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system considerably. Thus it is generally best to use repositories for large complex doc-
uments related to a specific topic, such as brochures or narratives that are intended to
be printed for reading. These documents can then be linked to brief descriptive mate-
rial on Web pages which will then be found using a typical search.

Electronic Mail
E-mail [8] can be an effective way to distribute information, either in the body of 
e-mail messages or as e-mail attachments. An e-mail system consists of a central mail
server and associated mail clients on users’ machines. This system may be used either
to respond individually to requests for information that arrive by e-mail or other
means, or the e-mail client can be used to store a small list of e-mail addresses who
will all receive copies of a message and its attachments. For larger groups, a mailing list
manager [9] is generally used in combination with the mail server. The manager main-
tains the list of members and their e-mail preferences. One of the widely used early
mailing list managers was named “Listserv,” and for this reason mailing lists are some-
times called Listservs. Today there are a number of commonly used mailing list
manager programs with varying features.

Depending on its configuration, a mailing list may be essentially one way (an infor-
mation distribution system) or it can allow replies and discussion as described in the
next section. As configured for information distribution, a mailing list would receive a
message from the person coordinating the list and re-mail it and any attachments to
all members of the list. The list members would not be able to respond directly to the
list, although they could control certain aspects of the list’s operation with respect to
their account using commands sent to the list by e-mail at a special address [10]. For
example, users may use these commands to join or leave mailing lists and control
whether they receive individual messages or a single message digest per day contain-
ing all messages.

Information may be represented in e-mail messages in several ways. The body of the
message may contain block-formatted plain text, which all e-mail clients will accept.
Some e-mail clients also accept Hypertext Markup Language (HTML) formatted text
that may contain embedded images and active links. This information is shown in a
display resembling a Web browser. This can provide a more attractive display that
resembles a newsletter or a brochure, but it may not display at all in some e-mail clients
and may display inaccurately in others. Pages such as this may also fail to display if the
user’s computer is not connected to the Internet at the time of display (to allow images
and other elements to be downloaded) whereas a text-only display is self contained.
E-mail messages may contain attached files of the types mentioned earlier under file
repositories. Because this is merely an alternative approach to distributing the files to
the users, all the considerations mentioned earlier with respect to particular file types
apply here as well.

Mailing lists function like the “push” systems described earlier. Once a user has
joined, messages and documents flow without further action into the user’s inbox for
review. Assuming that the mailing list does a good job of filtering to include content
of interest to the user, it can be quite convenient. However, mailing lists and e-mail in
general have some weaknesses. Information sent to the user through e-mail must be
actively saved into logical locations on the user’s system if the user wishes to find it
again. Many e-mail systems and local clients do not have intrinsic archiving features
meant to organize information for later retrieval, although some clients do allow 
e-mail to be sorted easily for saving, and some users will use this feature. Some mailing
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list managers do provide a Web display of previous messages, but in a busy mailing list
finding previous individual messages can be challenging. Furthermore, the prevalence
of unwanted e-mail (“spam”) and malicious software that interacts with the Microsoft
Windows e-mail framework has made the use of e-mail and e-mail attachments prob-
lematic in some settings.

The World Wide Web
At the most basic level, the Web consists of http servers and Web browsers. The servers
contain text documents that include HTML [11] in addition to the document content.
Browsers can request these documents and display them using the HTML instructions.
HTML text documents are best developed with text editors or HTML-enhanced text
editors, but can also be created using HTML editors that hide the HTML with a
browser-like display or by exporting files as HTML from word processing or spread-
sheet programs.

HTML documents may contain links to images, sound files, videos, and other media
that are downloaded separately and inserted into the documents by the browsers at
display time. HTML documents can also contain links to other documents, allowing
easy traversal through a group of documents and creation of a context for documents.
These capabilities allow substantial flexibility in laying out collections of documents
that can effectively communicate healthcare concepts. Web documents persist at their
locations and can be “bookmarked,” allowing future reference; their contained text can
be indexed for searching locally and by large-scale search engines. Because Web pages
can contain (and Web browsers can process) links to files on ftp servers and links con-
taining e-mail addresses, Web pages integrate relatively well with other Internet
systems. In general, Web pages are easily readable and, depending on their design, can
also be effective when printed. These features make the Web an excellent presentation
system for quick-lookup reference information related to health care, particularly in
settings in which multimedia enhances the effectiveness of presentation.

The Web does have some weaknesses.Web browsers are not identical in their display
of HTML and its associated standards. There is currently a core set of standards rec-
ommended by the World Wide Web Consortium (http://www.w3.org) that essentially
all browsers support. Designers operating within reasonable limits using these stan-
dards can expect good behavior across multiple platforms and browsers. Certain addi-
tional or alternative features that are available in some browsers may not be available
in others and designers who are not aware of this situation may create pages that have
limited browser scope.

Although the Web is searchable based on free text, the degree of page linkage
(Google, http://www.google.com) and other characteristics, it does not have the kind of
structure required for precise or complete searches; useful information may be missed.
Improvements related to the expression of concepts within pages and the relationships
between pages are part of what makes up the Semantic Web effort, discussed elsewhere
in this book.

The Web is also the prototypical “pull” [1] strategy in information delivery. This
means that users must know a Web resource is present, find it, and then find the appro-
priate section within it that addresses their needs. This can work well if the Web
resources are well designed, but it does require effort from the user. Candidate Web
pages for review are frequently located through large-scale Web search engines, which
are useful but, as noted earlier, can miss desirable resources. This may not be an issue
for local users who are familiar with a Web site, but alerting users to an interesting
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update can be problematic, even locally. One effective hybrid approach has been to
maintain primary information documents on the Web while also supporting a mailing
list that alerts users to updates on the Web sites with a brief note.

Communications and Community

The systems discussed in the preceding section are primarily designed to provide infor-
mation to users for reference purposes. Although they may include some interactivity
(an e-mail requesting a document or access to a mailing list, entry of parameters defin-
ing a search), the primary purpose of those systems is to provide their preexisting con-
tents to users, not to support person-to-person communications or user development
of new content. As discussed previously in this book, patient-to-patient and patient-to-
provider communication are important needs in community-based health care. Inter-
net communities that form around topics of interest, including health care, are well
known [12]. Essentially all of the content of these communities is created by the
members and facilitated by software as the community develops. This software is well
known, generally available, and often open source [13]. Evidence indicates that a
similar coalescence of interest communities can and does occur related to healthcare
issues [14].

Discussion Lists
E-mail mailing lists were mentioned earlier as a method for distributing information
to list members. Discussion lists extend this function by allowing members to comment
on issues raised on the list. Replies to list messages go back to the mailing list manager
and are distributed to all list members. Over time, issues and replies are listed chrono-
logically in a member’s e-mail inbox (or ideally in a separate e-mail folder the user has
dedicated to the mailing list). Mailing lists can be relatively quiet or quite active (up
to hundreds of messages a day) and they may or may not be moderated. Unmoder-
ated lists allow all member postings to be distributed immediately. Moderated lists
return all member postings to one or more list moderators for review, who may then
post the message to the list for distribution or delete it. Moderation helps avoid inap-
propriate postings and keeps the list discussions on topic.

The primary benefit of a mailing list is that messages are processed through e-mail
software. If the list member spends a good bit of time with e-mail normally, having the
messages arrive in the inbox can be convenient. It is also convenient to take a thread
of conversation off the list by e-mailing a responder directly (rather than replying back
to the list) without needing to change programs. File attachments can be handled in
the usual ways.

Discussion lists also have some downsides for community communication. E-mail is
not inherently secure (it is not encrypted) and thus contents of e-mail messages may
be accessible to others unless an encrypted e-mail system is used. Even with an
encrypted system, a mailing list of any size will go outside of the local system and mes-
sages sent to outside systems will not be encrypted. There are additional issues specif-
ically related to patient–provider communications by e-mail that have been reviewed
in previous chapters.

Topic discussions are associated in a mailing list merely by the title of the message,
and messages are usually sorted in reverse chronology. If the title is changed or a
message is delayed in the system, some members may miss it. Discussions often quote
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previous notes in the body of the message in an attempt to provide context, but in an
avid discussion, multiple responses may come back that quote various combinations of
previous messages, and responses to those produce simultaneous messages with varying
histories. Thus it can be difficult to confirm that all important contributions to an issue
have been reviewed. Passing e-mail messages through multiple e-mail clients often
leads to formatting oddities that intensify the problem of reviewing previous material.
Finally, the lack of an inherent archive capability can be a limitation as previously men-
tioned, although this feature is provided by some mailing list managers (e.g., [15]). Even
in systems that do archive, finding previous conversations in a busy list among the
archived messages can be challenging.

Usenet News
The Usenet system [16] is generally referred to simply as “Newsgroups.” It includes a
world-wide network of bulletin board servers accessible through the Internet or by
direct dialup. The system contains many thousands of active discussion groups cover-
ing a wide variety of topics, including many healthcare topics. Newsgroup servers use
their own communications protocol and client software, but many modern e-mail
clients incorporate the newsgroup protocol and provide a display of newsgroups that
is similar to an e-mail message display. Newsgroup messages are plain text, similar to
plain text e-mail messages, and can have file attachments. The main advantage of the
newsgroup system is that the server enforces “threading” of messages—a reply to a
message is marked as a reply to that message—and messages are maintained on the
server and temporarily downloaded into the client for reading.Thus there is one canon-
ical version of the newsgroup history that can serve both as an archive and a reference
of the complete listing of all postings in the correct order. Newsgroups may be mod-
erated or unmoderated.

Newsgroup servers are efficient and provide a useful foundation for an Internet com-
munity. They are still widely and avidly used, particularly by software developers.
However, for general-purpose community sites, they have been largely superseded by
the Web-based discussion and community sites described in the following paragraphs.

Web-Based Discussion Groups
In addition to providing a flexible system for distributing documents, the Web provides
a limited facility for data entry that includes text boxes, drop-down menus, and other
interface elements displayed within Web pages. These data entry “forms” can be used
to enable text entry by users and also to select documents for uploading. The text and
attached documents can be processed on the server, stored in a database, and displayed
or linked from a dynamic Web page. Because all content is maintained within the dis-
cussion group system on the server and accessed through a Web browser, communica-
tions with the system can be encrypted and reasonable security for the content can be
provided.

Most Web discussion systems allow entry of a title, name, and e-mail address, topic
or keyword categorization, brief summary, optional body text, and an optional docu-
ment attachment; the system will add a time stamp on submission. The main page of
the discussion group will typically list a set of initial postings with brief summaries in
reverse chronology. The number of replies may be noted but the replies themselves are
not generally shown on the main page. Clicking on a posting will display that posting
and its follow-up replies on a single page in chronological or reverse-chronological
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order for easy reading and/or printing. Thus simultaneous discussions on multiple
topics are displayed in compact form on the top page and the full discussions on each
topic are displayed only when that topic is opened. This has advantages over the com-
plete display of all original postings and replies that are standard for mailing lists and
Usenet groups.

Web-based discussion forums can be embedded in a Web site and designed to be sty-
listically similar to other Web pages on the site. In addition, because data entry occurs
through a form within a Web page, the data entry page can have associated graphics,
instructions, links to other locations, and help. Because the text of the postings and
replies is contained in a database, all entries are fully searchable. Some systems incor-
porate an e-mail notification option that will alert members to new postings. Thus 
Web-based discussion forums can provide functionality similar to that of Usenet news-
groups with a more attractive and functional presentation and built-in alerting. Most
Web-based discussion systems support optional moderation by presenting a preview
for review by an administrator before an entry is released for general viewing.

The prototypical Web discussion forum is Slashdot [17], a discussion group for soft-
ware developers and others with a technical orientation. Similar groups have been
established related to health care [18] and many other special interests. A substantial
number of software packages for managing Web-based discussion groups are available,
including both commercial and high-quality open-source offerings.

Several related types of software provide similar capabilities. Weblogs (“blogs,” [19])
are similar to Web-based discussion groups except that the primary postings are usually
all written by the same person. Thus blogs are not typically designed to allow many
different users to add initial postings or to be moderated, as are Web discussion groups.
Blogs do allow replies to postings but do not typically allow document uploading. In
normal use, the primary content of Web-based discussion groups is often in the replies
and counter-replies, whereas the primary content of blogs is usually in the initial post-
ings and the follow-up comments are brief. Good quality commercial and open source
blog software is available.

Web-based issue-tracking systems are also closely related to Web-based discussion
groups. Issue trackers developed from software bug-tracking systems and project 
management systems. Essentially, issue trackers support an initial categorization and
descriptive posting with multiple follow-ups. The display may be similar to Web dis-
cussion postings and replies, and document attachments are often supported. The two
additional capabilities that these systems offer are a status indicator for each conver-
sation (open, on hold, completed successfully, dropped, etc.) and the option to assign
particular issues to particular members of a work group. This type of software would
be most useful in discussion settings with a strong problem-solving orientation. Com-
mercial and open source issue tracking systems are available.

Web Community Software
A number of software packages combine the features of the systems described in the
preceding section to provide a comprehensive framework for building Internet com-
munities. Systems such as this that aggregate and present resources for a particular
purpose are sometimes called Web portals. These packages include features for man-
aging users/members, regular static Web pages, database-driven pages, Web-based dis-
cussion groups with notification, document repositories, announcement management,
calendar management, and other features. They are generally products built on exist-
ing application servers, which are extensive software toolkits for creating Web appli-
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cations. Examples of this class of software include PHP-Nuke [20] and Drupal [21],
built on PHP [22]; Moveable Type [23], built with the Perl programming language;
and Plone [24], built on Zope [25]. These systems are open source and widely used.
Commercial systems are also available.

Additional Software and Hardware Considerations

Network Speed
Most home users of the Internet in the United States dial in on phone networks using
modems, although broadband (DSL and cable TV networking) continue to increase
market share. Current modems communicate at a nominal 56 kilobits per second,
although actual connections are typically 40 to 48 Kbits/s. Files sizes are generally
measured in kilobytes (8 bits = 1 byte). Thus modems would be expected to support
data transfer rates approaching 6 Kbytes/s (generally a bit less including error correc-
tion). A typical HTML page of text might contain about 3500 characters or just under
3.5 Kbytes. Compressed images may contain from 1 K to 15 K bytes or more depend-
ing on their size and other characteristics. Thus a few images in a page can substan-
tially increase modem download times. Images and other large multimedia files can
contribute much to a document but should be used sparingly if they are to be trans-
ferred across modems.

Mailing lists and file downloads can be more convenient than a Web presentation if
large files are used with a slow connection, because e-mail and file transfers can be
carried out while doing other tasks or the computer can be left to allow the job to com-
plete. Web sites, in contrast, are designed to be viewed page-by-page, and larger than
necessary files with long download times can make a site very frustrating to use.

Broadband connections improve download speeds substantially. For example, basic
rate ISDN (two-channel) can yield 12 to 14 Kbytes/s and cable modems can reach up
to 300 Kbytes/s or more, comparable to Ethernet local area networks. DSL connec-
tions are generally between those values depending on the type of connection avail-
able. Wireless networks are roughly similar to cable modems. However, the speed of
the local network may not be an indication of the speed of connection to the Internet.
For example, a local Ethernet network (300 Kbytes/s) connected to the Internet via a
T1 line (60 to 70 Kbytes/s) would be limited to the T1 speed in accessing Internet
resources. Increased network or Internet traffic could slow the process further. Thus
limiting files sizes to the extent that is reasonable is always a good idea.

Alternative User Hardware
For the foreseeable future, standard computers are likely to remain the primary tool
for accessing online healthcare information. For researching healthcare topics, it is ben-
eficial to have a large enough display so that reading is comfortable and information
can be placed into context. The multimedia capabilities of the Web are also more effec-
tively applied with a reasonable screen size and processor speed. Cost is likely not to
be an issue: computer hardware continues to decrease in price, and with the develop-
ment of open source software there is a good chance that the cost of quality standard
software will also decrease. Thus a basic full-size computer with reasonable perform-
ance for Web access is likely to sell for less than a mid-range Personal Digital Assis-

68 J.H. Harrison, Jr.



tant (PDA) in the future. PDAs and Web-enabled phones may be useful in displaying
specific data elements such as test results, or capturing temperature or glucose level
values that may be measured in the home. They also may be useful for healthcare
providers who need to check specific reference information. However, it is unlikely that
in their current form they will be useful for consumers who are researching and cri-
tiquing health information and who benefit from well-designed images and diagrams
as well as appropriate context. There is potential for systems such as WebTV, but so
far it has not had a substantial impact and consumers appear to prefer to use standard
computers for information gathering. Small computers dedicated to e-mail and Web
use also have not attracted consumers to any great extent, although there is a possi-
bility that such a device, if available with good performance and a good display, might
be attractive in the future.

It is likely that alternative hardware will appear to allow individuals with disabilities
to interact more effectively with online systems. For example, implementation of read-
aloud and Braille terminals for vision-impaired individuals is ongoing. These types of
devices are not well suited by the current features of the Web and Web design styles,
and they generally require special pages for effective use. Future Web design based 
on Extensible Markup Language (XML) and Extensible Style Language (XSL)
stylesheets (see [26]) will allow content to be developed once and then used with 
multiple stylesheets to drive multiple-output devices.

Open Source Software
Open source software is copyrighted software that is licensed for use at no cost. In
addition, the source code is freely available for inspection and modification by users.
Open source software is typically developed and maintained by teams of volunteer pro-
grammers. Documentation is available through the Web and often from local book-
stores, and vendors are available if commercial support is necessary. The open source
effort has expanded considerable over the past 10 years, and many open source 
projects are regarded as similar to or exceeding the quality of comparable commercial
software. Many widely used Internet communications packages, including Web servers
and application server frameworks, are open source as noted earlier. More informa-
tion on open source and a listing of open source licenses is available at the Open Source
Initiative [27].

Conclusion

The Internet has proven to be a remarkable medium for the dissemination of infor-
mation and the spontaneous generation of collaborative interest groups over a period
of more than 20 years. The technologies that have formed the basis for these strengths
of the Internet—and the offspring of these technologies—can also support the devel-
opment of useful and accessible online healthcare resources, healthcare interest groups,
and “caring communities” focused on sharing knowledge and support. The best fea-
tures of past Internet systems have found their way into current community portal soft-
ware built on industrial strength open source application servers. These software
packages offer a locally customizable framework containing all the tools necessary to
provide multimedia reference information and secured interactive communications in
a healthcare setting.
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Well-informed healthcare consumers are better able to make decisions and become
active participants in the process of care. Providing adequate information that is per-
sonally meaningful is a major challenge for healthcare providers. It is important that we
understand how informatics can best be used to support the process of online consumer
health education. Chapter 4 describes the design and evaluation of Web sites for health-
care consumers.This chapter focuses on online consumer health education and barriers
to success in the delivery of technology innovations for consumer health education.

Emotional distress, physical discomfort, limited privacy, and limited time with health-
care providers can all contribute to the ineffectiveness of the healthcare setting as a
learning environment. Information technologies provide new opportunities for con-
sumer health education and the information sharing process. Consumers and health-
care providers can come together to share information, engage in healthcare education
processes, and form online groups for learning and social support all at a time that is
most convenient for them. Information gathered from the Internet can improve 
comprehension and recall of information provided during the healthcare visit. The 
individualization of content and reinforcement of learning, which can occur in online
learning environments, ensure prolonged retention of information and facilitate
knowledge attainment [1–3].

Online learning environments are particularly useful for clients with special needs.
Clients with low literacy skills benefit from the individualized pace of instruction and
the multisensory learning experience. Elderly clients with very little prior computer
experience have successfully learned computer-based material and reported high 
satisfaction with online information and learning [1–3].

As a leading resource for consumer health information and education the Internet
also generates concerns about information quality, misunderstandings of information
complexity, and information volume.These concerns and the unique needs of the target
audience must all be considered by those who are designing online consumer health
education programs [1–3].

The Process of Developing Online Consumer 
Health Education

The delivery of consumer health education and information is a process rather than a
product.The focus of the process is providing consumers with the knowledge they need
to make the best healthcare choices; this involves the effective union of consumer

6
Delivery of Online Learning for
Healthcare Consumers

Deborah Lewis

71



health information, healthcare education theory, and information technology. The
online learning environment should move the healthcare consumer through the
process of information discovery to the transformation of information to knowledge.
Development of healthcare educational materials for online learning are best accom-
plished by a team of multidisciplinary experts each contributing their specialized
expertise. Content experts lend their knowledge of the specific content and context for
the learning materials, education specialists frame the learning content for delivery and
devise the evaluation strategy, and instructional designers develop the learning mate-
rial using the appropriate multimedia design. Each member of the development team
should remain actively involved in all phases of the design, development, delivery, and
evaluation of the learning materials. It is also important to receive ongoing feedback
from healthcare consumers.

Understanding the learning preferences, learning needs, and learning goals of the
target audience is essential to the process of developing effective consumer-directed
healthcare education.The design of online consumer health education resources should
be based on feedback from consumer focus groups that represent the target popula-
tion. While this is discussed at length in Chapter 4, it will be mentioned briefly here.
Focus group feedback provides the education designers with an opportunity to under-
stand the consumer groups’ cognitive abilities including reading ability. The consumer
group’s cultural values, socioeconomic status, and beliefs about the health problem are
also important in informing the process of educational material development. Most
chronic diseases are so prevalent that few healthcare consumers come to the diagno-
sis without preconceived notions and most have had personal experience with family
members or loved ones who have the same disease.

Effective Learning Objectives

Consumer health education should be based on measurable outcome goals. Learning
objectives provide outcome goals that can be used to measure the success of online
education. Objectives identify the expected level of achievement and provide criteria
for evaluation. Well-defined learning objectives provide a mechanism to measure the
extent of learning or knowledge acquisition that has occurred. Learning objectives may
be written to measure individual or program outcome achievement. In this chapter we
are concerned with the individual healthcare consumer as learner.

Learning objectives specify what behavior a learner must demonstrate or perform
in order for the healthcare educator to conclude that learning took place. A learning
objective describes an intended learning outcome and contains three parts: the situa-
tion under which the behavior is to be performed or demonstrated, a verb that defines
the behavior itself, and the measurable target goal (outcome criteria) for learner
achievement [5]. The following textbox describes the components of a learning 
objective.
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Textbox: Developing Learning Objectives

The Situation
The situation specifies the circumstances or directions that the learner is given
to initiate the learning process. Learning objectives usually begin with a simple
declarative statement (situation) such as:
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Upon completion of the learning activity the healthcare consumer will . . .
After reviewing module one the learner will . . .

The Verb
The verb is an action word that describes an observable behavior. Bloom’s Tax-
onomy represents a hierarchy of educational objectives that divides cognitive
behaviors into six subdivisions ranging from the simplest to the complex. It is
used frequently by health educators as they develop learning objectives. Verb
examples that represent intellectual activity on each level of Bloom’s Taxonomy
are listed here.

Knowledge
Knowledge is defined as the recall of previously learned material. Knowl-
edge represents the lowest level of cognitive learning outcomes. Knowledge
verbs include: arrange, name, order, define, duplicate, label, list, memorize,
recognize, repeat, and reproduce.

Comprehension
Comprehension is the ability to understand the meaning of information.
Comprehensive learning outcomes extend the simple recall of material to
a basic level of understanding. Comprehension verbs include: discuss,
explain, identify, indicate, locate, recognize, classify, describe, restate, and
review.

Application
Application reflects the learner’s ability to use the newly learned material
in realistic situations. Learning outcomes require a higher understanding
than those under comprehension. Application verbs include: apply, demon-
strate, illustrate, interpret, practice, and use.

Analysis
Analysis represents higher cognitive skills than comprehension and appli-
cation because it requires a systematic examination of both the content and
the context of the information. Analysis verbs include: analyze, categorize,
contrast, criticize, compare, differentiate, discriminate, distinguish, examine,
and test.

Synthesis
Synthesis refers to the ability to combine different ideas and processes to
create a new understanding. Synthesis verbs include: arrange, assemble,
collect, construct, create, design, develop, formulate, prepare, and propose.

Evaluation
Evaluation is concerned with examining something in order to judge its
value, quality, or importance. Evaluation learning outcomes are highest in
the cognitive hierarchy because this category contains elements of the
others, plus systematic judgments based on explicit criteria. Evaluation
verbs include: appraise, argue, assess, attach, defend, judge, predict, value,
compare, and evaluate.

The Outcome Criterion
The outcome criterion of a learning objective is a statement that describes the
measurable level of completion necessary to satisfy the intention of the learn-
ing objective. The following are examples of complete learning objectives that
include all three components (situation, verb, and outcome criterion):

Continued



Strategies for the Development of Educational Materials

Once the learning objectives have been established, you will need to decide what
online learning approach to use. Because healthcare consumers understand informa-
tion in different ways, individual learners will have preferences for the style of pres-
entation or format of the information. These preferences depend on many things: who
we are, where we live, and our prior knowledge and experience. There is a shortage
of research relating learning styles and online education; however, researchers have
found that individuals learn best when information is presented in ways that are con-
sistent with their preferred learning styles [6]. To improve the design of instructional
materials, educators should integrate knowledge about individual learning styles into
the process. Although it would be difficult to assess the learning styles of an entire
target population, it is possible to assess a representative sample (healthcare consumer
focus group) of your target group. This healthcare consumer focus group should
provide insights into the target population’s unique preferences for learning. Tailoring
of consumer health learning environments is discussed more fully by Dr. Kukafka in
Chapter 3.

Although there are a number of learning styles inventories, one of the most 
popular and one that is used often in research is the Kolb Learning Style Inventory
[7]. Kolb identified four types of learning styles based on the experiential theory of
learning:

• Convergers value abstract concepts over concrete experience and are active learn-
ers. Their forte is the practical application of ideas. They learn conceptually and 
are less likely to learn in a personal interaction. Because online learning requires
independent learning skills, healthcare consumers who are active learners are 
better suited to the online format.

• Divergers value concrete experience and reflective observation. They view concrete
experiences from a variety of perspectives. People with higher scores on concrete
experience tend to be more reflective and expressive with others. They may benefit
from more interaction with healthcare educators.

• Assimilators value abstract conceptualization and reflective observation and hence
have the ability to formulate theories. They have strong inductive reasoning abilities
and prefer abstract concepts to personal interaction. This more abstract approach
favors success in online learning.

• Accommodators value concrete experience and active experimentation. Their
strength is the ability to adapt to immediate circumstances. Accommodators are at
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At the conclusion of this interactive diabetes education program the learner
will (situation) formulate (synthesis level verb) a plan for sick day manage-
ment that includes four strategies (outcome criteria).

Upon completing the online learning module on asthma medication (situa-
tion) the healthcare consumer will demonstrate (application level verb) the
ability to correctly administer his inhaler medication (outcome criterion).

Adapted from: B.S. Bloom [4]



ease with interpersonal interaction and may be suited to online education that is
interactive and reinforces the learning that occurs in the healthcare setting [8].

Other Factors to Assess

In addition to a Learning Style Assessment, it is important to identify the unique char-
acteristics of your target population. Socioeconomic factors, age, culture, and racial
identity should always be considered. If resources allow, it is also beneficial to under-
stand specific psychosocial factors that are related to the disease or health issue to be
addressed in the online learning environment. These factors may include stress or
anxiety known to be associated with the particular healthcare issue. There are numer-
ous instruments to measure psychosocial variables and they are best identified by the
content experts and clinicians who are working with the design team. You will not be
able to assess every member of your target population; however, iterative evaluation
with a representative focus group will inform the ongoing design.

Learning Theories

Another aspect to consider when developing online learning environments is the way
that learners learn. Learning theories guide developers by providing a framework for
the learning programs. Most online learning materials are based on multiple theories
of learning. Clinical experts and healthcare educators are the lead players in selecting
content and redesigning (editing) existing educational materials for online learning
environments. Members of the target population focus group should also be included
to validate understanding and readability of the selected content.

The following learning theories are most often connected to online learning, in part
because they are learner-centered and focus on the unique needs of the learner. It is
important to note that we are not discussing developmental theories in this chapter, as
the focus is primarily on development of online consumer health learning for the adult
population. The reader is encouraged to review theories of growth and development
for additional insights into age-appropriate development of educational materials for
children [9].

Adult Learning Theory (Androgogy)
Adults have unique needs as learners.Adult learning theory was pioneered by Malcolm
Knowles [10], who identified the following characteristics of adult learners that should
be considered when designing learning materials:

• Adults are autonomous and self-directed. They respond best when they are free to
direct themselves.

• Adults have accumulated a foundation of life experiences and knowledge.
• Adults are goal oriented. They usually know what goal they want to attain. They

value learning material that is organized and has clearly defined elements.
• Adults are relevancy oriented. They must see a reason for learning something.
• Adults are practical, focusing on the aspects of learning that are most useful.
• Adults need to be shown respect. Education designers must acknowledge the expe-

riences of the target population.
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Health educators should incorporate the principles of adult learning in the design of
online learning.

Constructivism
Constructivism is founded on the principle that, by reflecting on personal experiences,
we construct our own knowledge [11]. Learning becomes the process of changing one’s
ways of thinking in order to accommodate new experiences. The learning process
focuses on conceptualizing knowledge and personalizing the meaning of the concepts.
Constructivism promotes using information and education concepts that are cus-
tomized to the learners’ prior knowledge. Problem solving is an important component
of this learning approach. Health educators who utilize constructivist theory in the
design of online learning tailor the educational material to the needs of the learner.
This theory is well suited to the development of adaptive learning programs.

Multiple Intelligences
The theory of multiple intelligence, developed by psychologist Howard Gardner [12],
suggests there are at least seven ways that people perceive and understand the world.
Gardner defines an “intelligence” as a collection of capabilities that has a core of 
information-processing operations embedded within the stages of human develop-
ment. The seven intelligences are:

• Verbal–linguistic: the ability to use language and words
• Logical–mathematical: the capability for analytic thinking and reasoning, as well as

pattern recognition
• Visual–spatial: the ability to imagine objects and dimensions in space, and create

internal images and pictures
• Body–kinesthetic: the ability to control physical movement
• Musical–rhythmic: the ability to distinguish musical patterns and sounds, and a sen-

sitivity to rhythms
• Interpersonal: the capacity for person-to-person communication and relationships
• Intrapersonal: spiritual awareness and self-reflection

Health educators integrate multiple multimedia modalities into their educational 
materials to meet the needs of multiple intelligences. This theory is well suited to the
development of interactive multimedia learning programs.

Online Learning Strategies

The considerable assortment of software tools available for design, planning, and
problem solving enables healthcare educators to create complex healthcare learning
tools to meet their target audience’s specific learning needs. Multimedia may be the
most effective teaching method because it adapts easily to and satisfies more types of
individual learning styles than does a text-based or verbal presentation. Research sug-
gests that specific types of multimedia are better suited to help people learn certain
kinds of information. These advantages result from how certain multimedia combina-
tions support the differing ways in which people understand, organize, and access 
information [13].
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Najjar [13] reviewed studies that provide suggestions on selecting the appropriate
media for the types of information to be learned:

• Procedural information: explanatory text with diagrams or animation
• Problem-solving information: animation and explanatory verbal narration
• Recognition information: graphics
• Spatial information: graphics
• Small amounts of verbal information for a short time: audio
• Story details: video with a soundtrack (or text with supportive illustrations) (p. 138)

Media Selection
Selection of media types is often driven by the budget of the project. Multimedia learn-
ing resources can be quite expensive to develop; program costs of $100,000.00 or more
are not uncommon.These projects require careful planning and administrative support
if they are to be successful. A development plan that includes a realistic budget may
be the first hurdle. If funding is secured then the work of design and development can
begin.

Understanding your target populations computer access and connectivity is an
important factor to consider when deciding what types of media to use. If healthcare
consumers have computers at home they might be accessing online health information
by dialing-in or by using higher bandwidth connections. If some healthcare consumers
do not own computers, they may be using public resources, such as public libraries or
health education libraries in healthcare settings. Knowing the target populations access
to computers and the available connection speed will determine the type of media you
can use to develop the online learning environment. For example, full-motion video 
is appropriate only if the target population has access to fast network connections.
If access and increased bandwidth are needed and are not generally available to 
your target population, will you have the necessary funds to provide and sustain the
consumer’s access to your online learning environment?

The Design
The iterative process of design is described by Dr. Eysenbach in Chapter 4. In this
section we will focus on a brief overview of designing online learning environments for
consumers. As Dr. Eysenbach noted, good designs require a team approach. An expe-
rienced designer is an essential member of the team. The following are broad sugges-
tions for supporting the process of effective educational material design. The reader is
encouraged to review the work of Dr. Jakob Nielsen [14], who has written extensively
on the topic of user-centered design.

To reduce the likelihood of the healthcare consumer getting “lost in cyberspace,” it
is recommended that a clear and systematic organization scheme be created for the
educational materials. The information should be developed in a modular fashion
within a well-structured hierarchy and the main points should be obvious to the learner.
Design teams often begin with a content outline and then progress to a storyboard or
paper-based graphic representation of the online learning resource before actually
beginning to write the program for the selected media. This level of attention to detail
will allow for an iterative process of both user and design team feedback and will
ensure that the design is appropriate for the content to be presented and that it will
meet the needs of the target population. The following diagrams provide one approach
for the representation of online learning content in the early stages of design.
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Index Page 
Content

Listing of Content  
Page 1 

Listing of Content  
Page 2 

Listing of Content  
Page 3 

Listing of Content  
Page 3a 

Step One: Content Outline Example: Hierarchy

The Content Outline is a structured list of the content that will be represented in the online learn-
ing environment. Only the text is listed. It helps the design team structure the text and provides
insight into relationships between key content elements. This outline may take a number of con-
figurations. It may be hierarchical (as depicted here), it may be linear, or it may take the form of
a simple outline.

Step Two: The Storyboard Template

_________
__
_________
_________

_________
__
_________
_________

The following guidelines serve as a reminder of the importance of simplicity and atten-
tion to principles of good design:

• Leave white space and avoid clutter.
• Consider colors carefully, as some are visually displeasing.
• Use an appropriate size and type font (those older than age 40 might benefit from

larger font sizes).
• Limit the use of animation.
• Use graphics to illustrate your point (a picture may be worth a thousand words).
• Always include a navigation bar or site map so that your user will be able to move

easily through the information and educational content.
• Ensure that your Web page conforms to quality standards and is accessible for those

with disabilities.

Text and graphic representation of the
Content Outline are displayed in a series of
boxes (the Storyboard). Only one concept or
Web page is developed in a Storyboard box.

The associated lined box is used to anno-
tate the graphics and text in the Storyboard
box.

Developing the Storyboard demonstrates
the fit of the Content to the online learning
environment.

Taking time to complete this step will assist
the Content Experts in editing content and
the design team in graphic selection and text
layout.



• Most Web site users do not read for detail but rather scan for information. Keep all
written material short (paragraphs should be fewer than 75 words).

• Maintaining consistency in design across all the pages of the Web site is important.

Outcomes Evaluation
Evaluation of educational program outcomes may consist of a variety of strategies
including post-test, observation, skill performance, and learner verification interviews.
You may also use physiologic parameters such as Hgb A1c, blood pressure, or choles-
terol values to evaluate the clinical success of your online consumer health education
program. Whatever strategy you choose it is most important to ensure that you are
evaluating the expected learning outcomes described in your initial learning goals and
objectives.Your evaluation will tell you if your outcomes were expected or unexpected.
If your outcomes were unexpected then a follow-up assessment and perhaps new goal
setting needs to occur. Be aware of the common mistakes made when providing con-
sumer health education, including failing to negotiate goals, providing too much infor-
mation at once, or the use of inappropriate educational material. Careful planning and
attention to detail in design should significantly reduce project failures. Keeping your
target population and content experts involved at every stage of design and develop-
ment should ensure success.

Right Content + Right Audience + Right Design + Right Media = Success

Summary of Stages in the Design of 
Online Learning Environments
Stage 1: Identify the learning needs of your target population. Understanding the

unique needs of the target population will help to ensure that your design is indeed
user-centered.

Stage 2: Define the theoretical approach you will use to design the learning materials.
The design team should work together to develop the framework for the online
learning environment. Multiple learning approaches may be combined, staying user-
centered is the priority.

Stage 3: Select the content. This stage should be led by content experts and clinicians
who have expertise in healthcare education. Members of your consumer target 
population may contribute valuable content suggestions.

Stage 4: Organize the learning content to meet the needs of your target population.
Once the learning content has been identified, content outlines and storyboarding
will help to ensure that the content is realistically structured for the online learning
environment.

Stage 5: Select the final design. All members of the design team work together to select
a final design that conveys the intended message and is within budget for the project.
Consumer (end-user) testing is essential at this point.

Stage 6: Develop the instructional materials.The instructional designers and developers
use the appropriate media to develop the online learning environment.

Stage 7: Evaluate and revise. Design of learning materials is an iterative process; eval-
uation should occur at each stage of the process. Creativity can keep you in budget
and on time.
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Barriers to Online Education

Although online consumer health education holds many advantages and promises, it
is not well suited or even available for all healthcare consumers. Research is varied
regarding access to computer use among healthcare consumers. Several studies have
reported that urban populations are more likely to have Internet access at home. Other
studies report that Internet access remains limited for the economically disadvantaged
in both rural and urban settings [3].

The “digital divide” usually refers to disparities in access to information technology
that occur as a result of inequities regarding race, education, or economic status. The
United States is becoming an increasingly diverse country. The traditional demo-
graphics of “majority” and “minority” are rapidly changing. Healthcare providers need
to be sensitive to the needs of all healthcare consumers and provide information and
education based on broad multicultural perspectives. Content should be sensitive, accu-
rate, and nonbiased.

A variety of diverse racial, cultural, gender, and social-class groups should be used
to illustrate key concepts. More and more health-related Web sites are being devel-
oped for bilingual audiences, which is one important aspect. Others factors may be
equally important but are often overlooked.

As an example, consider the newly diagnosed person with diabetes. He or she will
be asked to control his or her diet and will often be given diet programs or informa-
tion sheets. Those information sheets frequently ignore cultural or religious practices
pertaining to food selection. The healthcare consumer may be uncomfortable asking
the healthcare provider to adjust the food information sheets so he or she goes home
and continues his or her normal diet. In this example, online tailored health education
might be particularly useful in delivering consumer-centered information that is pro-
vided in the appropriate language, with illustrations to reinforce difficult concepts.
Because multiple food lists can be maintained in the program database, food 
preferences could be tailored to meet ethnic or religious preferences. The personal
characteristics of the actors can be changed to represent the target population’s racial
identity.

A few studies have addressed the issues of diversity and economic disadvantage in
computer-based healthcare learning environments [15–20]. Winzelberg and colleagues
[21] found no significant differences in access across racial demographics in their 
study of Caucasian, African-American, Asian, or Hispanic young women with eating
disorders who utilized an Internet-based educational program. Finkelstein et al.
[22] assessed inner city healthcare consumers’ use of a home asthma telemonitoring
system that collects spirometry data and symptom reports and then transmits these
data and reports to a medical center’s clinical information system. Although most 
of these healthcare consumers had no prior computer experience, they indicated that
performing the spirometry test and working with the palm-top computer was “not 
difficult at all.” In a study of young women with breast cancer, Gustafson et al.
[23,24] noted that the benefits of Computer Enhancement and Social Support
(CHESS) appeared to be greater for healthcare consumers who are economically 
disadvantaged.

Physical disabilities may also exist that prevent or reduce access. Disability infor-
matics is discussed in depth by Dr. Appleyard in Chapter 11. The reminder of this
chapter focuses on the problem of health literacy. Health literacy is often overlooked
and this can render healthcare education programs ineffective for those who need them
most.
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Health Literacy

Nutbeam [25], Rudd [26,27], and Kickbush [28,29] all describe the problem of health
literacy as a complex process that includes reading ability, comprehension, and the
ability to apply the new knowledge to improve health outcomes. Ninety million 
American adults (45% of the US population) have limited health literacy skills.
About one half (40 to 44 million) read at or below a fifth-grade level, if at all. The
remainder (50 million) are marginally illiterate and unable to perform tasks that
require them to synthesize information from complex and lengthy texts [30]. For some
healthcare consumers the problem goes beyond reading skills. It is not that they do not
know how to read; they don’t understand what they read and as a consequence may
be unable to think critically and make complex healthcare decisions.

Poor health literacy skills have profound economic consequences. Healthcare costs
related to low health literacy were estimated at $73 billion in 1998. Seventy-five percent
of American healthcare consumers are either functionally or marginally illiterate, con-
tributing to increased hospitalizations and longer lengths of stay [30,31]. In addition,
poor health literacy contributes to ineffective communication between providers and
consumers, which may result in errors caused by misunderstandings about the plan of
care [32,33].

Persons with low health literacy are more likely to be economically disadvantaged
and are less likely to seek preventive health services [32,34]. Evidence associates low
health literacy, independent of socioeconomic factors, with increased incidence of
chronic disease, decreased adherence, poor health outcomes, and early death [34–41].
Researchers have indicated that the literacy skills of consumers with diabetes, hyper-
tension, and asthma are strong correlates of their knowledge about their illness and
disease management skills [36,37].

Assessment of Literacy and Readability
Traditional healthcare information (prescription labels, health education materials,
insurance forms, informed consents) are often provided to consumers as text-based
print information. This text-based printed material is frequently written at the 10+
grade levels [32,42–45], well beyond the reading ability of a large number of health-
care consumers. A national survey of 10% of all US hospitals examined surgical and
medical procedure informed consents for readability. The average grade level required
to read the consents was 12.6 (+/-3.1) [46]. In another national study, online text-based
information provided by Institutional Review Boards was found to be as much as 2.8
grade levels higher than their own accepted standards [47].

Evaluating readability of text can be accomplished with a variety of formulas:
Flesch–Kincaid Grade Level, Fry Graph, FOG, SMOG, and FORCAST are commonly
used. These instruments provide a score that reflects the grade level a person would
need to achieve to be able to read the text. Consumer health material should be avail-
able for readers at or below the fifth-grade level [42].

A number of instruments exist to measure the literacy of healthcare consumers 
and the readability of the information and educational material provided. The Rapid
Estimation of Adult Literacy in Medicine (REALM), Wide Range Achievement Test
(WRAT), and the Test of Functional Health Literacy in Adults (TOFHLA) are used
most often. The CLOZE technique, which is contained in the TOFHLA, is a measure
of comprehension that asks subjects to interpret information gleaned from reading a
passage of text.
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Technology-Based Interventions to Support Low-Literacy
Delivery of Health Information
The method of presenting information to healthcare consumers is as important as the
information itself. Multimedia can provide dynamic illustrations (animations and
video) that support comprehension [48]. Healthcare consumers with varied reading
skills can use multimedia presentation to develop mental models, reducing reliance on
reading as the primary means of learning. Conversely, multimedia and graphics that
are too complex may be as confusing as difficult text.

Pernotto et al. [49] reported that the use of graphics and audio sound made an inter-
active program for healthcare consumers undergoing endoscopic procedures more
understandable by people with limited reading ability. In another study, Liao et al. [50]
found that healthcare consumers who had little education benefited most from an inter-
active video program. In contrast, Graber et al. [51] found that much of Web-based
material was “too difficult” for most consumers and not readable by those with low 
literacy levels.
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Approaches to qualitative evaluation for consumer health informatics are much like
qualitative research for any purpose. Data collection and data analysis methods are
similar for all projects. This chapter provides a general overview of these methods. But
because qualitative research depends heavily on the research participants and contex-
tual setting, each project is different. Examples throughout the chapter illustrate ways
in which doing qualitative research to evaluate consumer health informatics projects
is both similar and different from evaluating other kinds of projects.

Qualitative research involves data that, generally, are textual, but also may be visual
or artifactual. There are ways to reduce this kind of data to numerical form, for
example, by counting the occurrences of a particular phrase. Doing that often defeats
the purpose of using a qualitative approach. Instead, qualitative data analysis employs
procedures for producing an interpretation of the data. Qualitative research also
involves conducting rigorous and detailed studies in natural settings. For example, a
researcher might be investigating how people use health information Web sites and
why they prefer some sites to others. Such a study might be done in a setting where
people naturally use these Web sites, such as a library, their homes, or offices.

Many qualitative researchers attempt to understand something in the same way as
the other participants involved in a study understand it. A research study on how
people use Web sites and why people prefer some sites to others might investigate the
way people think about a Web site’s design, appearance, ease of navigation, trustwor-
thiness, helpfulness, applicability to their own situation, overall tone of the content, and
the like. Some of these dimensions can be made into variables and differences between
them measured, for example, through a user satisfaction survey.That would not be con-
sidered qualitative research. If the survey also included open-ended questions such as
“Please describe what you like about your favorite Web site,” the data collected in
answer to that question would be qualitative.

Other considerations are not investigated as easily. Even though people may rate a
Web site as positive along whatever dimensions might appear on the survey, it might
still give them a “bad” feeling, or there might be something far more important to them
than anything the survey asks. Their sense that the information is trustworthy and reli-
able might make a difference, but what makes information seem trustworthy and reli-
able? Perhaps who else is around might make a difference, too, or what their friends
think. It is difficult to anticipate what influences might be important. It also may be dif-
ficult to measure them. Qualitative methods are better than quantitative ones (such as
a survey) in these circumstances. Further, although people may rate a site as trustwor-
thy, it might be difficult to assess just why they do. Just what does “trustworthy” mean
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to different people? Perhaps people who use the Web site have different notions of
what trustworthiness entails—different from each other, different from the site design-
ers, and different from the researchers and evaluators. These kinds of questions, too,
are better investigated through qualitative methods. Qualitative methods are particu-
larly helpful when:

• You do no know what might be important to measure.
• You want to study something that cannot be measured easily.
• You want to determine why measured results are as they are.
• You want to know not only what happened, or what people are responding to, but

also why.
• You want to understand how people think or feel about something and why they

think that way, what their perspectives and situations are and how those influence
what is happening.

• You want to investigate the influence of social, organizational, and cultural context
on the area of study, and vice versa.

• You want to explore what a technology (such as a home health monitoring 
system) or practice (such as using a computer to access health information) means
to people.

• You want to examine causal processes, and not simply what causal relationships exist.
You are interested primarily in these processes as they develop and emerge, rather
than in outcomes or impacts.

• You want the evaluation to parallel the development process for the application
under study, for example, so that you can improve the application development as it
progresses.

There are a variety of theoretical perspectives and practical approaches from which
to approach these kinds of questions. The term “qualitative research,” as used here,
refers to all of them because this chapter is concerned primarily with what they have
in common, what it is that defines them all as qualitative research. A variety of other
terms describe these different perspectives and approaches: field research, naturalistic
research, interpretive research, ethnographic research, postpositivistic research, phe-
nomenological research, hermeneutic research, humanistic research, (some kinds of)
case studies, and action research.

There are several common threads through all these. First, the primary research ques-
tion is, “What is happening and why is it happening in this particular way?” This ques-
tion will have numerous variants as it is asked in particular ways to address specific
situations and research settings. Second, the focus is on what people think is happen-
ing and why they think that, as well as why they are responding as they are. Third,
causality is multidirectional. There is no clear effect or impact of one factor on some
specific outcome. Fourth, there are few predetermined analytic categories, explanatory
theories, or even research questions. A variety of concerns is being addressed. The
important questions, analytic categories, and theories develop over the course of
research, rather than being imposed a priori. Fifth, data analysis is not clearly sepa-
rated from data collection. A considerable element of continual interpretation and
reinterpretation of data is required on the part of the researcher in making sense of
things, as is collecting new data as well as revisiting data already gathered in order to
check these interpretations. Lastly, qualitative research is particularistic, driven both by
the research as it unfolds and by the context in which it is unfolding. Therefore, many
aspects of the research itself may change as the research progresses.
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Research Design

Qualitative research does not require the researcher to stick with a predetermined
study design. Although a sound research plan is necessary, the exigencies of either the
research itself or the researcher’s developing sense of what and how to focus the
research require flexibility. Five methodological guidelines can be useful when devel-
oping an evaluation plan [1]:

1. Focus on a variety of technical, economic, people, organizational, and social 
concerns.

2. Use multiple methods.
3. Be modifiable.
4. Be longitudinal.
5. Be formative as well as summative.

These guidelines allow the study to have the potential to track change over time, to be
useful during the course of the project as well as afterwards, to change in focus or
approach as the need arises, and to identify important concerns.

The guideline regarding multiple methods also is important for increasing validity.
Multiple means of data collection can help ensure that interpretations of the data are
comprehensive and, through triangulation, account for all important data. For example,
in a study when a new clinical laboratory order entry and results reporting system was
implemented, several sources of data were used [2–6]. I was a participant observer at
laboratory management meetings. Colleagues and I also did observations in each lab-
oratory. We surveyed laboratory technologists, and the survey included both Likert-
scale and open-ended questions. Interviews with laboratory directors provided the key
for interpreting data gathered from the Likert-scale survey questions. Similarly, inter-
views with patients using a health behavior counseling system suggested that there
were important differences in reaction among people who used different versions of
the system, and this was borne out by analyzing survey data [7]. In another case, when
a new patient record system was tested, survey data and time–motion measurements
did not agree.The researchers developed an explanation that encompassed these diver-
gent data [8,9].

The Role of Theory

Because many qualitative researchers are interested primarily in understanding what
is going on and what that means for the people involved, their studies may not involve
testing theory.This does not make the research atheoretical.There are a variety of qual-
itative evaluation approaches that draw on different theories [10].

Theory is helpful in highlighting what is important each step of the way in a quali-
tative research study. Different theories have different emphases. Therefore, theories
of knowledge and epistemologies underlying research approaches influence how the
project is conceived, how the research is carried out, and how it is reported. Theory
also can shape research questions and focus. Furthermore, theory can help in data
analysis and interpretation. Lastly, theory may be generated from the study and across
studies. What is important is that theory can serve as a guide, rather than as a frame-
work into which findings are forced. On the whole, qualitative research is more data
driven than theory driven, although it is widely recognized that data do not exist of
and by themselves in the absence of theory.
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Data Collection

Qualitative data are any data that are not to be analyzed solely numerically but are
instead treated as text.Two main sources of data for qualitative research are interviews
and observations, but any other sources, such as photographs and other images,
company documents, e-mail messages, answers to open-ended survey questions, video-
tapes of meetings, and an observer’s notes—anything—might be considered data.
Often, more than one source of data is needed, as indicated earlier. I generally do both
interviews and observations, at a minimum. One hallmark of qualitative research is
that, at the outset, it is very difficult to know what might prove to be important, so
nothing should be excluded as a possible data source at the beginning of a study. As
the study progresses, it becomes clearer what to focus on, and the scope of data col-
lection can narrow. Of course, you cannot collect all possible data. Instead, you decide
beforehand what the important questions and issues are that you want to investigate,
and you focus your efforts there. During the course of the study, you may need to
change the focus in some ways perhaps because you find that something else is more
important to investigate. It also may be difficult at the outset to know how much data
to collect. Perhaps your approach is not producing results, in which case you try some-
thing different. Perhaps your approach was producing results, but you are no longer
getting new material or insights. You should stop. Data collection is over when satura-
tion is reached, that is, when nothing new is coming to light.

Interviewing
Qualitative interviewing also may be called ethnographic interviewing, elite inter-
viewing, in-depth interviewing, unstructured interviewing, semistructured interviewing,
or oral history interviewing. The main characteristic is that the interviewer does not,
in general, constrain most of the interviewee’s responses, as, for example, by asking the
interviewee to rate something on a scale or say whether he or she agrees or disagrees
with a statement.

Interviews can be conducted anywhere comfortable for the interviewee: the person’s
office or home, the cafeteria, while the interviewee is working, and so forth. Often,
privacy is helpful, if only to make the interview more confidential and less likely to be
interrupted. However, depending on the project, it can be helpful to choose a setting
that also will provide information, as described later in the discussion of observation.
For example, perhaps the number and nature of interruptions an interviewee experi-
ences while working might be important. Interviewing often is done one-on-one,
although I generally prefer to have another researcher present, for reasons explained
below. Group interviews and focus groups are also possible.

When interviewing, I use a tape recorder if it will not interfere with the interviewee’s
comfort or willingness to talk.Whether or not I use a tape recorder, I take notes (again,
unless it makes the interviewee uncomfortable), and try to write down as much as pos-
sible in the exact words used. Of course, there is no way I can write down everything as
quickly as it is being said, let alone write it down while I am also trying to interview
someone.There are several ways to help with this.When possible, I like to have another
interviewer along with me.That way,we can both take notes and, if one of us is engrossed
in writing, the other can keep the interview moving.Also, I may simply jot down a phrase
or a few words to remind me what was said, and then I fill it in as soon after the inter-
view as possible. My memory for reproducing what I heard has improved with practice.

Interviewees will have been contacted to give their permission for being interviewed
before I meet them. Nevertheless, I start an interview first by explaining who I am, why
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I am there, and what my relationship to the project is. I briefly explain the purpose of
the project and what the rules for confidentiality will be. I always ask for permission
to tape and take notes. Not everyone agrees to that. Regardless, I try to find some 
way to get comfortable talking to the person and have that person feel comfortable
with me. For this, as for the rest of the interview, use your natural friendliness and 
conversational skills to develop rapport with the person you are interviewing. I simply
use typical nonthreatening conversation starters. I may comment on a photograph of
the family, or remark, based on a person’s diplomas, that we used to live in the same
city.

I come prepared with a list of a few broad questions I want to ask and a good sense
of the general research questions firmly in mind. These questions are open-ended and
are intended to create the opportunity to talk about the areas of research interest in
that person’s own words and own way. They should allow different people to give dif-
ferent kinds of answers. I may never ask all the questions I prepared, and I certainly
will ask ones I had not prepared. Go with the flow. As the interviewee says something
interesting or confusing, ask more about it. Probe and repeat what you are being told
so that you get a good understanding of what the person is trying to say. You may not
be able to ask directly what you think you want to know, but may need to go at it from
one angle or another. You may need to let the conversation wander off in a seemingly
irrelevant direction and come back to what you were interested in. Then again, you
may find that what you thought was going to be irrelevant turned out to be very inter-
esting and relevant after all.

Even though I may have the same set of broad questions, no two interviews are the
same. Even what I say differs from interview to interview. I rarely can ask all questions
in the same order. I use different wording, depending on the situation, our rapport, and
the person I am interviewing. What I say influences the response, so I write down what
I say as well as what the interviewee says. Also, as I conduct interviews, I learn that
some questions do not work out well, and I stop asking those, or have to reword them,
or find another way to get at what I am trying to find out. I learn that some questions
I had not even thought of at the beginning are important questions to ask, and I ask
those in later interviews.

In a study of a diet and exercise health advisory system [11], we wanted to see 
that system from the viewpoint of the people who used it. An interview partner and 
I used ethnographic in-depth interviewing to elicit how interviewees concep-
tualized, reacted to, and attributed meaning to their experience with the system.
We started by asking interviewees to describe their use of the system and what a 
session with it was like. Then we asked questions to follow up on what they said. In the
process, people spoke of changes in their dietary and exercise patterns and of their
feelings about using the system. They talked about what they ate and what exercise
they did. They talked about their family responsibilities and how those affected 
what they ate and what exercise they did, even though we had not specifically 
asked that. People talked about topics as varied as who did the cooking in their 
household, how they missed family when they left their country of origin, how 
they compared using this system to using an automatic teller machine, their 
divorces, their favorite recipes, their dogs, their favorite desserts, and what information
they gave in response to queries from the system. Each interview was shaped by 
the personality of the interviewee and his or her personal circumstances, the relation-
ship we developed with them, and the direction in which the conversation went, as 
well as by our steering it in directions of special interest to the research study.
How to analyze such wide-ranging, disparate data is discussed in the paragraphs that
follow.
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When I started this study, I thought it might make a difference to ask people what
their family members thought about the system, and whether they would recommend
the system to their friends. Those turned out not to be fruitful questions. For me, one
of the joys of qualitative research is the unanticipated things that can come up. This
system involved hearing prerecorded messages on the telephone. I had not thought to
ask interviewees what they thought of the voice, but that turned out to be a crucial
question. In this case, familiarity with both the system and the people using it was
important. My colleague had thought the sound of the voice would matter. Neither of
us had anticipated, though, the depth or range of feeling people would have about it.
As interviewees talked about their reactions, it became apparent, too, that their feel-
ings about their interactions with the system over what they ate and what exercise they
did or did not do also was a crucial issue.

Observation
Observation is similar to interviewing. Detailed notes are required. Videotaping may
be helpful, if not too intrusive or costly, and has the advantage that you can observe
repeatedly. Also, although you may have specific things you want to observe, there
likely will turn out to be unanticipated things you observe that prove to be important,
and things you wished you had noticed. You may be observing how someone uses a
system, or how that person works and spends time. You may want to especially take
note of where people sit at a meeting with the idea that that would tell you something
about everyone’s relative power and status. You may also observe who speaks during
the meeting and when they speak, as well as note what they say.

You also may not be observing anything that specific or predetermined. In the project
on the health behavior advisory system [12], I interviewed people in their homes. In
one person’s dining room, I noticed a border of shamrocks decorating the wall. As this
interviewee was talking about having eaten food she knew was not healthy, I realized
that she was feeling guilty about it, and that, for her, guilt involved confession. The
shamrocks were the clue to me to consider guilt and confession as an important theme
in this research. What she was saying, together with the shamrock decorations, made
me realize that it was significant that this study was being done in an area with a large
Irish Catholic population and that there were religious-based themes in the interviews.
In another interview, another person told us about how he had changed his eating
habits to consume more healthy food, in line with the guidelines provided by the
system. Meanwhile, his wife was frying sausage for him. This apparent contradiction
led us to check the system log to find out how often he had used the system. He had
not used it. Observing what his wife was preparing raised the question of veracity, and
we therefore checked system logs against what all other interviewees told us as well.

Another kind of observation is participant observation. Here, the researcher is not
simply paying attention to the surroundings and people, but has deliberately joined the
setting with the intent of both participating in it and paying attention to it. When I
attended laboratory management meetings as a member of the department in which I
was studying the clinical laboratory information system, I was a participant observer
[2–6]. When I sat in the nursing station and watched as residents entered data into a
psychiatric clinical decision support system [13], I was an observer, not a participant
observer. In neither case was I solely an observer, though. I also interacted with the
people, asked questions, and influenced what was happening simply by being there.
I do not believe this influence could have been avoided, no matter what I did or did
not do.
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Both interviewing and observation are active. They could be very active indeed, as
when I spent a week shadowing a physician for his entire work day in a hospital [14].
They can be rather limited, as when I interviewed two radiologists at a small hospital
during one afternoon as part of a larger project involving several hospitals in more
than one city. Both interviewing and observation require on-the-spot decisions about
what to do next, what to record, what to say, and how to present yourself. For example,
I unexpectedly interviewed two radiologists because the one with whom I had an
appointment was not available. Instead, I found the other one and got his permission
to talk with him. By then, the first radiologist had become available and I was able to
interview him as well. What started out seeming problematic turned out to be fortu-
itous, because this way I was able to compare the responses of two radiologists instead
of relying only on one.

Other Sources of Data
I have not discussed documents, images, and other data sources. Similar principles
apply. You may be looking for specific things, and you certainly want to collect those.
As you examine the materials, you may also find that new and interesting data are
available that you will want to analyze as well.

Data Analysis

Although I am writing about data collection and data analysis separately, it should be
clear from the discussion of data collection that it cannot be separated so neatly from
data analysis. Deciding what to follow up, what question to ask an interviewee next,
what observation to record and what to disregard, what document to keep—all these
involve making decisions about the importance of the data, and that involves constant,
ongoing analysis.This is one of the two main principles of qualitative data analysis:You
cannot divorce the processes of data collection, data analysis, interpretation, and even
research design from each other. They are intertwined and depend on each other. Data
analysis proceeds iteratively, through a sequence of data collection, interpretation of
that data as you are collecting it, checking that interpretation against the data you
already collected and new data you are collecting with that interpretation in mind,
more (or new, or changed) interpretation of the data, checking the interpretation
against the data, and so forth. This so-called hermeneutic circle is the mainstay of qual-
itative data analysis, and especially distinguishes a qualitative study.

The second principle of qualitative data analysis is that the data are textual, or
treated as a text, and are, therefore, both voluminous and not readily amenable to easy
manipulation. That, at least, is the case if you are going to proceed as just described
with the goal of creating a coherent account to answer the basic question, “What is
going on here?” My previous description of an interview gives a sense of both the
volume and range of data. Therefore, the main goal is to make sense of all this seem-
ingly overwhelming morass of data. There are four standard methods of data reduc-
tion: coding, displays, contextual and narrative analysis, and analytic memos and
writing. Although the process can be described, creativity and insight are involved as
well, and that is not at all easy to describe. These four approaches may be used sepa-
rately and in combination. They help in the process of identifying themes in the data,
developing categories, and exploring similarities and differences in the data and rela-
tionships among them. Going through this process immerses you in the data, so you
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end up knowing it well and, in a way, living in it. That will help to stimulate the cre-
ativity and insight that can lead to an interesting and valid interpretation of the data.

Coding
Coding involves breaking up the data and rearranging them into categories. These cat-
egories are developed in interaction with, and tailored to, the particular data being ana-
lyzed. Some categories may be drawn from existing theory or prior knowledge of the
setting and system.You develop others during the analysis. Still others are derived from
the conceptual structure of the people studied, as evidenced in the data. Creating cat-
egories is a fluid process. You may develop categories you later decide were not useful,
and you may need to add categories as you progress through the data. Also, categories
are not mutually exclusive. They may overlap.

You may wish to organize the same data in different ways. In the study involving the
clinical laboratory system [2–6], I organized data by laboratory as one part of the analy-
sis. That way I could compare laboratories to see what was common among them and
what was different. I also organized data by categories that cross-cut laboratories, such
as categories for what laboratory technologists considered advantages of using the
system.

As this example suggests, you may start with very large categories and then develop
smaller ones. The “advantages of the system” category could be subdivided, for
example, into different kinds of advantages, or by laboratory. In the health behavior
advisory system study [12], “the voice” became a category. Anything anyone said about
the voice was placed into this category. Some of that data also was placed into other
categories, for example, the “guilt” category, which included anything anyone said about
feeling guilty. When all data concerning the voice were put together into one place, it
was easier to subdivide them into more categories and to develop a sense of the main
ideas people were expressing about the voice.

Displays
Displays include formal tools such as matrices, flowcharts, and concept maps, and
informal charts and diagrams. They are similar to memos in that they make ideas, data,
and analysis visible and permanent. They also serve two other key functions: data
reduction and the presentation of data or analysis in a form that allows it to be grasped
as a whole. Creating displays, like categories, is a fluid process that may be done at dif-
ferent stages of data analysis. For example, sometimes I create displays as I work
through the raw data. In my usability study of how medical residents tested a Web-
based educational case [15], I first recorded all observations in sequence, noting the
time, what was said, and what was done as the session progressed. Then, to analyze that
data, I created a chart for each session. In one column I put the time. In another I put
the part of the case that was being worked on. In another I put how the resident worked
through the case. In another, I put whatever system difficulties or confusions were expe-
rienced. I had thought that I would be able to combine these displays into a master
display showing how all residents worked their way through the case. That proved
impossible. Part of the data analysis, and, consequently, part of the research itself,
became figuring out how to make useful displays. Sometimes I create displays as a way
of summarizing data into a table for publication. Note that displays may be very simple.
I have made displays for myself in which I keep count of the frequency of various ideas
that occur in the data.
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Contextual and Narrative Analysis
In contextual and narrative analysis, instead of segmenting the data into discrete 
elements and re-sorting them into categories, you seek to identify and understand the
relationships among these different elements and their meanings for the persons
involved. Formal methods, such as discourse analysis, narrative analysis, profiles, or
ethnographic microanalysis may be used. Less formally, the goal is to consider sections
of the data as a whole. For example, rather than simply focusing on when interviewees
mentioned “guilt,” contextual or narrative analysis would also focus on the context in
which they discussed feeling guilty, what they said that they related to feeling guilty,
and so forth.

Analytic Memos and Writing
An analytic memo is anything you write in relationship to the research, other than
direct field notes or transcription. It can range from a brief marginal comment on an
interview transcript, or a theoretical idea incorporated into field notes, to a full-fledged
analytic essay. Writing is key to data analysis. Writing gets your ideas down on paper
so you can look at those ideas later. Writing facilitates reflection and analytic insight.
You should begin writing as early as possible. Notes of your reactions, your ideas, your
thoughts, your insights, and what puzzles you become part of the data. If you write
these while collecting other data, you can include them in a well-defined area of your
(interview or observation) notes so that it is easy to identify the data per se and your
reactions to the data.

As with the other data analysis methods, writing involves experimentation and
rewriting. For the clinical laboratory study [2–6], I wrote profiles of each laboratory
and I wrote descriptions of the results in each category I created. For the heath advi-
sory system study [12], I wrote summaries of each interview. I wrote profiles for each
version of the system. I wrote descriptions of results of each category. I have done this
sort of thing for each project. Eventually, some of this writing goes into a detailed report
for the project sponsor. Developing a well-organized report is a step in developing a
good interpretation of your data. Some of the text from a report gets further organ-
ized into a series of publishable research papers. Note, though, that all this writing
comes after the other steps involved in data analysis. To write summaries, profiles, and
reports requires a considerable degree of analysis. However, writing shorter bits as you
go will help you do this, just as writing each of these provides a next level of analysis.
The analysis is done when you have reached a level beyond which there is no further
integration and interpretation of your data.

Validity

Although reliability and generalizability often come into question in qualitative studies,
validity in qualitative studies often is stronger than in quantitative ones. Greater valid-
ity results from the researcher’s flexibility, insight, and ability to use his or her tacit
knowledge. Close attention to meaning, context, and process makes it less likely that
the wrong research questions were asked or that important data were overlooked or
excluded.

On the other hand, validity concerns in qualitative research also revolve around the
special role of the researcher as an instrument of both data collection and data analy-
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sis. Therefore, your biases, interests, perceptions, observations, knowledge, and critical
faculties all play a role in the study. They affect collecting and analyzing any data, but
the subjective nature of qualitative research is very clear. The role of the researcher,
therefore, needs to be explicit. I include in a research paper what my relationship is to
the project, what experience I bring to it, what theoretical frames I am using that influ-
enced either data collection or interpretation, and so forth so that others may consider
their potential influence on study results.

It also is the responsibility of each of us to carefully consider previous beliefs and
constantly question observations and interpretations so as to help avoid being blinded
or misdirected by what we bring to the study. Moreover, we need to keep checking our
analyses and interpretations. There are several ways to do this: rich data, triangulation,
puzzles, and feedback and member checking. These approaches involve, as emphasized
previously, testing ideas against existing data, against data collected specifically for this
purpose, and others’ interpretations. Qualitative studies are marked by rich data, that
is, data that are as comprehensive and complete as possible. Data from multiple
sources, or data collected by different methods (whether qualitative or not), also
increase validity through triangulation. Some brief examples were mentioned earlier.

You also question the data, and yourself, by paying close attention to puzzles. One
underlying assumption of qualitative methods is that things make sense to the people
involved in the setting. It is your job to get to the point where they make sense to you
as well. In particular, I find it very helpful to pay careful attention to surprises, puzzles,
confusions, discrepant data, and negative cases. Figuring these out not only increases
the validity of interpretation, but also, I have found, provides the most interesting
insights. Also, get feedback. When I work with another researcher, we discuss the
project as we go. We test ideas and interpretations against each other. Writing reports
is another way to get feedback, in this case, from the project sponsor or other audience
for the report. It also is very helpful to get feedback from participants in the study, if
possible. This so-called member checking provides another opportunity for data col-
lection and a way to see if your interpretation makes sense to the people whose ideas
you are reporting.

Research Ethics

Much of what I have written relies on underlying ethical principles. General research
ethics are addressed in another chapter. As in any research, it is necessary to gain the
willing consent of the people involved in the study. However, because the methods
involved in qualitative research can intrude into people’s private lives, work spaces,
and home, and probe their feelings and thoughts, personal issues may easily arise.Those
who consent may not realize that, in the course of an interview, they may reveal aspects
of their personal lives or personalities that they later wish they had not. This makes it
all the more important for you to be sensitive to those issues and to conduct yourself
and the project so as to not be unnecessarily voyeuristic, but to respect people’s privacy
and sensibilities. It also is incumbent on you to not promise more confidentiality than
you can deliver, and to take significant steps to protect people’s identities.

Other ethical issues arise specifically in the realm of consumer health informatics
[16]. Part of an evaluator’s role, I think, concerns helping to ensure that these applica-
tions, like any others, are designed and deployed in ways that actually help people. Yet,
the potential users are a large population with diverse needs and attitudes. It is diffi-
cult to pay attention to such concerns as aspects of technology, values embedded into
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or projected onto applications, and not pushing applications on unwilling users, for a
fairly homogenous and educated population, such as nurses, laboratory technologists,
or physicians. It is especially difficult to do this with one application intended for pop-
ulations that differ along many dimensions. Another important issue concerns the
appeal of sus. If they are designed, as has been advocated, to be “seductive” or “per-
suasive” technologies, is that too manipulative [17,18]?
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Virtual Communities

Virtual communities (or e-communities) have been defined as “social aggregations 
that emerge from the Net when enough people carry on . . . public discussions long
enough, with sufficient human feeling, to form webs of personal relationships in 
cyberspace” [1]. Virtual communities can therefore be seen as social networks formed
or facilitated through electronic media [2]. Although virtual communities already
existed in the pre–World Wide Web era (e.g., in Bulletin Board systems), the primary
medium for virtual communities is now the Internet. “Public discussions” leading 
to community building on the Internet take place in mailing lists, newsgroups/Usenet,
or discussion forums with Web interface. Apart from these (asynchronous) venues,
synchronous (real-time) community venues exist; for example, on Web sites such as
cancerpage.com online support groups meet on designated days and at designated
times in chat rooms.

In the health context, virtual communities often have the function and character of
a self-support group and are then called electronic support groups (ESGs), where, for
example, patients with a certain disease, consumers with a common health-related
interest such as wanting to quit smoking or to lose weight, or informal (nonprofes-
sional) caregivers exchange information and experiences. However, other communities
primarily function as information exchange channels rather than serving as support
groups (the latter of which involve providing and receiving emotional support). An
example of an “information sharing” community is remedyfind.com, where consumers
exchange personal experiences with medicines, diets, and treatments and rate the
quality of these along the dimensions of effectiveness, lack of side effects, ease of use,
effectiveness after long-term use, and cost-effectiveness. In addition, “wellness com-
munities” exist, where healthy people exchange information and support on wellness
and healthy lifestyles. Although most health-related virtual communities are unmod-
erated, some are facilitated by trained professionals.

As of August 2003,Yahoo!Groups listed 22.000 support groups in the Health & Well-
ness section. Among the most comprehensive online resource for electronic support
groups is the Association of Cancer Online Resources (ACOR), founded by Gilles
Frydman. After his wife was diagnosed with breast cancer, Frydman used a breast
cancer mailing list that eventually led him to the conclusion that their physician was
recommending far too radical a course of treatment, and he sought a second opinion.
He was so impressed with the information he found on mailing lists that he tried to
create a clearinghouse for mailing lists [3]. As of March 2003, the Web site
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(http://www.acor.org) hosts 235 cancer mailing lists, with 115,000 messages exchanged
per day.

Virtual communities are an example of an entirely consumer-driven, consumer-
developed health informatics application, rarely set up and run by health profession-
als. Community building features on hospital system, physician practice, or payer
(HMOs, insurance) Web sites are the exception; most organizations fear negative 
discussions, libel, privacy violations, and potential liability arising from misinfor-
mation posted in these communities. Thus, setting up and managing communities
(which is trivial from a technical standpoint, as it involves only a listserv software or a
community-building website such as Yahoo!Groups) has been left largely to consumers.
Still, as virtual communities are a low-cost intervention with potentially huge psycho-
logical benefits for participants, health researchers have increasingly become interested
in understanding virtual peer-to-peer help processes and have set up and studied virtual
communities.

Content Analysis of Messages

Content analysis is a method used primarily in the social and communication sciences
to analyze text or transcripts. It has also been used to study e-mail exchanges [4] or for
interactions in virtual communities (see later). To do a content analysis, researchers
typically develop a coding framework (either starting from an a priori existing coding
system such as from a prior publication, more often an iteratively developed frame-
work as they go along) and code the themes of the messages. It is important to remem-
ber that in qualitative research the “what” is more important than the “how often”.
The text should ideally be coded independently by two researchers and the intercoder
reliability should be reported. In addition to such manual analyses, a variety of soft-
ware tools exist that can help to process and semiquantitatively analyze large amounts
of texts. In the future, content analysis modules may be built into more sophisticated
community platforms. While present community software suites typically provide
message boards, chats, and polls, such advanced tools could provide the community
manager with a content analysis tool just as standard statistical tools measure page
views, members, and so forth.

According to a content analysis study of an electronic cancer support group, 80% of
messages contained information giving/seeking, personal opinions, encouragement/
support, and personal experiences, while the remaining 20% contained thanks, humor,
and prayer [5]. An emphasis on the two pillars “information” and “support” was also
found in other content analysis studies [6,7], mirroring findings from the literature on
face-to-face self-help support groups [8]. Klemm notes interesting gender differences
in the content of the messages, with women engaging in supportive messages more fre-
quently than men, who used the electronic community primarily for information
exchange [9], which again is similar to findings from face-to-face groups [8].

It has been suggested that virtual communities present an excellent opportunity 
for researchers to learn about preferences and experiences of patients—provided that
the material it is obtained in an ethical manner [10]. Content analysis of messages
exchanged on mailing lists or other virtual community venues can be a rich source 
for researchers interested in understanding experiences and views of people and
patients, and is an opportunity not only to understand helping processes, but also 
to analyze where and why gaps exist between evidence-based medicine and con-
sumer behavior and expectations, to identify priorities for patient education, and to

98 G. Eysenbach



identify outcomes that are important for patients. Such research may elicit a wealth of
valuable data that may inform priorities for research, health communication, and edu-
cation [10].

Ethical Issues of Content Analysis

Unfortunately, many studies have been published without appropriate ethical consid-
erations or Institutional Review Board (IRB) approval. Many IRBs are also ignorant
concerning the issues.

Three different groups of Internet-based research methods can be distinguished, and
ethical considerations have to take into account different levels of “intrusion” of the
researcher [11]. The least intrusive method is passive analysis, such as studies of infor-
mation patterns on Web sites, or interactions on discussion groups, without the
researchers actually involving themselves, for example, to study helping mechanisms
and content of online self-help groups for colorectal cancer [5], breast cancer [6],
Alzheimer’s disease [12], and eating disorders [13]. Another kind of online research—
slightly more intrusive—is through active analysis, in which researchers participate in
the communications process incognito and post messages to analyze reactions, for
example, to determine the accuracy of Usenet responses to a health question [14]. This
method has an element of deception, as the researcher may pretend to be a consumer.
The third group consists of methods in which researchers identify themselves as such
and gather information in the form of online semistructured interviews or from online
focus groups and Internet-based surveys, or use the Internet to recruit participants for
“traditional” research.

In all of these cases, informed consent, a basic ethical tenet of scientific research on
human populations [15–17], and the question whether it can be waived is an issue.

Although it is clear that in the third kind of research informed consent is a must, the
“matter is less clear in the first and second kind of research. To determine whether
“informed consent is required, one has first to decide whether postings on an Internet
community are ‘private’ or ‘public’ communications. This distinction is important, as
informed consent is required when behavior of research participants occurs in a private
context where an individual can reasonably expect that no observation or reporting is
taking place” [18]. On the other hand, “researchers may conduct research in public
places or use publicly available information about individuals (e.g., naturalistic obser-
vations in public places, analysis of public records, or archival research) without obtain-
ing consent” [18] and “research involving observation of participants in, for example,
political rallies, demonstrations or public meetings should not require Research Ethics
Board review since it can be expected that the participants are seeking public visibil-
ity” [19].

Although publication on the Internet may have parallels to publishing a letter in a
newspaper, or saying something in a public meeting, there are important psychologi-
cal differences, and individuals participating in an online discussion group cannot be
assumed to be “seeking public visibility.” In fact, on the Internet the dichotomy of
“private” and “public” sometimes may not be appropriate; rather, communities may lie
in a continuum between both. Several yardsticks can be considered to estimate the per-
ceived level of privacy:

First, if a subscription, or some form of registration, is required to gain access to the
discussion group, then the great majority of the subscribers are likely to regard the
group as a “private place” in cyberspace [20].
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Second, the number of (real or assumed) users of a community determines how
“public” the space is perceived; a posting to a mailing list with 10 subscribers is differ-
ent from a posting to a mailing list with 100 or 1000 subscribers. However, as some-
times messages sent to mailing lists are also stored in Web-accessible archives, the
actual number of people accessing the messages may be greater than assumed and may
in fact be impossible to determine.

Third, and perhaps most importantly, the perception of privacy depends on the indi-
vidual group norms and codes, target audience, and aim of the particular mailing list,
often laid down in the “frequently asked questions” or information files of Internet
communities. For example, SickKids is a discussion list for children who are ill. The
information file about the mailing list states that “adults will NOT be permitted to par-
ticipate on this list as its purpose is to provide kids with their own personal place to
share.” It seems clear that those children who send messages to this list are very unlikely
to be “seeking public visibility.” Similarly, a virtual self-support group of sexual abuse
survivors was reported to have a group policy explicitly discouraging interested pro-
fessionals who were not sexual abuse survivors from joining the group [21], yet post-
ings were analyzed without prior or retrospective consent having been obtained from
the group members [22].

If it is felt that the community may be perceived “private,” the next question is
whether informed consent for passively analyzing the postings is needed or whether
this requirement can be waived. In the medical area, nonintrusive medical research
such as retrospective use of existing medical records may be ethically conducted
without the express consent of the individual subjects if anonymity of the content is
ensured at the earliest possible stage, if there is no inconvenience or hazard to the sub-
jects, and if the IRB has reviewed and agreed on the research protocol [23]. Similar
considerations may be applied to passive analysis of messages on mailing lists. When
considering potential hazards to group participants or the community as a whole,
privacy issues are especially important, and it should be considered whether publica-
tion of the results (especially when the group name is mentioned) may negatively affect
group members or harm the community as a whole. Much will depend on which data
will be collected and how they will be reported, how vulnerable the community or sen-
sitive the topic is, and also on the degree to which the researcher interacts with group
individuals.

Once it has been decided that informed consent should be obtained, there are basi-
cally two possibilities: The first is to send an e-mail to everyone on the mailing list,
describing the research prospectively and giving participants the opportunity to with-
draw from the list. The second is to ask retrospectively each individual whose postings
have been or would be used, giving him or her an opportunity to withdraw from the
analysis. Obtaining permission from the “listowner” (the individual responsible for
maintenance of the mailing list) or moderator (if any) is rarely an adequate way for a
researcher to obtain “community consent,” as neither of them can properly claim to
speak for all of the participants in a mailing list. Both approaches have disadvantages
[10], but given that the first approach is very intrusive, the second approach is prefer-
able. The third and perhaps best option is to build a community anew that is specifi-
cally created for the purpose of research, with appropriate consent obtained from each
participant at the outset.

100 G. Eysenbach



Advantages and Disadvantages of ESGs over 
Face-to-Face Groups

Advantages of virtual communities for patients over face-to-face self-support groups
include absence of geographic and transport barriers, anonymity for stigmatizing,
embarrassing or sensitive issues, increasing self-disclosure, and encouraging honesty
and intimacy, and that even patients with rare diseases can find peers online. Electronic
support groups seem to attract more men than traditional face-to-face support groups,
where women participants outnumber men four to one [8]. The anonymity (or more
accurately pseudonymity, as people often use pseudonyms) of virtual communities may
facilitate participation of men, who may be culturally and socially conditioned not to
ask for help and support in person.

Disadvantages of virtual communities include a large volume of mail with a consid-
erable amount of “noise,” negative emotions (“flaming,” harassment of participants
who do not agree with the majority opinion, encouraged by the veil of pseudonymity),
and lack of physical contact and proximity [24].As with content on the Web, there have
been concerns over inaccurate or “non–evidence-based” information exchanged in
virtual communities (see later) [12,25]. A recent topic analysis of messages from a
mailing list for brain tumor patients found that alternative treatments were the most
frequently discussed topics (15%), followed by debates about therapeutic strategy and
about symptoms [26].
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Proposed considerations for researchers and Institutional Review Boards before
doing research on Internet communities. Researchers should explicitly address
these issues in their research protocol [10].

1. Intrusiveness: Discuss to which degree the research conducted is intrusive
(“passive” analysis of Internet postings versus active involvement in the com-
munity by participating in the communications).

2. Perceived privacy: Discuss—preferably with consultation with individual
members of the community—the level of perceived privacy of the commu-
nity (consider: closed group requiring registration? number of group mem-
bers? group norms?).

3. Vulnerability: Discuss how vulnerable the community is. For example, a
mailing list for sexual abuse victims or AIDS patients will be very vulnera-
ble community.

4. Potential harm: As a result of considerations 1–3, discuss whether the intru-
sion of the researcher or mere publication of results have the potential to
harm individuals or the community as a whole.

5. Informed consent: Discuss whether informed consent required or can be
waived. If required, how will it be obtained?

6. Confidentiality: How can the anonymity of participants be protected? (If ver-
batim quotes are used, originators can be identified using search engines; thus
informed consent is always required.)

7. Intellectual property rights: In some cases, participants may not seek
anonymity, but publicity, so that use of postings without attribution may not
be appropriate.



Quality Issues

As other Internet venues, electronic communities have been scrutinized by health
researchers under the aspect of “quality.” In one early study, investigators analyzed a
drug information newsgroup, and concluded that about one half of the drug informa-
tion was found to be correct in this newsgroup. Although 68% of the drug information
was found to result in no harm, 19.4% was classified as harmful [27].

Even if the proportion of “harmful” messages is in fact lower in other communities,
many communities are in fact flooded with messages offering dubious commercial
products. Contrary to the popular believe that big pharmaceutical companies regularly
infiltrate these communities pitching their products, the majority of advertising is in
fact “peer-to-peer”—by consumers to consumers. The motivation of consumers to
advertise even the most dubious health product (from shark cartilage to slimming soap)
is often a financial incentive: an abundance of “affiliate” programs exist on the Web,
paying referrers a commission (kickback). The more abstruse the product—from 
breast enlargement pills (http://www.ultra-enhance.com/) to penis enlargement pads
(http://www.enlargepatch.com)—the higher seems to be the commission, and the more
likely one of these “affiliates” abuses health communities for pitching these products.

The only possibility to avoid this is to “moderate” the community. Different levels
of moderation exist; in some instances the moderator has to approve every message
before it is posted and in other instances the moderator only screens the content and
either reacts to or deletes messages deemed inappropriate.

Impact of Virtual Communities on Well-Being and 
Health Outcomes

While little rigorous evidence exists on the effectiveness of virtual communities [28],
in the opinion of the author virtual communities may well be the one Internet appli-
cation area with the biggest impact on health outcomes. Figure 8.1 illustrates the con-
ceptual framework of how Internet use may affect health outcomes, illustrating the
central role of communities (apart from the other two domains of the Internet, com-
munication and content) to improve psychological, social, and health outcomes through
facilitation of social networks, decreasing loneliness and depression [29]. Further,
virtual communities not only have an (emotional) support function, but are also crucial
in information exchange and help consumers to assess content found on other venues
such as Web sites. (Questions such as, “I read x on y; can I believe this information?”
are common, and the resulting discussions may help consumers to appraise informa-
tion before asking a health professional.) Anecdotal reports from patients support the
notion that they can benefit enormously from these interactions [3,30].

Virtual communities can also help individuals to seek professional care for problems
not previously recognized as medical issues. (However, the opposite may sometimes
also be true—people may delay professional help while relying on peer support.) In a
cross-sectional analysis of participants in a depression community on various national
partnersites of a major European health portal (Netdoktor), it was found that most of
the respondents actually suffered from major depression (varying by country from 40%
to 64%). However, almost half (49%) of users meeting criteria for major depression
were not receiving treatment, and 35% had no consultation with health services in the
previous year. On the other hand, 36% of repeat community users who had consulted
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a health professional in the previous year felt that the Internet community had been
an important factor in decisions to seek professional help [31].

There is an ongoing debate on whether electronic communities in fact lead to social
isolation and reduced well-being rather than strengthening social support. These con-
cerns are based mainly on the controversial “Internet paradox” publication reporting
results from a longitudinal study of the impact of the HomeNet project at Carnegie
Mellon University, in which a sample of 169 persons were provided free computers and
Internet and followed over a period of 1 to 2 years. The study provided alarming evi-
dence of the possible harmful effects of Internet use [32].The paradox was that a “social
technology” (e-mail, newsgroups, and chat rooms) used primarily for interpersonal
interaction apparently increased social isolation and decreased mental health and psy-
chological well-being among its users. Heavy Internet use was associated with increases
in loneliness and depression and tended to increase stress. To explain the paradox, the
researchers reasoned that superficial relationships (weak ties) formed online displaced
meaningful (strong tie) relationships in the real world.

It should be pointed out that the HomeNet study was conducted with healthy par-
ticipants and not with patients. However, in a cross-sectional study looking at cancer
patients in ESGs and face-to-face groups, Klemm and Hardie have recently noted a
significant higher proportion of depressed cancer patients in ESGs (92%) compared
to 0% depressed participants in face-to-face cancer support groups [33]. Does this
mean that ESG participation causes depression? Or that face-to-face groups reduce
depression, whereas ESGs do not? Or only that depressed individuals are primarily
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FIGURE 8.1. Conceptual framework of how Internet use (communication—community—
content) may affect health outcomes, illustrating the central role of virtual communities. (Adapted
from Eysenbach [30].)



turning to electronic groups while staying away from face-to-face groups? Obviously,
an association does not tell us anything about the causation sequence, and the latter
explanation—or selection bias of the study participants—might be the most plausible
explanation for this finding. Longitudinal studies or randomized trials are needed to
investigate this question further.

On the other hand, there are numerous patient narratives [3,30] and studies report-
ing benefits for cancer patients that are incompatible with the notion that Internet use
leads to depression. Fogel reports that Internet use in breast cancer patients is associ-
ated with increased perceived social support and decreased loneliness [34,35].The most
impressive study to date, a randomized controlled trial with participants of a breast
cancer mailing list, suggests that a Web-based support group can be useful in reducing
depression and cancer-related trauma, as well as perceived stress [36].

In summary, the overall “net benefits” of virtual communities—in particular in the
health context—are unclear, and there is a lack of high-quality controlled trials address-
ing these questions [8,28]. It is likely that the majority of patients benefit from virtual
communities, while a minority may prefer local face-to-face support and might not feel
comfortable using computers to build up social relationships. In fact, when the authors
of the original Internet paradox publication recently revisited their HomeNet study
population after 3 years, which is now more experienced with Internet and computers,
higher Internet use was associated with lower depression, and no significant associa-
tion with loneliness was observed.The authors speculate that the negative findings from
the early study phase might have been only a result of the novelty of the Internet and
the fact that in the early years of the Web the nature of the Internet was different. The
authors have also expanded their analysis and now argue that Internet use has posi-
tive effects on well-being for extroverted, highly sociable individuals, who have exist-
ing social support in “real life,” while the opposite is true for introverted individuals,
where the Web might interfere with real-life relationships [37]. Cancer patients partic-
ipate more in online communities when they perceive that support received from a
face-to-face partner was low [38]. In this situation it is unlikely that time spent to build
up a virtual support network compromises local support, in particular as some ESGs
actually lead to face-to-face meetings and “virtual” interactions can turn into strong
and long-lasting social and emotional support relationships.
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From a 47-year-old attorney:

I love this Dr/e-mail thing. I enjoy bragging to my colleagues, family, and friends about commu-
nicating with my doctor via e-mail. Every one asks how it works and all seem enthusiastic about
finally being able to communicate without traveling or catching the doctor by using the phone.
It’s really the best thing to happen to my personal health concerns. I now can enjoy house (or
office) calls directly with the doctor and all without an appointment. Beat that!

Electronic mail and other forms of asynchronous electronic communication provide
a channel complementary to other forms of communication through which patients
and clinicians can communicate. Such electronic patient-centered communication
(ePCC) can be useful in treating nonurgent medical issues, following up ongoing con-
ditions, monitoring the impact of therapy, managing chronic conditions, and handling
administrative tasks. Although nonsecured e-mail can be used, it is prudent when pos-
sible to use encrypted e-mail or a secure messaging gateway. The majority of online
patients would like to communicate with their physicians electronically; physicians, on
the other hand, have been reluctant to adopt this technology, citing reasons such as
lack of remuneration, additional workload, and issues of liability. For physicians who
have used this technology, however, these concerns have not generally been realized.
Published guidelines are available to help physicians and organizations who are 
considering the use of electronic patient-centered communication. Electronic patient-
centered communication will be increasingly adopted as physicians experience its 
benefits and become more comfortable with computer technology.

Background: E-Mail in Society

E-mail is the most popular activity among those who use the Internet, with well over
100 million e-mail users in the United States alone [1]. E-mail enables people to com-
municate asynchronously, or without regard for time. Using e-mail, parties can send
and receive messages when it is most convenient for them, while allowing participants
to stay in close touch. E-mail has enhanced communication among social networks and
within extended families and has motivated people of all ages to acquire computer
skills.

E-mail was first developed in the 1970s for use on the ARPANET (the predecessor
to the Internet) and was initially used among academic and government researchers.
E-mail systems were used early on in some medical facilities [2] and companies, and
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e-mail was rapidly adopted throughout the corporate world. It is hard to imagine not
being able to use e-mail to communicate with friends, family, colleagues, and even 
customer service at companies with which we do business.

E-mail is as commonly used within health-related payer organizations as in the rest
of the corporate world.According Vincent D. Plourde,Vice President, Provider Service
Division, Blue Cross/Blue Shield of Massachusetts, “In today’s fast-paced, highly com-
petitive marketplace, the lack of immediate access to real-time information is a 
competitive disadvantage. Simple e-mail capabilities have transformed the way that
business is conducted forever. I can’t imagine how we operated without it” [3]. It is
used between health care administrators and many provide it to their employees 
and affiliated physicians, who find it useful for administrative and interclinician 
communication.

E-Mail in Patient Care

In one major Boston teaching hospital, a large proportion of e-mail used by clinicians
centered on patient care [4]. Despite the widespread use of e-mail among clinicians,
recent surveys of physicians show that fewer than one quarter have used e-mail with
patients [5], and well under 10% do so regularly. Between 45% and 90% of patients
who use the Internet would like to e-mail their physicians [6,7], yet only about 5% are
able to do so [6]. Lest we think that only healthy patients wish to use e-mail with their
physicians, a survey of patients with chronic illness suggested that they too found 
e-mail communication with their physicians particularly useful [8]. In fact, for the dis-
abled, who may find it difficult to go to see their physician or communicate once there,
e-mail can be more useful than an office visit or a phone call. Furthermore, in another
survey, 44% of patients who were not using e-mail with their physicians said that they
would be willing to change physicians to find one who used e-mail [9].

E-Mail Characteristics

E-mail has properties that make it useful in clinical practice. Most important among
these is asynchrony. This means simply that when communicating, parties do not need
to be available at the same time. E-mail fulfills an important need in health care because
the most commonly used channels of communication—telephone calls and office
visits—are synchronous, requiring parties to exchange information simultaneously.
Because both physicians and their patients are busy and highly mobile, this leads to
frustration from “telephone tag” and unnecessary office visits. (Of course, another form
of asynchronous electronic communication, the fax machine, is ubiquitous in medical
offices, although meaningful communication outside of paperwork rarely takes place
via fax. One notable exception to this is an offering from a company called MDHub,
which permits patients to send messages to physicians via fax [10].)

Because it is asynchronous, e-mail permits communication at the convenience of
both the patient and the clinician. This is important for physicians because it allows
them to “time shift” and manage their time better. In addition, patients may prefer to
send messages to their physicians at night, after they return from work and have put
their children to bed.Whereas it would be inappropriate to call about a nonurgent issue
at night, it is perfectly acceptable to send e-mail. Physicians also benefit from being
able to give careful consideration to the responses they give to patients. This is in con-
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trast to a telephone conversation or appointment, during which answers may be either
incomplete or incorrect owing to time constraints beyond the physician’s control.

A concern about time shifting is that patients or their physicians might inappropri-
ately use e-mail to communicate about an urgent or time-sensitive issue. For example,
a patient who has crushing substernal chest pain, which might represent a heart attack,
should not use e-mail to communicate. Likewise, a physician should not use e-mail to
contact a patient with a dangerously abnormal blood test result. If both parties remem-
ber that this is not real-time communication, problems should not occur. It is also 
possible that a patient would use e-mail to communicate about a constellation of symp-
toms that, unbeknownst to him or her, represents a medical emergency. However, the
same problem occurs with telephone messages left on voice mail or with non-medically
trained secretaries or medical assistants. Yet like e-mail, these forms of communication
remain so useful that the risk is outweighed by the overall benefits.

E-mail is also comfortable. Many people have been using it long enough that sending
messages becomes as casual and comfortable as placing a telephone call, which makes
e-mail a democratizing medium that breaks down barriers to communication. But
despite the comfort that a clinician might feel when composing an e-mail message to
a patient, he or she should make certain that the message will not be misunderstood
and will maintain an appearance of professionalism.

Despite its informality, e-mail is permanent. Copies of electronic messages can be
recovered from both the sender’s and recipient’s computers, even when the users have
deleted them. Copies can also be retrieved from mail servers used to send or receive
e-mail. Because e-mail is digital, it is easily replicable and can be transmitted to others
who may store copies that can be recovered. E-mail can also be printed and stored as
hardcopy.

The permanence of e-mail may be of concern to physicians, who may recall recent
legal trials in which accused politicians and high-level executives were incriminated by
e-mail messages that were uncovered during investigation. E-mail, like any written
information, is legally discoverable. But the advantages of permanence are many. For
example, physicians who typically document only a minority of telephone messages
with their patients could have difficulties when defending themselves against malprac-
tice suits. In contrast, e-mail is self documenting: it provides a transcript of the dialog
and can be readily printed and stored in the paper record or in a computer-based record
system.

Patients also benefit from the permanence of e-mail; it allows them to review and
reflect on messages from their physicians.Typically, patients recall less than half of what
their physicians tell them in the office or on the telephone. Despite this, physicians
almost never encourage patients to video- or even audiotape encounters. E-mail
permits leisurely review of the physician’s words in the comfort of home and with the
input of loved ones.

The accessibility of electronic communication is also one of its weaknesses; the secu-
rity of e-mail is less than optimal for health-related communication. First, it is easy to
“spoof” identity with e-mail, so that a message might appear to be from a physician or
a patient when in fact it originated from someone else. Second, e-mail can be inter-
cepted, although with the great volume of e-mail messages being sent this is not likely
to occur unless a particular clinician or patient is targeted. If intercepted, nonencrypted
e-mail can be easily read. (Employers are legally permitted to intercept and read 
e-mail messages sent on their computer systems.) Third, e-mail can be misaddressed.
If the incorrect e-mail address is not a legitimate e-mail account, the message will be
returned to the sender; however if the address corresponds to an existing recipient,
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inappropriate disclosure of health information will result. Finally, it is difficult to ensure
that the intended recipient received and read the message.An e-mail message intended
for a patient might be read by a family member with a shared computer or e-mail
account. Technological solutions to these shortcomings are available in the form of
encrypted e-mail and secure messaging portals, which are discussed in the paragraphs
that follow. In the absence of some form of secure communication, it would be prudent
to adopt a policy that prohibits the use of unencrypted e-mail for sensitive issues, such
as those involving psychiatric disease, substance abuse, sexually transmitted disease,
HIV, and domestic violence.

Electronic messaging is also different from face-to-face communication in that it
does not permit the use of visual or aural cues, which can be important for conveying
warmth, bad news, and humor. In addition, it is less than useful when messages are long
or require negotiation. Despite these limitations, e-mail messages are a powerful trans-
mitter of information when used appropriately.

Appropriate Use of E-Mail

For electronic messaging to be effective in patient care, it must be used in appropriate
situations:

• Prescription renewals
• Appointment requests
• Referrals to specialists
• Name, address, phone number, or insurance information changes
• Non-urgent medical issues
• Monitoring chronic conditions (e.g., diabetes, asthma, headaches)
• Monitoring effects of therapy
• Follow-up on behavioral interventions (e.g., smoking cessation, dietary changes)

Because of the properties of electronic communication, it becomes apparent that there
are situations in which electronic communication should not be used, which include:

• Medical emergencies or time-sensitive issues because of its asynchronous nature
• Issues requiring lengthy messages
• Issues requiring negotiation through long volleys of messages that become 

cumbersome
• Communicating bad news, which is best done in person
• Sensitive issues at risk of disclosure due to potentially weak security mechanisms
• When confronted with an electronic message from a patient that does not lend itself

to electronic response, it is important that clinicians using electronic communication
with patients be unafraid to explain to the patient (via telephone, if necessary) that
an appointment or phone call may be necessary.

Alternatives to E-Mail

Electronic mail is a readily available, comfortable, asynchronous communication tech-
nology, making it useful in nonurgent clinical communications. However, there are
several caveats when e-mail is used for electronic patient-centered communication.

First, plain text e-mail does not readily support forms, templates, or questionnaires
that can help patients to more effectively structure their messages.With branched-logic
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questionnaires, Patients can answer questions relevant to their specific health prob-
lems, and avoid the need for multiple back and forth messaging volleys. Responses to
questionnaires can then present information concisely to the clinician to help with effi-
ciency [11]. Forms can be used to acquire structured information for prescriptions
renewals, specialty referrals, and other requests. On the clinicians’ side, tools such as
templates can allow them to provide patients with reusable or structured health infor-
mation more efficiently.

Second, as mentioned earlier, e-mail is not secure. Although for the most part e-mail
can be used safely without difficulties, there is substantial risk of inappropriate disclo-
sure. The Health Insurance Portability and Accountability Act (HIPAA) mandates the
encryption of electronically transmitted patient information. Although HIPAA 
suggests that e-mail transmission between patients and clinician be encrypted, the 
legislation does not prohibit patient–clinician use of e-mail. In fact, the administrative
simplification act of HIPAA was actually intended to encourage electronic communi-
cation in health care, with the proviso that appropriate attention be given to issues or
privacy and security [12]. If encrypted communication is not to be used, a policy must
be in place to explicitly state the rationale for its omission and any safeguards that are
in place in its stead. As discussed, many of the security threats are user rather than
technology based, so encryption solves only part of the problem.

Most popular e-mail applications allow the use of digital certificates, which permit
the use of encryption with a public–private key technique. Unfortunately, this method
requires a trusted certificate authority and necessitates an awkward process of obtain-
ing and then installing the certificates, something that is cumbersome in practice and
is not supportable in an open system in which not all parties are under the jurisdiction
of a single enterprise. Technological solutions to this problem have been implemented,
often using “plug-ins” or modules that work with popular e-mail systems. Those not
registered within the enterprise mail system can send and receive messages using an
ordinary Web browser. An advantage of this method is that each person can use his or
her own e-mail program. Although this resolves the security issues of e-mail, it is still
text-based communication and not easily capable of using questionnaires, forms, and
templates. In addition, this solution is most powerful when used within an organization
or with trusted outside partners. Examples of this technology are available through Zix
Corporation [13], Sigaba [14], and Kryptiq [15].

A simpler solution is to establish a secure Web server that allows authorized users
to communicate using browsers at both ends of the interaction, a solution referred to
as a “secure messaging portal” or “secure messaging gateway.” When a message is sent
on a secure messaging portal, the recipient is generally notified via regular e-mail that
there is a message waiting to be retrieved from the server. The recipients then click on
the link in their e-mail message, their browser opens to the login page of the portal,
and they log in with their username and password. The encryption technology is the
same used to provide secure interactions with financial institutions. Secure messaging
portals have a number of advantages over e-mail: they can effectively and securely
deliver interactivity, questionnaires, and multimedia information; they can easily
acquire structured data; they can display data from multiple sources; they do not
require special programs or plug-ins to be installed on users’ computers; they can
support the workflow of the practice including the automatic routing of messages
within the system; and they use commonly available technology. Examples of com-
panies offering secure communication portals are MyDocOnline [16], RelayHealth
[17], and Medem [18]. While these portals resolve the problems of unecrypted e-mail,
they introduce the conundrum that the messaging application is different from the 
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e-mail application that is used comfortably and conveniently for all other communi-
cations. However, these systems can be very useful as secure, structured communica-
tion tools.

Because secure messaging portals can display data from multiple sources, they lend
themselves to integration with electronic health records, permitting patients to see their
health records, including test results. One example is PatientSite, which was developed
at Beth Israel Deaconess Medical Center and CareGroup Healthcare System and has
been in use since April 2000 [19,20].As of this writing, PatientSite is being used by more
than 20,000 patients and 200 clinicians in almost 50 practices. Although very few health
provider organizations are attempting to build systems like this on their own, a number
of the major electronic health record (EHR) vendors—including Epic, GE Medical
Systems, and Cerner—now have modules that are designed to provide this functional-
ity to patients and their clinicians who use their EHR systems.The clinician or provider
organization should determines which of the communication options they wish to
implement, based on their functional needs and budget, and the population with whom
they will be communicating [21]. For example, a small practice of modest means might
choose to use unencrypted e-mail (with a policy on file explaining why encryption is
not being used) or better, an encrypted e-mail application. More complex practices or
healthcare provider organizations would be better served utilizing a secure messaging
portal. A good fit between the system chosen and the needs of the organization will
facilitate the implementation process. A comparison of the features of various types of
patient-provider communication is shown in Table 9.1 [22].

Implementation

Three sets of stakeholders that need to be involved with implementation of an elec-
tronic communication system: the patients, the clinicians, and the practice staff. Each
of these constituencies has its special needs that must be addressed, and representa-
tives of each group should be involved with all aspects of the implementation.

Regardless of the technology, everyone in the practice should have access to the
system so that they can send and receive messages. In that way, even if ordinary e-mail
is used, messages can be forwarded to support staff who can manage tasks such as pre-
scription renewals and appointment requests.

Organizations must decide who should be the first contact for various types of mes-
sages coming into the practice. This depends on which technology the practice is using.
With e-mail, all messages can be directed to the physician, who can then forward them
as appropriate. Alternatively, an alias can be set up for all incoming messages (e.g.,
info@drjohnsmith.com). Messages can then be reviewed by a triage nurse or secretary
and routed to the appropriate staff. If the message volume is manageable, all messages
can be directed to the physician, who can then route them as appropriate. Having the
doctor as the focal point may be acceptable, though physicians who are reluctant 
to use e-mail may be hesitant to do this for fear of being overrun by messages.
Multiple aliases can also be established, such as appointments@drjohnsmith.com or
rx@drjohnsmith.com, with the disadvantage that this requires that patients remember
these various e-mail addresses and use them appropriately.

Secure messaging portals can generally route different types of messages automati-
cally to the groups of personnel within the practice who can best handle the messages.
Still, a decision must be made about who should handle clinical messages, that is, which
ones can be managed by physicians or clinical support staff, such as triage nurses or
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physicians’ assistants. In larger organizations, one must decide if these will be handled
at the practice level or in a central call center.

Once the practice has determined how incoming messages will be routed and
handled, clinicians must decide if they will offer electronic messaging to all patients
immediately or if they will limit the number of patients at first, until they feel more
comfortable with using the system. This latter approach is likely to be more acceptable
to those physicians who are reluctant to try this new technology. On the other hand,
this deprives the excluded patients of the benefits of electronic communication until it
is can be offered more widely in the practices.

The process of enrolling patients in the communication system requires several steps.
If e-mail is being used, there is no registration involved; one only needs to provide an
e-mail address and record the patient’s e-mail address. The patient’s e-mail address
should be verified frequently, since e-mail addresses change even more often than
home addresses or telephone numbers. If a secure messaging portal is being used, there
will be a defined process for patient registration. In some cases, patient demographic
information will be imported from a practice management system or EHR, but in other
cases this will need to be reentered (introducing the possibility of errors). Once this is
done, the patient can be given a username and temporary password, either in person,
through the telephone, or via postal mail. Once patients log in for the first time, they
are requested to change to a password of their choice.

When registering patients, the identity of the patient must be firmly established, espe-
cially when portals are used that permit patients to see parts of their medical record.
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TABLE 9.1. Attributes of various types of patient-clinician communication (from NEJM).
Current Attributes Future Evolution

Telephone Conventional E-Mail Secure Messaging
Synchronous Asynchronous Asynchronous Secure synchronous and 
Almost universally Increasingly Not yet widely available asynchronous, sometimes 

accessible accessible substituting for personal 
encounters

Highlights vocal Encourages informal, Encourages informal, Integrated with patient-controlled
expression and written expression; written expression; personal health record
nuance; lacks lacks aural and lacks aural and visual Video conferencing and
visual and visual content content messaging
written content

Good for urgent Not good for urgent Not good for urgent Instant voice transcription into
communication communication communication written record

Not automatically Self-documenting Self-documenting; Full patient access to notes and
documented in readily linked to reports
records electronic records

Messages may be Susceptible to Secure; automated Automated access to medical
heard by others; interception; forwarding to glossaries
call triage can messages manually professionals and Translation into different
be automated routed to others support staff languages
through menus

Rarely reimbursed Reimbursed by some Reimbursed by some Connectivity to multiple data
payers payers sources

Platform for reminders, Incorporation of multimedia 
questionnaires, educational material
medication refills, Data from home-based diagnostic
appointments, test technology sent to clinicians
results, educational 
material



The people most likely to want to have inappropriate access to this information are
those close to the patient, who know enough about the patient to enable them to mas-
querade in his or her place. Because of this, every attempt must be made to verify
patient identity through personal contact or telephone communication prior to giving
account information.

There are legitimate reasons that family or other caregivers may need to communi-
cate on behalf of a patient. This proxy access is important for parents of children or
those responsible for elderly or disabled patients or for those unable to use a com-
puter. A properly established proxy access would indicate on each e-mail message that
the message was sent from the proxy on behalf of the patient. These messages should
then be stored in to the patient’s record, not the record of the proxy.

A critical component of the implementation process is agreement between the
patient and the clinician about the guidelines for the use of this technology, including
an understanding of the potential risks. Guidelines for the use of e-mail in patient care
have been available since 1998 [23–26]. A discussion about electronic communication
policy can be conducted either by the clinician or by office staff, but the discussion
should be documented in the medical record much like any informed consent agree-
ment. Some practices may choose to have the patient sign a standard agreement that
can be filed in the office and a copy given to the patient. If a secure messaging portal
is in use, the process of explaining appropriate use can take place online through the
Web site, and the system can record patient assent to the guidelines automatically. In
my practice, since 1998 I have been providing a summary of the guidelines on the back
of my business card (see Fig. 9.1).

Other Practice Issues

Other issues arise in the use of e-mail in health care. As previously discussed, copies
of e-mail conversations must be stored in the patient’s medical record. This is impor-
tant for reasons of medico–legal risk management but also for communication with
colleagues who may be caring for patients. Patients must be informed that their mes-
sages will be stored in their medical records.

Clinicians and their practices need to determine service guarantees for response
time, with reasonable policies being anything from one to three business days. Patients
should be made aware of these time delay policies. Because not all of a patient’s con-
cerns require the same alacrity of response, one might institute a policy that allows the
patient to dictate his or her expectations: if patients do not receive their responses soon
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enough, they should be advised to escalate communication to a telephone call or visit.
When clinicians are unable to check messages for more than a day, there should be a
function (often built into e-mail programs and secure messaging portals) that allows
them to let senders know about their absence and to direct messages to clinicians who
are covering for them.

Electronic messaging is useful for sharing messages among members of a healthcare
team, but patients need to understand that their messages may be shared. When using
unencrypted e-mail, certain additional issues arise that must be addressed by policy.
For example, clinicians must take great care that messages are not misaddressed. A
safeguard against this is for physicians to reply to messages sent by patients but never
initiate messages themselves, thereby avoiding such misdirection. Messages must not
be sent to more than one patient; otherwise, patients’ identities will be revealed to other
patients. (The blind copy [BCC] function of e-mail prevents recipients’ e-mail addresses
from appearing on any message other than the one intended for them.)

Physician Concerns: Real and Imagined

Physicians remain reluctant to use electronic communication with their patients: as
mentioned, only about a quarter have communicated electronically with patients and
few regularly do so [5] for reasons that include concerns about time, money, legal lia-
bility, and security [27]. In addition, physicians are concerned about the time needed
to learn to use this “new” technology in their practices.

The most valuable commodity to most physicians is time. Because of this, physicians
fear that introducing electronic communication into their practices will increase the
time they will be working. There are a few misconceptions about this. First, it is more
efficient to respond to an e-mail message than to handle a telephone call. Typically, an
e-mail message will take 1 to 5 minutes to handle, whereas a telephone call, if the
patient and physician can connect, will rarely be less than 5 minutes in duration and
often longer. Next, when that time is spent is almost as important as how much time is
spent. Electronic communication permits users to time-shift, handling communication
when it’s most convenient for them. In some cases, this might be early in the morning
or late at night, times when one should not call patients on the telephone. Furthermore,
experience has shown that patients do not for the most part overload their physicians
with messages. In our institution we have found that for every 100 patients able to send
a clinical message, a physician will receive less than one message per day on average
[28]. Moreover, these messages are concise, in contrast with telephone conversations,
because it is more difficult to ramble in written communication. Structured communi-
cation and customized online interviews that can be offered through a secure messag-
ing portal make this type of communication even more efficient.

Having stated that, many physicians believe they should be reimbursed for the care
they deliver electronically: 66% of physicians would adopt this technology if reim-
bursed [5]. Arguably, physicians should be reimbursed for all nonvisit care, whether
delivered by telephone, fax, e-mail, or videoconference [29]. We have had billing codes
to bill for telephone care for quite some time, but very few payers will reimburse for
this activity. Arguably, it is more compelling to bill for electronic communication since
there is a better “paper” trail of the care that was delivered. In 2004, the American
Medical Association issued a code for reimbursements for online consultations [30]. It
remains to be seen whether insurers, including the federal government, will reimburse
for the care that is delivered this way.
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In the meantime, some payers are studying the impact of reimbursement for struc-
tured electronic communication, generally with a portion (copay) paid by the patient,
much like what takes place in an office visit [31,32]. Early results show satisfaction
among both clinicians and patients and a cost savings to the healthcare system.

Outside of these well-defined pilot projects, some physicians are charging their
patients for electronic communication. While some do this by message or incident of
care, others are opting for a monthly or annual subscription fee that may cover other
services in addition to e-mail as a communication option. One step up from this, of
course, is concierge medicine, in which patients pay a subscription fee to get care from
a practice that offers deluxe services, among which is electronic access to their 
physicians.

Another concern of physicians is their legal liability through the use of this new tech-
nology. While there is no tort case yet involving electronic communication [33],
certainly there will be. Already, e-mail messages are routinely subpoenaed during 
malpractice cases, but more often these are communications between clinicians and not
between patient and clinician. The use of electronic communication does not actually
increase liability exposure; it just provides better documentation of interactions
between patient and physician, making the details of these interactions more 
apparent. This is actually an advantage for reducing liability: although improving 
documentation does not eliminate all liability, better documentation reduces malprac-
tice exposure. Furthermore, improving communication between patients and their 
clinicians by whatever means reduces the risk of a malpractice suit [34,35]. Spielberg
has written extensively about legal issues in physician patient communication using
electronic mail [36,37].

Physicians are also concerned about the security of this new technology; “hacker
attacks” and security leaks are fodder for the evening news. As discussed earlier, the
low-tech risks to security are actually more common and more likely to occur than
malicious security breaches. Nevertheless, prudence would dictate that physicians use
encrypted e-mail or secure messaging portals unless there is a compelling reason not
to do so.

The last issue for consideration is physicians’ reluctance to incorporate a new 
technology into their practices. Using electronic communication with patients takes
practice, and physicians aren’t comfortable fumbling with a new technology, particu-
larly when others (patients, support staff) may see their mistakes. Furthermore, using
electronic communication requires a change in workflow. Physicians are creatures of
habit and often slow to change. This conservatism can serve patients well, since physi-
cians are often reluctant to try new drugs or order new tests until they’ve become con-
vinced of their safety and efficacy, but even then they can be slow to adopt [38]. They
will try things sooner if they see benefit to themselves. In the case of e-mail with their
patients, not enough has been done to prove to physicians the benefits of this tech-
nology, although research is ongoing.

Evaluation of Benefits

There are as yet few studies of the benefits of electronic patient-centered communi-
cation, and they are hampered by selection bias, because only those who already like
this technology are using it. Although surveys of physicians who do not use this tech-
nology have elicited concerns, studies thus far suggest that there are benefits to patients,
to clinicians, and even to payers.
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Physicians who use ePCC regularly feel that it is a good way to communicate with
patients [39,40]. For example, Houston et al. interviewed/surveyed physicians who were
already regularly using e-mail with their patients and found that three fourths were
satisfied with it, particularly when they believed that e-mail saved time or improved
care delivery. Satisfied physicians were more likely to adhere to published guidelines.
Dissatisfaction was associated with physician use of electronic communication when
the only reason for their use was that their patients requested it.

A qualitative analysis of physician interviews by Patt et al. concluded that e-mail can
be useful with select groups of patients. Further work was suggested to determine which
clinical issues lend themselves to asynchronous management, how to best integrate
messaging into workflow, and reimbursement for electronic messaging. Whether e-mail
volume offsets telephone message volume or visit volume is controversial. In my expe-
rience, electronic messaging does offset telephone messages among patients who can
use electronic messaging, but since many patients cannot yet use this communication
channel, the reduction in telephone messages overall is negligible. Katz et al. [41] found
in their study of a triage-based e-mail system that e-mail volume did not offset tele-
phone volume or visits. Users of the system were satisfied, however.

RelayHealth and a number of payers commissioned a case-control study of online
care for more than 5000 patients for one year. They found that patients reported
reduced absenteeism, reduced telephone calls, and reduced numbers of physician visits.
Most impressive was the finding that total healthcare spending was reduced by over
$3 per patient per month. Both physicians and patients were satisfied. A smaller but
peer-reviewed study of the same secure messaging portal by Liederman and Morefield
showed that physicians and patients were satisfied and that physicians did not find the
message volume problematic. Satisfaction among patients was correlated with speed
of response. The system did not adversely affect physician productivity.

More work remains to be done to study the impact of ePCC on relationships, work-
flow, productivity, physician reimbursement, and patient preferences [42]. However,
preliminary results are promising.

In a Patient’s Own Words

Patient comments are often quite instructive. One patient, a 61-year-old retired minis-
ter with advanced diabetes, chronic pain syndrome, gait disturbance, and osteoarthri-
tis, spent quite a bit of time reflecting on what the use of e-mail (in this case through
PatientSite) meant to him:

Case Study

1. With e-mail you don’t have to stress over calling your doctor, and bothering him
or her, or feeling that simple questions that you need an answer to seem to be requir-
ing you to push a panic button.

2. I feel in touch with my doctor, simple questions used to take cumbersome phone
calls, visits, or long lists of questions at visits. Now with short and simple notes in e-mail
to my doctor my follow-up visits take much less time and are more productive.

3. With e-mail, I can take the time at home to think out my questions, achieving 
the detail I feel needed to be specific, short, and direct. Using my time, and not my
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doctor’s. That takes a lot of pressure off of me, because I am always tongue tied at my
doctor’s office.

4. With e-mail, I can get my questions and symptoms all together in a simplified
manner, and e-mail my notes to my doctor just before our visit.

a. In this, I get the chance to tell my doctor what I need to express, [. . .] and I
feel comfortable that I have told my doctor everything I needed to say.
b. Because of simple e-mail communication with my doctor, I never leave a visit
anymore feeling that I forgot to mention important thoughts or symptoms. I feel
relieved that my doctor is in better control, because my communication was in
better control. This is worth a million dollars!

5. Making a list for my doctor’s visit, or dealing with less urgent matters through 
e-mail just before my visit, makes for much shorter and less complicated visits.
That makes me feel as if I’ve helped my doctor by saving time. That’s a good feeling;
it really is.

6. As a patient, I often let physical problems go until they get very complicated, for
fear of disturbing my doctor with phone calls. Sometimes the time and confusion it will
take to try and get a call through causes me to put things off.

Now I send a few simple e-mails, but I have far less problems. I can e-mail my doctor
at any time, day or night. If it’s late at night, I can send an e-mail off to my doctor,
knowing that he or she will get it at some point. With e-mail communication I get my
message out, and I feel better doing it when I was feeling bad—that helps a great deal!
I know my doctor will answer when [he or she gets] the chance next day. That is a very
big comfort!!! Emergencies are a different matter!

7. The horror of phone tag! There is nothing worse for a patient than having to call
your doctor for medication questions, simple medical issues, or something that is impor-
tant to you! Your doctor is busy, and you know that.

You may wait all day for the doctor’s call.You don’t dare leave your phone; you can’t
get anything done because you’re waiting for that doctor’s call. You don’t dare to use
your phone; you quickly cast your friends’ calls off so as not to tie up the phone. You
ask your family not to use the phone.

With a quick and simple e-mail, you and your doctor can be about your business. No
pressure for the patient or doctor; when the doctor has a chance he or she will e-mail
you; you won’t miss that e-mail, and you know that.

This method of communication with your doctor offers great relief for the patient
and allows you to take calls and get things done. This is an important factor!

8. E-mail with my doctor has allowed me to feel more secure and in touch with my
doctor and my whole medical team. A whole medical system is a very large thing to a
patient. Direct e-mail communication with my doctor, brings it all together, because
your doctor brings it together. You feel welcome, not [like] an intruder.

9. E-mail communication with my doctor and medical team has given me control
over my medication refills, which allows me to request my prescriptions be sent to the
necessary person. That keeps my pharmacist happy, and saves him or her time, and it
saves my doctor time. For me, it’s so much easier, less complicated, and prevents a much
larger number of errors. That helps everyone, and avoids the need for repeated trips
to your drug store because things weren’t ready.

10. E-mail through PatientSite helps me keep track of my appointments by listing
them and by reminding me when they are coming up. For a person with memory prob-
lems, that is a great help!

11. E-mail through PatientSite, allows me to graph my diabetic control, weight
control, fluid control, and other issues.That helps me a great deal and provides a record
for my doctor to check out at our visits.
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12. [T]hrough PatientSite [I have] been able to check labs and test results, which
helps me to ask intelligent questions.

13. Through [. . .] PatientSite it is very helpful for me to be able to check drug inter-
actions, and look up many of the things my doctor explains to me. I get greater detail,
become more informed, and that helps me a great deal.

E-mail, and doctor–patient communications through it, has made my life less compli-
cated, given me greater hope, and has helped me to see just how much help there is
behind me and my doctor.

I have a lot of medical issues, and this e-mail system has left me feeling comfortable,
and in good hands! Otherwise, I would feel as cold, depleted, and alone, at the lifeless
tree in my front yard, in the deepest of winter!

For me, this e-mail system is a warm hearth in the storm. Never underestimate its
importance to your patients!

Future Directions

Within the next few years, Internet use will become increasingly ubiquitous among our
patients.These connected patients will demand that their physicians communicate with
them and provide services electronically, just as they expect all companies and profes-
sionals with whom they interact to offer online services. At the same time, healthcare
clinicians will discover that computers are as indispensable to medical practice as a
stethoscope and that the Internet is as useful as the telephone and fax machine. These
parallel tracks of adoption will foretell the widespread use of electronic patient-
centered communication.

Physicians will adopt electronic communication as they discover that it allows them
to be more efficient and that it supports the provision of better care for their patients.
Rather than being controlled by technologies that require synchronous communica-
tion, physicians will be able to deliver care to patients whenever and wherever they
and their patients happen to be.

Electronic patient centered communication will come to include attached images,
documents, sounds, waveforms, videos and other objects, enabling patients and physi-
cians to share important health-related information. Secure messaging portals will
make it easy for patients to upload almost any type of information from their personal
health record or home monitoring equipment, which would then be easily shared with
their physicians. When necessary, synchronous communication modalities, such as tele-
phone conversations, instant messaging, and videoconferencing will be utilized to
enhance information transfer. And all of this will be as commonplace as our use of a
fax machine and telephone today.

Physicians will also gravitate to online consultations because of financial incentives.
These will be the result of payment for individual online “visits,” subscriptions for
unlimited online consultation, concierge practice arrangements, reduced malpractice
premiums, or reimbursement for managing panels of patients rather than payment for
visits. Furthermore, physicians who use these technologies will be at a competitive
advantage over their technology-averse colleagues.

Patients who do come into the office will be there because that the office visit is the
best way to manage their problems. In some cases, the choice of channel through which
to communicate may be a function of patient or physician preference for face-to-face
interaction. Since physicians will be reimbursed regardless of the channel of their care
delivery, they will have little incentive to overfill their schedule and their waiting rooms
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with patients who could be better managed online. In the end, there may be fewer
office-based encounters, but those that do occur will be of higher quality or intensity.

Electronic patient-centered communication is a technology whose time has come
and physicians must learn how to integrate it into their practices.
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Patrick et al. [1] have called the “consumer vocabulary problem” a fundamental issue
in health information provision. This is the problem of mismatch between terms used
by healthcare professionals and those used by the consumers who receive their serv-
ices. Compatibility, between consumer and clinical terminology, or the lack of it, has
been investigated in domains including Web site usability [2–4], information prescrip-
tions [5], and HMO report cards [6]. The issue is seen as so important that one 
packaged consumer vocabulary was advertised as the “Rosetta Stone for the 
consumerization of healthcare” [7].

In fact, the consumer vocabulary problem is a very old one. Mazur [8] notes that
“basic communication . . . has perplexed medical science, doctors and patients since at
least the late 1700s” and Andrews spoke of the old dichotomy between scientific and
“lay” terminology in his classic History of Scientific English:

The background of medical English . . . is utterly at variance with the usual ancestry of a language
. . . Ordinary speech is controlled from below; the masses make and remake it in defiance of 
scholars who reluctantly have to accept the speech of the populace as their own. With the 
scientist, however, the written word rules the spoken word, and regular regeneration of older
changing words is a steady process. [9]

The first consumer health vocabulary may in fact have been English. Words that had
“escaped” from scientific books with the advent of the printing press soon became part
of popular speech; so, for example, in the fifth act of Shakespeare’s Henry IV, Part II,
the clown Mistress Quickly addresses the First Beadle: “Thou atomy, thou!” using lay
slang for anatomy or cadaver, while her colleague Doll Tearsheet cries synonymously
“Goodman bones” [10]! Greenberg [11] looked at the effect of Gutenberg’s printing
press on public health information dissemination in 17th-century London: health infor-
mation for the first time expressly intended for the public, printed in English and not
solely for the Latin-speaking physicians of the day.

Historically, the terminology for consumer terminology in health has been lay lan-
guage. Mazur ascribes the origins of this term to the judicial system and defines it as
“scientific description for nonscientists . . . the nontechnical language of consumers,
patients and others” [12].

Language, meaning, relationships between terms, and disease models all contribute
to the comprehensibility of health information being transmitted. We understand new
information by applying the new knowledge to preexisting cognitive models. If the
disease model is not congruent with the prevailing one, it may not be understood. One
complication, however, is that the perspective of the objective scientific researcher may
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inadvertently bias his or her understanding of the patient’s model. Tedlock [13] inves-
tigated the presence of the “hot–cold” categorization of Galenic humoral medicine in
Latin American traditional healing practice, a model being blamed for purported inter-
ference with orthodox Western healthcare. He found that contrary to anecdote, high-
land Guatemalan traditional healers “did not include hot–cold categories in their
explanatory models of illness etiology,” but that anthropologists who asked questions
of patients that incorporated these dichotomous categories were likely to receive
appropriately hot and cold answers. Ironically, for the purposes of this chapter, the con-
fusion of practitioner language with lay language was part of the research problem.

With that caveat in mind: Is there such a thing as a consumer health vocabulary?
Are there in fact unique concepts that are not already represented by professional,
clinical vocabularies? These questions are addressed in the following section, through
discussion and review of relevant research.

Research Themes

We can structure our discussion of vocabulary issues in consumer health in three main
areas:

1. Patient–physician communication: information flow from physician to patient, for
example, in the context of obtaining informed consent

2. Patient interpretation of print and media: the information itself observed in transit
3. Consumer health vocabulary: information flow from consumer to information

retrieval system and back again, for example, in the context of information seeking
online

Central to each of these themes is patient interpretation—with affective overtones—
of medical concepts.

We understand concepts or retain vocabulary differently based on our state of mind.
If we are under stress, we might need someone with us when we talk to the doctor, and
a written summary of what we are being told so that we can refer to it later. Even when
we are not under stress, we may not understand the now increasingly more readily
accessible medical information we come across when attempting to self-diagnose. Do
current vocabularies, such as those represented in the Unified Medical Language
System (UMLS), already incorporate concepts that a consumer might use? The affir-
mative posits that although there might be some “consumer terms” unavailable through
the UMLS, as the concepts are already represented, it is simply a question of adding
synonyms. The opposing argument suggests that it is likely additional concepts need to
be constructed, arising from the different cultural models of health, disease, treatment,
and mortality found in the United States population.

What is under discussion in this chapter is consumer vocabulary in service of com-
munication, understanding, and information seeking. This chapter does not provide an
exhaustive review of these topics, but rather approaches a synthesis of the critical issues
that must be addressed.

Patient–Physician Communication

Patient participation in the decision making process is vital in today’s healthcare
system. The key to participatory health care is communication, and the key to com-
munication is informed participation in the dialogue. Informed participation is bidi-
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rectional: the patient must understand what the physician and the literature say, and
the physician must understand what the patient says.

Mazur [12] proposes that patient–physician communication must begin with “the
patient’s understanding of the information disclosed, in lay language” (italics added).
This is an ancient concern: language that was intended for physicians was considered
actively harmful when applied to nonphysicians. Connor in 1963 voiced the typical atti-
tude of medical librarians when he wrote: “The average patient normally does himself
more harm than good when he tries to determine even in a scientifically sound tome
his own diagnosis and therapy. The avenues of approach are so many and the language
so highly technical that even the intensely trained physician frequently must work hard
to comprehend and make the appropriate choice among many alternatives” [14] and
even today, Williams et al. [5] cite “terminology” as one reason for providing librarian-
mediated translations in Vanderbilt’s PICS (Patient Informatics Consult Service).
However, this is not simply a matter of vocabulary; in other words, use of a common
language at a level of comprehension appropriate to the person may not be enough.
The education of patients may not be successful if, for example, written material is not
comprehensible to the patients’ own belief system: If a patient and her physician have
different conceptual models of illness and health, then any ensuing dialogue will only
be as effective as the fit between the patient’s cultural model and the physician’s. Lan-
guage barriers were one of the four factors cited by Buchanan et al. as “stand[ing] in
the way of effective doctor–patient communication” [15]. Not only have the linguistic
forms of medical language been implicated in the creation of distance during treatment
[16] but the very name of the illness has historically been known to have an effect on
the patient [17,18]. Chapple et al. [19] addressed the emotional ramifications of clini-
cal terminology in the “anxiety and confusion” among families in genetic counseling
situations. Their work goes beyond identification and definitional experiments, taking
into account the anxiety accompanying the patient’s search for understanding of a
disease or condition; and how the words chosen in trying to present information can
go a long way to diminish that anxiety. In an online environment, we might consider
replacing the term abnormality (worst possible scenario unfolding) with the term chro-
mosome variation (understood as “something different”). Do we know whether this
replacement will not only diminish anxiety, but also enhance understanding? We have
nonverbal cues to go by in a face-to-face encounter, to which we can quickly 
adjust; but we do not have that advantage with printed text shared at a distance,
nor do we know how consumers really interpret the content of Web sites such as 
ClinicalTrials.gov.

Communication and Vocabulary

Even if clinical terminology does exist to represent a particular consumer-oriented
concept, its placement or context in a controlled vocabulary determines, to a certain
extent, its meaning. Tobacco illustrates how contextual placement in a thesaurus rep-
resents the conventional meaning of the term. Hypothetically, both an allopathic view
of medicine and a more traditional (for example, Native American) perspective would
place tobacco in an agricultural, or crop, context. The allopathic view would also place
it in a context representing an ingredient in cigarettes, a recreational or carcinogenic
substance, something marketed and sold to people who may become addicted to 
the carcinogenic substances that are byproducts of the smoke. In traditional Native
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American culture, however, tobacco has religious significance used ceremoniously; its
primary function is not as a recreational substance.

The use of clinical terminology itself can be a signal of context:AHCRQ (the Agency
for Healthcare Research and Quality) and the Kanter Foundation, in their publication
“Now You Have a Diagnosis: What’s Next?” note that patients must beware of docu-
ments relying on “the use of medical-ese – impressive technical terms to help make
treatment decisions” [20]. Contrast this, however, with the interesting finding of Ogden
et al. [21], who presented 740 patients in 3 English counties with 2 prepared scenarios
of clinical diagnoses, randomly expressed in lay terminology, medical terminology, or
a combination of the two (for example, stomach upset as opposed to gastroenteritis).
These authors found considerable differences between lay and medical labels for the
same diagnoses; patients consistently rated the medical labels as beneficial for the val-
idation of their “sick role” and improving their confidence in their doctor. Lay labels,
on the other hand, were associated with assumption of responsibility and taking of
blame.

Patient Interpretation of Print and Media

In a landmark study published in 1970, Boyle [22] published a study that is relevant
today to the way in which patients may interpret the written word. Two hundred and
thirty-four outpatients and 35 doctors completed multiple-choice questionnaires aimed
at evaluating differences in interpretation of commonly used medical terms. Part of the
instrument asked patients and doctors to select which of four figures portrayed the
correct anatomical placement of certain organs. One finding of the study was that
patients had trouble locating various body parts, suggesting, for example, that in the
absence of active communication, a patient might misconstrue the site of an unex-
plained pain. To add to the confusion about terminology presented in print, not all
physicians in this study were able to correctly identify the heart! Similarly, not all physi-
cians agreed on the definitions for either constipation or diarrhea. In fact, doctors and
patients disagreed on most definitions except what is meant by a good appetite. Hadlow
and Pitts [23], working in England, found similar results from 120 patients and 100
doctors and support staff asked to define common medical and psychological terms;
these authors found significant differences in levels of understanding strongly associ-
ated with the level of medical education.

A person in a state of grieving brings an emotional overlay to any information-
seeking task. The affective component of the terminology needs to be sensitive to such
potentially emotional states. “Misconceptions cannot be easily addressed using a static,
printed handout” [24].

Consumer Health Vocabulary and Information Seeking

Sievert et al. [25] start to address consumer health information seeking from the infor-
mation retrieval perspective. They have brought the common term conundrum to the
query formulation stage and demonstrate that search results can be confounded by the
way most search engines deal with lexical variants, particularly as they have become
more sophisticated and often err on the side of recall over precision.
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Finding Out What Consumers Say

One guiding assumption in this research domain is that consumers have their own “lan-
guage” susceptible to analysis. Any study of consumer “language” will beg the ques-
tion of what terms consumers actually use.

Therefore, two significant challenges to consumer terminologists are the definition
and the capture of terms that accurately reflect consumer reality. One straightforward
strategy used by a number of researchers in different disciplines has been to ask the
consumers themselves. Both Barrett and Wellings and Fischer et al., for example, sur-
veyed the relationship between intentional achieving of pregnancy and the terms the
pregnant women used to describe those pregnancies, finding them “highly correlated
to social and cultural influences” [25,26]. Two British studies have used this same
approach and discovered that consumers don’t particularly want to be called con-
sumers. In England, Batra and Lilford [27] asked 100 pregnant women what they would
like to be called and found mother-to-be and pregnant woman more popular than client,
consumer, or maternant. Four years later in Wales, Byrne et al. [28] also found patient
the most popular term for “women attending antenatal clinics,” with consumer being
the least favored of all.

Similarly, several studies have investigated the cultural dimensions of consumer lan-
guage. Schorling and Saunders [29] asked 1031 rural African Americans if they had
“sugar” or “diabetes.” Of those who responded affirmatively to “sugar,” 31% answered
“No” when asked subsequently if they had diabetes. Interestingly, those subjects who
used the term sugar also believed their condition to be less serious. Blumhagen [30]
posited the existence of a physical illness called “hyper-tension,” “characterized by
excessive nervousness caused by untoward social stress” and used by some people in
his study to explain and justify particular social behaviors.Thirteen years later, Heurtin-
Roberts [31] delineated a chronic folk illness among elderly African-American women
in New Orleans that they called “high-pertension” and believed to involve “blood and
nerves.”

Another strategy to enhance usability of information targeted at consumers is to
involve patients themselves in the development of their own educational material, for
example, clinical practice guideline composition [32]. Content analysis of query log files
and e-mail messages can also provide a new perspective on consumer vocabulary. For
example, McCray et al. [3] examined 3 months’ worth of queries submitted to the
National Library of Medicine’s home page. These authors were able to identify
common terminological problems in query formulation, ranging from translation errors
(“psicology”) to transcribed verbal slips (“prostrate cancer”). Patrick. Sievert et al. [1]
looked at e-mail messages and extracted words and phrases from print publications
explicitly authored by consumers, raiding the Dictionary of American Regional English
for their folk equivalents. Smith et al. [33] examined e-mail messages submitted to a
Web-based cancer information service marketed to the general public at the Univer-
sity of Pittsburgh Medical Center. Messages in which writers self-identified as health-
care providers (doctors, nurses, medical students) were eliminated from analysis. In this
study of 139 e-mail messages, the terms these e-mail writers used to express their health
information needs overlapped in 96% of the cases with terms from the 92 healthcare
terminologies comprising the 2001 UMLS.
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Is the Consumer Different?

Many researchers contend, conversely, that there is no “consumer vocabulary.” The
results of Smith et al. [33] showed almost universal consonance between lay terminol-
ogy and that of healthcare professionals. In fact, two unique e-mail writers used the
same word to describe their cancer diagnosis—cribriform type—a phrase not found in
any UMLS source vocabulary, but a perfectly correct clinical term meaning sieve-like
(for the appearance of the cancer cell). Far from demonstrating a preference for slang,
in this case two consumers excelled the UMLS in granularity of expression.

Zeng et al. [34], however, found poor matches between the UMLS and terms that
patients used to search a hospital Web site. These authors’ recommendations included
the development of vocabulary tools to assist in the search process. Patrick et al. [1]
studied controlled vocabulary resources to evaluate their potential to accommodate
the consumer terminology used to describe diabetes.This study emphasized differences
between consumer and physician terminology and how the latter helps to focus
retrieval on the World Wide Web. This work also suggested that the addition of “ver-
nacular terms” would enhance searching on the Internet.

Conclusion

“Lay conceptions of disease,” as Chapple et al. call them [19], may be based on many
factors beyond sound—or shared—medical facts. Shared decision making is subverted
when doctors and patients understand the meaning of certain terms in different ways.
Computer-based programs designed to facilitate decision making need to take this
divergence into account. However, to facilitate the process of context provision, the
transmitter of the information must understand the model that will be infiltrated; then
the words used will be related to each other in strings and sentences in a meaningful
way. The problem of understanding a concept but not remembering the correct word
for it is one that can be addressed during the communication process. If the consumer
can communicate a given concept to a healthcare provider, then translation into clin-
ical terminology is still possible.
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So what is disability informatics? Disability informatics is a yet undefined/emerging
field and one that this chapter will begin to describe. The purpose of this chapter is to
present not a comprehensive review of the research and developments in the areas
associated with disability informatics, but more of an overview of the areas contained
in this new field and an introduction to some of its potential applications with a focus
in the area of medical and consumer health informatics.

Disability informatics can be thought of as another subspecialty of informatics, or
the science of information, which has been defined elsewhere (refer to Chapter 1 for
a definition of consumer health informatics). A more practical way of looking at the
field of informatics is to consider it the study of how people use, manage, and process
information to “get things done.” Individuals might talk to other people, refer to a book,
make a phone call, use a computing device, or go online. Disability informatics is then
simply a case of studying this for people with disabilities. Disability informatics also
interfaces with other traditional disability fields such as rehabilitation services and
assistive technology (as shown in Fig. 11.1).

As a general goal, disability informatics seeks to understand better how individuals
with disabilities can use information technology and information systems to address
any functional issues they encounter, improve their self-efficacy, and empower them to
be as independent as any other persons. But disability informatics broadly defined can
be any application that collects, manages, and distributes information related to dis-
ability to persons with disabilities, as well as to care providers and family and to health-
care and rehabilitation professionals.

In many instances, accessible information systems will be equally applicable to 
the nondisabled population. In fact, one of the major reasons for considering 
universal design principles and accessibility in design is that everyone is subject to 
different types of functional limitations in various environments; for example, design
requirements for noisy environments are very similar to those for people with hearing
impairments, and for environments in which it is not safe to look at a device (such as
driving a car) are very similar to those for people with visual impairments [1]. But
whereas these systems provide a convenience or make something easier for the abled
population, they are essential for the disabled population to function independently.
A major area of disability informatics involves identifying and addressing the par-
ticular needs and requirements of the disabled population to utilize general informa-
tion systems. The main resolution is then educating and raising awareness of these
issues to information technology professionals and the information technology (IT)
industry.
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Defining Disability

There are as many definitions of disability as there are organizations involved with
people with disabilities [2]. Disability status can be “determined by medical category,
by functional limitation, or by use of assistive technology. It can be based on self-report
or require a diagnosis by a healthcare professional. In the United States, being disabled
can be determined by eligibility for Medicaid and can vary from state to state.A person
may be regarded as disabled under the ADA legislation but not under Social Security
work disability criteria” [3]. There is no gold standard that defines disability. Statistics
on prevalence and types of disability are gathered by federal and private organizations
that use different criteria for self-reporting disability.

People with disabilities can be broadly defined as those with limitations in human
actions or activities resulting from physical or mental impairments [4]. The most com-
monly cited definition is the 1976 definition of the World Health Organization [5]. This,
along with other definitions of disability, are listed below.

An impairment is any loss or abnormality of psychological, physiological or anatomical structure
or function; a disability is any restriction or lack (resulting from an impairment) of ability to
perform an activity in the manner or within the range considered normal for a human being; a
handicap is a disadvantage for a given individual, resulting from an impairment or a disability,
that prevents the fulfillment of a role that is considered normal (depending on age, sex and social
and cultural factors) for that individual. World Health Organization [5]

A physical or mental impairment that substantially limits one or more of the major life activi-
ties. American with Disabilities Act of 1990 (ADA) [6]

A health problem or disability which prevents [you] from working or which limits the amount
of work that [you] can do. Census Bureau, Bureau of Labor Statistics [7]

Any disability, handicap, or chronic disease that keeps you from participating fully in work,
school, housework or other activities. Pew Internet and American Life Project [8]

It is significant that by one estimate there are now 50 million people in the United
States (age 5 and older according to Census 2000) self-reporting some form of disability
(as defined by the US Census Bureau) [7]. As currently 14 million of the 50 million
people with disabilities are 65 years of age and older (equivalent to 42% of this age
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group), and this number is expected to increase as the baby-boom generation contin-
ues to enter retirement, there is a potential for the disabled population to grow at a
significant rate.Although these are significant numbers of the general population, there
are many types of disability that express very different levels and types of function.
This presents a challenge when trying to accommodate people with disabilities, as the
needs and types cover such a wide spectrum and therefore seems to be an impossible
undertaking.

Medical Classification of Disability
Predominant definitions of and attitudes toward disability are from a medical per-
spective. This is often referred to as the “medicalization of disability” and stems from
a strong hope for cures and rehabilitation from the tremendous advances in the field
of medicine, which became institutionalized by the implementation of the social assis-
tance programs that were set up to provide support within this perspective.The medical
classification is certainly appropriate for researching the etiology of, and development
of treatments for, disabilities; however, it is not well suited to other efforts such as self-
determination or health promotion, which are in reality independent of the specifics
of disability.

Functional Classification of Disability
In contrast, a more recent attitude is the functional classification of disability that
focuses on the function rather than that which affects the disability, for example,
disease, trauma, and so forth [9–11]. For example, research on mobility limitations
might include people whose mobility was impaired as a result of spinal cord injury,
spina bifida, cerebral palsy, and so forth. The relative level of functioning is the focus
of this classification where the model of the disabling process moves from pathophys-
iology, through impairment, to functional limitation and finally to disability. A func-
tional conceptualization of disability served as the framework for the Institute of
Medicine’s (IOM’s) landmark report “Disability in America” [11] and is the under-
pinning of the current National Institute on Disability and Development Research
(NIDDR) long-range plan [12].

The functional types of disability can be divided into three categories: mobility,
sensory, and cognitive. These are by no means exclusive, and disabilities are generally
represented on a continuum of level of function. A brief overview is provided here.
More detail on the different disabilities can be found elsewhere [13,14].

Mobility—Physical Motor and Speech Communication

Mobility problems faced by people with physical motor disabilities can be the conse-
quences of traumatic injury, for example, spinal cord or loss of limb, or of disease or
birth defect, for example, cerebral palsy, muscular dystrophy, multiple sclerosis, spina
bifida, amyotrophic lateral sclerosis, Parkinson’s disease, or epilepsy. Problems faced
from these disabilities stem from impaired muscle control and can range from simple
weakness and fatigue to difficulty in walking, sensing, grasping, and speaking/commu-
nication. The more severe disabilities may prevent direct operation of devices and
require assistive technologies such as wheelchairs, manipulation aids, communications
aids (voice synthesis), and computer interface aids, for example, sip-puff switch or
eye/head-motion tracking.
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Sensory—Visual and Aural

Sensory impairments are divided further into visual (sight) and aural (hearing). Visual
disabilities can range from correctable (with the use of eyeglasses, contact lenses) to
not correctable (very poor vision) impairments, to perceiving light but not shapes, to
perceiving no light at all (“totally blind”). Two categories are commonly used: “low
vision” and “legally blind.” “Low vision” includes extreme near- or far-sightedness,
dimness of vision, haziness (e.g., cataract), tunnel vision (e.g., glaucoma), and spots
before the eyes (e.g., diabetic retinopathy). The “legally blind” category includes those
whose visual acuity is worse than 20/200 after correction, or whose field of vision is 
less than 20 degrees. Many of the diseases causing visual impairment are common 
in the aging population, which makes this disability more significant among baby
boomers.

Braille has been the traditional remedial strategy for information access for those
who are blind. However, less than 10% of the blind population now uses Braille
(printed or refreshable Braille devices) [15,16], and its drawbacks include cost (of 
printers and refreshable Braille devices) and speed. With advances in computer tech-
nology, Braille is being largely replaced by voice synthesis and screen readers. Another
drawback to Braille is that it is a remedy only for those with language skills and rela-
tively good cognitive skills.

A third less severe visual disability that is often overlooked is “color blindness.” This
doesn’t pose much of a problem except where information is color coded with poor
relative intensities.

Aural disabilities can range from mild hearing loss (less than 30 decibels), moderate
(less than 50 decibels), severe (less than 80 decibels), to profound (less than 95 deci-
bels). Someone who is considered deaf falls in the severe to profound hearing loss
range. Mild and moderate hearing loss is considered “hard of hearing.” The type of
hearing impairment can be conductive (the moving parts or bones of the inner ear) or
neural (cochlea, auditory nerve, or brain) damage. The cause of deafness can be con-
genital genetic (hereditary) or a result of traumatic injury or middle ear infections
(otitis media) and other diseases. It is also a common part of the aging process, and
again significant for the baby-boomers.

Cognitive—Intellectual and Language Communication

The concept of cognitive disabilities is extremely broad and not always well defined.
At a general level, a person with a cognitive impairment has greater difficulty with one
or more types of mental tasks that an average individual. These can range from severe
retardation to a simple inability to remember, and may involve the loss of any number
of cognitive functions. Cognitive functions include memory, language, perception,
problem-solving, hand–eye coordination, conceptualizing, attention, and executive
function. Cognitive disabilities are broadly categorized as follows:

1. Learning and developmental disabilities (also referred to as mental retardation,
intellectual disabilities); language problems such as reading, writing (e.g., dys-
graphia), and spelling (e.g., dyslexia); hand–eye coordination problems (e.g., dys-
praxia); attention deficit hyperactivity disorder (ADHD); autism; Down’s syndrome

2. Brain injury, traumatic brain injury (TBI), stroke, and disease (meningitis, tumors)
3. Age-related brain diseases: Alzheimer’s (progressive intellectual decline) and

dementia (progressive loss of mental functions beginning with memory, learning,
attention, and judgment)
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Multiple Impairments

It is common for a cause of a single impairment to cause others as well. This is partic-
ularly true in the case of severe brain trauma and age-related brain diseases and devel-
opmental disabilities.

Deaf–blindness is the condition of being both aurally and visually disabled. Most
individuals who are labeled “deaf–blind” are neither totally blind nor totally deaf: the
designation implies that the usual strategies for deafness or blindness alone do not
work because they usually involve compensating for one impaired sense by relying
heavily on the other. Tactile modes are often the most appropriate methods of deliv-
ering information to individuals who are deaf–blind. Many individuals labeled
“deaf–blind” also appear to have cognitive limitations. People with severe develop-
mental disabilities may experience impairments of motor, sensory, and cognitive skills,
as in CHARGE association syndrome.

Sociological Classification of Disability
There is a third, emerging sociological classification of disability. The field of “Disabil-
ity Studies” was born out of a need to counterpoint the medicalization of disability
with a more social construction view of disability. But in addition to the corrective
nature of this field, it is also the “socio-political-cultural model of disability incarnate”
with a firm basis in the liberal arts [17].

Related Fields of Expertise

Medical Informatics
Whereas medical informatics tends to focus on the management and use of informa-
tion in health and biomedicine by the healthcare provider, disability informatics focuses
on the management and use of information by people with disabilities. Disability is
often viewed within the medical model, and therefore disability informatics could be
thought of as a pure subfield of medical informatics. However, disability issues are not
restricted to medical or health issues, and therefore informatics can be applied to other
problems faced by the disability community, for example, technologies that assist with
the navigation of their physical environment.

A major secondary effect of disability is poor health status and increased personal
healthcare needs.This provides an overlap of disability informatics with other subfields
of medical informatics, public health informatics, and consumer health informatics.
Consumer health informatics is an area of growing significance for people with dis-
abilities. The increased communication and patient education possible in the online
world afford greater impact and benefit to these individuals, who are often isolated and
ostracized from the usual community support systems. Finally, because many disabili-
ties are rooted in genetic heredity and diseases, bioinformatics has large long-term
implications in the education and ethics around genetic screening and gene therapy
treatments.

Rehabilitation
To address the issues individuals with disabilities face, a number of rehabilitation fields
have developed. Assistive technology (AT) and information technology (IT) can be
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applied in each of these rehabilitation areas and some of the different technologies
available have been mentioned in the Functional Classification section.

Physical medicine and rehabilitation (PM&R), also called physiatry, is the medical
specialty that deals with the evaluation and treatment of patients with a neurologic,
musculoskeletal, or cardiopulmonary disease, disorder, or injury that impairs normal,
functional capacity. Using a multidisciplinary team, physiatry covers everything from
cardiac rehabilitation to pain management in recovery from a stroke to restoring cog-
nitive function lost with Alzheimer’s disease. Team members can include a physiatrist,
audiologist, clinical social worker, occupational therapist, physical therapist, recre-
ational therapist, and/or speech/language pathologist.

Augmentative and alternate communication (AAC) is an area of rehabilitation that
specifically addresses the loss of the ability to speak and communicate. This can be due
to a loss of a physical motor ability required to generate speech or to a loss of the cog-
nitive ability to generate and process speech, or a combination of both. In fact, there
is often some debate as to when physical communication ends and cognitive commu-
nication begins. AT can involve dedicated communication devices that can be pro-
grammed with different limited sets of functions and operated through a touch pad or
communication board to computers that can perform text to speech synthesis.

Assistive Technology (Computer Accessibility)
any item, piece of equipment, or product system, whether acquired commercially, modified, or
customized, that is used to increase, maintain, or improve functional capabilities of individuals
with disabilities. AT Act of 1998 (Section 508) [18]

AT is focused on the individual and seeks to address the loss of a particular human
function. In terms of computers and information technology use, AT addresses the dis-
connect in the human–computer interface that is present as a result of the disability.
As such, AT addresses mobility and sensory impairments and provides augmentative
and alternate communication (AAC) and adaptive access for computers (with alter-
native human–computer interfaces). AT is too large a field to be covered in any detail
here, and a number of good resources are available for those who wish to learn more
[19].

The human–computer interface issues can be thought of from two perspectives: input
and output.

Input

Standard computer input centers around the WIMP (windows, icons, mouse, pointers)
“desktop” metaphor provided by most modern computer operating systems, and the
main input devices are a keyboard and a mouse. Where the loss of function impairs or
prevents use of these devices, alternatives have been developed: alternative and adap-
tive keyboards, on screen keyboards, touch screens, tablets, joystick (pointer), switch
access, and speech recognition.

Output

Standard computer output again centers on using a computer screen to display images.
In the case of visual impairments, screen magnification, printed and refreshable Braille,
and speech synthesis can be used. In this case it is not just a matter of a technology 
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or device, but that the content and information being imparted is divorced from the
presentation so that the AT can communicate it in a nonvisual format.

AT is an integral part of disability informatics and often a prerequisite to the use of
information systems by people with disabilities. The overlap therefore centers on com-
puter accessibility or the AT required to make the computer usable by a person with
disabilities. In most informatics applications, one will generally assume that an indi-
vidual has the necessary interface devices for him or her to interact with the computer,
electronic device, or information technology being employed. Of course, this will not
always be the case, as the implementation of new IT can always introduce new envi-
ronmental interface issues that were not present or have not been encountered before.
So it will always be necessary to have an assistive technologist or engineer on hand to
advice and develop new ideas and solutions.

AT will become more sophisticated as technology continues to shrink in size and
increase in complexity and power. There is a tremendous amount of potential for inte-
gration of different technologies to allow for much more sophisticated AT systems.
Handheld computing power and the ubiquity of wireless telecommunications is reach-
ing a point where information can be delivered “just-in-time” to and obtained “on
demand” by the user. Add to this intelligent, location-aware capabilities, and you have
the ability to provide “guardian angel”-like support for people with disabilities.

Universal Design (Computer Usability)
The main issue around the use of computers by people with disabilities has been around
simple accessibility, the ability to access or own a computer that is equipped with the
necessary AT to allow use with an individual’s particular impairments. The next step is
the improvement and refinement of technology to ensure maximum utility and ease of
use. The preoccupation with computer accessibility for people with disabilities has
tended to leave out or distract attention away from the usability issues. In fact, it is
only relatively recently that an increased focus on usability and human–computer inter-
face issues has occurred across the general population.

There has been a heavy focus on visual impairments and the use of screen readers
in Web accessibility, in large part because the Web is so visual in nature. However, the
increasing amount of multimedia and video that is becoming available on the Web, and
the desire in the design community to make the Web more like the television in pres-
entation (with animation platforms such as Flash and SMIL), is introducing more inac-
cessible content to those with aural impairments. In fact, in contrast to the broadcast
and cable distribution, most of the video on the Web is not subtitled. There are also
still many other types of impairments, for example, cognitive impairments and intel-
lectual disabilities, that are not as well studied, nor as well known to the Web devel-
opment community at large.

One of the other challenges has been incorporating universally accessible design
requirements into the general design process rather than as an afterthought prompted
by actual or threatened litigation under the ADA [6]. A number of cases have shown
that dealing with accessibility issues retroactively is vastly more expensive than incor-
porating accessibility principles into the initial requirements gathering phase of a
project plan.

It is impossible to attain 100% accessibility. Generally the amount of effort 
versus the percentage of accessibility curve is a classic asymptote (tending to infinity).
Designers therefore tend to attempt to identify and target the specific users of the
system. However, an understanding of the prevalence of people with disabilities within

11. Disability Informatics 135



the general population and the design issues is often not present and easily passed over
for other design requirements. Unfortunately, this is like playing Russian roulette. You
might be able to get away with inaccessible design 9 times out of 10, but that 10th time
could be a very stressful and expensive wake-up call.

Areas of Disability Informatics

In contrast to AT, disability informatics and IT for people with disabilities are more
“group focused.” It is certainly possible to have a “group of one,” but this is just one
end of a spectrum of the number of users possible. And there is certainly a symbiosis
between and mutual dependence of AT and IT; AT is needed to access IT, and IT pro-
vides capabilities and services beyond what individual AT devices can do.

It is instructive to categorize the IT applications and issues in disability informatics
into four broad areas of environment: virtual, personal, physical, and social/intellectual.
The virtual environment covers primarily the online, digital telecommunications world
of the Internet and the World Wide Web. The personal environment covers support
systems aimed at the individual such as time and task management. Finally, the phys-
ical environment covers support systems aimed at helping the individual move around
his or her physical environment (both in the home and within the community).

Virtual Environment
The digital revolution has had, and will continue to have, a profound impact on the
self-efficacy and empowerment of people with disabilities. Although we are certainly
not without access issues in the new digital realm, the digitization of information in
order to allow computers to manage and manipulate it also means that people with
disabilities can have equal access much more easily and with less dependence on others.
AT can simply and easily allow the information to be represented in an accessible form;
for example, a computer can read the text to a person with a visual impairment. No
special accommodation is required, such as the production of specialized, alternate
media, for example, Braille.

Of course, the reality is that presumptive design decisions in electronic media are to
a certain extent re-creating comparable barriers that exist in the physical world. There-
fore a major effort in online accessibility and usability is building awareness and 
providing education around best practices and basic universal design principles. In
addition, the cost of assistive technology and the lower incomes of people with dis-
abilities are continuing to create a “digital divide.”This is of particular concern because
people with disabilities have the most to gain from access to these new technologies
through mitigation of the impairment and in some cases making it obsolete.

World Wide Web (Network) Accessibility

The WWW or Web has had a strong accessibility advocacy from early on in its evolu-
tion, probably as a result of the vision of the father of the Web:

The power of the Web is in its universality. Access by everyone regardless of disability is an essen-
tial aspect.

—Tim Berners-Lee, W3C Director and inventor of the World Wide Web [20]

The Web has had a profound impact in how information is published and transmitted
all over the world and continues to have an increased role in all aspects of our daily

136 R. Appleyard



lives. The Web has open standards for data request and response, and for the markup
language used to define the page layout, there are no standards or restrictions on who
can access or post to the Internet. Webmasters were very creative in how they used the
initially very limited set of tools, and the HyperText Markup Language (HTML) has
rapidly expanded in complexity to meet the demands of developers. However, it soon
became obvious that guidelines were needed to ensure that people with disabilities
were not excluded from accessing the Web. The World Wide Web Consortium (W3C)
responded by launching the Web Accessibility Initiative (WAI) [20] and forming a
working group to draft the first Web Content Accessibility Guidelines. WCAG version
1.0 became a W3C recommendation on May 5, 1999 and has had an important influ-
ence over the subsequent Web accessibility laws and policies. It was heavily used in the
Web Accessibility Standards for the US Federal Government in Section 508 of the
Reauthorized Rehabilitation Act [21].

A very useful “cheat sheet” for the Web Content Accessibility Guidelines, version
1.0, is the WAI Quicktips Reference Card [W3C, 2003, no. 153] with the 10 top to-dos
listed here:

• Images and animations: Use the alt attribute to describe the function of each visual.
• Image maps: Use the client-side map and text for hotspots.
• Multimedia: Provide captioning and transcripts of audio and descriptions of video.
• Hypertext links: Use text that makes sense when read out of context. For example,

avoid “click here.”
• Page organization: Use headings, lists, and consistent structure. Use CSS for layout

and style where possible.
• Graphs and charts: Summarize or use the longdesc attribute.
• Scripts, applets, and plug-ins: Provide alternative content in case active features are

inaccessible or unsupported.
• Frames: Use the no frames element and meaningful titles.
• Tables: Make line-by-line reading sensible. Summarize.
• Check your work: Validate. Use tools, checklist, and guidelines at http://www.w3.org/

TR/WCAG

WCAG version 1 contained guidelines and requirements that were very specific to
HTML. Although this was appropriate at the time, there has since been a growth of
other media markups and standards on the Web, for example, Adobe PDF, Macrome-
dia Flash, Scalable Vector Graphic (SVG) format, and Java. The WAI working group
is currently working on a draft of version 2 of the guidelines [22] that will have a
broader scope and be media format independent so as to be more adaptive and robust
to future technological developments.

A number of accessibility checking tools are available on the Internet. The best
known is Bobby [23], which was developed at the Center for Applied Special Tech-
nology (CAST) and recently purchased by Watchfire. This online tool allows you to
enter a URL and have an accessibility report generated based on the compliance of
the Web page with the WCAG 1.0 and Section 508. There are other tools [24] includ-
ing WAVE [25], Cynthia Says [26], and Lift [27] that provide accessibility extensions
for common HTML editors.

An alternate approach is to improve the accessibility and usability of the Web
browser or client software. Standard Web browsers are not very accessible to people
with cognitive disabilities that rely on skills beyond the abilities of these individuals,
such as reading, spelling, or complex multistep tasks. Davies et al. [28] at AbleLink
Technologies have developed a Web browser called WebTrek [29] that has been cus-
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tomized to the needs and requirements of people with cognitive disabilities. Initial
studies [28] determined that the Webtrek browser provided better access to the 
Internet for individuals with mental retardation than did Internet Explorer.

Socioeconomic Accessibility (Digital Divide)

The personal use of the Internet has continued to increase over recent years, even more
so than the use of computers, and now broadband (high-speed) connections are begin-
ning to gain in market share.

A growing digital divide has been documented in the United States [8,30,31].Accord-
ing to the latest report from the National Telecommunications and Information Admin-
istration, although computer and Internet use continues to grow across the United
States, there are still significant subpopulations (the elderly, persons of certain race and
ethnicity or with low income and education) for whom the digital divide continues to be
a major problem. And in particular “people with a disability are only half as likely to
have access to the Internet as those without a disability: 21.6% compared to 42.1%.And
while just under 25% of people without a disability have never used a personal com-
puter, close to 60% of people with a disability fall into that category” [32] (see Fig. 11.2).

In fact, the digital divide is compounded for people with disabilities because they are
also likely to be of lower economic status and less well educated as a result of their
disability. But even taking this into account, disability status has as much impact on
digital access as age, race, and ethnicity. Another factor is the additional expense asso-
ciated with AT for a particular disability. Given the lower average income for people
with disabilities, this can make access to the digital realm prohibitively expensive.

Personal Environment
Personal Management

Personal management covers the realm of procedures (how to perform a task), task
management (when and where to perform tasks), and decision support (different
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options to choose from in a task). Decision support is an important field in medical
informatics, where the volume of medical information is such that it is impossible 
for an individual doctor to be familiar with all aspects of knowledge. In disability 
informatics, decision support is also important in assisting individuals with cognitive
impairments in their ability to make every day decisions that the average person 
takes for granted. This would include tasks such a taking medication or brushing one’s
teeth.

The MAPS (Memory Aid Prompting System) project [33] provides a simple prompt-
ing system for the user and an interface for caregivers designed to effect high rates of
integration into daily life.

Health and Disability Information and Education

Quality Online Information

Depending on people’s perspective, the Web has become either a treasure trove of
useful resources or a veritable dumping ground of questionable and dubious informa-
tion.This issue is covered in more detail elsewhere, and is certainly applicable to people
with disabilities.

Bioinformatics

One technology area that will have a large impact on health and disability education
is bioinformatics. With the completion of the Human Genome Project, an increasing
number of congenital disabilities are having their genetic markers and profiles identi-
fied, and it is highly likely that in the future this will lead to treatments being devel-
oped. This will lead to a concurrent demand for understanding and education around
this knowledge in order for the general public to make “informed decisions.” With the
increasing move to put all information online, there will need to be additional research
around the most effective way to provide this information. This will need to involve
clinical providers, health educators, and genetic counselors.

Health Monitoring

One area where biomedical engineering is being applied is in “gerontechnology” in a
high tech nursing home [34,35]. Oatfield Estates is located outside of Portland, Oregon
and is home to around three dozen residents. It was opened in September 2000 and
was the first wired rest home in the United States. Touchscreen PCs are installed in all
the living spaces that not only allow access to the Internet but also provide internal
information services (directory of names and faces) and controls (lights, ceiling fans).
Other data can also be monitored, such as an individual’s vital signs and a constant fix
on their location within the facility.

One of the major efforts was to make the technology as unobtrusive as possible, and
at first glance, Oatfield appears no different than other higher-end assisted living 
facilities. The main goal of the technology is to assist in the monitoring and man-
agement of both the caregivers and the residents. At Oatfield everyone wears an
infrared/radiofrequency tracking badge that constantly transmits their location to the
local-area network. But it would be preferable to remove the inconvenience of having
to remember to wear an item. Biomedical engineering can be used to develop moni-
toring technologies that are nonintrusive by hiding or embedding them in the envi-
ronment [36], for example, items of clothing that are worn, or within furniture such as
sensors in the bed.
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All these attempts to monitor individuals would at first inspection seem to be an
invasion of privacy. But it turns out that they provide the Oatfield residents with
unprecedented freedom to move about and perform more risky tasks than in a tradi-
tional nursing home. Residents can use the tracking badge to call for help, but also the
system intelligently monitors the individual and alerts care providers in the event of
an unwanted behavior, such as leaving the grounds without prior arrangements, or wan-
dering into a kitchen area for someone known to be at risk of self-injury.

Physical Environment
Major opportunities exist in using technology to overcome the physical or cognitive
barriers that exist, through enabling the individual to get to a service (technology helps
them to get around) or through using technology to bring the service to him or her
(technology helps others to get to him or her).

Community Navigation

The ADA has gone a long way to improving physical accessibility. However, getting
around the physical environment is still fraught with many problems and barriers, for
example, long inclines with areas to rest and lack of curb cuts. Several efforts are under-
way to address this problem using assistive information technology. MAGUS is a
project that uses a geographical information system (GIS) to inform users about wheel-
chair access in urban areas [37]. It in effect provides the same type of functionality to
the car-based GPS wayfinding systems, only it finds the best route for a wheelchair.The
project both surveyed a large number of wheelchair users to identify the barriers in
urban environments and also conducted field observations of wheelchair users navi-
gating through town centers.These data, along with other measurements such as rolling
resistance on difference surface types, were used to build and program a GIS database,
and then finally a user-friendly interface was designed. An interesting side effect of the
project was that the highlighting the accessibility black spots on the urban landscape
gave urban planners a novel diagnostic tool.

Most, if not all, public transportation systems are now wheelchair accessible.
However, for a number of other individuals, physical access is not so much the problem.
Persons with cognitive disabilities have many different barriers to accessing public
transit [38]; for example, it is necessary to comprehend and process maps, schedules, bus
labels and signs, and clocks as well as adapt to errors and changing circumstances such
as a bus being late or breaking down. Again assistive information technology can be
used to mitigate these barriers. Global positioning satellite (GPS) technology is getting
to the point that handheld units are feasible. Many public transit systems now also
manage their operations using GPS-equipped buses. Finally, wireless telecommunica-
tions are ubiquitous in urban areas and now allow data transmission in addition to voice.

Telehealth/Telerehabilitation

With the increased ability to do unobtrusive health monitoring (see earlier section on
Personal Health Monitoring), it becomes more easier to do remote care Telehealth
and/or Telerehabilitation. In the past, the level of sophistication and training required
to operate even the automated blood pressure cuff was a barrier to use. Telehealth
technologies, such as patient monitoring, medical vital sign monitoring, sensors, e-mail
communication with healthcare providers, as well as increasingly common video tele-
conferencing, are empowering the individual to take an active role as the patient.
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Also if developed properly, Telehealth methods have the potential to take the hassle
out of the health encounter for people who have difficulty with transportation, avail-
ability of personal assistants, and so forth. It is also possible to increase efficiencies by
making support services more effective by centralizing them and providing services
remotely via telecommunication.
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Principles of Ethics as a Framework for 
Consumer Health Informatics

Medical ethics are used to guide conduct and action. Many stakeholders come into play
when considering how consumers obtain their health information. In addition to the
consumer, we must consider the spectrum of clinicians (physicians, nurse educators,
physical therapists, dieticians, etc.), as well as those people and organizations who
create information materials for consumers (e.g., pharmaceutical companies, pub-
lishers, government groups, Web companies). With the growth in use of the Web for
health information, it becomes critical to consider the ethical roles and responsibilities
of the various stakeholders. Five guiding ethical principles form the basis for evaluat-
ing moral conduct in health care: autonomy, veracity, beneficence, nonmaleficence, and
justice [1–3,22,23].

• Autonomy: self-determination, right to privacy, individual freedom, fundamental to
informed consent

• Veracity: telling the truth, keeping promises, open patient–physician relationship
• Beneficence: doing good, promoting the well-being of others, professional obligation

to help those in need
• Nonmaleficence: avoiding harm to others; protecting patients from danger, pain, and

suffering (Hippocratic oath)
• Justice: fairness, respect for equality of all humans, equitable allocation of scarce

resources, consideration of social policy.

Autonomy is relevant because it is the patient who is making choices about his or her
own health care based on good quality information. Inasmuch as the physician and
patient decision aids provide information about available treatment options, the prin-
ciple of veracity is also important. The respect for autonomy and duty to inform truth-
fully are intimately related and concordant in patient decision aids and Web sites. As
agents for the benefit of the patient, in the course of treatment both information tools
and physicians must be beneficent and nonmaleficent. The moral obligations of fair-
ness, respect, equality, and equity all play a role in the recommendation of treatments
in the context of shared decision making and within computer tools for consumers.
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Relating Ethical Principles to Consumer Health Informatics

In this chapter we discuss ethical issues relating to how consumers use Internet 
technology for health information, obtaining medicine or therapy and social support.
Several topics at the forefront of consumer health informatics have important ethical
implications. For example, the privacy and security of a consumer’s medical informa-
tion is a clear concern to the vast majority of consumers. Privacy and security of infor-
mation are explicit goals of the ethical principle of autonomy.The quality and reliability
of the information found on the Web is highly variable and difficult for consumers to
judge. Conflict of interest on health Web sites is a rampant problem. Oftentimes it is
difficult to distinguish sites that are selling or promoting a medical product from those
attempting to provide unbiased material and recommendations. Health Web site 
developers have an ethical responsibility to convey accurate and current information.
Interestingly, even for organizations without a product or advertising, creating and
maintaining Web sites takes significant funding and effort to do well. Beyond funda-
mental honesty, some interesting questions would be to determine how good is “good
enough” or how current is “current enough.” Similarly, from the programmer’s point
of view, there is a question as to how much testing to ensure accurate performance is
required to be “good enough.” Oftentimes, ethical goals are confronted by practical
business goals, and it is important to create clear policy to promote ethical principles.
This type of policy can be set as voluntary guidelines or as regulations enforced by a
governmental organization.

Ethical issues are particularly challenging in the environment of consumer health
applications for several reasons: health is important and the stakes are high, consumers
are not the experts in the domain of knowledge required to judge value and to protect
themselves, Web sites can be created quickly and inexpensively by nearly anyone, both
regulation and verification by experts are difficult because of an extremely large number
of sites and the dynamic nature of material on the Web; and finally the technologies are
constantly changing, creating new capabilities with further ethical implications.

Ethics and Quality Assurance on Consumer Health Sites

Judging the quality of information we receive in our daily lives is always difficult. Our
information comes from a variety of sources (TV, newspapers, magazines, professional
journals, books, and the Internet). However, judging the quality of health materials on
the Web is particularly challenging for consumers. There are minimal monetary and
skill barriers to creating Web sites, and it is fairly easy to make a site look quite pro-
fessional and indistinguishable from those of larger, well-established organizations. Not
all sites are “peer reviewed,” published, or created by professionals with expertise in
the topic covered. Because the quality of health information is so critical for consumers,
several organizations have created guidelines for judging the quality of information on
the Web for consumers [4–6,24]. Some of the criteria included in all of these guidelines
are topical relevance, currency of the information, accuracy, and authoritativeness or
objectivity.

The accuracy of health information on a Web site, insofar as it can be ascertained,
is a basic concept relating to quality. Some professional health sites (both for-profit 
and nonprofit) have professional writers with domain expertise and also a board of
reviewers to ensure accuracy of their material. Oftentimes, consumers are advised to
judge sites with .gov or .edu extensions as having more accurate and unbiased infor-
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mation, as compared with .com sites. Naturally, although this heuristic may be useful
as a first pass, it is oversimplified. Unless a health Web site has funding for both quality
development and maintenance of content, it is very easy for information to go through
a careful quality assurance process and still become outdated [21]. For the consumer
of information, trying to find proxies for quality can be difficult.The following are some
criteria that have been suggested:

• Credentials of information provider (Is there an advisory board?)
• Qualifications of advice providers (Are they licensed health care professionals?)
• Credibility of content (no wild promises)
• Full disclosure of sponsor of Web site (purpose of the Web site)
• Attribution clearly noted, including copyright.

From the consumer’s point of view, topical relevance is certainly important when
assessing the usefulness and quality of a Web site. The relevance of a site is context
specific and depends on the particular question an individual consumer has in mind.
To find appropriate materials, sites must be clearly organized and/or have intelligent
search functions. In addition, the relevance of material on a Web site depends on the
degree to which it is tailored to the individual and appropriate to his or her specific
needs. Most health material on the Web is generic and not interactively tailored to indi-
viduals. This basically replicates what could be found in a textbook or brochure. The
final aspect of relevance to an individual has to do with whether the material is action
oriented and helps the consumer either make a healthcare decision that may lead to
an action or a health behavior change.

Currency or the timeliness of information on a Web site itself is an important con-
sideration. It is often difficult to have a generalized policy on how often health mate-
rials need to be updated. However, most professional sites ensure at least quarterly
review of all materials. Consumers may judge the currency of Web site information by
looking for date stamps or a notice of date of creation and/or update. On the ethical
front, it is important to note that some Web sites use algorithms to update their time
stamp automatically even if the material has not been changed or even reviewed, giving
the impression that the information is current.

Thus, from the developer’s point of view there are substantial ethical issues in cre-
ating health information sites for consumers. In addition to navigating conflict of inter-
est, fraud, and inaccuracies, there are also the more murky decisions on the time and
resources to put into Web site development and testing. Providing health information
and interventions over the Internet is becoming an increasingly important component
of health care. Ensuring that the materials are unbiased, accurate, relevant, and timely
is fundamental to providing quality health care.

Ethics and Shared Decision Making

Shared decision making is now acknowledged by many as a viable alternative to what
used to be a typical doctor-centered “paternalistic” model of care [7–11]. Shared deci-
sion making involves a two-way flow of information: from doctor to patient regarding
treatment options, positive and negative effects, and the likelihood of such effects; and
from patient to doctor regarding such factors as personal preferences, values, and 
constraints. Shared decision making also includes a shared deliberation or negotiation
about the preferred treatment and a choice. Thus, shared decision making relates to
the self-determination aspects of the ethical principle of autonomy.
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The drive toward a paradigm of sharing treatment decision making has come about
because of the realization that in many clinical situations (most often involving chronic
diseases) there is no one best treatment option for all patients. Outcomes for many
treatments are inherently uncertain at the individual patient level, and individual
patients have differing risk tolerances, which affect their treatment preferences [8]. In
circumstances in which multiple treatment options exist, making a decision often
involves making tradeoffs between various attributes and outcomes. This process is
value laden and based on patient preferences. In addition, it is now recognized that
many patients wish to actively participate more fully in decision making and become
more explicitly informed about their illness and options for treatment [12]. Neverthe-
less, the fact that not all patients prefer to play an active role in the decision making
process or in making the final choice must not be neglected in the context of shared
decision making.

The guiding ethical principles that serve as the foundations of shared decision
making and patient decision aids are sometimes challenged and present dilemmas that
must be addressed when they are incorporated in the patient–doctor decision making
process. A useful approach to guiding ethical decision making in medicine was devel-
oped by three clinical ethicists (a philosopher—Jonsen, a physician—Siegler, and a
lawyer—Winslade) [13]. The process can be thought of as the “ethics workup,” similar
to the “History and Physical” skills that all medical students come to use when learn-
ing how to “work up” a patient’s primary complaints. Although this method has deep
philosophical roots, the approach closely reflects how clinicians actually think through
difficult cases. It is also appropriate for structuring knowledge content development
for computer tools for patients.

The approach is to consider the following four topics as a way to organize the facts
of the particular case at hand.

• Medical indications: a review of diagnosis and treatment options
• Patient preferences: how a patient values the potential health outcomes
• Quality of life: the objective of all clinical encounters is to improve, or at least address,

quality of life for the patient
• Contextual features: the wider context beyond physician and patient which includes

the family, law, hospital policy, insurance companies, and so forth.

These four topics are present in every clinical problem domain. In the design of com-
puter tools for consumer use, it is important to incorporate the ethical concepts related
to shared decision making in an explicit manner. These guidelines argue for interac-
tivity, tailoring, and assessing patient preferences for potential health outcomes.

Privacy and Security of Patient Data

A recent survey on the attitudes of consumers on healthcare Web sites administered
by the California Healthcare Foundation found that 88% of consumers do not want
their health information shared without their consent [14]. In addition, the California
Healthcare Foundation found that the privacy policies and practices of many promi-
nent healthcare Web sites lacked proper protective measures for consumers’ health
information.

The Federal Trade Commission (FTC) is the governmental organization that regu-
lates privacy practices. In its recent review of prominent Web sites, it found that several
of the organizations were sharing information about their users with third parties (such
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as advertisers) without the permission of the users of their site. In fact, three of these
sites were health Web sites [15]. The California Healthcare Foundation has also found
that many Web sites, including those of pharmaceutical companies, have not ensured
adequate privacy protection for consumers. The main findings of their report include
[14]:

• Visitors are not anonymous, even if they think they are.
• Privacy policies fall short of truly safeguarding consumers.
• An inconsistency between policies and practices exists.
• Security is not adequate to protect health information.
• Few sites disclaiming liability for third parties can guarantee those entities are 

protecting visitors’ health information.

The ethical principle of autonomy includes the notion of a patient’s right to privacy,
but clearly this principle is often violated in consumer health applications. In response
to these reports and ongoing press coverage, many sites have begun to adhere to ethical
codes and guidelines, signified by a posted code on their Web page. Examples of self-
regulatory initiatives include [6,16–19]:

• Hi-Ethics: emphasizes privacy, security, credibility and reliability
• American Medical Association’s Principles Governing Web Sites
• Health On the Net Code of Conduct: emphasizes reliability and credibility
• Internet Healthcare Coalition’s eHealth Code of Ethics
• Verified Internet Pharmacy Practice Sites Program: for pharmaceutical companies

The Web sites that have adopted these voluntary guidelines and regulations have been
proactive in responding to the public’s concern about the privacy and security of infor-
mation. The primary piece of legislation and regulation in this area is the Health Insur-
ance Portability and Accountability Act of 1996 (HIPAA). This act creates very strict
requirements for ensuring the security and privacy of patient information. Although it
is not clear how HIPAA may apply to the full spectrum of health Web sites, most organ-
izations with Web sites for patients are taking care to be in full compliance proactively.

Ethics and Etiquette of Online Virtual Communities

Online virtual communities are growing in importance in health care. Many of these
communities are focused on specific diseases or conditions, where social support and
problem solving are important components of care. These include both electronic bul-
letin boards for posting messages or real-time online chat rooms. Some of the com-
munities are facilitated or moderated by healthcare professionals. In other cases, there
may be an experienced patient who serves as a coach or facilitator. Social support and
online problem solving by patients contributes significantly to improving health out-
comes. However, several ethical concerns merit clarification as new participants join a
group. Some sample issues are covered in the World Wide Web’s Virtual Library site
[20] covering the Ethics and Etiquette of Internet Resources. These include guidelines
for social interactions (netiquette), copyright information, as well as advice on how to
protect privacy while participating in online virtual communities. Although there may
be no formal regulations for a health Web site, the guidelines around respect and
privacy are similar to those for face-to-face group support meetings. Many organiza-
tions that provide forums for virtual communities employ moderators for these groups
to ensure that ethical principles are followed.
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Conclusion

The guiding ethical principles discussed in this chapter are considered essential as the
moral underpinnings of guidelines and regulations that serve as codes of ethical
conduct for all parties involved in the delivery of health information and health inter-
ventions via the Internet. We have examined the ethical issues from the perspective of
patients, clinicians, Web site developers, and Web site sponsors. The dynamic nature of
the Web environment, and of technology development in general, offers continual new
challenges for ethicists and stakeholders in this area. It is encouraging to see the grass-
roots efforts of the consumer health informatics community to self-regulate and help
ensure that patients have an opportunity to access unbiased, secure, and high-quality
health information and interventions. The ethical challenges we face are not always
clear cut, but the five guiding ethical principles have served as a useful framework for
facilitating a powerful new component of health care—consumer health informatics.
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The dominant contemporary conceptualization of consumers is as individual seekers
of health information for their personal use.This individualistic view informs the devel-
opment and deployment of technically sophisticated systems and is flawed in two ways.
First, an individualistic view overlooks the socially embedded nature of consumer
health engagements. Second, such a view reifies the rather problematic expert-centric
view of health care. In this chapter I focus on how social informatics helps to both illu-
minate these issues and redress them through alternative conceptualizations.

Working groups focused on Consumer Health Informatics with the American
Medical Informatics Association and the International Medical Informatics Associa-
tion advocate for a range of needs relative to consumer’s health information needs
[1,2]. However, they focus on helping individuals make decisions about personal health
issues (e.g., [3]). Conversely, the Pew Internet and American Life Project’s reports note
that women and well-educated people are seeking health resources information, pri-
marily to help inform others [4]. Further, the Pew’s empirical findings make clear that
people use the Internet as a forum for emotional support and for practical, daily help
in coping. Finally, the findings of the Pew researchers are that these searches are done
via search engines, with little fact checking, and convenience and anonymity are valued
above breadth and validity.1

This contrasting view on consumer health behavior is problematic. Evidence sup-
porting a view of consumers as embedded in a web of social relationships, set in phys-
ical and temporal contexts, and often seeking information on behalf of others is difficult
to reconcile to the current discourse on consumer health-information–seeking behav-
ior. To help address this gap, in this chapter I introduce you to the concepts and find-
ings of social informatics. I do so to help reframe your understanding of, and issues
with, consumer’s information seeking regarding health and medical information and
their use of information technologies and information systems to support this infor-
mation-seeking behavior. To these ends, in this chapter I:
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1. Define and explain the concepts and findings of social informatics.
2. Examine consumer health opportunities and unexplored issues from a social infor-

matics perspective.

Thus, this chapter serves as an introduction to social informatics, and in doing so pro-
vides a lens for consumer health informatics scholars, systems developers, and policy
makers to reflect on the current approaches to engaging issues in (and with) consumer
health.2 My premise is simple: social informatics can assist consumer health informat-
ics scholars, systems developers, and policy makers in developing more robust and
useful theories, applications, and policies.

Social informatics is the body of rigorous empirical research that focuses on the rela-
tionships among information and communications technologies (ICT) and the larger
social context in which these ICT exist. By using ICT I include formal information
systems such as medical records systems through to the informal and often highly per-
sonalized collection of devices such as phones, cellular phones, personal digital assis-
tants, and so forth, that people use to find and share information. Thus, ICT is a plural
and fluid placeholder that I use to evoke the concept of a web of computing [5]. Focus-
ing on context highlights that ICT exist within a larger social milieu through which the
uses of that ICT can be understood. In saying this I explicitly connect social with tech-
nical: in the rest of this chapter I refer to this intimate interdependency as a socio-
technical relationship.

Social informatics research shares a common perspective and often common find-
ings, as others and I have noted. Social informatics work, however, is found in a range
of disciplinary literatures. In this way, social informatics is transdisciplinary. Acknowl-
edging this helps to give voice to common findings found in dispersed bodies of related
research literatures. For example, I summarize three studies, each from relevant liter-
atures, focused on different social settings and using different ICT to showcase the 
commonalities of social informatics research.

Kaplan et al. [6] report on a study of patients interacting with a telemedicine system
(the trial being done in the New England region of the Unites States). The system was
designed to provide an automated and interactive response to patients dealing with
changes in their physical activity and eating (in response to medical procedures). The
interactive system was driven by an expert system that had both diagnostic and
response questions about health and physical activity. Kaplan found that this clinical
system was much more than a fact-dispensing interaction with its clientele. Participants
reported developing an attachment to the automated voice, looking forward to the
social interactions with the system, and even developing personal feelings toward 
the voice, often asking questions far beyond the range of responses anticipated by the
designed (leading to odd interpretations of what was reported by the automated clini-
cian). Many of the participants were lonely and isolated, and this clinical system served
as much more than the clinical expert its designers anticipated. The automated system
became a friend and confidant—valued more because it “listened” than for its medical
advice.

Patterson et al. [7] report on a study of automated (barcoding) systems used by
nurses in a US veteran’s hospital. The system, hosted on a personal digital assistant,
was used to help automate the work flow of nurses, better monitor patient interactions
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and medications, and reduce human errors in the practice of medicine. Patterson 
and her colleagues found that the design of the system and its hosting device did not
fit the nurse’s work. The device masked details of the medical record and the limited
interface made it difficult to search, read, and record information. The predesigned
workflow system did not accommodate moves (such as demanding medicine to be
administered to patients when the patient was in another part of the hospital for test.
This would be recorded as a nurses’ error). This led to nurses using work-arounds and
often increasing the number of possible mistakes (not reducing them). Simply, the
information system did not account for the complex coordination needs, importance
of worker-to-worker social interactions, and the structural demands of the organiza-
tional settings.

Etzioni and Etzioni [8] focus on computer-mediated-communication (CMC) and
report that the creation of sustainable (stable) communities of participants (stake-
holders) is critical to the CMC system. They explore the role of community and extend
observations of behavior in face-to-face communities to what they mean in a computer-
mediated world. Their analysis maps aspects of community with features of ICT that
support computer-supported communities. In doing this they raise both ICT design and
ICT use issues, reflect on the ways that the social context formed by these communi-
ties shapes CMC use, and suggest several hybridized CMC designs that would better
meet the needs of virtual communities.

The Kaplan, Patterson et al., and Etzioni and Etzioni articles focus on different types
of problems, look at different types of ICTs, draw on different literatures, use differ-
ent theories, and are set in different contexts. However, these studies highlight similar
conceptual issues and their findings have much in common. For example, these studies
suggest that ICT uses leads to multiple and sometimes paradoxical effects. All three
studies describe how ICT use shapes thought and action in ways that benefit some
groups more than others and these differential effects. Third, all three studies depict a
reciprocal relationship between ICT and their context. We return to these points later.

What Is Social Informatics?

Six elements help to both define and bound what is meant by social informatics.

The Problem-Oriented Nature of Social Informatics
Social informatics is problem oriented. Just as the human–computer interaction (HCI)
literature reflects the problematic relationships between individuals and computers,
and the computer-supported cooperative work (CSCW) literature reflects the prob-
lematic relationships between groups of people and computers, the social informatics
literature reflects the problems that arise from the bidirectional relationships among
social context and ICT design, implementation, and uses. Social informatics research
spans levels of analysis, often by making explicit links between particular levels of social
analysis and the larger social milieu in which computing takes place. In this way, social
informatics is similar to other areas of study that are defined by a problem such as
gerontology, software engineering, urban studies, and so forth.

Social informatics research is characterized further by its inclusion of normative,
analytical, and critical orientations. The normative orientation refers to research whose
aim is to recommend alternatives for professionals who design, implement, use, or
make policy about ICTs. This type of research has an explicit goal of influencing 
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practice by providing empirical evidence illustrating the varied outcomes that occur as
people work with ICTs in a wide range of organizational and social contexts. For
example, much of the participatory design research focuses on identifying the nuanced
ways in which users come to understand and adapt how they work with information
systems.

The analytical orientation refers to studies that develop theories about ICTs in insti-
tutional and cultural contexts or to empirical studies that are organized to contribute
to such theorizing. This type of research seeks to contribute to a deeper understand-
ing of how the evolution of ICT use in a particular setting can be generalized to other
ICTs and other settings. One example is Kling’s [9] depiction of various perspectives
on ICT use in organizations.

The critical orientation refers to examining ICTs from perspectives that do not auto-
matically and “uncritically” adopt the goals and beliefs of the groups that commission,
design, or implement specific ICTs. The critical orientation is possibly the most novel
[10]. It encourages information professionals and researchers to examine ICTs from
multiple perspectives, such as those of the various people who use them, as well as
people who design, implement, or maintain them. The critical orientation also advo-
cates examination of possible “failure modes” and service losses. Critical approaches
provide great insight into how ICT can be better designed (e.g., [6,7]).

Empirical and Theory-Based Focus of Social Informatics
Social informatics work is empirical. The intent is to help make sense of the vexing
issues people face when they work and live with computing. This work is always set in
the context of social milieus such as work groups, communities, cultural units, societies,
and/or organizations.

Social informatics research is often characterized by its use of the wide range of
social theories that explicitly engage context in a holistic manner. By social theory we
invoke the wide range of perspectives that seek to represent, define, and predict how
humans enact and maintain social order, social structures, and social interaction (e.g.,
[11,12]).3

A Socio-Technical Perspective
Social informaticians conceptualize context as comprising interdependent and multi-
level networks of socio-technical links (e.g., [13,14]). Strum and Latour [15] emphasize
that these links are not merely social, as humans use technologies such as ICT to con-
struct or enforce their view of reality through symbolic and material bonds. Often the
literature uses different terms to describe this socio-technical arrangement. No matter
the term(s) used, social informatics research is premised on the belief that even
common technical components cannot be understood apart from the social and orga-
nizational milieu in which they exist. Simply, computing cannot be considered in 
isolation but must always be studied in specific contexts.

A socio-technical perspective makes clear that people are social actors. That is,
people’s individual autonomy, their agency, and their behaviors, are shaped by the social
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norms, organizational forces, and (the social and physical) structures that surround
them [16]. These structures can be as straightforward as office layout. But, structures
also include the uses of computer systems, the inherent organizational structure of data,
procedures and interactions, and authority structures based on power and knowledge.
Viewing people as social actors makes clear that they are often acting in very con-
strained, if not sometimes prescribed, ways.

A socio-technical perspective also emphasizes the ensemble view of computing [17].
In this view the elements of computing are seen as enmeshed into the institutional
structures of particular situations and the social-actor nature of individuals. Such an
institutional appreciation for ICT makes it difficult to abstract “best practices” or
decontextualized findings drawn from one site and apply or extrapolate them to a
second site.

Transdisciplinary
Social informatics research is being done in many disciplines including information
science, communications, sociology, anthropology, information systems, management
science, education, and library science, to name some. Often scholars whose work
focuses on one domain (such as hospital emergency rooms) do so without knowing
that similar work, often leading to similar findings, is being done in another domain
(such as software development groups). In this way social informatics is a “transdisci-
pline:” its literature both spans and links research from disparate fields. Further,
although the term “social informatics” may be new, social informatics research is not.
Researchers from these various fields have been studying the social and organiza-
tional aspects of ICTs for more than 25 years [9]. This work falls under a range of 
conceptual labels including (but not limited to) the “social analysis of computing or
technology,” the “social impacts of computing or technology,” “information policy,”
“computers/technology and society,” and, more recently, “computer-mediated com-
munication” [18, p. 1]. The sheer number of related fields and the use of a range of
terms mean that the research findings and insights have been difficult for scholars and
teachers to access [19,20, p. 12]. Moreover, given this dispersion, it is (oddly) possible
for a scholar to contribute to the social informatics literature without ever having con-
sidered his or her work to be a part of this (or any larger) corpus of similar findings.

A Form of Informatics
The meaning of social informatics rests in part on the broad, evolving, and debated def-
inition of informatics. By informatics we mean the study of information content, rep-
resentation, technology, and the methods and strategies of its use (see [21]). Informatics
is a term commonly used outside of North America to refer to a range of computing
research.4 Although there is an ever-growing number of informatics research areas
(e.g., medical informatics, legal informatics, archive and museum informatics, consumer
health informatics, bioinformatics, etc), a specific form of social informatics is that work
focused on formalized organizational or group boundaries, which we call organizational
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informatics.5 Social informatics arose as a descriptor through a series of discussions
among like-interested researchers in the early 1990s. Often these conversations were
led by or included the late Rob Kling, who maintained one of the most comprehensive
social informatics Web sites (see footnote 4) and whose work has been an instrumen-
tal part of coalescing social informatics into the interdiscipline I describe in this chapter.

In summary, what then, is social informatics? According to Kling [18, p. 1], “A serv-
iceable working conception of ‘social informatics’ is that it identifies a body of research
that examines the social aspects of computerization. A more formal definition is the
interdisciplinary study of the design, uses and consequences of information technolo-
gies that takes into account their interaction with institutional and cultural contexts.”

What Social Informatics Is Not
Many academic approaches besides social informatics provide theoretical insight
and/or commentary on the relationships among ICT’s uses and the human condition.
In this section we highlight some of these approaches and explain how they differ from
our conceptualization of the inclusive literature represented by us as social informatics.

A Theory

Like HCI and CSCW, social informatics is best seen as a large and growing federation
of scholars focused on common problems. There is no single theory of social infor-
matics and there is no claim being made that the research in this field is pursuing one
particular theoretical notion. Currently many theories are being used by social infor-
maticians and we return to this point in the next section. In the fourth section we point
to some contemporary work oriented toward theory building. But, even from the most
liberal perspective, social informatics is not a theory.

A Method

Social informatics research is characterized by pluralistic approaches to the conduct of
inquiry. It is pluralistic in that it is not method specific. Social informatics researchers
employ a variety of methods, ranging from the observational studies [22], secondary
data analysis [9], surveys [23], and multiple methods [24]. In this way the social infor-
matics literature differs from fields such as operations research or linguistic analysis
that are primarily defined by their methods.

Direct Effects (or Tool) Approach

Direct effects models underlay the earliest and often most simplisitc efforts to antici-
pate the social consequences of computerization in organizations (see, e.g., [25]). Tool
views provide little to social informatics given the relatively simple views of how people
interact with the ICTs.

Punditry and Futurizing

In addition, social informatics differs from other nonacademic commentary about ICTs
and society. One of the more common forms is the punditry of futurizing: glossy con-
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ceptualizations of the future impacts of ICT on society with little (or anectdotal)
support (e.g., [26]). This, and other forms of futurizing, may often be both thought pro-
voking and popular. But these prophesies are rarely validated by empirical study and
are often simplistic or misleading. In this way the public commentary on the value of
Web sites such as WebMD® reflect punditry.

Social Informatics Foundations

Three common findings arise from the empirical and rigorous research base of social
informatics.

The Roles of the Social Context
The mutual interdependence between ICT and social context frames social informat-
ics research contexts [9,27,28]. By social context we mean a holistic perspective among
levels of social analysis, particular characteristics that help to define a level of analysis,
characteristics that act as forces on the various levels of analysis, and characteristics
that provide the backdrop and perspective from which an understanding of the
problem of interest can be made. The exact nature of the social context is intimately
related to the problem of interest.This suggests that the characterization of, and factors
of interest within, context will vary and the researcher must set out the levels of analy-
sis and factors through either a priori depiction or post hoc description. But all social
informatics research will represent social context.

Research that reduces the larger social context to one or two variables, such as level
of uncertainty in the environment or some other surrogate, is not typically considered
as social informatics. However, factor-based studies that provide a richer picture of
context can contribute to social informatics.

As we stated earlier, social informatics researchers explicitly acknowledge that ICTs
are conceived, developed, configured, and/or used within a nuanced and interdepend-
ent socio-technical system [16]. Thus, ICT are in a relationship of mutual shaping with
context [29,30]. For example, the embedded nature of ICTs influences the ways people
develop them, the kinds of workable configurations they propose, and how people
choose to implement and use ICTs.

Common Social Informatics Findings
Three common findings come from the empirical work in social informatics:

1. ICT uses lead to multiple and sometimes paradoxical effects.
2. ICT uses shape thought and action in ways that benefit some groups more than

others and these differential effects often have moral and ethical consequences.
3. Reciprocal relationships exist among ICT design, implementation, use, and the

context in which these occur.

ICT Uses Lead to Multiple and Sometimes Paradoxical Effects

Social informatics studies highlight the complex outcomes of ICT use in two ways. First,
they show that a particular ICT’s impacts are rarely isolated to a desired area, but
rather spread to a much larger number of people through the socio-technical links that
comprise context. Second, these studies typically highlight unforeseen and unintended
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outcomes, which, in many cases, may be contrary to the original intentions for the ICT.
In summary, these examples serve to illustrate the first common finding of social infor-
matics research: ICT uses have both far-reaching and unexpected outcomes. This
implies that we should not assume that it is possible to understand fully the impacts of
a particular ICT use. It is likely that any given ICT will shape elements not immedi-
ately adjacent to it through connections of socio-technical links. Further, we cannot
always expect that ICTs will have the (positive or negative) effect we expect them to
have.

ICT Uses Shape Thought and Action in Ways that Benefit Some Groups More than
Others and These Differential Effects Often Have Moral and Ethical Consequences

The basis of our second common finding is that ICT uses act as sociocognitive struc-
tures that shape thought and action. Following Ritzer [12] we understand structure to
include both large-scale social structures that shape interaction and micro-structures
involved in individual human interaction. The social informatics approach recognizes
that these structures shape thought and action in ways that benefit some groups over
others and that this structural favoritism often leads to moral and/or ethical 
consequences.

Reciprocal Relationships Among ICT Design, Implementation, Use, and Context

The third common finding that arises from contemporary social informatics litera-
ture is that there is a reciprocal (bidirectional) shaping between ICT and its socio-
technical context. That is, social informatics research often leads to discussion of how
context shapes ICT or ICT uses and how these ICTs and ICT uses shape their context.

Context and Levels of Analysis in the Social 
Informatics Literature
We noted earlier in this chapter that social informatics scholars conceptualize context
as socio-technical networks of influences. They recognize that these network exist at
what Klein et al. [31] call different levels of theory or the “target level at which the
researcher aims to depict and explain” (p. 198). In social informatics work this typically
includes formal and informal work groups, departments, formal organizations, formal
and informal social units such as communities or professional associations, groups of
organizations and/or industries, nations, cultural groups, and even whole “societies”
[13,14]. Thus, one way of understanding context is to focus on the level of theory and
analysis that social informatics scholars portray in their research.

A Social Informatics Perspective on Consumer Health
Informatics Research

In this final section we use the principles of social informatics to help reframe some 
of the ongoing issues and opportunities in consumer health informatics. There seems
to be no shortage of issues and opportunities in this area, and here we draw on 
Eysenbach [32], who notes that the emerging orientation toward evidence-based 
medicine, increased use of information and communication technologies to get infor-
mation and deliver services regarding health, and the growing awareness of the need
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to equalize relationships among health professionals and lay people are tied to cutting
healthcare costs. Given these forces, Eysenbach [32] notes four areas of interest to con-
sumer health informaticians:

1. Bringing medical knowledge to consumers
2. Making electronic health records accessible to patients
3. Building decision aides to support consumer’s choices
4. Developing quality control mechanisms for health information available over the

Internet

Bringing Medical Knowledge to Consumers
As we noted at the chapter’s start this is typically conceived as targeting the brain and
behavior of an individual. A social informatics perspective suggests that these people
are embedded in institutional settings such as families, workplaces, and neighborhoods,
with each of these institutional contexts both steering and enabling actions [33]. This
social-actor perspective further suggests that this knowledge passing must be tied to a
larger discourse (as public health professionals have known for years), must be multi-
channel, and rarely is connected to formal medical systems or sources of knowledge.
This also suggests that application design must embrace the language and idioms being
used, requires multiple channels (such as the telephone, Internet links, and perhaps
even the television) and needs to be built to enable dialog [a consumer-centric view of
interactions, not question answering (a physician-centric view of interactions] [34].

Making Electronic Health Records Accessible to Patients
Two issues are often discussed relative to health records. The first is to make people’s
medical records more transparent. This, again, is tied to the consumer as an individual.
Second, and tied to access, to raise consumer’s level of understanding about health-
related issues. A social informatics perspective suggests reconceptualizing medical
records as also a family or community property [35]. This acknowledges that people
are often looking on behalf of others, are sharing within family and other social units,
and making collective sense of medical information. Further, a social informatics per-
spective highlights that there are different contexts of use: those who engage in their
medical information in response to emergencies act much differently than do those
engaged in long-term care and management of some particular illness. Application
designers should focus on balancing private and public access (like a library) rather
than as a personal characteristic.

Building Decision Aides to Support Consumer’s Choices
By framing decisions as a particular person’s personal choice seems central to current
thinking in consumer health informatics. It also stands in stark relief relative to rele-
vant contemporary data about how people interact with health information and make
decisions [4]. Decision aides are an outgrowth of medical systems and are likely to be
as obtuse and off-putting as have been people’s interactions with many health profes-
sionals (e.g., [6]). A social informatics perspective suggests that this approach is not
viable.
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Developing Quality Control Mechanisms for 
Health Information Available over the Internet
Nothing in the literatures on internet usage or human information seeking suggests
this is possible [35]. By developing access to information as a quality control issue
frames Internet access to medical information as a large-scale problem of people
making poor or uninformed choices. This framing neglects the powerful forces of
family, friends, and neighbors in both traditional and Internet-driven consumer-health
informatics. This was a “problem” with the conceptualization of patient/professional
relationships that predates the Internet and quality control efforts are unlikely to reme-
diate a long-standing problem. A social informatics perspective suggests that focusing
efforts to develop, facilitate, and enable localized discussions and sharing [36,37].

Two Further Suggestions for Consumer Health Informaticians
An emerging trend in the social informatics literature is the development of theories
and models that draw on, and/or extend, social theory to more fully account for the
effects of ICT. Consumer health informaticians have the opportunity to contribute to
this broad goal while also pursuing more socially relevant and encompassing theories
of consumer’s health information behaviors.

Second, the expertise with clinical trials provides health informaticians a method-
ological means to observe the evolution, and contribute to shaping the design of 
information systems over time. Imagine a trial of two systems: one based on the 
knowledgeable individual premise that underlies current medical information systems
and the other premised on social actor perspectives of users. In the former, its content
and advice focused. In the latter, the design is focused on sharing and responding. The
efficacy of these systems can be compared. In addition, their subsequent development
and operations can be evaluated and assessed over time. Simply, the difference among
current views on consumer health informatics and a social informatics perspective of
the same issues is both a conceptual and empirical question, and these are the type
where our science can help.

In summary, the context-dependency, methodological pluralism, problem-
orientation, and transdisciplinary character of social informatics research can help con-
temporary consumer health informaticians. A social informatics perspective leads to
advocating for broad-scale, contextually based research programs in which people are
characterized as social actors and the roles of ICT are set within institutionally sensi-
tive contexts. Further, a social informatics perspective focuses our awareness of ICT’s
varied influences and to provide us a means of engaging in larger-scale discussions of
these influences. In this way, social informatics research provides a means of educating
practitioners and of extending the research scope of researchers.
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On December 10, 1982, a young man by the name of Michael Fagan was arrested in
London after climbing a wall and jumping into the Queen’s bedroom at Buckingham
Palace. Mr. Fagan seemed to have no violent intent but was arrested for trespassing by
the Queen’s shocked security guards. In 1993, a young German by the name of Hans
Schmidt (a common name in Germany) used his driver’s license to open a bank account
and issue multiple credit cards in his name. He then forged the card numbers to match
those of other people named Hans Schmidt and went shopping for exceptionally
expensive jewelry and art pieces. At any sign of danger, he would swap the false card
with his own (valid) card and sail to safety. In July 2002, an investment manager at
Poalim Bank in Israel took a small (electronically recorded) commission on every
transaction she made for her private clients. The eighty-cent commission went un-
noticed until a colleague audited her exploding 50-million-dollar savings account.

The criminal nature of these acts is perhaps of little interest to us, but in each of
them some form of privacy was compromised. It is easy to perceive a violation of
privacy in relation to the queen’s bedroom, but the other cases represent merely dif-
ferent degrees of the same violation. Mr. Schmidt violated his fellow Schmidts’ privacy
by assuming their identities and using those identities to perform actions that were,
until that point, at the—other individuals’ discretion.The investment manager took the
liberty of executing transactions on accounts where transactions were supposedly at
the sole discretion of the owner. This action is regarded as an invasion of privacy,
despite the fact she was expected to manage the transactions in those accounts.
Although there is no doubt about the criminal nature of all three cases, they still raise
some questions from a security/privacy standpoint.The bedroom incident “sounds” like
both a security breach (the security system in Buckingham Palace) and a violation of
the Queen’s privacy. The investment manager did not breach any security or cross a
private perimeter when taking advantage of her clients’ bank accounts, but she did
bluntly betray the confidence of her clients. Hans Schmidt did not breach security
either. He didn’t betray any confidence, as it was never extended to him. He did,
however, take possession of identities that were the private assets of other people—
private in the sense that only those individuals were supposed to hold them (and shop
with them). It isn’t clear, however, how a security system could effectively protect
people’s identities. The line between security, privacy, and confidentiality is frequently
blurry, and making use of these terms in healthcare is, like everything else, even more
confusing [1]. Before we address some of the challenges faced in making computerized
systems work appropriately in these areas, it may be useful to bring some clarity to
some frequently misused terms.
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Definitions—Security, Privacy, and Confidentiality

Security
Definitions of this term vary considerably depending on the context in which the term
is used and the authority that formulates the definition (e.g., legal, military, or finan-
cial). The notion of security in all cases, however, is based on the preservation of
someone’s right to something and specifically the measures used in order to ensure that
this right is not compromised or taken away. In the context of healthcare information
systems, we typically do not protect individuals, but rather their health information.We
also don’t consider every instance of access to this information a breach of security, as
it needs to be appropriately accessed by care providers and health administrators. We
may therefore regard security as the process or means of ensuring that access to, or
usage of, protected data is appropriate [2].

Privacy
Whereas security deals with the process and means of appropriate access, privacy deals
with the question of what is appropriate [3].Although the meaning of the word “appro-
priate” is at best contextual and circumstantial, the term “privacy” is more easily
grasped. Privacy relates to what is not appropriate under any circumstances. Using the
same terminology as before, we may say that privacy deals with denying access to or
use of protected data to anyone but its owner. In this sense, security reflects the means
employed by an institution to prevent anyone other than the patient from accessing
his or her private information [4].

Confidentiality
This term is used to define those situations in which some access to personal data is
deemed appropriate and the qualifications for such access [5].As it relates to the notion
of privacy, confidentiality is concerned with allowing access to and use of protected
data by anyone who is not its owner as long as the data are not private. The people or
entities allowed access are thus held in confidence by the data owner and it is gener-
ally understood that they will access the information for the purpose and in the manner
that was intended. The exchange of confidential data is therefore the exception to the
notion of privacy. Where access to the information requires no degree of confidential-
ity, the data are in fact public, the opposite of private.

Disclosure
Disclosure relates to the process by which the owner of private information makes 
it available to someone else under variable degrees of confidentiality. If the owner of
the information requires that none of the data be disclosed to anyone, he or she has
effectively defined it as “private.” The institution hosting the data should then apply
the appropriate means to secure the data so that they are not disclosed. Current 
legislation (HIPAA) describes in length the manner in which any health entity 
must acquire and follow the patient’s preferences for the internal disclosure of their
information [6].
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Sensitivity
Many of us use the terms “sensitive” and “private” interchangeably in relation to infor-
mation. In fact, sensitivity is an attribute of data that is used to determine whether
information needs to be “private” or whether it can be disclosed in confidence and to
what degree. The degree of sensitivity typically guides the effort needed to either
protect the information from access or secure the process of confidential access. To
complicate matters somewhat, the same information may be viewed as “highly sensi-
tive” or “not sensitive” in different contexts or at different times.

While the preceding terms are used to define the different aspects of limiting access
to information, we may also want to consider their counterparts—the terms that define
aspects of access, once granted.

Availability
Availability denotes the consistency with which a system (e.g., a Web site) is ready to
perform its function (e.g., make data accessible). A system that is designed to operate
with little or no downtime (e.g., by introducing redundancies, mirroring, and monitor-
ing) is regarded as a high-availability system.

Accessibility
This term describes the process by which one can interact with a system. Accessibility
relates to the physical distribution of access points as well as the technology used to
moderate the access (e.g., dedicated, in-hospital mainframe terminals, Web browsers).
The term is often misused to also describe the qualities of the access mechanism, such
as ease-of-use and response speed.

Data Integrity
Data integrity refers to the system’s ability to ensure that once information has been
entered into it, an attempt to retrieve that information will produce the same data that
were entered or their intended compilation. If the data retrieved have been erroneously
or maliciously altered, a data integrity breach is recorded.

Asking the Right Questions

One of the fundamental challenges in establishing security in healthcare IT environ-
ments is the plethora of “moving parts.” In many cases, systems represent a combina-
tion of preexisting efforts made by different champions in the organization. Each of
these efforts carries its own legacy in terms of data, architecture, operational defini-
tions, and security approach. An attempt to consolidate the language used by all the
efforts is often an overwhelming task. When the complexity becomes too great, taking
a step backwards and asking some abstract questions may help visualize the big picture.
Such questions do not define the underpinnings of the system’s security, but are
nonetheless invaluable in establishing a systematic approach for mapping a proposal
for organization. Some of these questions have been included here. They are purpose-
fully phrased broadly, as their answers must be of a qualitative rather than quantita-
tive nature. In answering the first question (What type of information goes through the
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system?), we should think of answers such as “claim information, scheduling informa-
tion, and lab results” rather than “results from lab A and the office hours of Dr. X.”
This will allow us to move forward and understand the sensitivity of the data, its scope,
its desired availability, and the security threats that need to be mitigated.You may want
to consider the following 10 questions before investing time in implementing security
architecture around your system.

1. What types of information are expected to travel through the system?
2. Where are the data generated? How are the data entered and who controls that

process?
3. Where are the data stored, and are there multiple or backup copies?
4. Who owns the data and who authorizes access to it?
5. Who needs to access the data and from where?
6. How can we identify and authenticate the participants in this process?
7. What are the repercussions for incorrect access, loss of integrity, or delayed access?
8. What use of the system is regarded as inappropriate (an intrusion)?
9. Who might try and intrude on our system and for what purpose?

10. How can we detect intrusion and what are we willing to do if it is, in fact, detected?

Answering these questions should become more of a habit than a one-time exercise.
As the system evolves and expands, so do its uses, its entry points, and its appeal to
intruders. Getting a one-time assessment of the threats to a system’s security is like
reading the newspaper. It is invaluable to keep you on top of things but it has only sen-
timental value, if any, by the time tomorrow’s edition is out.

The Weakest Link
One of the most useful notions in building security into an information system is that
of the weakest link in a chain. For example, many organizations spend exorbitant sums
on security devices such as firewalls but pay little attention to the methods by which
employees can traverse it (e.g., dial-ups or virtual private networks that tunnel the user
across the firewall). Clearly, if the credentials for bypassing the security are easily com-
promised or remain in the custody of people who have left the organization, a security
breach is likely to occur, irrespective of the technology protecting the system. Adding
an eleventh question to the list, “What’s my weakest link right now?” and making a
habit of revisiting it at fixed intervals is another valuable practice. A maxim you should
keep in mind when hunting for weakest links is that, by definition, as soon as you
remove the weakest link, another link becomes the weakest. The hunt is (almost)
endless. You must apply judgment when determining at what point hunting the enemy
becomes the same as chasing your tail.

Approaches for Assessing Security

As in other projects, taking the first steps is typically the hardest part. This is where
many of us consider questions such as: “Where do we start?” and “How can we do this
systematically?” and realize “I need professional help here.” In reality, there is no one
correct answer to these questions. Below is a list of “security probing approaches” that
may prove effective:

1. By software and hardware blocks—This approach calls for the initial mapping of
all the software packages or programs that take part in the service offered by the
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system. The list typically includes an operating system (e.g., Windows), a data source
(e.g., an SQL database server), an application technology that allows your programs to
manipulate data (e.g., COM+) and the vehicles used to move the data around (e.g., a
Web server such as Microsoft’s IISTM or ApacheTM). Each package typically offers its
own access management panels, audit logs, data interfaces (the connection points where
it communicates with other applications), and, as we are already accustomed to, an
ever-growing list of known glitches and patches. In addition, the map should include
the hardware involved in running the software blocks. Dedicated data storage devices
(e.g., EMC, SANs, or NAS) have their own security characteristics. Some have modems
built in to allow the device to “call the manufacturer” if it detects an operational
problem. Others work like a large shared hard drive with their own access manage-
ment console that can be “hardened” to limit access to the authorized applications.
Firewalls, load balancers, and network switches are other hardware components that
deserve their own security analysis if this approach is taken. This “horizontal mapping”
is especially useful when building a new system from scratch, as it lends itself to the
creation of “rules” and “protocols” that can later be reused to govern the implemen-
tation of new applications.

2. By application—A slight variation on the aforementioned model (and an
approach that is often viewed as complementary) is the review of the system by appli-
cations. In this approach, the mapping process targets complete service units (e.g., a
scheduling service) and follows them across the software and hardware that enable
them. This “vertical approach” is advantageous when securing an existing system, as it
allows you to launch secured applications sooner, before other ones have even been
reviewed. For example, you may want to review your e-mail system (e.g., Microsoft
ExchangeTM) and then deal with your Web site and the application you use for sched-
uling. In cases where data sensitivity warrants an especially high level of security, you
may want to scrutinize your system using both the horizontal and vertical assessments.

3. By domains—This approach offers clarity when attempting to apply security in
large organizations that operate different collections of software and hardware for dif-
ferent purposes. “Domain” refers to an operational unit, such as a clinic, bundled
together with its user lists, applications, and in many cases software and hardware. In
some cases, domains are used to define perimeters of operations (e.g., development
environment, production environment or even intranet, extranet, and Internet).
Although there may be similarities between multiple domains in the same organiza-
tion (e.g., multiple clinics), exempting yourself from the need to review each of them
independently may be the equivalent of treating all patients with fever in exactly the
same way. Where people are different, so are the domains they work in, irrespective of
how “alike” they are supposed to be. The domain map approach is also known as the
“star” approach. Each domain has multiple types of software, hardware, and applica-
tions (the star arms), and the stars together form the “sky,” or the organizational infor-
mation system environment. Once the domains are listed, you may invoke either the
horizontal or the vertical model to assess the threats to them.

4. By logical segments—This fourth approach, which is a relative latecomer in its
adoption timeline, is geared toward managing security in Web-based environments. As
much of the concentration in consumer-oriented services has moved to Internet appli-
cations, this approach may well be the one best suited to identifying and mitigating the
most immediate threats faced by most readers [7]. The logical segment approach
divides “the world” into three major areas: the server (where your data and applica-
tions live—e.g., the Web farm), the network (where your communication with the con-
sumer takes place—e.g., the Internet) and the client (where you allow the consumer
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to interact with your application—e.g., a browser). Each of these three segments has a
clearly defined role in your service and uses specific applications to fulfill its role. For
the purpose of clarity, we will use this logical segment approach in mapping out some
potential threats and the possible actions that can be taken to mitigate them.

Server-Side (Application and Data) Security

“Server side” relates to the entire collection of computers and electronic devices that
are bound together to deliver the service to the network. Because of the immense diver-
sity in the parts used to operate this collection, it may be valuable to divide the threats
into groups.

Bad Programs
These are programs that utilize bad practices in their coding, which may result in a
security threat to you once you choose to use them. While it is not within the scope of
this book to cover coding practices, some are still worth noting, as they are dangerously
prevalent. Applications that store information on disk as a temporary byproduct of
their operations (disk cache instead of database) are among them.The assumption that
no one would know about these temporary files or attempt to access them is frequently
wrong. Hackers or even employees can gain access to the file system long before they
can get access to databases, and keeping raw data there just makes their lives easier.
Another bad program to watch out for is one that places unencrypted data in the data-
base. Programs that keep crucial credential data in a database as text without encrypt-
ing it exist on the assumption that anyone who gains access into the database will not
abuse the data there. Many databases allow you to limit the rights available to a user
or a program. Using the “master key” (e.g., the “administrator” account in Windows or
the “SA” key in an SQL server) to perform all operations is simply bad programming.
Some Internet technologies allow a programmer to store frequently used code in
modules that can then be “included” in other modules by simply referring to their
name. Although this works well for code, this feature is frequently abused to gain data-
base access by placing the access credentials in a file and then calling on it to “open
the door” whenever needed. Hacking or copying this file is just as easy. Although most
programmers are already aware that allowing files to be uploaded from the Internet
into an environment may be risky (and disallow such transactions), few scan the text
that gets entered by users. With the evolution of script viruses (viruses that are
uploaded as a text program) you may want to watch out for these too. In some cases,
part of a service utilizes a program purchased from a vendor. Such programs may take
the initiative in communicating information to the vendor, or react to incoming com-
munications that you would otherwise discard. Scanning the communication channels
(also known as ports) after introducing a new program to your farm may be well worth
the effort. Finally, if you have the time and resources, engage an application security
professional (a.k.a. a hacker) to break into your new application and pay him for the
results. It’s best that the hacker talks to you than to the local newspaper.

Bad People
While hackers may be the first to be considered as bad people, this threat relates to
the ones who are already within your organization. Hostile colleagues, clients, and even
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visitors or temporary contractors are typically given some level of access to your
system. If your system offers the ability to connect to the network with a simple laptop
and network cable (a Dynamic Host Configuration Protocol [DHCP]-enabled system),
anyone who walks through the door (or a thief through the window) can elegantly tap
into your valuable data. While it is hard to prevent a disgruntled employee from dam-
aging his own working environment, you may limit the damage in the following ways:

1. Limit the scope of access allowed for each authorized user on your system to the
bare minimum he or she actually needs to conduct his or her job.

2. Make a habit of reviewing the list of authorized users on your system and revoking
all those who do not require current access. Appropriate management of access lists
(and rights) is as important as keeping your firewalls switched on.

3. Monitor and limit the right of users to utilize public resources for purposes that are
tangential to their work. Most notably, limit the use of shared storage space for
downloaded programs; this may become the eye of the storm when a malicious
program is loaded.

Bad Maintenance Practices
You may secure your system from the ground up but fall short when mundane main-
tenance activity introduces an exception. Databases go a long way toward securing the
data they hold, but what happens to the backups? Backup tapes, CDs, or even print-
outs do not typically receive the same protection as their online counterparts. Almost
every operating system runs a hefty log of its activity. HIPAA does an excellent job of
defining additional auditing of activity at the application level (e.g., access to records).
The logs are a powerful tool for monitoring your system, but they are only as power-
ful as the habit of reviewing them. Although there are exceptions, most logs collect
data that are never used. Most breaches generate an early warning in system logs that
is simply never noticed because no one reads the logs. Identifying those audits that are
important (e.g., sessions, user access) and setting the method and frequency with which
they should be reviewed is advisable. Configuration of the security components you
have on your system (firewalls, load balancers, modems, operating systems, databases,
Internet servers, and active directories) is without a doubt critical. Although it is not
the purpose of this text to detail the specific procedure for tweaking these components
(a process called “hardening”), it is worth noting that the configuration you diligently
set up yesterday is likely to fall behind what your system is doing today. Two practices
are helpful in making sure that you are up to date: First, keep a list of any new service
you are introducing or software you are installing as you go, and schedule a session
with your best people to review the impact on security generated by the entries in your
list before you toss it away and start a new one. Second, use the security probing soft-
ware available on the market to get a report of your system’s standing. It is simple to
run and generates a detailed work list for sealing holes you didn’t think of. Don’t let
the report be filed away. Ask “why” about every finding until you are satisfied that the
concession needs to be made or the correction is in place.

Bad Guests
We have already noted the danger posed by authorized visitors (people) to your
network, but here we describe small programs that may be even more dangerous.
Viruses represent a significant threat to the availability of your services and to the
integrity of your data. Most viruses enter your system via infected files, but their action
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revolves around disrupting your system or its contained data rather than compromis-
ing its privacy protection. You can mitigate much of the danger that viruses present by
running up-to-date antivirus software that scans all existing data on your system and
also monitors incoming data (specifically e-mail and files) before it actually lands on
someone’s desktop. One type of virus, known as a Trojan horse, poses a particularly
significant threat. Trojan horse programs may enter your system as viruses (or as part
of a program you install), but instead of wreaking havoc they operate in stealth mode
and use your system and data to serve their remote master. Such programs may lie in
wait until they are remotely ordered to wake up and take control of your system (as
in denial of service attacks, in which your system suddenly becomes a soldier in an
attack on another system) or, worse, communicate information from your system to
the Trojan horse’s operators. Some antivirus software do a good job of scanning for
such programs but a good practice would be to monitor the traffic on your network
and identify any unexplained active channels of communication between your system
and the outside world. Another point to consider is that, unlike hackers who intrude
into your system and gain access to areas or resources they are not supposed to be in,
and who can be stopped by a strong guard at the door (e.g., a firewall), Trojan horses
(and another variant called worms) work from within and may pose a threat even if
you have severed your incoming communication wires.

Bad Passwords
Most of us have heard the (valuable) mantra on the importance of keeping your pass-
words cryptic and the need to change them frequently. Many, however, are not aware
of the fact that most systems come with internal passwords used to allow access to pro-
grams that operate within. Typical examples are the “sa” (short for system administra-
tor) password used in a mainstream database server and the blank “administrator”
password used in most operating systems as they come out of the box. Even some hard-
ware devices that are used for networking (most notably wireless access points) and
Web servers are configured this way. Changing these passwords from their original
factory settings is as vital to protecting your system as your own password is.They often
represent the weakest link targeted by hackers and other malicious intruders.

Bad Initiatives
We have already touched on the challenge of securing a system that combines many
programs from different sources (as most clinical systems do). Behind every program
is a programmer, and a programmer’s capability to create security back doors should
never be underestimated. The ability to create a Web site from almost any desktop,
share files and, most importantly, delegate access rights may quickly become the easiest
route for an incoming intruder. Making strict policies about what is and is not allowed
when people take computing initiatives (frequently to allow them to work from home)
is a good starting point. Considering your internal network (intranet) to be as threat-
ening as the outside world and securing your data from it too may be another step in
the right direction.

Bad Platforms
Much of the attention in securing systems is directed toward applications that are
directly involved in managing data. The other components that allow these applica-
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tions to function are often overlooked and may represent the weakest link. Old oper-
ating systems (such as Windows 95) are now considered easy prey for both human and
programmatic threats. Even newer operating systems and antivirus software, as well as
devices that have software built into them (also known as firmware), are frequently
outdated in their ability to ensure secure operation. The process of upgrading these
capabilities and installing vendor updates (patching) must become an integral part of
maintaining the system. While newer operating systems and antivirus software often
suggest available updates, many devices and applications require you to be the initia-
tor of the process. Make a habit of sweeping your system for components that are out
of date and patch them immediately. In cases where physical components are out of
date and cannot be updated (e.g., wireless access points with no encryption capability),
consider how soon they can be replaced.

Physical Security
Sometimes, the weakest link is not computational at all. If your IT administrator makes
heroic efforts to ensure the security of the data on the hard drive, but the drive itself
can be removed and taken away by a passerby (e.g., during office cleaning hours), not
much has been accomplished. Three general measures apply to maintaining physical
security for a small physician’s office or a hospital Web farm alike:

1. Lock—Make sure all physical instances of your data (source and backups) and
the points where access is gained to it (terminals, etc.) are inaccessible to unauthorized
people.

2. Monitor—Watch every time the locked area is accessed. Whether by keeping the
key for the door at the receptionist’s desk (and keeping a log of entries) or by cameras,
biometrics, and man traps in a Web farm, make sure you know each instance of access
to and the whereabouts of your data.

3. Anonymize—If all else fails and an intruder does find a way into your sanctum
of data, make sure it is unclear where the gold is hidden. Mark your environment
(specifically servers, disks, and backup tapes) with names you will recognize but that
do not provide an indication of their contents to the intruder. Naming a server
“Alabama” is better than “Patient Records Server.” Naming a backup tape “LR-11” is
better than “Lab Results, November.”

Reactive Security
This term relates to the types of measures that can be implemented ahead of time to
confine the damage done by an intrusion once it is detected. Most of these measures
are in fact written action plans that allow you to act decisively and effectively when
time is of the essence and confusion is (typically) at its peak. Generally, such plans are
structured as decision trees, where important questions lead to branches that may
include actions to be taken and additional questions to narrow down and mitigate the
threat at its source. In creating a reaction plan, you must always consider the balance
between known damage, ongoing threat, and the impact of threat mitigation on the
business operation supported by the system. It’s easy enough to turn the system off at
the sight of a security breach, but often this is just as damaging to your business as the
threat itself. Plan your reactive security in advance. Your coronaries will thank you
later.
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Network and Transactional Security

In the preceding section we discussed some of the security concerns for operating your
application back-end. Once information has been requested and formulated for deliv-
ery, your system will send its response out via the network (completing a transaction
in doing so). The same process will take place when an end user of your system sends
his or her information to you from a data entry point (e.g., a browser). The threats to
the information en route differ from those within your servers. The wires are typically
on public domain (the Internet). Each packet (the small parcels used to move the infor-
mation on the Internet) may take a different route to get to its destination and, most
importantly, minimal effort is required to intercept the parcels.

Threats
Network and transactional security threats can be divided into the following general
groups:

1. Eavesdropping—This threat is equivalent to the mailman reading your postcards.
There is no need to actually “steal” the communication in order to read it; all you need
to do is listen in. As such, the network poses the same challenges as do phone systems
today or as did the radio systems in World War II. The solutions are all based on the
assumption that the intruder has successfully intercepted and acquired a complete copy
of the information, and are fundamentally the same as they were 50 years ago—make
sure that the intercepted information is illegible to the interceptor. Different levels of
encryption are now offered on most systems used to communicate data over public
networks, and when used appropriately may effectively negate the threat of eaves-
dropping. (See discussion on encryption later.)

2. Network Impersonation—because communication on networks travels in frag-
mented and unpredictable pathways, it is much easier to intercept if the intruder pre-
tends to be the rightful recipient. To intercept a communication, the intruder may
assume the identity of either the sender or the recipient. Because your system com-
municates with many individual clients, assuming your identity (rather than that of the
end client) is the most lucrative choice from the intruder’s perspective.The use of iden-
tity certificates, which are issued by trusted organizations (such as VerisignTM), ensures
the recipient that the communication came from you. Another type of impersonation
is IP-spoofing, where the intruder assumes a computer network identity (an IP address)
that is reserved for your use. Newer firewalls and routers can automatically drill down
on the packet’s inner details and call the bluff. You may want to verify that your hard-
ware supports this capacity. More information on IP spoofing can be found at
www.iss.net.

3. Retransmission—in some cases, an intruder can intercept a transaction of infor-
mation but doesn’t have the capacity to decipher its entire content. Some parts of the
message, however, are easily changeable, like e-mail or even mail addresses. After
changing the values, the intruder can simply resend the slightly modified communica-
tion with the hope that it will trigger the same action on your system as the original
was intended to do. This time, however, the intruder is the beneficiary. The result may
be an appropriate transaction with compromise of data integrity (see the first section
of this chapter). Different solutions are available for maintaining and verifying trans-
actional data integrity, but most rely on the “checksum” model.At the time of the trans-
action, the system (server or client) calculates a number that is based on important
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data elements in the transaction and sends it along with the data. The recipient per-
forms the same calculation on the data received and compares the two numbers. If the
numbers are not the same, data integrity has been compromised and the transaction is
either cancelled or re-requested. Another methodology uses short-lived tokens incor-
porated into each transaction. If a token is reused (as in the retransmit process) or is
used too late (detecting the time it takes the intruder to introduce the change to the
data), the transaction is aborted. Unfortunately, both methods described here require
some sophistication to be added to your underlying applications. It is nonetheless
helpful to know what to look for when designing a new system or implementing an 
off-the-shelf one.

4. Denial of service (DOS) attacks—DOS attacks have received a great deal of pub-
licity in recent years. Sites such as Yahoo and CNN went offline for hours as their
servers were suddenly overwhelmed by millions of simultaneous page hits coming from
around the globe. The source of these attacks is typically numerous naïve home com-
puters that were infected with a Trojan horse (see earlier) and are suddenly instructed
by their remote master to hit the target site. DOS attacks do not attempt to hack or
intrude on the target system, but rather overwhelm it with service demands that greatly
exceed its capacity. The inevitable result is the system’s inability to cater to true service
demands and the loss of its availability. New firewalls and intrusion detection systems
may be able to sense such surges in service request and filter out much of them using
request pattern recognition (since all computers are infected with the same Trojan
horse, their simultaneous requests tend to be identical in form and content). If your
firewall is not designed to withstand a DOS attack, there is little that can be done on
the inside of your system to protect it. An innovative solution is to offer your service
from two separate Web addresses (e.g., domain names or even IP addresses). If one 
is under attack, just turn it off and allow your users to receive service from the alter-
nate one. The major drawback of this method is that your users must know of the alter-
nate address in advance. As a solution, it isn’t pretty, but neither is a full-blown DOS
attack.

Encryption
Believed to be invented by Babylonian merchants in 800 b.c., encryption refers to the
transformation of a message from one (legible) form to another (illegible) form in a
reversible fashion. The creator of the message uses a key (cipher) to make the message
illegible (encrypt it), knowing the reader can use her own key to reverse the process
(decrypt it) and read the message. An interceptor of the message who does not have
the key cannot read the message unless he finds a way to deduce (decipher) what the
key is. The degree of difficulty in deducing the nature of the key is also referred to as
its strength, or “cipher strength.” New information systems make constant use of
encryption protocols. The underlying power of the computers we use today makes the
hassle of encryption and decryption almost transparent to the user, but its importance
should not be underestimated. The use of encryption in systems that transmit sensitive
information over public networks (e.g., e-mail, Internet, wireless networks) is no longer
an option; it’s a requirement.At the same time, it is important to remember that encryp-
tion protects the data only in transit and for as long as its keys are not available to the
eavesdropper (see earlier). Many Web-based systems use hardware-based devices to
accelerate the encryption/decryption process just before the message is routed onto
the Internet or as it comes in. Few systems encrypt communication internally, and we
have already named some of the threats we face from within. Like all the other miti-
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gations, encryption is a powerful solution, but be aware that it may or may not solve
your weakest link.

1. SSL—“Secure socket layer” refers to the encryption protocol used by most Web
browsers.The process requires that the side offering the service (the server) hold a cer-
tificate of authenticity and that this certificate be used as the basis for converting all
the messages that are exchanged between the service provider and the client. When a
communication takes place over an SSL connection (as typically noted by a small
golden lock at the bottom of the browser screen), all data moving between the browser
and the server (and vice versa) are encrypted and are effectively illegible to an inter-
ceptor. You can verify the certificate identity of the server by clicking on the lock icon
and can find the strength of the cipher (the number of bits or the length of the key)
by reviewing the “about” section of your browser. Cipher strengths of 40, 56, and 128
bits are used by different browsers. The latter is the de facto standard for communi-
cating sensitive information over the Internet and is built into all new browsers (e.g.,
Internet Explorer 6, Netscape Navigator 7). If your system transmits personally iden-
tifiable health information (HIPAA’s PHI), you cannot settle for less than 128-bit SSL
when communicating over the Web. It is important to note that this prevalent form of
SSL ensures the identity of the server only. Any browser that connects to the server
can establish a valid encrypted connection, even if the person behind it is not the one
who he claims to be. A new variation of SSL (called SSL 3.0) requires that both sides
authenticate their identity using certificates. Although this allows much greater cer-
tainty that the information is being communicated between the right parties, it requires
that the client (e.g., the patient) apply for and install a certificate on his or her browser.
Until this process becomes more user-friendly and for the time being, very few organ-
izations require SSL 3.0 as the basis for their services.

2. PKI—Private key infrastructure is one of the most fundamental technologies used
in systems that communicate sensitive information over public networks, including
those that use SSL over the Internet. Although you don’t need to know the underpin-
nings of the technology, as it is almost transparent to end users, it still warrants some
basic introduction. The most compelling notion introduced with PKI is that the keys
used to encrypt and decrypt the communication should not necessarily be identical (the
keys can be mathematically “asymmetric”).The practical implementation of this notion
may work as follows:When another party needs to exchange sensitive information with
me (because I asked that it be sent to me or tried to hit a secure Web site), the other
party can encrypt the information using a key that I make available in my browser (my
public key). Once the other party is done encrypting and sends the information to my
browser, I will use my private key (that is, one associated with but not identical to the
public key) to decrypt the information. In consequence, anyone can send me encrypted
information that can be read only by me. Whenever I log on to my online bank site,
asking for a Web page with my account summary, the bank encrypts the data with my
public key, thus making sure that I and I alone can read it. PKI splices this technology
with the use of certificates (see earlier), digital signatures and key directories to allow
rapid and discrete establishment of secure communication between two authenticated
parties.The initial step in establishing an SSL connection over the Internet takes advan-
tage of this technology. More on PKI and digital signatures can be found at
http://verisign.netscape.com/security/pki/understanding.html.

3. Kerberos—Kerberos is another fundamental technology that, like PKI, is well
hidden under the surface. Invented at the Massachusetts Institute of Technology (MIT),
Kerberos provides a high degree of trust when communicating information inside a
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network (rather than on the Internet). Kerberos ensures that the identities of the two
parties involved in exchanging information are authentic. Unlike PKI, Kerberos is
based on the notion that the two parties share a secret key (an identical, symmetric
key). Every transaction between the two sides provides sufficient evidence that the
sender indeed has that key, establishing the sender’s identity. Kerberos’ power is in 
its ability to demonstrate possession of the secret key (and hence identity) without
actually passing it every time and thereby endangering its secrecy. Kerberos 
has been adopted by Microsoft and became part of its operating systems from 
Windows 2000 onwards. If your network includes computers running previous ver-
sions of Microsoft operating systems (95, 98, Me), consider them a worthy candidate
for the title “My Weakest Link.” A good introduction to Kerberos can be found at
http://www.microsoft.com/windows2000/docs/kerberos.doc.

Protocols: HTTP, SMTP, FTP, POP, SOAP
Most of us are not aware of the different vehicles used by the network to communi-
cate our information back and forth. Such vehicles, technically referred to as “proto-
cols,” are used simultaneously, as each has a different strength (or ease of use) to
accomplish different tasks.We browse the Internet to retrieve information (Web pages)
and less frequently send it (via forms on Web sites). We use e-mail to communicate
with individuals, but also to send them electronic files in the form of attachments. Some
of us use browsers to locate files that are stored somewhere on the network (whether
it is on our intranet or the Internet) and download them for our own local use. In recent
years, a new breed of applications has allowed us to work locally, on our own desktops,
but invoke services on another computer or server that operates elsewhere on the
network. The protocols used in each of these instances, namely HTTPS, SMTP, POP,
FTP, and Web services (SOAP over HTTPS), carry different security risks you should
be aware of if you intend to rely on them heavily to communicate sensitive informa-
tion. Although it is not in the scope of this chapter to compare the risks between pro-
tocols, it is sufficient to note that only two of the four [browser pages exchanged over
SSL (HTTPS) and Web services] provide some degree of encryption and protection.
As a rule, the use of e-mail for text communication or the use of FTP to exchange files
is to be avoided where sensitive information is concerned. While there are tools that
allow you to encrypt e-mail or secure FTP services, none of these tools comes bundled
with commercially used operating systems and most require significant technical
expertise to operate. If you don’t intend to add PGP (an e-mail encryption standard
anecdotally named—pretty good protection) to your e-mail or buy a secure FTP suite,
think of it this way: sending sensitive information via e-mail is like sending your ATM
PIN number on a postcard. Placing sensitive files on an FTP server is like stacking your
money at home, right behind your front door. You may get away with it, but the odds
are not in your favor.

Client-Side Security

Much of the attention in this chapter and in other security reviews is focused on ensur-
ing the safe operation of the systems that serve the information and the networks used
to deliver it. The reasoning is clear—this is where intruders will look for the informa-
tion, and in most cases these are the places intruders can most easily get into. More-
over, the legal obligation of an organization to protect data from improper access
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typically stops short of the client. Once the data are in the hands of the authorized
client, so is the liability for compromising its security. Although this notion may be
invaluable in court, the following considerations may help ensure that your sensitive
data are secure even after they reach their rightful reader.

• Local cache—Most browsers (and some terminal emulation programs) are config-
ured to “memorize” some of the information they load so they don’t need to load it
again if it is requested. This “caching” mechanism relates to Web pages themselves
(e.g., a page showing lab results), the address for the Web page (the URL line with
the access credentials embedded in it as request parameters), or even (as in Inter-
net Explorer) the passwords used in the context of a specific login screen (e.g., to
the labs system). This potentially insecure behavior of the browser can be mitigated
to a degree with good programming skills. Making sure your system programmati-
cally prevents caching of pages and reminding of passwords, and avoids placing
access credentials into URLs, may sound simple, but it will go a long way toward
preventing client-side breaches.

• Cookies—Another type of local storage of information on the client side bears the
endearing name of “cookies.” The term refers to tiny bits of information that are
stored locally on the client’s workstation and allow the Web site to better personal-
ize its interaction with the specific user. Cookies, like e-mail, are not encrypted and
can be easily read by anyone with access to that workstation. If used to store the
color preferences of the user, no harm is done, but if used to automate the trans-
mission of login credentials (the most common practice is to auto-suggest the login
field), you may end up facilitating the process of intrusion while thinking you are
making life easier for your authorized users.

• Session extenders—This is a private case of the local cache but is worth emphasis.
The Web operates in what is called “stateless mode.” This means the server is not
connected to the client browser in any way other than during page transitions, even
if the sequence of pages is part of the same operation.To counter this problem, many
systems employ sessions—a server-side footprint that carries the memory of the
user’s previous actions (and in many cases their access authorization) from one page
to the next. Sessions are often limited by time and expire if no activity is recorded.
Conversely, if an activity is recorded (e.g., when a previous page is resubmitted), the
session with all its embedded access rights is revalidated and extended. If a new user
on your workstation clicks the “back” button and resubmits one of the pages you
worked on an hour ago, there is a good chance that the user will acquire a fresh, fully
operational session that will allow him or her to do . . . whatever you were allowed
to do. To make things worse, the actions this user chooses to take will be recorded
as if they were made by you. Make sure you know the session policy of your system
and that it is as restrictive as is practically possible.

• Use of client-side applications (Active-X, Java applets, Flash)—In some cases, it is
difficult to create a user-friendly interaction using the Web’s stateless ping-pong of
static pages (see earlier). Newer browsers allow the embedding of small programs
that execute inside the client’s browser and generate a much more responsive (attrac-
tive) working environment for the client. Although the use of such technologies is
greatly encouraged, some operational guidelines must be kept in mind to mitigate
some of their inherent security holes. Local applications tend to create a local data
footprint that is no longer under your remote control. Some of these technologies
(e.g., Flash) are not (yet) configured to take advantage of encryption. Lastly, be aware
that the downloaded applications may have a life of their own. They can sometimes
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be run outside of the context of the page that was used to download them, or even
by another user. If your data serving system interacts freely with its new client-side
applications under the assumption it operates within an authorized session, you may
be in for an unpleasant surprise.

• Encryption level on older browsers—by now, the use of SSL to encrypt Web-based
communication and services has become the rule, rather than the exception.
Although implementing SSL capability on your system is straightforward, you should
remember that SSL comes in different “strengths” based on the length of the key it
uses for encryption (40, 56, or 128 bits). Most new servers take advantage of the
stronger cipher and establish a 128-bit SSL connection whenever possible (when-
ever the browser on the other end supports it too). Unfortunately, just out of the
box, the same systems are also likely to serve your sensitive data in 40-bit SSL if
that’s what the recipient browser is capable of. You must actively configure your
system to drop connections that don’t support your preferred level of encryption.
Non-SSL or 40-bit SSL connections may very well be the weakest link in a system
that supports, but does not mandate, state-of-the-art 128-bit SSL.

Allowing Access

Designing, building, and maintaining security in a clinical system is a significant chal-
lenge by any standard. Acknowledging the incredible dynamics in the system’s opera-
tion (new data, new users, new rules, new applications, and new technologies, to name
a few) is a good measure of the work involved in rising to this challenge. It is there-
fore unfortunate that this is only half of the problem. Keeping the wrong people out
is sometimes more easily scoped and enforced than managing access for those who are
authorized to be in.As in the assessment of physical security, it is a challenge to compile
an access management survey that will be applicable in all instances [8]. As before, we
can focus on some of the key questions that, given abstract answers, will be helpful in
compiling an access policy for the system. Not surprisingly, some of the questions
resemble those encountered in assessing security in section one above.After all, we are
dealing with two different aspects of protecting the same information. To accomplish
this, we will start by assessing the resource (data) that we are trying to control access
to, continue by identifying the parties who may need access rights to it, review the
general models of access most frequently used in clinical systems, and conclude by con-
sidering how access control can be enforced.

Creating an Access Map
Although access management is all about people, it is often the nature of the data that
has the greatest impact on the access policy eventually employed. Mapping between
data types and possible users can help us determine if access to the system can be gov-
erned in a black and white fashion (i.e., all individuals are either granted or denied
access) or whether other considerations must be weighed. Some initial questions should
include the following:

1. Can we logically group people who need access into collections (user types) that are
granular enough to require a single access profile? Are there any crossovers?

2. Can we achieve logical partitioning of the data so that different data partitions can
be made accessible to the respective user types?

3. What are the exceptions to this model?
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As in the earlier section on security, the answers to these questions are most helpful if
given in an abstract fashion. It is somewhat easier to define user types (physicians,
nurses, administration staff, technicians, etc.), as we typically use the same metaphors
in our daily work. Data collections are not as clearly defined, but once we have the list
of users we can employ it to help us with the data. One such approach is to apply what
is known in system design jargon as “use cases”—a “thought experiment” simulating
how the system will be used by the defined users and the data access they would need
in the course of a typical day. If physicians need to access clinical notes, labs, problem
lists, insurance information, visit logs and prescription logs, we can then list these six
collections and start correlating them to their respective user types. The resulting grid
may be extensive, but it’s invariably cheaper to have extensive work done on paper
than tweaking a system after it is launched. You may want to start the use-case exer-
cise with the following list of user types and extend it according to your needs:

1. Data owner—the patient
2. Data collector—the data storage owner (the clinic or hospital)
3. Data user—the different care providers involved in a care instance
4. Workflow support users—administration staff, utilization reviewers, quality assur-

ance personnel
5. Business associates—HIPAA’s version of people you work with but who are not

part of your core organization (e.g., pharmacies, labs, claim processing)
6. Application support—IT, vendors, programmers
7. Authorizers—system administrators

Adding an Operational Layer
Mapping possible users into groups and data into partitions and drawing the access
correlation between them is a useful first step, but returns at most a static snapshot of
your dynamic environment. Because staffing and data change over time, we have to
color our access map with some operational patterns:

1. Is there a hierarchy between user types? Do supervisors have all their subordinates’
access rights, or are their profiles mutually exclusive?

2. Is the data collection hierarchical (such as access to a parent collection implies/
requires access to a sub-collection including lab tests, blood tests, or blood count)?
Are there exceptions (e.g., lab tests, blood tests, or CD4 count)?

3. Can the correlation between data and user-type change over time or will the users simply
gain designation of additional user types as they need different access? (Alternatively,
can the data be moved/copied to the collection that the user is allowed access to?)

4. Are there any other levels of groupings that must be imposed (such as multiple
clinics, each having the same access policy for its own collection of users and data,
but allowing a provider from one clinic to assume the same role in another)?

5. Are there cases where access to the data may be needed by an external entity (e.g.,
labs, vendors) that cannot be mapped to a registered user within the system?

6. Do any of the following parameters impact the policy we have created?
a. Time—is there a notion of “when” access is appropriate or inappropriate?
b. Location—does it matter if access was achieved from a specific location (e.g.,

home or office, nurse station, or operating room)?
c. Frequency—does it matter how frequently a query on the data is made or is this

left to the discretion of the authorized user? (Anecdotally, does high frequency
of queries made by a user imply abuse of access rights?)
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d. Usage—is there a difference between access to the data and usage of the data?
Is inappropriate access as dangerous as inappropriate usage (e.g., reviewing the
medication list of a patient versus manipulating it)?

Adding Flexibility (Customization versus Administration)
Like high-rise buildings in an earthquake-prone area, any system that does not build
some degree of flexibility into its access management rules is likely to collapse. Such
flexibility is typically manifested in the administration tools that govern access man-
agement, and their ability to handle new data collections, new user types, and new oper-
ational (correlation) rules between them. In practice, you will need to make a decision
as to the amount of resources that will be invested in allowing the system to change
its operational rules after you switch it on. In making this decision, it is helpful to make
a distinction between two core capabilities:

1. Administration—this represents the ability to extend the current operational
rules to new modules, users, systems, and data. The process of adding or revoking users,
changing access credentials, reviewing usage patterns, and moving users from one
access authorization profile to another are all examples of such functions. Access
administration is typically a daily routine and no system is ready for operation without
defined tools to accomplish it.

2. Customization—this is the ability to modify or introduce new operational rules
and apply them to existing or new objects in the system. An example of customization
is the process of defining a new user type (and its access rights) or making a change to
the password expiration/validation rules. Unlike access administration, customizing
your access model or policies is a rare and demanding process on many levels.Although
you may want to identify those areas where customization (such as the addition of a
new data source) is expected and validate that the system can reasonably accommo-
date it, this is the area where analysis (of all the possible changes you may want to
introduce in the future) may lead to paralysis.

Although both customization and administration tools are required for managing
access over time, they also introduce an operational concern. Most access breaches are
discovered long after they take place. Proper detection, mitigation, and preventive
actions can be achieved only if the event is viewed in the context of the access policy
that was in place at the time of the event. Making access-policy changes without retain-
ing a complete and thorough audit trail (and often an “undo” function) may be ill
advised. The technical term “configuration management” relates to a capability in the
system to recall, and in some cases reinstate, its previous operational settings. Having
this capability in the area of access management is key to preventing and dealing with
access breaches.

Access Authorization Models

Having the technical capability to authorize and manage access (as well as the proper
security measures to prevent unauthorized access) is fundamental to running any
system with inherent data sensitivities. As expected, the medical environment compli-
cates this challenge further by introducing the unique notion of data ownership.
Current legislation emphasizes the right of patients to withhold access to their clinical
information from the providers and organizations that created it on their behalf. This
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emphasis is not merely a clarification of patient rights, but is a fundamental shift from
the existing (provider-centric) access model to one that places the consumer in the
driver’s seat (patient-centric model). Although this trend is only beginning to impact
system access architectures in existing healthcare entities, it has created enough
momentum to warrant introduction.

The Provider-Centric Model
This model of access (Fig. 14.1) is and has been used by hospitals, physician practices,
specialty clinics, and insurance companies for as long as clinical systems existed. In
essence, all member-related data are stored as records in a system that is managed by
the organization. Ownership of the data, as well as the discretionary decision of who
is allowed access to it, is in the hands of the organization. The data are stored prima-
rily to aid the operational activity of the organization so that a physician can, for
example, have access to her previous notes on a patient when the patient comes in for
a follow-up visit. The access model revolves around the provider in such a way that
once her identity is established, she will gain access to all of her patients in the system.
To support this model, the system uses an access control list (ACL) that compares the
user credentials with the authorized employee list (e.g., of the hospital) and grants or
denies access accordingly. From a workflow perspective the model is optimized to
support the provider. The provider logs in using her credentials and can work on all
data and all modules on all patients until she logs off.

The Patient- (Consumer-)Centric Model
This model (Fig. 14.2) represents the evolution in patient rights that started in the early
1990s and is beginning to formalize in current legislation. The model assumes patients
are the sole authorizers of access into their records, irrespective of the physical envi-
ronment where the data has been generated. This also implies that data aggregation
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will be centered on the patient (through a central trusted data warehouse, possibly
operated by the insurer), rather than on the organization that owns the point of care
(and the data systems employed in it) [9]. As patients present themselves to providers
to acquire care, they will also enable access to their data as needed (e.g., scope, read-
only, or read and write). Because the data follow the patient, a more complete record
of the continuum of care is attainable while patient privacy is inherently upheld. This
model does not require an ACL of authorized providers, as access is given as needed
and at the patient’s discretion. Beyond privacy, the model holds significant promise 
in the area of care coordination, prevention of redundant workup, medical error pre-
vention, and cost containment. Unfortunately, the model is extremely obtrusive to
physicians’ workflows. Their access to a patient record can be established only with the
patient’s explicit permission and on the system the patient chooses to host his or her
data. Even if the patient granted the physician a fixed password to personal records,
the physician would have to use different passwords for each patient who comes in 
for an office visit. Despite the usability flaw, this “personal health record” model is
already offered by several commercial and insurance entities with an impressive adop-
tion rate.

The Reconciled Model
Reconciliation of the two models (Fig. 14.3) attempts to grant providers the ability to
follow the same workflow they grew accustomed to over the years while still leverag-
ing the benefits and preferential privacy of the consumer-centric model. The difference
lies in the method by which access credentials are used and distributed. While main-
taining the basic structure of consumer-centric architecture, this model offers providers
the ability to store and automatically rebroadcast patient credentials on subsequent
visits by clicking on the patient name from their list. The list represents the patients
who have given this provider access authorization (using a token such as a password)
and can be expanded by the provider as more patients join the panel. Selecting the
patient from the list will negotiate the validity of the credentials against the patient-
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centric data store, and if approved, will grant access to the provider. From a physician
standpoint, the provider-centric flow of using a single credential to log into a system
that offers immediate access to all the patients is preserved. From an operational stand-
point, the system remains a true patient-centric environment.

The access paradigm offered by each of these models carries its pros and cons. Intro-
ducing change to physician practices has been typically a slow and painful process and
casts a shadow on the feasibility of the second and third models, despite their promise.
At this time it remains unclear if patient privacy legislation will force such a paradigm
shift or whether another model [10,11] will emerge to reconcile the seemingly con-
flicting interests of providers and consumers in controlling clinical data and access 
to it.

Access Control

Access Control Lists (ACLs)
In the heart of literally every traditional (provider centric) clinical system lies a list of
individuals with their respective access rights in the system. While serving the same
purpose, different architectures of ACLs are employed to optimize the service needed
in different models of the healthcare environment and their respective clinical systems.
The following are some of the most frequently used ACL models.

• A user list—This simplest form of an access list holds the names and passwords of
the people who are allowed access. Each person has one credential (e.g., password),
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and that credential allows full access rights to the entire system. This architecture is
the one most easily maintained, and is optimized for environments where all author-
ized personnel know each other on a first-name basis.

• A pointer list—This two-step variation on the simple list holds two tables, one for
the person’s identity (name, login, password, ID) and one for the rights that are
granted to that person (with the ID field pointing between the two tables). This
version allows some degree of differentiation in the scope of access rights granted
to each individual (e.g., clinical staff versus administrative staff).

• A role list—geared to handle a large number of authorized personnel, this system
offers a three-way association between a person, a role, and the access rights asso-
ciated with a role. Because every person can have multiple roles and every role can
be associated with multiple rights, the system offers a high degree of flexibility.

• A role/domain list—this model adds a fourth layer to the access matrix by qualify-
ing the rights attributed to a role, depending on the domain in which the data or
applications are to be accessed. For example, a cardiology consulting physician may
have lower access rights on a patient record than the staff physician who ordered
the consultation. Although both physicians hold the same role in the system, each
has a preferential access to records in his or her domain.

Regardless of the model most appropriate for one specific environment, it is the admin-
istration of the list that offers the most strength and, paradoxically, highest vulnerabil-
ity.The procedures associated with keeping the list up to date and the clear designation
of which person this task belongs to are cornerstones to the security of the entire
system. Separate procedures must exist for adding people, defining their roles and
access rights (depending on the model), removing people or revoking their rights in a
timely fashion when necessary, and, most importantly, reviewing the appropriateness
of the entire ACL in a repetitive, thorough fashion. Managing the ACL by focusing on
its incoming and outgoing traffic (workforce update) is a mistake many ex-CIOs regret
to this day.

Identification versus Authentication
Two other frequently confused terms are identification and authentication. The reason
for the confusion lies in the fact that many systems use the same credentials to estab-
lish both objectives and that the processes themselves “look” like a single-step com-
putational process. Most login screens require a single transaction that grants access
based on a username (or login name) and password. Although the two fields are sub-
mitted together, they serve different purposes and must have different characteristics.
The login name is used to “pinpoint” the person trying to log in on the ACL. The pass-
word is then used to authenticate that the person trying to log in is in fact who he or
she claims to be by establishing a degree of certainty that the login alone could not
ascertain. Identification is therefore the process of establishing a unique (one-to-one)
relationship between the person trying to log in and an entity in the ACL, while authen-
tication is the sequence of processes imposed on that individual to establish certainty
that this association is in fact correct.

The confusion arises in cases where the process used to establish identity is in itself
so robust that it provides the degree of certainty we typically expect from an authen-
tication process. As an example, we can consider an extremely long password—it is
likely unique (only one person uses this specific sequence) and, if kept secret, unlikely
to be replicated by chance or even maliciously by another person. Merely knowing and
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typing in the sequence is powerful enough to achieve both objectives. Retinal or iris
scans are other examples of powerful unified access tokens. So why so very few systems
use a unified token? The answer, ironically, has two parts. In the first place, the low
usability associated with very long passwords and the high cost associated with retinal
scans make them unpopular for large systems. Second, the preferential performance
one gets from a search for a login name in an indexed database table (compared with
searching for uniqueness in a binary iris scan pool) makes the two-step process a clear
winner.

Establishing Unique Identity
Now that we have established the most important characteristic of the identification
key (uniqueness), it is worthwhile to consider some of the associated challenges.
Assigning a unique identity number (or sequence) for each person is a good start, but
quickly becomes unfriendly when sequences become longer and cryptic. Embedding
the sequences in automated-reading tokens such as barcodes in a supermarket solves
some of this problem, but the inevitable dependency on barcode reading devices has
serious drawbacks (e.g., in phone conversations with a patient). The ability to guaran-
tee uniqueness for an assigned login name can be accomplished by relying on an exter-
nal, ubiquitous system that is trusted to enforce it. Examples are Social Security
numbers or even e-mail addresses. Both are supposedly unique and if the system
double-checks to reject duplicate entries (erroneous or malicious entries), both sound
like a good bet. The problem is that not every person has an e-mail account and some
(certainly citizens of other countries) don’t have a Social Security number. Another
aspect of the challenge lies in the scope of intended use of the “login” credential. If the
login is expected to be unique within a hospital, the medical record number may be
sufficient to establish uniqueness, but if two hospitals merge, the same number may
now be used to identify two different medical records and a new identification system
must be established.Although introducing a new, combined record identification token
is immensely complicated, the value is compelling—patient records can now be shared
across the hospitals. Expand the scope to a city, a state, or a country and uniqueness
becomes a true challenge. Ironically, 2004 legislation introduced a national provider
number to tackle the uniqueness problem in ACLs of provider centric systems. The
introduction of a national patient identifier (that will streamline patient-centric
systems) is still being debated in congress and is controversial to the degree that makes
a resolution unlikely in the foreseeable future.

One method used by large healthcare entities to mitigate the problem is called prob-
abilistic identification. The key concept is that using several keys in conjunction can
deliver high probability of uniqueness even if each key in itself does not. Combining
first, middle, and last names together narrows down the search, but including also
gender and date of birth makes the probability of uniqueness good enough for most
medical practice utilizations. Probabilistic identification designates an index of cer-
tainty, reflecting the number and quality of identity keys used in the search. Because
not all keys (e.g., gender) are as useful in narrowing down the possible candidates, such
systems often suggest the keys that will be most effective in reaching unique identifi-
cation within a collection of patients. When uniqueness is established, the system will
also point out the index of certainty that the identification is correct (e.g., it is possible
to identify a person by a single very esoteric last name, but this is not as complete a
proof as identifying him with a conjunction of Social Security number and date of
birth).
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Authentication
Although most systems use a text sequence (typically a login string) to locate a person
in an ACL, great variability is found in the manner of authentication that follows. Pass-
words (shared secrets of varying number, length, and complexity) are by far the most
prevalent authentication method, but are less secure and in some cases even less user-
friendly than other means of authentication available today. Of the many nontextual
solutions out there, two types deserve special mention.

1. Biometrics—As discussed earlier, such powerful identification methods are often
used for authentication in parallel. Better technology (accuracy and speed), plummet-
ing costs, and a shrinking device dimensions have made biometrics the method of
choice for environments where high-certainty authentication is critical (e.g., when pre-
scribing chemotherapy to patients). Hardware and software for incorporating finger-
print readouts (automated fingerprint identification systems, or AFIS) into a login
process are readily available on mainstream platforms such as Windows® and in newer
clinical applications. Iris scans are gaining momentum (as more accurate and poten-
tially less intrusive to workflow than fingerprint devices) but are still too expensive for
cross-organizational rollout. Facial recognition, hand geometry, signature vector verifi-
cation, and voice recognition are the most prominent runners-up, but like iris scans
have still to mature into dependable, cost-effective, workflow-friendly technologies.

2. Physical tokens—these are a large group of hardware devices that can communi-
cate stored information at the time of authentication. Possession of such a device by a
person indicates that the individual is who he or she claims to be. This method is also
known as “two-factor authentication” as it requires both the login (something the user
knows) and the device (something the user has) to complete the authentication process.
Notable tokens in this group include smartcards and SecureID®. Smartcards are credit-
card sized computer chips that can store information of various amounts and com-
plexity. At the time of authentication, the unique information read from the card is
crossed with the person’s identity, and the conjunction, if valid (compared with the ACL
on the server), is considered a successful authentication. Irrespective of the complex-
ity of the data on the card, all cards require a special reader to extract the information
and thus raise usability as well as cost issues for wide-scale deployment. SecureIDs
resemble smartcards in size but display a constantly changing number on a small LCD
panel embedded on the card. On a SecureID enabled system, the number shown on
the card (and keyed in at that same time by the user on any access point) can be authen-
ticated by the main server and establish that the user is in fact holding the card. Because
the numbers change randomly and frequently, it is literally impossible to guess (or
copy) the code without holding the actual card. Like smartcards, this “proof of pos-
session” is regarded as authentication. Add a biometric to the process and you get a
three-factor authentication (a login the user knows, a physical attribute the user
exhibits and a token the user possesses).

Delegation of Trust (Single Sign-On Models)
The constant transformation of the healthcare environment poses a major IT integra-
tion challenge. Clinics, hospitals, laboratories, and insurance entities associate and dis-
sociate, requiring their systems to support a corresponding continuum of care for their
patients. In many cases, it is easier to allow uninterrupted browsing between the systems
than to merge the systems (and their idiosyncratic data structures) into one. This
process of logging onto one system and transparently gaining access to another
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(without the need to log in again) is referred to as a single sign-on (SSO) process and
can span two or more domains. The trust in the authenticity of the user identity can
then take different forms. Depending on the protocols established between the systems,
directionality can be limited (e.g., a user can log into system A and browse into B but
not from B to A). When the user is passed into the other system, some data may be
passed along to indicate the user’s role and allow further refinement of the service he
or she receives on the second system. In some cases, a report of the activity of the user
on the second system is returned to the original system and is recorded for auditing in
the user’s record. SSOs are primarily used in Internet-based systems, as they typically
adhere to the same browser-oriented environment and user-interface conventions.
Using URLs (links) to transition between Web pages coming from different servers or
even sharing frames on the same Web page makes the browser an SSO-ready envi-
ronment and drives system integration projects toward Web technology from the start.
Several major players in the industry have already introduced systems that allow trust
delegation between Web-based applications based on different models of SSO.
Microsoft’s Passport® and Sun Microsystems’ Liberty® project may become the central
switchboard for Internet identities following the reconciled patient-centric access
model (discussed earlier), but have yet to make an entry into the healthcare arena.

Auditing
HIPAA requires that all activity surrounding patient-related information be audited
[12]. The legislation describes in length what the term “related” consists of and what
level of analysis needs to be made available based on the audits. Although it is not in
the scope of this book to describe the HIPAA roadmap [13,14] (by now, there are prob-
ably more publications on this subject than patients), you must consider the impact of
such auditing on your system. Because the audits need to allow reconstruction of each
access and activity around personal information, the level of detail recorded in each
transaction is substantial.The fundamental information you must record for each trans-
action will include the following:

1. When the transaction took place (and, if different, to what time it was applicable)
2. Who accessed the system and in what role he or she was acting
3. Which patient records were accessed
4. What type of actions were performed
5. What data, within the record, was changed/deleted/added
6. The relationship between this activity and other activities in the same session (if

there is a sequence such as rescheduling a treatment)

As a rule of thumb, the system should audit enough information to allow reconstruc-
tion, within a reasonable time, of the events that took place and should provide the
data needed to mitigate further damage. Unlike firewalls and ACLs that serve as watch-
dogs and gatekeepers, audits are like security cameras. If you place enough of them in
sensitive areas, you will be able to catch infiltrators, but only if you watch the moni-
tors. It is this metaphor that is most useful in guiding your auditing policy: audit all the
processes in your system where erroneous or malicious activity may take place and
define the routine (possibly computerized) inspection of the logs.While these two rules
sound simple, consider this one fact—audit-trails typically consume three to four times
the storage space of actual patient data. Implementing a thought-out audit policy may
give you the security camera you need, rather than a haystack with an occasional
needle.
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Conclusion and a “Self-Assessment” Survey

Winston Churchill advocated knowing the enemy is the first step to defeating it. The
knowledge and daily vigilance required for maintaining security in a system that
manages private and confidential health information follows the same line.This chapter
attempts to provide a birds-eye view of the field of battle, even if not actual war tactics.
The Web offers a plethora of detailed guides and lessons in each of these areas for
those readers who are interested or need a drill (a good starting point can be
www.cert.org hosted by Carnegie Mellon University). In doing so, it is worth remem-
bering that securing a system is a never ending story and that the main business of the
organization is, after all, not security but health care. Like most things in life, balance
and sound judgment are the best guides to the proper investment required to secure
a system. In some cases, a possible breach may be less harmful than the cost and work-
flow interference introduced by the security plan. The list below summarizes the ques-
tions a security specialist is likely to ask on her first consulting visit to your firm.Asking
the right questions is after all where we started off and is thus a good place to con-
clude. Ask yourself:

1. Do you have a security policy that describes the obligation of the organization to
secure its data and assure the appropriateness of its disclosure?

2. Do you have a map of your data assets and how they are used across the
organization?

3. Do you have an integrity maintenance plan (a plan that describes the maintenance
procedures that need to be taken regularly to ensure the proper function of the
security measurements employed in your system)?

4. Do you have an intrusion detection plan (a plan showing how and what data/events
need to be monitored to detect an ongoing intrusion or abuse of data)?

5. Do you have an intrusion/incident response plan (a plan describing in detail what
actual steps need to be taken in case a certain type of intrusion is detected)?

6. Does your response plan involve compromising patient privacy (e.g., logging into
records to ascertain their integrity)?

7. Do you have a disaster recovery plan (a plan describing in detail how the organi-
zational information system can be put back online after an intrusion, or other dis-
aster, forced it to be taken off line or caused corruption of valuable data)?

8. Do you have a communication plan (a plan describing who needs to be notified,
what gets communicated, and in what channels in case a breach of security takes
place—includes both internal and public/patient oriented messaging)?

9. Is there a clear definition (a list) naming the ones responsible, in your organiza-
tion, for maintaining the different aspects of security in your system?

10. Do you know your weakest link right now?
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This development, by itself, may do more to reform and improve the quality of health care in the
United States than anything we have done in a long time.

—Vice President Al Gore, June 1997 (referring to NLM efforts to provide health resources
directly to the consumer)

The National Library of Medicine (NLM) has a history dating back more than a
century and a half. From its beginnings as the Library of the Army Surgeon General’s
Office, it grew to the Army Medical Library (1922), and in 1952 to the Armed Forces
Medical Library. By an Act of Congress in 1956, it was named the National Library of
Medicine and moved to the Public Health Service of the then Department of Health,
Education and Welfare. Throughout its history, NLM has served the information needs
of health professionals, developing a scientific and research collection that now
numbers more than 7 million items including numerous special collections of prints,
photographs, audiovisuals, oral histories, and manuscripts.

Since the early 1960s, NLM has been a leader in applying computer technology to
accomplish traditional library functions and improve access to medical information.
NLM’s MEDLINE® database, the online version of Index Medicus launched in 1971,
was one of the first large-scale online bibliographic reference databases. MEDLINE
now contains more than 12 million references and abstracts from more than 4600
indexed biomedical journals. Quick to take advantage of the reach of the personal com-
puter in the 1980s, NLM developed and launched Grateful Med® in 1985. This desktop
computer software package enabled individual subscribers to search MEDLINE at
home or in the office at a reasonable cost of $2 to $3 per search. Recognizing the impor-
tance of extending access to all health professionals, during the 1990s NLM and the
National Network of Libraries of Medicine focused on training individual health 
professionals to search NLM databases and increased efforts to identify and reach
unaffiliated and underserved health professionals. In 1996, NLM introduced Internet
Grateful Med, a program for searching MEDLINE via the World Wide Web.The intro-
duction was made at a press conference presided over by Michael E. DeBakey, MD,
of Baylor University (and a member of the Library’s Board of Regents), and US
Senator Bill Frist (R-Tenn.), a surgeon and long-time user of Grateful Med and
MEDLINE. Also included in the press conference were patients and families whose
lives had been saved or medical situations improved because of physician access to
MEDLINE [1].

By 1997, there were about 150,000 subscribers to the NLM system, conducting more
than 7 million searches annually. On June 26, 1997, NLM announced that all access to
MEDLINE would be free to everyone and without any requirement for registration.
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Congress had heard testimony earlier in the year from Dr. DeBakey, who suggested
that the Library could provide MEDLINE access to all US citizens, without charge,
over the World Wide Web. Dr. DeBakey said that consumers were increasingly turning
to the Internet as a source of information to improve their daily lives, including their
health. He suggested that NLM might broaden the scope of its databases to include
authoritative health information for lay audiences [2].

While conducting the first PubMed search free on the Internet, Vice President Al
Gore was prescient in recognizing the impact of making the entire MEDLINE file
freely available to anyone, anywhere in the world. Within 1 year of free access to
MEDLINE, the number of searches increased from 7 million to 120 million. In addi-
tion, whereas MEDLINE had been a scientific information resource used almost exclu-
sively by medical librarians, researchers, and health professionals, about 30% of the
searches were done by the general public worldwide [3].

MedlinePlus.Gov

Recognizing that consumers were already frequent users of products geared to health
professionals and researchers, NLM made plans to create a product tailored to the
needs of the consumer Internet public. Launched in October 1998 with 22 health topics,
MedlinePlus.gov has grown rapidly to become a comprehensive health information
resource for consumers.

NLM had one of the very first US government sites, HyperDOC, which began in
1993 [4]. HyperDOC provided information about NLM’s products and services, but
was not a direct source of health information. From the day it debuted, visitors entered
search statements into NLM’s main site seeking health information. One analysis
showed that more than 90% of the search statements logged on the main site were for
health-related topics and inappropriate for the NLM-services content of this institu-
tional site [5]. Although changes to the main NLM site (www.nlm.nih.gov) over the
years decreased the proportion of health information search statements, MedlinePlus
finally provided a site for users to enter these searches and find appropriate 
information.

As NLM planned MedlinePlus, its research arm, the Lister Hill National Center for
Biomedical Communications (LHNCBC), analyzed a sample of search statements
using the Unified Medical Language System (UMLS) [6] and other tools. They deter-
mined which health topics and MeSH® (Medical Subject Headings) concepts were 
the most commonly entered [7]. This matching provided a priority list for creating 
MedlinePlus topics and features. Staff created MedlinePlus health topics pages of
selected, reliable, authoritative links in priority order based on the analysis of consumer
health searches. Not surprisingly, the first topics were diabetes, arthritis, AIDS, cancer,
heart attack, stroke, fibromyalgia, and depression. The most common feedback from
early users of MedlinePlus was for more health topics. The site was launched with 22
health topics and has now grown to well over 600.To address a need for overview infor-
mation, along with an expressed desire for images, NLM licensed the adam.com
medical encyclopedia, covering about 4000 medical topics with thousands of images.
The analysis also showed that a quarter of the search terms were for specific generic
and brand name drug names. Again, to answer this consumer-expressed need for drug
information, MedlinePlus added the United States Pharmacopeia Drug Information,
Advice for the Patient II in 2000, and the American Society for Health-System 
Pharmacists MedMaster data in 2002.

15. The National Library of Medicine Reaches Out to Consumers 189



In 2000, NLM partnered with the Patient Education Institute (PEI), Iowa City, Iowa,
for a pilot test to customize its X-Plain interactive tutorials to NLM’s specifications for
the Web. The PEI tutorials were a CD-ROM product developed for use in hospitals
and clinics, explaining medical conditions and procedures using animated graphics, nar-
ration, and interactive questions in easy-to-understand language. The first tutorials
were made available in March 2001 [8]. User feedback from the general public, health-
care professionals, and librarians has been overwhelmingly positive, noting that these
tutorials meet the needs of low literacy populations, those for whom English is not 
the first language, those with low vision, and the general population. As a result,
MedlinePlus now includes 165 tutorials covering diseases and conditions, tests and
diagnostic procedures, and surgeries and treatments.

Although search logs provided an early user profile, subsequent usability tests pro-
vided key guidance on the interface. For example, observational usability data informed
the simple, alphabetical presentation of the generic, brand, and drug-class names. They
are some of the most frequently requested pages on the site and the same design is
replicated on other pages. User feedback in many forms has guided MedlinePlus.
Health news, a medical dictionary, and functional features such as print format and 
e-mail, are recent additions, and many others are planned.

MedlinePlus in Spanish

Very soon after MedlinePlus was launched users asked for health information in
Spanish and other languages. Librarians, especially public and hospital librarians,
as well as health professionals serving Spanish-speaking clientele, expressed the need
for the same information in English and Spanish, so that they would know exactly 
what information they were providing. Focus groups confirmed that often bilingual
family members were searching for health information in English and translating it 
for their Spanish-speaking relatives. After a year’s effort, MedlinePlus en español 
(medlineplus.gov/esp) was launched in September 2002, with nearly 500 health topics,
a medical encyclopedia, and 30 interactive tutorials (see Fig. 15.1).

Focus groups with Spanish speakers, both unilingual and bilingual, guided the design
of MedlinePlus en español. Every Spanish page is directly linked to its English coun-
terpart (where it exists) so that the user can toggle from one to the other. At this
writing, nearly all health topics have information in both languages. The 4000 encyclo-
pedia articles and 165 interactive tutorials have been translated so that a user can easily
navigate to the equivalent information in the other language. Drug information and
Spanish news were added in late 2003, moving toward the goal of achieving a site that
is as comprehensive as the English version. NLM also implemented a new search
engine from Recommind, Inc., so that users could search effectively in either language.
Through usability studies and user surveys and direct feedback, Spanish users have
indicated that they would like more images on the Spanish version, a medical diction-
ary in Spanish, and more health topics in general.

MedlinePlus Technical Background

MedlinePlus began as a database of links with associated metadata. Based on experi-
ence with the World Wide Web and with large databases, NLM bypassed the mainte-
nance issues associated with static HTML pages by creating MedlinePlus from a
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dynamic database [9].This database houses 15,000 links, which comprise more than 650
health topics pages (see Fig. 15.2) Medical librarians at NLM and at other organiza-
tions (under contract to NLM) maintain these links using an NLM developed input
and maintenance system that controls workflow, user privilege levels, quality assurance,
and global changes. To maintain high standards of quality, the MedlinePlus staff review
each link at least biannually and an automated link checker allows staff to repair
broken links daily.

As the core resource of MedlinePlus, the health topic pages demand regular vocab-
ulary maintenance. Staff derive the health topic names and the “see references” dis-
played in alphabetic lists from a variety of sources. MeSH is a primary resource, but
consulting other resources such as the search logs, customer service inquiries, language
used in full-text consumer-level documents, NLM’s UMLS Knowledge Source Server
[10] or the Planetree Vocabulary [11] of consumer health library terms provides guid-
ance to language that will be most meaningful to consumers. In addition to naming
topics and creating “see references,” staff maintain topic groups that refer users from
a topic page to other topics of interest.All of this information is maintained in the data-
base and kept up to date with changes in MeSH and the other NLM resources to which
it links.

Because it links to other key NLM products, MedlinePlus maintains the vocabulary
and software to keep these links current and accurate. Each health topic provides one
or more MEDLINE/PubMed searches so that health consumers and others can follow
up on the consumer-level information with a live, customized search of the current
research and clinical literature. These searches provide brief, clinical, and review arti-
cles and the search formulations are updated every 6 months. Where appropriate,
health topic pages link to ClinicalTrials.gov to provide lists of clinical research studies
recruiting participants with that condition. As with the PubMed search, these links

15. The National Library of Medicine Reaches Out to Consumers 191

FIGURE 15.1. MedlinePlus en español homepage.



perform a live search each time users click on them, providing consumers with the most
up-to-date information possible. Also using MeSH, MedlinePlus maintains links to the
LHC’s Genetics Home Reference from related health topics pages.These product links
are maintained by software that automatically keeps them updated with relevant
changes in each system, always linking consumers to the best information regardless
of where they initiate their information seeking.

Go Local

From early experience with consumers using MedlinePlus, NLM realized that in addi-
tion to the health information provided by MedlinePlus, consumers need information
about health providers, facilities, services, and programs where they live. Because local
information can be very difficult to find and extremely dynamic, gathering and main-
taining this information is best done locally. NLM partnered with the University of
North Carolina at Chapel Hill Health Sciences Library and School of Information and
Library Science, funding development of a pilot site, launched in January 2003 [12].
NCHealthInfo.org is the first “Go Local” site, fully linked to MedlinePlus, that bridges
the gap between authoritative health information and local health services. UNC staff
have developed and tested methods to identify, select, and organize health services sites
and are gathering user feedback from health professionals, consumers, and librarians.
Based on the experience of UNC to date, NLM plans to expand the “Go Local” ini-
tiative to other states. NLM is building a system to allow other libraries or organiza-
tions to focus on selecting and maintaining local information. NLM will be responsible
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for maintaining the infrastructure and links to MedlinePlus. Organizations in states that
already have a site of local health services will be able to map their information to
MedlinePlus to create a complete and authoritative health resource for the public in
their states.

MEDLINE/PubMed and Consumers

PubMed (pubmed.gov) is NLM’s bibliographic retrieval system that provides access to
MEDLINE. In 1999, PubMed began linking to MedlinePlus through a “consumer
health” link on its left-side navigation bar. This link guides users who wish to find in-
formation at a consumer level to MedlinePlus. In addition to this general link to the
MedlinePlus home page, PubMed also provides links to appropriate health topic pages
to read consumer-level information related to the PubMed reference.These links, intro-
duced in April 2000, are part of the PubMed LinkOut feature [13]. Each month, more
than 10,000 users visit MedlinePlus from one of these links.

Another PubMed feature of interest to consumers is the “CAM on PubMed” service
[14].This PubMed feature, introduced in February 2001, allows PubMed users to search
for articles related to complementary and alternative medicine. Through CAM on
PubMed, the public can find references to peer-reviewed articles about various com-
plementary and alternative treatments including acupuncture, herbs, homeopathy,
chiropractic, traditional oriental medicine and others. At this writing there are 340,000
citations in the CAM subset.

ClinicalTrials.Gov

Government and industry both sponsor many clinical trials to test promising treat-
ments for medical conditions. Recognizing the benefit to the public of a comprehen-
sive list of these trials, in 1997 Congress included language in a section of the FDA
Modernization Act requiring the creation of a clinical trials database, specifically, “A
registry of clinical trials (whether federally or privately funded) of experimental treat-
ments for serious or life-threatening diseases and conditions” [15]. In response to this
law, NLM released the first version of ClinicalTrials.gov in February 2000. The initial
release included trials from 21 organizations of the National Institutes of Health (NIH)
and has since grown to include trials from many other government agencies as well as
those sponsored by the private sector [16].

The development of ClinicalTrials.gov as a successful resource for patients, families,
and health professionals has depended on overcoming many challenges. The trials
records come from a variety of institutions, which requires standardizing and main-
taining quality in data elements. The registry is valuable only because it is very up-to-
date and complete, but these standards for comprehensiveness and currency require
extensive maintenance resources. The LHCNBC, which developed and maintains 
ClinicalTrials.gov, has created a reliable system to address these challenges and update
the records daily.

The clean design of ClinicalTrials.gov is derived from extensive interviews, commu-
nity feedback, and usability testing with the user audience (see Fig. 15.3). For example,
because feedback showed that some users preferred browsing through information
hierarchies and others preferred a more direct search, ClinicalTrials.gov provides both
navigation options. ClinicalTrials.gov maintains links from trial records to MedlinePlus
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for consumer-level information on the disease or condition through MeSH vocabulary
relationships. As with other user-driven resources, ClinicalTrials.gov continues
to collect search and use data to make informed decisions about changes and 
improvements [17].

NIHSeniorHealth

To address the special needs of older consumers, NLM developed NIHSenior-
Health.gov in partnership with the National Institute on Aging (NIA). In 2002, the 
first beta version became available to the public and includes topics of particular 
interest to seniors. The site accommodates the physical and cognitive changes that 
NIA research has shown affects seniors’ interactions with computers. For example,
low vision is a reality for many senior health consumers. To address this need,
NIHSeniorHealth uses a large font and provides options for an even larger font, allows
users to select a high-contrast bright text on a black background, and even an option
to read the text aloud. This “talking” feature does not require a browser plug-in and
allows users to click on any paragraph to hear it read in a machine-generated voice.

The navigation of NIHSeniorHealth simplifies browsing for seniors. The pages are
one-screen in length with large “next” and “previous page” buttons for easy naviga-
tion.All the mouse targets are large for seniors with declining motor control. For clarity,
there is lots of white space around the large text. The site reinforces content for this
group of users who may have diminished cognitive skills. Quizzes, FAQs, images, and
videos all help users in reviewing content for better understanding and recall. Feed-
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back from usability testing and focus groups with seniors and low-vision users has
greatly influenced the construction of NIHSeniorHealth. As NIH Institutes continue
to contribute content of particular interest to this audience, NIHSeniorHealth is
becoming a great place for seniors and low-vision users to start learning about health
conditions.

Genetics Home Reference

One of NLM’s most recent consumer health resources is the LHNCBC’s Genetics
Home Reference (http://ghr.lhc.nlm.nih.gov). Because genetic conditions can be very
complicated, much consumer literature does not cover them in depth. Yet, patients and
families affected by genetic conditions often want to know more about the condition.
NIH has excellent genetics resources for scientists and healthcare professionals
through NLM’s National Center for Biotechnology Information and the NIH National
Institute for Human Genome Research, but they are not tailored to the consumer. To
fill this gap, the LHC has geneticists, genetics counselors, and health science writers 
creating the Genetics Home Reference. This resource, released in April 2003, describes
genetic conditions, risk factors, and other valuable information in language compre-
hensible to a well-educated lay person. It provides information about the gene, related
medical conditions, and tests. It also includes extensive links to MedlinePlus for con-
sumer-level information, to PubMed/MEDLINE for research and scientific articles, to
GeneClinics at the University of Washington for laboratories performing specific tests,
and other key information resources in genetics. MedlinePlus provides reciprocal links
to the GHR so patients, families, and clinicians can follow up on a topic with its in-
depth coverage. Based on user feedback, the GHR fills an important need for patients
and families affected by genetically related conditions.

Toxicology and Environmental Health

Since its founding in 1967, NLM’s Specialized Information Services Division (SIS) has
served toxicology and environmental health professionals by creating and maintaining
authoritative database and knowledge-base resources. Recently, SIS has released two
products especially for the consumer audience, Tox Town (http://toxtown.nlm.nih.gov)
and the Household Products Database (http://householdproducts.nlm.nih.gov). Tox
Town looks at an ordinary town or city and points out possible environmental hazards.
Tox Town uses color, graphics, sounds, and animation to add interest to learning about
connections between chemicals, the environment, and the public’s health. Tox Town’s
target audience is students above elementary-school level, educators, and the general
public. It is a companion to the extensive information in the TOXNET collection of
databases that are typically used by toxicologists and health professionals.

The Household Products Database links more than 4000 consumer brands to poten-
tial health effects from Material Safety Data Sheets (MSDS) provided by the manu-
facturers and enables consumers to research products based on chemical ingredients.
Consumers can identify chemical ingredients and their percentages in specific brands,
contact information for manufacturers of a given product, acute and chronic effects of
chemical ingredients in a specific brand, and related information in other toxicology
databases of NLM.
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NLM Research, Evaluation, and Data Analysis

Because a product and its information design must continue to improve to remain
useful to its intended audience, NLM continuously seeks feedback in many formats.
Consumers provide constant direct feedback through the search terms they enter and
pages they choose to view. The anonymous logs of these activities provide valuable
insight into the terminology consumers choose to use in their information-seeking.
Also, these logs of searches and page use can be correlated to indicate which topics
users seek more or less often. NLM uses these data to track trends and make resource
and development decisions and guide changes to sites.

In addition to analyzing the data created by those using the systems on a daily basis,
NLM collects feedback in many other ways including customer service messages,
surveys, usability tests, and a variety of focus group formats. Consumers, health pro-
fessionals, and others constantly send unsolicited feedback to NLM’s customer service
system. System developers read and analyze this feedback to better inform changes to
the system. NLM has conducted several sample surveys of the users of its consumer-
oriented systems over the last few years. From these surveys, NLM gleans demographic
data, user satisfaction, and priority areas for improvement.

Outreach

In 1987 the Senate Committee on Appropriations encouraged NLM to develop an out-
reach program to ensure that all health professionals had access to current, authorita-
tive medical information. The first projects targeted those health professionals serving
rural and inner city areas. The report from the review of the first 5 years of projects
carried out by NLM and the National Network of Libraries of Medicine (NN/LM) 
recommended that NLM should consider expanding its current activities in support of
consumer health information. NLM’s Specialized Information Services (SIS) had
shown the positive impact of providing modest funding to local groups to improve
information access to community-based organizations, patient advocacy groups, and
public libraries working with HIV/AIDS patients [18].

NLM launched a public library pilot project in 1998 to evaluate how to apply its
long-developed expertise in collecting, organizing, and disseminating health informa-
tion to professionals and researchers to serve the general public [19]. Forty-one public
libraries or library systems in nine states received training in online health resources
and small stipends for consumer health resources, which varied from computers to
Internet access to books and brochures. Through this project, NLM and the NN/LM
gained valuable advice and guidance, which has been used in the subsequent years
toward new and updated products including MedlinePlus and MedlinePlus en español.
Through the NN/LM, the Library has funded numerous projects throughout the United
States to improve the public’s access to health information. These projects have
involved a variety of organizations including health science and public libraries and
community and faith-based organizations and schools.

NLM now funds a Consumer Health Coordinator in each Regional Medical Library
(RML). Coordinators travel around the region demonstrating MedlinePlus,
MEDLINE, and other NLM databases and sites to consumers, intermediaries, and
health professionals.They also create resources for public and medical librarians to use
in reaching out to consumers, coordinate exhibits and training, and provide feedback
and advice to NLM on consumers’ health information needs.
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Summary

Inspired by medical experts such as Dr. Michael DeBakey and with political support
from officials such as Vice President Al Gore, NLM began an earnest effort to provide
health resources directly to the consumer in the late 1990s. NLM served consumers,
first through increased access to its resources for professionals and researchers, then
by providing resources specifically geared to the consumer audience. NLM created
these resources on the firm foundation of controlled vocabularies, systematic quality
control, comprehensive maintenance systems, and user-interface integration to allow
navigation between resources. They were developed using feedback from consumers
in the form of search logs, surveys, use information, focus groups, customer service feed-
back, and recommendations from professionals in the health and information fields.
NLM will continue to develop and improve consumer access to this information,
embracing appropriate technology and ensuring high-quality information resources for
patients, families, friends, and the health professionals who serve them.
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Application of information and communication technologies designed to enhance deci-
sion making and communication between providers, patients, and their families will
play an important role in supporting the relationship between patient and provider and
will assist patients to better understand their illness experience and how their own
values affect decision making [1–8].We call this tight integration of software and people
in health care Collaborative Healthware [9–11]. Baby CareLink, an application of Col-
laborative Healthware, links NICU staff with families of medically complex newborns
[12]. Using a Web browser, parents can receive daily updates and track information
about their baby’s health, see recent pictures of their baby, communicate with NICU
staff, access a personalized knowledge base for newborn care, and provide feedback
regarding the care process. Following discharge, Baby CareLink can be used to support
care coordination, follow-up monitoring, and ongoing communication with parents.
Baby CareLink is Collaborative Healthware that supports the relationship between
parents and healthcare provider by engaging the family as full partners in the health-
care process.

The birth of a child is a great joy for most families, but for families whose children
require care in the Neonatal Intensive Care Unit (NICU) it is a time of great emo-
tional distress. The care of premature infants is truly a miracle of modern medicine.
Incubators for premature infants were developed in the 1930s and supported a con-
trolled environment for the infant. For the most part, the prematurity of the lung was
the limiting factor to survivability of the infant. Surfactant is a naturally occurring sub-
stance produced by the lung to decrease the surface tension in these small air sacks.
Only more mature lungs produce this substance. Even modern ventilators with small
rapid tidal volumes had problems expanding the small air exchanging units in the lung
called alveoli until the 1970s when surfactant was introduced. As doctors attempted to
resuscitate smaller and smaller infants, their success rate improved. Concomitant with
the introduction of improved ventilation technology was a dramatic improvement in
fertility technologies. Pharmaceuticals were developed to help stimulate ovulation and
support tenuous pregnancies. Women were also able to receive already fertilized eggs
to overcome biological barriers to conception. The result of these advances has been
that preterm birth rate has increased 9% since 1990 and 23% since 1981.
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Success, however miraculous, comes at a great cost. Neonatal care accounts for more
than 1% of total US health expenditure. More than $18 billion is spent in the United
States each year on the care of premature infants; accounting for 25% of total annual
expenditures on child and maternal health.The average cost for the birth of a low birth-
weight (less than 2500 g) baby is $50,000. Premature twins would cost $100,000. More-
over, costs post-discharge for these infants during the first 12 months are 10 to 30 times
higher than for healthy, full-term babies.

Today children smaller than 500 g (approx 1 lbs) are cared for in the NICU and have
excellent prospects of growing up to be normal adults. About 5% of these small infants
die and another 10% have serious disability. The emotional costs for the parents,
although hard to quantify, are profound. Parents hope for and expect to bring home a
healthy baby. Many parents in their teens, 20s, 30s, and even 40s have had little previ-
ous contact with the health system, much less with the type of high-tech medicine they
encounter in the NICU. A variety of emotions frequently overwhelms the new parent
of a premature infant in the NICU, the central concern, of course, being whether the
child will live or die. Parents often describe the experience as an “emotional roller
coaster.” Families are faced with logistical issues as well. If there are other young chil-
dren at home, who will care for them when the parents want to be in the NICU with
their baby? If a parent has maternity or paternity leave from work, does he or she use
this time while his or her baby is in the NICU or several months later when the child
can come home? During the prolonged hospitalization parents must assimilate a large
body of knowledge relevant to their baby’s care. This includes not only information
about routine baby care, but also the special needs of their high-risk infant.Their learn-
ing is often impeded by fear and anxiety and parents become overwhelmed with infor-
mation and advice from multiple sources. A study by Brazy [13] showed that during
the first week of their baby’s life, more than half of parents spend at least 20 hours
seeking information. Even after 4 weeks of hospitalization, more than one third of
parents perform the equivalent of a half-time job seeking information about and for
their child. In addition, and perhaps more alarming to parents, the need for informa-
tion and problems with its access do not end when the baby goes home. Skills and
knowledge gained at one point may be lost or forgotten in the whirlwind that can exist
during the early days following discharge. Almost 40% of babies discharged from the
NICU return to an emergency room, and half these visits are generally recognized as
medically unnecessary. Like most areas of health care, NICU care has great local and
regional variation. Although the average stay for a preterm infant is about 3 weeks,
gestational age or birthweight are among the best determinate of length of stay for any
particular infant. First, the child has to be medically ready. Most infants progress from
an early intensive care phase to the feeding and growing stage. Once in this second
phase, it is only a matter of time until parents can take their child home. Clearly the
infant needs to meet some medical criteria before going home, but the judgment of the
clinicians about the parents’ and community’s readiness is the second factor deter-
mining the date of discharge.

Baby CareLink History

Baby CareLink was developed at Boston’s Beth Israel Hospital as part of a federal 
initiative to evaluate telemedicine’s impact on clinical care. Starting in 1997, a team 
of neonatologists led by Jim Gray and neonatal nurse specialists led by Grace 
Pompilio worked with the teams of informaticians at the Center for Clinical 
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Computing to develop an Internet-based application to support families with infants
in NICUs.

Six major areas of clinical content and resources were part of the original Baby
CareLink including a daily clinical report, a message center, a see your baby section, a
family room, a clinical information section, and a section focused on preparation for
discharge to home. The daily report is webpage that provides clinical updates about 
a baby’s clinical care and status. The message center is a secure WWW-based messag-
ing system through which parents can share confidential communications with
members of the NICU staff. Baby CareLink also contains a context-sensitive messag-
ing throughout the CareLink site to allow parents to easily compose messages related
to the content they are viewing. The see your baby section is a pictorial daily journal
comprised of images captured by the staff with a consumer grade digital camera. Baby
CareLink also provides a mechanism for allowing families to share these photos
outside of the confines of the CareLink security architecture. By changing a picture’s
status through the WWW-based interface, parents can post pictures to a password pro-
tected WWW where their families and friends can see their baby. The family room pro-
vides a potpourri of supports including answers to common questions, information
about services available to families, links to WWW-based resources, and an online
library for browsing available print and video resources. “The Kid’s Corner” provides
a collection of information and support materials specifically geared for older siblings
of our patients. “The Emotional Side of the NICU” allows parents to both read about
the issues that confront families of high-risk newborns and view high-quality digital
video of NICU families discussing how they coped with their NICU experience. The
clinical information and care section describes the issues present at various stages in a
baby’s NICU stay including when a baby is first admitted, as a baby stabilizes and
family members becomes more active participants in their baby’s care, and the period
prior to discharge when families prepare to take over all of their baby’s care at home.
The “NICU-Pedia” provides an online encyclopedia of clinical conditions, tests, treat-
ments, and medications relevant to the care of high-risk newborns. The preparing for
discharge section is an on-line discharge teaching module where parents can view mul-
timedia modules describing the knowledge and competencies they must acquire prior
to discharge. This module is constructed so that NICU clinicians can individualize the
content for each baby’s needs using a simple WWW interface. It also allows parents
and clinicians to track acquisition of knowledge.

A randomized controlled clinical trial of this early Baby CareLink was conducted
between November 1, 1997 and March 30, 1999 and published in the journal Pediatrics
[12]. This study showed Baby CareLink significantly improved family satisfaction with
inpatient care and definitively lowers costs associated with hospital to hospital trans-
fer.The study suggested the use of Baby CareLink supported the educational and emo-
tional needs of families and facilitated earlier discharge to home.

In July 1999, a commercial version of Baby CareLink was developed for national use
by Clinician Support Technology (CST). CST’s early version of Baby CareLink did not
support two-way videoconferencing.

Baby CareLink Today

CST Baby CareLink provides parents, clinicians, and care managers with innovative
Internet-supported tools that foster an environment where parents become more active
and empowered in their baby’s care. Providing parents with timely information estab-
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lishes a common framework for understanding developmental milestones and rein-
forces discharge education. All content in CST Baby CareLink is written in easy to
understand English and Spanish. CST incorporates multimedia, voice-over and Web
technologies to make complicated information more understandable for all parents,
even those with low reading, computer, or health literacy.

CST Baby CareLink helps grow a better parent: one who is more comfortable, con-
fident, and competent in caring for their fragile newborn.These parents are more likely
to take their infants home sooner and less likely to utilize valuable emergency room
resources for routine care issues. From anywhere, using an Internet browser, parents
can access an individualized knowledge base for newborn care, receive daily updates,
and track information about their baby’s health and progress. Parents can communi-
cate with the NICU team through a secure messaging center and receive prescribed
educational modules.

Baby CareLink offer a comprehensive, organized platform for families to document
issues for discussion with their primary physician, track their infant’s progress toward
developmental milestones, and maintain accurate, up-to-date immunization records.
Parents can access a knowledge base particular to infants who experienced a NICU
stay and who may have ongoing medical problems and/or an anticipated develop-
mental timeline that differs from that expected with a full-term healthy infant. Early
recognition by parents of a delay in reaching critical milestones helps ensure that an
infant’s potential is maximized. In addition, parents are provided with the early warning
signs that could indicate if their baby may need to be seen by a physician. This helps
parents identify potentially serious clinical problems before they progress and lead to
emergency care and/or re-hospitalization. This information can be delivered at prede-
termined intervals such as during flu and allergy seasons to serve as a reminder. Col-
laborative Healthware applications can make the challenges associated with taking a
baby home from the NICU a bit easier for parents and for the clinicians who care for
them.

CST Baby CareLink has evolved to a solution for broader aspects of maternal–child
care to support the family from the beginning pregnancy though the first year of life.
Baby CareLink has content and tools for parents, tools for clinicians, and tools for care
managers.

Content and Tools for Parents

The content for parents starts with pregnancy and supports the parents’ educational
and emotional needs though their child’s first year of life. Topics might include fitness
and lifestyle, nutrition, growth and nutrition, infant safety, and immunization. For the
medically complex infant requiring care in the NICU, Baby CareLink currently has the
following modules:

1. Clinical Dashboard is the opening portal to all the functions of Baby CareLink.
From this page a parent can easily see if there are messages, a new educational 
prescription, or a clinical update concerning their child’s health.

2. Welcome to the NICU is a description of the NICU setting, visiting policies,
hospital information, and important phone numbers.

3. The Meet the Staff page allows parents to see a photo and identify members of
the NICU team.

4. The See Your Baby page is a secure, patient-specific photo gallery that can be easily
updated by the NICU team.
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5. The Message Center is a secure messaging center, linking individual families to
their baby’s entire care team.

6. Clinical Information is a complete NICU reference library, including an encyclo-
pedia and glossary.

7. Caring for Your Baby is a comprehensive parent guide to baby care, safety, and
development.

8. The Family Room is a comprehensive resource center with information on books,
emotional issues associated with the NICU experience, Web links, and sibling
games.

9. Preparing for Discharge provides individualized discharge teaching tools for
parents. Parents can submit questions online and clinicians can monitor progress
and keep a record of completion.

10. My Journal allows parents to keep track of questions they may have about Baby
CareLink educational materials, take notes on material relevant to their baby,
and/or to bookmark selected Web pages for future reading.

More than 1500 topics are covered and are written in English and Spanish at a sixth-
grade reading level. To accommodate different learning styles, the content is delivered
in multimedia using text-to-voice and video clips.

Tools for Clinicians

Clinicians can prescribe and track educational modules for parents, are supported by
rule-based care, and discharge planning forms and documentation. Like parents, clini-
cians use the message center to communicate with families.

Tools for Care Managers

Care managers have tools that help in the transition home, provide for ongoing assess-
ments, and have access to the same message center as do the clinicians and parents,
thereby fostering collaboration.

The Digital Divide

Unfortunately, there has always been a gap between those people and communities
who have access to the newest technology available and those who do not. The term
“digital divide” is used to refer to this gap. While there are conflicting reports on 
the extent of the divide most agree that a divide does exist. A Nation Online: How
Americans Are Expanding Their Use of the Internet [14] reports on the rapidly growing
use of new information technologies such as the Internet across all demographic groups
and geographic regions.

More than half of the nation (54%) is now online and the rate of growth of Inter-
net use in the United States is currently two million new Internet users per month. The
profile of computer and Internet users demonstrates that the rise in computer and
Internet use is spread across a wide range of the population. Internet use is increasing
for people regardless of income, education, age, race, ethnicity, or gender [14].

While Internet use continues to rise among people who live in lower income house-
holds, family income remains the main indicator of whether a person is likely to use a
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computer or the Internet. Individuals who live in high-income households are more
likely to be computer and Internet users than those who live in low-income households
[14]. Internet use has also increased across all races and groups. White Americans con-
tinue to be the largest segment of the population using computers despite the fact that
growth in Internet use rates was faster for blacks and Hispanics. Between August 2000
and September 2001, Internet use among blacks and Hispanics increased at annual
rates of 33% and 30%, respectively. Whites, Asian Americans, and Pacific Islanders
experienced annual growth rates of approximately 20% during these same periods [14].

For families who depend on Medicaid support, the emotional, social, and economic
toll of serious illness is magnified not only by circumstance, but also by stereotyped
preconception. For instance, Medicaid mothers who have preterm infants in Neonatal
ICUs (NICU) are younger, have attained lower levels of education, may have had less
prenatal care, and have more children at home than do mothers who have paid for in
vitro fertilization. However, the circumstance of being poor and receiving support from
Medicaid does not imply that a parent lacks the motivation or intelligence to use 
e-Health applications. On the contrary, a mother of a sick child is a powerful advocate
for her child’s health regardless of socioeconomic status. Collaborative Healthware can
be a valuable and effective approach for this medically underserved and disadvantaged
population that makes up such a large proportion of those families with low birth-
weight or medically complex newborns requiring NICU care.

Many medically fragile infants have complex chronic medical problems that place
them at higher risk for postdischarge mortality, childhood morbidity from acute and
chronic illnesses, and long-term developmental/educational difficulties. Those infants
who are born into socioeconomically disadvantaged families are faced with even
greater risk because they lack the financial resources and adequate social and emo-
tional support they need. Providing Medicaid parents with the resources of Collabo-
rative Healthware will enhance the early identification of critical issues facing families
prior to and on integration into the community with a medically complex infant.

Despite the fact that compliance with postdischarge programs may help prevent
adverse outcomes for their infant, many Medicaid families have a hard time following
up with recommended medical care and developmental services. Collaborative Health-
ware applications can be used to support care coordination, follow up monitoring, and
facilitate ongoing communication with parents and care partners. Early identification
of issues facing families on integration into the community avoids costly readmissions
and helps to decrease the stress associated with caring for a premature or low-
birthweight newborn.

Use of Baby CareLink

As of the beginning of 2004, Baby CareLink operates in 13 hospitals in 8 different
states. In three of these states, Baby CareLink is being deployed as part of a State-
Medicaid initiative. More than 4000 infants were registered in the system in 2003.These
parents are logging onto Baby CareLink more than 6000 times per month and viewing
more than 30,000 Baby CareLink Web pages each month.

Thirty-eight percent of the time parents access the educational material such as
“caring for you baby” or “preparing for discharge.” Thirty-four percent of the time,
parents look at pictures of their infants. Twenty-eight percent of the time parents use
the collaborative tools to receive personalized information from the clinical staff or to
send messages back to the clinicians.
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Case Reports

One infant was diagnosed with gastroschisis. The infant was delivered prematurely and
scheduled for a secondary repair at the nearby Children’s Hospital a few weeks after
birth.The parents were bilingual, although Spanish was their spoken language at home.
The parents were lent a laptop computer through the lending program so they could
have access to Baby CareLink. They expressed the value of looking up information in
Spanish so that they could better understand it. They were able to complete several of
the discharge learning modules from home, and their baby went home a few weeks
after his repair.

Premature babies are in the hospital for so long their parents cannot always remain
in the area for their entire length of stay. Some parents opt to return to work while
their baby is hospitalized and take their maternity leave once their baby comes home.
One family from Wyoming was unsure of how they would care for their baby, and felt
guilty that they couldn’t remain in Denver to be with their baby. Both parents had
access to a computer at work, and used the message center to communicate with the
NICU team. The NICU team was able to provide updates on their baby’s condition
and assign discharge learning materials to the parents. The parents felt like they were
doing something for their baby and were preparing for their infant’s homecoming. This
boosted the parents’ confidence. The parents reviewed the educational materials and
asked questions through the message center showing the NICU team that they had
really read and thought about the materials.

For one infant with an extended hospitalization because of extreme prematurity, the
mother visited almost every day. While in the NICU, she logged on to the site and read
everything available. She entered chat rooms with other NICU parents, asking for sug-
gestions about helping her baby to learn to bottle-feed. It was uplifting to see her find
other resources outside of the NICU that she could use in supporting her baby’s care.
She utilized this resource effectively, giving the additional information to her baby’s
care team. Her baby’s course was uncomplicated and the baby went home as soon as
possible with a very confident young mother.

Discussion

Baby CareLink represents a new class of tools and applications in health care that we
have termed “Collaborative Healthware.” These tools enable patients and their fami-
lies to be full participants in the care process. The introduction of programs such as
Baby CareLink has the potential to change clinical processes. Parental discharge teach-
ing, which was previously concentrated on the day of discharge, is now initiated earlier
and provided over a more extended period of time using Baby CareLink. Parents are
more motivated to learn and prefer the autonomy and ability to control the pace of
their learning using the computer system on their own. Clinicians review with the
parents any questions they have after reading the assigned Baby CareLink learning
modules and assess their comprehension of the material. As a result of the targeted,
personalized education, parents ask more informed questions and understand their
challenges much better. Clinicians believe that parents who use Baby CareLink are
more confident about caring for their children and are prepared to take the infants
home sooner.

Clinicians adopt programs such as Baby CareLink in different ways. Some sites have
not enabled parent-to-parent chat, and one site does not allow parent to clinician email.
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On the other hand, several sites use Baby CareLink as their principal method to
provide and document discharge education and learning. Baby CareLink has been used
in teaching hospitals, rural hospitals, and inner-city hospitals. In each environment,
parents from all socioeconomic backgrounds and prior Internet experience have
embraced tools designed to help them help their infants.

The evaluation of clinical systems such as Baby CareLink represents a continuing
challenge. The initial evaluation of Baby CareLink [12] involved a randomized clinical
trial. Such an evaluation is complex, difficult, and expensive. Moreover, really clinical
systems such as Baby CareLink are constantly changing and improving based on cus-
tomer suggestions and good suggestions from a clinical advisory board. The underly-
ing technology of Baby CareLink tries to provide “just-in-time” information to the
parent. Providing the right information at the right time might change a child’s care,
but measuring this impact is quite difficult. Baby CareLink has delivered more than
one-quarter million pictures of premature infants to their families while only 80,000
pages of discharge learning material. Does this mean that the pictures are more valu-
able than the educational material? Ultimately, each component of Baby CareLink
provides part of a framework that allows patients and their families to better collabo-
rate with their care teams. For some, this strengthens existing relationships and for
others technology facilitates new linkages.

Collaborative Healthware supports the relationship between healthcare provider
and patient by engaging the patient and their families as full partners in the healthcare
process. In a collaborative partnership, patients expect that their clinicians will provide
information and guidance. Patients expect that their clinicians will educate them and
their families on illnesses, available therapies, potential outcomes, and complications,
so that decisions can be made based on the patient’s individual preferences [2,15–17].

More often patients are presented with opportunities to actively participate in deci-
sions that affect their lives and well being [3,6,8,18]. While patient preferences for par-
ticipation in clinical decisions vary greatly [1,2,4], the desire for information about their
health and health care is high [19]. Patients want information that addresses their indi-
vidual concerns and conditions as well as interactive tools to manage their health and
disease [20,21]. Providing patients with enhanced health related information favorably
affects their trust in, relationship with, and confidence in their healthcare providers
[22].

Collaborative Healthware solutions allow the development of prescribed healthcare
communities that facilitate effective connectivity among participants. These solutions
provide better access to information for patients, better distribution of expertise
throughout the healthcare system, improved collaboration and coordination of care,
and improved quality of care. The enabling technologies of Collaborative Healthware
solutions are based on secure sharing of information and knowledge in a cost-effective
manner.

Technology can play an important role in restoring relationships between patients
and the healthcare system. Technology can facilitate improvement in quality, cost, and
patient satisfaction. Properly applied Internet technology can be used successfully as
a platform on which to deliver interventions to patients that significantly enhance the
outcomes of care [23].
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Recent years have seen a proliferation of health information and self-help communi-
cation on the Internet, together with a growing trend toward empowering patients to
take a more active role in their own health care [1,2]. There is evidence that patients
want to be informed about their medical conditions and to participate actively in their
own care [3]. Access to health information can enable patients to be more active 
participants in treatment processes [1,4]. Customized computer-based support systems
provided to patient over the Internet such as “CHESS” [5,6] and “HeartCare” [7,8]
have been shown to increase confidence in patients’ decision making, improve health
status, reduce social isolation [7–9], and significant effects on self-reported quality of
life, social support, participation in health care, negative emotions [6,10,11], and reduc-
tion in symptoms and depression [12].

Although Internet-based support can provide important assistance for consumers
and patients who seek health information from home, this does not automatically
change patient care for patients who enter the healthcare system. Patients may be well
informed about their conditions and treatment options and explicit about their pref-
erences; however, unless they are treated as partners and patient preferences are
acknowledged as important by their clinicians and integrated into actual patient care,
it may have little impact on the actual care patients receive. In reality, patient prob-
lems are often still identified from the perspective of healthcare providers and their
assumptions about what care is in the patient’s best interest, without verifying these
assumptions with the recipient of care, the patient. Therefore, systems are needed at
the point of care that facilitate shared decision making (SDM) between patients and
their healthcare providers. Such systems can assist in systematically eliciting patients’
perceived health problems and preferences and in selecting treatment and care 
consistent with patient preferences.

This chapter discusses shared decision making tools at the point of care in the context
of consumer health informatics and their state of the art. To illustrate such a tool,
CHOICEs (Creating better Health Outcomes by Improving Communication about
Patients’ Expectations) is used as an example of a computerized support system that
assists clinicians at the point of care in shared decision making and patient preference-
adjusted illness management of cancer patients.
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The Need for Shared Decision Making Systems at 
the Point of Care

A rapidly growing amount of literature has addressed the importance of shared deci-
sion making between health providers and patients, working collaboratively to select
treatment and care that includes patient preferences [13–16].Along with a strong focus
on evidence-based patient care, there is an increasing awareness that an important
piece of evidence to support clinical decision making is missing in the absence of
patients’ perspectives of their health problems and preferences for treatment and care.
Evidence-based patient care and SDM are, at least in theory, viewed as models for good
clinical practice [17,18].

The underlying assumptions for these efforts are that illness, treatments, and out-
comes have value dimensions to patients that are highly personal. The vast differences
in values patients place on clinical outcomes make an individual approach to patient
care particularly important. To make the best care decisions from the perspective of
the individual, patients must be asked in the clinical encounter to participate in the
decision process about their care [17,19,20].

A number of studies have demonstrated that healthcare providers often do not
know how patients experience their health problems and symptoms, nor can they infer
what patients value, or assume what care decisions are in the patients’ best interest
[21–25]. Patients may have their own ideas about the nature, causes, severity, and con-
sequences of their problems. In addition, cultural beliefs, values, and practices affect
patients’ perceptions of illness and preferences for treatment. Even people with similar
disease and functional limitations vary considerably in their tolerance and attitudes
toward symptoms [26]. Also, what healthcare professionals perceive as excellent out-
comes may not be experienced in the same way by the patient. Wennberg et al. found
that nothing in the objective reality of the patient, such as clinical history, physical
findings, laboratory scores, urine flow, or symptom level, strongly predicted the degree
to which patients were bothered from benign prostatic hyperplasia and had aversions
to the risks of surgery [27,28]. In a recent study among cancer patients [29] many of
the symptoms that were most frequently reported by patients were usually not
included in routine assessments, and there were large variations in patients’ reports of
the frequency, severity, and degree of bother of these symptoms. Therefore, patients
and clinicians can benefit from the assistance that tools to support SDM at the point
of care can provide.

It is the experience of illness that brings people to the healthcare system. People do
not come primarily for diagnosis and treatment; they come to be made well, made
whole, and to recover a sense of health and well-being [13]. Lack of shared under-
standing about the patient’s subjective concerns and the more objective approach to
diagnosis and treatment by healthcare providers can lead to poor clinical management,
poor care, and poor compliance. Professional care providers need, therefore, to under-
stand, acknowledge, and integrate patients’ perspectives of their needs into clinical
decision making.This has become even more imperative in the Internet age, when more
and more patients come well prepared and articulate about their needs to the health-
care system and are expecting that their preferences and health perspectives will be
acknowledged. If the healthcare system does not adjust to these changing patient roles
and expectations, for example, by introducing ways to increase patient–provider com-
munication and SDM, discrepancies between patients’ expectations and health care,
poorer patient outcomes, and patient dissatisfaction may result.
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What Is Shared Decision Making?

In the clinical, health services, and methodological literature, terms such as evidence-
informed patient choice [17] and shared decision making are used to describe the
process of involving patients, in appropriate ways, in treatment/screening decisions and
care planning. The goal is to inform patients by the best available evidence about
options and potential benefits and harms, and help them consider their preferences
[16,30–32]. The concept of patient preferences capitalizes on the need to modify 
treatment and care to the particular values and experiences of the individual. Patient
preferences can be defined as the appraisal by an individual regarding the relative
desirability of entities, such as health states, treatment, outcomes of treatment/care such
as symptom relief, or other aspects of health or health care [16].

The model in Fig. 17.1 displays key elements of SDM. SDM requires at least two
core players: the patient and the healthcare provider. However, other factors may also
influence healthcare decisions such as the patients’ families, the cultural context, or
societal priorities. The model recognizes the importance of patients as sources of 
information about their own values and preferences for patient care as well as research
evidence to inform clinical decision making.

Communication and information exchange between patient and healthcare provider
are crucial elements of SDM. Appropriate clinical decision making requires the con-
sideration and sharing of two important knowledge aspects: (1) knowledge about facts,
such as the patient’s diagnosis, symptoms, and problems; available treatment options;
and associated risks and likelihood of outcomes and (2) information about values, such
as the desirability of these outcomes and how one values various aspects of health.
Many patients have personal knowledge and experience about living with an illness,
about how it affects their personal life and well being, and about their values and pref-
erences. For a clinician to be able to plan individualized, evidence-based patient care
consistent with patients’ values and preferences this information needs to be commu-
nicated by the patient.

For patients to participate in SDM, they need to understand their illness condition,
what the available treatment/management options are, as well as the likelihood of
various outcomes of treatment according to research evidence. The patients need this
information to be able to consider options and outcomes in light of their own values
and preferences. Therefore, research evidence and clinical expertise needs to be com-
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municated between clinicians and patients. SDM tools can support such patient–
provider communication and information exchange.

Support Systems for Shared Decision Making

There are two major types of systems to support SDM that include the elicitation of
patient preferences: (1) systems that are primarily designed to assist patients in diffi-
cult decisions and that are usually referred to as Decision Aids (DAs) and (2) support
systems for preference-adjusted illness management that are designed to assist clini-
cians in including patients’ illness experiences and preferences into patient care of
chronic or serious, long-term illness over time.

Decision Aids
The primary purpose of DAs is to help people make specific and deliberate choices
among options by providing (at a minimum) information on the options and outcomes
relevant to the person’s health status [31]. Factors that should be considered in a treat-
ment/screening decision are outlined, often in the context of the individual patient’s
characteristics. DAs are meant to be adjuncts to clinicians’ counseling, so that patients
can understand the probable benefits and risk of treatment options, consider the values
they place on benefits versus risks of health outcomes, and participate actively with
their clinician in selecting treatments that best address the patients’ individual values
and needs [30,32]. Studies evaluating DAs have reported higher scores on cognitive
functioning and social support [11], more active and satisfying participation in decision
making [30], better scores on general health perceptions and physical functioning [34],
improved knowledge, and reduced decisional conflict [31,35].

DAs differ from the traditional patient education programs that primarily provide
information, advice, and support with regard to already prescribed treatment [30]. DAs
are appropriate when decisions are difficult, for example, under conditions in which
more than one treatment alternative is available, or when outcomes are uncertain or
there are major differences in outcomes or complications. Furthermore, they are ben-
eficial when decisions require making tradeoffs between near- and long-term outcomes,
when a choice can result in a small chance of a grave outcome [15] or the values for
the benefits relative to the risks are more variable or unknown [32,36]. Also, DAs are
useful in situations where patients may be very risk aversive or attach unusual impor-
tance to certain possible outcomes. In contrast, treating a patient with urinary tract
infection with antibiotics is the recommended treatment where no other equally effec-
tive alternative exists [37]. For these kinds of more straightforward, less problematic
decisions there is no need to employ a DA.

However, DAs have been confined primarily to the relatively narrow segment of
decisions about single episodes of screening/treatment choices. Also, similar to Inter-
net support for patients, DAs are designed mostly for use from home and less at the
point of care, and there is evidence that DAs have been difficult to integrate into busy
clinical practices [18]. Yet clinicians often encounter situations in which a major task is
not how to select one treatment versus another, but how to attend simultaneously to
multiple problems in a manner that gives priority to those that matter most to the
patient, which may change over time along with changes in patients’ symptom and
health status. This is often the case in management of a chronic illness associated with
multiple, complex symptoms and functional problems for patients and that clinicians
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need to attend to simultaneously. For example, a patient may suffer from acute stroke
that causes impaired functioning, involving loss of coordination skills and problems
eating; he or she may be at risk for falling, may have problems dressing, may be worried
how he or she will be able to manage at home with three flights of stairs, or whether
he or she will be able to return home at all. It is these types of problems that are expe-
rienced and valued differently by individual patients.

Support Systems for Preference-Adjusted Illness Management
While a recent Cochrane review identified 87 DAs to support patients in treatment or
screening choices, where 24 DAs were tested in randomized clinical trials [35], much
less work has been devoted to the development of computer-supported systems to
assist clinicians in eliciting and integrating patients’ illness experiences and preferences
into symptom/illness management of seriously or chronically ill patients. It is only
recently that systems have been developed that assist clinicians in eliciting and 
integrating patient preferences into the processes of illness management over time
[29,33,38]. These types of systems are particularly relevant because a large part of
health care is directed toward management of chronic illness that often affects multi-
ple, value-laden dimensions of patients’ personal lives. Support systems for patient 
preference-adjusted illness management are, therefore, somewhat different from those
designed to assist in making treatment choices. They provide patients and clinicians
with the salient symptoms and problems associated with a specific health condition
based on research and clinical evidence, and a method for helping patients to establish
the importance they place on their problems and outcomes to denote their preferences
for treatment and care. CHOICE is such a support system to assist clinicians in 
preference-adjusted illness management of cancer patients and is described in the 
following section.

CHOICEs

CHOICEs includes (1) a comprehensive patient assessment tool for cancer-specific
symptoms, functional problems, and preferences along physical, psychosocial, emo-
tional, and spiritual dimensions and (2) a SDM/Care Planning component that high-
lights in an easy-to-use format for clinicians which symptoms patients are experiencing,
including their severity, degree of bother, and importance to patients. This information
can be used to discuss with the patient an appropriate plan of treatment and care in
hospital as well as in ambulatory settings.

The CHOICEs application builds on experiences from previous studies and begin-
ning cumulative evidence of the effectiveness and feasibility of such systems to
improve patient-centered care. Two previous studies on a palm-top–based support
system for preference-adjusted care of rehabilitation patients have shown significant
effects on congruence between patients’ problems and patient care and on patient out-
comes of functional status and preference achievement [33,38]. Similar to this earlier
system, CHOICEs for preference-adjusted symptom management of cancer patients
was developed based on a thorough and critical review of the evidence-based litera-
ture to identify problems, specific symptoms, and functional limitations commonly
encountered by cancer patients. This search and literature review included the health-
care bibliographic databases as well as the World Wide Web (WWW) for clinical guide-
lines, educational material, workbooks, measurement tools, and other relevant
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material. It resulted in a preliminary list of symptoms and functional problems for
potential inclusion in the CHOICEs assessment. An expert focus group with special-
ists in cancer care (physicians, nurses, social workers) met in parallel. They critically
reviewed the clinical evidence abstracted from the literature and the WWW for rele-
vance, comprehensibility, completeness/level of detail, and supplemented with expert
opinion. Particular attention was paid to describe symptoms and problems in simple,
understandable, nonmedical lay language. The focus group also critically reviewed the
design and interface during the development of the CHOICEs application. A prelim-
inary version was pilot tested among 15 cancer patients who were asked to complete
and evaluate the assessment for clarity of meaning, appropriateness, wording, com-
pleteness, redundancy, and format, and add comments [29]. These evaluations provided
suggestions for revisions that were then discussed in the expert focus group before
final revisions were made.

The current CHOICEs application is contained and administered on a touch-pad,
tablet computer. It supports complex branching, so that only relevant questions are
asked, and conditional tailoring, so that questions and summary reports are tailored to
a subject’s previous responses [29].

When using CHOICEs on the tablet computer, patients are presented with a series
of questions and select their answers with a pen on the touch screen. After an intro-
duction screen that introduces patients to CHOICEs and explains its purpose, patients
are first asked two questions about their perceived overall health and Health-Related
Quality of Life (HRQoL) on analog scales (range 0 to 100).

Thereafter, patients are asked to identify among 19 problem categories those that
apply. If a patient is not sure whether a problem area applies to him or her, he or she
can look up the specific associated symptoms/problems associated with that category
by touching the info-button next to it. For example, given that a patient had selected
problems with “eating and drinking,” “bowel and bladder,” and “mood and feelings”
on the previous screen as applying to him or her, the more detailed list of symptoms
is triggered from which the patient again selects those that apply, for example, taste
changes, nausea, lack of appetite, and so forth under “eating and drinking.” Then
patients are asked about the degree of bother from their selected symptoms. In this
manner patients are not troubled with many detailed questions that are not relevant
to them, while focusing particularly on those symptoms and problems that are difficult.

Finally, patients are asked to rate the importance of their problems as priorities for
treatment/care on analog scales from 0 to 100 (patient preferences). This allows clini-
cians to pay particular attention to those problems that are most important to patients
to be addressed by their provider. After the patient is finished, an assessment summary
is displayed in which patient problems are rank ordered by importance to patients, and
that can be printed and used by the clinician and patient to jointly plan appropriate
care.

Effects of CHOICEs and Similar Systems on Patient Care

There is beginning evidence about the usefulness and feasibility of use of support
systems in clinical settings such as CHOICEs [29,33,38]. In a recent study 52 out-
patients undergoing cancer treatment (mean age: 56.6 years; 59% women) used
CHOICEs for assessment of their perceived HRQoL, symptoms, and functional prob-
lems, including severity, bothersomeness, and preferences for treatment/care, on a
touch-pad computer in the outpatient waiting room prior to being seen by their physi-
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cian or nurse [29]. This information was processed, printed, and given to the clinician
in the subsequent consultation in the experimental group, but not in the control group.
While equivalent at baseline, there was significantly greater congruence between
patients’ problems and symptoms and those addressed by their clinicians in the exper-
imental group. Patients had few problems with the touch-pad computer, and CHOICEs
received high scores on ease of use and usefulness by patients [29]. Comparable effects
were found for a similar system for preference-adjusted symptom management in
rehabilitation patients [33,38]. Two clinical trials with patients from acute care for the
elderly and rehabilitation units demonstrated significantly higher congruence between
nursing care and patient preferences and better outcomes of preference achievement
and functional status when the system was used [33,38]. A multisite RCT that follows
220 hematological cancer patients for one year is currently underway to test the effects
of CHOICEs for cancer patients on patient care as well as on patient outcomes in a
larger study. The aforementioned studies demonstrate that a system such as CHOICEs
can effectively help clinicians eliciting patients’ symptoms and are a useful and 
feasible strategy to improve patient-tailored illness management for cancer patients.

Furthermore, CHOICEs extends previous SDM tools in two significant ways: (1) it
is designed to support clinicians in eliciting and including patients’ reported symptoms
and preferences at the point of care; and (2) it extends SDM tools from supporting
patients in single episodes of treatment/screening choices into the realm of symptom
management for cancer patients over time. Extending SDM tools into symptom man-
agement of serious/chronic illness is important and was supported in the aforemen-
tioned study by the fact that almost all symptoms available in CHOICEs were selected
by at least one patient. Large variations in patients’ reports of frequency, severity, and
degree of bother of these symptoms indicated that clinicians cannot automatically
anticipate what symptoms and problems patients are experiencing or what patient care
is in their best interest.Therefore, clinicians can benefit from the assistance that support
systems such as CHOICEs can provide.

An interesting observation that deviates from most findings in the SDM literature
was the effects on patient care of the CHOICEs intervention. Studies examining the
adoption of SDM tools to support patients in treatment or screening decisions have
reported clinicians’ reluctance to use such tools, primarily because of their concern that
this may add additional tasks for which they do not have time [18]. Attention to the
workload, time requirements, feasibility, and acceptability are important factors to con-
sider when introducing new SDM tools in clinical practice. Systems such as CHOICEs
may be easier to implement than other types of SDM tools that have been primarily
designed to support patients while at home. From the beginning its purpose was to
support clinicians, and, therefore, particular attention was paid to streamline the
CHOICEs application into the workflow of clinical practice. When patients were seen
by clinicians in this study, assessments of their symptoms and problems that usually are
part of the consultation were already completed beforehand. Thus, clinicians had this
information ready when they saw their patients and could use it actively together with
their patients.

In summary, although Internet support can provide patients with health information
and self-help tools as important means to empower and prepare them for active par-
ticipation in decisions regarding their health care, this does not automatically change
the health care they receive. Healthcare institutions and clinicians need to adapt to
changing patient roles and expectations and treat patients as partners in clinical deci-
sion making. Methods and tools are needed that facilitate SDM at the point of care.
This chapter discusses SDM tools and methods and how they can be implemented into
clinical practice. The example of CHOICEs is used for illustration, a support system
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that assists clinicians in eliciting cancer patients’ illness experiences and preferences at
the point of care. With the help of such systems clinicians can easier engage in part-
nerships with their patients and integrate patients’ perspectives and preferences into
patient care. The novelty of systems such as CHOICEs, however, requires considerably
more work in this field. A particular interesting line of research would be to develop
systems for preference-adjusted illness management for a wider range of patient pop-
ulations other than rehabilitation and cancer patients and test the effects on patient
care and outcomes.
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The Semantic Web

What Is the Semantic Web?
The Semantic Web is a vision: the idea of having data on the web defined and linked in a way,
that it can be used by machines—not just for display purposes, but for using it in various appli-
cations. (http://www.semanticweb.org/introduction.html)

This chapter examines how the World Wide Web might evolve in the near future, from
an “information jungle” environment with largely narrative, human-understandable
information, to a global knowledge repository, where much of the information is
machine readable and directly processable by computers, enabling the use of advanced
knowledge management technologies to steer consumers to trusted health informa-
tion. This vision has been called the “Semantic Web” by its inventor, Tim Berners-Lee,
who from the beginning had envisaged the Web to be a worldwide, distributed knowl-
edge base rather than a medium with primarily narrative information targeted only for
human consumption, as the web presents itself today [1–3]. The “Semantic Web” can
be thought of an extension of the present Web, with Web authors publishing an addi-
tional layer of machine-processable data beneath the visible layer of human-readable
information. It is essentially an attempt to create a global, decentralized knowledge
base, represented as a “semantic net” that is woven by a large heterogeneous commu-
nity of “authors.” A semantic net is a knowledge representation method with a long
history in Artificial Intelligence ever since first introduced by Quillian back in the late
1960s [4]. Semantic nets use the idea that the semantics (meaning) of a concept comes
from its relationship to other concepts. In other words, information—a collection of
unrelated facts—becomes knowledge if it is contextualized by making links to related
concepts explicit. In a semantic net, the concepts can be graphically depicted as nodes,
and the relationships (links) between the nodes can be illustrated as labeled arcs.
Turning the current World Wide Web into a global semantic net requires that (at least
some) individuals and organizations who currently publish information on the Web will
publish additional machine-processable documents (e.g., using XML) which describe
the concepts and their relationships with other concepts (which may be defined on
other Web sites) unambiguously, so that software can aggregate this knowledge and
draw inferences. The idea of the MedCERTAIN project and its successor organization
MedCIRCLE, an international nonprofit collaboration of consumer health informa-
tion gateways and health Web sites, is that members of the collaboration make stan-
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dardized machine-processable statements about health Web sites and health informa-
tion providers using a common agreed-on vocabulary with agreed-on semantics, so that
applications can aggregate, “understand,” and use this meta-information, for example,
to match it against individual consumer needs, and to help consumers to make informed
choices. This is the basis for decentralized quality management on the Web, without a
single organization being in charge of “accrediting” health Web sites in a “top-down”
fashion [5].

It could be argued that on today’s Web people are already expressing relationships
with other chunks of information in a “machine-processable” way by using hyperlinks.
However, hyperlinks are semantically ambiguous; that is, they can imply many differ-
ent kinds of relationships, such as a reference (“see also”), an endorsement (“recom-
mended reading”), or sometimes even something completely else, for example,
pointing to contradictory information. In addition, a hyperlink usually links from a
word or text phrase (which may be semantically ambiguous, in that others may use
the same word but mean a different concept) to another Web page (which also is
ambiguous, as it is not clear which concept is meant, that is, does the relationship refer
to the individual behind that Web site, the topic discussed on the Web site, etc.). The
sentence, “For further information see http://www.healthfinder.org” may be under-
standable to humans, but a piece of software cannot easily figure out which relation-
ship between which entities this statement implies, unless some natural language
processing software is employed. Indeed, Meric [6] has reported that there is no 
correlation between the number of links pointing to a site and “quality” as defined by
health professionals (although it is debatable whether this gold standard of “quality”
is the correct criterion). It is also obvious that an expression of trust or quality should
not be simply binary (trust yes/no, quality yes/no), but needs to be more explicit in
why and which aspects are trusted. The need for a more expressive “vocabulary” and
language to express the meaning of relationships between sites (but also people,
organizations, etc.) is obvious.

In contrast, on the Semantic Web, statements such as “see-also” or relationships
between actors on the Web (such as “is-member-of” or “has-certified”) [7] would be
published in an unambiguous, machine-processable way, and can be processed by soft-
ware that can draw inferences from the knowledge chunks provided on different Web
sites.

Building standards and tools for the Semantic Web is currently one focus of the activ-
ities of the World Wide Web Consortium (W3C), which describes the aim of its activ-
ities as follows: “The goal of the Semantic Web is to develop enabling standards and
technologies designed to help machines understand more information on the Web so
that they can support richer discovery, data integration, navigation, and automation of
tasks. With the Semantic Web we not only receive more exact results when searching
for information, but also know when we can integrate information from different
sources, know what information to compare, and can provide all kinds of automated
services in different domains from future home and digital libraries to electronic 
business and health services” [8].

Metadata
One prerequisite for the Semantic Web is that authors of Web sites and Web 
documents provide richer machine-processable information, essentially metadata.
Metadata are “data about data.” The vision of using standardized metadata on health
Web sites can be compared with food labels: Similar to producers of food, who have
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to display ingredients on standardized labels, telling consumers, for example, the
amount of fat and sodium contained in their products, health information providers
on the Web should use standardized labels to disclose certain facts about their infor-
mation, so that consumers can make informed decisions [5,9,10]. Until 1999, there had
been many different ways to link metadata to Web documents, for example, using
META tags in HTML or using PICS (Platform for Internet Content Selection) for
self- and third-party descriptions of information. Although PICS was developed 
primarily with description and rating adult Web sites in mind, a vocabulary to 
describe and “label” health Web sites was developed in 1997 [11,12]. The W3C subse-
quently unified different approaches and the result of these efforts is the Resource
Description Framework (RDF)—the current standard based on XML (extensible
Markup Language) to transport metadata and a major pillar of the Semantic Web
[13–15]. One feature of RDF is that (other than, for example, the HTML META-tag)
it allows people to describe concepts and resources other than a Web document. In
contrast, by using the HTML META-tag and a set of keywords the developer 
implicitly makes a statement about the document or Web site (but often it is not even
clear whether the keywords refer to the document or the entire Web site), but cannot
make more broad statements, for example, about other resources or concepts, as with
RDF. Further, RDF provides a mechanism for giving unambiguous meanings to meta-
data keywords. In contrast, keywords used in META tags are essentially just ambigu-
ous “words” that have no meaning (semantics) for software as they are not linked to
other concepts. Words can be ambiguous in that they may have different meanings.
For example, the word “virus” can refer to a computer virus or a biological virus. RDF
provides a mechanism to define what kind of “virus” is meant by referring to the RDF
statement or site where this concept is defined [again, through its relationship to other
concepts, for example “virus (as defined in this statement) is-a software,” linking the
word software again to another RDF document on the Web that defines “software,”
etc.], thereby creating “meaning.”

As noted earlier, RDF can be expressed in XML syntax [15]. Although RDF is basi-
cally an XML file, the difference between an RDF document and a “plain” XML doc-
ument is significant: Whereas XML-Schemas only tell computers (and us) how, for
example, an application form for a driver’s license looks like, RDF is able to explain
to a machine what a driver’s license is, by providing the meaning of the concepts used
in a driver’s license. This is done by providing the relationships of the concepts to other
concepts. As the RDF developers point out, RDF is a simple frame system, that is, a
format for knowledge representation, where objects (concepts) and their relationships
to each other are specified.The RDF specification does not contain a reasoning system;
this needs to be built on top of it.

Unfortunately, the uptake of providing metadata on the Web—even in its simplest,
nonsemantic form, the META tag—has been slow so far: Web content is still largely
devoid of metadata labels [13] and a critical mass of metadata has to be generated
before applications can be developed making use of it. The MedCERTAIN/MedCIR-
CLE projects (explained in detail later) developed some open source tools for health
information providers to enter disclosure information deemed ethical (see Chapter 4,
this volume) as machine-processable metadata. The health information provider does
not need to understand RDF—all he or she needs to do is to fill in a questionnaire for
self-disclosure and description, and his or her answers will be translated into metadata
[16]. Finally, existing tools for creating knowledge bases, such as Protégé-2000, can be
used to create RDF statements [17], and future Web editors may provide additional
functionalities to model knowledge and build knowledge bases.
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Application Scenarios
If the vision of the Semantic Web becomes reality, this will have a profound impact on
how people will interact with the Web and obtain information. The first and most
obvious change will include the markedly improved abilities of search engines to
conduct accurate and relevant searches on the Web, and to guide users to trusted and
relevant health information. Search engines will not only better “understand” what a
user is looking for, but also what the Web pages they are indexing are about. They can,
for example—if a user looks for “SARS in Canada”—recognize that the user is likely
looking for information on severe acute respiratory syndrome rather than the South
African Revenue Service, and then list only those Web sites that contain information
about the disease and not the Revenue Service. The results will even include links to
relevant Web pages that do not use any of the search terms—for example, if a Web
page contains the word SRAS (for syndrome respiratoire aigu sévère), it will be found
as well, because the search engine looks for semantic rather than syntactic matches,
and the Web crawler has previously “understood” the context in which the word has
been used and what the Web page on which it appeared is all about.

The idea of the MedCERTAIN/MedCIRCLE approach (described later) is that
results in search engines will be better “ranked” not only by relevance but also by
“quality,” for example, the degree of how trusted a health resource is in a community.

Accessibility and quality issues of health information on the Web are especially hot
topics in the medical literature and subject of hundreds of empirical “descriptive
infodemiology” [18] studies. These studies mostly suggest that it is hard for consumers
to find high-quality health information among a flood of dubious or commercially
driven information [19]. Surveys such as the Pew Internet Survey also show that 86%
of consumers are concerned about getting low-quality health information on the Web
[20]. While empirical studies now provide more than sufficient evidence on the inade-
quacies of the current Web, there is a surprising lack of debate in the medical world
discussing the possibilities of technology to address these problems—presumably as
many of the current developments in the field are unknown or remain not understood.
The current MedCRICLE Collaboration for Internet Rating, Certification and
Labelling of Health Information, a global collaborative network of health information
gateways described in detail later, is working toward this aim by enriching the current
Web with machine-processable evaluation and trust data.

Knowledge Translation for Consumers on the Semantic Web

From Information to Knowledge
The Web as it exists today has played a significant role in fostering consumerism in
health care [21,22]. The current Web provides an abundance of information, but giving
“information” to a patient is certainly not enough. The ultimate goal is to enhance
“knowledge”: the information has to be put into context, the concepts have to be
explained and defined, and their relationships to other concepts and to personal infor-
mation (e.g., in the health record) have to be made explicit. This is the difference
between “information” and “knowledge.” The Semantic Web enhances the possibility
of supporting “knowledge translation” for consumers, the translation of information
into knowledge. Doctors who are confronted with “Web-informed” patients often
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complain that patients often find irrelevant information on the Web—information the
patient (and the clinician) have to sift through and evaluate, and that is often not appli-
cable to the individual situation [23]. Many patients do not even know the correct
names of their diagnoses and are therefore unable to enter the correct terms into
search engines. The vision for the future is that people will use their Web-based per-
sonal health record as a starting point that may be enriched by all kinds of informa-
tion gathered by intelligent agents from trusted sources on the Web that are
specifically relevant to the patient [24]. For example, if the Web-based health record
contains a certain diagnosis, and on the same day the British Medical Journal publishes
new research results published about this disease, the agent (which would be a part
of the electronic health record software) could automatically generate a link to that
article. It doesn’t matter if the British Medical Journal article uses a different termi-
nology than the doctor in the health record, as the agent will be able to link the ter-
minologies. The Web-based electronic health record would be a dynamic entry point
and knowledge management platform for patient and health professionals alike. Chal-
lenges, described in detail elsewhere, include privacy and disintermediation [25].

Using the Semantic Web for Steering Patients to 
Best Quality Health Care
Perhaps most challenging for healthcare providers is the prospect that people will use
the Web not only to locate the least expensive used car in their neighbourhood, but
also to search for the best quality healthcare providers, taking into account their own
preferences and decentralized data from different sources such as hospital report cards,
specialized providers of healthcare performance data such as healthgrades.com, and—
perhaps most significantly—also based on ratings given by fellow patients with the
same conditions and similar demographic background [26]. The Semantic Web makes
relationships between things explicit and computable, and therefore further increases
the transparency for consumers, much as the current Web has already made it easier
to compare prices and offers, revolutionizing other areas such as the travel industry.
The Semantic Web will make it even easier to compare things, as software can, for
example, map different terminologies and aggregate decentralized knowledge dis-
persed all over the Web. For example, software agents would roam the Web and return
information on who has the best offer of a certain car model in a given community.
Similarly, software could be used to aggregate experiences of people with all kinds of
health services and products, including, for example, their experience with over-the-
counter or prescription drugs, hospitals, or individual physicians. While today patients 
use primarily mailing lists, newsgroups, and chat rooms to exchange anecdotal and 
narrative information and experiences about health products, services, and providers,
patients could publish their experiences about virtually anything and everything in
RDF on homepages—from experiences with a new dishwasher to experiences with
healthcare professionals, hospitals, or drugs. Patients could rate their treatments and
services directly in the Web-based electronic health record and feed them (in
anonymized form) into the Semantic Web (e.g., hospitals and doctors provide RDF
dumps of their patients on their sites), so that agents can aggregate this information.
Such “knowledge” evolving on the Web could also be used systematically for post-
marketing surveillance efforts to monitor the ongoing safety of marketed drugs on a
global scale.
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Overcoming Quality Issues as Opportunity

When people write and talk about the Semantic Web today, they mainly stress the
advantages for information retrieval. However, the Web is an information space that
reflects not just human knowledge but also human relationships; thus the Semantic
Web can also represent trust relationships among people and organizations.

“Trust management” is a prerequisite for successful knowledge management on 
the web. Without the possibility for people to filter information or for agents to make
semiautomated decisions on which knowledge chunks, ontologies, or sources to trust,
the jewels on the Web will be lost in a “noise” of imperfect, cheaply produced or 
commercially motivated, biased information.

Although central authorities to regulate, control, censor, or centrally approve infor-
mation, information providers, or Web sites are neither realistic nor desirable [5], health
professionals are still interested in making systems available that direct patient streams
to the best available information sources.

MedCERTAIN and MedCIRCLE
The author of this chapter has argued for many years that on a decentralized, elec-
tronic medium such as the Web, a global metadata infrastructure is the most appro-
priate answer to the current debate on the “quality of health information on the Web.”
One has to think along the lines of a collaborative “Semantic Web of trust” when it
comes to the question on how consumers can be steered (or can steer themselves!) to
the best available health information on the Web [5,7,12,27,28]. A “Collaboration for
Critical Appraisal of Health Information on the Web”—a loose community of health
information providers and health gateways using metadata to describe and annotate
health Web sites—had been proposed as early as in 1997, and mentioned in two seminal
articles in 1998 and 1999 [5,12]. Today, such a collaboration is known as the 
MedCIRCLE Collaboration, a loose nonprofit umbrella organization for health infor-
mation gateways and health Web sites, inspired by the model of the Cochrane Collab-
oration. Membership is open to any organization using a standardized metadata
vocabulary to express evaluative and descriptive statements about health information
resources. The basic idea is that quality management on the Web should be based on
a collaborative model with many actors (including health professionals and consumers)
being able to say different things about anything in a machine-processable way (i.e.,
using metadata). This would enable software to analyze the trust relationships and
would enable “downstream filtering” at the client computer or positive selection of
trusted content using agents, instead of relying on upstream filtering approaches such
as kitemarks [5] or even such well-intended but misguided proposals for (ab-)using
top-level domains to centrally approve health information providers [29]. It would also
allow search engines to rank their results according to quality and trust criteria of the
individual user.

A metadata vocabulary for this purpose, MedPICS [based on the W3C PICS 
(Platform for Internet Content Selection Standard)] was first proposed in 1997, and
also contained metadata elements that could be used by third parties to express 
evaluative statements about other sites [12]. The MedPICS proposal later led to the
MedCERTAIN (2000–2001) and MedCIRCLE (2002–2003) projects, both of which
aimed to implement such metadata on health Web sites and third-party organizations.
With the PICS standard being superseded by XML/RDF [13], the projects became
early “Semantic Web” projects, using RDF to transport and exchange metadata. As the
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PICS standard became obsolete, MedPICS was renamed into HIDDEL (Health Infor-
mation Disclosure, Description and Evaluation Language) [16]. Unlike other initiatives
in this field, such as Health on the Net Foundation (HON), Centre for Health Infor-
mation Quality kitemark (CHiQ), URAC Health Web Site Accreditation program,
MedCERTAIN is not a traditional “kitemark” (i.e., seal of approval) project, but
instead tried to develop an infrastructure and common ontology to link existing
approaches, to make them interoperable, and to generate a critical mass of health-
related descriptive and evaluative metadata on the Web. Unfortunately, the ideas
behind MedCERTAIN/MedCIRCLE are not easy to communicate and the projects
were consistently and repeatedly misunderstood and misrepresented as a “kitemark-
ing” or third- party certification program [30], while the main goal—to develop and
demonstrate a decentralized Web-of-trust infrastructure using of metadata—were not
widely understood.

The constant misunderstandings concerning MedCERTAIN were one reason to
change the project name to MedCIRCLE (Collaboration for Internet Rating, Certifi-
cation, Labeling and Evaluation of Health Information), stressing the collaborative
idea. The Collaboration involves a wider medical community to assess health infor-
mation, demonstrating the power of collaborative and interoperable evaluations in a
Semantic Web environment.

Figure 18.1 illustrates the operational model of health information providers col-
laborating in the MedCIRCLE. MedCIRCLE members are primarily trusted health
information gateways, government portals, medical societies, accrediting organizations,
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and libraries. What they have in common is that all are “third parties” that are in the
business of describing, annotating, or making statements about other organizations,
health information providers, or consumer health Web sites. For example, a medical
society offering “recommended links for consumers” is a “gateway.” Rather than offer-
ing unspecific hyperlinks to “recommended sites,” the gateway can semantically enrich
the endorsements by using a standardized vocabulary HIDDEL (Health Information
Disclosure, Description and Evaluation Language) [16], expressed in XML/RDF, to
report evaluation results in detail. Similarly, an organization in the business of “accred-
iting” health Web sites would use the vocabulary to express accreditation results.
Among the current MedCIRCLE members are, for example, three major European
gateway sites for consumer health information, two of which are backed by official pro-
fessional physician associations. Other health subject gateways, accreditation, or rating
services are encouraged to join the Collaboration simply by implementing HIDDEL
on their gateways. The hope is to eventually establish a global Web of trust for 
networked health information.

As illustrated in Fig. 18.1, MedCIRCLE members export HIDDEL/XML/RDF data
into an Open Directory. In addition, participating consumer health information Web
sites can export disclosure and self-descriptive data into the Open Directory. Data in
the Open Directory can be used by various applications and other Web sites under an
Open Directory license, that is, free of charge, as long as the originator of the data and
MedCIRCLE are acknowledged, and the integrity of the data is left intact. For
example, MedCIRCLE gateways can display the data of other MedCIRCLE members,
search engines can use data to rank their results, health kiosks can use the data to 
facilitate access to trusted Web sites, and client-side software, for example, browser
plug-ins or “toolbars,” such as the MedCIRCLE infobar (Fig. 18.2), can make use of
the data.

Conclusion

“Consumer health informatics” is the emerging science at the crossroads of health
informatics and public health that deals with investigating determinants, conditions,
elements, models, and processes to design, implement, and maximise the effectiveness
of computerised information and telecommunication and network systems for con-
sumers [31]. Nobel laureate economist Herbert A. Simon (quoted in Coiera’s paper on
“information economics” [32]) once stated that “Information consumes the attention
of its recipients. Hence a wealth of information creates a poverty of attention, and a
need to allocate that attention efficiently among the overabundance of information
sources that might consume it.” One of the central topics of consumer health infor-
matics is how to guide consumers to quality health information. Technology for 
producing and distributing information is useless without some way to locate, filter,
organize, and summarize it. In that sense the Semantic Web remains a double-edged
sword. The main opportunities lie in the fact that consumers will have even better pos-
sibilities to find, aggregate, and appraise health information than today. On the other
hand, one might fear that this may lead to a further overreliance on external informa-
tion, a process of disintermediation between patients and healthcare professionals, and
erosion of the patient–physician relationship. Such concerns may not, however, stop
the development of the Semantic Web, as the possibilities for e-commerce can be mind-
boggling, in that search engines such as Google may evolve into marketplace managers
and personal assistants to find, buy, and sell articles on the Web [33]. As health infor-
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mation is still some of the most sought after content on the Web, constituting of about
4.5% of all queries in search engines [34], people will not stop short of using these tech-
nologies for health products and services, researching the attributes and reputation of
health products and services with a far greater sophistication than on today’s Web. The
World Wide Web as it exists today might be just the beginning of yet another consumer
health informatics revolution.
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Among various factors associated with increased mortality of coronary heart disease,
excessive patient delay (PD) in seeking medical care during acute myocardial infarc-
tion (AMI) has been shown to play an important role [1]. Two thirds of the delay from
onset of symptoms to treatment is patient related, and one quarter is hospital related
[2]. Clinical studies have repeatedly shown that most patients do not seek medical care
for 2 hours or more after symptom onset for AMI [3–7]. Their prolonged PD precludes
or limits the rational utilization of potentially lifesaving procedures, as timely delivery
of optimal therapy for AMI is crucial [8]. It is well documented that a significant reduc-
tion in PD would increase the proportion of patients eligible to receive reperfusion or
interventional therapies and possibly also reduce the out of hospital deaths [5,8].

Many factors contributing to an increase in PD, such as denial of symptoms of AMI,
self-treatment, asking a family member or physician for advice [9,10], inappropriate
coping mechanism, hampering health beliefs, and so forth, have been identified [5,11].
Modifiable factors include somatic and emotional awareness [12,13], perceived threat
[14,15], health beliefs [10,16], knowledge about AMI symptoms [16,17], and relevant
decision making [18,19]. Self-treatment and asking a family member or physician for
advice are noteworthy modifiable factors demonstrated to delay arrival to the emer-
gency by an hour or more. Nonmodifiable factors associated with increased delay
pertain to patient history, the context in which symptoms arise, the symptoms pre-
senting during AMI, and sociodemographic factors.

PD can be costly considering that the first hour immediately after a heart attack is
the crucial time when thrombolytic therapy can significantly improve the victim’s
chances for survival. Although the efficacy of thrombolytic therapy has been known
for years, only a fraction of those experiencing an AMI receive this treatment. If time
can be reduced from the onset of heart attack symptoms to allow for the delivery of
appropriate therapy, lives could be saved and long-term cardiac damage avoided. It is
difficult to imagine a more striking example of how information, particularly informa-
tion provided using innovative technologies, can save lives.

The Myocardial Infarct Health Education Aimed at Rapid Therapy (MI-HEART)
Project, funded by the National Heart Alert Program (NHAAP), used such novel tech-
nologies to examine ways in which a clinical information system can favorably influ-
ence the appropriateness and rapidity of decision making in patients suffering from
symptoms of AMI. When designing the MI-HEART project, it was understood that
persons who experience symptoms need to be informed on how best to respond.
However, when patients experience symptoms that may be indicative of a heart attack,
their reaction is very complex. Developing an intervention to modify this response
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required an understanding of the process so that important variables that contribute
to the decision are identified. It is only then that information can be effectively tailored
to each individual’s psychological state on the factors that contribute to patient deci-
sion making. Tailoring information to an individual’s characteristics, needs, and inter-
ests increases the personal relevance of intervention messages, which in turn results in
an increase in the effectiveness of an intervention [20–22].

Therefore in phase one of the MI-HEART project, we developed a conceptual
model that allowed us to isolate and measure specific factors that contribute to patient
decision making. In phase two of the project, we conducted a randomized trial that
examined the following hypothesis, based on the model and using the existing clinical
information system at New York Presbyterian Hospital: educational tools that make use
of information from a patient’s medical record will exert a favorable influence on meas-
urable parameters of the patient’s cognitive processes, suggesting that they are more likely
to perform appropriately in an acute situation.

Development of the Conceptual Model

The model for patient decision-making incorporates several behavior models (Health
Belief Model [23], Social Cognitive Theory [24]) and includes somatic and emotional
awareness, perceived threat, expectations of symptoms, self-efficacy, and outcome
expectations to explain the response of an individual to his or her symptoms. We used
formal behavioral theories, an extensive review of published empirical investigations,
and qualitative methods to guide the selection of these factors. Table 19.1 provides a
summary of variables in our model, their theoretical origin, and a brief description.

Based on this set of variables, we assembled our model [25], shown in Fig. 19.1, by
expanding on previous medical and health behavior models used to reduce delay in
seeking care for AMI [26,27].Whereas most previous research examined variables sep-
arately, our model presents a framework to consider how these variables might be inter-
related in explaining the act of decision within the context of moderating variables.

According to our model, we can consider patients to be in some cognitive state prior
to an educational intervention and in some second state following the intervention.
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TABLE 19.1. Modeling patient response to AMI summary of variables.
Variable Description

Somatic and emotional Individuals ability to identify inner experiences of emotion and body
awareness sensations

Perceived threata Individuals perception of his or her risk of getting an AMI
(vulnerability/seriousness) Feelings concerning the extent of harm that could result from an AMI

Expectations of symptoms Individuals ability to match the signs and symptoms to their concept of how 
a heart attack should feel

Response efficacy Individuals estimate that their behavior will lead to a certain outcome
Self-efficacy Individual’s confidence in his or her ability to take action by performing the

behaviors necessary
Symptom context Consultation with others (spouse, co-worker); decision to consult a physician,

time and place of symptom onset
Sociodemographic/ Demographic and health history type variables, e.g., history of diabetes,

health history angina, age, sex, etc.

a Based on the Health Belief Model, the combination of vulnerability and seriousness is labeled perceived threat.



When an actual event occurs (the physiological episode), external stimuli (e.g., chest
pain) cause the patient to enter the Symptom Phase. Symptoms from the episode may
be experienced with varying degrees of sensitivity related to the somatic and emotional
awareness levels of the individual. Low somatic and emotional awareness are charac-
teristics that tend to diminish the perception and/or reporting of cardiac symptoms,
thereby leading to excessive delay in seeking medical attention [28]. Published studies
concur that subjects who report higher levels of bodily and emotional awareness were
more likely to seek treatment for symptoms of AMI earlier [29]. Patients unable to
identify their symptoms are not likely to attend to them and may respond only when
the symptoms cannot be ignored.Accordingly, the disruptive qualities of symptoms will
determine whether the patient pays attention to or ignores symptoms. Providing that
symptoms are attended to, the individual enters into the Interpretation Phase. In this
phase, symptoms attended to are ascribed to a cause by the individual, for example,
indigestion, nothing important, or cardiac. This labeling process requires that the signs
and symptoms attended to be put within an understandable framework. Few patients
are able to determine rapidly that their signs and symptoms represent a heart attack.
Rapid self-diagnosis is more likely to occur when the individual is able to match these
signs and symptoms to their concept of how a heart attack should feel [30]. We label
this variable expectation of symptoms in our model referring to the matching of signs
and symptoms to the patient’s preconceived prototype of what symptoms should feel
like. Knowledge of chest pain is recognized as an important heart attack symptom;
however, knowledge of the complex constellation of heart attack symptoms is deficient
in the US population, especially in socioeconomically disadvantaged and racial and
ethnic minority groups [31].

Knowledge alone is insufficient to motivate action, and may be insufficient to cause
the patient to ascribe familiar symptoms to AMI. In addressing other cognitive and
emotional consequences of symptoms attended to in the previous stage, the individ-
ual may perceive a threat from the prototypical meaning of symptoms. Because the
act of decision process involves the labeling of these deviant patterns of symptoms,
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that is, assessment of the imminent health threat, our model proceeds to adopt the
value-expectancy notion contained within the Health Belief Model suggesting that the
notion of threat has its greatest impact in this initial decision [32]. The Health Belief
Model suggests that the labeling of deviant health patterns and response to symptoms
is influenced by the person’s beliefs about how susceptible he or she is to a heart attack
or other heart trouble, how serious the illness is, and how effective specific actions will
be in reducing the perceived threat. It is the individual’s perception of vulnerability to
heart attack coupled with the individual’s perceptions of seriousness of heart attack
that combine to form belief about an imminent health threat. Perceived levels of threat
affect the ability to correctly ascribe symptoms to a cardiac origin. If the threat is per-
ceived as irrelevant or insignificant, then there is no motivation to take action. If the
interpretations of the symptoms are as noncardiac, the action taken may be inappro-
priate. Perceptions of threat compiled by the individual suggest that the individual
employs two types of memories: episodic, which are autobiographic memories from
the individual’s past experiences and include affective responses, and semantic mem-
ories which reflect more abstract and conceptual information about symptoms pro-
vided by healthcare associations, for example, the American Heart Association’s
warnings of a heart attack [33]. For some individuals, arousal from the threat is so
intense that they become unresponsive to the symptoms. These individuals may
present with a presumably silent AMI, or be among those who die outside the hospi-
tal with sudden cardiac deaths. The Interpretation Phase ends when the individual has
a label or hypothesis as to the meaning of the symptoms and proceeds to the Deci-
sion Phase to address the demands in terms of developing an action strategy. Once
into the Decision Phase, response efficacy, that is, beliefs about the effectiveness of the
recommended response, and self-efficacy, that is, beliefs about one’s ability to perform
the recommended response and confidence in labeling symptoms [34], determine
whether the patient will become motivated to accept or reject the proposed action
plan. Within this study “accept” defines the decision to go to the emergency room for
medical care whereas “reject” defines the decision not to go to the emergency room.
High perceived efficacy (i.e., people feel able to perform an effective recommended
response and confident that they are responding correctly) coupled with high per-
ceived threat (i.e., people believe they are vulnerable to a significant threat) promote
the “accept” response.

The development of the conceptual model was an essential first phase to guide the
development of a tailored technology-based program to reduce patient delay. By iso-
lating and explaining the reasons why people delay, we were able to design tailored
and theoretically grounded strategies, resulting in a more effective intervention and
evaluative tools that better affect patient decision-making.

The next phase two was directed at three specific accomplishments: creation of tai-
lored educational messages, development of a computer-based system for delivering
the messages, and a pilot study to measure the impact of messages.

Creation of Tailored Messages

The importance of creating tailored messages cannot be underscored enough. Prior
research consistently demonstrates that tailored messages have a significantly greater
effect on patients’ behavior than generic messages [20,35–38]. Tailored messages are
information intended to reach one specific person, based on characteristics unique to
that person. It is information technology that allowed us to deliver the tailored 
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messages through ubiquitous technology windows. These seamless communication
channels enabled the recipients of our project to be reached with patient-specific 
messages using a one-by-one technique.

To create the tailored messages, it was necessary to collect and retrieve information
for each individual on each variable contained in the cognitive model. At New York
Presbyterian Hospital (NYPH), existing clinical information systems provided this
capability for some variables. Additional patient data on the decision-influencing vari-
ables specified in our model not contained in the patient medical record were collected
for our project using an online tailoring questionnaire.

While similar in design to a tool used to collect baseline data in a research study, the
distinguishing feature of the tailoring questionnaire is the close-ended nature of the
questions. In order to create all possible tailored messages before the assessment takes
place, the response choices to each question must be known. There is benefit to
abstracting data from the medical record when it exists because it reduces user burden,
the time it will take for an individual to complete the questionnaire. MI-HEART par-
ticipants received the online assessment questionnaire immediately after they logged
on to the Web site, and were blocked from education content until all questions are
answered.

The assessment questionnaire provided the framework for developing tailored mes-
sages. Because questions in the assessment questionnaire were developed to address
the most important variables underlying patient decision making, the process was fairly
straightforward. Managing the process involved the following steps: (1) write down
each question contained in the assessment tool; (2) for each assessment question, list
all its response choices; and (3) create unique content that would be appropriate for a
person who gave each particular response to the assessment question. Response items
for each question in the assessment tool then guided the development of educational
strategies. To illustrate, one series of questions measured self-efficacy, and the response
item was calculated as “low.” Content was then designed to enhance self-efficacy by
showing a graphic of a person similar to the user successfully performing the desired
behavior. Skill building exercises and clearly elucidating the model users’ success and
skill acquisition were other strategies used to enhance self-efficacy. This type of learn-
ing, referred to as vicarious experience [39], is effective because visualizing people
similar to oneself perform successfully typically raises efficacy beliefs in observers that
they themselves possess the capability to master comparable activities. They persuade
themselves that if others can do it, they too have the capabilities to raise their 
performance.

To increase outcome expectations, educational content was designed to demonstrate
the relationship between the behavior and outcome and provided opportunities for
users to experience specific outcomes as a result of the decision he or she has made.
In the MI-HEART project, we used the process of microtailoring [40] to enhance the
individualization of content by allowing an even greater amount of tailoring to occur
in the messages themselves. Table 19.2 shows this tailoring methodology related to
expectation of symptoms. The expectation of symptoms variable is defined as a person’s
ability to match the signs and symptoms to his or her concept of how a heart attack
should feel. We used microtailoring for this variable because we know that certain
characteristics of an individual may affect the types of signs and symptoms experi-
enced. A description of this reasoning follows. Because heart attack symptoms may
differ among persons with varying characteristics, the message content for this vari-
able would be most relevant to each individual if it varied to match these character-
istics. The decision as to what are the relevant characteristics was made using clinical
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judgment, standardized guidelines [41], and published research. The following consid-
erations were used.

First, angina was regarded as a relevant characteristic because the symptom sets for
patients with angina that could be warning signals for AMI are different than for 
the general population. Persons with angina or more than two cardiovascular disease
(CVD) risk factors need to be aware of symptoms that may lead to unstable angina.
Second, foreknowledge of chronic obstructive pulmonary disease (COPD) and CVD
risk factors were regarded to be relevant characteristics, as persons with this condition
are likely to experience unstable angina and angina equivalent such as shortness of
breath, symptoms with potential to be confounded with the symptoms of COPD.Third,
having an active prescription for nitroglycerine was regarded as a relevant character-
istics because these individuals need to be informed that shortness of breath and chest
pain that does not go away after taking nitroglycerine are considered to be warning
signals as specified by the AMA. Fourth, scoring high or low on the expectation
symptom variable itself was regarded to be a relevant characteristic because the
framing and content of the message for persons with high levels must be designed
specifically to avoid redundancy, while content for persons with low levels must be pro-
vided in detail. Thus, Table 19.2 distinguishes 18 messages based on a combination of
the relevant characteristics [42].

The distinguishing feature enabled by Web technology is that it is possible to deliver
a tailored mix of educational content directed simultaneously at motivation, beliefs,
and skills—the multitude of determinants that affect a single behavior. Because we
know that behavior change does not come about by providing a single uniform
message, this feature has strong advantages over mass communications that are
directed to everyone but no one in particular. Even individuals who need to make
similar behavior changes are likely to differ on factors that influence their health behav-
iors. One individual may not feel at risk for developing a specific disease and thus may
not perceive the need to be screened for that disease. This individual should have dif-
ferent content than someone who avoids the screening procedure because he or she
fears finding out that he or she has the disease. It should also be noted that while tai-
loring has distinct functionality well suited to facilitate behavior change, developers
need to carefully consider that even the benefits of tailoring interventions depend
heavily on which kinds of behavioral determinants and individual characteristics are
targeted. Sophisticated tailoring to weak or irrelevant determinants and individual
characteristics will yield poor results.
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TABLE 19.2. Tailoring of messages with regard to expectation of symptoms.
Patient profile

No Angina Angina

No More than two risk factors Regardless of risk or no risk factors

Nitroglycerin Regardless No No Yes No Yes No Yes
COPD Regardless No Yes No Yes No No Yes Yes

Expectation of symptoms:
Low Message Message Message Message Message Message Message Message Message

A B C D E F G H I
High Message Message Message Message Message Message Message Message Message
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Development of the Web-Based System for 
Delivering the Messages

Developing the Web-based system for delivering the messages required that a wide
number of issues be addressed including user interface, security, database, and clinical
trial management software.

User Interface
A dedicated Web portal, www.mi-heart.com, provided the access to the MI HEART
messages. We spent a great deal of time developing and testing the user interface to
ensure that it would be usable by a wide variety of patients, including those who might
have chronic medical conditions such as arthritis (of the hands) and diabetes mellitus
(with visual impairment). The user interface consisted of left buttons that trigger sub-
buttons on the top of the screen. The center of the screen contained the tailored or
nontailored educational material that was dynamically generated to correspond with
the participant’s group assignment in the randomized trial. The two-level hierarchy of
buttons was required to provide “oversized accessible text sizes” on the buttons and
limiting the information overload. Test users were videotaped during an extensive
usability trial of all sections of the site and corrections to the design were conducted
accordingly.

Security
Although no identifying data were available to users of the system, users’ health data
were shown in messages given to the tailored users. We therefore sought an interme-
diate level of authentication, using an ID and password. A “cookie” maintained the
active session parameters and timed out after 10 minutes without user-initiated actions.

Database
The application consisted of one Access database (miheartdb.mdb) containing several
distinct tables. TblUser contained the “study group identification” (tailored IT, non-
tailored IT, non-tailored paper), while tblUser_Answer contained the answers of the
patients to the tailoring questionnaires. The tailored messages for symptoms and
actions were contained in the knowledge-base: cfsymptom2.mdb. It consisted of several
tables interoperating according to 14 observations of the past history to produce 212
different guidelines.The other tailored components of the education were programmed
as independent Coldfusion files evoked according to the absence, the presence, or the
unavailability of one observation of the patient history. They consisted of individual-
ized text, images, and sound tracks. The sound tracks contained individualized recom-
mendations from physicians. A Web-based instrument for prediction of coronary heart
disease risk was implemented according to the Framingham algorithm and messages
were tailored to the patient according to the calculations.

Clinical Trial Management Software
A clinical trial management and administration module was developed to enroll and
monitor the progress of enlisted patients. This component also provided valuable data
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to analyze usage between the trial groups. Multiple alerts and progress reports were
made available throughout the project.

The Pilot Study to Measure the Impact of Messages

We describe the pilot study that was conducted in the final phase of the MI-HEART
project with particular attention to the issues and caveats that may be useful to others
embarking on a similar effort. The pilot study utilized a three-group randomized con-
trolled design with pre- and post-intervention measures to determine the impact of the
tailored messages. Following consent, all participants completed on online tailoring
questionnaires and were then randomized into one of three groups: (1) tailored Web-
based, (2) nontailored Web-based, or (3) nontailored paper-based. After completing
the questionnaire, participants in the Web-based intervention groups had access to the
intervention online. The paper-based intervention group received the educational
materials by mail.

Participants were recruited from physicians’ offices, advertisements, online resources,
and promotional materials, for example, brochures and flyers. Potential participants
interested in the study were sent a letter asking them to provide consent and consent
from their physician. Physicians were also asked to confirm eligibility according to pre-
determined AMI risk criteria.

Baseline Data
Of the participants who enrolled in the study (N = 94), most were male (71%), married
(77%), Caucasian (89%), with college or professional/postgraduate degrees (68%).The
mean age was 57 years (SD = 10 years), 20% had yearly incomes between $50,000 and
$74,000, and 35% had yearly incomes over $75,000. Fewer than 20% reported their
health as excellent, 44% good, and 21% fair or poor. Thirty-five (35%) had had a heart
attack, with a total of 60% told by a physician that they have a heart condition. Seventy-
eight percent (78%) reported being told by a doctor or other health professional that
their blood cholesterol is high, 70% were told that their low-density lipoprotein (LDL)
or “bad” cholesterol level was high.

When asked, “If you had arm pain or numbness, shortness of breath, and sweating,
how likely would you:

Very likely
Contact spouse, friend, co-worker 63%
Contact physician 49%
Call 911 36%

Alternatively when asked, if you had chest pain, how likely would you:

Contact spouse, friend, co-worker 42%
Contact physician 34%
Call 911 31%

More often participants reported they would contact their spouse, friend, or co-
worker when experiencing arm pain or numbness than if they had chest pain. Inter-
estingly, more would contact their physician or call 911 with arm pain or numbness
compared to what they would do if they experienced chest pain.
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Changes in Self-Efficacy Scores

We have reported to date on one key construct contained in our model: self-efficacy
[43]. Results of the randomized controlled study show trends in improved self-efficacy
scores for all groups at 1-month follow-up, with sustained significant increases in scores
only for the Web-based tailored intervention. According to our hypothesis, we anti-
cipated that the tailored intervention would more favorably influence self-efficacy
scores; however, new questions arise as to why the tailored intervention was the only
group to sustain the effect at 3 months.

Analysis of “Hit-Count”
The Web-based delivery of our intervention allowed us to look at the usage logs to
determine if there were differences between tailored and nontailored groups in the fre-
quency the system was used. Usage was determined by “hit-count,” the number of times
the user selected a specific Web page to view. Note that the user could have performed
many actions on one specific Web page, for example, print the contents of the page,
scroll, and select audio clip. In this analysis, a repeated action on a given Web page still
counts as one.The mean “hit-count” in the tailored groups was significantly higher than
in the nontailored group, 21.8 and 12.4, respectively (t = 2.09, p < .005).

Discussion

Results of a randomized controlled study show trends in improved self-efficacy scores
for all groups at 1-month follow-up, with sustained significant increases in scores only
for the Web-based tailored intervention. According to our hypothesis, we anticipated
that the tailored intervention would more favorably influence self-efficacy scores;
however, new questions arise as to why the tailored intervention was the only group
to sustain the effect at 3 months.

One possible explanation could be related to exposure.The logs on “hit-count” show
that use of the tailored intervention was significantly greater when compared to the
nontailored Web group. Of course, we have little to say about the paper-based group,
as these data were not logged.

Previous studies have already alluded to reasons why tailored interventions are more
effective than nontailored or generic type information. Because tailoring provides each
person only the information selected for his or her characteristics, the messages contain
less redundant information. People are therefore more likely to pay attention to the
essential relevant information. Attention to the message is of essential importance for
the health message to have an impact. Few previous studies were able to assess usage
as we have done in this study, because most have used a paper-based delivery system.
Based on the data we report here, exposure as defined as “hit-counts” may shed light
as to why tailored interventions have a greater impact. One plausible explanation is
that tailored interventions may not only increase attention, but also increase the cog-
nitive effort that people are willing to invest in reading, comprehending, and process-
ing a message.
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Implications of Lessons Learned and Future Directions

The number of participants we recruited to the study was fewer than we had planned
for. Although the final number recruited enabled data analysis to yield significant
impact on selected outcome measures, the main caveat here is that even well
researched and developed systems can and will be underutilized. An information
resource that provides knowledge on health issues, particularly health promoting issues
that are generally not the main concern of most intended users, requires thoughtful
interventions to overcome low motivation. One possible solution is to intertwine the
health promoting technology into everyday life patterns and other applications as much
as possible. Bringing the user into incidental contact with the intervention may moti-
vate interest in a health-promoting topic that may otherwise be of low salience.

A second issue relates to the digital divide. Our participants were primarily Cau-
casian, male, and well educated. Although we attempted to address many issues of
access including developing the educational content to an appropriate literacy level,
we faced what appeared to be downright resentment by individuals we attempted to
recruit but were unwilling to participate because they were antagonized by yet another
resource moving onto the Web. These participants may have had a computer with
Internet access at home or at a nearby library. Their concerns, however, extended
beyond the hard-wire access and their unease prevented them from reaching the point
where they could appraise the usefulness of the content. The caveat here is for devel-
opers of new technologies to build into their interventions theoretical and empirically
tested methods and implementation planning frameworks that account for the social
and cultural factors of the digital divide, not just the technical factors [44,45].

The MI-HEART project required the development of three software components:
a customizable user interface, an application for producing tailored messages, and a
system for managing and monitoring research subject data. Each of these components
has been designed to be reusable for other purposes and current projects are under
way, or proposed, that will make use of them.
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Introduction

This paper reviews the research and development around CHESS (The Comprehen-
sive Health Enhancement Support System) developed and tested by the Center for
Health Systems Research and Analysis at the University of Wisconsin. The review will
place particular emphasis on what has been found with regard to acceptance, use and
impact of such systems by high risk and underserved groups.

Consumer Health Informatics Systems

Consumer Health Informatics Systems (CHIS) include patient-oriented interactive
computer-based programs that provide- information, decision, behavior change and
emotional support for health issues [1,2]. Many of these systems track patient status
and concerns. That role may grow as computers share patient information with
providers.

CHIS operate on telephones, palm and Internet appliances, personal computers and
public kiosks. Initially, CHIS were stand-alone systems. For example, our BARN system
initially used Apple II computers placed in school libraries to help teens prevent
smoking, drug abuse and sexual activity [3].

In the 1980s, these stand-alone systems began to add modems allowing users to com-
municate with each other and experts [4]. When the Internet could rapidly transmit
information, many CHIS migrated to it. However, some continue in a stand-alone
format because they need more speed and processing than is available on the Internet.

CHIS services can range from simple applications such as a single article or discus-
sion group to ones offering many services including information, communication,
analysis, personalized web pages and computer based games designed to promote
behavior change.
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A growing body of research evaluates impact of such systems in decision support
[5–8] and educational roles [9–14]. A number of important findings have been made.
For example, CHIS have been found to elicit more honest information than can clini-
cians and that information, when presented to the clinician, can significantly improve
patient care [15,16]. Moreover a number of studies have found that depressed patients
prefer computer over human interviews [17–19].

Our early research found that BARN (while initially designed to prevent health risk
behaviors) was more effective in meeting the needs of those facing crises [20] and also
was quite effective in reaching hard-to-reach audiences [21]. It was then that we
changed our focus from developing and testing computer systems for primary preven-
tion to using them to help people facing life threatening illness with a particular empha-
sis on underserved populations [22]. Hence our research around the resulting system
(CHESS) has been a primary source of empirical studies on the acceptance, use and
impact of CHESS with particular attention to underserved populations [23,24].

CHESS

First developed in 1989, CHESS has been tested in several research studies and is now
Internet-based. CHESS programs are based on needs assessment surveys typically
involving several hundred patients and families. Users test relevance and readability
of content created by clinical experts. Patients access CHESS through home-based
computers. Many organizations offering CHESS lend computers to patients who do
not have their own.

When users log on to CHESS they enter a code name and password to prove they
are legitimate users. From the main menu (one example of which is shown in Fig. 20.1)
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they choose a topic, pick a key word or enter into a service of interest. The services are
described below using the prostate cancer module as an example.

Information Services.
Questions and Answers include brief answers to 400 frequently asked prostate

cancer questions. Instant Library links users to over 200 full-length articles drawn from
the scientific and popular press available. Consumer Guide describes 150 services to
help users visualize what it will be like to receive the service and learn to identify a
good provider, and be an effective consumer. WebLinks connects users to other high
quality websites specific to prostate cancer. Resource Directory describes local and/or
national services and ways to contact them.

Communication Services offer information and emotional support. Patients and fam-
ilies use bulletin board style Discussion Groups to share information and support. Sep-
arate groups (e.g. for patients, partners, prayer) are limited to 50 and professionally
facilitated. Ask an Expert provides confidential responses to questions by specialists at
NCI’s regional Cancer Information Service. Responses are depersonalized and made
available in Open Expert.

Journaling provides a private place where users write their deepest thoughts and
feelings about prostate cancer in a timed, controlled environment. Personal Stories
show how people cope with prostate cancer. Professional writers interview patients and
family and prepare stories to reflect priorities set by our needs assessment studies.
Video Gallery shows prostate cancer patients and their spouses describing how they
coped with the disease and treatment.Video is also used in other services (e.g. Overview
and Decisions) to supplement text and graphics.

Analysis Services help users think through key issues. These collect data from users,
process it and provide feedback). CHESS Assessments focus on specific issues of impor-
tance to prostate cancer patients (e.g. depression). Health Tracking collects data on
health status every two weeks and displays graphs showing changes over time. CHESS
uses that information to guide people to material relevant to their situation. CHESS
does not currently share this information with clinicians although it could. Decisions
helps users make important treatment decisions. Video clips show prostate cancer
patients talking about their decision. Alternatively, they can use a decision analysis to
learn about options, values, and consequences of choices. Action Plan employs a deci-
sion theory model build, evaluate and improve their behavior change strategies.A Cog-
nitive Behavior Therapy program to address depression has been developed and is
being tested.

While CHESS is quite comprehensive there are services it does not offer. CHESS
could collect key health tracking data whenever a user logs on and triage the user to
specific services. CHESS could monitor system use to guide users to particularly helpful
but so far unused services. It could automatically collect and use health information
(e.g. blood sugar level) to tailor messages or send information to clinicians. CHESS
does not force people to use particular parts of the program, relying instead on pro-
viding information and support in several formats that allow the user to pick to pres-
entation that best fits their learning style.

CHIS that focus on primary prevention or even chronic disease management have
the challenging task of creating or maintaining “tension for change”. CHESS focuses
on life threatening diseases, such as a recent diagnosis of cancer, HIV and coronary
artery disease where people are already motivated to obtain information and support.

To better understand CHESS we will contrast it with typical access to the Internet.
(1) The Internet is a vast but unfocussed repository of cancer information of varying
quality. CHESS is a non-commercial system, owned by the University of Wisconsin,
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whose content and presentation is developed and updated by clinicians and patients.
CHESS Research Consortium members [Dana Farber Cancer Institute, Fletcher Allen
Health Care, Hartford Hospital, Harvard Pilgrim Health Care, Evanston Northwest-
ern Health System, St. Paul’s Hospital (BC), and the University of Wisconsin] con-
tribute to its content, design and testing. (2) The Internet provides support through
chat groups involving many people, some of whom can be pretenders. CHESS limits
discussion and chat group access to a comparatively small number of approved people
in a facilitated environment. (3) The Internet’s interfaces vary substantially between
programs and can be cumbersome. CHESS provides one easy-to-use interface that
takes users to important materials within its own boundaries and to specific pages
within other websites without having to learn to navigate each site. (4) The most impor-
tant strength of CHESS may be its closed, guided universe of information and support
options; an integrated package where everything points to everything else, instead of
requiring search and discovery.

CHESS is one of the most thoroughly studied CHIS, including three randomized
clinical trials [25–28] and several field tests [29,30]. Five randomized trials are currently
examining the CHESS impact on decision-making, behavior change and quality of life.
We will review some key study results below.

The Digital Divide

A study by the National Telecommunications and Information Administration (NTIA)
[31] found that only 25% of people over age 55 have computers compared to 50% for
younger adults. Only 13% of people over age 65 use the Internet and 64% have no
interest in using it. NTIA also found that the gap between white and other non-
Hispanics and the other two groups has widened since 1998 [32].

Rural areas are also disadvantaged regarding the Internet. Only 2% of rural people
with elementary educations access Internet versus 4% in the central city. Many fea-
tures that enhance the effectiveness of CHIS will use broadband. While 56% of cities
over 250 000 have DSL and 65% have cable moderns, less than 5% of towns under 
10 000 have them [11].

There are many faces to the digital divide including race, poverty and disability. But
the prime indicator is poverty. The NTIA studies found that about 3% of Hispanics
and black non-Hispanics with incomes below $15 000 use the Internet compared to
25% of the same ethnic groups with incomes between $35 000 and $75 000. Again, the
gap seems to be increasing.

With the limited resources available to solve society’s problems, does it make sense
to use them to close the digital divide? Would health behavior change? Would health
improve? Would costs be reduced? The paper will examine what CHESS research tells
us about these questions.

Acceptance and Use of CHIS

Measuring use of CHIS is a complex process. The number of hits indicates how often
a person enters a site but does not indicate how long the user spent on the site and
what they were doing while there. A person who lands on a site by accident and leaves
immediately is counted as equivalent to a person spending hours in the site. Measur-
ing the minutes spent in a program (or in a service) indicates intensity of use. But, some
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services are properly used in seconds; others require minutes. Moreover, this measure
is complicated because we do not know whether a person is using the site for those
minutes or eating lunch. How the service is used is important. A person who spends
45 min on a live chat group discussing his/her fears gets one set of benefits. A user gets
different benefits by first reviewing frequently asked questions about pain, then reading
articles on pain, then writing to an expert on pain, and then raising cancer pain in a
discussion group. Measuring delay is important. But the Internet, especially from a
modern, can have large delays and make people stop using it.

In our research use of CHESS is measured by the number of services used beyond
a minimum time threshold and minutes of use within a service.

One key finding is that many stereotypes are wrong regarding who will accept and
use CHIS. When CHIS were first developed many wondered whether age, gender and
race would affect acceptance and use. CHESS studies suggest that underserved use
CHESS as much as more affluent Caucasians. One randomized trial, with 204 HIV
patients, found little association of total use with any demographics [33]. Another 
population-based study attempted to recruit elderly Medicare women with breast
cancer to CHESS. Those 51 women (mean age 73) who were offered CHESS accepted
and used it with about the same frequency as women with breast cancer who were
under the age of 60 [34]. Similarly, in a randomized trial of 246 younger (age <60 years)
women with breast cancer, the one-third of subjects who were underserved inner-city
African American women used CHESS as much as more affluent white women with
breast cancer [35].

While total amount of use is about the same across population, different populations
used CHESS very differently (Table 20.1). In particular, the underserved used 
computer-mediated communication services (such as electronic discussion groups) less
frequently and information services (e.g., frequently-asked questions and library) and
analysis services (e.g., decision analysis and health tracking) more. This is particularly
important because a growing body of research discussed below, suggests that using
CHIS for information and analysis is more important to quality of life than using CHIS
for emotional support [36,37]. However, one of the important features of communica-
tion services is that they tend to be more “color blind” than face-to-face contacts.
Underserved and affluent people interact with each other quite well in the anonymous
environment of CHIS.

Impact of CHIS

A tentative picture is beginning to emerge about the impact of CHESS on diverse pop-
ulations and the underserved people with lift threatening illnesses. Several research
studies have been conducted on the impact with underserved African Americans. All
results reported below are statistically significant at the 0.05 level or better, unless other
wise stated.
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TABLE 20.1. CHESS use by Caucasian, minority and elderly women with breast cancer [8]
Elderly Caucasian Younger Caucasian Younger Minority

Total weekly use 6.8 5.9 6.2
% Communication 56 75 48
% Information 33 19 32
% Analysis 11 4 16



Impact on underserved African Americans. The NICHD/NCI funded randomized
trial [38] of 246 younger women with breast cancer (30% underserved minorities)
involved placing CHESS in the homes of experimental subjects for 6 months while con-
trols received standard care plus a book on breast cancer. CHESS patients improved
more than controls in confidence in physician, comfort in posing questions to clinicians,
decision confidence and information competence. Four of six quality of life measures
(emotional well being, functional well being, participation in healthcare and breast
cancer concerns) showed significant interactions with characteristics associated with
being underserved. Underserved minority women with CHESS moved to outcome
levels similar to middle class whites.

Impact on the elderly. This HCFA-funded study [39] examined the ability to get a
full population of Medicare eligible women with breast cancer to accept and use
CHESS. Surgeons in a five-county, region (94% of them agreed to refer) referred 
70% of the 73 patients they could have referred and 73% of those patients accepted
CHESS. CHESS was used as much by this group as younger women (under 60 year)
with breast cancer. As a population-based study no control group was available.
However, emotional health, provider relations, active life and cognitive functioning
improved more for the heaviest users of CHESS than for those who used it least. The
changes in quality of life scores were similar to the findings for younger women with
breast cancer. Using physicians and clinical staff as the only referral source gave nearly
50% penetration.

Impact on HIV+ patients. HIV infected people (n = 204) at all stages of disease (12%
minorities) were randomly assigned to either no intervention (control) or CHESS in
their homes [40]. Experimental subjects used CHESS extensively. No significant dif-
ferences in use total use rates were found between minority patients and others.
However, minority patients were more likely to use information and analysis 
services and less likely to use discussion group services. Five of eight quality of life
measures (activity, reduced negative emotions, social support, cognition, and partici-
pation in health care) improved in those with CHESS compared to the controls.
Average time spent with physicians dropped for CHESS users, as did average length
of hospital stay.

Impact on AIDS patients. A randomized trial of 261 patients (35% minority) with
advanced HIV disease (a CD4 count of <500), is notable because CHESS had little
impact. Use rates were similar to the previous HIV+ study. Minority women used it
most. But quality of life changes, while statistically significant, were modest. Health
service use improved only between 8 and 12 months. Minority status had no effect on
any results. One possible explanations for the relative lack of effect is that the discus-
sion group was flourishing as usual when two subjects began an extended and heated
argument (over religion). Many users dropped out of the discussion group and overall
CHESS use dropped dramatically. This suggests discussion groups are fragile; requir-
ing careful monitoring and facilitation.

Use that makes a difference. One qualitative study examined how men and women
with HIV used CHESS. Because of the intensity of analysis only 14 subjects were used.
Half of these subjects made substantial improvements in quality of life and half did
not. Transcripts were analyzed to determine whether the discussion involved commu-
nicating information versus emotional support messages. Similarly, other services uses
were divided into information versus support content. No tests of significant were run
on the following results because of the small sample. However, people who use CHESS
most were not those who benefited most. Instead, quality of life improvements were
greatest in those who were most involved in information tools [41]. Similar results have
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been found by Brennan in a study of caregivers of Alzheimer’s patients [42]. Hence,
although computer services are frequently used to provide emotional support, this may
not be their most important role.

These studies are beginning to demonstrate a pattern for people using CHESS to
cope with serious disease. (1) Underserved minorities (African Americans in particu-
lar) and the elderly (two key groups often on the wrong side of the Digital Divide) are
as likely to accept and will use CHIS as much as the younger, more affluent majority.
(2) While they use CHESS services as frequently, they use them very differently. Less
use in discussion groups and more information and analysis services. (3) Underserved
groups benefit from CHIS more, partly because they have more to gain and partly
because of the different style of use.

Other results simply raise questions. One is what happens if CHESS and psy-
chotherapy are combined. A small pilot test (24 adult children of alcoholics) were ran-
domly assigned to receive CHESS for 10 weeks or group psychotherapy for the same
time period or receive both CHESS and psychotherapy. Average attendance at 
psychotherapy-only sessions was 39 versus 82% for those who also had CHESS. Total
use of CHESS services increased by 20% when psychotherapy was combined with
CHESS.

Summary

Based on current data, one would conclude that the underserved use CHIS differently
from more affluent counterparts. This conclusion might change as one moves to other
cultures. Studies are needed of how CHIS are used in different cultures and problems.

It appears that the different use patterns have worked the to the advantage of the
elderly and underserved because they tend to use information and analysis services
more and that use is most associated with improvements in outcome measures. But,
what if communication services were easier to use for those of lower literacy (e.g. when
voice recognition software is reliable without training) and if information were com-
municated verbally rather than in writing? Would underserved use the communication
services more? Would that work to their detriment?

We know little about how the Internet is used by the patient. Unpublished data from
one of our current grants suggests that training people to use the Internet and giving
them URLs for high quality websites, leads to less use and impact than training them
to navigate one comprehensive website (CHESS) with links to specific pages on other
sites so they need not learn how to navigate a variety of sites. But do these results hold
as well for prevention, disease management and disease coping programs? How do the
underserved use the Internet? Can they discriminate high from low quality sites? What
effect does access have on quality of life and behavior change? CHIS may have impor-
tant interactive effects with existing treatments. Those effects need to be studied in
depth.
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