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Preface

The Cross-Domain Conference and Workshop on Multidisciplinary Research and
Practice for Business, Enterprise and Health Information Systems is focused
on the relevance of availability, reliability and security within the domain of
information systems.

The idea of organizing cross-domain scientific events originated from the IFIP
president Leon Strous at the IFIP 2010 World Computer Congress in Brisbane
which was echoed with acceptance by many IFIP activists in further discussions
at this occasion. This scientific event concentrates on the many aspects of avail-
ability, reliability and security for information systems as a discipline bridging
the application fields and the well-defined computer science field.

This leads us to the consideration of the many important issues of massive
information sharing and integration (MIST) which will (in our opinion) dominate
scientific work and discussions in the area of information systems in the second
decade of this century.

The organizers of this event who are engaged within IFIP in the area of
Enterprise Information Systems (WG 8.9) and Business Information Systems
(WG 8.4) very much welcome the cross-fertilization of this event by the collo-
cation with the Workshop on Security and Cognitive Informatics for Homeland
Defense on a topic where application factors must be regarded as the most es-
sential. Therefore we are very much convinced that homeland security can only
be successful if we do not neglect the bridging nature of this field between ap-
plication aspects and computer science aspects. The cross-domain viewpoint is
an inherent characteristic of this area.

The papers presented at this conference were selected after extensive re-
views by the Program Committee and associated reviewers. Special emphasis
was placed on applications in the area of electronic health organized as a spe-
cial track. We would like to thank all PC members and the reviewers for their
valuable advice, and the authors for their contributions.

July 2011 A Min Tjoa
Gerald Quirchmayr

Lida Xu

Ilsun You
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Benefits of Federated Identity Management -
A Survey from an Integrated Operations
Viewpoint

Jostein Jensen

Norwegian University of Science and Technology, Department of Computer and
Information Science, Norway
jostein. jensen@idi.ntnu.no

Abstract. Federated Identity Management is considered a promising
approach to facilitate secure resource sharing between collaborating part-
ners. A structured survey has been carried out in order to document the
benefits of adopting such systems from a user and business perspective,
and also to get an indication on how Integrated Operations in the oil and
gas industry can benefit from identity federations. This has resulted in a
set of benefit categories grouping existing claims from researchers. The
literature indicates that adoption of Federated Identity Management in
Integrated Operation seems like a good idea, however, there are several
challenges that need to be solved.

1 Introduction

Federated Identity Management (FIdM) is a promising approach to facilitate
secure resource sharing between collaborating partners in heterogeneous (IT)
environments. Such resource sharing is the essence of the ideas of Integrated
Operations in the oil and gas industry, as outlined in the next section (section
). Federation technologies ”provide open, standardised and secure methods for a
service provider to identify users who are authenticated by an identity provider”
[30]. Further, identity federations facilitate delegation of identity tasks across
security domains [21].

There are different perspectives on Identity Management (IdM) [3], where the
first is the traditional way of doing IdM, and the next two are alternatives for
Federated Identity Management:

— Isolated IdM is the way IdM is commonly done today. Each company es-
tablishes, uses and maintains a local user repository where credentials are
stored and used for authentication purposes to access company internal re-
sources.

— Centralised IdM is one architectural model to realise Federated Identity
Management. User data is registered in a central repository. User authen-
tication is performed by this central entity, which issues identity assertion
upon a successful authentication process. These assertion, or security tokens,
can then be used to access distributed services across company borders.

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 1-[3, 2011.
© IFIP International Federation for Information Processing 2011



2 J. Jensen

— Distributed IdM is the opposite of the previous alternative. Each collab-
orating company or service provider keeps a local user repository. Authen-
tication is performed locally, but the issued security token can be used to
prove identity, and as such get access to, distributed services across company
borders.

This illustrates the point that FIdM is about inter-organisation and inter-
dependent management of identity information rather than identity solutions
for internal use, and that it has emerged with the recognition that individuals
frequently move between corporate boundaries [9]. The federation model enables
users of one domain to securely access resources of another domain seamlessly,
and without the need for redundant user login processes [5]. According to Bala-
subramaniam et al. [0] an Identity Management solution consists of the following
functionality attributes: 1) Identity provisioning, 2) Authentication and autho-
risation, 3) Storage, management, 4) query/retrieve and indexing of identity
information, 5) Certification of identity and credentials, 6) Single-sign-on/single-
sign-off, 6) Audit capabilities.

Smith [30] has observed that the predictions of rapid acceleration in the in-
dustrial uptake of FIdM technology have not been fulfilled. This is despite the
fact that the technological building blocks have been developed for years, and
that the technology is relatively mature and well understood. This paper presents
partial results of a research project to understand why FIdM processes and tools
have not been widely adopted in industry, and what should be done to increase
the adoption rate, and/or if there is an actual industrial need for it at all. A com-
pany’s management need to be convinced of the benefits, challenges and cost of
adopting a technology before they make the investment. So as a starting point,
we wanted to identify what benefits of deploying FIdM have been reported in
scientific literature. The following research questions were stated in this respect,
and will be answered in this paper:

RQ1: What are the reported benefits of adopting Federated Identity
Management from a user perspective?

RQ2: What are the reported benefits of adopting Federated Identity
Management from a business perspective?

RQ3: How can an Integrated Operations scenario benefit from using
Federated Identity Management?

The last question is related to the case for the ongoing research project, which
is an Integrated Operation (I0) scenario in the Norwegian oil & gas sector. This
scenario is presented in the following section. Section [3] presents how the research
leading to the the presented results was carried out, while section [ presents a list
of benefit categories obtained by analysing the literature, as well as a discussion
on how an IO scenario can benefit from FIAM. Section [l discuss our results before
the paper is concluded and directions for further work are given in section
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2 The Integrated Operations Scenario

In mid 1990, oil and gas companies operating on the Norwegian Continental
Shelf (NCS) started developing and deploying mechanisms for simple remote
operation of offshore installations. In 2002, the Norwegian Oil Industry Associa-
tion (OLF) initiated a project group to look into this development, and consider
the potential benefits and consequences of such initiatives. This resulted in a re-
port [19] describing future scenarios and visions for oil and gas operations in the
North Sea. Prior to the remote management initiatives, there had been a distinct
separation between onshore and offshore installations. Now, OLF saw that there
was an increasing amount of data being made available and shared real-time.
With new processes and tools these data could be utilised in decision support
processes that would change the way work was organised. They envisioned that
the workload between offshore and onshore installations would be changed, and
virtual teams would emerge. The operations would be more integrated, and thus
the term Integrated Operations (I0) emerged.

The concept of Integrated Operations has been refined and widely deployed
in the companies operating on the NCS. Land-based operation centers monitor
and control large portions of the daily oil and gas production. However, the
current focus has been on intra-organisational collaboration, meaning that sys-
tems (more or less) only allow interaction between humans and systems within
a single company. One of the visions in the OLF report referred to was, on the
other hand, also to enable inter-organisational collaboration where partners (see
Figure[Il for an overview of 10 participants) could share information and knowl-
edge seamlessly across company borders.

In 2008 a new OLF report was released: Reference Architecture of IT sys-
tems for OLF’s IO G2 [I]. This report sketched the reference architecture for
a common service platform supporting inter-organisational collaboration. The
enhanced collaborative capacity has been seen as the next generation of IO sys-
tems and as such is referred to as IO gen 2. A Service Oriented Architecture
(SOA) has been proposed to facilitate this collaboration.

The OLF architecture report [I] lists various governing principles for the fu-
ture IO architecture, including those shown in Table [l

3 Method

A structured literature review approach inspired by Kitchenham [I7] was used
as research method leading to the results presented in this paper. The focus
has been on performing the search phase with rigor. The aim of this systematic
survey was to identify scientific literature that could provide answers to our
research questions listed in the previous section.

3.1 Identification of Research

The starting point for the survey was a research protocol where the research
questions and the search strategy were defined. A rigorous and comprehensive
search was key to identify relevant scientific literature.
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Table 1. Extract of principles governing the IO gen 2 architecture

Principle Comment

Loose coupling between systems Systems should be independent of]
changes in other systems

A service provider and a service con-|Reachability is an essential pre-
sumer must be able to interact with|requisite for service interaction.

each other

Conform to open standards
Roles and corresponding responsibili-|Roles and responsibilities must be de-
ties must be defined scribed to see who needs what in the
patterns

Access should be role and asset based |Users need to be allocated a role for
an asset (e.g. an oil field) so that it is
possible to see what access is allowed
against that asset for that person.
Authentication should be at the local|Authenticated at his or her own com-

company pany, for use anywhere.
Build on existing infrastructure
A service should be reusable Designed to be used by multiple cus-

tomers, and also to be used in differ-
ent contexts (within the scope if its in-
tended use)

We used the following online databases for scientific literature to search for
studies:

IEEE Xplord]

— ACM Digital Library{g
Compendex@

— SpringerLink@

For each of these databases we used the following search phrase: “federated
identity management”. The total amount of papers after this search was 684.
Papers were then filtered based on title and abstract after the search, and du-
plicate publications were removed. All papers clearly not relevant for this study
were taken out of the reading list. This process led to 113 remaining papers.
The last selection of papers were read in the full, and text indicating benefits of
using Federated Identity Management was extracted. This resulted in a total of
30 primary studies considered within the frame of this paper.

!http://iecexplore.ieee.org/Xplore/dynhome. jsp
2 http://portal.acm.org/dl.cfm
3http://www.engineeringvillage2.org/
4http://www.springerlink.com



Benefits of Federated Identity Management 5

4 Results

This section presents the results after analysing all citations reported as ben-
efits of using FIAM. The reported benefits were first split in two categories:
those reporting benefits from a user perspective, and those reporting benefits
from a business perspective. A further analysis led to categories of benefits as
summarised in Table

Table 2. Benefit categories from a user and business perspective

User perspective Business perspective
Increased privacy protection Reduced cost

Better security Improved data quality
Improved usability Increased security

Simplified /Improved user management
Reduced complexity for service
providers

Facilitate cooperation

4.1 Benefits from a User Perspective

In this section benefits of using FIdM from a user perspective are reflected, and
indicates answers to RQ1.

Increased Privacy Protection. Several researchers agree that the use of
FIdM can increase the ability to protect personal privacy. Ahn et al. [3] [2] even
say that "The main motivation of FIM [FIdAM] is to enhance user convenience
and privacy 7 , which is also supported by Gomi et al. [I3]. Both Landau et
al. [I8] and Bertino et al. [§] claim that FIdM technology can facilitate users to
control their personal data, and what is being sent to a service provider. Require-
ments related to minimal disclosure of information can be fulfilled. Squicciarini
et al. [32] say that: Federated identity management systems [...] enable organiza-
tions to provide services to qualified individuals; and empower them with control
over the usage and sharing of their identity attributes within the federation.

Better Security. FIdM may lead to improved security for users. According to
Wolf et al. [33] users are released from remembering several credentials due to the
single sign-on feature facilitated by FIAM systems. Madsen et al. [20] argue that
the reduced number of authentication operations will make it practical for users
to choose different and stronger passwords at their Identity Providers. This is
also supported by Bhargav-Spantzel et al. [9]. Fewer and stronger authentication
events will also help to minimise the risk of ID theft [g].

With the FIAM model, credentials do not need to be sent to/via Service
Providers. It is sufficient to send asserted claims [20]. As such the credentials are
better protected [1§] [26].
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Improved Usability. Users can benefit from increased simplicity with FIdM
solutions [I8] [26]. It is especially the Single-sign-on (SSO) feature that is em-
phasised in this respect, and Madsen et al. [20] highlight this feature as the
archetypical example of a federated application. With SSO users can log in once
and access different resources at different service providers [28] [22] [21] [16],
without needing to remember multiple ways of authenticating at each site [I§]
and potentially by only remembering one password [14].

Seamless access to resources, and the elimination of redundant user login
processes leads to improved user experience [4]. Satchell et al. [24] add that
instead of having several identities at different service providers, FIdM allows all
these to be gathered under one umbrella. This does "not only provide users with
vital cohesion but contributes to digital environments that are easily traversable
spaces”. Scudder and Jgsang [26] also state that identity federations release users
from the burden of managing an increasing number of online identities.

From this we can deduce that users can experience improved usability since
multiple services can be accessed as a unified whole [1§].

4.2 Benefits from a Business Perspective

This section presents reported benefits of FIdM with respect to a business per-
spective, and as such indicates answers to RQ2.

Reduced Cost. Several statements from researchers indicate that introduction
of FIdM can lead to reduced cost with respect to identity management for an
organisation [22] [18] [I1]. Madsen et al. [20] claim that the administrative costs
of account maintenance for service providers can be reduced, and Ahn et al. [3]
say that FIdM allows businesses to share the identity management cost with
its partners. Bertino et al. [8] explain the cost saving a bit more: Costs and
redundancy is reduced because organisations do not have to acquire, store and
maintain authorisation information about all their partners’ users. Also Kang
and Khashnobish say that the redundancy problem in user administration may
be solved with FIdM, while Smith [30] claims that multiple corporations in
theory can share a single [FIdM] application, and that the consolidation can
result in cost savings.

Improved Data Quality. Since identity data is essential to make correct ac-
cess control decisions it is paramount that they are correct and up to date. FIdM
can help improve the overall quality of this data. Bertino et al. [8] argue that
identity information can be made available on demand and with low delay in
a distributed environment in a FIdM scenario. They also claim that the user
data will be more up-to-date and consistent compared to a scenario where user
data is stored and maintained several places. Hoellrigl et al. [I5] and Han et
al. [I4] present similar views. Both groups claim that the strength is that the
administrative burden of user management is moved from the service provider
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to the Identity Provider. As such, redundancy and information inconstancies
in identity information can be avoided [I5], and the exchange of user’s identity
information can be optimised.

Increased Security. There are several security aspects that are facilitated by
FIdM solutions. Bertino et al. [§] claim that a federation prevents the problem
of ’single point of failure’. However, this assumes that a distributed IdM model
is followed. Speltens and Patterson [31] call it the ’true holy grail’ of Federation,
that applications become fully claims aware, and that access control decisions
are based on claims. In such a situation the 'minimal disclosure’ of information
principle can be satisfied in that only required data needed to access a service
have to be transmitted to a business partner [§]. Further, a claims based system
can facilitate fine-grained authorisation [23]. Also Satchell et al. [24] highlight
that FIdM facilitates the assignment of access rights and privileges, and Sharma
et al. [27] add that it facilitates possibilities for detailed audit trails. Finally,
Balasubramaniam et al. [6] give a general comment that FIdM will lead to min-
imisation of privacy and security violations.

Simplified /Improved User Management. Federated Identity management
can simplify the complex process of managing user accounts [I8]. User manage-
ment tasks can be decentralised among identity and service providers [3] [2] [13],
without being worried that the work of managing user identities and attributes is
doubled [12]. There is a clear link between this point and Improved Data Quality
and Increased Security. User account provisioning [4] is simplified, and with a
holistic view of users’ identity data, deprovisioning of user accounts is also better
facilitated [33].

Reduced Complexity for Service Providers. By separating identity man-
agement tasks from the service providers, they can focus fully on delivering high
quality services, while at the same time reducing the complexity [4] [5]. Identity
management tasks can be outsourced to a separate IdP.

Facilitate cooperation. In the literature on FIdM there are several researchers
arguing that federated solution will facilitate cooperation. Sharma et al. [27] say
that FIdM technologies will allow companies to share applications without needing
to adopt the same technologies for directory services and authentication. Similarly
Brossard et al. [I0] state that enterprises can offer services across domain bound-
aries to users and other services not controlled or defined internally. The technol-
ogy offers an opportunity to create new business relationships and realise business
goals at a lower cost [24]. The typical usecase is cross-domain single-sign-on [5],
where a user’s identity information can be used across multiple organisations [34]
[25]. FIdM help share this information in a protected way based on contractual
and operational agreements [8]. Sliman et al. [29] add to the above that final au-
thorisation decisions can be kept at the end application or service, even though
user data is stored and authentication is performed in a remote location.
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%,\%/Em:::: :

Authori
% 0il & Gas cnm% Licence partner
Vendor Oil service company

Fig. 1. Collaborating actors. Adapted from [I].

4.3 Benefits from an 10 Perspective

As presented in section 2, Integrated Operation is all about inter-organisational
resource sharing and collaboration, in a complex environment. In the following
we give a brief view on how IO can benefit from adopting a FIdM model (RQ3).

Figure[Ilshows part of the complexity associated with implementing IO; there
are several actors involved. Examples of collaborative events include, vendors
who may need remote access to the equipment they have delivered in order to
read status reports and plan maintenance, and authorities who need access to
drilling reports to monitor the production [I].

Today, isolated IdM models are realised by the IO actors. As such, e.g. the
Oil and Gas company needs to provision a local user identity to the Vendor
representative before he can remotely access equipment in the production envi-
ronment. This raises several questions, such as: What are the procedures to keep
user data up-to-date? What are the procedures when the vendor representative
quits his job or changes position? What is the time delay before this is registered
at the Oil and Gas company so that they can remove or update access rights?

The whole IO scenario seems as a good match for implementing the ideas
of Federated Identity Management, especially considering the reported benefits
from a business perspective. Independent of the chosen federation model (see
section [I]) user data will be registered once. This will simplify the user manage-
ment process, which has the important effect that the quality and correctness
of user data is always as good as they are collected at the primary source, and
synchronisation issues are eliminated. This again is key to maintain a high se-
curity level in that access is given based on updated data. Instead of spending
resources on managing external users, the IO actors can focus on maintaining
dynamic access policy sets, and improve the granularity of access constraints
based on identity attributes/claims.

With the large number of IO actors it is an unrealistic scenario that all of them
will invest in identical infrastructure related to Identity Management. However,
selecting a FIAM model using standardised protocols and interfaces will facilitate
cooperation and make system integration less difficult.
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Most communication will go through the Oil and Gas Company, meaning that
they will experience most of the overhead related to the current Isolated IdM model.
Cost savings may thus be considerable for these companies, while the economic in-
centive to move to a FIdM model might not be as large for the other actors.

In addition to this, FIdAM may also facilitate the realisation of the architec-
tural principles for IO as outlined in Table [l . Systems and services can be
loosely coupled, and identity and authentication services will be decoupled from
functionality services. FIAM facilitates communication and interaction between
service providers and service consumers in that identity data is sent in a stan-
dardised way designed for distributed systems. Access may be role based, but
can also be made at more granular levels based on claims. Next, the distributed
FIdM model is designed for keeping identity data at the local company, and
performing local authentication of users.

5 Discussion

A lightweight version of Kitchenham’s guide to structured surveys has been
used to obtain the results presented in this paper. We have been less strict in
the paper selection phase (as there have only been one researcher involved) and
data synthesis phase (papers were read, raw data collected and grouped once,
without iteration) than what is recommended to pass the strict requirements of
the guide. Further, the search phrase we used may prevent us from identifying an
exhaustive literature list on the topic; there might e.g. be papers talking about
identity federations without mentioning our exact search phrase. Yet, we argue
that the process is sufficient to answer the stated research questions, as it allows
to get a representative view on existing research on the topic.

Next, it is important to be aware of the fact that the benefit categories listed
in this paper are a result of analysing claims from researchers in the field. These
claims must to a large extent be considered as expert opinions, which are not
necessarily backed up by existing research. E.g. several researchers mention cost
savings as a possible benefit of FIdM, however, none of the cited papers report
from case studies where real cost savings are presetend.

This being said, FIdAM seems like a promising approach to support inter-
organisational collaboration, and there seems to be a good match between the
reported benefits and the architectural principles for IO in the Oil and Gas
sector. However, there are considerable challenges still to be solved, and which
might hinder adoption. Trust among the participants in a Federation is one [26].
Baldwin et al. [7] point to the fact that stakeholders might have different as-
sumptions and risk appetite, and as such different requirements with respect to
the level of assurance associated with identity claims. These trust challenges are
related to people, processes and technology. According to Scudder and Jgsang
[26] the degree of needed trust does not foster large-scale federations. Smith [30]
raises the issue of liability. What will happen if one of the federation partners
fails to follow a proper process for identification of their employees? Another
aspect of implementing FIdM is the consequences of single-sign-on functionality
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if a digital identity is stolen, or a password compromised [21]. In such cases not
only internal resources are compromised, but also potentially those of the fed-
eration partners. There are also technological challenges. Wolf et al. [33] point
to complexity with respect to standardisation of FIdM protocols and data for-
mats among the collaborators, and that this is essential to reach the goal. These
challenges indicate that RQ3 can not be answered by looking at the reported
benefits alone. A deeper analysis to answer this question, and a cost benefit anal-
ysis, should be done after all challenges are considered, and a risk assessment
has been carried out.

6 Conclusion and Further Work

In this paper we report benefits of adopting Federated Identity Management
systems from a user and business perspective, and a high-level view on perspec-
tives of adopting FIdM in an Integrated Operations environment. Our conclusion
is that there is a good match between the benefits of adopting FIdM and the
architectural principles suggested for I10. However, we have also mentioned con-
siderable challenges of adopting FIdM, and more research is needed to facilitate
adoption in an industrial setting.

As part of a larger ongoing work on FIAM to facilitate 10, similar work as
presented in this paper will be carried out with respect to documentation of
reported challenges in the near future. The combined results will be used as input
to a large case study including the stakeholders on different levels (management,
IT operations, system users), from the various actors shown in Figure [Il This
case study will result in empirical evidence as to what the enablers for FIdM
adoption are, and whether it is realistic in an IO setting or not.
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Abstract. During the last years service oriented architectures (SOA)
have gained in importance, when looking at today’s implementation of
business processes. A SOA is a loosely coupled system of services, where
a service is implemented by an agent. The protection of information and
data objects and their well-directed flow are essential for the success
of enterprises, which also applies to the communication inside a SOA.
To guarantee an approved protection of data objects and to prevent an
illegal information flow, approved security policy models are chosen that
are suitable for the considered use case. The Limes Security Model [I] is
based on a not necessarily symmetric, not necessarily reflexive and not
necessarily transitive conflict of interest relation. The model is introduced
for pure subject/object relationships, where agents are not taken into
account. The current paper extends the Limes Security Model by the
support of agents, suitable for the use in a SOA.

Keywords: security models, service-oriented architectures, principal
agent theory, information flow control.

1 Introduction

Service oriented architectures (SOA) have gained in importance by the imple-
mentation of business processes as a dynamic and loosely coupled system of
services. In [§] Burbeck defines the term service-oriented for

architectures that focus on how services are described and organized to
support their dynamic, automated discovery and use [...] to work easily,
flexibly, and well together, services must be based on shared organiz-
ing principles that constitute a service-oriented architecture (SOA), the
architectural concept behind Web services.

Such kinds of services are used in business-to-business scenarios, where the ser-
vices communicate with each other by sending and receiving messages via a
request /response protocol. A client invokes a service by sending a request and
providing the necessary data that the service needs to process in order to prepar-
ing and sending the response. A service is implemented by an agent, a program
that acts on behalf of a person or an organization [2] at runtime. The described

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 13-3, 2011.
© IFIP International Federation for Information Processing 2011
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situation is a typical outsourcing scenario, where a client outsources one or more
tasks to a service instead of implementing them himself. As described by Pratt
and Zeckhausen in [9]

Whenever one individual depends on the action of another, an agency
relationship arises. The individual taking the action is called the agent.

The problem described by Pratt and Zeckhausen in [9] is based on an asymmetric
relationship, because of an informational advantage of the agent compared to the
client. In many cases the client (application) provides data of some sort of critical
nature to the agent. The problem lies in the uncertainty of the client, not knowing
whether the agent might misuse this data. To guarantee an approved protection
of the client data and to prevent an illegal information flow, an approved security
policy model has to be chosen that is suitable for the considered use case. The
security policy model defines the rules and policy that have to be implemented
by any kind of read and write access of all the participants to prevent provable
an illegal information flow.

The current paper gives an introduction to the Limes Security Model, dis-
cusses the problems, where the model is applied to agents and presents an ex-
tension of the Limes Security Model by the support of agents, suitable for the
use in service oriented architectures.

2 State of the Art

2.1 Agent Based Service-Oriented Architectures

A service-oriented architecture is a loosely coupled system of services. Resources
are made available as independent services, with a high degree of abstraction
of the underlying platform [10], which can be dynamically integrated into new
applications. Resources are made available as independent services, which can
be dynamically integrated into new applications.

A service is characterized by its abstract set of functionality that it provides
and which is implemented by an agent, a program that acts on behalf of a person
or an organization [2]. For the rest of this paper agents are defined according to
the characterization of [2]. An agent

— is a computational resource,

— has an owner that is a person or organization,
— may realize zero or more services,

— may request zero or more services. [2]

2.2 Security Models

Different security policy models like the one from Bell and LaPadula, are a
formalization of a military security model in [5] or they address the integrity
of data objects in commercial transactions, as stated by Clark and Wilson [6].
In 1989 Brewer and Nash presented their Chinese Wall Security Policy model
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(CWSP model) that is based on conflict of interest classes [3] and nearly one
year later Lin showed some limitations of the CWSP model and presented in
[4] a modified version, called the Aggressive Chinese Wall Security Policy model
(ACWSP model).

The Chinese Wall and the Aggressive Chinese Wall Security Policy
model. As part of the Chinese Wall Security Policy model Brewer and Nash
defined in [3] a hierarchically arranged filing system, where, like Loock and Eloff
summarized in 7], on the lowest level, individual items of information are consid-
ered, each concerning a single corporation. At the intermediate level, all objects,
which concern the same corporation are grouped together and form the company
dataset. And on the highest level all company datasets are grouped, whose cor-
porations are in competition. The highest level is called the conflict of interest
classes [3]. If a subject intends to access an object, access is only granted if the
object requested

— is in the same company dataset as an object already accessed by that subject
or
— belongs to an entirely different conflict of interest class [3].

Lin showed in [4] that Brewer and Nash implicitly assume that the conflict of
interest is an equivalence relation. He showed that the conflict of interest is a
binary relation but not in general an equivalence relation. Lin assumed that the
conflict of interest relation is symmetric but non-reflexive and non-transitive,
except under special conditions. [4]

Let us recollect some of our earlier considerations [I]: Because each organiza-
tion defines its own security policy, symmetric conflict of interest classes are not
the default in the real world of business. When an organization A defines a con-
flict with organization B, it should be independent of the definition of conflicts
that B creates on its own behalf.

Ezample 1. Let O = {Company A, Opensource Community} and let CIR =
“in conflict with”. Let the Company A be “in conflict with” the Opensource
Community because the business model of the Company A depends on licensing
their software, which would imply the protection of their own knowhow against
competitors. If CIR were symmetric and Company A would be “in conflict with”
the Opensource Community, it would imply that the Opensource Community is
“in conflict with” Company A, which is obviously not the case. [I]

3 Related Work

In the recent past security policy models for web services environments or Work-
flow Management Systems have been developed by Hung et al or by Hsiao and
Hwang. Hung et al extended the CWSP model in [I2] into specifying and im-
plementing conflict of interest assertions in WS-Policy for Web Services enabled
environments. Hsiao and Hwang implemented the CWSP model into a Workflow
Management Systems in [11].
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Debasish and Bijan described in [I3] an AAA (Authentication, Authoriza-
tion and Accounting) security model of service oriented computational grids.
The model is not a provable formalized model. It has been modeled and imple-
mented by using a token based authentication, based on Kerberos or a PKI and
implementing XML Signature and XML Encryption for integrity and privacy.

Wu et al adopt in [14] the Chinese Wall policies to address the problems of
insecure information flow inside a cloud and to resolve the conflict-of-interest
issues for service providers in clouds.

The Limes security model, introduced in [1], extends the CWSP model and
is based on a not necessarily symmetric, not necessarily reflexive and not neces-
sarily transitive conflict of interest relation.

4 The Limes Security Model

The Limes Security Model as defined in [I] works on the assumption that an
object does only stay in conflict with an object and does not stay in conflict
with a subject. This concludes that the information flow between objects has to
be controlled, which can be done by controlling the write accesses of the subjects.
A conflict of interest is not necessarily symmetric, not necessarily reflexive and
not necessarily transitive. Each object is able to express its individual conflict
of interest by the definition of its own time depending Conflict Function and
Conflict Of Interest List. In [I] the Conflict Function and Conflict Of Interest
List are defined as follows:

Definition 1. Let S be a set of subjects and let O be the set of all known objects.
O¢ C O is the set of all available objects at instant of time t € N.

Definition 2 (Conflict Function). For each instant of time t € N, all objects
i,j € Oy and each instant of time | € N with | <t and where l is the instant of
time, where a read access to object i has been performed, let ; CIL; be the Conflict
Of Interest List and let ; NCL} be the Non Conflict Of Interest List of the object i
depending on the read access to the instant of time | with the following properties
1)
- Z-CIL;t U iNCLZ = Oy.
- CIL; N ;NCL; = {}.
— i€ ;NCL}.
— If j € ;NCL}, then at instant of time t the object i is not in conflict with
object j in relation to the read access at instant of time [.
— Ifj € ;CIL,, then at instant of time t the object i is in conflict with object j
because of the read access at instant of time [.
A function f!: Oy x N — Z U {oo} is called Conflict Function of object i if f}
has the following property:

<0, if;CIL; = {},
HER Y if j € {NCLy N i CIL # {}, (1)
>0, ifje€ ;CIL.



A Security Policy Model for Agent Based Service-Oriented Architectures 17

All data that is owned by an individual object or subject, is grouped together
and defines the dataset of the individual object or subject. If a subject performs
a read access to an object, we assume that it reads the whole dataset of the
object. If the subject performs a write access to an object, we assume that it
writes its own dataset completely into the dataset of the object.

Each subject owns its own Read Access History, containing the information
about the sources of the data in its own dataset and the instance of time, when
the data has been read from the individual objects. The Read Access History
sH' is the set of tuples (4,t') of objects j € O that have been read accessed by
the subject s € S in the past and the instant of time ¢’ € N of the individual
read access.

In addition to the Read Access History of the subjects, each object also owns
a history, called the Dataset Actuality of the object. The Dataset Actuality ; A?
of an object i € Oy is the set of tuples (j,¢'). The objects j € O; have been read
accessed by a subject s € S in the past and the read dataset has been written to
the object 4. t' is the instance of time the read access has been performed at j.
The Dataset Actuality contains the information about the sources and actuality
of the data contained by the dataset of 7. In addition to the Dataset Actuality
each object owns an Actuality Function as defined by Definition Bl

Definition 3 (Actuality Function). For each instant of time t € N and all
objects i,j € Oy let t' € Z be the instant of time, where the read access at object
j has been made and where the read dataset has been written to i later. The
function at : Oy — Z is called the Actuality Function of i, if al has the following

property [1)]:
) t', if (4, t) € ;AT
') = { ) @

—1, otherwise.

Ezample 2. Figure[dl (a.) shows the instant of time ¢ of an example, where the
subjects s1 and s, pictured as circles, have not accessed any of the objects 01
and oz, which are pictured as rectangles. Therefore the Read Access Histories of
the subjects and the Dataset Actualities of the objects are empty.

If a subject performs a read access to an object, it adds the dataset of the
object to its own dataset. Additionally it merges its own Read Access History
with the Dataset Actuality of the object in a way that its own Read Access
History contains the entries of both histories afterwards. The entry with the
more recent instance of access time is selected in case of a collision. Additionally
the subject adds the currently accessed object with the current time to its Read
Access History.

Figure [ (b.) shows the instant of time ¢ 4 1, where the subject s; performs a
read access operation to object 01. As part of the read access the dataset of 0q
is added to the dataset of s; and a tuple consisting of the instance of time ¢ 4 1
and o7 is added to the Read Access History of s1.[1]

If a subject performs a write access to an object, it writes its dataset into
the dataset of the object. Additionally the Read Access History of the subject
is merged with the Dataset Actuality of the object in a way that the Dataset
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Actuality of the object contains the entries of both histories afterwards. The
entry with the more recent instance of access time is selected in case of a collision.

Before a subject performs a write access, it invokes the Conflict Function of all
the objects enlisted in its own Read Access History. The write access is denied,
if one of the objects signals a conflict with the intended write access.

Figure 2] (a.) shows the instant of time ¢ 4 2, where the subjects s; performs
a write access to object oo. Before it writes its dataset to 02, s1 has to invoke
all the Conflict Functions of the objects enlisted in its own Read Access History.
In addition to the merging of the dataset of s; into the dataset of 02, a merging
of the Read Access History of s; with the Dataset Actuality of o2 is performed
and written to the Dataset Actuality of 0s.[I]

Figure[2 (b.) shows the instant of time ¢+ 3, where subject ss performs a read
access to 02. As part of the read access, a merging of the Dataset Actuality of oy
with the Read Access History of ss is performed and written to the Read Access
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History of so. After the Read Access History of so is refreshed with a tuple of
02 and the instant of time of the current read access, it contains the complete
information about the sources and actuality of the data contained by the dataset
dss2 of so.[1]

5 An Agent Based Extension of the Limes Security
Model

The Limes Security Model is introduced for pure subject/object relationships.
In the use cases considered by the Limes Security Model objects only stay in
conflict with objects and do not stay in conflict with a subject. In such scenarios
the information flow between objects has to be controlled, which can be done by
controlling the write accesses of the subjects. Agents in the sense of [2] are not
taken into account. Agents implement services and can be accessed like objects
and on the other hand may request services and act like subjects. Because of
this ability objects and agents can stay in conflict with an agent and an agent
can stay in conflict with other objects and agents. This implies that not only
the write accesses of an agent have to be taken into account, but also the read
accesses.
An agent combines the characteristics of both a subject and an object.

Definition 4. Let the set of all agents SA be the set of all subjects that are
objects, i.e. SA:=0, NS

This means that an agent owns not only its dataset, but also a Read Access
History if it acts like a subject and a Conflict Function and a Dataset Actuality
in the case it is accessed like an object (shown for the agent z in Figure Bl
(a.)). Because each agent has only one dataset, the Read Access History and the
Dataset Actuality have to contain the same information. This is a prerequisite
if both contain the complete information about the sources and actuality of the
data contained by the agents dataset. If the agent acts as a subject, it has to
synchronize its Read Access History with its Dataset Actuality and vice versa
in case the agent is accessed like an object. Therefore it is obvious to define one

Fig. 3. Agent with Dataset Actuality (if considered to act like an object) and Read
Access History (if considered to act like a subject) (a.) and with Dataset History (b.)
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history, the Dataset History. It is used as the Read Access History if the agent
acts like a subject and as the Dataset Actuality in the case, where it is accessed
like an object (shown for the agent x in Figure Bl (b.)). The Dataset History
contains the complete information about the sources and actuality of the data
contained by the dataset of the agent.

Definition 5 (Dataset History of an agent)
For each instant of time t € N and each agent x € SA let ,AH® with the

property
Vji€O: Vi, to €N:((j,t1) € AH A (fit2) € ;AHY) = t1 =1t

be the Dataset History of the agent x. The Dataset History is the set of tuples
(4, t') of the object or agent j that have been read accessed by the agent x in the
past, or where the dataset has been read and has been written to x afterwards
and the instant of time t' of the individual read access to j.

If (j,t') € LAH! then t' is the instant of time, where the last read access to
object or agent j has been performed and where the read dataset has been written
to x afterwards.

In addition to the Dataset History each agent owns a Dataset History Function
as defined by Definition [6l

Definition 6 (Dataset History Function of an agent). For each instant of
time t € N and each agent x € SA and all objects and agents j € Oy the value
t' = LAH! is the instant of time, where the read access to object j has been
performed and where the read dataset has been added to the dataset of x later.
The function dt, : Oy — 7Z is called the Dataset History Function of x, if d, has
the following property:

20) = {t" U € AT ®)

—1, otherwise.

If x is accessed like an object dt.(j) is also termed as al,(j). If x acts like a subject
dt(j) is also termed as hL(j).

5.1 Access Limitations of an Agent

Because of its object behavior, an agent can remain in conflict with different
objects or agents. Before an agent is granted read access to an object or agent it
has to be clarified if the object (or agent) itself or one of the objects (or agents)
in the Dataset Actuality of the accessed object (or the Dataset History of the
accessed agent) is in conflict with the accessing agent.

Definition [0 defines in [ the condition under which a read access is granted
and additionally the sanitization of the Dataset History of the accessing agent.
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Definition 7 (Read access of an agent). For each instant of time t € N, all
objects i € Oy, all agents x € SA and for all v € Oy with al(r) > 0 a read access
from x to i is granted at instant of time t if and only if:

(fr(z, ai(r)) < 0) A (fi(z,t) <0) (4)
If © performs a read accesses to i and @) is fulfilled then let D C Oy x N with
D :={(i,d;(i)) | d5 (i) = 0} U{(r,dg(r)) | dg(r) = 0 Aai(r) > dy(r)}

be the set of tuples in , AH! that have to be removed from , AH? because x receives
from i as part of its dataset more recent data from the object r than x already
owns in its own dataset. Also, let M C Oy x N with

M = {(i,t)} U{(r,a;(r) | (d(r) = 0 Aai(r) > di(r)) V di(r) = =1}

be the set of tuples of objects r, where x receives from i as part of its dataset
more recent data from the object v than x already owns in its own dataset and
the instances of access times, when these objects have been read accessed, and
when i has been accessed with the current instant of time t. If x performs a read
access to i at instant of time t, then ;LAH'™ is defined as

JAH™ .= (LAH"\ D)U M.

Definition [§] defines in [l the condition, under which a write access is granted
and additionally the sanitization of the Dataset History of the accessing agent
and of the Dataset Actuality of the accessed object.

Definition 8 (Write access of an agent). For each instant of time t € N,
all objects v € Oy, all agents x € SA and for all i € Oy with d',(i) > 0 a write
access from x to r is granted if and only if:

(fi (r,d5(1)) < 0) A (fa(r,t) <0) ()

If x performs a write access to r and () is fulfilled then ,AH'"! is defined
as

SAH™ = JAH\ {(i,d5(9)) | d5. (i) > O A fi(r, di(3)) < 0}
Let D C Oy x N with

D = {(x,a;.(2))|ap(x) > 0} U{(i,ap(d)) | di (i) > 0 Aap(i) > 0 Ady (i) > ar(i)}

be the set of tuples in A that have to be removed from , A%, because v receives
from x as part of the dataset from x more recent data from object i than r already
possesses in its own dataset. Also, let M C O; x N with

M ={(i, d, (i) | di,(i) >

0Aak(i) > 0AdL(i) > al(i)}
U{(i, d5(3)) | dy(i) = O A

ay(i) < 0} U {(z,t)}
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be the set of tuples of objects i, where r receives as part of the dataset from x
more recent data from the object i than r already owns in its own dataset and
the instances of access times, when these objects have been read accessed. If x
performs a write access to r at instant of time t and () is fulfilled then A1
1s defined as

JATL = LAY\ D)U M.

5.2 Illegal Information Flow

Similarly to the Limes of a subject, defined in [1]], the Limes of an agent describes
the borderline between the objects (and agents), where an agent is allowed to
perform a read or write access, and those objects (and agents), where the agent
is not allowed to perform a read or write access. The Limes of an agent is the set
of objects (and agents) that the agent is currently not allowed to read or write
access because of a conflict of interest.

Definition 9 (Limes For Write Access of an agent). For each instant of
time t € N and all agents x € SA let the Limes For Write Access ;LW C Oy
of x at instant of time t be defined as

LW i={j €0, |3icOp: (dh(i) >0A fi(j,dh (i) > 0)V fi(j,t) > 0}.

Definition 10 (Limes For Read Access of an agent). For each instant of
time t € N and all agents x € SA let the Limes For Read Access LRt C Oy of
x at instant of time t be defined as

LR :={jeO;|3ieOp: (aj(i) > 0N f{(x,al(i)) >0)V fj(x,t) > 0}.

Definition 11 (Illegal Information flow). For each instant of time t € N
and each agent x € SA and all objects or agents j € LW and all objects or
agents i € LR an illegal information flow takes place, if x performs a write
access to j or x performs a read access to i at instant of time t.

Theorem 1. For each instant of time t € N and all agents v € SA and all
objects or agents i,j € Oy implementing their Conflict Function according to
Definition[3, there will be no illegal information flow between i, j or x, if x only
performs a read or write access according to Definitions[] and [8, and if x is
only read or write accessed according to Definitions[7 and [8

Proof. Assumption 1: There has been an illegal information flow from object or
agent ¢ to object or agent j because of a read access to ¢ and a following write
access to j by agent x, although the objects and agents have implemented their
Conflict Function according to Definition [21 and the read and write accesses of
have been performed according to Definitions [[ and [

Conforming to Definition [I1] an illegal information flow from 7 to j happens,
when z performs a write access to j in case j € LW, which is true after the
read access of x to 7 or in general after a read access to i, where the read dataset
has been written to x later and if ff(j,d.(i)) > 0.
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If di.(i) > OA fE(j,dL(i)) > 0. From d’ (i) > 0 follows that d’ (i) is the instant
of time of the last read access of = to i or in general the last read access to i,
where the read dataset has been written to x later.

From Definition 2 and f}(j,d%(i)) > 0 follows that i is in conflict with j.
Definition [[1] specifies that a write access is only allowed if for every i € O; with
dt (i) > 0 the Conflict Function delivers a result f{(j,d: (7)) < 0. This contradicts
the assumptions that the objects and agents have implemented correctly their
Conflict Function according to Definition 2l and the read and write accesses have
been performed according to Definitions [ and Bl

Assumption 2: There has been an illegal information flow from agent x to
object or agent j because of a write access to j by agent x although the objects
and agents have implemented their Conflict Function according to Definition
and the write access of x has been done according to Definition Bl

By Definition [[1] an illegal information flow from z to 7 happened, because
of the write access of x to j if j € ,LW?", which is the case if fL(j,t) > 0. It
follows that x is in conflict with j. Definition [[1] defines that a write access is
only allowed if the Conflict Function of x delivers a result fi(j,#) < 0. This
contradicts the assumptions that x has implemented its Conflict Function ac-
cording to Definition ] and the write access has been executed according to
Definition [§

Assumption 3: There has been an illegal information flow from object or agent
1 to agent x because of a read access to ¢ by agent x although the objects and
agents have implemented their Conflict Function according to Definition [2 and
the read access of x has been executed according to Definition [

By Definition [I] an illegal information flow from 7 to x happened, because
of the read access of x to i if i € ,LR", which is the case if ff(z,t) > 0. It
follows that i is in conflict with z. Definition [[1] defines that a read access is only
allowed if the Conflict Function of i delivers a result ff(x,t) < 0. This contra-
dicts the assumptions that ¢ has implemented its Conflict Function according to
Definition 2] and the read access has been executed according to Definition [7

6 Conclusion and Future Works

Service-oriented architectures have gained in importance by the implementation
of business processes as a dynamic and loosely coupled system of services. In
[0 Pratt and Zeckhausen discuss a problem that is based on an asymmetric
relationship because of an informational advantage of the service compared to the
client. The problem lies in the uncertainty of the client, not knowing whether the
agent might misuse his data. To guarantee an approved protection of the client
data and to prevent an illegal information flow, an approved security policy
model has to be chosen that is suitable for the considered use case.

The Limes Security model introduced in [I] acts on the assumption that a
conflict of interest is not necessarily symmetric, not necessarily reflexive and
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not necessarily transitive. It is introduced for pure subject/object relationships,
where agents are not considered. An agent combines the characteristics of both a
subject and an object. In the current paper, the Limes Security model has been
extended to prohibit an illegal information flow in an agent based service-oriented
architecture. In any kind of access the complete dataset of an object, subject or
agent is read or written, which probably is a limitation for some possible use
cases. For the future work this point has to be dicussed in-depth. Additionaly
a prototype implementation of the security policy model and a performance
evaluation needs to be conducted.

Acknowledgement. The author thanks Prof. Dr. Fuss for his openness to
discussion on mathematical questions and Prof. Dr. Grimm and Dipl-Inf. Dieter
Kessler for there support in the preparation of this paper.
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Abstract. This paper focuses on access control approaches usable for
information sharing through large screens where several individuals are
present at the same time. Access control in this setting is quite different
from traditional systems where a user logs on to the system. The paper
outlines a number of possible approaches to access control, and evaluates
them based on criteria derived from risk analyses of a planned coordi-
nation system for the perioperative hospital environment. It concludes
that future work should focus on extending the location-based approach
with situation awareness, and add support for using pop-ups or handheld
devices for sharing of the most sensitive information.

Keywords: Access control, privacy, health care, information security.

1 Introduction

There are a number of systems available whose main purpose is to inform the
public about status and status changes. Examples are screens showing incoming
flights at airports, or overviews of meeting room occupancy at hotels. In these
example systems the information on the screen is unlikely to be sensitive, and
thus there is no need to control information visualization. But imagine such
information displays being used in healthcare or in other businesses where some
status information should be considered internal.

In this paper we focus on access control solutions for wall-mounted screens
that show status information in a perioperative hospital environment (before,
during and after surgery). This environment is characterized by multidisciplinary
teams, the need to react to unanticipated events, and utilization of expensive
resources. Planning and coordination are difficult but important in such a set-
ting [I]. To improve coordination, wall-mounted screens visualizing progress and
current status can be placed at waiting rooms, wards, operating rooms, recovery
rooms etc. where health care personnel is likely to see them. As a result it be-
comes easier to understand how the patient care is progressing and adapt own
behaviour.

Access control in systems communicating via large public wall-mounted dis-
plays is quite different from traditional access control where a single user logs
on to a system. First, it is difficult to know at a given point of time who is
able to view the information on screen. In the perioperative environment, there

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 26-81, 2011.
© IFIP International Federation for Information Processing 2011
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can be a number of health care personnel having access to the location of a
screen, in addition to patients, their next-of-kin, and other types of personnel
such as cleaners or technicians. Still, if we were able to know who were present,
it is not a straight-forward task to determine how this knowledge should affect
what information to display. Access policies are normally defined on a single-
user level, while the coordination system may just as well have none or several
users to consider in its decisions on what to display. Second, the information
- though it may be sensitive - is displayed because it is needed for a purpose.
What to display in a given situation must be based on proper trade-off de-
cisions between privacy on one hand and efficiency and patient safety on the
other. This calls for access control solutions that are dynamic and context-
aware, and that fit the way of work in the perioperative domain. To further
complicate matters, there is in general no time for users to login to the sys-
tem, as information should be available by just by taking a quick look at the
screen.

In our previous work [I] we have decided on a strategy in order to overcome
these challenges, termed flexible de-identification. With flezible we mean that
decisions on what to display should not be static but adapted to the situation
and current context. De-identification leads to solutions that go beyond the
more traditional consideration of whether to display identifying information or
not. Instead we assume that information needs not be at the highest level of
granularity to be useful for coordination purposes.

In this paper we focus on providing flexible access control, while de-
identification is left outl]. We do not consider access to information by single
users, but instead how to determine access rights for a dynamically changing
group of individuals. This group is likely to consist of personnel with different
professions and different needs and rights for information, who - though they
work together - will have different opinions as to what information gives mean-
ing and is useful. We present several approaches to access control in this setting.
Our main contribution is a preliminary evaluation of these approaches based
on criteria derived from a risk analysis of a the COSTT systenﬁ - a planned
coordination system for the perioperative hospital environment.

The paper is organized as follows: Section 2 outlines relevant approaches for
access control. Section [B] explains the method used to perform the risk analyses
and to deduce evaluation criteria. Section[d gives the results of the risk analyses,
explains the evaluation criteria and applies them in order to evaluate the differ-
ent access control approaches. Section [l discusses the validity of the evaluation
result, and suggests directions for future research, before section [6] presents our
concluding remarks.

! See Gjeere et al. [2] for more information on de-identification solutions for this kind
of systems.

2 Developed by the Co-operation Support Through Transparency (COSTT) research
project. http://www.costt.no
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2 Relevant Approaches to Access Control

Access control related to shared disiplays have been given some attention from
researchers, and proposed solutions include using special types of glasses to allow
different people to see different types of information [3] and using visualizations
(e.g. colors) instead of text to present the most sensitive information [4] (simi-
lar to our de-identification approach). Available research on how to determine
access rights of dynamically changing groups of users is however sparse. We are
only aware of one publication [5] that addresses this issue to some extent. This
publication lists three different approaches that can be used in combination. The
first approach is aggregation where the access rights of a group correspond to
the sum of the access rights of the individuals in the group. As a result, larger
groups are likely to get access to more resources than smaller groups. The second
approach is mazimum/minimum where the individual with the highest/lowest
access rights determines access rights for the whole group. Third, the group
structure approach computes access rights based on the structure of the group,
e.g. ensures that at least two users with a certain access level are needed in order
to gain access to a specific resource.

Current access control solutions developed for healthcare are mainly based
on Role Based Access Control [6] where users are granted access based on their
profession [7][8]. A study of an up-and-running Electronic Patient Record system
at a Norwegian hospital [0] identified the need for access control solutions more
tailored to the needs of health care personnel. Solutions should be better able
to handle dynamic events, workflow and collaboration.

Dynamic context-aware access control solutions have been suggested in various
forms, some also specifically addressing health care (e.g. Hu et al. [10]). We will
not go into specifics on the different models, but rather point to parameters
that can be used when creating more dynamic access control solutions in a
health care setting. Hu et al. mention time, location, trust-level of authentication,
relationship to patient, and specialist area. Most of these are also mentioned by
Alam et al. [T1], who add device type, duration, purpose, number of accesses,
user consent, presence of the patient, delegation and emergency situations to the
list. Risk and benefit are also factors that can be taken into account in access
control decisions. Examples of access control solutions that include the concept
of risk is the work of Cheng et al. [12], Dimmock et al. [I3] and Diep et al. [14].

Below we present the main access control approaches considered in this paper.
It is assumed that we have technology available for authenticating and locating
userdd.

Location-based: Only the screen’s location applies, which means that all
screens have a given default view that can not be affected by persons being
present. Access control to the screen is managed through physical access con-
trol; people being allowed to be at a certain location are also allowed to see all
information displayed on the screen at the given location.

3 The purpose of locating users will NOT be surveillance of all their movements and
actions.
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Minimum [5]: A group’s access rights will correspond to the lowest level
of access rights present in the group. This will clearly ensure patients’ privacy,
as nobody in the group will see more information than they are allowed to.
However, the usefulness may be low, as the persons with higher levels of access
rights will not always see all information meant for them.

Maximum [5]: A group’s access rights will correspond to the highest level
of access rights present in the group. This will ensure usefulness, as all health
care workers will see all the information meant for them. However, the patient’s
privacy may be compromised.

Group structure [5]: The access level is decided by computations on the
group structure. An average value is calculated based on who is present, including
weighting of who is closest to the screen and considerations of how many is
present with limited access rights vs. wide access rights.

Facilitator: One of the users in the group acts as a facilitator. The facilitator
is authenticated, and makes decisions as to whether to include new users into the
group and which information is needed/appropriate based on the users present.

Situation aware: The system is aware of the situation in which it operates,
e.g. it combines information on type of patient and diagnosis with time of day
and an understanding of whether this is an emergency or normal operation.
Situational awareness is then used to decide access rights of the group.

Possible extensions: Pop-up window and handheld devices: All the
suggested approaches can be extended with solutions that grant individual users
access to more information. This can be done by utilizing small pop-up windows
where e.g. surgeons can authenticate themselves and get access to more details
shown in a limited part of the screen, or get the information sent to a handheld
device. Getting access to information in a pop-up window limits the reading
access for other people being within proximity, information is only readable
for the one/those standing really close to the screen. Sending information to a
handheld device further reduces the risk of confidentiality breaches.

3 Method

In this work, we use the results of two risk analyses of the planned COSTT
system to identify criteria that the access control solution need to fulfil, and use
these criteria to evaluate and compare the alternative access control approaches.
The main motivation for using risk analysis in this respect is twofold. First, the
results of the risk analyses are already available and provide valuable insight
into the environment in which the access control solution will be put to use.
Second, access control aims to protect (some of) the system assets by reducing
risks, but may also introduce new risks. Performing a risk analysis is a good way
to identify both the assets and the risks towards these assets. We recognise that
using risk analysis of systems to evaluate access control policies is uncommon.
Still, we uphold that the results of a risk analysis are useful for performing a
preliminary evaluation of alternatives in order to decide which should be further
investigated and evaluated.
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Two risk analyses have been performed, and both were carried out in two
stages: 1) Asset identificationfl: “What are the most valuable assets in the COSTT
system? What do you want to protect?”, and 2) Risk identification and ranking:
“What are the most important risks for COSTT? What are you most afraid
of happening?”. In each stage the participants were given five minutes to write
down their answers to the questions posed. Both stages were summarized by
organizing the brainstorming results into groups that the participants agreed
upon. The risk identification stage also included ranking of the risks. Each par-
ticipant was given three votes they could use to prioritize risks. The risks were
then ranked according to votes in total.

The COSTT project group was used as participants. Together they represent
a broad spectrum of specialist areas; IT, sociology, medicine, and technology
management. The first risk analysis was performed at the stage where the system
itself existed only as a concept and many decisions that would affect the outcome
had not been made yet. The purpose of this preliminary analysis was to get an
initial sense of what are the key risks as perceived by the project team. The
second risk analysis of the future COSTT system was performed 10 months
after the first one. The system itself still existed only as a concept but some
research, including literature studies and empirical studies, had been performed.
The purpose this time was to see if the results would differ a lot from earlier,
and to identify the major changes, if any.

4 Results

In this section we present the results of the risk analyses, and use these results
as a basis for identifying evaluation criteria. Then we show to what extent the
identified access control approaches are able to meet the criteria.

4.1 Results of the Risk Analyses

The findings from the first risk analysis represent a starting point and a snapshot
of the project status at that point of time. The second risk analysis revealed the
same results, but both broader and in more depth. One of the main differences,
was the ranking of the risks related to sensitive information and access control;
as the participants increased their understanding of what the COSTT system
will be, they also increased their worries of sensitive information leakage, while
they decreased their worry of the access control mechanisms not being strong
enough. We choose to present the results from the latter only, because that is
sufficient in order to cover all identified issues.

Table [ presents all assets and risks identified. Note that the categories of
assets and risks are not considered to be mutually exclusive. The participants
themselves sorted the input from their brainstorming process and gave names
to the categories of information. The assets mainly include types of informa-
tion available in the system; both to be displayed on the screen and underlying

4 Inspired by the asset identification method described by Jaatun and Tgndel [15].
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Table 1. Identified assets and risks

Category

Assets

Patient information

Identification, medical data, secret relations, irrelevant health
history

Employee information

Name, role, actions, personal data

Location data

Position for all tagged persons, info about rooms, movements

Aggregated /reasoned ||Efficiency of employees, process statistics, surveillance of proce-
data dures

Deviations Unwanted incidents, info on operations, system errors in hospital
Usefulness Utility value by using the COSTT system

Category Risks

Poor quality of data

(9)

Drawing wrong conclusions on what info means, inaccurate
catching of events, misinterpretation of events, coordination
trouble due to erroneous data, patient injury

Surveillance of em-

ployees (6)

Management monitoring efficiency of employees,
wrong/incomplete statistics on employees, employees feel
they are being monitored, public negative exposure of some
employees

Sensitive personal in-
formation (6)

Info displayed to persons not concerned, deduction of patient
having a sensitive diagnosis, unintended access to sensitive info,
hacking/data theft, info is taken out from the hospital

Unintended /erroneous
use (5)

Location tag theft, active bypassing of access control lists in
other systems, bypassing physical access control, unhealthy
changes in work processes, employees working against the system
or refusing to use it, conflicts due to low efficiency

Patient (2)

Patients choosing a different hospital, theft of patient data, pa-
tient info known to public press

Access control (1)

Limitations hide important data when it should be available,
bugs giving illegitimate access

Wrong focus (1)

Fussbudget, loss of efficiency, debates on prioritizing, critical
questions due to insignificant errors

Relatives (0)

Creating unnecessary feelings, unhappy relatives calling fre-
quently on health personnel

Public (0)

Negative newspaper headlines

information needed to make the system work properly. Also, parameters that
can be deduced from information in the system are considered valuable assets.
The risks span from concerns of the underlying sensors not being able to catch
events to breaches of both patients’ and employees’ privacy. The numbers listed
in parenthesis in the column of categories indicate the prioritizing done by the
process participants. In the table, the risks are presented in prioritized order.

4.2 Identification

of Evaluation Criteria

In the process of identifying evaluation criteria, we focused on the highest ranked
risks. The criteria are referred to as C1, C2 etc., which constitutes a mapping
to table 2] where they all are summed up.
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Poor quality of data: The main risk was considered to be poor quality
of data. As shown in table [I this is mainly a concern about the underlying
system not being able to catch and/or interpret events correctly. In the COSTT
project, the coordination information that is to be displayed on the screens are
built by capturing events in other information systems [16]. Simple events (e.g.
access to the medical record of patient A by a given health care personnel)
are combined into composite events (e.g. cardiology assesment of patient A has
been performed), and it is these composite events that will be displayed on the
screens. It is however important to be aware of the uncertainty involved in the
event enrichment process. As an example, access to medical record of patient A
can indicate that the health care personnel that accessed the record is performing
an examination of the patient, but it can also be that the health care personnel
is preparing for the examination. Thus, events in the COSTT system will be
associated with a quality attribute that is a measure of the validity of the event
[16]. This quality attribute should ideally influence the access control decision,
as presenting information that is correct is an important part of the information
security of any system (integrity). This is reflected by the data quality awareness
criteria (C1).

Surveillance of employees: The next highest ranked risk was that of surveil-
lance of employees. This covers the employees’ fear of being monitored and the
possibility for management to misuse registered data about their employees to
measure efficiency or other statistics. Data registered for the purpose of COSTT
may not give the complete and correct picture of employees’ actions, which
means that it should be used with high caution, if at all, for management pur-
poses. Thus it is relevant to consider whether the solutions increase the need for
surveillance, e.g. by requiring location information (C2). Employee surveillance
is also related to what information is published on the screens (further addressed
for the risk of sensitive personal information).

Sensitive personal information: The third highest ranked risk is that of
displaying sensitive personal information in ways that makes the information
available to unauthorised persons. It is important that solutions are able to
maintain privacy of both patients and employees, and strive towards the ideal
solution where everybody gets access to what they need - and no more. This is
reflected by the privacy preserving criteria (C3).

Unintended/erroneous use: The risk related to sensitive personal informa-
tion should also be considered together with the risk of unintended/erroneous
use (rated fourth) and also the much lower prioritized risk related to access con-
trol. The concern that access control does not support the work flow is reflected
in all these three risks. Failure in this respect can lead to active bypassing of
access control due to important information not being available (C4). To meet
this challenge it is important to consider dynamic and/or user controlled access
control solutions that is able to fit into the way people work. It is also important
to consider the effort required from users in order to use the systems in a secure
manner (C5), as expectations on user involvement may require changes in work
processes in itself in addition to requiring time and effort from the users. This
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Table 2. Identified criteria based on risk analysis

Nr|Criteria Explanation
C1|Data quality|The ability of the solution to take the data quality into account
awareness in the access control decisions.
C2 [Minimisation |The need for use of employee surveillance techniques, e.g. for mon-
of  employee|itoring the location of employees.
surveillance
C3 |Privacy The ability to restrict sensitive/private information to those that
preservation |are authorized for access.
C4 |Availability  |The ability to ensure that information important for safe and ef-
ensurance ficient treatment of patients are available when needed. This can
e.g. be ensured by using dynamic approaches able to adapt to the
situation , or to ensure that users can override the access control
decision.
C5 |Workload re-|The ease of use for users. Solutions that rely on user cooperation
duction will require some time and effort on behalf of the users.
C6 |Complexity | The more complex the access control mechanism is the higher risk
of mistakes that may render the access control solution vulnerable.

influences the perceived system efficiency and is likely to have an impact on the
employees’ attitudes towards the system; employees working against the system
or refusing to use it. Risks related to access control can also increase with com-
plexity (C6). With complex access control solutions it is easier to make mistakes
e.g. during implementation or during policy specification.

4.3 Evaluation of Access Control Approaches

Table Bl summarises the evaluation of the suggested access control approaches
with respect to the evaluation criteria. A ‘4’ indicates a positive score while a ‘-’
indicate a negative score. A score of ‘-/+’ indicates that the approach is able to
meet the criteria to some extent, but not fully. A ‘?’ is used in situations where
the evaluation result will depend on trade-offs made when defining access control
policies. A *’ is used to illustrate that the score depends on the mechanism used
to determine who is present.

The location-based approach is in many ways the most simple approach. Its
ability to meet the needs of COSTT is however dependent on how easy it is to
determine beforehand which information should be available in given locations.
As several of the envisioned locations (e.g. corridors and examination rooms)
are likely to be accessed by a number of different groups of users, we envision
that it will be difficult to make such pre-set trade-offs that are able to meet the
criteria for both privacy and availability.

The minimum approach is unlikely to meet the availability requirements of
the users in need for most information. The same way, the mazimum approach
will probably result in too many privacy breaches, as everybody will get access
to whatever information should be available to the one present with the highest
access rights. Considering group structure is likely to perform better than using
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Table 3. Evaluation of access control approaches with respect to the selected criteria

Approach Ci1|C2|C3|C4| C5 Cé6
qual. [surv.|priv.|avail.|workl.|compl.
Location-based - + ? ? + +
Minimum - - + - +-* +
Maximum - - -- + +* +
Group structure - - ? ? +* -
Facilitator - + |-/+| + - +
Situation aware ? + ? ? + -
Extension: Pop-up/handheld| - |-/4+| + | + - +

the minimum/maximum access rights, but is complex and its success depends
on the ability to make proper trade-offs between the access rights of the highest
and lowest ranked users present.

Relying on a facilitator seems to be a solution that could fit COSTT well, as
it is able to meet the majority of criteria to some extent. The privacy achieved
will be dependent on whether we can trust the facilitator to make good decisions
as to what information to display in given situations. In a study of clinicians’
experiences related to privacy and security of health information systems [I7]
Fernando and Dawson noticed that most clinicians used measures such as lower-
ing their voices and omitting to ask relevant questions in order to protect privacy
and security when residing in a shared workplace. At the same time they found
that privacy and security implementations on electronic health information sys-
tems often took time from patient care, and were therefore considered to hamper
patient care. Sharing of passwords was mentioned in this study, as well as in a
study by Vaast [I§]. In his study he also found that physicians were concerned
that employees on wards were overwhelmed with work and therefore were likely
to forget to close programs or patient charts. To be able to reach a conclusion
as to whether the facilitator approach is adequate in the COSTT setting, more
research is needed on the situation in which the COSTT system will operate
when it comes to the work process and the general attitude of the employees.

Making the access control solution more situation aware is also likely to im-
prove the trade-off between privacy and availability, but at the cost of complex-
ity. This is the only approach that has the potential to meet the data quality
awareness criterium.

The pop-up/handheld extension also seems promising, and is able to meet the
majority of criteria. By implementing this extension one is able to introduce more
flexibility and user involvement without sacrificing privacy. It should however not
be used as the only approach.

To sum up, none of the access control approaches studied is able to meet all
evaluation criteria. However, the ones that seem most promising are either using
the facilitator role or using an access control solution that is situation aware.
Alternatively, one of the more simple automatic approaches, e.g. the location-
based approach, can be combined with the pop-up/handheld extension.
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5 Discussion

The preliminary evaluation performed is based on a risk analysis of the COSTT
system at an early stage and with participants from the project group. At this
stage the project participants are the ones most likely to have the best under-
standing of how the COSTT system will work and what are the main challenges
and risks. The results of the risk analysis would however be more reliable if it
had included project-external representatives as well.

Basing the preliminary evaluation on the results of a risk analysis is useful in
that the evaluation criteria will be risk-based and likely to reflect the top issues.
The criteria derived are however high level and have not been evaluated by the
intended users of the system. It is also not possible from this initial evaluation
to state how the different access control approaches will perform in real life.
User evaluations are needed in order to assess how the alternative approaches
are able to fit the work processes of the perioperative domain. In particular we
suspect that the facilitator-based approach, though getting good scores in the
evaluation, will fail in this respect.

In the evaluation of the alternative access control approaches, we have stud-
ied the approaches individually and evaluated how they perform related to the
identified criteria. It is however possible to combine several of the approaches
into a final solution and in this way achieve a solution that better fits the needs
of COSTT. To illustrate, screens in waiting rooms may have a preset access level
(location-based approach) while screens at other locations may have a maximum
access level that is determined by their location but where the group structure,
the general situation or a facilitator determines the access level at a given point of
time. It is also possible to use the extension suggested where individual employ-
ees can get access to more information by utilizing pop-up windows or handheld
devices. The preliminary evaluation of the approaches suggests that future work
looks into combinations of the location-based approach, the facilitator approach,
the situation aware approach and the pop-up/handheld extension approach. The
location-based approach is a simple one with the possibility of offering good base-
line security. The facilitator approach is able to meet the majority of the criteria.
The situation aware approach is the only one able to meet the data quality cri-
terium, and has the potential to also perform well on most of the other criteria.
The pop-up/handheld extension approach has good scores on both the privacy
and availability criteria.

As the location-based approach is in many ways the most feasible solution, we
plan to use this solution as a starting point and look into how it can be combined
with risk-based access control approaches in order to add situation awareness.
Making proper trade-offs between the risk of privacy breaches and the risk that
information is not available is central to the success of the COSTT solution. Risk-
based access control solutions can utilise knowledge of the screens’ location in
order to determine the probability of privacy breaches, as well as the availability
requirements for an information item. Other context information, like the time
of day and who is likely to be present, can influence the risk evaluation as well.
This way, the combined solution will likely perform better on the criteria related
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to privacy (C3) and availability (C4). In addition, the quality of the information
can be taken into account (criterion C1). Though the facilitator approach gets
quite high scores on the criteria used in our evaluation, we believe that this
solution will not be usable for this type of systems, as it requires quite a lot
of interaction with the users. Instead we recommend using handheld devices
in combination with large wall-mounted screens in cases where highly sensitive
information is needed (to better meet criteria C3 and C4).

6 Conclusion

The main contribution of this paper is a preliminary evaluation of several ap-
proaches to access control for public screens used in a perioperative setting. The
evaluation criteria used are derived from a risk analysis of the COSTT system.
In the evaluation, the facilitator based and the situation aware approaches re-
ceived high scores, and so did the possible extension of using pop-up windows
or handheld devices to get access to additional information. Of the simpler and
most feasible approaches, the location-based approach turned out to be the best
candidate. As none of the approaches were able to perform well on all evaluation
criteria, the results motivate to look further into combining access control ap-
proaches. As there are major usability concerns with the facilitator approach in
this setting, we recommend focusing on extending the location-based approach
with situation awareness, and add support for pop-ups or handheld devices.
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Abstract. Sharing information allows businesses to take advantage of
hidden knowledge, improve work processes and cooperation both within
and across organisations. Thus there is a need for improved informa-
tion protection capable of restricting how information is used, as op-
posed to only accessed. Usage Control has been proposed to achieve this
by combining and extending traditional access control, Digital Rights
Management and various encryption schemes. Advances in usage control
enforcement has received considerable attention from the research com-
munity and we therefore believe there is a need to synthesise these efforts
to minimise the potential for overlap. This paper surveys the previous
efforts on providing usage control enforcement and analyses the general
strengths and weaknesses of these approaches. In this paper we demon-
strate that there are several promising mechanisms for enforcing usage
control, but that reliable empirical evidence is required in order to ensure
the appropriateness and usability of the enforcement mechanisms.

1 Introduction

Despite almost daily reports of security flaws and breached security, Internet
users continue to share information at an increasing rate. Basically about any-
thing from personal habits to sensitive corporate secrets, using a wide variety
of communication channels. The fundamental problem is however that current
security systems are unable to enforce any restrictions on the access, use or dis-
tribution of information once it has been transferred from one system to another.
Hence, the sender involuntarily looses any control of the information and must
resort to trusting the receiver to not misuse information. It is this problem that
has lead to serious concerns about users privacy on the Internet, and the music
and film industry’s concern about intellectual property rights violations, and
corporations concern about sensitive information misuse.

Usage control have been proposed as a means to remedy this problem by ex-
tending common security mechanisms beyond single systems such as PCs, servers
or entire corporate systems. The idea is to provide a model for expressing and
enforcing restrictions on how the information is to be used . Current mechanisms
such as access control, Digital Rights Management, confidentiality and privacy
protection all attempt to restrict information in one way or the other. The focus
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of usage control is to create an holistic approach to restricting information, such
that it may be used for any of the purposes listed above.

The purpose of this review is to identify and analyse existing mechanisms
for usage control enforcement in order to identify shortcomings and possible
improvements.

The remaining parts of the paper is organised as follows. First, in Section
the research method employed is outlined and discussed. Next, in section Bl we
provide a brief introduction to usage control. We review enforcement mecha-
nisms in Section [] and in Section B we report on the testing and evaluation
that has been conducted . Section [(] includes our analysis and discussion of the
enforcement mechanisms. Related work is outlined in Section [, before our final
conclusions are given in Section [§

2 Research Method

The research method employed in this review is inspired by the recommenda-

tions by Kitchenham and Charters [I5] regarding systematic literature reviews

in software engineering, however with softer requirements regarding rigour.
This review will address the following research questions:

RQ1. What usage control enforcement mechanisms have been proposed and
how do they relate to each other?
RQ2. What evidence exists supporting their appropriateness?

The purpose of this review is therefore to synthesise the previous research efforts
on usage control and distributed enforcement strategies to identify open issues
and prevent duplication of work. To this end, we also investigate the supporting
evidence of appropriateness.

The papers subject to the review were selected based on search through the
main online portals of scientific publications. These portals were: IEEE Xplore,
ACM Digital Library, Scopusand SpringerLink. Potential papers were selected
based on a search for “usage control” and “enforcement” in title, keywords and
abstracts, for each of the portals listed above. The search capabilities of these
portals vary considerably, hence minor modifications have been conducted. Most
notably for SpringerLink, the amount of results returned made it necessary to
conduct a nested search of the two phrases.

The search strategy clearly results in several irrelevant papers being potential
subject to the review. Additional criteria were therefore specified to ensure only
relevant papers be included in the actual review. These criteria are referred to
as inclusion and exclusion criteria, indicating both a positive definition and a
negative definition of what the review should and should not contain. Published
peer-reviewed papers were included in the review if meeting any of the following
criteria:

— Papers presenting mechanisms for enforcement of usage control models.
— Papers reporting on testing and experience of use with such mechanisms.
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The criteria may be met by only parts of the paper, thus it need not be the
main focus of the paper to be included. Papers meeting one or more of the of
the following criteria were excluded:

— Position papers identifying threats and challenges to usage control.
— Papers focusing solely on subsets of usage control, such as access control and
digital rights management.

Note that inclusion criteria was given a higher order than exclusion criteria, such
that any paper satisfying both were included in the review.

From each of the included papers, the following content was extracted and
analysed:

— The main idea of the model (RQT)).
— The main strengths and limitations of the approach (RQTJ).
— The supportive evidence of its appropriateness (RQ2)).

While the data extraction part is mainly about documenting previous efforts,
the analysis part was intended to look beyond specific claims to make more
general assessments of the quality and usability of the proposed enforcement
mechanisms.

3 Usage Control

The UCON (Usage Control) model was proposed by Park and Sandhu [27] to
alleviate many of the shortcomings of existing access control mechanisms, par-
ticularly for distributed assets. The authors focus on three important parts of
the model, which are Authorizations, oBligations and Conditions, resulting in
what they denote the UCON 4 model. The main elements of this model are

Subject. an entity with a set of attributes (subject attributes) either holding
or exercising rights on an object.

Object. an entity with a set of attributes (object attributes) that a subject
hold or exercise a right on.

Right. a privilege held by a subject to perform certain functions on an object.

Authorization. a functional predicate to be evaluated in order to decide
whether the subject is allowed to perform the requested rights on the object.

oBligation. a functional predicate to verify requirements a subject has to per-
form before or during a usage exercise.

Condition. a functional predicate to verify the requirements for the environ-
ment or system to be present before or during a usage exercise.

The family of models have later been expanded and detailed using various for-
malisms. A survey by Lazouski et al. [20] provide a good overview of these efforts.
One of the main concepts of UCON is the view on continuous enforcement (see
Figure[I]). Contrary to common access control mechanisms, UCON assumes au-
thorisations to be an ongoing activity such that misbehaviour may result in
real-time revocation of rights. Park and Sandhu defined 16 basic UCON models
based on the different steps in Figure [l
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Subject Actions
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Fig. 1. UCON model with continuity of enforcement and mutability of properties|32]

4 Enforcement Mechanisms

In this section we describe the identified usage controlled enforcement mecha-
nisms. We have separated them into three main categories which are proactive
enforcement, reactive enforcement and trust-based enforcement. Although these
categories are not mutually exclusive, they are often treated separately.

4.1 Proactive Enforcement

In this section we elaborate on the mechanisms that are mainly focused on pre-
venting policy violation through proactive security measures. We categorise the
mechanisms into three groups of client-side enforcement: trusted computing-
based enforcement, hardware-based enforcement and software-based enforce-
ment. Finally we also provide a category for server-side enforcement. Note that
some of the approaches falls into several categories, but are placed in the one
that best describe the focus of the mechanism.

Trusted computing. Trusted computing has been introduced as one of the main
building blocks to enforce usage control policies on remote client devices. Al-
though there are many that assume the use of trusted computing or a trusted
platform, we include here only the approaches where trusted computing is es-
sential to the mechanism.

Sandhu et al. propose a Trusted Reference Monitor (TRM) residing in user
space to enforce policies [31I33]. A hardware-based Trusted Platform Module
(TPM) is envisioned to provide a root of trust that together with a Public Key
Infrastructure (PKI) may be used to attest cooperating platforms. The protocol
between applications and TRM, as well as between different TRMs is based on
challenge-response. Any request is followed by a challenge from the receiver. The
requester subsequently attest the platform, application or environment through
the means of a digital signature. Abie et al. propose a somewhat similar strategy
based on a TPM to enforce usage policies on digital objects [12]. Self-enforcing
objects (SEOs) are used as a secure container to transfer objects and policies and
are also capable of enforcing the attached policy autonomously on any trusted
platform.
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A practical example of such an enforcement mechanism is given by Kyle and
Brustolini [I9]. UCLinux is a Linux Security Module that provides attestation,
sealing and usage control support. Applications is provided access to the file
if they are part of the trusted computing base and the file metadata contain a
hash of the application. If the application is deemed trusted, UCLinux will handle
any usage control enforcement to the application itself. Untrusted applications
will however not be able to read nor write to the file. Alam et al. propose a
similar enforcement mechanism [3] but also describe the concept of platform
attestation [4]. Prior to releasing information to an authorised requester, the
system verifies through a WS-Attestation procedure that the receiving platform
will behave properly. A prototype implementation indicates an introduced delay
of approximately five seconds, compared to not having such attestation.

Hardware enforcement. Hardware UCON Engine (HUE) [25] is another enforce-
ment mechanism based on trusted computing that unlike most mechanisms does
not rely on a built-in Trusted Platform Module (TPM). Instead, HUE is de-
signed as a secure co-processor with a designated software stack to provide in-
tegration with the operating system. While obviously more flexible and efficient
than TPM-based systems, the downside is that it the tailor-made hardware is
not commercially available.

Software-based enforcement. The RightsEnforcer [24] is a product for enforcing
simple usage control restrictions such as limiting the ability to view, print, copy
and store. The mechanism is integrated in an e-mail client such that whenever
a usage controlled object is sent to a receiver, the RightsEnforcer encrypts the
content and sends the terms of use to a centralised RightsServer. The receiver is
forced to use the RightsEnforcer to be able to decrypt the content and therefore
the policy is always enforced.

Brustolini et al. propose a simplified version where policies are specified
through allowing or denying specific operations (open, copy, print, etc.) on digital
objects [6/9]. The system comprises a kernel level security module for SELinux,
a web browser plugin and a modified web server that offers the ability to post
information objects to a web service. Upon uploading documents, users are given
the option to specify any usage restrictions. When downloading content from the
service, the client warns the user of unacceptable policies.

A somewhat similar strategy is employed by Kumari et al. to provide usage
control enforcement for web applications [I8]. The solution is based on a web
browser plugin that intercepts requests for enforcement enabled web applications
and subsequently enforces the obtained policy. They demonstrate the feasibility
of the approach through a modified social network application that generates
policies whenever a content request is made by a user. Users can tag friends
with a trust level in intervals from 0 to 1 and similarly tag content with a
sensitivity on the same scale. A permission p is then computed as the product
p(t,s) = t(1 — s) where ¢ is the trust value of the subject and s the sensitivity
of the content. These permissions are grouped into permission classes in five
intervals such that the users may define which permission classes are allowed to
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perform events such as ”view”, ”copy”, etc. Any request not originating from the
browser plugin is treated as permission class 0 (minimum permissions). Although
currently not implemented, the authors argue that to prevent users from evading
enforcement, some TPM based mechanism should be in place to guarantee that
the browser plugin is not hijacked by other malicious plugins.

Server-side. An enforcement architecture for server-side enforcement is given in
[14]. The focus of the approach is to enforce post usage obligations on possibly
remote systems. Obligations may be placed on the system or on the subject (of
usage) and relates to either controllable or uncontrollable objects as seen by the
system. Katt et al. argue that system obligations on controllable objects, denoted
trusted obligations, do not need a fulfilment check, since the system is assumed
to be trusted. However for any other untrusted obligations, the system translates
the obligations into a sequence of system operations including a condition at the
end. Thus, if the condition holds, the obligation is assumed to be fulfilled. In the
event that the obligation is not fulfilled (e.g. a file is not deleted), the system
will issue any necessary compensating action as specified in the policy.

Layered UCON (L-UCON) provides partial (or layered) usage of resources.
Since digital resources often are provided in a layered fashion (e.g. the varying
pixel resolution of images), L-UCON provides the user with the ability to negoti-
ate both content and policies with the content owner. Hence, the content owner
may adjust a policy based on for example the usage purpose stated by the user.

Gheorghe et al. [I1] utilise the Message Service Bus of Service-Oriented Ar-
chitectures (SOA) to enforce business and regulatory usage control policies on
messages exchanged between services. Since all messages are placed on the ser-
vice bus, messages may easily be intercepted and validated for compliance with
stated policies. However, policies are assumed to be fairly static and message
level usage policies are not handled by the architecture.

4.2 Reactive Enforcement

Reactive security measures may be seen as an acceptance of failure, since security
breaches cannot be prevented, penalties are our only options. While they do
seem weaker at first glance, the main reason for utilising reactive measures is
lack of control. It is difficult to prevent policy violations from occurring when
the enforcer has no or limited control over the target device. Since detecting
such violations after the fact are in many cases easier, reactive enforcement may
provide a powerful complement to any proactive enforcement. In the following
we survey some of the main efforts on reactive enforcement of usage control
policies.

Audit-based enforcement. The approach taken by Corin et al. is not to prevent
policy violation but to ensure that users are held accountable for their actions
through a proper auditing process [8]. Time stamping and signature mechanisms
are used to establish evidence of communication and to bind a usage policy to the
communicated objects. Then, whenever an auditing process is started by any of
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the communicating parties, the other parties are obliged to provide evidence that
their usage is in accordance with the policies agreed upon. The communication
protocol with timestamps assures that honest parties do have such evidence.

Pretschner et al. [28] argue that many high-level obligations may not be con-
trollable by the content provider. They therefore separate between controllable
and uncontrollable obligations, and further introduce the weaker notion of 0b-
servable obligations. Unobservable obligations are weakened and adapted until
they become observable, and hence subject to monitoring and auditing. There-
fore, rather than controlling obligations fulfilment, the content owner can observe
(indications of) policy violations. Examples include watermarking content to de-
tect unauthorised redistribution. Pretschener et al. [28] lets the server (content
provider) employ traditional access control first to determine applicable rules
and authorisations. In the next step, the consumer is provided with the set of
provisional actions that must be taken prior to access and the obligations that
must be fulfilled during or after usage of the content. Subsequently the consumer
must provide evidence that the provisional actions have been taken and that he
has committed himself to the obligations and compensations. Compensations,
or sanctions as they are termed, is also proposed formally in [5]. The authors
show how a system may violate certain rules in a policy and still be compliant
with the policy through fulfilling a set of sanctions. The sanctions are specified
for a rule in the policy and therefore also known to the user prior to a pol-
icy violation. APPLE (A Posteriori PoLicy Enforcement) is based on the same
principles but utilises Auditing Authorities to automatically check the policy ad-
herence of users [10]. The Authorities either selects documents or objects they
have become aware of, or selects one randomly. While some policy violations
may go undetected, the authors argue that the possibility of being caught and
held accountable will in some cases deter significant violations [10].

Cederquist et al. [7] attempt to handle the problem of administrative policies
in usage control. That is, who is authorised to specify and change the policy
guarding a specific piece of information. In a fully decentralised system based
on discretionary policies this is next to impossible, especially since it may be
difficult to assess who is the owner of data after multiple changes by others. The
solution by Cederquist et al. is to require that users are accountable for their
actions. Such that if Alice changes a policy regarding a document before sending
it to Bob, then Alice is held accountable for the change. In the event that the
change is unauthorised, Bob will be able to prove that he is not to blame for
the unauthorised change. Thus, the basic action required on the receiver side is
to ensure that the sender is accountable. The authors also point out that as a
consequence, users may perform deliberate policy infringements while accepting
full responsibility for it.

Monitoring. Hilty et al. [I230] propose an active monitoring approach where
the client-side monitoring component signals to a server-side enforcement mech-
anism whenever obligations have been fulfilled. Hence, if information some in-
formation should be deleted within 30 days, the monitoring component signals
to the provider at time of deletion and ends the monitoring of the information
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object. In the event that the information is not deleted, the monitoring compo-
nent signals a policy violation to the provider.

4.3 Trust-Based Enforcement

Trust has been extensively studied in computer science and have numerous ap-
plication areas. Here we describe how trust assessments may be used for enforce-
ment purposes.

Krautsevich et al. proposes to use trust management as means to grant us-
age privileges to users [I7]. The idea is to utilise trust relationships and trust
propagation between users and content providers to determine a usage control
decision between parties that are mutually untrusted. Hence a user A with a
credential issued by some other user or provider B may be given usage rights to
a resource controlled by C if C trusts B.

Nyre and Jaatun also propose a trust-based enforcement strategy, but in their
case the trust denotes whether the content receiver may be trusted to adhere to
the usage policy [26]. Further, they specify a method to compute the probability
that the receiver will enforce the policy and use this probability for content
dissemination decisions.

5 Testing and Evaluation

To answer the second research question, we aimed to determine what evidence
are provided to support the appropriateness of the proposed enforcement mech-
anisms. Here we describe the quantitative testing and evaluation of the en-
forcement mechanisms we have described. We do not consider qualitative self-
assessments as evidence of appropriateness.

Performance analysis. Performance analysis is the predominant form of testing
strategy employed and primarily aimed at identifying latency introduced by the
enforcement mechanisms.

In [I1] the introduced round-trip latency said to be around 5000 pm of which
the policy decision takes about 22 pum. Although the policy decision time is
insignificant compared to the round-trip time, the lack of a neutral benchmark
makes it difficult to assess wether the entire round-trip time is acceptable or
not. Similar shortcomings are found in [I3] where the read and write speeds
are analysed for files of varying sizes and in [4] where the attestation request is
said to introduce a a latency of about five seconds. Since these values are not
benchmarked to a system without the implemented enforcement mechanism, it
is difficult to assess the appropriateness.

Djalaliev et al. do provide a benchmark of regular HT'TP and TLS traffic and
show that the modified TLS used for attestation only introduces an increase
in CPU usage of about 20% [9]. The latency analysis demonstrates that usage
controlled file retrieval introduces a penalty varying from 100% to 30% with
increasing file sizes.



46 A A. Nyre

The UCLinux implementation in [I9] is analysed to find the system boot
latency and general usage latency. General usage latency was simulated through
measuring the time needed to compile a Linux kernel since this involves several
different file operations. The tests show that the boot process takes 9% longer
to complete on UCLinux compared to regular Linux, whereas the file operations
require some 10% more time to complete.

Usability testing. Brustoloni et al. [6] conduct an end-user test of their proposed
system. The test seems to support their claim that performance is not signifi-
cantly affected and that user awareness of unacceptable policies are considerably
improved. However, there are only ten participants in the test all of which are
students and only 50% have a computer science or engineering background de-
spite the fact that the test has been designed with such professionals in mind.
Further, the test seems to have no reference group and hence comparison of
awareness is only done with the test group, something which could potentially
bias the result. Although there is nothing to suggest that the enforcement mech-
anism is inappropriate, we find the low participation and the limited procedure
not convincing enough for the mechanism to be deemed appropriate.

6 Analysis and Discussion

In this section we attempt to analyse and generalise the strengths and limitations
of the enforcement mechanisms we have described so far since space limitations
prevent us from dwelling into the details of each solution.

Virtually all mechanisms for usage control assume the existence of a trusted
module to ensure that enforcement cannot be evaded, yet none have discussed
to any extent the practical problems of establishing and maintaining a trust
infrastructure based on Trusted Computing Modules. Particularly since other
considerably less complex security infrastructures, such as Public Key Infras-
tructures, have experienced only limited success [22]. Although the benefit of
usage control may be easier to identify, most of the reasons for PKI failure
described in [22] also apply to Trusted Computing. Perhaps a property-based
approach to Trusted Platform Module could alleviate some of the complexity
of using binary hashes of applications [16]. We do however agree that TPMs
and Trusted Computing-based approaches are the only means of guaranteeing
enforcement on remote devices.

There are cases in which enforcement guarantees are not necessarily required,
particularly in closed systems such as business environments where the predom-
inant threat is end-users’ lack of awareness. In such circumstances, perhaps a
more lightweight approach could be adopted that is technically infeasible for
the average user to circumvent, but without the cost of a hardware-based trust
infrastructure. It seems that the RightsEnforcer [24] is the only approach inves-
tigating along these lines.

Allowing policy violation may seem like a contradiction for a policy enforcer.
Massacci [23] argues that enforcement should be reasonable, and therefore should
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allowed to be circumvented in cases where there is a just cause. If users are ac-
countable for their action, they may only be required to justify why the violation
(e.g. authorisation given orally) such that penalties may be given in retrospect.
Most of the audit-based approaches do offer the violation capability, but at the
same time rely on previously described compensations to be carried out. Which
in essence means that only exceptions that are identified in the policy are han-
dled by the enforcer, and therefore the rigour of the policy is not reduced.

The perhaps most striking issue we have come across is the lack of empirical
evidence of the enforcement mechanisms’ appropriateness. This may be due to
the fact that usage control enforcement is a relatively new research field and
that formal models and prototypes showing technical feasibility is a prerequisite
to be able to perform proper end-user tests. However, from the effort listed here
we conclude that the formal and technical basis should be well in place to allow
for more user centric enforcement strategies that properly balance the usability
and the security provided.

7 Related Work

There have been some reviews conducted previously. From the digital rights
management perspective, Liu et al. [2I] have conducted a survey on DRM tech-
nology but does not treat the more general case of usage control. The review
by Pretschner et al. [29] is also on DRM technology, but is more focused on
alternative use of such technology including privacy and business information
protection. Four different DRM technologies are analysed and compared to a
set of general usage control enforcement capabilities. The idea is to see whether
DRM can be used for all regular consumer side enforcement. While the evaluated
systems do vary to some degree, their main limitation is the lack of enforcement
after rendering. In this paper, we consider enforcement of much more expressive
policies than the simple content protection mechanisms of most commercially
available products and services.

A recent survey by Lazouski et al. [20] does however target usage control in
general. The centre of gravity is the UCON model proposed by Park and Sandhu
[27] such that other initiatives are described based on how they relate to this
model. Formal models, architectures, enforcement strategies and implementa-
tions are discussed and some of the open challenges outlined. Contrary to this
paper, enforcement is not considered throughly.

8 Conclusion

This paper has identified existing approaches to usage control enforcement as
identified in research question RQ1. Despite the relatively short period of time
since the term and concept of Usage Control was coined, there has been con-
siderable efforts in establishing proper enforcement mechanisms. While formal
models and prototype implementations have been, and still are necessary to
demonstrate the technical feasibility of usage control enforcement, more effort is
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required in obtaining reliable empirical data on the usefulness and usability of
these approaches. Therefore we are currently unable properly address research
question RQ2 to judge particular approaches as more appropriate than others.
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Abstract. Efficient environment monitoring has become a major concern for
society to guarantee sustainable development. For instance, forest fire detection
and analysis is important to provide early warning systems and identify impact.
In this environmental context, availability of up-to-date information is very
important for reducing damages caused. Environmental applications are
deployed on top of Geospatial Information Infrastructures (GlIs) to manage
information pertaining to our environment. Such infrastructures are traditionally
top-down infrastructures that do not consider user participation. This provokes
a bottleneck in content publication and therefore a lack of content availability.
On the contrary mainstream IT systems and in particular the emerging Web 2.0
Services allow active user participation that is becoming a massive source of
dynamic geospatial resources. In this paper, we present a web service, that
implements a standard interface, offers a unique entry point for spatial data
discovery, both in GII services and web 2.0 services. We introduce a prototype
as proof of concept in a forest fire scenario, where we illustrate how to leverage
scientific data and web 2.0 content.

Keywords: VGI, SDI, Geospatial Information Infrastructures, Web 2.0, Open
Search.

1 Introduction

Analyzing the Earth’s behavior requires a multidisciplinary approach and the
assessment of a broad range of thematic areas [1] [2]. Geospatial information is
essential for addressing related challenges. The amount of scientific geospatial data
collected has increased significantly due to advances in data-capturing technologies.
Geospatial Information Systems (GIS) have become indispensable tools for
organizing and exploiting this geospatial content for environmental sciences, and
providing a framework for multidisciplinary analysis [3].

In this domain, we find multiple geospatial standards for data encodings and
service interfaces. The combination of these standards allows for establishing
Geospatial Information Infrastructures (GIIs), also known as Spatial Data
Infrastructures (SDIs) [4]. These multi-participatory infrastructures allow
administration and other official providers to publish environmental information.
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However, GIIs are dynamic and require continuous maintenance. Still, GII complex
deployment mechanisms limit the possible contributions of expert users suffering
from a low-rate of user motivation regarding participation and content management
[6][7]. Recent natural disasters such as the Indian and Chilean tsunamis, forest fires in
Greece and California or the earthquake in Hait{ have demonstrated that difficulties
still exist inefficiently exploiting geospatial resources in GII. The difficulties stem
from the absence of sufficient available resources and a lack of collaboration and
interrelation between different geospatial infrastructures and components.

In contrast, we are witnessing the consolidation of a new generation of the World
Wide Web, in which the main feature is user participation. Tim O’Reilly (2005)
popularized the evolving nature of the web by introducing the term ‘Web 2.0.” The
Web is now a collaborative environment where the increasing number of web-based
social networks has turned users into active providers [11] [31], motivated to provide
a massive amount of information [30]. This user-generated content [16] is mostly geo-
georeferenced to the user location, leading to huge amounts of geo-referenced
information available in practically any domain [32]. For example, the photos
uploaded by the public on Flickr during the California wildfires in 2007. These photos
provided a quicker overview of the situation than information coming from official
channels, such as mapping agencies.

This information provides a complementary view to the scientific data and shows
the social impact of environmental events like forest fires. Furthermore, due to
advanced devices that allow users to capture and share data from the field, there is a
massive source of geo-information available at near real time. This humans-as-sensors
paradigm [17] provides a new means of providing data in its context, which is
fundamental to the vision of a spatially enabled society [14]. To leverage this new
source of information, has to be integrated, in the context of the Glls, to enrich
scientific information with social and local knowledge.

However, the integration of these sources of information in GII poses new research
challenges. Environmental applications need to retrieve this valuable information.
This means to deal with the different search interfaces of each web 2.0 service and its
heterogeneous capacities.

To address these issues, we propose a more scalable solution, which aims at
improving the interoperability of the heterogeneous nature of the multiple Web 2.0
services available.

Our proposal materializes in a middleware component that provides a
homogeneous search interface to improve the discover ability over social networks
and crowd sourcing platforms. This middleware is a discovery service that
implements the OpenSearch Geo-Time standard interface specification. Although
some of the Web 2.0 services already expose an OpenSearch interface to increase
interoperability, they do not offer the spatio-temporal query capacity, which is crucial
for most of the environmental scenarios. The realization of our proposal, called Web
2.0 Broker (W2.0B), offers a common entry point to retrieve and aggregate web 2.0
content according to spatial and temporal criteria.

The remainder of this paper is structured as follows: Section 2 defines the overall
context of geospatial information infrastructures, volunteered geographic information
and geospatial discovery. Section 3 defines the Open Search specification. We present
the architecture in Section 4, the prototype (Section 5), and conclude the paper with a
discussion and an outlook towards future work (Section 6).
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2 Background and Related Work

Geoscience research is a multidisciplinary field that demands heterogeneous data and
a multitude of expert profiles such as technologists and remote sensing specialists [1]
[2] [8]. These experts collect and manage data to run scientific models and produce
information. On the other hand web 2.0 Services and crowdsourcing platforms have
demonstrated how ordinary citizens, encouraged by technological advances, are also
able to generate and publish high scale spatial information at near real time offering a
complementary vision to monitor our environment. In this section, we briefly reflect
on standard based approaches to share geospatial content and approaches to leverage
both sources of information to enrich environmental monitoring.

A. Geospatial Information Infrastructures

A trend involves deploying geospatial and environmental applications on service-
oriented architectures (SOA) [9]. One of the goals of SOA is to enable
interoperability among existing technologies and provide an interoperable
environment based on reusability and standardized components.

GIIs enable end-users to share geospatial content in a distributed manner following
an SOA approach. They play a key role in supporting users and providers in decision-
making where they can discover, visualize, and evaluate geospatial data at regional,
national and global levels [4].

International Initiatives describe the overall architecture and best practices to
design and implement GIIs. Content is managed by means of regulated and
standardized service types. Adopted as a European directive in February 2007,
INSPIRE sets out a legal framework for the European GII, regarding policies and
activities with environmental impact [5]. It defines a network based on discovery,
view, download, transformation and invocation services. The technical level provides
a range of interoperability standards available for the integration of information
systems [12].

In this context many authors address questions concerning the increasing number
of people participating in crowdsourcing platforms while GIIs traditionally face
problems to attract users. GII researchers have called for a user-driven model [60]
[61] [62], which relates to the hybrid GII that incorporates user generated content.
Combining scientific knowledge and public information is not new, according to [58]
. [59] develope the “citizen panels” in the 1970’s involving experts and citizens to
allow everybody to participate. In the context of municipal activities, [57] also
proposed to capture and utilize the “city knowledge” from those close to a particular
phenomenon with the richest geospatial knowledge. Another example is the
management of natural resources in the Amazon where there is a need for user
participation to integrate their local knowledge [63].

B. Web 2.0 Services and volunteered geospatial information

With the emergence of Web 2.0, ordinary citizens have begun to produce and share
Geographic Information (GI) on the Internet. These Web 2.0-based activities show
that users are willing to engage more actively in the production and provision of
contents. This gives rise to a new phenomenon, which has been referred to as
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“neogeography” [15] [18], “cybercartography” [30], or “voluntary geographic
information” (VGI) [17] [21].

VGI provides a massive source of information that cannot be ignored. This
information can complete gaps in official data including cheap and big scale up to
date information. Research has related these collaborative services, paying special
attention to the trust and credibility [23] [25], quality, and reliability as compared to
official data, [22] [26] constraints and user motivation [14] [24].

In our scope we consider VGI as a complement to official data. Scientists will be
provided with discovery mechanisms to retrieve appropriate VGI that will
complement the social aspect with their scientific information.

The use of a hybrid approach that integrates bottom-up and top-down
methodologies has already been demonstrated [27], with the purpose of integrating
user generated information, scientific tools and official information in the same
geospatial infrastructure. In this context merging the top-down SDI model with VGI
infrastructures has already been described [13] [17] [28] [29].0 [7] [20] describe a
publication service to hide complex standards and assist users in publishing content
directly into standard geospatial data services. This direct user publication raises
issues about data consistency and quality in GII. A Second approach is the retrieval of
data directly from crowdsourcing services. In this context we propose a Discovery
Service that deploys on an INSPIRE-based infrastructure that offers a standard and
unique entry point to retrieve Web 2.0 resources according to spatial and temporal
criteria that can be integrated with official environmental information to produce a
richer and more up to date system [14].

We have performed a survey of the multiple Web 2.0 Services available, with the
aim of selecting those where spatial and temporal queries were reliable. The service
selection is the following: Twitter a social networking and micro-blogging service. Its
users can send and read text-based posts of up to 140 characters, so-called “tweets”,
which are publicly visible by default. Flickr is an online application that allows
uploading, storing and organizing photographs. It enables the creation and retrieval of
the pictures. YouTube allows sharing videos that can be geo-referenced.
OpenStreetMap and Geonames are both explicit VGI platforms. Meteoclimatic is a
weather resource and Wikipedia is an open free web enclyclopedia.

C. Geospatial content discovery

Within GIIs, metadata and catalogue services are key to discover content properly
[54] [55]. In this context most of the issues arise because metadata creation and
publication is a complex and arduous task that has to be done manually [53]. On the
contrary, the ease of content production and publication in Web 2.0 Services makes
vast amounts of VGI available. As a result, social networks are immense online
repositories with geo-referenced content. However, attempts at providing spatial and
temporal-based search engines over VGI are relatively scarce [33]. Despite the
popularity of Web 2.0 services, there has not been many integrated and interoperable
approaches that allow users to search for content regardless of the nature of the
underlying services [37]. One of the reasons may be found in the diversity and
heterogeneity of these types of services and their interfaces.
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The process of searching over multiple services becomes a tedious task because
they provide different data encodings, geo-referencing and proprietary application
programming interface (API).

In order to overcome this heterogeneity the use of a common interface, following a
standard specification, would increase interoperability. Walsh [35] points out the need
to pay attention to discovery interfaces widely spread in other information
communities different from the established catalogues services in the geospatial
domain [36]. Several Web 2.0 services, like Flickr, expose basic discovery capacities
through the Open Search specification allowing for a common technique to run term-
based queries. In this sense, our approach extends this to the design a mechanism that
allows users to search using the OpenSearch (OS) specification [38] by also adding
spatial-temporal criteria to retrieve content over different social networks and services.

3 The Open Search Specification

Web 2.0 services expose their own API to be accessed, using specific encodings
formats and schemas. This constitutes a technical barrier for discovering content in a
homogeneous way.

To overcome this problem our proposal is materialized in a discovery web service,
the so-called Web 2.0 Broker. The W2.0B implements the OpenSearch specification
with the Geo and Time extension [51], adopted by the Open Geospatial Consortium
and the geospatial community as a standard de facto.

OS specification offers an interface based on minimal input, which can be
extended, among others, with spatial or temporal criteria. OS has rapidly become a
successful search specification over web repositories, which are increasingly adapting
it to demonstrate their search interfaces in a standard and simple way. In this section
we describe the OpenSearch Geo-Time specification and how we have adopted it as
the interface for our discovery service to allow users to perform spatio-temporal
queries over social networks.

A. Keyword-based discovery

OS defines a service interface for minimal search and retrieval capabilities. The
simplicity of OS for search fits into the basic search interfaces that identified many
Web 2.0 services. An OpenSearch-enabled service exposes an interface for client
applications to send simple HTTP GET requests providing specific query parameters.
As a result, responses are often encoded in lightweight data formats such as GeoRSS
[39], Atom [40] or KML [41].

The OpenSearch specification has only one mandatory query parameter called
“searchTerms” allowing client applications to retrieve information related to one or
more keywords. Other query parameters like those supporting results pagination
(“count”, “startlndex”, “startPage”) are optional. The W2.0B implements this
interface to broadcast keywords-based search over a selected pool of Web 2.0
services. Each service must be described by its Description Document, a file whose
aim is, to describe the search engine of the target service. This description could vary
from one to another, but there are several mandatory parameters like the root node
called OpenSearchDescription, shortName that contain a brief human-readable title to
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identify this search engine, Description which is a text explanation of the search
engine and the URL with the location to execute a search request.

B. Spatial and Temporal-based discovery

More advanced search criteria are necessary in our environment-monitoring scenario.
Specific search profiles are described by extending the OpenSearch specification. The
OGC OpenSearch Geo Temporal specification [51], defines a list of query parameters
to enable spatial and temporal filtering. This extension is built upon the basic
OpenSearch specification, so all mandatory and optional query parameters previously
mentioned are also available. The spatial and temporal extensions define spatial and
time specific, optional query parameters. The “geo:box” parameter filters are the
result of a rectangular area. The “geo:lat”, “geo:lon” and “geo:radius” parameter
filters results from a circular area around a point. The “geo:geometry” parameter
defines a geographic filter by means of an arbitrary geometry. The “geo:name”
parameter allows filtering by place name. The “time:start” and “time:end” allow the
definition of a temporal range for valid results.

The W2.0B implements the OS Geo-Time specification. Therefore, we increase the
interoperability of the selected crowdsourcing platforms because now client
applications can run spatio-temporal queries in these services by using OS-Geo-Time
as unique interfaces. Table 1 shows the current status of the W2.0B prototype. The
colored cells show the service currently offered where the rows show the web 2.0
services where the query is propagated and the columns shows the operations,
available in the OS Geo- Time specification, implemented to query the Web 2.0
services. Regarding the response formats, Atom, the format recommended by [51],
KML and MIMETEXT KML[43] are supported.

Table 1. Search Parameters implemented in the W2.0B applicable to Web 2.0 services
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4 System Architecture

In this section we elaborate on the architecture of the proposed approach. Our main
goal is to extend traditional GII architecture with a middleware component that offers
a standard interface to retrieve and integrate web 2.0 content.
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The W2.0B offers the functionality to perform a spatio-temporal search of VGI in
multiple Web 2.0 services for its integration with official environmental information
available in the infrastructure. In this way the vast amount of VGI becomes another
data source in GIIs to complement scientific data. The integration is performed at the
client side since the W2.0B provides common data encoding.

Figure 1 shows a simplified overview of the INSPIRE technical architecture which
basically extends a classical three-layered SOA. This architecture is composed (top-
down) of the application layer, service layer and content layer. The next subsections
will describe each of these layers and the components that describe our contribution.

Application

‘Workflow Engine | Application Logic Service Connector

Geospatial Networking Service

Fm=——————

I
Processing Download View Discovery : Broker Web 2.0 :

| g 4

Geospatial Content

Official Non official 1
Flicks, Twitter, YouTube, Wikipedia, Geonames, |
Models | Data | Metadata |! OSM, GeoRSS )

Y e e e P e e e e e e e

Fig. 1. Classical three-tier GII architecture (extracted from [10]) extended with a new channel
connecting to VGI sources

A. Application Layer

Whereas traditional applications offer access to the content via the Geospatial
Networking Service layer (Figure 1), this architecture offers an additional entry point
to the W2.0B. This functionality is part of the Service Connector module, since it is
the component in charge of connecting to the available middleware.

In this layer users are presented with a friendly interface to perform queries
according to keyword and spatial-temporal criteria. Both standard catalogues and the
W2.0B can be used to retrieve results. In the case of the W2.0B, this query will be
transmitted and the results transformed to a well-known common data encoder to be
presented in this layer using geospatial Web Mapping technology.

B. Geospatial Networking Service Layer

A classical GII provides discovery, access and processing services that, implement the
OGC standards, such as Catalogue Services (CS-W), Web Mapping Service (WMS),
Web Feature Service (WFS), and Web Processing Service (WPS), providing access to
the geospatial content. In our research we propose to extend this layer with a new
discovery service that, by implementing the OpenSearch Geo-Time interface, acts as a
search engine to access Web 2.0 content.
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W2.0B allows searching for VGI data through its standard OS Geo-Time interface
and through a specific API. Client that have two ways to connect on the one hand,
through its Java API which facilitates the development of client applications
implemented in JAVA or accessing the OS standard interface.

C. Content Layer

We focus on the integration of both official and non official sources. Specifically, we
focus on the retrieval of the content provided by Web 2.0 Services. These non-official
resources are especially relevant due to the fact that users provide real time
information, local knowledge and social impact to enrich the official environmental
information.

Table 1 shows the set of crowdsourcing platforms being queried by the W2.0B.
The content provided by these platforms differs in nature, for instance, geo-tagged
photographs are shared through Flickr [45], short text messages shared via Twitter
[48], or videos uploaded to Youtube [50], encyclopedic descriptions in Wikipedia
[49], place names using Geonames [46], tagged vector geometries in OpenStreetMap
[47] or information about weather stations provided by Meteoclimatic [56]. Due to the
substantial availability of resources in crowdsourcing platforms a big part of the
retrieved results are not related to the target scenario and they represent somehow
“noise” that has to be eliminated for an appropriated assessment. Although it is out of
the scope of this current investigation to assess data quality, section 7 overviews a
preliminary discussion and outlines open questions that remain for future research.

5 Web 2.0 Broker: Open Search Service

W2.0B implements the function to search different social networks and Web 2.0
Services. A collection of social media services, with geo-referencing capabilities, has
been analyzed (Table I), and only those that support, to some degree, geospatial and
temporal filtering functions through their public API have been selected as target
repositories [44].

Although some Web 2.0 services implement the OpenSearch specification (Flickr,
Wikipedia, Youtube OpenStreetMap), some of them do not offer the OpenSearch-
Geo-Time search interface. The W20B overcomes this limitation by offering spatial
and temporal criteria queries to these services.

A. Web 2.0 Broker —Design

Figure 2 shows the component diagram of the W20B. It illustrates its modular design
and how the components are linked to each other. Below, we will elaborate more on
each component and its functionality.

At the top of Figure 2 we can see how the W2.0B implements the OS Geo-Time
specification to provide discovery capabilities over heterogeneous VGI resources.

The OS Core component deals with the interpretation of the query in the standard
OS format. It retrieves the query and forwards it to the Search Engine component.
Only the SearchTerms input parameter from the specification is mandatory, but other
criteria can be specified. The accuracy of results is improved either by adding spatial
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Fig. 2. W2.0B components diagram

filtering with the bbox, location or lon, lat and radius parameters, or adding time
criteria by setting up the start and end parameters as we will see in the discussion
section.

The Search Engine component contains the logic to map the query and the
specified search criteria to then perform the concrete operations offered by the
different web 2.0 services. It will broadcast the query to the different search engines
and adapters that the client has selected. The supported query can add spatial
constraints to the queries sent to the Web 2.0 services that natively support
geographic search capabilities through their own API. For instance, users can search
for resources that are restricted to a given area of interest represented as a polygonal
geometry.

The OS Descriptor Manager dynamically generates the service description
document [38] specifying how the different services must be queried. This document,
mandatory by the specification, is generated by each service adapter. Its function is to
advertise the set of accepted query parameters and supported response formats. This
allows both calls from outside and within a client application to understand the
discovery interfaces supported by services and how to build valid OpenSearch-styled
queries.

The Geo-reference Manager component deals with the management of geospatial
content. In terms of spatial search accuracy and performance, the W20B relies on the
spatial search capabilities provided by the services queried and the content available,
for instance, only a few tweets are actually geo-referenced. In this case, the Geo-
reference Manager follows a methodology to extract the location from the user profile
by using the Geonames service to extract the location of a place name found in the
content.

The Adapter Manager component is the manager of a set of specific adapters for
each service. It plays a mediating role between service-specific APIs and the
OpenSearch query.

The W2.0B clients control the search procedure by selectively activating one or
more services. The Adapter Manager delegates on the selected adapters which adapt
the query to the specific APIs. The manager will aggregate the results. Furthermore,
since these social networks and media services offer specific discovery interfaces,
they also provide different response formats.
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Table 1 shows the specific capabilities of each adapter in terms of the OpenSearch
Geo-Time features. Capabilities supported by W2.0B were shaded in the
corresponding cell(s). These capabilities are limited by the functionality offered
natively by each specific API. For example, some services allow filtering by
bounding box and others by centre and radius. In all cases, KML and Atom extended
with GeoRSS are provided as standard geographic formats in the response. In
addition, the nature of each service leads to different constraints and requirements in
terms of discovery. For instance, Flickr’s resources can be queried over time while
Twitter’s resources are only discoverable during a narrow time frame. Indeed, these
open issues pose new challenges in the field of social mining.

However, not all the web 2.0 services have an API from which the data is accessed.
For instance wheather information extracted from Meteoclimatic or environmental
news from European media sites are analyzed and interpreted to add them information
sources. For the time being, the RSS information that is retrieved is related to Fire
News and MODIS Hotspots of the last seven days, and it is gathered from European
Forest Fire Information System (EFFIS)[52] sources through the European
Commission's Joint Research Centre (JRC).

This component also allows the integration of the custom search engine with the
most popular web browsers such as Internet Explorer, Firefox and Opera. This custom
search engine refers to the Multiquery adaptor which offers a multiple search of each
service provided by the W2.0B (Table 1). To do so, we add auto-discovery by adding
to the search client a HTML tag which points to the corresponding OpenSearch
description document. This tag activates the “search engine manager” of the browsers
to offer the possibility of adding Web 2.0 broker as a new Search Engine as we can
see in Figure 3.
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@ Creative Commons

Diccionario RAE
&Y  eBay

W Wikipedia (es)
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Administrar motores de bisqueda...

Fig. 3. Web 2.0 Broker search engine added in a common browser

This broker architecture configuration is flexible as new adapters may be added
without altering the broker’s discovery interface from the client perspective. In doing
so, clients and adapters are independent, loosely coupled components where each one
evolves separately, enhancing the system scalability as a whole [34].
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B.  Web 2.0 Broker implementation

The W2.0B has been designed as a middleware component with a standard interface
to be re-used in different scenarios. OpenSearch Geo-Time is the standard of choice
to implement the W2.0B in order to increase interoperability when accessing multiple
Web 2.0 services. In this section we illustrate how the W2.0B works when it is
invoked. Figure 4 shows a sequence diagram illustrating the workflow of how the
different components are invoked when running a query. The W2.0B receives a OS
GeoTime styled query such as the following:

http://lelcano.dlsi.uji.es:8082/broker.jsp ?service=service &kq={searchTerms} &per_
page={count?} &page={startPage} &format={responseFormat} &name={geo:name}
&lon={geo:lon?}&lat={geo:lat?} &radius={geo:radius?} &bbox={geo:box?} &start=
{time:start} &end{time:end} &format=datformat

This adapter injects the query parameters into the specific Flickr API discovery
methods and carries out the query. Optional query parameters may be encoded in the
URL itself for results pagination, language selection, and character encoding.

First of all, as shown in Figure 4, search clients retrieve the required descriptors via
OS Descriptor Manager component.
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Fig. 4. Web 2.0 Broker sequence diagram

Once the descriptor is loaded, the client is able to build and send the OS query.
When the query is received, the OS Core interprets it and the Search Engine
propagates the query to the Adapter Manager. Afterwards, the adapter manager
connects and queries each service by means of the specific adapter.

At this point, the Geo-Reference component becomes important as it is in charge of
several geospatial features such as extracting coordinates from a placenames, as well
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as the inverse functionality, or getting the center coordinates and radius from a
bounding box based on the Haversine formula, implemented in this module.

The Adapter Manager aggregates the retrieved results and the Search Engine
component generates the response to be derived to the client.

6 Prototype: Use Case in Forest Fire Monitoring

Forest fire disasters are increasingly frequent events around the globe. The growing
severity of fire disasters is a consequence of increased vulnerability of the natural
environment. Forest fires are not only an environmental problem; as a social concern
a forest fire is reflected in the social networks. People use social networks in Internet
to reveal their perception and feeling. Therefore, it is possible to find pictures, videos,
real-time information, NGO reports, and scientific papers in Internet that describe
fires, the post-fire consequences and even events regarding vegetation recovery. Our
purpose is to include this web 2.0 content to complement data coming from the
“official sources” at global, national or regional level.

To demonstrate the added value of our solution to the scientific workflow we will
describe a scenario and how the solution is integrated into it. We focus on assisting
scientific users in the data collection step so that the user can compare the official
information with Web 2.0 content to refine the output and help in the decision
making. The central functioning of the W2.0B as middleware can be best illustrated
with a practical example.

For demonstration purposes we have designed and developed a web client
application to access the W2.0B. This client, developed with Google Web Toolkit
technology, offers a user-friendly interface to facilitate users’ access to the
functionality of the W2.0B in a simple and visual way.

A. Forest Fire monitoring scenario

Forest fire monitoring is a complex scenario that involves many phases and
procedures. To illustrate our prototype we focus on the post fire monitoring phase,
i.e., once the fire has taken place, how it will be monitored to evaluate its
environmental and social impact. In our scenario the chosen geographical area is the
region of Ibiza, one of the Balearic Islands in Spain. In order to monitor the status of
the detected fire, the user accesses the web client that provides a map viewer. This
map viewer is able to visualize data coming from SDI services. In this context we add
some layers to the map coming from the Data Services of EFFIS to overview some
official information in the fire warning index or HotSpots as is shown in Figure 5.

For the first prototype, W2.0B encompasses the adapters for a selection of services:
Twitter, Flickr, YouTube, OpenStreetMap, Wikipedia and Geonames. Different levels
of expertise and quality can be found in crowd sourcing platforms. In our scenario
different queries demonstrated that the most relevant information was retrieved from
Youtube, Twitter and Flickr services.

The web client offers a simple and an advanced user interface to the user to specify
the search criteria and build the query. Users can add spatial temporal criteria by
setting the area of interest by selecting a rectangle in the map or by point and radius
information; users can also set the time period by what the results are valid.
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Fig. 6. Screenshot of the area selected by the user

In our scenario the user restricts the area of interest to the island of Ibiza, Spain and
fills out the time constraint in order to retrieve information about fires during a one
week time period beginning on May 21%.

According to the parameters available in the OS Geo and Time specification, the
OS query set to the W20B is as follows:

http:/felcano.dlsi.uji.es:8082/broker.jsp ?service=fck,twi,ytb &g=incendio &format=
kml&bbox=2.637,34.917,6.724,1.450&lon=1.450&lat=38.993 &radius=120 &start=
2011-05-21&end=2011-05-28

When the W2.0B receives the query sent by the search client, it is broadcasted to
the web 2.0 services that were specified in the query. Users are able to select different
web 2.0 services at once to be queried. This increases the amount of retrieved
information. In our case we specify “service=fck,twi,ytb” which means that the
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Fig. 7. Screenshot of W20B results

W2.0B queries the services Flickr, Twitter and Youtube. Figure 7 shows some of the
retrieved results, which in this case are returned in KML format to be visualized in the
map.

Figure 8 shows an example of a photograph of the fire in Ibiza. Some other
retrieved results are videos about the fire from YouTube, and user comments
expressing current concerns or describing other events at near real time from Twitter.
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Fig. 8. VGI Data extracted from Flickr through W2.0B

7 Discussion and Conclusions

The implemented prototype illustrates the current work on the W2.0B. Practically
speaking, we have developed a mechanism to collect and aggregate VGI from
multiple platforms.
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To increase interoperability and scalability this mechanism offers a standard entry
point to query multiple web 2.0 services to be integrated [44] and implements a
mechanism to use a simple query interface to integrate a set of Web 2.0 Services and
improve data accessibility. Based on this previous research we propose a web service,
the Web 2.0 Broker. The functionality of this service is to access the Web 2.0
Services functions (search interface, geographic content data type) through a unique
entry point implementing a common simple query interface: OpenSearch Geo and
Time extension.

OpenSearch (OS) defines a minimal interface to query a search engine that is
extensible by adding extra parameters to define other filtering criteria. Such
extensions include the time and geo-extension [42] [51] allowing the use of spatial
and temporal filters: bounding box, circle, polygon, place name and valid period of
time.

OS and its geo and time extensions are proposed as the query interface to access
spatial content, both for Web 2.0 Services and SDI services. The Web 2.0 Broker is
able to receive OS queries, propagate them to a set of Web 2.0 Services and return the
results encoded in standard data formats such as GeoRSS, GeoJSON, KML or
ATOM.

As a first assessment of the results retrieved in the previous section, using spatial
and time criteria, we have performed a preliminary study that may be used as a
starting point for future work. Table 2 shows some statistics of the results retrieved in
three of the services. Three queries have been built and sent; the first one (identified
as OS row) contains only the term criteria (fire) with the basic Opens Search
parameters, the second one (OS GEO) using spatial criteria and the third one (OS
GEO TEM) also adds time criteria. Regarding the location information, the retrieved
results are handled by the Geocoding Manager of the W2.0B to extract the
coordinates when missing, especially in the case of Twitter.

Relevance and accuracy in the content is achieved thanks to the addition of spatial
and time criteria to the query. This is also reflected in Table 2.

Table 2. Findings of the W2.0B comparative study of Open Search Extension in three services

Content Information Location
MNen Related | Related | Given Extracted | None
relevant | to other | touse by from
fire case fire | Web 2.0 | W2.0B
service
Flickr! 0s 97% 3% 0% 100% 0% 0%
0S GEO 92% 7% 1% 100% 0% 0%
0S GEO 8.69% 0% 91,3% 100% 0% 0%
TEM
Youtube? | OS 34% 64% 2% 92% 6% 2%
0S GEO 2% 96% 2% 2% 98% 0%
0S GEO 0% 1% 99% 50% 50% 0%
TEM
Twitter? 03 28% T0% 1% 0% 0% 100%
0S GEO 14% 53% 33% 3% 83% 14%
0S GEO 12% 30% 54% 3% 93% 4%
TEM
100 results © 50 results * 100 results
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The Web 2.0 Broker aggregates Web 2.0 adapters that translate an original OS
query to the concrete syntax of each Web 2.0 Service API. This approach implies the
development of OS adapters for each Web 2.0 Service instead of using the proprietary
search tools of each Web 2.0 resources. Its advantage is that potential calibration
mechanisms can be encapsulated in well-defined components, which directly connect
and use the specific Web 2.0 service APIs. However, the search criteria based on the
OS needs to be mapped into the specific Web 2.0 service API and this means that we
could lose accuracy in certain parts of a query. This may have an impact on the
numbers of VGI items retrieved and therefore further research has to be performed.

The wild fire examples illustrate the complexity of VGI data integration where
VGI publication patterns differ depending on the considered types of phenomena and
the associated geospatial, temporal and event criteria.

The potential of the massive VGI availability monitoring, which is the state of the
environment to validate global models with local knowledge, has yet to be fully
exploited.

Our work indicates that VGI can be complementary and can provide high-scale
value-added information at low cost. Furthermore, this approach could be used to
enrich crisis management models inputs or to refine their output results. Further
developments of the Web 2.0 Broker are ongoing to improve the means to harness
V@I to integrate it into GII and to leverage its full potential.
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Abstract. Application interoperability and data exchange are desirable goals,
but conventional system design practices make these goals difficult to achieve,
since they create heterogeneous, incompatible conceptual structures. This
conceptual incompatibility increases system development, maintenance and
integration workloads unacceptably. Conceptual data independence (CDI) is
proposed as a way of overcoming these problems. Under CDI, data is stored
and exchanged in a form which is invariant with respect to conceptual
structures; data corresponding to multiple schemas can co-exist within the same
application without loss of integrity. The use of CDI to create domain-
independent applications could reduce development and maintenance
workloads and has potential implications for data exchange. Datasets can be
merged without effort if stored in a conceptually-independent manner, provided
that each implements common concepts. A suitable set of shared basic-level
archetypal categories is outlined which can be implemented in domain-
independent applications, avoiding the need for agreement about, and
implementation of, complex ontologies.

Keywords: Data integration, domain-independent design, conceptual data
independence, archetypal categories.

1 Introduction: The Problem of Conceptual Incompatibility

The present massive proliferation of databases, web pages and other information
resources presents a data integration problem. There is a need to use data in a joined-up
way, but mechanisms are lacking that allow easy data integration in the general case; it
is often hard to combine data resources. A prime reason for this is that different datasets
typically have incompatible conceptual structures. Common practice in information
systems (IS) design leads each organisation or software vendor to create its own
idiosyncratic data structures that are incompatible with those created by others;
commercial pressures can have the same effect. Standard conceptual structures are
normally used only in limited circumstances, when imposed by enterprise software
platforms, legislative requirements or other external constraints. In the rush to create
ever-more comprehensive and powerful IS, the increasing problem of heterogeneous,
incompatible conceptual structures has been left for future technology to solve.

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 69-R1], 2011.
© IFIP International Federation for Information Processing 2011



70 S. McGinnes

1.1 Why Do Current Methods of Integration Not Solve the Problem?

Developers have historically faced two issues with regard to integration of systems
that have distinct conceptual data structures: physical incompatibility and conceptual
incompatibility. Thankfully, many technologies now exist to resolve the first issue, by
physically interconnecting heterogeneous platforms; these include RPC, CORBA and
web services. Programs can also be linked simply by exchanging files using a
common format such as XML. However, progress on physical compatibility has
exposed the deeper second issue of conceptual or semantic compatibility: the problem
of reconciling implicit conceptual models.

If we wish to use several data resources in an integrated way, they must share both
a common vocabulary and a common conceptual framework. This fundamental and
unavoidable principle of semiotics [1] may be understood by analogy to human
communication: if two people wish to exchange information effectively they must
speak the same language, but they must also possess shared concepts. Conceptual
compatibility thus runs deeper than mere language; for people to communicate they
must interpret words identically, or nearly so, and there is no guarantee that this will
be the case. Meaning is essentially personal and subjective, affected by context,
culture, and so on.

Getting two programs to exchange data involves a similar problem. A common,
recognisable vocabulary must be used by both sides, and the two programs must also
have been programmed with common concepts, so that they can act on the data
appropriately. Computers cannot yet understand data in the sense that a human does,
but they can be programmed to deal sensibly with specific items of data provided that
the data is of a known type; this is what we mean when we say that a program
“understands” a particular concept. In practice, however, most IS share neither
vocabulary nor concepts. It would be surprising if they did, given they ways they are
developed and the rarity with which standard conceptual structures are applied. For
this reason, linking real-world IS that have heterogeneous conceptual schemas is
rarely a simple matter.

In trivial cases it can seem straightforward to map the conceptual models of
distinct systems to one another. For example, two programs which manage data
about customers might well use similar data structures and common terms such as
name, address and phone number. But semantic complexity lurks even in
apparently straightforward situations. Is a customer a person or an organisation?
Are business prospects regarded as customers, or must we already be trading with
someone for them to be considered a customer? What about ex-customers? Many
such questions can be asked, highlighting the inconvenient truth that most concepts
are more complex than they seem, when one scratches the surface, and certainly far
more complicated and esoteric than the trivial example quoted above. Uniting
separately-developed conceptual structures can be challenging even for expert
developers working with systems in closely-related domains [2]; it can be difficult
to discern what data structures are intended to signify and what unstated
assumptions have been made.

Another approach to data integration involves the use of automated schema
matching, and tools for this purpose have been developed with some success [3]. But
there is an inherent limit to the ability of automated matching strategies to operate
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reliably in the general case. Software cannot easily call upon context, domain
expertise and general knowledge to understand and disambiguate the meaning of
conceptual structures [4]. Again, the analogy of human understanding is relevant.
When conversing with others, we draw upon our prior knowledge to understand what
is meant. A person without prior knowledge has no hope of understanding what
somebody else says. This analogy suggests that automated schema matching
strategies must first overcome the grand challenge of accumulating and applying
general knowledge before they can be expected to extract the semantics in arbitrary
schemas with sufficient reliability [5].

In summary, semantic issues make it difficult, as a rule, to match conceptual
models between IS—especially since most IS have idiosyncratic designs and complex
conceptual structures that are based on unstated assumptions [6]. Conceptual
incompatibility therefore presents a major barrier when we attempt to link IS. And
this ignores the scalability problem, that integrating systems typically requires a good
deal of interface code which must be crafted, onerously, by hand.

Conceptual incompatibility is also a problem for end users [7]. It means that we
must adopt a different mental model of reality each time we use a different program.
For example, consider how the concept person is treated in different software
products from the same vendor. In Microsoft Word, people are represented merely as
“users”. In Microsoft Project, people are considered from a management perspective
as “resources”. In Microsoft Outlook people are considered as “contacts”. Although
these different treatments refer to the same underlying entity (a person), they are in
fact three quite distinct mental concepts, each with its own meaning and implications.

The same applies to most software applications: each application takes a unique
perspective on reality to suit its own purpose. The user is left to mentally reconcile the
various perspectives. This is at best confusing, since the concepts may be overlapping
or orthogonal, and applications rarely spell out precisely what they mean by any given
term. It can also be a problem for developers, who often lack understanding of the
domain concepts in applications [8].

2 Standardisation of Conceptual Structures

The reliance on post-hoc system integration implicitly facilitates the trend towards
growth in conceptual incompatibility. By allowing heterogeneous applications to
proliferate, we are effectively supporting the development of incompatible conceptual
structures. This is a major concern [9]; “the Semantic Web should not sit on the
Tower of Babel” [10]. Some means is needed of limiting heterogeneity or at least of
facilitating the job of reconciling heterogeneous conceptual structures.

An alternative to the idea of reconciling data structures is to design IS such that
they conform ab initio to standard conceptual structures. The use of standardised
conceptual structures could have benefits for a software industry which is
experiencing uncontrolled growth in conceptual incompatibility and its associated
costs. This is an idea with some support, and many competing standards, formats and
ontologies have been developed over the years for use in different application
domains.
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Parallels can be drawn with the development of other industries. For example, in
the early railway industry, locomotives and track were crafted individually, resulting
in a variety of incompatible gauges and coupling mechanisms [11]. At first, the
absence of standards was unimportant, because railways were not linked. But when
integration of the network became important, the existing ad hoc design practices
soon became a barrier to progress. Standards were needed, addressing not just
infrastructure but also more fundamental concepts such as time [12]. Competing
standards faced resistance and controversy. For example, broad gauge was regarded
as technically superior, but lost out to standard gauge in some regions after decades of
competition.

Table 1 lists other spheres in which integration has led to the need for standards,
often despite conflict and opposition. In all of these domains, growth led to increasing
interconnection and this in turn created a need for standardisation. In retrospect, the
inevitability of such standards is obvious, given the need for interoperability, and the
alternative is unthinkable. Nevertheless, the adoption of standards is often painful
because it requires that some or all participants give up their own solutions. We argue
that the software industry has yet to fully confront this issue with regard to conceptual
structures.

A common argument against standardisation is that a single solution cannot
possibly be the best technical choice for every situation. Yet many IT standards have
emerged despite superior competition. SQL became the standard database query
language, despite the existence of languages considered more powerful and easier to
use [13]. TCP/IP is dominant despite widespread promotion of the OSI standard [14].
The QWERTY keyboard layout remains the standard despite the development of
more ergonomic layouts [15].

In all of these cases, adopting standards has provided widespread benefits despite
the pain involved for those with vested interests. We suggest that the IS field could
obtain similar benefits by standardising conceptual structures. Implementation of
standard conceptual structures could make interoperation more straightforward,
perhaps even offering the ability to integrate information resources in a plug-and-play
fashion. The alternative is a future of information islands, multiple interfaces,
frequent schema translation operations, with attendant complexity and opportunities
for conceptual confusion.

Table 1. Examples of Standards

Sphere Examples of standards

Finance Accounting conventions
International payment systems

Law Legal harmonisation within the European Union
International double taxation treaties

Electricity Adoption of AC with standard frequency and voltage
Use of standard electrical connectors

Electronic media VHS (despite alleged technical inferiority to Betamax)
Blu-Ray
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Much current thinking on data integration centres on tagging, using technologies
such as the Semantic Web, RDF, linked data, ontologies and microformats [16]. The
hope is that tagging will allow applications to exchange and process data without
intervention. “We’re not that far from the time when you can click on the web page
for the meeting, and your computer, knowing that it is indeed a form of appointment,
will pick up all the right information, and understand it enough to send it to all the
right applications” [17].

How feasible is this? Referring to the discussion in Section 2, this kind of
interoperability would require both a shared vocabulary and a shared conceptual
framework. That means that each piece of data must be named in a recognisable way
(vocabulary) and its name must refer to some shared meaning (concept).
Organisations wishing to exchange tagged data must therefore agree on a common
terminology, which they can map to their proprietary data structures, and they must
also agree on common concepts, which they can code into their applications. For an
application to possess a concept means that the application recognises what to do with
data pertaining to that concept. Asking two software applications to exchange data in
the absence of common concepts is rather pointless, since the receiving application
can do little with the data except store it.

Microformats offer an illustration. They provide a common terminology (hRecipe,
hCard, etc.) and also a series of common, if rather simplistic, concepts that
applications can be programmed to share. The development of microformats is
perhaps a pragmatic reaction against large-scale ontology development, the seemingly
never-ending effort to create universal “conceptual models of everything” [18].
Microformats offer the potential for quick wins because they are intended as simple,
uncontroversial conceptual model snippets. They are couched at an “everyday” level
of generality and therefore easy to understand [19]. By definition, microformats
ignore most of the complexity of real-life conceptual structures. In particular, they
neglect the relationships between concepts, which is where most conceptual
complexity lies. This is what allows developers to use microformats so readily.

But, while it is easy to envisage agreement on simple, well-known concepts such
as recipes and appointments, it is in the nature of conceptual structures to quickly
become complex. Efforts to create reusable, generic structures can soon result in hard-
to-understand abstractions that are less useful for any particular application.
Microformats remain useful while they remain simple and disconnected from one
another, but when there is a need for integration to reflect the real-world relationships
between concepts, the complications associated with larger-scale ontologies quickly
arise [20].

In summary, it remains difficult to agree on standards for the domain-specific
concepts found in much enterprise data, particularly when IS are viewed as a source
of competitive advantage and best practice in IS design begins with idiosyncratic
conceptual structures. Historically, previous efforts at conceptual standardisation have
encountered similar problems for similar reasons [21].

2.1 Ontologies as a Potential Solution to Conceptual Incompatibility

Ontologies are a current focus of attention in conceptual standardisation. Domain
(industry-specific) ontologies are now available or in development, each created more
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or less in isolation to suit the needs of a particular business area. Domain ontologies
are normally incompatible with one another and lack common concepts. As a result,
matching two arbitrary domain ontologies can be challenging. In contrast, upper
ontologies are more wide-ranging; so as to encompass a range of application domains
they typically include broad and generic abstractions. One approach to ontology
matching makes use of this by mapping domain ontologies to one another using the
high-level abstractions in upper ontologies [22].

Ontologies offer a potential source of common conceptual structures and may
therefore present a solution to the problem of conceptual incompatibility. They can be
used to integrate applications in two primary ways. One is by acting as a design
blueprint, so that applications are constructed to share a common conceptual model.
This automatically renders applications compatible provided that they do not
introduce extensions or subtle variations in semantics to suit their own needs. It is
therefore possible that conceptual incompatibility could be resolved, if all applications
were built to conform to a single upper ontology, linked in turn to an agreed set of
domain ontologies, if the ontologies in question remained relatively static. However,
the task would be enormous, even if everyone could agree on a single set of
ontologies to suit all purposes. Given that reality can be modelled in an infinite
variety of ways, this seems unlikely. As one researcher succinctly put it, “knowledge
cannot be standardised, since each day more sprouts” [23]. Others have observed that
it might be more practical to have a flexible means of interpreting concepts at runtime
rather than a conceptual language that is rigidly defined a priori.

The other way in which ontologies can be used to integrate applications is for each
application to use its own conceptual structure or ontology, as at present, but to match
up the distinct ontologies, so allowing translation and exchange of data. This is in
effect the commonly-used approach. However, it seems unlikely that this approach
can provide a lasting solution to the problem of integration on a large scale. It does
not address the fundamental problem of conceptual fragmentation; as in schema
matching, ontology matching is labour-intensive and fully-automated matching is
currently infeasible in the general case.

3 Conceptual Data Independence

Below we propose an alternative solution to the problem of conceptual
incompatibility. Our solution is based on conceptual data independence (CDI), which
refers to the storage of data in a format that is invariant with respect to conceptual
structures. A primary benefit of CDI is that it reduces the knock-on effects of changes
to conceptual structures, so that development and maintenance costs can be reduced.
However, CDI also offers the prospect of easier data integration. Below we give a
brief explanation of CDI and how it can be achieved, and then discuss how it can
assist in the data integration task. The scheme outlined below is not presented as the
only or best way of implementing CDI, but as an example for illustrative purposes.
We hope that it will stimulate discussion on alternative ways of achieving CDI and
their respective advantages.

An aim of CDI is to avoid the need to modify applications whenever underlying
conceptual structures change. This suggests that applications and databases should be
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designed using software structures which are independent of conceptual structures.
For example, to store data about customers, one would have to construct a database
structure without referring to the concept customer, or anything like it. This
requirement contradicts current design practice, since one would normally expect to
store data about customers in a “Customers” table or equivalent.

A step in the right direction is to find some invariant aspect of customers to use as
a data structuring mechanism. The idea of a role is helpful here. If customers are
people, then the concept customer is a role that people play. Roles are, by definition,
transient and overlapping—we play them from time to time. The idea of a person is
also a concept, but a less volatile and more universal one. Accordingly, it may help to
base our data structure on the concept person rather than the role customer [24].

In general, mental concepts may be divided into roles and non-roles. Non-roles can
be recorded as invariant knowledge whilst roles may be better recorded as variant or
volatile data. This idea is represented in the conceptual structures shown in Figure 1.
The first structure shows concepts customer and supplier. In the second, substitution
of these concepts with more general ones (person and organisation) transforms the
role into a relationship.

The distinction between variant and invariant knowledge is not a very rigorous
one. However, there can be practical value in distinguishing concepts, which are
relatively permanent, from roles, which are relatively impermanent. For example,
without negotiation there is unlikely to be universal agreement on what a customer is
and how a customer is defined. But it is possible to assume agreement that people
exist, and this agreement is all that is needed to allow the most basic level of data
exchange. Once again, the analogy of human communication is helpful; two
individuals can converse effectively if they can safely assume that common basic-
level concepts are shared (such as the idea of a person or a place) even if they have
slightly different ideas about how these things might be defined in detail.

0..m 0.m .
Customer Supplier
purchases goods from
0.m 0.m o
Person Organisation
is a customer of

Fig. 1. Conceptual structure representing a role as a relationship

A more complex example follows. Consider a software application that handles
information about product types, suppliers, stores, customers and the purchases that
customers make. In a classically-designed database, the process of normalisation
would lead to a separate table representing each entity type. A possible solution is
illustrated in Figure 2.
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1. 0.*
Suoolier Product
PP supplies type
1.*
0.*
1 0.* 0.* 1
Customer = Purchase Store
make made at

Fig. 2. Normalised conceptual structure

We can simplify the structure as before by replacing the entity types with more
general categories. To do this, we observe that customers are people, stores are places,
suppliers are organisations, purchases are activities, and product types are categories.
The result is illustrated in Figure 3. We now have a more general model with
potentially wider applicability. Role-based concepts like customer and supplier have
been replaced by more generic categories and encapsulated in relationships.

1.5 0.%
Organisation Category
supplies
product 1
involves 0.
1 0.* » 0. 1
Person Activity Place
makes purchase
purchase made at

Fig. 3. Roles replaced with archetypal categories

Of course, this model is still subject to volatility, because the relationships are likely
to alter over time. If these relationships were implemented in a database structure they
would “fossilize” a particular snapshot of the conceptual structure, and make it hard to
modify or extend later on. One way of avoiding that is to represent the entity types and
relationships as data, using a structure similar to the one shown below.

1 0.* Concept
Categol .
ad describes (entity type)
1
involves

0.*
Relationship 0.1 1 ' .
role Relationship

Fig. 4. Concepts and relationships represented as data (for clarity, provision for storage of
attributes is omitted)



The Problem of Conceptual Incompatibility 77

This provides a structure which is effectively a meta-model; it is designed to store
conceptual models as data. We refer to a conceptual model stored in this manner as a
soft schema. Soft schemas can be stored using any appropriate means, including in
databases or as XML. The corresponding data described by each conceptual model
can also be stored in a variety of ways, but XML is an obvious candidate, as shown in
the example below.

<customer category="person”>
<name>Joanne Wall</name>
<id>2012</id>

<address>43 Tows Str</address>
</customer>

<customer category="person”>
<firstname>Maurice</firstname>
<lastname>Smith</lastname>
<id>2002</id>

<address>3 Yannou Street</address>
<phone>2273034397</phone>
</customer>

Fig. 5. Data fragment

Note that this XML fragment exhibits CDI, because it does not conform to any
particular conceptual structure. In effect, each instance of data carries its own
conceptual structure. The example shows two data instances, and although both refer
to the same concept (customer), the concept is defined differently in each instance. In
a conventional database or application, this would be evidence of a failure of data
integrity, and would probably cause the application to fail. But in a system with CDI,
it merely reflects the fact that the conceptual structure has evolved over time, or is
contingent on context, or data has been merged from heterogeneous applications, or
some other circumstance. In other words, such differences in conceptual structure
between data instances are natural and entirely to be expected. Any software
application which uses this data would be required to cope smoothly with the
difference in structure between the two instances.

With appropriate management software (analogous to database management
software) domain-level semantic constraints can be enforced including referential
integrity, subject to the constraint that data relating to multiple schema versions must
be able to co-exist. It is envisaged that this layer of systems software would mediate
between the data storage and applications which access it, in much the same way that
database management software does.

This ability to store data instances corresponding to multiple schemas alongside
one another provides a unique advantage. Because the architecture is not specific to
any particular conceptual structure, it allows for the storage of data pertaining to any
conceptual structure, and therefore any application domain. The logical consequence
is that data could be stored for any and all domains using a single datastore. In other
words, a single datastore could concurrently hold data corresponding to any number
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of distinct schemas. By implication, a single application could consult this datastore,
responding in real time to the embedded conceptual structures to provide suitable
functionality across multiple domains. We refer to applications with this property as
domain independent [25]. The potential for domain-specific design in such an
application would be reduced and the consistency of application design would be
increased, relative to current practice. This may or may not be an advantage and is a
subject for further research. We note also in passing that the functions of such an
application could easily be incorporated into an operating system or other system
software.

4 Archetypal Categories as a Basis for Integration

The example above refers to a number of basic-level concepts which are considered
relatively invariant. They include people, places, organisations, activities, and
categories. This is not an arbitrary list of concepts; it stems from research into the
cognitive aspects of conceptual modelling and system design [26]. The list also
includes documents, physical objects, conceptual objects and systems. These basic-
level concepts are termed archetypal categories.

According to one view of cognition, meaning is generated in the brain by
unconscious feature-driven classification of perceptual inputs on the basis of
similarity and associative recall. While it had been thought that the brain’s neural
networks were structurally indifferent to categories, evidence suggests that the mind
has evolved to give preference to certain concepts in particular; examples from
different studies include people, activities, tools and locations. It has been proposed
that human memory tends to converge on such basic-level concepts, which are neither
highly specific nor particularly generic [19]. Physical evidence from brain imaging
studies also suggests that we may possess a limited number of hard-wired semantic
regions into which perceptions are routed [27], corresponding again to categories
pitched at a basic, everyday level [28]. We suggest that IS could exploit the
familiarity of these innate categories by storing and presenting data in terms of them.
Further, we suggest that their use would make data exchange easier.

Ontologies typically include thousands of classes, but only a subset correspond to
basic-level concepts. For example, the ontology SUMO contains the hierarchy
sentient agent — cognitive agent — human — internet user [29]. The class internet
user is a role, and the classes sentient agent and cognitive agent are abstract; this
leaves human as the only basic-level concept (essentially identical to our person). In a
similar vein, animal might be more easily understood than organism, and man easier
to deal with than hominid. In our list of archetypal categories person and organisation
could be replaced by the more general concept party, but again this would not be
pitched at a basic level and would therefore not be so understandable.

It should now be apparent how CDI and archetypal categories can offer a solution
to the problem of conceptual incompatibility, allowing the exchange of conceptually-
incompatible data. IS could use a small vocabulary of archetypal categories, reflecting
the mind’s basic-level concepts. This would provide the common conceptual
framework required for meaningful exchange of information [1]. If data is expressed
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in terms of a small list of shared archetypal categories, it can be understood by both
parties in the exchange even if no concepts per se are shared.

The example in Figure 5 is a simple illustration of this principle. Both instances of
customer refer to the archetypal category person. To deal with the data, the receiving
application would need to “understand” what people are and how to handle data about
people—without expecting any particular conceptual structure attached to instances of
the category person. The receiving application would thus not need to share a
conceptual model or ontology with the sending application. The same argument
applies for data corresponding to the other archetypal categories: places,
organisations, documents and so on. Implementation of this simple set of archetypal
categories in the context of domain-independent applications could therefore offer a
convenient “middle road”, allowing data to be exchanged meaningfully without the
need for complex shared conceptual models or ontologies.

5 Conclusion and Further Work

To summarise, the argument for conceptual data independence is as follows.
Interoperability between applications and easy exchange of data are desirable goals,
but heterogeneous design makes them difficult to achieve. Standard design practices
create ad hoc, incompatible conceptual structures. This was acceptable when there
were relatively few applications and change was infrequent. However, as a result of
the creation of many applications and increasingly rapid business change, conceptual
incompatibility is causing an unacceptable increase in system development,
maintenance and integration workloads.

The idea behind CDI is that data is stored and exchanged in a form that is invariant
with respect to conceptual structures; each instance of data carries its own conceptual
structure, which can be interpreted at runtime. This implies that data corresponding to
multiple schemas can co-exist within the same datastore or application. When used in
application design, CDI therefore has potential to reduce development and
maintenance workloads substantially, because applications do not have to be domain-
specific. In effect, one application with CDI could fulfil the function of many of
today’s domain-specific, non-CDI applications; the result could be a substantial
reduction in cost and delay. CDI also has implications for data exchange; any two
datasets can be merged without effort if they are stored in a conceptually-independent
manner, provided that both use a common set of concepts. The use of archetypal
categories provides such a set of common concepts which can easily be implemented
in multiple domain-independent applications, because it does not rely on agreement
about, and implementation of, complex ontologies.

Research is proceeding into the use of CDI. One project has produced a proof-of-
concept software prototype which demonstrates how the need to modify software
applications can be avoided as conceptual structures evolve [25]. Work is in progress
on usability testing. Next, it is planned to proceed with the development of a fully-
featured domain-independent application in order to test the impact of CDI on system
maintenance and data integration. Overall, CDI represents a fundamentally different
approach to information system construction; further empirical and theoretical
research will be needed to explore the significant possibilities that it affords.
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Abstract. U. S. health care delivery and administration systems have undergone
transformations that create an evolving demand for health information
technology (health IT) infrastructure. The successes of both U.S. Health Care
reform and the use of the Internet for Health Information Technology rely on
consumer/patient "trust” that information will remain private and secure and
recognizing the interdependence of policy choices. Each decision is a balance
between ease of use, privacy and security concerns of consumers/patients,
practicality, costs and political will. Currently, U.S. stakeholders ranging from
the federal government to private companies are working collaboratively to
structure this balance. The U.S. opportunities and challenges of implementing a
complete health IT picture in our current Health Reform and legal environment
provides experiences for other countries to consider as health IT continues to
develop internationally.

Keywords: Health Information Technology (health IT) Health Information
Exchange (HIE), Health Insurance Exchange (HIE), privacy of protected health
information (PHI), security.

1 Introduction

Health care delivery and administration systems are undergoing transformations that
are dependent on and creating an expansive demand for health information
technology (health IT). These transformations include monitoring diseases and health
related activities at an individual and population level, coordinating care across
providers and specialties, treating patients outside of the traditional face-to-face
encounters, and tracking patient data through secure and reliable systems. In addition,
consumers and providers expect access to real time information at the point of clinical
care.  Administratively, payment and data collection methodologies demand
consideration of various insurance coverage types, demographics, use of quality
metrics and reporting, and the use of performance incentives.
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The use of the Internet and broad adoption of health IT is growing at various rates
across the U.S. and other countries, and there is a need to establish international
standards and guidance. Decisions must be made balancing ease of use, privacy and
security concerns of consumers/patients, practicality, costs and political will. The
overall goal is determining the safest, most efficient methods for health IT
implementation within an appropriate legal framework specific to each country, while
also developing and adhering to standards that can be applied nationally as well as
internationally.

2 Background

Health Information Technology “tools” help providers, consumers, vendors
and stakeholders achieve efficient care and service delivery. Consistency and
collaboration in policy development and implementation for use between regulatory
agencies, participants (physicians, other providers and patients), and stakeholders is
necessary to fully utilize the Internet and health IT to reach the U.S national goals of
better health, better care and lower costs. [1]

One of the first steps is for patients and providers to understand the terminology of
the changing health IT environment. Every day, new terms and acronyms are created
in the U.S. alone, and their meanings change over time. For example, in the U. S.,
electronic health records (EHRs) go across health organizations, while electronic
medical records (EMRs) are within one medical facility. More importantly, U.S.
providers receive “meaningful use” incentive payments for appropriate functional use
of certified EHRs, but not EMRs. The national legal basis for much of U.S. Health
Care Reform can be found in the American Recovery and Reinvestment Act[2]
(ARRA) and the Affordable Care Act[3] (ACA). Each Act created a HIE, but the
HIEs are not the same. ARRA HIEs are Health Information Exchanges with a focus
on clinical information, while ACA HIEs are Health Insurance Exchanges with a
focus on coverage, or payment system, Exchanges. Both use the internet and require
a secure infrastructure. Both are consumer centric; however, they are not the same.

Next, it is important that patients and providers acknowledge that use of the
Internet expands faster and safer movement of data, but also magnifies potential risks.
Health data protection can be enhanced through encryption, role-based access and
authentication when appropriately applied. In the U.S. and other countries, electronic
health (e-health) information, absent of privacy and security safeguards, is at risk of
disclosure through human error such as laptop thefts and inadvertent data posting on
the Internet, disregard of personal information, and breaches. Additional internet
challenges include cloud computing and mobile devices that collect PHI, such as
smart phones, tabulate computers, laptops, and PDAs. Many devices and systems
have security capability, but with an emergent system and security rules, these options
are not adequately pursued. The potential impact of privacy and security breaches not
only involves invasion of privacy and finances, but also the risk of flawed medical
decisions with life threatening results.

In response, security countermeasures to minimize and hopefully avoid risks are
being implemented at various levels in U.S. systems and standards. They include
physical access controls (locks on doors and computers), administrative controls
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(security and privacy training, authorization, and auditing) to technical controls (use
of authentication, encryption and firewalls). (See Figure 1). The security process must
address all the countermeasures and allow for cross-checks. At a granular level,
systems must reason if an individual seeking access is permitted to view data, and if
not, what is the procedure to ensure access if denied? In the internet environment,
how does the system validate that the individual is the individual he/she indicates
he/she is? If the individual is authorized to receive demographic data but not clinical,
what are the policies and procedures in place to assure how authorization is granted
and overseen? Since the data is transported, how does it remain secure during
transport as well as at rest? And lastly, what is the audit trail and who is responsible
for managing the process?

Authorizing
i N\

Authenticating

Auditing Encryption

Fig. 1. Security Countermeasures for Protecting Health Information

3 Privacy and Security Themes

As expected with any field dealing with consumer’s personal information, there are
numerous policy and operational issues related to privacy and security in health IT.
Some concerns are based on perceptions and others on reality, but to the consumer the
potential impact is the same. Current key critical privacy and security themes being
addressed in U.S. policies and standards are identified as follows:

A. Adequacy and Appropriateness of Current U.S. Privacy and Security Laws in an
e-Health Environment

Privacy and security of health information is not a new set of concepts. In the United
States, diverse federal and state laws and regulations exist that seek to address privacy
and security such as HIPAA Privacy and Security Rules, Privacy Act of 1974, 42
CFR Part 2: Confidentiality of Alcohol and Drug Abuse Patient Records
Regulations[4], Family Educational Rights and Privacy Act (FERPA)[5], Gramm-
Leach-Bliley Financial Act[6], Federal Information Security Management Act of
2002 (FISMA)[7] and Genetic Information Nondiscrimination Act of 2008
(GINA)[8]. U.S. policy makers must examine if existing laws and regulations are
appropriate and necessary for the evolving e-health environment. For example, 42
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CFR Part 2 regulations, related to confidentiality of alcohol and drug abuse patient
records, was developed prior to a time when chemical dependency was considered a
part of health care services.

While the examples are U.S. specific, the issues are the same for any country. For
example, Canada’s Personal Information Protection and Electronic Documents Act
(PIPEDA) and the European Union’s Directive on Data Privacy (EU Directive) are
both known for their strict regulations and potential burdens that limit flow of patient
and consumer information. Privacy and security laws need to be reviewed to
determine what is missing, what is no longer relevant and what amendments may be
necessary due to the transformation of health care and evolution to “e-everything”.

A public demand for enforcement when breaches occur will dictate further
development, clarifications and modifications to existing language. Two changes that
have already had significant positive impact in the U.S. are: 1) changes by Drug
Enforcement Administration (DEA) related to two-factor authentication for
prescribing controlled substances that make e-prescribing more viable and 2)
Meaningful Use and Certification Criteria Stage 1 Privacy and Security measurements
and provider attestation of a security risk assessment.

B. Consent

There are significant legal and consumer related considerations related to consent. For
example, the U.S. HIPAA Privacy Act sets forth rules governing the use and
disclosure of protected health information (PHI) by “covered entities” defined as
health plans, health care clearinghouses, and health care providers who transmit
health information in electronic form in connection with a covered transaction, such
as submitting a health care claim to a health plan[9]. HIPAA[10] establishes the
national minimum compliance framework, but states within the U.S. can and have
expanded the legal provisions in areas of concern to their constituents. In addition,
implementation and enforcement varies across states. Consent implementation issues
relate to when and how often consent must be granted, the use of verbal or written
consent, and the ability of patients to consent to the inclusion or exclusion of their
personal health information. . In the U.S, legal requirements related to consent vary
by the patient’s age (adult or child), status (youth or emancipated adult), location of
service (school or medical facility), type of service (behavioral health or substance
use treatment) and purpose (secondary use of data or treatment). In addition, U.S
policies include additional parameters related to disclosure and re-disclosure related
to substance use treatment.

Consent implementation issues are further complicated when certain services can
be categorized different ways, such as pharmaceuticals used for behavioral health
could be categorized as either a pharmaceutical or a mental health service. The
consent requirements vary depending on the categorization.

C. Use of Data for Treatment

Data must be “near real-time,” actionable, valid and credible to be of value to providers.
Data that does not easily and quickly provide accurate information has limited value.
Factors that affect the transformation of data into actionable information include the
security of the data in storage and transmission, standardization of terminology and
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transmission systems, use of structured versus unstructured (free-text) data, access controls
and the potentiality of “gaps” in vital data because of legal or consumer barriers that may
result in liability concerns.

D. Use of Data Beyond Treatment

Additional and broader patient concerns arise related to secondary use of data for
functions other than clinical care. This includes public health purposes such as
epidemiological monitoring, administrative functions and quality improvement
efforts. For example, access to eligibility and enrollment into public or private health
care coverage is important for appropriate cost-covered treatment in the U.S. and can
decrease the administrative burden on consumers. It can can also be useful for
focusing quality improvement efforts and measuring quality results. The existing
U.S. policy issue is whether the data must be de-identified when used for a secondary
purpose.

E. Identity Management

A sensitive privacy and security issue currently being debated in the U.S. is the use of
a national unique patient identifier. Concerns include increased patient privacy risks
related to the ability to secure information about individual, fears of personal data
tracking, implementation related issues (connecting to existing records), and cost
when other alternatives might meet most of the needs. However, the cost of not
implementing a national patient identifier has also had an impact as significant dollars
and time are spent on identifying correct patient data.

From an emergency care perspective, efficient information access saves money by
reducing unnecessary testing and admissions, but more importantly it aids physician
care decisions. Ensuring that accurate information about the specific individual is
easily accessed is very important. This is a critical policy area where the solution is a
balance between accessibility to critical information while avoiding inappropriate
access or disclosure of personal information.

F. Operational Requirements

As with any new area of development, there are known requirements and unknown
areas to explore. Providing quick and consistent guidance regarding operational
requirements will make implementation and ongoing use feasible for large and small
users alike. Security questions remain regarding strength of authentication; when,
with whom, and how to use digital credentials, and types of transactions to be
authenticated.

Critical to efficient execution in the U.S. is intra- and inter- state consistency
through mechanisms such as uniform laws, model acts, regulatory action, and
reciprocity laws. One source for U.S. uniformity is the National Health Information
Network (NHIN) DURSA agreement. The NHIN DURSA agreement provides
standardized language related to responsibilities regarding privacy and security
controls linked to malicious software; privacy and security rules; breach notification
and action; oversight of technology, and compliance with laws.
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International workgroups such as the Joint Initiative on SDO Global Health
Informatics Standardization continue to develop standards and address issues that
arise with the shift to increased health IT. The council aims for international
standardization and to make all standards available through the ISO 2000 certification
process, which is continually updated to meet changing needs and safety concerns.
This internationally available certification process for IT systems, similar to the
NHIN DURSA agreement in the U.S., encourages consistency for products in the
market. However, these standards meet the challenges of enforceability and adhering
to a broad range of country laws.

4 Discussion

In the U.S., the technical architecture and capability to address privacy and security
issues exists and is being actively addressed. Health IT implementation, in any
country, also demands the technical capacity to identify and separate sensitive health
information, and to differentiate information according to type, data source and
patient. The ability to segment and manage data is technically feasible; however, the
demands on technology are complex, costly, and dependent on the granularity
(consent by data type) required. For example, in current U.S. systems, access controls
can be based on different variables (user, role, location, and group) or be rule-based.
The rule-based provides greater flexibility moving forward, but it also requires a
complete understanding and agreement on the legal and policy framework, the
technical and operational business rules and guidance, and sufficient human and
financial resources to assure correct implementation and ongoing compliance.

Implementation additionally involves the more difficult task of developing systems
that may potentially integrate on an international scale, while concurrently assessing
more local policies and challenges. An example of a current health IT challenge in the
U.S. is that due to existing U.S. laws, the most difficult population to address is
adolescents. To assure their health care needs are not ignored or disenfranchised,
health IT infrastructure must have the ability to address variations in state laws
regarding minor consent and definitions of “emancipated”. The system must also
segment adolescent health records to avoid unauthorized disclosure through tagging
all data related to a procedure to which a minor has consented, recording the related
minor consent status in a structured field, and transmitting minor consent status and
information tags. To add to the complexity, providers serving teens in foster care may
release “confidential” HIV-related information to an authorized foster care agency,
without permission, but are not required according to existing law.[11] Foster care
agencies, however, must release any HIV-related medical information to prospective
foster or adoptive parents, but also safeguard this information from disclosure to
others. Similar to perplexities created by U.S. laws established prior to the expansion
of health IT, other countries may have also or will soon need to reassess existing laws
and standards when implementing health IT practices. It is anticipated that countries
positive, and negative, experiences may be shared to provide examples of practices to
avoid or implement while developing health IT systems.
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5 Conclusion

As health IT evolves and the U.S. health care reform moves forward, decisions will
need to be made on when to enforce existing or create new policies, especially those
guiding privacy and security. Providers must adjust workflow related to obtaining and
managing consent and data systems. Consumers and patients will need to understand
the vast changes to their own health care delivery and administration, and conflicting
interests of stakeholders will need to be balanced to get to a sustainable, reformed
health care and information technology system. Throughout these advancements,
patient privacy and security must remain at the forefront of every decision as they are
essential to keeping the system credible, trusted and operating. The current
experiences of the U.S. health IT evolution and lessons learned from challenges such
as reviews of privacy and security laws, consent and related legal issues, use of data
for treatment and beyond and identity management, combined with other international
experiences, can help guide future formation of international health IT standards
related to privacy and security.
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Abstract. The article presents research in secondary use of information about
medical entities that are automatically extracted from the free text of hospital
patient records. To capture patient diagnoses, drugs, lab data and status, four
extractors that analyse Bulgarian medical texts have been developed. An
integrated repository, which comprises the extracted entities and relevant
records of the hospital information system, has been constructed. The repository
is further applied in experiments for discovery of adverse drug events. This
paper presents the extractors and the strategy of assigning time anchors to the
entities that are identified in the patient record texts. Evaluation results are
summarised as well as application scenarios which make use of the extracting
tools and the acquired integrated repository.
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1 Introduction

Electronic Health Record (EHRs) are viewed as the basic source of patient-related
data, keeping all important medical information about each patient and (in a longer
run) providing access to the complete patient history. The idea to re-use the EHR
content beyond the direct health care delivery is relatively recent (published in 2007,
its implementation is still in its infantry according to [1]). EHR data can facilitate the
clinical research and reduce substantially the cost of clinical trials as they provide an
enormously large resource for statistical observations, comparative studies, quality
evaluation, monitoring the effectiveness of public health services and so on. By
default the Information Technologies (IT) are the only means to cope with the large
data volumes, moreover EHRs are to be supported within IT environments which
provide secure, confidential, and private data access. Therefore, it is important to
design research prototypes where secondary EHR use demonstrates the potential of
novel, IT-enabled developments for improving the clinical practice.

This ambitious and challenging objective, however, faces the incompleteness,
fragmentariness, inconsistency and vagueness of expressions in the established
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medical practices, which rely on domain and/or implicit knowledge to support the
information interpretation. Patient-related data are recorded in various formats,
encoded by numerous medical nomenclatures and classifications, with heterogeneous
terminologies, specific national traditions to shape the patient record texts and so on.
Much EHR information is presented as free text so the Natural Language Processing
(NLP) is often viewed as an embedded technology that helps to extract structured
knowledge chunks from the EHR texts. Current tasks related to secondary EHR use
seem to be mainly focused on the extraction activities; there are fewer integration
attempts which aim at the exploitation of the accumulated information.

This paper presents an experimental integration of patient-related clinical data in
order to construct a repository for identification of Adverse Drug Events (ADE) in the
PSIP project (Patient Safety through Intelligent Procedures in Medication) [2].
Components for automatic extraction of entities from free text have been developed
since much information is documented in Bulgarian hospitals as unstructured text.
The article discusses specific solutions regarding time anchoring and harmonisation
of data units while the automatically extracted entities are integrated with the Hospital
Information System (HIS) records to form a unified patient case.

The article is structured as follows. Section 2 overviews related research. Section 3
presents the background of our experiment. Section 4 considers our approach to
integration of all recognised entities, which are available as structured HIS values or
are extracted by the text analysers. Event sequencing is important and we present our
empirical strategy for assignment of temporal markers to all findings. Section 5
considers the evaluation results and discusses feasible application scenarios of the
integrated repository given that it inevitably contains some inconsistencies and certain
percentage of erroneous assignments. Section 6 contains the conclusion.

2 Related Work

Data quality issues, related to secondary EHR use, are discussed in [3]. The authors
consider three categories of data quality: (i) incompleteness — missing information;
(ii) inconsistency — information mismatch between various or within the same EHR
data source; and (iii) inaccuracy — mnon-specific, non-standards-based, inexact,
incorrect, or imprecise information. The article [3] reports about inconsistencies
which are common to many data collections, e.g. 48% of the patients did not have
corresponding diagnoses or disease documentation in the pathology reports. The
suggestion is to develop software tools for automatic data validation and flexible data
presentation in order to support information integrity. This recent article encourages
us to continue our experiments despite the negative data quality findings in our
training corpus; we apply the data quality categories introduced in [3].

Rule-based automatic approaches for data extraction and integration ensure the
state-of-the-art achievements in the construction of large scale resources (over 300
millions rows of data from three institutes are currently included in the Biomedical
Translational Research Information System [4]). The mapping rules are created
manually based on human analysis, using a large dictionary of medical terminology.
Predefined queries are developed in the system to respond information needs. This
article discusses various kinds of (potential) application of such an integrated resource
which however is difficult to obtain as it requires long years of data collection.
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Modelling of timelines is considered in [5] which overviews the six state-of-the-art
systems related to visualisation of temporal information in EHRs. Most of these
systems operate on readily available lists of type- and time-tagged events. One of the
systems identifies pre-defined classes of entities (e.g. diseases, investigations,
problems, drugs, etc.) and semantic relationships between them (e.g. investigation
indicates problem) in natural language texts [6]. Searching useful information with
self-service visual query tool is implemented in repositories containing preliminary
indexed full-text documents, e.g. the system STRIDE works on a clinical data
warehouse containing information about over 1,3 million patients [7].

As our extractors perform free text analysis on the raw texts in the USHATE HIS,
we briefly overview the recent achievements in the area.

We deal with the automatic assignment of ICD-10 diagnoses to free text phrases in
Bulgarian language (ICD-10 is the International Classification of Diseases, version 10
[8]). A recent review [9] summarises achievements in the automatic coding of English
medical texts. The authors note that software tools for automating coding are
“available but currently not widely used, most likely because the systems are still in
development and their performance in production is unproven”. Various evaluation
metrics are summarised and the best result reported is 98% coding accuracy. We note
that systems coding English medical texts are developed since more than 20 years;
results for other natural languages are less precise; e.g. for French the agreement
between the automatic procedure for assignment of ICD 10 codes and the EHR content
is 21%, which is partly due to the fact that the diagnoses encoded in the hospital
information systems often reflect financial considerations [10].

Another important extraction task is the automatic recognition of drugs and dosages,
which occur in the patient record texts. State-of-the-art results reported for English are:
sensitivity/recall for drug names 88,5% and for dosage 90,8%; precision for drug
names 91,2% and for dosage 96,6% [11]. A measure that combines the sensitivity
(recall) and the precision is their harmonic mean f-score; another highly successful
extraction system is MedEx [12] which extracts drug names with f-score 93,2%, and
achieves f-scores 94,5% for dosage, 93,9% for route and 96% for frequency. The
French Multi-Terminology Indexer F-MTI [10] achieves very good results in drug
extraction as well. Codes from the ATC (Anatomical Therapeutic Chemical)
classification [13] are automatically assigned to the extracted drug names. The
extraction of ATC codes from the free text of French discharge letters is performed
with f-score 88% when compared to the manual extraction; however, compared to the
Hospital Pharmacy content, the f-score is 49%. These figures are the baseline for
assessment of our results in the automatic recognition of drugs in Bulgarian patient
record texts.

The performance of information extraction from clinical texts gradually improves
and exceeds 90% accuracy [14]. In our experiments we have also developed different
modules which focus on various text entities: patient status and values of clinical tests
and lab data. These modules were implemented within a period of two years with
progressive collection of the corresponding lexical and grammatical resources, leading
to progressive improvement. The extractors were trained via specific procedures and
can be applied as separate text analysis components. Our results are comparable to the
state-of-the-art achievements in the area, see section 5.



92 S. Boytcheva et al.

3 Research Context

Our experiments in secondary use of EHR content are performed on training and
testing corpora which contain anonymised hospital Patient Records (PRs).

3.1 USHATE - Clinical Settings

USHATE belongs to the oldest and largest Medical University in Bulgaria and is
specialised mostly for treatment of endocrine and metabolic disease. Usually patients
with such type of diseases have many complications and accompanying illnesses. In
this way many patients arrive to the hospital with drugs prescribed elsewhere (in some
other hospital, for instance, or at the ambulatory care, or from their GPs). Statistical
observations show that the average number of drugs, discussed in a patient discharge
letter in USHATE, is 5,4 drugs per hospital record. However, according to the
Computerised Physician Order Entry (CPOE), there are fewer medications given to the
patients: 1,9 per hospital record. The drugs for accompanying and chronic diseases,
which are not prescribed via the Hospital Pharmacy, are entered in the discharge letters
as free text. Thus, much information about the treatment is presented as unstructured
descriptions. Similar comments can be made concerning the clinical examinations and
lab tests: often the patients bring their test results on paper; the practice is not to repeat
recent tests. Whenever the clinical test is made in USHATE, the lab data are stored
automatically in the Laboratory Information System (LIS) which is a part of the HIS.
However the values of clinical tests, made outside USHATE, are re-typed to the
discharge letter for all examinations that are relevant to the present hospitalisation.
Another particularity is due to the fact that reimbursements by the Bulgarian National
Health Fund are based on clinical pathways; often the USHATE experts diagnose
formally the principal disease which is sufficient to associate the patient to the desired
pathway. But the hospitalised patients usually have specific, complex history cases.
Statistical observations show that the average number of diagnoses per patient is 4,32
in contrast of only 1 diagnose recorded in HIS. Thus accompanying illnesses and
complications, which are not formally encoded by the USHATE HIS, might be
enumerated in the text paragraphs of the discharge letters. In this way the integrated
picture of the patient diseases, history, status, lab data and treatment is presented only
in the discharge letters of USHATE patients.

Therefore the secondary use of the hospital PRs in USHATE requires: (i) obligatory
text analysis — to identify in the text the drugs, diagnoses, values of clinical tests, lab
data as well as patient status attributes; (ii) strategies for integration of the various
information fragments and (iii) maintenance of incomplete information — including
timing of various events which are not precisely dated in the free text.

3.2 Specific Text Features of Bulgarian Discharge Letters

Discharge letters in all Bulgarian hospitals have mandatory structure, which is
published in the Official State Gazette within the legal Agreement between the
Bulgarian Medical Association and the National Health Insurance Fund [15]. The
letters contain: (i) personal data; (ii) diagnoses; (iii) anamnesis; (iv) patient status; (v)
lab data; (vi) medical examiners comments; (vii) discussion; (viii) treatment; and (ix)
recommendations. This structure provides appropriate contextualization of the
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Diagnoses:
Case history:
Past diseases:
Allergies, risk factors:
Family medical history:
Patient status:
Clinical tests, lab data:
Medical examiners comments:
Debate:
Treatment:

Fig. 1. Availability of discharge letter zones

. Imaberec memmuTyc - TMnyc 1. PermHonaTmua nuabermka nposmdpepaHc.
CraTyc noct ALC. IlonuHeBponarua auabeTuka. XUIEPTOHUS apTepuannuc I'p.
I.

. KoHcynTaumus c odranmosor: VOD= 0,8; VOS= 0,6-0,7; mByouno 0,9-1,0
cBbC coBcTBeHa kKopekuus. Angiosclerosis vas. retinae hypertonica.
Retinopathia diabetica simplex. Makynu 06e3 pediexc. ..

Fig. 2. Excerpts of hospital PRs in USHATE

extracted entities although it is often neglected because the authoring experts merge
sections, omit empty sections, skip subsections, enter incomplete information and so
on. Fig. 1 shows the percentage of existing sections in a training corpus of 1,300
anonymised PRs. After our studies in literature dealing with biomedical NLP for other
languages, we note that the relatively established format of Bulgarian discharge letters
is a significant advantage in the development of automatic analysis for Bulgarian.

Finally we briefly present some specific particularities of the Bulgarian medical
language. In the hospital PRs, medical terminology is recorded in both Bulgarian
and/or Latin language. There is no preferred language for the terminology so the two
forms are used like synonyms. Sometimes Latin terms are written by Cyrillic letters
especially when the medical expert prefers to avoid keyboard switching. In general the
mixture of Latin and Bulgarian terms is traditionally established and commonly
accepted, including in official documents. In this way the automatic identification of a
term in the hospital PR texts is a tricky task which requires more than a simple string
match. Fig. 2 shows some original excerpts of PR diagnoses: Latin names of diseases
are transliterated by Cyrillic letters but alternatively might be given in Latin as well.
The measurement units of clinical test are often entered with Latin symbols.

4 Integration of Entities Encountered in Hospital PRs

For our PSIP experiment, all entities automatically extracted from the hospital PRs
should be integrated as complementary data to the information, contained in the HIS
(including the LIS, the CPOE and the Hospital Pharmacy). Therefore we need to
design the time framework which unifies and harmonises all events encountered in
every particular discharge letter.

The dates (beginning and end of the hospital stay) are set in the HIS of USHATE
for each patient. The admission day is referred to as 'Day 0'. All drug prescriptions and
lab data, stored in the HIS, are marked by respective dates and hours within the
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hospital stay interval so the time markers of these medication and examination events
are delivered by the HIS. Fig. 3 illustrates the association of time anchors to the
entities, extracted from the PR text by the four extractors in our experiment:

(i)

(it)

(iii)

(iv)

Diagnoses extraction module — automatically extracts diagnoses from the PR
zone “Diagnoses”, associates the corresponding ICD-10 codes and stores them
in the PSIP repository;

Drug events extraction module — automatically extracts drug names, recognised
as “current treatment of accompanying diseases”, and their dosage. The module
automatically associates ATC codes to these drugs. In case they are not
prescribed by the Hospital Pharmacy, the extractor relates them to Day O (and
for chronic diseases like e.g. hypertonia, to each day spent in the hospital day).
Then these drugs are stored for the current patient in the PSIP repository;
Clinical data extraction module - automatically analyses the clinical
examinations and tests, made outside USHATE (e.g. hormonal tests), anchors
the to Day 0 and stores them in the PSIP repository;

Status extraction module — automatically extracts the patient status’ attributes,
which by default reflect the patient characteristics at Day 0.

| Discharge letter
— analysis
———  Diagnoses
|| Records, Anamnesis
| I Discharge (case history)

Letters

Past diseases

_ Patient status

;:«2:;:2231 PIZOSP“al __ Clinical tests,
| [System (LIS) el u labdata |
2 / S — Medical exami- | Drugs
% g ners comments
S Computerised 3 ehare '
& Physician Order 2 .
§_ Entry (CPOE) § Treatment Do
3| IS of USHATE, Medicdl g :
; University - Sofia 2
&|  Unancoded/accompanying dis@ases S
/ Drugs day 0 -%o ) o
/ Patient status day 0 6: 5 )
v Y
/ N
A T — T R
hospital stay )
Admission Leaving the
day hospital

Fig. 3. Integration of data and events stored in the Hospital Information System of USHATE
and in the free texts of discharge letters
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The clinical treatment usually starts at Day 1, so we have made experiments to
discover automatically the drugs taken at Day 0. Only the text paragraphs in the
Anamnesis were considered because this is the PR zone where drugs are listed, with
comments that some drugs are taken at the hospitalisation moment. Dosage is often
specified explicitly as definition of the admission medication status. The experiment
was carried out with the corpus of 6,200 PRs and all 1,537 drugs in our lexicons. In
general there are many drugs presented in the Case history (30,190 drug name
occurrences in 6,194 Anamneses). Some 4,088 occurrences (13,5%) were
automatically recognised as “current medication” in 3,191 PRs, which means that 51%
of the PRs contain explicit statements concerning the “current medication” in the
Anamnesis text. More than one drug can be specified as a “current” one.

Most often the text expression, signalling the treatment at Day 0, is the phrase “at
the admission” (npu nocmwnsamemo). This phrase occurs with slight variations in
2,122 PRs (34%). On average 25% of all drugs in the Case history are recognised as
“Day 0 medication”. There are PRs, however, for which up to 45% of the medication
events listed in the Case history are “current”. A sample PR excerpt is: “therapy at the
admission novorapid 14+14+14E, insulatard 24E at 22h” (mepanus npu
nocmwvngaremo Hosopanuo 14+ 14+ 14E, uncynamapo 24E 6 22u)”.

The second preferred text expression which signals “Day 0 medication” is “at the
moment” (6 momenma... ). It occurs in 908 PRs from the test set of 6,200 PRs; in 703
PRs (11%) the phrase refers to explicitly specified drugs in the local context. These
703 cases were encountered after manual inspection of automatically prepared
summarising sheets for occurrences of drug names in the Anamneses. On average,
14,5% of all drugs in the 703 PRs Case history are recognised as “Day 0 medication”.
Sample usages of this phrase are: “at the moment takes dostinex 2x2 t weekly” (s
Momenma Ha docmunexc 2x2 m cedmuyno) and “at the moment treated with physiotens
0,4mg, lorista 1t, isoptin 2x80mg with satistactory effect”.

The above-listed drugs are considered as Day O only after careful training of the
extracting components and evaluation of the erroneous recognitions. Please note that
the expressions “at the admission” and “at the moment” can be used in other phrases as
well, like “therapy at the admission: none”, “at the moment without complains” and
“aged X, at the moment 93 kg”.

As an example of integrated entities, we present the Patient Case with ID 26137:
(i) the principle diagnose in the USHATE HIS is E668 'Other obesity', and the
extractor discovers in addition E898 'Postprocedural adrenocortical (-medullary)
hypofunction' and E289 'Other ovarian dysfunction’; (ii) there is only one entry found
in the Hospital Pharmacy (Metamizole) and the drug extractor delivered eight records
for taking Metfodiab for eight days; (iii) there are 22 lab data entries in the USHATE
HIS but the mining component adds seven more values at Day 0 mostly for hormones.

4.1 Automatic Extraction of ICD-10 Codes to Diagnoses

The PRs in our corpus often contain diagnoses expressed as free text (despite the fact
that the present USHATE HIS offers menu choice for ICD-10 diagnoses). For the
corpus of 6,200 PRs, some 495 different ICD-10 codes were identified in the PR zones
Diagnoses. Fortunately the zones themselves are presented as major discharge letter
paragraphs and can be recognised automatically with almost 100% accuracy. However,
in the PR text we find terms, phrases and paraphrases which might differ significantly
from the ICD disease labels. The number of diagnoses per patient varies from 1 to
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about 30; most PRs contain from one to seven diagnoses. The nomenclature ICD-10
with Bulgarian terms is used as an external resource and lexicon for this module.

The main obstacle for the automatic assignment of ICD codes is that the
correspondence between the PR diagnoses and ICD-10 disease names is “many to
many”. There are generally formulated phrases in the PR text which correspond to
several ICD-10 diagnoses (like e.g. hypothyroidism). Some phrases can be matched
exactly to one ICD-10 disease (for instance, diabetic polyneuropathy). Major
difficulties for the linguistic analysis are caused by transliterations and paraphrases: (i)
there are Latin names of the illness, transliterated by Cyrillic letters, which differs from
the Bulgarian labels included in the ICD-10, for instance, Juabemec merumyc'
(Diabetes Mellitus) in the PR text vs Baxapen ouabem’' in ICD; (ii) the PR texts
contain syntactical paraphrases of disease names, often with mixture of Bulgarian-
Latin writing, and/or join of various diseases and symptoms in conjunctive nominal
phrase, for instance 'monunesponamus em Hegponamus Ouabemuxa 8 cmaouil HA
muxpoanoymunypus' (polyneuropathy et neuropathy diabetica in the stage of
microalbuminuria); (iii) the PR texts contain sophisticated syntactic constructions, e.g.
splitting the components of complex ICD-10 terms and presenting them into various
levels of a joint syntactic structures.

For solving this task a machine learning algorithm was especially designed and
implemented. A smaller training corpus of 600 PRs was used for manual association of
corresponding ICD-10 codes to diagnoses as they are presented in the text. Further the
algorithm is automatically trained on 1,300 PRs. More details about the automatic
coding of ICD-10 diagnoses in Bulgarian are given in [16].

4.2 Automatic Extraction of Drugs

The list of drugs in the USHATE’s Hospital Pharmacy is supported with Bulgarian
drug names even for drugs produced abroad (in this case the foreign words are
transliterated by Ciyrillic letters). However, the official list of registered drugs,
published by the Bulgarian Drug Agency [17], contains the ATC codes and the drug
names in Latin alphabet even for drugs produced in Bulgaria. It is worth mentioning
that all the Application instructions in the Bulgarian Drug Agency site [17] are written
in Bulgarian and the drug names are given there by Cyrillic letters. Note that the ATC
classification is not available for drug names in Bulgarian language; therefore we have
selected about 2000 drug names (covering the drugs relevant for the USHATE patients
in the PSIP corpus) and have (semi-)manually assigned ATC codes to drug names in
Bulgarian. In the process of resource compilation for the corpus of 6,200 discharge
letters, it became clear that the USHATE patients take 355 drugs during the
hospitalisation period, which are not prescribed via the Hospital Pharmacy. The drug
extractor is focused on identification of these drugs when they are taken during the
hospitalisation period. The information extraction task is accomplished by a rule-based
algorithm that uses over 50 regular expressions for drug events recognition.
Recognising drug names is based on string matching which is difficult due to many
reasons. Drugs have various names that might be referred to in the PR texts: e.g. brand
and generic names. There are variants in writing names, especially for names
consisting of several strings. Actually multi-word drug names might occur in the PR
text as a single wordform because the other name parts are omitted. Additionally, drug
names in the PR might be written with Cyrillic letters, for Bulgarian names and
transliterated Latin names, and with Latin alphabet. In order to capture all names
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during the text processing phase, we need a comprehensive vocabulary of drug names
in both languages and both alphabets (as well as the ATC codes).

Due to the highly inflectional Bulgarian language, some drug names might appear in
the PR texts with various wordforms. This lexical variety, which prevents the exact
match of drug names from the PR texts to the lexicon items, occurs mostly for plural
and singular forms. In 1,300 PRs, some 43 grammatical forms of 23 drug names were
automatically found by our morphological analysers. Another obstacle in string
matching might be due to the typos. In principle spelling errors prevent the correct
recognition of all text entities in the PR texts (and need to be tackled by automatic
correctors). For 1,300 PRs, 4,042 drug name occurrences of 239 drugs were
automatically identified. Some 100 PRs were manually studied for typos. The
erroneous occurrences are 59 (1,5%) and the errors appeared in the names of 21 drugs.

The lexicons of our drug extracting component contain 1,182 drug names, which
are prescribed via the USHATE Hospital Pharmacy, and another 355 drugs that occur
in the USHATE hospital PRs but are not prescribed via the Hospital Pharmacy (the
latter are taken by the patients to cure additional/chronic illnesses). Tokens which are
part of drugs names occur in the whole PR text; in fact drug names participate even in
the zone Diagnoses (e.g. 'deficiency of Vitamin D'). In this way our procedure for
automatic recognition of drug names finds words, signaling potential drug treatments,
everywhere in the PRs. More details about the drug extraction component can be
found in [18]. The contextualisation of medication events (i.e. to recognise the drugs
admitted during the hospitalisation period) is further discussed in [19]. In section 5 we
present new evaluation results concerning the extraction of “current” medication
events from the unstructured texts of the PR Anamnesis.

4.3 Automatic Extraction of Values of Clinical Tests and Lab Data

Fig. 1 shows that the lab data are presented in a specific PR zone which is practically
always available and can be automatically identified with almost 100% accuracy
despite the variety of section titles and subtitles. The values are listed without
predetermined order, using measurement units and their abbreviations both in
Bulgarian and Latin. These measurement units are compliant to the LOINC (Logical
Observation Identifiers Names and Codes) [20] classification and often enable the
recognition of the corresponding indicator which might be referred to without explicit
and standardised indicator name. The lab data extractor identifies the tested attribute
and its value. The units and reference intervals are desirable features to recognise, and
the time, condition and explanation of further details are optional features. The
extraction algorithm is based on rules and pattern matching; the rules are acquired after
manual training on 1,300 PRs and recorder in different versions to cope with various
delimiters and blank spaces, which might occur in the text [16].

5 Evaluation Results and Discussion

The automatic extractors were run on 6,200 anonymised PRs. The accuracy for the
automatic extraction of diagnoses, drugs, and clinical tests data is presented in Table 1.
These events were integrated with the HIS data to constitute the PSIP repository [16].
Recently the repository was used for discovery of USHATE-specific ADEs.
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Table 1. Number of extracted items from 6,200 PRs

Extracted entities

from the PRs text L recision Recall F-Measure

Diagnoses

Drug names

26 826 97.30% 74.69% 84.50%
160 892 97.28% 99.59% 98.42%

Laboratory
Test Results 114 441 98.20% 99.99% 99.04%
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Fig. 4. Integration of the drug extractor into on-line validation interface in USHATE

The medication events occurring during the hospitalisation are recognised with f-
score 90.17% for 355 drugs [19]. The over-generation is 6%, i.e. some drugs are
wrongly classified as “admitted during the hospital stay”. These erroneous decisions
are made for phrases like “... fo continue the treatment with drug X ...” in the Debate
section, which communicate incomplete information and are ambiguous for human
being as well. In all cases of overlapping descriptions the HIS data are preferred as
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more exact and reliable. In general the automatically extracted entities have mostly
statistical meaning in the procedure of data analysis and ADE discovery for USHATE.

Recently an experimental validation of the PSIP Scorecards [21, 22] in USHATE
has been accomplished. Actually the extractors, developed for the Bulgarian PR texts,
provided interoperability between the USHATE PRs and the PSIP data formats: once
structured information is extracted from the free texts, it can be recorded in various
databases using ATC and ICD codes. The validating doctors were quite positive about
the experimental integration of the drug extractor as an on-line analyser in the HIS (see
Fig. 4). It delivers automatically the drugs taken at Day O whenever the Anamnesis is
recorder in the HIS, which provides structured data in a convenient format that can be
further used for prescriptions. Validating the PSIP approach, some situations at risk
were found in the experimental USHATE repository (hypo- and hyperkalemia, hypo-
and hyperglycemia, leucopenia, renal failure). The integrated repository of patient data,
prepared using the technologies presented in this article, is an example of resource
which explicates the potential of secondary EHR use.

6 Conclusion

This article presents a research effort in automatic extraction of structured information
from hospital PRs, performed in order to integrate a repository for experimental
discovery of ADEs. We have described our empirical strategy to assign time anchors
to the entities encountered in the PR free texts. The integrated repository for
USHATE is relatively small but relatively sophisticated as it comprises the HIS data
as well as the results of four automatic extractors.

The information extraction approach is to identify entities of interest and to
implement software tools which perform partial analysis of the text fragments that
contain words of interest. The remaining part of the PR texts is disregarded. Our
experience shows that via a rapid development process, one can achieve good
performance in several automatic extraction tasks within 2-3 years. To some extent the
extraction accuracy reported here is implied by the established structure of the
discharge letters in Bulgarian hospitals. The negative results (including over-
generation) are an inevitable aspect of the NLP performance but they are partly due to
the inconsistency, incompleteness and fragmentariness of the medical documentation
per se; these shortcomings become obvious in the computer age when ambitious goals
like secondary use of EHR data are set. The false positive indications might be
dangerous for further use but in our case the small percentage of false positive entities
is statistically insignificant and practically negligible (we note that human recognition
of medical entities in clinical narratives and data preparation might also include some
erroneous choices).

We also note the stable medical tradition to type in textual descriptions even when
the HIS stores the prescriptions. Medical experts document carefully information about
the therapy and its changes during the hospital stay. These practices make the NLP
technology a valuable component in the secondary use of EHR data.
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1 Introduction

In a large domain like healthcare, knowledge is represented in information mod-
els, clinical repositories (databases), ontologies for terminologies, vocabularies,
etc. Considering the impact of this domain, standardisation bodies play a crucial
role in defining all entities (e.g., terminologies, codes, vocabularies, information
models) related to the construction and exchange of clinical messages. Health
Level Seven (HL7 is the most widely deployed healthcare standard, which de-
velops information models and schemas for constructing and exchanging clinical
information across healthcare stakeholders. There are two major HL7 versions,
HL7 Version 2 and HL7 Version 3, later on called V2 and V3. The majority
of HL7 applications comply with V2. V3 is emerging and advocated by med-
ical domain experts for greater consistency and interoperability of healthcare
applications. Interoperability of HL7 versions is crucial to bridge the gap be-
tween two major types of deployments across the healthcare industry [I]. The
lack of interoperability between standards (e.g., HL7, openEHRB7 CENA TC/251
13606), and also within two versions of the same standard (e.g., V2 and V3) re-
sult in a severe interoperability problem in the healthcare domain. Heterogeneity
between V3 applications is usually less critical than between V2 applications be-
cause of the presence of a centralised information model in V3 that controls all
the vocabularies and terminologies shared by the users. The presence of different
healthcare standards, large scale applicability, and limitations of syntactic inte-
gration solutions, motivated the application of Semantic Web (SW) technologies
and ontologies to resolve heterogeneity in a formal and consistent way.

In order to provide semantic interoperability for HL7-based applications, the
initial development stage starts with important questions: how to build ontolo-
gies for such a vast and complex standard? Is there any methodological support
available for building healthcare ontologies? Unfortunately, traditional ontology
building methodologies have several limitations in dealing with concrete applica-
tions [7]: (i) more emphasis is given to build a central ontology and (ii) greater
effort is invested at requirement gathering stage, that is, consensus building.
However, the HL7 standard itself is an agreement between HL7 users. There-
fore, the priority shifts from requirement gathering to the reuse of HL'7 resources
published in various formats and arrangements of global and local ontologies.

In addition to building global and local ontologies, the next issue is to resolve
ontological heterogeneity using ontology alignment methods. In this paper we
propose the Plug and Play Electronic Patient Records (PPEPR) methodology for
ontologising the HL'7 standard. The PPEPR methodology is based on our experi-
ences in developing and managing the PPEPR framework [16]. The structure of
this paper is as follows: first we identify three HL7-specific features for ontology
building and introduce the PPEPR methodology. We describe semi-automatic ap-
proaches for ontologising HLL7 resources. Finally, we introduce our approach for

! http://www.hl7.org/
2 http://www.openehr.org/
3 http://www.cen.eu/
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aligning HL7 ontologies from different versions as well as different local infor-
mation models. The PPEPR methodology is focused around using and arranging
global and local ontologies.

2 Ontology Building Methodology

The proposed methodology is scenario-based where ontology engineers first
identify an application scenario. All resources and entities identified within the
application scenario set the guidelines for further development phases.
This scenario-based approach makes the proposed methodology application-
dependent. While developing the PPEPR methodology, we considered it impor-
tant to provide guidance to ontology engineers, healthcare engineers and domain
experts as fine-grained as possible to make the sequence of development steps
concrete and reproducible. We have identified three HL7-specific features/prop-
erties lacking within existing ontology building methodologies: (i) reusability of
existing non-ontological knowledge sources such as XML schemas specifications,
(ii) layering of ontological knowledge bases, for example, V3 has a globally con-
sistent conceptual model as well as locally designed messaging schemas that
enable exchange of clinical messages, (iii) adaptation of local knowledge sources
with the upper or global conceptual model.

2.1 The PPEPR Methodology

The PPEPR methodology is grounded on existing methodologies and domain ex-
periences. We took inspiration where ever possible from existing methodologies
(Enterprise Ontology [18], METHONTOLOGY [6], On-To-Knowledge [17], and
DILIGENT [13]).

Additionally, we introduce HL7-specific guidelines for carrying out develop-
ment phases and steps. The EU project RIDEY consortium have suggested a
semantic-based roadmap for the interoperability of different healthcare stan-
dards and systems. From our RIDE experiences, we obtained a preliminary set
of requirements and guidelines for the use of semantics and making healthcare
applications interoperable. Fig. Il presents the PPEPR methodology which consists
of four phases: (i) the scoping phase establishes the purpose of ontology build-
ing and identifies resources that can support the ontology building process; (ii)
the implementation phase evaluates Semantic Web languages and support-
ing tools that can fulfill requirements of the scoping phase; (iii) the modelling
phase provides detailed guidelines for constructing ontologies; finally (iv) the
testing phase ensures the consistency and correctness of ontologies with respect
to previous phases and requirements. Development steps are allocated to each
phase, which indicates the order in which the activities should be performed. In
this paper, we primarily focus on the modelling phase responsible for ontologis-
ing HL7 specifications, which we present along with the respective development
steps.

4 http://www.srdc.metu.edu.tr/webpage/projects/ride/
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1. Indentify Purpose Scoping
2. Indentify HL7 Resources

v
[ Modelling [ Implementation

[5. Lift HL7 Resources ‘/_\
3. Language Selection
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7. Local Adaptation J 4. Development Tools

L
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Fig. 1. PPEPR Ontology Building Methodology

2.2 The Modelling Phase

The modelling phase starts with the task of lifting HL7 resources and ends with
the local adaptation of ontologies. The overall goal of this phase is to build
HL7 ontologies that have greater conformance with the standard as well as the
deployed applications.

Lifting HL7 Resources. The Lifting step takes as input: HL7 resources in
XML; and produces as output: HL7 global ontologies (by lifting coreSchemaE)
and message ontologies (by lifting local message schemas).

We have categorised HL7 resources in two types, (i) the conceptual model:
artefacts that commonly apply to underlying applications and (ii) message
schemas: generated from local applications. The V3 conceptual model consists
of vocabularies and datatype definitions available as UML and XML Schema
specifications, while V2 has datatype, segment and field specifications published
as XML Schemas. Ontology engineers can take two possible routes to ontologise
V3:

Route 1: V3 UML models are stored as Model Interchange Format (MIF)@
files and HL7 tools can export UML models into message schemas.

— Conceptual model: one possibility is to convert MIF repositories to cor-
responding ontologies. UML and ontology languages (such as OWL [g] or
WSML [2]) have similar notions (e.g., Class, subClass, Attribute/Property)
for knowledge modelling. However, one major hurdle for this conversion is
the presence of extensive system level information (e.g., when model was
created, who created it, machine configuration) within MIF files. It is hard
to filter out a conceptual hierarchy from MIF files. Attempts to convert HL7
MIF to OWL ontologies were reported as a tedious task [I1]. To provide
greater automation to this task, MIF to OWL conversion can be defined
using XSLT-based transformation rules.

® coreSchemas are a set of primary schemas containing HL7 message building blocks.

S http://wiki.hl7.org/index.php?title=MIF
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— Message schema: once the conceptual model is converted, message schemas
and instances can be lifted from XML(S)«Ontology using again XSLT rules.

Route 2: the conceptual models of both versions are available as XML Schemas
(also known as HL7 coreSchemas). These coreSchemas are arranged in special
ways to represent UML notations (Class/Subclass/Attribute) within the XML
structure.

— Conceptual model: coreSchemas represent conceptual parts of the HL7
messaging framework. Specialised XSLT rules can be defined to lift schema
definitions.

— Message schema: similar transformation rules can be applied to convert
message schemas.

We have taken Route 2 where one set of transformation rules (i.e., XML Schema
< Ontology) is used to lift both the conceptual and the message schemas with-
out the intermediate transformation to UML/MIF. In the case of Route 1, two
sets of transformation rules (i.e., XML Schema < Ontology and MIF < Ontol-
ogy) are required. However, the advantage of Route 1 is the similarity between
UML and ontology languages, which could reduce overall transformation rules.
Fig. [2 presents transformation rules between XML Schema < OWL < WSML.
For the PPEPR framework we have developed ontologies in two ontological for-
mats (OWL and WSML). Considering the space limitation in this paper, ex-
amples are presented using OWL Manchester syntax{?] only. In Fig. 2l italicised
schema elements are HLL7 specific and other rules can be applied to general XML
Schema«—OWL+—WSML conversions.

Fig. B shows the XML Schema type AD from V3 (part of the conceptual
model). The AD datatype represents mailing, home or office addresses of health-
care entities (e.g., patient, physician).

XML Schema WSML owL

element]attribute attribute ObjectProperty|DataProperty
element@substitutionGroup subAttributeOf SubPropertyOf
clement@type Range Range
complexType|group|attributeGroup  concept Class
extension@baselrestriction@base

union@member Types subConceptOf SubClassOf
attribute@rlassCode type=Class

@maxOccurs X .

@minOceurs maxCard./minCard. ‘maximin

sequence ..AND..)|(..OR..

choioe ¢ )I(-OR..) and|or

Annotation@appinfo annotations i

417 LongNemelh? Type Annotations@labellcomment

Fig. 2. XML Schema«—OWL+«WSML transformation rules

" http://www.w3.org/TR/owl2-manchester-syntax/
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AD has a sequence of address parts (adxp), such as street or post office box,
city, postal code, etc. Similarly, Fig.Blshows that AD extends the base type ANY
(HL7 ANY is similar to owl:Thing) and has sequence of elements describing
each address part. AD is the most commonly used element in clinical message
exchanges.

<xs:complexType name="AD" mixed="true"” > <xsd:complexType name="AD" >
< xs:complexContent> < xsd:sequence>
< xs:extension base="ANY" > < xsd:element name="AD.1" type="AD.1.CONTENT" />
< xs:sequence> < xsd:element name="AD.2" type="AD.2.CONTENT" />
<xs:element name="country” type="adxp.country” /> < xsd:element name="AD.3" type="AD.3.CONTENT" />
< xs:element name="state” type="adxp.state” /> < /xsd:sequence>
< xs:element name="city" type="adxp.city" />
< /xs:complexType> < /xsd:complexType>
Fig. 3. V3 AD Datatype (XSD) Fig.4. V2 AD Datatype (XSD)

Fig.[Blshows an ontology snippet transformed from the example shown in Fig.[3l
The transformation rules described in Fig. 2l define XSD base extensions as sub-
Class/subConcept relations and attributes as objectProperty. According to these
rules, we achieve transformations as “concept AD subConceptOf Datatype#ZANY”
and “ObjectProperty: country domain: AD range: Adxp.country”.

Class: AD SubClassOf: ANY Class: AD

ObjectProperty: country Domain: AD Range: Adxp.country ObjectProperty: AD.1 Domain: AD Range: AD.1.CONTENT

ObjectProperty: state Domain: AD Range: Adxp.state ObjectProperty: AD.2 Domain: AD Range: AD.2.CONTENT

ObjectProperty: city Domain: AD Range: Adxp.city ObjectProperty: AD.3 Domain: AD Range: AD.3.CONTENT
Fig. 5. V3 AD Ontology Snippet Fig.6. V2 AD Ontology Snippet

Similarly, Fig. @land Fig. Bl show the V2 Schema for AD datatype and the cor-
responding ontology. We notice that the properties of both AD ontologies from
V2 and V3 have different naming schemes (e.g., city, AD.3). Such heterogeneity
requires alignment of datatype ontologies.

Layering. The Layering step takes as input: HL7 global and message ontolo-
gies; and produces as output: layered HL7 global and local ontologies. The
PPEPR methodology allows for multiple global ontologies so that local ontolo-
gies do not have to commit to one overarching standardised ontology. Local
ontologies generally originate from different groups (hospitals, countries) where
each group commits to different standards/policies. Alignments at different lev-
els (global and local) enable agreement at the upper layer and the resolution of
local differences at a separate level.

The layering task arranges ontologies into global (shared by all HL7 users)
and local (used within a particular domain) spaces. Global ontologies for both
versions can be created from coreSchemas. These upper layers are universally ap-
plicable to all deployed HL7 applications. To create local ontologies, we suggest
using the XML Schemas of locally created clinical messages. The same transfor-
mation rules described in Fig. [2l can be used for converting message schemas to
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Class: ObservationOrder.POOB.MT210000UV

SubClassOf: ActObservation
HL7 v3 O HL7 v2 Class: Observer.POOB_MT210000UV
Ontology Ontology SubClassOf: RoleClass
Class: HemoglobinObservation.POOB-MT210000UV

SubClassOf: ActObservation

umop-doj

Fig. 8. Lab observation from xsd(1)

dn-woypog

Class: ObservationRequest
SubClassOf: ActObservation

Class: SpecimenObservation
SubClassOf: ActObservation

Class: Observer SubClassOf: RoleClass
Class: DiabeticType2Observation
SubClassOf: SpecimenObservation

(HL7 vaxsp(1)] (HL7 v3xsD(2)] (HL7 v2xsD(1)) (HL7 v2XsD(@)]

Fig. 7. PPEPR Methodology: Layering Fig. 9. Lab observation from xsd(2)

message ontologies. Fig. [0 presents a high level view of arrangement of global
and local ontologies. In Fig. [, a circled plus symbol means that the message
ontologies are simply merged to form a local ontology, whereas a circled cross
symbol represents the task of ontology alignments where similar concepts and
relationships are matched to resolve differences.

The PPEPR methodology aims to reduce the bilateral mappings between local
ontologies by using global ontologies: considering the practicalities of HL7 appli-
cations and the flexibility that HL7 allows to include/create local vocabularies
and codes, it is impossible to completely avoid bi-lateral mappings between local
ontologies. Local ontologies are created from message ontologies in a bottom-up
way whereas global ontologies are created in a top-down fashion. Two conceptual
ambiguities exist between message ontologies: (i) semantically similar concepts
are named differently (ii) corresponding concepts are represented at different
structural levels. These ambiguities arise because local systems have the flexi-
bility and choices to design clinical messages.

Fig. B and Fig. @ show snippets of message ontologies transformed from
Lab Observation schemas of two V3 applications. For this paper, we used
example message schemas from HL7 ballots (Jan 2007 and Jan 20119) and
schemas provided by the PPEPR project partners. The different time-line (Jan
2007 and Jan 2011) has been chosen to show heterogeneity between two stan-
dard schemas. For example, one difference is the use of codes for complexType
names (transformed to classes ObservationOrder.POOB_MT210000UV, Ob-
server. POOB_MT210000UV). Codes describe a unique identification of schemas
within the HL7 messaging space and they carry a specific meaning. For example,
ObservationOrder is a label for the POOB_MT210000UV message where POOB
indicates Observation Order, MT stands for Message Type, the number shows
the order of message exchanges, and UV is used to denote universal scope. There

8 http://www.hl7.org/v3ballot/html/welcome/downloads/
v3ballot_schemasexamples_2007JAN.zip

9 http://www.hl7.org/v3ballot2011jan/html/welcome/downloads/
v3ballot_schemasexamples_2011JAN.zip
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are country-specific codes as well, in that case, UV changes to GB for Great
Britain. Our experience suggests that developers use local conventions to name
complexType, e.g., some use only labels, others use codes, and many use a combi-
nation of both like ObservationOrder.POOB_MT210000UV. Another difference
between the two schemas is the hierarchy of observation classes. Fig. [§l describes
HemoglobinObservation. POOB_MT210000UV as a direct specialisation of Ac-
tObservation, while in Fig. [0 SpecimenObservation is a subclass of ActObserva-
tion. Diabetic tests require hemoglobin test, however, DiabeticType2Observation
is a special test for Diabetic Type 2 patients. It is up to local practices and clin-
icians in their local contexts (e.g., hospital, lab, country) how they prefer to
model any observation.

Class: ObservationRequests EquivalentTo: ObservationOrder. Class: ObservationRequest SubClassOf: ActObservation
POOB.MT210000UV ¢ Class: Observer SubClassOf: RoleClass

Class: SpecimenObservation SubClassOf: ActObservation

Class: Observers EquivalentTo: Observer. POOB-MT210000UV ¢ Class: HemoglobinObservation.POOB-MT210000UV SubClassOf

: ActObservation

Class: DiabeticType2Observations SubClassOf: Class: DiabeticType2Observation SubClassOf:
HemoglobinObservation.POOB-MT210000UV ¢ SpecimenObservation HemoglobinObservation.POOB_MT210000UV
Fig. 10. Alignment of Fig.[§ and Fig. Fig. 11. Merged Local Ontology

A correspondence describing the relationship between two concepts (Diabet-
icType20bservation, HemoglobinObservation. POOB_MT210000UV) is required
to exchange messages. To deal with these two conceptual ambiguities, one option
is to provide alignments between message ontologies. However, the maintenance
of alignments would be a significant burden. Considering the problem of several
small message ontologies and the maintenance of their alignments, we propose a
two-step process: (i) merge all message ontologies and alignments into a single
local ontology for a domain, which means that each domain is represented by
a local ontology; (ii) use alignments to merge semantically similar concepts and
properties into a single concept or property. This way, ontologies could be main-
tained at a reasonable size. This is possible as local systems have more control
over their message ontologies than on the global ontology. An additional task is
to update references within message instances according to the newly created
local ontology.

Fig. [0 shows an alignment between concepts from the message ontologies.
The merge can be achieved using general merging tool such as Prompt Suite
[10]. When merging is applied to the message ontologies and their alignments,
then Fig. [T shows the output local ontology.

We observe in Fig. [l that concepts ObservationRequest and Observa-
tionOrder. POOB_MT210000UV are merged into a single concept Observa-
tionRequest. Similarly, concepts Observer and Observer.POOB_-MT210000UV
are merged to the Observer concept. In case of structural differences, concept
DiabeticType20bservation specialises from concepts SpecimenObservation and
Hemoglobin Test, such that DiabeticType20bservation is represented at the ap-
propriate level of hierarchy.
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Local adaptation. The final Local adaptation step takes as input: HL7 global
and local ontologies; and has as output: Extended global and local ontologies
meeting local requirements.

The notion of local adaptation was first proposed by DILIGENT [13]. DILI-
GENT local users adapt the global ontology by introducing local changes and
a central board controls the contents of the global and local ontologies. In fact,
the HL7 standard works on a similar paradigm where country-specific changes
are maintained by respective HL7 groups. A central harmonisation committee
(as in the DILIGENT central board) is respounsible for introducing local changes
within the V2 and V3 conceptual models. Along similar lines, PPEPR global and
local ontologies originate from multiple sources, from HL7 standard to locally
deployed XML Schemas. The local adaptation step is motivated by normal prac-
tices where HL7 applications diverge from the standard guidelines by modifying
local XML Schemas and by introducing local vocabularies. The local adapta-
tion phase ensures that: (i) local ontologies are generalised enough to resemble
the concepts defined in the global ontology, and (ii) global ontologies are spe-
cialised enough to resemble the concepts defined in the local ontologies. Local
concepts generally represent the consensus of a local group. Consequently, their
understanding is limited to the local environment.

Class: ActObservation SubClassOf: Act

Class: ActSpecimenObservation SubClassOf: ActObservation
Class: ActGenomicObservation SubClassOf: ActObservation
Class: ActClinicalTrial SubClassOf: ActObservation

Class: ActCondition SubClassOf: ActObservation

Fig. 12. Snippet of Global Ontology (V3)

Fig. [[2 shows a snippet of the global ontology (V3). The axioms describe top
level concepts of the local ontologies shown in Fig. { and Fig. [@ For
example, “ActObservation” class represents all types of clinical observations pos-
sible within a clinical environment and “ActGenomicObservation”, “ActClinical-
Trial”, “ActSpecimenObservation”, etc. are specialisations of “ActObservation”.
Each of the these specialisations requires “lab test order” in different clinical sce-
narios. The local concept “ObservationRequest” (see Fig. [) is eligible to inherit
from many of these specialisations. In addition to the local adaptation proposed
by DILIGENT, the PPEPR methodology suggests three approaches for the adap-
tation of the local concept “ObservationRequest”. These three approaches are
refinements of approaches proposed in the Enterprise Ontology [18]:

Top-Down extend the global ontology with more specialised concepts that re-
semble the concepts defined in local ontologies. For example, each of the concepts
“ActGenomicObservation” and “ActClinicalTrial” could further be extended
with a lab specific concept like “ActClinicalTrialLabObservation” or “ActGe-
nomicLabObservation”, to represent that all lab tests specific to clinical trials
are denoted by “ActClinical TrialLabObservation”.
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Bottom-Up extend the local ontology with more generalised concepts that re-
semble the concepts defined in the global ontology. For example, a super class
“ActClinical TrialLabObservation” for the local concept “ObservationRequest”
can be added to the local ontology, so appropriate inheritance like “ActClini-
calTrialLabObservation” subClassof “ActClinicalTrial” could be established in
the local ontology. For instance, DiabeticType2Observation in Fig. [ is a local
concept and inherited from super class “ActObservation” via “SpecimenObser-
vation”.

Middle-Out concepts in the global ontology (“ActGenomicObservation” or “Act-
ClinicalTrial”) are defined at a higher level of abstraction, which allows local
concepts to inherit from all of them. Therefore, instead of specialising or gen-
eralising global or local concepts, another approach is to add a specialised class
for “Lab Test” on the same level as the above two concepts. For example, Alpha
fetoprotein (AFP) is an observation for detecting liver cancer, and V3 (Jan 2011
Ballot) does not include any specialised classes for cancer diseases. It may be
appropriate to add “CancerObservation” on a similar level to “ActGenomicOb-
servation” or “ActClinicalTrial”, and then extending “CancerObservation” with
an “AlphaFetoproteinObservation” concept.

These three approaches could be applied independently or in combinations
depending on requirements from different clinical scenarios. Enterprise Ontology
suggested the middle-out approach. However, considering the heterogeneities of
different clinical scenarios, we intentionally avoid any “fit-for-all” suggestion.

3 Aligning HL7 Ontologies

The integration and alignment of ontologies is a well-investigated fundamental
problem in the development of Semantic Web techniques. Obviously, just using
ontologies instead of XML, does not defeat heterogeneity: it just raises hetero-
geneity problems to a higher level with a hope for easier integration. Analogous
to schema matching and mapping techniques, ontology matching methods have
been proposed to deal with ontological heterogeneity. Ontology matching con-
sists of finding the correspondences (e.g., equivalence, subsumption) between
elements of ontologies (classes, properties). This is an important task because
it helps establishing actual interoperability. It is also a difficult task because (i)
independently built ontologies can vary significantly in the terminology they use
and the way they model the same entities; and (ii) domain ontologies focus on
a particular domain and use terms in a sense that is relevant to the domain and
which are not related to similar concepts in other domains.

Most research in the ontology matching [5] area has focused on (semi-) auto-
matically aligning ontologies using approaches based on combinations of syntac-
tic similarity, graph similarity, and using a third upper level ontology. In many
cases, linguistic and structural matchings are used in conjunction with an upper
level ontology (e.g., CY) as a common layer for two ontologies to be matched.

10 http://www.cyc.com/
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The (semi-)automated approaches of linguistic and structural matchings, typi-
cally give an incomplete or incorrect set of correspondences between terms. A
human must align the remaining terms and check the machine-built alignments
to truly complete the alignment process. Our work places emphasis on exploit-
ing alignment methods to provide valuable insight to the alignment process and
improve accuracy. In particular, we want to investigate how “fit” generic ontol-
ogy alignment methods are for our relatively straightforwardly created HL7 V2
and V3 ontologies: as described in Fig. [} and Fig. B, Lab Observation concepts
are modelled differently within V3. Similarly, Fig. B and Fig. [6] show differ-
ences in the AD datatype of V2 and V3. Fig. [[3 shows XSD for the range class
(AD.3.CONTENT) of the AD.3 objectProperty. The class AD.3.CONTENT is
equivalent to the class Adxp.city of Fig. Bl

<xsd:complexType name="AD.3.CONTENT” >
<xsd:annotation>
<xsd:appinfo>
<hl7:Type>ST< /hl7:Type>
<hl7:LongName> City < /hl7:LongName>
< /xsd:appinfo>
< /xsd:annotation >

Fig.13. V2 XSD Annotations

We notice that V3 class names (e.g., Adxp.city, Adxp.country, Observa-
tionRequest) are self-descriptive, while V2 class names are coded (e.g., AD.1,
AD.1.CONTENT) with descriptions attached as annotations (e.g., hl7:Type or
hl7:LongName of Fig. [[3). We evaluated three ontology matching tools, namely,
Anchor-Prompt [10], Falcon-AO [9], and H-Match [3]. We have selected these
three matching tools because we had experience with them and they offer sta-
ble and easy testing environments. Matching evaluations are conducted in two
categories: (i) finding matches within the same version (e.g., Fig. B and Fig.
of V3), (ii) finding matches between two versions (e.g., Fig. Bl and Fig. [l of V3
and V2). Evaluation tests are conducted on full ontologies as well as subparts of
ontologies to analyse performance vs. result output.

4 Ontology Matching Evaluation

Anchor-PROMPT is an ontology mapper that attempts to automatically find
semantically similar terms between two ontologies. Anchor-PROMPT uses a
graph-based approach where an ontology is taken as a directed labelled graph.
Anchor-PROMPT takes as input a set of pairs of related terms, called “anchors”,
from the source ontologies. These anchors are identified before triggering the
matching task; either the user enters them or the system automatically generates
them. Based on this set of anchors, Anchor-PROMPT produces a set of pairs of
semantically close terms.

Falcon-AQ is an ontology matching system for finding, aligning and learning
ontologies. Falcon-AO is a similarity-based generic ontology mapping system. It



A Methodological Approach for Ontologising and Aligning HL'7 Applications 113

consists of two elementary matchers: one is a matcher based on linguistic match-
ing for ontologies, called Linguistic Matching for Ontologies (LMO); the other
is a matcher based on graph matching for ontologies, called Graph Matching
for Ontologies (GMO). GMO takes the alignments generated by LMO as exter-
nal input and outputs additional alignments. Linguistic similarity between two
entities relies on their names, labels, comments and other descriptions.

H-Match performs ontology matching at different levels of depth by deploy-
ing four different matching models, namely, surface, shallow, deep, and intensive.
In H-Match a threshold-based mechanism is enforced to set the minimum level
of semantic affinity required to consider two concepts as matching concepts. The
linguistic affinity function of H-Match provides a measure of similarity between
two ontology concepts computed on the basis of their linguistic features (e.g.,
concept names). For the linguistic affinity evaluation, H-Match relies on a the-
saurus of terms and terminological relationships automatically extracted from
the WordNed] lexical system. The contextual affinity function of H-Match pro-
vides a measure of similarity by taking into account the contextual features of
the ontology concepts. The context of a concept can include properties, relations
with other concepts, and property values.

Fig. [[4] shows matching results of V2 and V3 ontologies. The second column
describes matching between V3 ontologies and the fourth column shows the accu-
racy of V2 and V3 ontology matching. In the second column, matching ontologies
(i.e., local message ontologies for V3) include “common concepts” inherited from
the global reference ontology. In the fourth column, global ontologies of differ-
ent versions (V2 and V3) are matched, which means “common concepts” are
irrelevant and concepts are different in terms of their names or structure. The
percentage denotes a precision (p) and a recall (r) measurements for evaluating
accuracy of matches discovered. Precision indicates the “correctness” and recall
measures the “completeness” of matching results. Both parameters are measured
against the reference alignment R with alignment A returned by the matching
tools, where p:% and r:“TgIAI
310 and 290 concepts have 200 prospective matching concepts (i.e., reference
alignment R). The third and last columns show the size (i.e., total number of
concepts excluding properties) of ontologies and their subparts.

. In our case the two input ontologies with

Method/Tool HL7 (V3 -V3) Ontology/Subpart | HL7 (V2-V3) Ontology/Subpart | Threshold
precision-recall | HL7V3 precision-recall | HL7 (V2-V3) Value

Anchor-Prompt  90%-30% 310/50 90%-10% 290/50-310/50  Varies
Falcon-AO 70%-50% 310/50 30%-20% 290/50-310/50  0.01
HMatch 80%-90% 310/50 40%-20% 290/50-310/50 0.5
SPARQL Recipes  80%-90% 310/50 50%-60% 290/50-310/50

Fig. 14. Matching Evaluation

" nttp://wordnet.princeton. edu/
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We observe in Fig.[I4] that matching results are significantly different between
second and fourth columns. For example, Anchor-Prompt has higher p=90%
and lower r = 30%, which indicates that the completeness of alignments is
lower. Precision is higher due to obvious matches (the common concepts) from
the reference ontology and negligible false positives in the alignment between
local concepts. Similarly, in the fourth column, Anchor-Prompt recall value is
much lower as obvious matches between V2 and V3 are negligible. Precision is
higher because of few exact matches between datatypes (e.g., AD of V2 and
V3) concepts. The fifth column shows the threshold values for deciding concept
equivalent: Anchor-Prompt defines it at run-time, depending on path length and
set of anchors; Falcon-AO value (0.01) is fixed by the tool itself; H-Match allows
one to select a value between 0 and 1, we opted the default value (0.5). Falcon-
AO and H-Match have significantly improved recall for the second column (i.e.,
50% and 90%), however, precision falls because of higher false positives. H-Match
precision and recall ratios are best because it has different levels of matching and
we noted the best matches (intensive matching). However, intensive matching
shows greater delays with ontologies of size greater than 50 concepts. This is
the reason we have used smaller subparts of ontologies to determine the overall
performance and matching results. Unfortunately, the recall measurement for
the fourth column is quite low. This is due to the naming scheme (coded for V2
vs. self-descriptive names V3 ontologies). For example, AD of V3 matches with
AD, AD.1, AD.1.CONTENT, AD.2.CONTENT concepts of V2, which makes
false positives within the alignment higher, thus, precision lower.

5 SPARQL Recipes

Instead of relying on automated alignments, a simple query-based method for
expressing customised and complex alignments between ontologies has been pro-
posed in [I44] using the SPARQL query language. We have employed this ap-
proach specifically to manually match V2 and V3 ontologies.

Surprisingly, a single, generic SPARQL query that matches concept names
of the V3 ontology against LongName (the label annotations) of the V2 on-
tology outperforms all automatic mapping attempts. We notice in Fig. that
the annotation of hl7:LongName (“City”) is a substring of the concept named
Adxp.city from Fig. B this mapping from the annotation in onto the concept
name by substrings is a recurring pattern in mappings between V2 and V3. Simi-
larly, HL7 ontologies contain several other “simple patterns” that can guide us in
determining correspondences between ontological elements. A domain expert is
required to analyse and identify such “simple patterns”. Fig. I8 shows a “simple
pattern” created as a “SPARQL recipe”:

CONSTRUCT { ?v3 owl:equivalentClass 7v2 } WHERE { 7v3 rdf:type owl:Class . 7v2 rdf:type owl:Class .
7v2 rdfs:label ?LongName . { FILTER regex(str(?v3), str(?LongName), ““i"")} }

Fig. 15. SPARQL Recipe for Ontology Matching
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By employing this simple “SPARQL recipe”, we observed significant successful
matching results for classes that share similarity but are described and modelled
differently. SPARQL recipes matching results are similar to H-Match (precision
80%, recall 90%) for V3 ontologies (second column of Fig. [[4]) and significantly
improved precision (p) 50% and recall(r) 60% for V2 and V3 ontologies. How-
ever, a major limitation of “recipes” is lack of standard matching measures,
like threshold, similarity coefficient, etc. Recipes can be created by domain ex-
perts after analysing similarities between ontological elements in HL7. As op-
posed to alignment algorithms that usually just search for simpler alignments,
such recipes can express complex correspondences between ontology instances,
involving built-in function calls, etc. For example, it allows one to express com-
plex correspondences such as concatenating attributes (e.g., first/last names,
dates) and express complex interactions between knowledge of various sources.
Similarly, complex correspondences could be expressed in the Rule Interchange
Format (RIF 14, which offers a rich set of built-in functions (e.g., string manip-
ulations), as well as a formal semantics for interoperating with RDF and OWL
knowledge bases. RIF has been recently approved as a W3C standard recom-
mendation and we consider it as a prominent candidate to express alignments
over ontologies.

6 Related Works

The first release of the ANSI normative VAL was published in 2003. Since then,
ontology engineers have taken initiatives to ontologise V3. To the best of our
knowledge, the EU Project Artemis [I] is the only significant contribution for
ontologising both V3 and V2. In 2003, Bhavana Orgun has developed V3 on-
tology using the RDFS language [I2]. The main contribution of Orgun’s work
is to identify important sets of ontological concepts and properties from the V3
artefacts. In 2008, Helen Chan from W3C HCLS 1 published V3 ontology.
Chan’s work has improved Orgun’s ontology by covering a broader range of arte-
facts from the V3. In 2009, Alan Rector [15] proposed to align V3 artefacts with
other standard medical vocabularies such as SNOMEDI. The focus of this work
is different from the issue of interoperability between two versions of the HL7
standard and the presence of local applications.

All the approaches mentioned above focus on ontologising upper conceptual
models of HL7 standard. None of them consider local applications and related
issues. The PPEPR methodology has two development steps that deal with the
problem of layered knowledge spaces and how local resources could be adapted
with an upper conceptual model. Similarly, none of the related work aimed for
(semi-)automatic alignment of HL7 ontologies. Above all, the works mentioned
above lack detailed methodology for ontologising HL7 applications.

2 nttp://www.w3.org/TR/rif-core/

13 http://www.hl7.org/implement/standards/rim.cfm

' http://www.w3.org/wiki/HCLS/ClinicalObservationsInteroperability/
HL7CDA20WL.html

15 nttp://www.ihtsdo. org/snomed-ct/
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7 Conclusion

We have identified three HL7-specific ontology building features (reusability of
non-ontological resources, ontology layering, and local adaptation) missing from
traditional ontology building methodologies. We propose the PPEPR ontology
building methodology for the HL7 standard. The PPEPR methodology extends,
refines, and inherits from existing methodologies. We address a key requirement,
(semi-)automatic ontology alignment, to resolve ontological heterogeneity. We
have tried three ontology matching systems for alignments between different on-
tologised versions of the HL7, but came to the conclusion that simple manual
mapping “recipes” worked better for us. In the future, we plan to extend the eval-
uation with other matching tools, e.g. from the “anatomy track” of the Ontology
Alignment Evaluation Initiative (OAEIE. Our future work also is to extend the
PPEPR methodology by introducing mechanisms that may allow interoperation
with other prominent healthcare standards and medical vocabularies.
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Abstract. Public health surveillance systems routinely process massive
volumes of data to identify health adverse events affecting the general
population. Surveillance and response to foodborne disease suffers from a
number of systemic and other delays that hinder early detection and
confirmation of emerging contamination situations. In this paper we develop an
answer set programming (ASP) application to assist public health officials in
detecting an emerging foodborne disease outbreak by integrating and analyzing
in near real-time temporally, spatially and symptomatically diverse data. These
data can be extracted from a large number of distinct information systems such
as surveillance and laboratory reporting systems from health care providers,
real-time complaint hotlines from consumers, and inspection reporting systems
from regulatory agencies. We encode geographic ontologies in ASP to infer
spatial relationships that may not be evident using traditional statistical tools.
These technologies and ontologies have been implemented in a new informatics
tool, the North Carolina Foodborne Events Data Integration and Analysis Tool
(NCFEDA). The application was built to demonstrate the potential of
situational awareness—created through real-time data fusion, analytics,
visualization, and real-time communication—to reduce latency of response to
foodborne disease outbreaks by North Carolina public health personnel.

Keywords: data integration, answer set programming, public health, food
safety, ontology.

1 Introduction

Even though the U.S. food supply is one of the safest in the world, each year thousands
of foodborne illness cases still occur causing irreversible human harm and extensive
economic damage [1, 2]. The total cost of food contamination in the U.S. alone was
recently estimated to be $152 billion, including health and human welfare costs as well
as economic damage to companies and entire industries [3]. Surveillance and response
to foodborne disease suffers from a number of systemic and other delays that hinder
early detection and confirmation of emerging contamination situations. At the onset of
an outbreak it is often impossible to link isolated events that may be related to other

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 118-134, 2011.
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events reported by the same or by other data sources. In addition, it is often difficult to
link events that may have a spatial relationship that is not immediately apparent from
the data. For example, records from patients of different counties within the same state
will only be reviewed by their respective local health departments. Once distinct events
are suspected to be related, public health officials create a cluster and look for
confirmatory evidence as part of a lengthy investigatory process. Latencies in the
process could be reduced by the earlier availability and synthesis of other confirmatory
information, including spatial information, often outside formal public health channels,
including information from private companies and consumers [4].

In practice, local public health departments are usually the first to pick up the
signals of foodborne disease. These signals may correspond to reports of illness
generated by different types of events, e.g. (E1) a patient with symptoms of gastro-
intestinal distress seeking medical attention at a hospital emergency room or a patient’s
visit to a private physician’s office; (E2) laboratory test results for an ill patient which
confirm a causative pathogen; and (E3) a cluster of ill patients due to a common
pathogen. Routinely, a state’s syndromic surveillance system collects data from local
health care providers about events of type (E1), (E2) and (E3) on a continuous basis,
reporting them to the Centers for Disease Control and Prevention (CDC).

However, other events can signal an emerging foodborne disease outbreak. Many
public health authorities and food industry operators, e.g. food manufacturers and
grocery stores, maintain complaint hotlines (E4) where consumers report foodborne
illness or a suspected adulterated food product. Consumer complaints made directly to
public agency hotlines, e.g. local health departments (LHDs), state departments of
agriculture or departments of environment and natural resources, are officially
recorded and may lead to an investigation, at the discretion of the collecting agency.

A public food recall notification (ES) is another important signal which may be
related to existing illness cases. Food manufacturers may voluntarily initiate the recall
of one of their food products due to positive test results for foodborne pathogens,
unintentional adulteration, mislabeling, and the presence of an allergen or hazardous
material in the food product. Recalls may also be advised by authorities after routine
inspections and testing conducted by the U.S. Department of Agriculture (USDA),
U.S. Food and Drug Administration (FDA), and state agencies.

Food facility inspection reports (E6), which list violations to the food code
applicable to such facilities, provide another signal that may inform and help identify
the root cause of a contamination situation. Evaluation of the type, severity, and other
characteristics of past code violations for a specific facility and the product(s) it
manufactures could help link such operations as a probable source of contamination.

Microblogging and social media networks, i.e. Twitter or Facebook, are non-
standard data sources that hold the potential, yet to be realized, to provide real-time
information about emerging food contamination situations. Bloggers posting
microblog messages on a social media network about illness after eating a certain food
product or at a particular restaurant can provide timely indication about an emerging
problem, referred to as type E7 event.

This paper expands on the work reported in [5], providing more detail and
presenting additional work conducted since that paper was written. Our contributions
with respect to rule-based event modeling are to: (1) extract relevant information from
unstructured text, i.e. web-based recall notifications, to generate events that trigger our
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rule-based inference engine to “reason” about what it knows in light of the new
information encoded by this event; (2) semantically link different types of events by
employing (simple) ontologies for food, U.S. geographic regions, North Carolina
counties, and foodborne diseases; (3) implement a rule-based inference engine using
the Answer Set Programming (ASP) paradigm to identify emerging foodborne disease
outbreaks; and (4) reduce latency in outbreak detection by identifying emerging
outbreaks when the number of cases falls below the statistical threshold.

The paper is organized as follows. Section 2 discusses the motivation and
challenges to represent the food safety domain using the ASP paradigm. Section 3
provides an overview of related work. Section 4 presents our rule-based event model
and describes the ASP inference engine developed for our application. An illustrative
example of the domain is shown in Section 5. Conclusions and future research
directions are discussed in Section 6.

2 Motivation and Challenges

Data associated with event types E1-E7 described above are collected by separate
information systems and maintained and managed by distinct governmental agencies.
Thus, in responding to the twin challenges of early detection of and rapid response to
emerging outbreak situations, a central problem is how to access, process and interpret
more events more quickly, thus reducing their time, scale, and scope. Framing the
problem of outbreak detection as a complex event addresses a major failure of current
surveillance methods. Current syndromic surveillance systems utilize statistics-based
cumulative sum algorithms, i.e. CUSUM, to detect increases in illness reporting
numbers and to determine that a foodborne disease outbreak may be emerging or is on-
going. Alerts are normally generated by the system when the number of illness cases
assigned to a certain syndrome, e.g. fever, respiratory, or gastro-intestinal distress,
exceeds the threshold determined for that particular syndrome for the geographic area
originating these events, i.e. county, and the local population baseline. These alerts are
typically based solely on reported illness cases, type E1 to E3 events, above.
Consideration of event types E4 to E7 aids in the detection of emerging outbreaks
before they are sufficiently advanced to rise above the threshold of traditional CUSUM
statistical methods.

A recent large foodborne outbreak in Europe provides a clear example of the
challenges faced by public health officials worldwide. In May 2011 a new strain of the
Escherichia coli bacteria, known as E. coli 0104:H4, sickened more than 3,200 people
and caused 36 deaths, mostly in Germany, but the source of contamination has not
being confirmed at the time of this writing, on early June 2011 [6, 7]. Initial blame was
attributed to raw tomatoes, lettuce and cucumbers but after tests returned with negative
results, investigations moved to a new candidate — bean sprouts — with preliminary
results still inconclusive. European farmers suffered economic losses amounting to
hundreds of millions of euros. This led the European Union Farm Commissioner to
propose a €150-million compensation package to aid farmers across Europe, which is
being considered insufficient as it corresponds to just one-third of the estimated losses.

To better understand the investigatory processes for outbreak detection, consider the
following situation. Two individuals in different but adjoining counties experience
severe gastro-intestinal ulceration (GIU) symptoms after eating at their favorite local
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restaurant chain and seek medical attention at the emergency room of their local
hospitals. Two separate illness reports are recorded and entered into the health care
system to be reported to the state’s public health syndromic surveillance system. First,
if the number of reported GIU and foodborne-related cases does not exceed the
corresponding threshold for GIU syndrome in the county, then no alert will be
generated by the CUSUM algorithm and detection of an emerging situation will be
delayed. Second, because CUSUM does not recognize adjoining counties even though
the two individuals were made ill but the same pathogen/food no alert will be
generated. However, consider that another person falls ill after eating at a different
branch of the same food chain and calls a consumer complaint hotline to make a report.
Currently, this event will be registered in the receiving agency’s database but not
automatically passed along to public health syndromic surveillance systems. Consider
that another person, also ill after eating at that chain, reports the illness a message on a
personal blog or preferred online discussion board. Both these events occur “under the
radar” of public health and are not currently picked up as evidence of a possible
emerging contamination situation.

3 Related Work

The food safety domain is complex, multifaceted and dynamic. Recent high profile
food contamination events have led to a surge of new regulations worldwide that
provide food safety agencies with broader authority to enable (1) more stringent
monitoring of the food supply chain; (2) data sharing among stakeholders; and (3)
shifting from a remediation approach to preventive scientific-based risk analysis. But
a widely accepted standard for tracking and tracing of food “from farm to fork” is still
lacking, as well as computational models and analytical tools that will allow early
recognition of emerging issues by fusing data from diverse sources and rapid response
to adverse events. Work toward systems to improve identification of emerging food
contamination problems is underway both in the U.S. and abroad. A review and
classification of existing methods and reactive systems are provided in [8], including:

a) Early warning systems/networks monitor hazards in the food production chain
through a centralized database which serves as a platform to communicate with and
alert member agencies of emerging hazards, e.g. European Union’s Rapid Alert
System for Food and Feed (RASFF), European and U.S. Centers for Disease Control
and Prevention (ECDC and CDC), International Food Safety Authorities Network
(INFOSAN), etc.;

b) Combinatorial data systems monitor food safety data combined with other
relevant data sources and advanced algorithms and technologies to identify and
analyze associated hazards and risks in the food supply, e.g. Scientific Information
and Expertise for Policy Support in Europe (SINAPSE), ECDC Communicable
Disease Threat Reports (CDTRs), USDA Center for Emerging Issues (CEI) of the
Animal and Plant Health Inspection Service (APHIS);

¢) Retrospective analysis of reactive systems evaluate data collected by systems
of type a) and b) above to detect trends that may be associated with the development
of food safety issues, e.g. RASFF annual reports, European Food and Veterinary
Office (FVO), food inspection agencies;
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d) Proactive methods involve predictive risk assessment for hazard identification
within the food production process and methods for routinely measuring production
outcomes, e.g. Hazard Analysis Critical Control Points (HACCP); and

e) Vulnerability assessment focuses on the points within the food supply where
hazards may be introduced and identification of indicators and countermeasures
against potential hazards, e.g. U.S. CARVER-shock methodology.

The application developed and implemented as part of this research is both a
combinatorial and retrospective analysis system which provides increased situational
awareness to North Carolina’s public health officials. Other related work that seeks to
identify food safety issues spans different areas. An integrated information system for
foodborne disease and food safety focused on pathogen data is discussed in [9]. The
system proposed is ontology-driven, and utilizes the semantic web and heterogeneous
data sources. Food allergens lead to a large number of food recalls each year as they
pose a threat to people’s health. Semantic web technologies, i.e. food allergen
ontology, are discussed in [10] as bridges that will help promote data sharing and
integration among food allergen databases. A new methodology described in [11]
utilizes three data mining methods for recognizing patterns linking specific foodborne
disease outbreaks with food products and consumption locations. An example of
research that addresses the need for methods to trace food products “from farm to
fork” can be found in [12]. A comprehensive review of existing methods to select
indicators to help identify emerging hazards in the food supply chain appears in [13].

4 Application Modeling

Although public health electronic surveillance systems collect and analyze daily
massive volumes of data corresponding to patient visits to healthcare providers, it
may take days or weeks to detect an emerging foodborne disease outbreak unless it is
temporally and spatially localized, e.g. several people attending a banquet fall ill
within a few hours and seek medical care at medical facilities located in neighboring
geographical regions, e.g. counties. As discussed above, integration of data available
to other food safety stakeholders, i.e. governmental agencies, private sector, and
consumers, is critical to improve situational awareness and reduce such latencies. In
this section we tackle the challenge of achieving data integration by modeling
semantically heterogeneous data obtained from food-related events as the first step in
developing our food safety application.

A. Event Model

An event is defined as the acquisition of a piece of information that is significant
within a specific domain of interest to the application. In this application the domain
of interest is food safety. We distinguish between two different types of events:
simple events and materialized complex events. Simple events include both atomic
events and molecular events. Atomic events have a distinct spatio-temporal identity,
i.e. they take place at a particular place and time that is relevant to the determination
of the complex event. An example of an atomic event would be a single reported case
of gastrointestinal illness, an FDA recall, or a consumer complaint. Molecular events
can be thought of as atomic events that are “linked together” by evidence, for example
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that are joined through previous evidence or by public health experts outside the
system. Molecular events could include a confirmed cluster of two or more
Salmonella cases as determined by DNA fingerprinting. An event stream is defined
as the sequence of simple events received by the complex event processing (CEP)
engine that are assigned a timestamp from a discrete ordered time domain and a
geostamp consisting of a longitude and latitude geocode. An atomic event has a single
timestamp and geostamp; molecular events may have multiple timestamps and
geostamps.

A complex or materialized event is an event that is inferred by the engine’s
evaluation of the occurrence of other simple events. For example, in our application
the materialized event is a foodborne disease outbreak.

B. Semantic Model

Our representation allows for incomplete information which is indicated by a unique
reserved symbol of the representation language. Sparse data are an inherent
characteristic of the problem, since one of our goals is to detect outbreaks when the
number of illness cases has not yet exceeded thresholds employed by traditional
statistical methods. The semantic model for the food safety domain is presented in
Fig. 1. The events of interest are described by the following concepts.
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Fig. 1. Semantic Model

A patient illness case record corresponding to event type E1 contains information
that uniquely identifies a patient in the record generating system, e.g. patient
identification code and syndromic surveillance system; patient’s county of residence;
time and date of the visit to health care provider; syndrome or diagnosis assigned by
attending physician, e.g. salmonellosis; and the disease-causing pathogen. This record
will be updated to confirm the pathogen identified by a laboratory test when an event
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of type E2 corresponding to this patient enters the system. A simple ontology of
foodborne diseases and related syndromes is employed to enable the semantic link of
diagnosis data and pathogen data across different types of events.  In this work, an
ontology is a formal explicit description of concepts and individual instances of these
concepts, which together constitute a knowledge base [14].

By definition, an illness cluster is formed by a number of patients with a common
diagnosis caused by the same pathogen (as identified by laboratory test results or other
causal links). The cluster patient with the earliest disease onset date is referred to as
“patient#1.” Events of type E3 are represented by two different types of records: (a) a
cluster record provides information that uniquely identifies a specific cluster; and (b) a
cluster illness case record contains information about a specific patient that is included
in the cluster defined by a cluster record. A cluster record contains a unique
identification code, the disease-causing pathogen, number of counties affected by the
outbreak, number of patients in the cluster, unique identification code of patient#1, and
date of patient#1 visit to a health care provider. A cluster illness case record contains
the cluster unique identification code, the unique identification code of the patient it
represents, and the patient’s county of residence. A cluster illness case record acts as a
pointer to the more complete patient illness case record of the corresponding patient.

A consumer complaint call, an event of type E4, is represented by three types of
records. A complaint caller record provides a unique call identification code, date and
time of call, and information about the caller, e.g. caller’s state and county of
residence; type of illness codified using the responding agency’s medical code; and
number of people that fell ill because of the product. A complaint food operator record
contains information about the manufacturer and retailer the caller has complained
about. A complaint food product record lists the food product as described by the caller
and its corresponding FDA food code, date of manufacturing, and other information. A
food ontology semantically links recalled food products to those implicated by
consumer complaint calls. This ontology differs from existing food ontologies, e.g.
[15], in that it closely follows the food categories as determined by FDA’s product
code which is utilized by industry to codify food shipments.

A recall notification, event of type ES, is represented by two types of records. A
recall record contains a unique identification code for this event, the agency issuing the
recall, date and time of its release, recalling company, recalled food product, reason for
the recall, e.g. mislabeling, presence of allergen, or a specific pathogen, e.g.
Salmonella, number of illnesses if known, and number of geographic areas affected.
U.S. geographic areas are defined by a simple ontology which includes all U.S. states
and regions as defined by the U.S. Census Bureau. An associated recall area record is
created for each geographic area affected by the recall.

C. ASP Rule-Based Inference Engine

In this work, we use a form of declarative programming — Answer Set Programming
(ASP) [16], to represent the rule-based CEP of the food safety domain and to search
for/detect emerging outbreaks and other information of interest to public health
officials. ASP has been applied to industrial problems but, to the best of our
knowledge, it has not been used in food safety applications before.

The ASP paradigm is based on the stable models/answer sets semantics of logic
programs [17, 18] and has been shown to be a powerful methodology for knowledge
representation, including the representation of defaults and multiple interesting aspects
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of reasoning about actions and their effects, as well as being particularly useful to solve
difficult search problems. In the ASP methodology, search problems are reduced to
the computation of the stable models of the problem. Several ASP solvers — programs
that generate the stable models of a given problem encoded in the ASP formalism —
have been implemented, e.g. ASSAT [19], Clasp [20], Cmodels [21] DLV [22], GnT
[23], nomore++ [24], Pbmodels [25], Smodels [26], etc. In what follows we provide
the basic syntactic constructs and the intuitive semantics of the ASP language used in
this work. A complete formal specification of the syntax and semantics of the language
can be found at [18, 22].

A signature X of the language contains constants, predicates, and function symbols.
Terms and atoms are formed as is customary in first-order logic. A literal is either an
atom (also called a positive literal) or an atom preceded by — (classical or strong
negation), a negative literal. Literals / and —[ are called contrary. Ground literals and
terms are those not containing variables. A consistent set of literals do not contain
contrary literals. The set of all ground literals is denoted by /it(¥X). A rule is a statement
of the form:

hl V..V hk — 11, ey lm, not lm+1’ ..., hot ln- (1)

where h;’s and [;’s are ground literals, not is a logical connective called default negation
or negation as failure, and symbol v corresponds to the disjunction operator. The head
of the rule is the part of the statement to the left of symbol <—, while the body of the
rule is the part on its right side. Intuitively, the rule meaning is that if a reasoner
believes {l, ..., l,} and has no reason to believe {[,,1, ..., [,}, then it must believe
one of the A;’s. If the head of the rule is substituted by the falsity symbol L then the
rule is called a constraint. The intuitive meaning of a constraint is that its body must
not be satisfied. Rules with variables are used as a short hand for the sets of their
ground instantiations. Variables are denoted by capital letters. An ASP program is a
pair of {Z, I1}, where X is a signature and IT is a set of rules over X, but usually the
signature is defined implicitly and programs are only denoted by I1. A stable model (or
answer set) of a program II is one of the possible sets of literals of its logical
consequences under the stable model/ answer set semantics.

D. ASP Program Encoding

Our encoding — the set of rules of program I — contains roughly 100 rules, while event
records (in ASP, rules with an empty body, also called “facts”) for experiments are in
the hundreds. We use the DLV system [22] as our ASP solver. To illustrate the ASP
methodology we show below a few (simplified) rules used by our engine to detect
emerging clusters. Rule (2) means that if neighboring counties A and B reported a
small number of cases of food-related illnesses, due to pathogen P and/or syndrome S,
this constitutes evidence for the engine to create a suspected cluster with case records —
generated by rules of form (3) — from A and B with illness P and/or S. Then, an
emerging outbreak affecting A and B, due to P, is computed by rule (4).

suspcluster(A,B,P,S) « 2)
neighbors(A,B),
min_reached(A,P,S),
min_reached(B,P,S).
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suspcluster_illness(A,B,1d,P,A) « 3)
suspcluster(A,B,P,S),
P!=35,
patient_illness(Id, H,M,AmPm,Day,Mon,Y,A,Sys,P).

susp_outbreak(A,B,P) < “4)
suspcluster(A,B,P,_).

To assist public health officials with the task of identifying the food source of the
contamination (e.g. fresh vegetable) and its manufacturer (e.g. MyVeggies), our engine
seeks to connect a suspected cluster of illnesses to an existing public food recall notice.
With rule (5), the engine will link a suspected cluster, occurring in neighboring
counties A and B, to a food recall R, if the same pathogen P causing the cluster’s
illnesses is the reason for R; the area L affected by R encompasses these counties, e.g.
L corresponds to the state where A and B are located, and the recall has been issued
not too long ago, i.e. within a timeframe that makes the food recalled a probable
candidate as the source of contamination for this cluster. By linking the suspected
cluster to a food recall, rule (5) allows the inference of the food product causing the
contamination, F, and its manufacturer, M.

susprecall(R,A,B,F,M,L) « 5)
suspcluster(A,B,P,S),
recall(R,Mon,Y M,F,N,P, _),
susprecall_areaOK(R,L),
susprecall_dateOK(R,A,B,Mon,Y).

It may be possible for a given cluster to be linked to more than one food recall, since
it not uncommon to have more than one food product contaminated with a given
pathogen at the same time. This is particularly true in ingredient-based outbreaks,
where an ingredient, e.g. peanut butter paste, is used in multiple products, e.g. soups
and ice cream, which leads to multiple recall notices by various manufacturers. Facts
(6)—(11) describe the recall of two different food products, e.g. R1: meat and R2:
chicken, due to the same pathogen, Salmonella, occurring at the same time, March
2011, with no (zero) officially confirmed illnesses. Recall R1 affects only 3 states,
while R2 covers a much larger area, i.e. the whole country.

recall(rl,mar,201 1,meatfarm,meat,3,salmonella,0). (6)
recall_area(rl,new_york). @)
recall_area(rl,new_jersey). ®)
recall_area(rl,north_carolina). ©)]
recall(r2,mar,2011,mama,chicken, 1,salmonella,0). (10)

recall_area(r2,nationwide). (11)
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Information about the food product distribution area is frequently provided in food
recall notices but is not always specific. A recall may indicate one or more states
where the food product has been distributed; cite a whole region, e.g. U.S. Midwest; a
county or city, e.g. New York City; or indicate it was distributed “nationwide”. In
situations where multiple recalls are linked to a cluster due to a causing pathogen, and
time and geographical coverage, it may be more efficient for public health officials to
focus on recalls whose product distribution is closely related to the cluster’s
geographical area. Thus, if both recalls R1 and R2 are connected to a local cluster in
New York, New Jersey, or North Carolina, these states’ public health officials may
give higher priority to investigating “MeatFarm’s meat” products as the source of
contamination instead of “Mama’s chicken” products.

We allow users to select if they want to be informed by the engine of all recalls
connected to a given suspected cluster, or to be informed only of those recalls that are
inferred as “preferred recalls” by the engine due to a more specific geographic link to
the cluster. It is ease to express such parametric computations using ASP. In our
program, this is accomplished by introducing an atom — prefrecallON — to the set of
(truthful) facts to be evaluated by the engine. Preferred recalls can then be inferred by
rule (12). Intuitively, this rule says that given two distinct recalls, R1 and R2, already
connected to a cluster formed by counties A and B, where area L1 affected by R1 is a
subregion of area L2 affected by R2, the engine concludes that R1 is a “preferred
recall,” of interest to public health officials, unless it can prove — using rule (13) — that
there exists another recall, a certain distinct R3, covering a geographical area L3 which
is a subregion of L1, and thus more specific to cluster A, B. Notice that if users are not
interested that the engine generates “preferred recall” information, they may select not
to add atom prefrecallON to the program. The absence of this fact falsifies rules (12)
and (13), and no preferred recalls are generated by the engine.

pref_susprecall(R1,A,B,FI1,MI, LI) « (12)
prefrecallON,
susprecall(R1,A,B,F1,M1,L1I),
susprecall(R2,A,B, F2,M2, L2),
subregion(L1,L2),
RI1!=R2,
not other_more_specif(A,B,L1, R2).

other_more_specif(A,B,LI,R2) « (13)
prefrecallON,
susprecall(R2,A,B,_, ,L2),
susprecall(R3,A,B,_,_,L3),
subregion(L3, L1),
R2 !=R3.

The highly expressive power of ASP facilitates the creation of knowledge
hierarchies, organization and inference of concepts which are primary requirements for
the development of ontologies. We take advantage of the language’s expressiveness to
represent three (currently simple) ontologies in the following areas: (a) foodborne
disease; (b) food; (c) U.S. geographical divisions and North Carolina political
divisions. Due to space limitations, only the geographical ontologies are briefly
described next.
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E. Geographical Ontologies in ASP

The concepts represented in our geographical ontologies are the standards: country,
regions, regional divisions, states, territories, counties, and cities. Fig. 2 illustrates the
main concepts and relations of these ontologies. Given that public health officials in
the U.S. are mostly interested in solving foodborne disease outbreaks occurring in the
country, our data are limited to the United States. In particular, the application
developed is to assist North Carolina authorities and thus, at present, county and city
data are limited to this state. For implementation purposes, we distinguish the U.S.
Ontology from the North Carolina (NC) Ontology, given that the latter includes a
neighboring relation among NC counties. The main goals of the geographical
ontologies are to enable the engine to infer: (1) preferred food recalls based on their
geographic specificity to the state of North Carolina; and (2) clusters of foodborne
disease covering a number of neighboring NC counties.

Country
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Re%\lon subClassOf
subClassOf

Division Territory

subClassOf M
State & DC

subClassOf T
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b

County

subClassOf 1
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Fig. 2. Geographical Ontology

States are represented by facts of type (14), which include the state name,
abbreviation, and regional division. We encode 4 U.S. regions which are divided into 9
regional divisions, as adopted by the U.S. Census Bureau. The state of North Carolina
is located in the South Atlantic division of the South region, as encoded by (14)—(16).
Territories are similarly represented. Part of the food products’ distribution information
is represented by facts (17)—(21), where “nationwide” is an example of a standard way
food recall notices indicate a product has been distributed to the whole country. Rules
(22)—(25) are used by rules (12) and (13) to prove that a given recall area, namely L1,
is a subregion of another larger area, L2, and therefore information about the recall on-
going in L1 is preferred than that on-going in L2.
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us_state(north_carolina, nc, south_atlantic). (14)
division(south_atlantic, south). (15)
region(R) « division(_, R). (16)
is_us_distr(nationwide). 17
is_us_distr(R) « region(R). (18)
is_us_distr(R) « division(R,_). (19)
is_us_distr(S) « us_state(S, _, _). (20)
is_us_distr(S) ¢« us_state(_, S, _). 21
subregion (R, nationwide) <« region(R). (22)
subregion(S,R) « division(S,R). (23)
subregion(S,R) < us_state(S, _, R). 24)
subregion (S,R) < us_state(_, S, R). (25)

To infer new suspected clusters of foodborne illness, rule (2) tries to prove that there
are two neighboring counties in the state with at least a minimum number of reported
illness cases due to the same pathogen or with a generic GIU diagnosis that may be
caused by food contamination. As shown in rule (3), case records inform the patients’
county of residence. The simple NC ontology encodes 100 NC counties, e.g. fact (26),
more than 100 neighbor relations for these counties, e.g. facts (27)-(30), and around
850 cities distributed throughout these counties, e.g. (31).

nc_county(orange). (26)
nc_neighbors(orange, alamance). 27
nc_neighbors(orange, caswell). (28)
nc_neighbors(orange, chatham). 29)
nc_neighbors(orange, person). 30)
nc_city(chapel_hill, orange). (€10

F. Evidence Set and Event Evidence Indicator

The set of linked events that provide evidence of the materializing of a complex event
is called the Evidence Set. An evidence set is associated with a degree of uncertainty
as to whether an emerging outbreak event will materialize based on the information in
the event data. Rule (32) below exemplifies the computation of elements of the
evidence set. Intuitively, the rule meaning is that the engine will conclude that there is
evidence that a complaint call C, from county T implicating a food product F1 of type
FC per the FDA Code, is connected to a materialized cluster, of illness P affecting
neighboring counties A and B, if this call can be linked to an existing recall R of food
F2 manufactured by M at location L, if food 2 is also of type FC.

evidence(A,B,P,S,R,F2,M,L.FI1,FC,T) « (32)
suspcluster(A,B,P,S), nccounty(T),
suspcomplaint(C,A,B,F1,FC,T),
susprecall(R,A,B,F2,M,L), type_of( F2,FC).
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NCFEDA'’s engine computes a measure of the strength of the evidence supporting
the conclusion of an emerging complex event through a ranking that ranges from 0, or
no evidence, to a maximum of 7, highest evidence rating. The computation of the
Event Evidence Indicator (EVI) is based on the number and strength of the
relationships that connect the events in the evidence set and corresponds to the
weighted summation of EVI components calculated for the subsets formed when
linking pairs of different types of events. For example, we compute the EVI
component for the set of all events corresponding to a suspected cluster and incoming
recall notification.

5 Illustrative Application

The ASP rule-based inference engine was implemented in the North Carolina
Foodborne Events Data Integration and Analysis Tool (NCFEDA) shown in Fig. 3. In
this system, food-related events are received by the Events Manager which consists of
two components: (1) a set of databases; and (2) the Event Trigger Module. These
databases store all food-related events and geocoded datasets across all public and
private sector stakeholders contributing to NCFEDA. The Event Manager monitors the
databases for new incoming events that are evaluated by the Event Trigger Module for
selecting possible triggers. As noted earlier, and in Fig. 3, triggers are events that could
include a case related to a foodborne illness or a consumer complaint.

Web scraping techniques are utilized by NCFEDA to obtain information about
recalls of food products issued by the FDA and USDA directly from their websites.
Given that recall notifications are intended for a human audience, they are written in
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natural language which poses an additional challenge for the extraction of information.
A Semantics Module enables the extraction of events from unstructured data by
automatically parsing recall text and extraction of relevant information. We utilize a
hybrid two-step method to perform the data extraction. The first step takes advantage
of the metadata information contained in the FDA and USDA food recall webpages.
Basic pattern matching of single terms is utilized to filter metadata fields of interest,
e.g. date a recall was issued. A second step is required for information contained in the
recall notification but not available as metadata, e.g. geographic areas where the food
product has been distributed or number of confirmed illness cases attributed to food
being recalled. Sequences of alternative patterns based on the ontologies developed are
used to perform pattern matching and information extraction.

The Events Manager and Semantics Module work in conjunction with the Rule-
Based Inference Engine to analyze incoming events and determine their relevance to
the current situation(s) being monitored and/or other events previously stored in the
system. NCFEDA databases must be maintained to remain up-to-date with available
new information. The bulk of these data constitutes the history of food safety in North
Carolina and will be used by the inference engine to support or refute possible
conclusions regarding emerging food situations. Every new event arrival is analyzed
and may or may not activate one or more of NCFEDA’s inference engine rules. Using
knowledge encoded as inference rules, trigger events are processed, together with other
possible relevant events, by the Rule-based Inference Engine. The engine uses rules to
“reason” about an existing situation as described by the known facts and encoded rules,
and deduces relationships among events to determine whether there is an emerging
outbreak event.

The screen shot shown in Fig. 4 illustrates the data integration and analysis
capabilities of the application. The data sources are: 1) all illness cases records
reported to the North Carolina Department of Public Health containing among other
fields: the office visit date, probable diagnosis, and a patient’s county of
residence; 2) all recall notices of food products issued by the FDA stored as records
containing: the recall issuing date, the product recalled, the company recalling the
product, the cause for the recall — i.e. pathogen causing the contamination when
available, and areas (states) where the product has been distributed; and 3) all
consumer complaint calls implicating a food product including all of the following
fields if available: date of the call, complainant county of residence, product
implicated, retailer/manufacturer/food service provider implicated, complainant
medical status (i.e. illness, hospitalization, etc.), diagnosis, and description of the
complaint.

In the scenario illustrated, a new small cluster of salmonellosis cases has been
detected. The application searches among incoming consumer complaint calls for any
illnesses caused by Salmonella or any implicating food products susceptible to this
pathogen. The search is narrowed down to a call reporting a hospitalization due to
possible consumption of contaminated fruit. The application then searches among
both incoming and previously active recall notices to determine whether any
potentially relevant Salmonella recalls have been reported by FDA and, among those,
whether any contaminated product has been shipped to North Carolina. The engine
flags an incoming recall of a product to the state of North Carolina and previously
restricted to three other states on the West Coast of the United States. The ontologies
allow the recognition that cantaloupe is a fruit and that the pathogen causing this
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Fig. 4. Screenshot of NC Events Page of NCFEDA Use Case Showing A Warning with EVI=5

recall is also the same pathogen causing a reported illness and hospitalization, as
reported by a consumer complaint call. Fig. 4 displays the location of all relevant
events linked to this threat. When the user hovers the computer mouse over the map
icons, detailed information about each reported case/complaint is displayed. The
Event Evidence Indicator for the event is computed (EVI=5) and reported on the
corner of the pop-up window along with a message relating the illness reports, recalls
and consumer complaints, as well as the suspected food product (cantaloupe) and the
pathogen (Salmonella).

6 Conclusions and Future Directions

One of the central challenges in outbreak detection has been the inability to detect signals of
an emerging outbreak from cases of illness that may not pass a statistical threshold because
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they are spatially and temporally dispersed—and for which there are considerable time lags.
A primary contribution of this paper has been to frame the outbreak detection problem as a
complex event where events include not only structured event data (e.g. case information)
but also unstructured event data (e.g. recall or complaint data). We develop semantic
models that are able to extract meaningful information from unstructured text data that can
serve as event triggers. Using ontologies and rules we are able to discover semantic links
between events that provide evidence of an emerging outbreak event. Identification of
events that comprise the new suspected clusters of foodborne illness is accomplished using
ASP. We successfully implemented these concepts in the NCFEDA prototype. This work
is on-going and we are continuing to further develop the rule-based inference engine and
we plan to explore the use of the OntoDLV language for our ontology representations [27].
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Abstract. In this paper authors present their new proposition of system for
cognitive analysis of dynamic computer tomography perfusion maps (dpCT).
The novel contribution of this article is introducing an augmented reality
visualization module that supports real time volume rendering (VR) of derived
data. Authors also presents the results of their researches on optimization of VR
algorithm memory usage by dynamic computation of volume gradient instead
of pre-generation of gradient Authors compare five different discrete gradient
computation schemas taking into account image quality and processing speed
on two VR algorithms: volume ray casting and texture based visualization with
view aligned slices.

Keywords: Pattern recognition, cognitive analysis, dynamic brain perfusion,
volume rendering, gradient estimation, augmented reality.

1 Introduction

The ensuring of patient security during the health care is one of the basic duties of
medical personnel [1]. Nowadays many dedicated diagnosis support systems (DSS)
emerge on purpose to help physicians in everyday practice. The modern DSS has to
satisfy many requirements in order to be accepted in medical society. It has to be not
only a reliable tool (low total error rate coefficient) but also quickly generates the
support information and has intuitive interface.

In this article authors present their new proposition of system for cognitive analysis
of dynamic computer tomography perfusion maps (dpCT) that satisfies all of those
requirements.

The proposed solution is the extension of previous works [2], [3], [4]. The novel
contribution of this article is introducing an augmented reality visualization module
that supports real time volume rendering (VR) of derived data.

Authors also present the results of their researches on optimization of VR
algorithm memory usage. The huge amount of GPU memory may be saved by
dynamic computation of volume gradient instead of pre-generation of gradient.

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 135-[[4§, 2011.
© IFIP International Federation for Information Processing 2011
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Authors compare five different discrete gradient computation schemas taking into
account image quality and processing speed on two VR algorithms: volume ray
casting and texture based visualization with view aligned slices. Many similar
researches on the field of gradient reconstruction for VR were previously reported
(for example in [5], [6], [7]). Authors intention was to compare the speed of two most
popular VR algorithms with pre-generated and dynamically computed volume
gradient on clinical data using different transfer function [8] in order to justify using
one (or both) of them in their diagnosis support program. Despite the fact that transfer
function is the factor that might highly affect the speed of the VR (especially when
rendering algorithms utilizes acceleration techniques like early ray termination or
empty-space skipping [9]) we did not found papers in which transfer function was
taken into account during dynamic gradient computation. Because of that the
presented comparison is also important contribution to state of art of VR
visualization.

2 Diagnosis Support System Architecture

The authors system enables the quantitative and quality analysis of visualized
symptoms like head injuries, epilepsy, brain vascular disease, ischemic and
hemorrhagic stroke that changes blood perfusion. The new implementation of the
DMD (detection measure and description system [2]) also includes intuitive
augmented reality visualization module derived from [10]. The schema of the system
is presented in Figure 1.

dpCT data 2
1 CBV abnormalities
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%

—
oo

Prognosis
]

Patients’ data

Violume rendering 5
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Fig. 1. Data flow in DMD system with augmented reality visualization module. Detailed
description in text
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The patient’s data (1) is kept in DICOM repository. It is consisted of
neuroradiology images like dpCT, CT (computer tomography) and MR (magnetic
resonance). The dpCT is used for generation of perfusion CBF and CBV maps (2).
The next step (3) is detection of perfusion abnormalities and generation of ischemia
prognosis for infarcted tissues. The CT (or RM) data is processed and visualized with
VR algorithms (4). The data from (3) is superimposed into the 3D object (5). The
result date is superimposed with augmented reality environment (6) onto image
captured by digital camera (7).

2.1 Detection of Perfusion Abnormalities

The process of an analysis of dpCT proposed by authors is a fusion of image
processing, pattern recognition and image analysis procedures. All of these stages will
be described in this paragraph. The input data for the algorithm is cerebral blood flow,
cerebral blood volume and CT image.

Image processing. Image processing step is consisted of lesion detection algorithm
and image registration algorithm. The algorithm used for detection of potential lesions
is The Unified Algorithm detailed described in [2]. Lesion detection algorithm finds
potentially pathologic tissues (regions of interests - ROI). Image registration
algorithm is used for creating of deformable brain atlas in order to make detailed
description of visible tissues. Potential lesions are compared with corresponding CT /
MR image in order to check its presence there. This process enables proper treatment
planning. For registration purpose authors have chosen free-from deformation
algorithm proposed in [11]. The detailed (AA based) description of image in authors
system has been presented elsewhere [12].

Image analysis. Defining the features of entire image after lesion detection step is an
easy task. Algorithm measures some important from (medical point of view) features:

- Perfusion in ROI in left and right hemisphere.

- Relative perfusion (perfusion in ROI in left hemisphere divided by perfusion
in ROI in right hemisphere and perfusion in ROI in right hemisphere divided
by perfusion in ROI in left hemisphere).

- Size of ROL

The scaling factors between perfusion map and “real brain” can be derived directly
from DICOM files.

Pattern recognition. In pattern recognition step algorithm determinate what type of
lesion was detected and in which hemisphere. In order to do it is necessary to gather
medical knowledge about average perfusion values. After image processing step two
symmetric regions are detected in left and right hemisphere. Authors’ algorithm
compares perfusion in left and right (symmetrical) ROI with average perfusion norms
and place potential lesion in hemisphere where modulus of difference between
average and ROI value is greater. After this it is an easy task to determinate the type
of lesion (hemorrhagic or ischemic) simply by checking if perfusion in ROI is greater
or smaller than average.
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The last step done by the algorithm is to state prognosis for lesion evolution in
brain tissues. CBF and CBV have prognostic values in evaluation of ischemic
evolution. In many cases simultaneous analysis of both CBF and CBV perfusion
parameters enables accurate analysis of ischemia visualized brain tissues and predict
its further changes permitting a not only a quality (like CT angiography) but also
quantitative evaluation of the degree of severity of the perfusion disturbance which
results from the particular type of occlusion and collateral blood.

The algorithm analyze both perfusion maps simultaneously in order to detect:

- Tissues that can be salvaged (tissues are present on CBF and CBV
asymmetry map and values of rCBF did not drop beyond 0.48 [13]).

- Tissues that will eventually become infracted (tissues are present on CBF
and CBV asymmetry map and values of rCBF did drop beyond 0.48 [13]).

- Tissues with an auto regulation mechanism in ischemic region (decreased
CBF with correct or increased CBV).

Summing up, the output data of the algorithm is consisted of: regions of perfusion
abnormalities, AA description of brain tissues, measures of perfusion parameters and
prognosis for infracted tissues. That information is superimpose onto volumetric CT
data and displayed to radiologist.

2.2 GPU-Based Volume Rendering

Volume rendering describes a wide range of techniques for generating images from
three-dimensional scalar data [8]. These techniques are originally motivated by
scientific visualization, where volume data (three dimension arrays of pixels) is
acquired by measurement or numerical simulation of natural phenomena. Typical
examples are medical data of the interior of the human body obtained by computed
tomography (CT) or magnetic resonance imaging (MRI). The scalar data (often
monochromatic) is mapped to color space by transfer function that is often
implemented as lookup table.

The power of GPUs is currently increasing much faster than that of CPUs. That
trend forces many computer programmers to move the burden of algorithm
computation to GPU processors. Also the hardware support for interpolation of not
only 2D but also 3D texture data enables the rendering of complex volumetric images
in real time. Nowadays graphic programmers utilize high-level languages that support
implementation of highly parallel algorithms that runs on programmable GPU’s
shaders. The main obstacle that must be overcome during creation of volume
rendering algorithm is the fact that contemporary computer hardware still does not
support direct rendering of volumetric data. There are two main groups of the
algorithms that support fast visualization of volumetric data with hardware
accelerated interpolation. The first group is ray-casting algorithms the second one
texture-based algorithms. Both groups are capable to produce almost identical
visualization results but they have quite different schemas. Moreover algorithms
differs much in performance speed, which is important factor that must be taken into
account in case of augmented reality environment [14]. All algorithms described
below use tri-linear interpolation hardware support.
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Volume ray-casting algorithms. In ray-casting process for each pixel in the image to
render, algorithm casts a single ray from the eye through the pixel's center into the
volume, and integrates the optical properties obtained from the encountered volume
densities along the ray. Algorithm uses standard front to back blending equations in
order to find color and opacity of rendered pixels:

Cdst = Cdst + (1 - a‘/dst )arrc Csrc (1)

a‘/dxt = 6det + (1 - a‘/dxt )asrc (2)

Where C,, and ¢,, are the color and opacity values of the rendered pixels and

C,,. and «,, are the color and opacity values of the incoming fragment.

The popular approach proposed in [9] includes standard acceleration techniques for
volume ray casting like early ray termination and empty-space skipping. By means of
these acceleration techniques, the framework is capable of efficiently rendering large
volumetric data sets including opaque structures with occlusions effects and empty
regions.

Texture-based algorithms. The ray casting approach is a classical image-order
approach, because it divides the resulting image into pixels and then computes the
contribution of the entire volume to each pixel [8]. Image-order approaches, however,
are contrary to the way GPU hardware generates images. Graphics hardware usually
uses an object-order approach, which divides the object into primitives and then
calculates which set of pixels primitive influences.

In order to perform volume rendering in an object-order approach, the resampling
locations are generated by rendering proxy geometry with interpolated texture
coordinates.

The most basic proxy geometry is a stack of planar slices, all of which are required
to be aligned with one of the major axes of the volume (either the X, y, or z axis) [8].
During rendering, the stack with slices most parallel to the viewing direction is
chosen. In order to minimize the switching artifacts inter-slice interpolation ought to
be included [8].

The more complex proxy geometry is slices aligned with the viewport [8]. Such
slices closely mimic the sampling used by the ray-casting algorithm. The sufficient
number of slices required for accurate visualization can easily be adjusted during
algorithm performance.

2.3 Augmented Reality

Augmented reality (AR) is a technology that allows the real time fusion of computer
generated digital content with the real world. Unlike virtual reality (VR), that
completely immerses users inside a synthetic environment, augmented reality allows
the user to see three-dimensional virtual objects superimposed upon the real word
[15].
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Augmented reality shows its usefulness especially in the field of the medicine [16].
The most notable examples are deformable body atlases, AR surgical navigation
systems, interfaces and visualization systems. Pre, intra and post — operative
visualization of clinical data is a major source of information for decision making.
Augmented Reality aim at lifting this support to a new level by presenting more
informative and realistic three-dimensional visualizations [17]. In our system AR is
used as intuitive interface that enable easy and reliable manipulation of visualized
objects.

Augmented reality environment used by authors utilizes size - known square
markers. The transformation matrices from these marker coordinates to the camera
coordinates are estimated by image analysis. The details of the algorithm can be
found in [15].

3 Gradient Reconstructions for VR

IMlumination and shading within volume rendering refers to the same illumination
models and shading techniques used in polygon rendering. The goal is to enhance the
appearance of rendered objects, especially to emphasize their shape and structure, by
simulating the effects of light interacting with the object [18].

The most common local illumination model, which calculates light per pixel, is the
Phong [19] lighting model. The Phong model is made up of three parts, ambient,
diffuse and specular.

- 3
L - Lumbienl + Ldiﬁ‘itse + Lspeculur ( )
o= - . “)
‘ambient ambient ambient
Where [,,,.,, is the constant intensity of the ambient light and K ,. = is the

coefficient of the ambient reflection of the surface. The ambient term is a constant,
which simulates indirect light on the parts of geometry where there is no direct light,
they would otherwise be entirely black.

Ligise * Ko - €08(00), |0 <90°

Ld[ffme = (5 )

0 otherwise

Where [ diffuse is light source intensity, K diffuse is a material constant describing color

and o is the angle between light source and surface normal. The diffuse term
calculates the reflection of light from a surface without shininess, called a matte
surface. The light is reflected at the same angle as it is striking the surface relative to
the surface normal.

Ispeculur ’ Kspecular ’ COSm (ﬂ)’ |ﬂ| < 900

i (6)
0 otherwise

specular —
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where [ is the intensity of the incident light, K is the coefficient of

specular
specular reflection for the material, B is the angle between the reflection vector and
the viewing vector and m controls the extension of the highlight. The specular term is
added to simulate the shininess of surfaces, it creates highlights, which give the
viewer cues of light source positions and geometry details.

An essential part of the illumination model is the surface normal. In VR case a
surface normal is replaced by the gradient vector calculated at all points of interest
[20].

specular

af df df
Vf(X,y,Z): P (7)
dx dy dz
There are several methods for calculating the gradient vector. The most common are
(see Appendix: 3D discrete gradient operators):

- Intermediate difference operator (8) [20].
- Central difference operator (9) [20].

- Neumann gradient operator (10) [20].

- Zucker-Hummel operator (11) [21].

- Sobel operator (12) [18], [22].

Intermediate difference gradient takes as input four neighboring voxels, Central
difference gradient takes as input six neighboring voxels, the rest of operators take as
input 26 or 27 neighboring voxels. The 26/27 neighbors give usually a better
estimation of the gradient, but take more time to calculate. Another disadvantage is
that additional smoothing might be introduced [23].

There are two basic methods of gradient computation strategy [7]: pre-generation
of volume gradient and passing it to GPU memory by 3D texture or dynamic
computation during rendering process. The first method requires large amount of
memory (for each volume voxel the three gradient coefficients must be stored). The
second method does not require additional memory (that means it uses even four
times less memory then pre-generation) but is more expensive computationally as the
components are calculated separately. Capacity of GPU memory is still bottleneck in
VR algorithm even in visualization of typical medium-sized medical data. The
question that we answered in the next paragraph is what is the performance speed of
VR algorithms with pre-generated versus dynamically computed volume gradient on
typical (off-the-shelf) graphical hardware and if it is sufficient for our needs.

4 Results and Discussion

The five gradients calculation methods from the previous paragraph where compared
using three volume data (real CT images) of the size 256x256x221, 256x256x212 and
256x256x207 voxels. All of those models were rendered with two transfer function:
transfer function with huge amount of semi transparent pixels (Figure 2, top row) and
function without semi transparent pixels (Figure 2, bottom row). Those are two
boundary cases that might be considered in medicine practice.
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Fig. 2. Three different models based on volume CT data. Top row — models with transfer
function with semi transparent pixels. Bottom row — same models with transfer function
without semi transparent pixels.

For rendering purpose authors used two VR algorithms: volume ray casting (with
early ray termination and empty space skipping) and texture based algorithm with
view-aligned slices. The algorithms were implemented in .NET C#, XNA Framework
2.0 (Direct X 9.0) with HLSL and executed on Intel Core 2 Duo CPU 3.00 GHz
processor, 3.25 GB RAM, Nvidia GeForce 9600 GT graphic card with 32 — bit
Windows XP Professional OS.

The performance speed of VR was computed for three volume datasets mentioned
above and then averaged. The gradient calculation methods were pre-computation and
dynamic computation with 4-points, 6-point and 27-point method. The results are
presented in Table 1 and Figure 3.

Table 1. Average performance speed (fps) of 3D models as a function of rendering algorithm
type, gradient computation method and transfer function

Rendering Gradient Transfer function
algorithm computation method | Semi-transparent No semi-transparent
pixels pixels

View-aligned slices | Pre-computation 38.00 38.00
4 - points 28.33 15.67
6 - points 24.67 12.33
27 - points 8.33 2.67

Volume ray casting | Pre-computation 29.67 54.00
4 - points 12.67 32.00
6 - points 11.00 28.67
27 - points 2.67 9.67
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Fig. 3. Data from Table 1 presented in the chart. Dependents of average performance speed
(fps) of 3D models as a function of rendering algorithm type, gradient computation method and
transfer function.

The most time demanding operation is retrieving image data (voxel values) from
3D texture in GPU for computing of a gradient. This is the reason why algorithms
with dynamic computed gradients are slower than with their pre-computed versions.
The more points are needed for gradient calculation the slower the whole algorithm is.
The very important factor that highly affects performance is a transfer function that is
used for volume rendering. Volume ray casting is the fastest algorithm if the transfer
function do not have many semi-transparent pixels. It is caused by the fact that in that
case early ray termination quickly finishes the ray lookup loop. The texture-based
algorithm has to render all slices no matter if there are visible or not. On the other
hand if there are many semi-transparent pixels the empty space skipping and ray
termination will not help the ray casting to improve program speed. The number of
computation and references to 3D texture memory is higher than in texture-based
algorithm, which becomes quicker.

The second factor that we took into account during comparison of gradient
computation methods is a quality of gradient reconstruction (Figure 4). The results
was similar to those described in [5]. The intermediate difference and central
difference operator are good low-pass filters. There are also highly visible quality
differences between those two methods: intermediate difference generates much more
lighting artifact then the 6-point methods. The Sobel gradient estimation method, as
well as other 26/27-pixels gradient estimation approaches, produces less fringing
artifacts than other methods. The differences between Sobel, Neumann, Zucker-
Hummel are nearly invisible and does not affect the image analysis process. What is
more important the differences of quality (when taking into account fringing artifacts)
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Fig. 4. Volume rendering of example model with different methods of gradient estimation.
From left to right: intermediate difference, central difference, Sobel, Neumann and Zucker-
Hummel.

Fig. 5. The example visualization of superimposition of dpCT onto volume CT data in AR. (A)
CBF map with marked perfusion abnormalities. (B) The detailed view of CBV and prognostic
image. In the left top side of each image description done by DMD system. (C) The detailed
view of prognostic image. In the left top side of each image description done by DMD system.
(D) From left to right: CBV, CBF and Prognostic image.

between central difference and the high order estimation methods do not disqualify
the 6-points method. Also visualization with central difference operator is 3 to 4 times
faster than with high quality kernels.

Knowing all of those results we decided to use in our solution both visualization
algorithms with a dynamic central difference gradient computation method. After
determining the transfer function an algorithm decides which of those method runs
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faster and wuses it during session with program. That approach enables the
visualization to run with the speed oscillating near 30 fps, which is an accepted value
for our needs. The example visualization of superimposition of dpCT onto volume CT
data in AR with our program is shown in Figure 5.

5 Conclusions and Future Work

This papers presents and summarizes the results of the integration of cognitive image
analysis and patter recognition algorithm with a high quality hardware accelerated
volume renderer into an augmented reality visualization environment. Augmented
reality supplies the system with more informative and realistic three-dimensional
visualizations offering very intuitive image manipulation interface. The performance
of the presented techniques was demonstrated and evaluated in several experiments
by rendering real human CT data with different rendering techniques. The authors
also took into account the quality and speed of volume gradient estimation methods
considering transfer function type.

There are many important aspects which future work should focus on.
Superimposition the dpCT data onto volume CT / MR enables to perform more
detailed diagnosis for example taking into account not only dynamic perfusion but
also the state of the vascular system (brain angiography). The further researches
should also be done in the field of real time large volume visualization that might be
needed during superimposition of medical data of several modalities. Our augmented
reality system should also be replaced by marker-less solution that would be more
convenient for the end user.
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Appendix: 3D Discrete Gradient Operators

Intermediate difference operator:
f(xi +1,yj,Zk)—f(Xi,yj,Zk),
Vi, yz) = f(xy, +Lz2,) = f(x,y,.2:)s (8)
SOy + D= f(x.y;,2,)
Central difference operator:
fi+Ly;z)—f(x, =Ly, z),
VI (xi,y;.20) :5 fy; +hz) = flx,y, =Lz, ©))
f(xi,yj,Zk +1)—f(x,~,yj,Zk _1)
The kernel of Neumann gradient operator:

-2 0 2) (=3 0 3) (=2 0 2

szzsiz -3 0 3 -6 0 6 -3 0 3
-2 0 2 -3 0 3 -2 0 2
| 2 3 2 3 6 3 2 3 2
v, =5—2 0O 0 O 0O 0 O 0O 0 O (10
—2 -3 -2) -3 -6 -3 |-2 -3 -2
-2 -3 =2 0 0O 2 3 2
szzé -3 -6 -3 0 0 O 3 6 3
-2 =3 =2 0 0 O 2 3 2
The kernel of Zucker-Hummel operator:
V3o A3 V33
X 0 = X 0 =
3 3 —g 0 g 3 3
2 2
By BT 05 BB
3 3 3 3
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Abstract. This article describes a proposition and first examples of
using inductive learning methods in building of the image understanding
system with the hierarchical structure of knowledge. This system may be
utilized in various task of automatic image interpretation, classification
and image enhancement. The paper points to the essential problems of
the whole method: the constructing an effective algorithm of conceptual
clustering and creation of the method of knowledge evaluation. Some
possible solutions are discussed and first practical results (image filtering)
are presented.

Keywords: image understanding, pattern recognition, image process-
ing, knowledge engineering, machine learning, cognitive informatics.

1 Introduction

The starting point of presented research is the general idea of the image under-
standing methods (Figure[ll). The most important characteristic of that approach
is the extraction of the semantic content of the image (or more generally - the
phenomenon or event). It is constructed by the automatic reasoning process,
according to the knowledge about the images [5]. This scheme can essentially
improve the automatic interpretation of the events, but we can also point to
some weaknesses. The first one is the assumption that we have a useful model
of the phenomena. The process of creating the model of a domain involves both,
the definition of concepts and defining the relationships between them [4]. This
task is more formally called an ontology building. There are several tools [6]
which may support this process but the starting assumptions still depend on
the knowledge and intuition of the researcher (i.e. human being) [4]. The cre-
ated ontology describes one specific reality, so the system is often insufficiently
flexible to act in a changing environment. That is the second weakness. Another
difficulty is associated with a problem of knowledge acquisition - learning. There
is no general methodology of learning [2], we have several methods, but the open
problem is how to choose the suitable one and accommodate it to the changing
circumstances.

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 149-[[63, 2011.
© IFIP International Federation for Information Processing 2011
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The article describes an attempt to overcome these weaknesses, it explains a
simple idea of creating the concept structure according to the visible phenom-
ena. This structure includes the general knowledge about images and may be
considered as the model of the phenomena.

The method will be illustrated by the chosen examples - mainly by the method
of the removing of obstructions from image. They may be caused by the noise
(this is an often effect of image acquiring in extreme poor light condition), by
artifacts (as a result of image compression, typically occurs in USB cameras).
The obstructions may be also caused by dust or scratches (analyzing of the
archive, analog photos).

Analysis
Objects Image
on the image description

Cognitive resonance
Generation hypothesis about
image content
Verification of hypothesis

Understanding
of image

Objects in
the given reality

Knowledge
base

Fig. 1. Idea of the image understanding (based on the [5])

2 Method Outline

I begin with the problems of ontology creation. Following this approach I will
cancel or reduce all initial assumptions about the visible phenomena.

That reduction leads to the statement that the phenomenon consists of a
kind of atomic, elementary parts, called primitive objects or instances. They
corresponds to the primitive “concepts”, called also types or classes. Suffice it
to say that concepts are some kind of generalization of objects. The objects are
connected by primitive relationships. We will use the following notations:

X — space of all objects,
Xo, X C X — sets of objects,
Co, C — sets of concepts,
Do, D — sets of relationships.

So, at the beginning, we assume that Cg, Dg represent primitive concepts and
primitive relationships respectively. These sets contain the whole initial knowl-
edge. The main idea is that the general knowledge is included in the structure of
concepts. So, the increase of knowledge is possible by creating the new concepts.
I consider those concepts as the generalization of objects, therefore the presence



Hierarchical Knowledge Structure Applied to Image Analyzing System 151

of the certain objects in the given reality is a condition of the concept creating.
This universal idea is utilized in various kinds of inductive learning and learning
based on the observation [I]. The objects which make the creating of the concept
possible should be in some way significant. I assume that it will happen if objects
are connected by the relationships. A frequent, multiple presence of those objects
should strengthen their ability to create concepts, according to the simple rule:
this phenomenon occurs many times, so it must be important. Now I will be more
precise about this.

Let us assume, we can select the primitive objects and recognize them as
particular instances corresponding to the certain concepts (classification task).
Let us also assume that it is possible to check all prior defined relations between
all objects. Consider one of them, indicated by:

Tiy where: 7, € D, i € I, I=1{1,2,...,u} is a set of indices of relations.
Let us presume, r; has n arguments, so it may be satisfied by some n-tuple
(ordered sequence of n elements) indicated by:

t, teX" (nth Cartesian power of set X)

Of course, this relationship may be satisfied by many other sequence, denoted
by:

tik, where: i € I, k € K, K = {1,2,...,m} is a set of indices of tuples,
which satisfy r; relation (the first index of tuple ¢;, point to r; relation).

Just according to the selected tuples we will try to create groups (sets) of
objects that will allow us to construct the new concept. Let us define the group
G as an ordered set of selected tuples:

G={tgx:i€1, keK}

(we assume here (see above) that first index of tuple ¢;, allows us to identify
relation which is satisfied).

Let us transform the G set by the simple replacing of each object in each tuple
by the label of object type. We obtain a set, denoted by S, that describes an
abstractl] arrangement of relations in the group. The groups that have identical
or similaif] arrangement will be regarded as similar. Many such groups may
appear in the sequence of input images. So, a set of similar groups should be
consider:

G= {G13G2a"'>GZ}

The G set will be used in creation of the new concept. The next chapter presents
a simple method of construction of the G set. Generally, this task should consist
of a kind of conceptual clusteringE, in domain of defined above groups. After
the clustering process we can obtain a set of groups, which are similar to each
other, and according to this we can determine one, most characteristic group. I
will use G’ to denote this group, and S’ to denote an arrangement of relations
in G’. The whole task of creation of G’ set will be denoted by FG.

! Depending on the types, not on the particular objects.

2 Similarity may be defined here in several ways.

3 We have a n-ary relations, that might be represented by the predicate P(t), t €
X". So, the solution of the clustering task may base on the usage of first-order
representations and methods of inductive logic programming (ILP) [3].
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Fig. 2. Example of the group structure

Figure [2 shows several indexed objects 1, za,... of three types (circle, pen-
tagon, square). The few relationships are also defined (1 - red oval, ro - blue,
rs - orange, 74 - green, r5 - black). We can specify several tuples:
ts1 = (22), ts2 = (z9), tzz = (x11) (the t31 denotes 1-st tuple of relation r3)
tor = (x1,24), toz = (x1,22), t23 = (28,%9), t2sa = (28, 27)
ty = (23,25), taz = (210, 211),
t11 = (xlaanZS)a t1o = (x97$835£10)~

So, I can point to two groups “strongly” connected by the relations:

G1 = {t317t21,t22,t11}7 G2 = {t327t24,t23,t12} then G = {G1,G2} and for
example: G’ = Gy

Let us go back to the main problem. As a first approximation, we can say:

new concept = S’

The new concept is treated as an arrangement of relationships enriched by the
information about the types of their arguments. To let us describe the new phe-
nomena more completely, it should contain an additional information. The new
object (of a new concept) may be defined as a combination of several sub-objects
according to the structure of the group (see next part of this chapter). The new
objects may have new attributes (new properties vector). The objects should in
some way inherit properties from sub-objects. It may be done for example by
the simple copying, calculating a sum or average of given values. More gener-
ally, we can imagine the task of calculating the attributes as a combination of
certain standard transformation. Let FA be a whole process of creating of new
properties vector.

There is another significant question. The new objects are the combination
of sub-objects, but may they be applied as arguments of old relationships? Or,
should the old relationship be rather redefined in order to be applied to the
new objects? It depends on how long we require the new objects to inherit a
behavior of its parents. To be more precise, it depends on how the attributes
are transformed (in the previous FA process) and what new interpretation they
have. Let FR be a process of adapting or creating the new relationships.
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Finally, we can consider the concept as a composition of elements:
S".FG,FA,.FR

So, the creation of the new concept is performed by the combination of transfor-
mations FG, FA and FR. As a result the new concept, new relationships and
new objects are obtained. We can join them into the C, D, X sets respectively.
The whole process may be operated repetitively. This results in creating a hier-
archical structure of concepts and hierarchical structure of new objects, see the
Figure [Bl The structure of concepts includes the new general knowledge, while
the structure of objects contains the knowledge about the particular scene. The
structure of concepts may be also treated as a model of given reality. Thanks to
hierarchical form, the knowledge may be interpreted, verified, adapted to other
systems and finally understood by the man.

Thus, there are two general aspects of learning. First is associated with the
process of the creating of the concept structure. It means a building of the model
of the reality. The second kind of learning (creating of the structure of objects)
deals with the acquisition of knowledge about particular objects (scene).

Objects on Objects on Image
real scene image description

Creating of new
concept and object

Set of Objectﬁ Set of concepts
— knowledge — general
about particular knowledge
image

Fig. 3. The iterative process of knowledge creation. If the new concepts are not created,
the action may be called an “image interpretation”.

There still remain two important matters. The first one is associated with
the question: is this knowledge really useful? The knowledge evaluation may be
performed in several ways:

— By the practical action.
Let us imagine the system as an agent acting in the certain environment.
According to the given scene and its own concept structure the agent can
create the structure of objects. Then, the correlation between the existence
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of the certain concepts and the agent’s ability to make correct decisions (or
simple ability to survive) can be computed. We assume that the agent be
able to do the correct decisions has the most useful knowledge. This approach
may be used especially in evolutionary algorithms.

— By the defined performance function.
The hierarchical knowledge may be interpreted, so a direct method of its
evaluation may be defined.

— By the using of the arbiter, teacher (supervised learning).

The second important problem mentioned above, is how to find the best concept
structure (i.e. system knowledge). This task may be treated as the task of the
optimization of the function in a multidimensional space. It seems to be prop-
erly defined; we have the criterion functiorﬂ we can also control the process of
creating the concept structure. That suggests that to find the suitable concept
structure we can use one of the well-known techniques, for example:

— “Trial and error method”.

— Certain kind of evolutionary algorithm (a particular system is considered as
an individual).

— Kind of Monte Carlo method.

However, the direct usage of such methods is problematical. The particular con-
cept structure is generated as a result of multiple execution of transformation
FG, FA and FR. There are many possible variants of these transformation.
The solution is one point of the extremely large hypothesis space. In order to
decrease the number of solutions, we can propose some heuristic approach. As-
sume generally that the selection of each transformations is done with the help
of a certain local criterion functions. These functions play a role of a guide that
helps searching through the decision tree. The next parts of article provide more
details.

3 The Simple Solution - The Example of Using the
Method in the Image Analysis System

The examples that will be described in the next chapters have been tested in
the simple image analyzing system which has been designed mainly as a field
of experiments. The first example is trivial, but allows us to point to some
important properties of the method.

The first steps refer to defining the initial sets Cg,Dg (primitive concepts
and relationships). As a system input is considered a sequence of pictures from
CCD camera (I have used figures of animals drawn by a child). By using the
segmentation method we can identify sets of pixels which create a simple raster

4 Tt may be directly the performance function, or some functions that depend on the
teacher’s decision or effects of the practical action.
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figures. These figures may be easily transformed to vectors with properties like:
number of pizels, color, center coordinates, approximate shape. This structure
will be considered as a primitive object. Between such objects some primitive
relationships are defined: binary - neighboring, and a few unary, for example:
having a small size, having a red color.

The next steps relate to the FG, FA and FR transformations.

1. The FG transformation, selection of the G and G’ sets.
The relationships which hold between the objects in the groups generally refer to
any, multi-argument predicates. In this simple case I will take into consideration
only one- or two-argument relationships. A group G will be created by one main
object 0,, € X and several objects which are connected with it by some relations.
That group may be easily determined by checking all possible relationships of
the o0, object. In this way we can create groups for all o,, objects. Having the
set of groups, a simple clustering can be performed. In this connection we should
draw attention to several universal criteria:

1. The basic criterion - number of similar groups. The groups which have iden-
tical arrangement of relationships are similar (see previous chapter), and
may create a cluster. The number of groups in this cluster indicates how
important it is. The arrangement of the groups will be called a “pattern”.

2. The validity of objects that create the groups. After a few iterations of the
concept creation process we obtain many combined objects. Each object may
be evaluated directly basis on the number of objects that were included.

3. The validity of the relationships between the objects of the group. In the
simple way it can be expressed by the number of relationships that connect
objects in the group. In addition the amount of one-argument relationships
that are satisfied by the main o,, object may be respected.

4. The “parent-child” restriction. Let us presume, we create a new group Gy
based on the main object o,,. Let o0, (as a combined object) consist of
“parent” object o,. Assume that the new group Gy includes also the o,.
Such a “double” object as a redundant should be deleted or, if not, the
evaluation of such a group should be decreased.

5. The similarity to old patterns. The similarity between groups on the ana-
lyzing scenes is of course a base of clustering. But the similarity between
the new groups and groups that was already used to create the concepts is
undesirable. It may result in creating a redundant concept.

According to the given rules a sorted list of sets of groups can be made. The best
element that may be considered as the G set will be used to create the concept.
So, the mentioned above criteria play a role of local criterion functions (guide
function) that help searching through the decision tree (chapter [2]).
2. The FA transformation, definition of new properties vector.
The calculating of the attributes of the new objects must base on the properties
of the component objects. Without going into details, we can calculate the sum
(number of pizels), average (color, center coordinate) and maximum (shape).
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3. The FR transformation, process of adapting or creating the relationships.
In described case the new concepts inherit all old relationships.

After a description of the FG, FA and FR transformations, we should still
explain how we will evaluate the knowledge and which searching algorithm will
be used (chapter ). In our very simple case the evaluation will depend on the
“agent’s ability to survive”. Therefore we use an uncomplicated “trial and error
method”.

ﬁﬂ# a..' ﬁ.#
/‘:Rﬂ‘ . 4 ’w'

Fig. 4. The input sequence of pictures - the figures of animals

Figure dlshows the sequence of analyzing pictures. The next picture (Figure Bl
presents processed images and frames showing the “state” of the system. The green
circled item (top right) is an example of a pattern.

1.7171.71.7 |34 ct 8 ## 3 qqq 18
The list of defined concepts is shown in the left-center frame. The red circled
item:

type 10 ct 8 qq 5 pat: 1.7 1.7 1.7 1.7 | 3 4
shows the definition of type 10, that represents something having big, blue body
and four green legs. We can consider this as a concept “horse”. The bootom
frames show the system state after analysis of second and third images presented
in the Figure @l We can identify two another concept:

type 11 ¢t 0 qq 1 pat: | 5 6

type 13 ¢t 10 qq 6 pat: 1.11 | 2 4
The first one we consider as a “rider”, while the second as a “rider on the
horse” (the object of type 11 “rider” is connected to the main object of type
10 “horse”). The creation of the last concept was possible when the concept
“horse” was created first. We can say that the proper interpretation of a new
phenomenon is possible when the suitable knowledge is available. Without them,
it may be understood as a “dragon” with four legs and something red on the
top.

5 1.7 - relation 1 neighboring; holds between the main object and four others of type
7, 3 4 - properties of main object having a blue color, having a big size, ct 8 -
type of the main object (index of concept on the list), ## 3 - number of the
group of objects that match the pattern, qqq 10 - value of performance function of
pattern.

5 Type 10 - number of type, ct 8 - type of the main object, qq 5 - value of validity
function of that type, pat: 1.7 1.7 1.7 1.7 | 3 4 - the pattern described earlier (objects
of type 7 have properties 2,5; having a green color, having small size).



Hierarchical Knowledge Structure Applied to Image Analyzing System 157

mwpaﬂ.am: -
qqq

1
1.7 1717 |34 ot MH3 qaq 1

1718 |25 a7 W8 qqq16
18 |25 of i3 quq5
|34 ctB W1 qqq?

soned list
17 18 |25 ct7 A#1B qqq 16 :
17171717 |34 otf W3 qoq 10

17070707 707 |34 et W qqed

17T LT |34 ctE MY qe b

18 |25 7 W3 qqq5

134 ct® W1 qqq2

current concepts
type0 et qq
type 1 6t0
bype 2 ot
typed ot
typed ot
types et
typef et
type7 ot gqi pat |25

typed ot qqi pat: [34

fype 10 18 g5 pat 1.7 1.7 1.7 1.7 |34

FEREE

2885588
3E

34
typed 17 qqF pat:17 18 |25
pe 5 pat: 17 1.7 17 1.7 |34

EEEEEEERE

Fig. 5. The interface of the image understanding system - the concept definitions

4 Image Filtering - Obstruction Removing

The presented above example was an illustration of the method, while the current
case may be also applied practically. The task deals with the method of the image
quality enhancement. For simplicity, I will only go about the removing of the
dust, noise effects or artifacts. The main problem here is how to recognize the
little obstructions (artifacts, dust seeds) among other small objects on te picture.
The simple image recognition methods consider the properties of the objects, but
it is not enough to perform a correct classification. The other small objects have
often the same properties. We should also take into consideration relationships
between the objects.

As well as in the previous case we have the raster image, so we will also
follow analogous steps. The first step corresponds to the definitions of the prim-
itive concepts and primitive relationships (initial sets Cy, Dy, chapter (). Like
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in the previous example we can obtain (after a segmentation) sets of pixels that
represent the objects and then we can calculate the vectors of object proper-
ties (identical properties are used: number of pizels, color, center coordinates,
approzimate shape). The figure [f]shows an example of raster image (part A), ob-
jects after the segmentation process (part B) and the “map” of primitive objects
(part C).

Fig.6. A: example of raster image, that represents a fragment of a house roof.
B: objects after the segmentation process (a region growing method was used).
C: “The symbolic map” that depicts all object on the picture in the form of sym-
bols (small circles). The unique name tags of objects as well as labels of their type are
also displayed. D: Objects of learning strings (see the next chapter).

The definitions of the relationships are also analogous. There are defined unary
relations concerning properties like color and size (see chapter [3). In order to
better convey the spatial interactions between objects, the binary relationship,
neighboring (chapter B) is split into two variants. They are: neighboring up (ob-
ject is above the other one) and neighboring down.

Again, also the processes FG, FA and FR will be defined similarly.
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In accordance with the our methodology, the next steps should involve two
problems:
- the evaluation of the system knowledge,
- the choose of the the optimization method.

4.1 Evaluation of Knowledge

A result of the working of the system is an enhancement of the picture quality, so
it may be judged by the man. We can imagine thousands of output pictures gen-
erated by the systems (having different variants of knowledge). Their evaluation
in this way is of course impossible. But remember, we are able to interpret the
structure of the concepts (chapter ). So, we will try to define the performance
functions that should evaluate the possibility of usage of the concept structure
in the classification task.

Let us divide all concepts which have been created to two parts. Let first of
them correspond to the concepts which describe the “normal” objects that may
appear in the picture (for example: trees, lives, homes, roofs, chimneys, cats,
cat’s eyes, dogs, and so one). Let Cy denote that concept set. In contrast, the
second part, denoted by Cy corresponds to the obstructions (artifacts, scratches,
dust etc.) Additionally, consider the set of primitive objects (denoted in chapter
by Xo ). Based on this set two subset can be created: Sy, S; C Xg . Let Sy
includes objects which (according to us) may be a part of “normal” objects that
belong to concepts from C. Similarly, Sy will be a set of primitive objects which
may create objects of concepts from Cy. The Sy and S; may be considered as
training sets (learning sequences), created by the teacher. Our goal is to build
such a knowledge (i.e. concept structure) that allows us to good distinguish
between objects belonging to concepts from Cy and C respectively. If so, any
object belonging to concept from C set should include (as combined objects) a
lot of primitive objects from S; and very few (or none of them) from Sy. Many
kinds of functions which have this property can be proposed, for example:

0 if mg>miorm;=00rmg>1
= 1
H(©) { ZT; otherwise 1)
where:
CeCy

n — number of objects that belong to C' concept
n1 — number of elements in S;
mgo — number of primitive objects from Sy that were used to create
objects of C' concept (the objects have the hierarchical structure,
so the usage of the primitive objects may be direct or indirect)
mj — number of primitive objects from S; that were used to
create objects of C' concept
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The value of f; function goes to 11 when concept C' includes objects that
have been built using many elements of S;. Even if one element from Sy has
been used, the value of function is &

In the same way a function fy that evaluates the possibility of recognition of
“bad” objects, belonging to concepts from Cy may be defined.

Having the functions:

fo(C9), where: C7 € Cy,j =1,2,...
f1(C*), where: C* € C1,k =1,2,...

which evaluate all concepts from Cy and C; we can propose measure that eval-
uate the whole knowledge. This function may be based on a calculating of a
maximum or weighted average of value of all fo(C?) and f;(C*). The measure
used in our case will be defined later.

Let us note here interesting property of our system: its ability to work cor-
rectly without complete knowledge about all objects. The teacher who creates
the training set selects such primitive objects, which are, according to him, most
relevant and represent “difficult cases”. Having such learning sequence the sys-
tem must build complex structure of concepts, which may precisely interpret
such difficult situations. However, a visible image includes a lot of “normal” ob-
jects whose components not appear in training sef]. In that case, the creation
of concepts not involves using the evaluation criteria. The created concepts are
mostly a small, uncomplicated and even desultory structure. So, automatically
created knowledge structure is accurate in the crucial areas, while outside it has
more accidental character. Our system may not “know” what is the cat’s leg,
but it must create the concept “cat’s eye” in order to distinguish between small
objects that were presented in the strings Sy and S;.

Let us go back to the filtering task. First, with the use of the learning method,
introduced above, we should create the set C. Then, we may propose several
variants of filtering procedure. In our case it is defined as follows:

1. Based on the given picture determining the primitive objects.

2. Among them finding the “suspicious” objects, which may be the seed of dust.
This is an easy task. Due to the huge number of such objects, system usually
creates the concept of “something small”. It is also possible to directly choose
the small objects from all primitive ones.

" Normally: m; < n, one object from C concept is created according to only
one primitive object from Si, however there may exist object in C' which are
not be created based on the object from Si. Additionally, what is obvious:
m1 < ni.

The construction of the other forms of f; function involves also the usage of mo and
my. If it is possible, the function should be independent on absolute value of ni, n
and normalized to the chosen range, e.g. (0,1).

The optimization method, se the next chapter, creates often many concepts in one
route.
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rank. lizt A
910 |25 ct10 #H4 ggql2

810 |25 ct10 #H 4 ggql12

810 910 |25 «ot10 ##1 ggq 1

8917 125 ct10 #H2 gogg 11

810 |37 ct11 #H2 gag 11

|7 ctD ##33 quq7

15 ctO #H52 qgq7

127 ctO #85 goggd

147 ctO #8171 gogg3

125 ct10 H#10 gog3 3

cument relcon set eval=0,33333333333 A
twp 0 ct0 ggl pat
twp1 ct0 ggl pat
tp2 ct0 ggl pat
wp3 ct0 ggl pat
twpd ct0 ggl pat
wp5 ct0 ggl pat
twp B ct0 ggl pat
tp 7 ct0 ggl pat
wpd ct0 ggl pat
wp3 ct0 ggl pat
wp 10 ct0 qql pat |25

twp11 ct0 gql pat 137

wp12 ct11 gq2 pat 810 |37

Fig.7. The upper frame: ranking list of the arrangements of the relationships. The
bootom frame: set of defined concepts.

3. Creating the objects of all concepts from Cj.
4. Removing all suspicious objects which are not a components of the objects
of C concepts @p

One remark that only the concepts from C} are used here, so the function that
evaluates the whole knowledge (see above) may be defined very simply:

m

() = Z fr(C™), C* € Cy,m — number of elements in C; set  (2)
k=1

Figure [ D. depicts objects of learning strings Sy (red) and Sy (blue) (for the
sake of better view they are superimposed on the raster picture). After a process
of concepts creation (described in next chapter) a small concept structure was
build, depicted in the bottom window of Figure[ll The item:

typ 12 ¢t 11 qq 2 pat: 8.10 | 3 7
is a definition of a concept that may be interpreted as a small, dark object
situated above the brown, big ond . The Figure [§] presents two created objects

10 Tn the complementary method we can create the set Cop (learning utilizes fo func-
tions). Then, in 4th step we should remove suspicious objects which -are- a compo-
nents of the objects of Cy concepts.

Type 12 - number of concept, ct 11 - type of the main object, qq 2 - value of validity
of that concept, pat: 8.10 - relation 8 - neighboring up, holds between the main object
and the object of type 10, 3 7 - properties of whole object: having a brown color,
having a big size, furthermore, typ 10 has properties: 2,5 - having a blue color, having
small size.

11
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Fig. 8. The two instance of concept “rod of the lightning conductor attached to the
roof”, 12 - number of type (concept), 194,195 - uniqe labels of objects.

of this concept (superimposed on the raster picture). We can identify new concept
as the rod of the lightning conductor attached to the roof. The objects of new
concept may be distinguished from other objects nearby.

4.2 Optimization Method

The whole task of knowledge building may be considered as a task of optimiza-
tion of a mutli-argument function. The creation of the knowledge (hierarchical
concept structure) is a multi-stage iterative process (chapter [2) On each stage
we should determine the FG, FA and FR transformation, but in our case the
transformation FA and FR will be always identical. So, we must determine only
the FG transformations, which corresponds to choosing the groups of tuples. In
this problem we will be supported by the heuristic method. On each stage we
may rank the groups according to a certain local criterion, which estimates the
possibility of the group to make a useful concep. From the best groups we
choose a certain number of groups and basing on them we create the concepts.
There remains the question which of the groups to choose. The labels of groups
on the ranking list on all the stages may be considered as arguments of the
function being optimized. The Monte Carlo optimization method has been used
here. The concept described in previous point (chapter BI]) was generated in
this way. The figure [[] (upper frame) presents ranking list of the relationship
arrangements on the last stage of the crating the hierarchical concept struc-
ture. The values of the local criterion functions are displayed on the end of
each line.

12 We will not discuss the various forms of this function, its definition may respect the
criteria from chapter [3 first of all the number of tuples in the group.
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5 Conclusions

The conception of knowledge as certain hierarchical structures is relatively sim-
ply, but also limited. It not agrees with the many modern ways of understanding
the term ”knowledge” [2]. Despite this, described approach may be useful in
the tasks of the ontology building, knowledge acquisition and interpretation of
particular phenomena. This is connected with a prospect of creating of these
structure fully automatically. Of course everything depends on the abilities of
developing and applying the appropriate methods. So, the most essential chal-
lenges are:

Adapting the existing algorithms of clustering to the task of clustering of
groups.

Finding the methods of evaluating the knowledge.

Finding the heuristic rules that allow us to accelerate the process of the
search of the proper knowledge structure.

Developing the methods for creating the new objects properties and rela-
tionships.

Without a progress in the solving of these problems the method seams to be
only a kind of tool to create “something from nothing”. The paper provides
some solutions of the problem. They should be treated as an incentive to further
researches.

References

1. Michalski, R.S., Steep, R.: Learning from Observation: Conceptual Clustering. In:
Michalski, R.S., Carbonell, J.G., Mitchell, T.M. (eds.) Machine Learning: An Arti-
ficial Intelligence Approach, vol. 2. Morgan Kaufmann, San Mateo (1986)

2. Michalski, R.S.: Inferential Theory of Learning and Inductive Databases. In: UQAM
Summer Institute in Cognitive Sciences, June 30-July 11 (2003)

3. Muggleton, S.H., De Raedt, L.: Inductive logic programming: Theory and methods.
Journal of Logic Programming 19(20) (1994)

4. Russell, S., Norvig, P.: Artificial Intelligence: A Modern Approach, 3rd edn. Prentice
Hall, Englewood Cliffs (2010)

5. Tadeusiewicz, R., Ogiela, M.R.: Medical Image Understanding Technology. STUD-
FUZZ, vol. 156. Springer, Heidelberg (2004)

6. Gennari, J., et al.: The evolution of Protégé: An environment for knowledge-based
systems development. Int. Journal of Human-Computer Interaction. 58(1) (2003)

7. Wjcik, K.: Inductive learning methods in the simple image understanding system.
In: Bole, L., Tadeusiewicz, R., Chmielewski, L.J., Wojciechowski, K. (eds.) ICCVG
2010. LNCS, vol. 6374, pp. 97-104. Springer, Heidelberg (2010)



Evaluation of Topological Vulnerability of the
Internet under Regional Failures

Wei Peng', Zimu Li?, Jinshu Su', and Muwei Dong'

1 School of Computer, National University of Defense Technology,
Changsha, Hunan, 410073, China
{wpeng, sjs,mwdong}@nudt.edu.cn
2 Network Research Center, Tsinghua University, Beijing, 100084, China
1zm@cernet.edu.cn

Abstract. Natural disasters often lead to regional failures which can fail
down network nodes and links co-located in a large geographical area. It
will be beneficial to improve the resilience of a network by assessing its
vulnerability under regional failures. In this paper, we propose the con-
cept of a-critical-distance to evaluate the importance of a network node
in the geographical space with a given failure impact ratio . Theoretical
analysis and a polynomial time algorithm to find the minimal a-critical-
distance of a network are presented. Using real Internet topology data, we
conduct experiments to compute the minimal a-critical-distances for dif-
ferent networks. The computational results demonstrate the differences
of vulnerability of different networks. We also find that with the same
impact ratio «, the studied topologies have smaller a-critical-distances
when the network performance is measured by network efficiency than
giant component size.

Keywords: network topology, vulnerability, regional failure, critical dis-
tance, algorithm.

1 Introduction

Complex networks like the Internet play an important role in today’s world.
The society and our lives heavily depend on these networks. For example, most
of data communications are accomplished through the Internet. However, as
a fast-growing system, the Internet may become vulnerable to intrusions and
failures since it integrates more and more components, services and functions.
It is generally believed that the current Internet is not so robust or resilient
to failures as a critical infrastructure. A breakdown of the Internet for a short
while may result in the loss of a large fortune. Considering the importance and
the central role of the Internet, its vulnerability has been studied from various
aspects.

The topology of a network ranks foremost among all factors which influence
the network vulnerability. During the past years, great efforts have been paid
in evaluating the vulnerability of a network topology and finding efficient algo-
rithms to enhance the robustness of a network. In most of the works, a network

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 164-[[79, 2011.
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topology is studied as a pure graph without considering the geographical proper-
ties of nodes and links. The network vulnerability is often studied on the logical
network topology instead of the physical network topology.

Network nodes or links in a large geographical area may fail to work dur-
ing the outbreak of electric black-outs and natural disasters like earthquakes,
floods and tornadoes. For example, the Taiwan Earthquake in December 2006
damages several undersea cable systems in Asia and the communications be-
tween many Asia sites and U.S. sites are disrupted for several ten minutes to
hours later. Such regional failures have geographical locations and exhibit strong
space correlation among network nodes and links. Therefore, the geographical
distribution of a network will have great impact on its vulnerability on regional
failures. It has been shown that complex networks including the Internet are
resilient to independent random failures, but fragile to intentional attacks [I].
The vulnerability of the Internet under regional failures is still an open issue.

In this paper, we study the vulnerability of the Internet under large-scale re-
gional failures using its city-level topology. A large-scale regional failure means
that a significant number of network nodes or links located in a geographical area
become unavailable due to natural disasters, electrical black-outs or terroristic
attacks. By studying the vulnerability of the Internet in geographical space, we
can understand the impact of the geographical properties of the Internet on re-
gional failures. It also helps to identify not only the critical nodes and links, but
also the critical area in the network. By the study, we will evaluate the impor-
tance of network nodes under regional failures and explore the necessary failure
impact range to incur a certain level of degradation of network performance.

To achieve the goal, we develop a binary disk-shape regional failure model as
a start. Then the concept of a-critical-distance is introduced where « is a given
failure impact ratio. The properties of the mapping function from failure impact
range to failure impact ratio is analyzed. Based on the properties, a polynomial
time algorithm is proposed to calculate the minimal a-critical-distance given the
impact ratio o and a network topology. We collects topology data sets from the
Internet and annotate network nodes with geographical locations. Using the real
topology data, we evaluate and compare the network vulnerability of several
countries. The experimental results reveal the differences among the studied
topologies. We also find that smaller failure impact distances are required when
the network efficiency [2] is used as the network performance metric than the
giant component size.

The rest of the paper is organized as follows. Section 2 presents a short survey
on the related work. Section 3 describes the vulnerability model and the algo-
rithm to find the minimal a-critical-distance. The experimental results using real
topology data are presented in section 5. We conclude the paper at last.

2 Related Work

Numerous efforts have been devoted to the study of the network vulnerability,
including proposing vulnerability measures and methods to evaluate the vulner-
ability of a network, proposing measures and methods to find critical nodes and
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links in a network. However, few works have explored the network vulnerability
issues under geographical correlated failures.

Basic network vulnerability measures are derived from global graph properties
like the number of nodes and edges, the lengths of pairwise shortest paths. These
measurement criteria include average or characteristic path length, giant compo-
nent size, network efficiency [2], N-Q measure [3], algebraic connectivity and natu-
ral connectivity [4]. Based on these measures, the vulnerabilities of networks with
different characteristics are investigated. For example, the giant component size is
widely used in the research of complex networks. It is shown that scale-free com-
plex networks including the Internet is vulnerable to intentional attacks with their
power-law features [1]. The algebraic connectivity is used to study the robustness of
networks of three types subject to random node and link failures [5]. Dinh et al. [6]
investigated the measure called pairwise connectivity and formulate the vulnerabil-
ity assessment problem as a NP-complete problem and present pseudo-
approximation algorithms to detect the set of critical nodes and critical edges.

To assess the importance of nodes on the vulnerability of a network, local
nodal measures are proposed, including degree centrality, betweenness centrality
and closeness centrality [7]. In [§], a distributed algorithm for locating criti-
cal nodes is proposed based on spectral analysis. Kermarrec et al. [9] propose
a measurement called second order centrality and use random walk to assess
node criticality in a distributed manner. Arulselvan et al. [I0] have shown that
the critical node problem in a graph is a NP-complete problem and proposed a
heuristic algorithm for it. Other approaches consider logical network attacks [11]
and the role of humans in system security models [I2].

All above approaches aim at the logical network topology, without considering
the geographical properties and correlated regional failure effects.

Hansen et al. [I3] studied the network resilience under regional failures at
routing layer. Grubesic et al. [I4] Studied the Node Removal Impact Problem
in the geographical context. In [I5], the vulnerability of networks is assessed in
geographical space by modeling the physical network as a bipartite graph. The
location of geographical disasters that maximize the capacity of disconnected
links is studied. Specifically, a polynomial time algorithm for finding the loca-
tion of a vertical line segment cut is proposed. The problem is further studied
by applying geometric probability techniques to calculate network performance
measures on a random line-cut [I6]. Agarwal et al. [I7] establish a probabilistic
geographical failure model and use computational geometric tools to identify
vulnerable points within a network. Their algorithms are applied in three opti-
cal WDM networks within the continental USA. In [I§], both nodes and links
located in failure impact area are assumed to be down after a regional failure. Us-
ing the European network COST-239 as test network, the authors present some
preliminary results by simulating regional failures with three impact ranges.

The previous works try to find the optimal location of geographical failures that
maximize the failure impact with a given failure impact range. In contrast with
these works, we try to find the optimal regional failure area or the weakest portion
of a network that decreases the network performance to a threshold value.
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3 Vulnerability Evaluation Method

3.1 Regional Failure Model

Regional failures belong to the category of multiple-failure scenarios and a large-
scale regional failure often occurs in a geographical area where nodes or links
may crash or fail to work. A regional failure can affect only a small part of the
network, but it can also damage the network severely if it happens in a crucial
area and affects enough number of network nodes or links. The area where a
regional failure takes effects is defined as the failure area. A regional failure is
described by its failure area and the failure probability of nodes and links in the
area.

The failure area of a regional failure can be in any shapes. For simplicity, we
define a binary disk-shape failure model which is characterized by its epicenter
position and the failure impact range in a 2-dimension space.

Definition 1: The binary disk-shape failure model is defined as (L0, r), where
L0 is the location of the failure center and r is the failure impact range. For
node 1, if its distance to the failure center is measured by dd;, the state of node
1 after the failure will be:

Si:{o 5 dd,’ST (1)

1 , else

The state 0 means that the node is down while the state 1 represents that the
node is still up.

The failure model defined above is deterministic, while one could use more
complex models like the probability failure model in [I7]. In many cases, a simple
model with less complexity can provide enough information for network oper-
ators, so we focus on the binary disk-shape failure model in this paper. Our
model is similar to that in [I8] and the difference is that we do not consider links
traversing the failure area.

3.2 Vulnerability Measurement

Many statistical metrics have been proposed to quantify the failure impact. In
this paper, we consider the following performance metrics:

— S: giant component size, which is the number of nodes in the largest con-
nected sub-graph after a failure;

— E: network efficiency [2], which is defined as the sum of inverse values of all
shortest path lengths in a graph. Given a graph G, its network efficiency is
defined as 1 1

=—— T (2)

i#jec I

where n is the number of nodes in G and d; ; is the shortest path length

from node i to node j.
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The giant component size is widely used in assessing the robustness of com-
plex networks under random failures and intentional attacks. It can characterize
network partitioning to some extent. However, if the network remains connected
after a failure, it will fail to quantify the impact of the failure. Comparatively,
the change of network topology can be revealed by the network efficiency since
it will decrease with the increasing of path lengths after a failure. So it is bet-
ter to assess the performance degradation using network efficiency than giant
component size if the computational complexity is bearable.

Given the parameters of a failure and a network topology, we can calculate the
performance metrics before and after the failure. The evaluation of the vulnera-
bility of a network is the reverse problem. That is, we need to find the minimal
failure impact range to break down a network and the crucial portion of the
network. The weakest area in a network is the Achilles’ heels of the network.

To achieve the goal, we introduce the concept of a-critical-distance which is
the minimal impact range in a regional failure when the network performance
metric is reduced to « times of the initial value before the failure. o (0 < o <1)
is called the impact ratio. Like the approach in [18], we assume that the epicenter
is the location of one node in the network. For node i, we use the mapping F*
to define the relationship between the impact ratio o and the impact range r.
Formally,

o = Fi(r) (3)

The reverse mapping of F is denoted as Fi(=1).

Definition 2: Given «, the a-critical-distance of node i is the minimal impact
range r{* when node ¢ locates at the epicenter. That is,

r® = min F*Y () (4)
The mapping F* of node i has the following properties.
Property 1: For any r > 0, 0 < Fi(r) < 1.
Property 2 (Monotonicity): If 1 > ra, then F'(r1) < F'(rs).

Property 3: If the maximal distance from node i to any other nodes in the
network is d7*?®, then for any r > d7**®, F'(r) = 0.

The property 3 means that all nodes will go down if the failure impact range
covers all nodes in the network. The network performance is measured as zero
when all nodes go down or isolated and the network is totally unavailable.

Let the distance from node ¢ to node j be d; ;, 1 < j < n, j # i. We sort the
distances from node 7 to other nodes in ascending order. Let the sorted distances
bedir, <dik, <...<d;p,_,. And we assume that nodes co-located with node
¢ on the same position will be down when the failure impact range r = 0.

Property 4: (1) If dix, <r <dik,,.,, 1 <j<(n—2),then F'(r) = Fi(d,);
(2) if 0 <7 < d;x,, then Fi(r) = F'(0);
(3)ifr >d; g, ,, then Fi(r) = F'(di, ,)=0.

Based on the property 4, we can get the conclusion that there will be at most
n distinct values of o for each F*.
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Fig. 1. Illustration of Property 4 and 5

Property 5:if p > q, F'(d; ,) < F'(dix,)-

Figure[Ilis an example to illustrate the Property 4 and 5. In fact, the mapping
F? is a monotonic step-decreasing function of failure impact range r.

For node i, let F;; = F'(d;,) for short. Based on the sorted distances
(diky,dikay---sdik, ), we define E;') as the sequence of node i followed by its
p nearest nodes.

Definition 3: The p-node-sequence of node 7 is defined as E;; = (i k1, ko, ..., kp).
The complementary p-node-sequence is defined as CE;; = (kpt1,---  kn—1).

If a node v is in the p-node-sequence, it is denoted as v € E;. If for any v € E;
and any u € EJ, v € £, and v € £, then we say £, = EJ. In such a case, the
regional failure centered at node 7 with the impact range d; , will take the same
effects on the network as the failure centered at node j with the impact range
dj7kp.

Property 6: For any p, 1 <p < (n—1), if E; = EJ, then F}, = FJ.

Property 7: If the complementary p-node-sequence C’EI"7 and CEIJ)' have the

same node sequence, then for any m, (p+1) <m < (n—1), F¢, = FJ,.

Property 8: For any node i and j, max {0, (rs — dij)} <rg < (r$ +d; ;) and
max {0, (" —dij)} < 7§ < (rf +dij).

Property 9: For any node 1, lréljagxn {o, (rs — dij)} <rg < 1I§nji£n(r? +d; ;).

Property 7 is a special case of Property 6, because if C’Ef) and CEIJ)' have the
same node sequence, then for any m, (p+1) <m < (n—1), E!, = EJ . Property
8 relates the a-critical-distances of two nodes with the distance between them.
Property 9 can be induced from Property 8 directly.

For different values of «, a node will have different a-critical-distance values.
Given the value of a, we can assess the importance of the location of a node
with its a-critical-distance. Smaller the a-critical-distance is, more important
the node location is. Therefore, we evaluate the vulnerability of a network by
finding the node with the smallest a-critical-distance in the network.
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3.3 Finding Minimal a-Critical-Distance

Under regional failure scenarios, the node having the minimal a-critical-distance
is called the critical node of the network. The problem of finding the critical node

of a network can be described as:
Given a network G and «, find i

s.t. r¥ = min {r?, 1<5< n}

Because a node has n distinct values of a at most, the a-critical-distance of
node 7 can be computed by enumerating all n possible cases. The time complexity
of computing 7§ will be O(n +T) and the worst time complexity of the problem
would be O(n?+T). Here T is the time complexity to calculate the mapping F*(r)
with given failure impact range r. The time to compute the giant component
size is O(m) where m is the number of edges in the graph. The time to compute
the network efficiency is O(n?). Thus, the worst time complexity of the problem
would be O(mn?) and O(n®), respectively.

Table 1. Variables of Algorithm 1

Input Variable |Description

G network represented by an undirected graph
n the number of nodes in G

«@ impact ratio of the network performance

K the number of minimal a-critical-distances

Output Variable |Descripti0n

M the vector of a-critical-distances,
MTi] is the i-th o-critical-distance

Temporary Variable|Descripti0n

di,j geometric distance between node ¢ and node j
dmin minimal value of a-critical-distance of a node
dmaz maximal value of a-critical-distance of a node
rset the set of candidate values of a-critical-distance

For large-scale networks, it will be time-costly to find critical nodes in a net-
work. Because the a-critical-distance of a node is related to others according
to Property 8, we can use the results computed in previous steps to reduce the
time complexity. Here we propose a fast algorithm to find K minimal a-critical-
distance values. The input and output variables are summarized in Table [Tl

The algorithm calculates the a-critical-distance for each node iteratively. In
step 2 and step 3, the algorithm finds the lower bound and the upper bound
of a-critical-distance that node ¢ can take. According to Property 9, the lower
and upper bounds can be computed with the a-critical-distances of other nodes
found in previous steps. Then the set of candidate values of a-critical-distance is
generated by selecting nodes which distances fall into the bounds. The procedure
sortCandidate Distances(rset) sorts the candidate distance set rset in ascending
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order. The procedure binarySearch(G,i,rset) finds the a-critical-distance of
node i by applying the binary search method on the candidate distance set
rset. After the a-critical-distance values of all nodes are found, the procedure
sortCritical Distances(M, K) sorts the values in ascending order and outputs
the first K values.

By using the binary search method, the time complexity to find the a-critical-
distance of a node can be reduced from O(n*T') to O(logan*T). Both the step 8
and step 11 have the worst-case time complexity of O(n?), e.g., if the Quicksort
algorithm is applied. Thereby, the time complexity of the algorithm will be
O(mnlogan + n® + n?)) and O(n*logan + n® + n?), if the giant component size
and the network efficiency are used as performance metrics respectively.

Algorithm 1. Find K minimal a-critical-distances
for i =1ton do
d in — 0, M|j] — dl ifs
min = _max {0, M[j] - di;}

Amaz = 1S;IS11(1;171) {M[]] + di,j};

1

2

3

4: rset = (J;

5: for j=1tondo
6: if dmzn S di,j S dmaz then
7 rset = rset U{d; ;};

8

end for
9:  sortCandidateDistances(rset);
10:  MTi] = binarySearch(G, i, rset);
11: end for

12: sortCritical Distances(M, K);

4 Computational Results

4.1 Data Sets

To study the vulnerability of the Internet topology and evaluate the algorithm
proposed in the above section, we collect some online data sets. Since an au-
tonomous system (AS) may span across a large geographical area, the AS-level
Internet topology is not appropriate for the purpose of this study. The router-
level Internet topology is ideal for the study. However, there are few available
data sets and a lot of links are missing in the public data sets due to privacy
issues and limitations of network measurement methods. Instead, we use the
city-level Internet topology in this paper.

The data sets come from DIMES [I9]. In the city-level topology data sets
given by DIMES, the data set of July 2009 has the largest number of nodes and
links. We extract the city-level topology from it for several countries, including
United Kingdom (UK), Japan (JP), India (IN) and China (CN). The location
information for each city in the original data of DIMES lacks precision, so we
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assign each city with the longitude and latitude looked up from the data pro-
vided by MaxMind [20]. Because many cities in the original topology have the
same coordinates, we merge them into one city and make the resultant city-level
topology compact. We use abbreviation of the country name to name the topol-
ogy data set for each country. The basic attributes of the topology data sets
are shown in Table 2l It should be noted that the topology data set is just a
snapshot of the Internet’s dynamic structure and the degree of incompleteness
may vary greatly for different countries.

Table 2. Basic Attributes of Topology Data Sets

Data|Node Edge Average |Average

Set |Number|Number|Degree |Path Length
UK |1085 4044 7.454378 2.371940

JP (117 856 14.632479|1.915119

IN |349 1101 6.309456 (2.225933

CN |922 2002 4.342733 (2.900891

4.2 Evaluation of the Proposed Algorithm

We evaluate the proposed algorithm at first. The giant component size is used
as the performance metric. To demonstrate the efficiency of the optimization
operations using distance bounds (step 2-9 in algorithm 1), we compare the
algorithm with and without the optimization steps. If the optimization steps are
not applied, all distance values will be used in step 10, e.g., rset={d; j,1 < j <
n}. Since computing the impact ratio with a given failure area takes the longest
time, we use the number of function calls to evaluate the algorithm performance.
The performance improved ratio (PIR) is defined as:
Corig _ Copt

PIR = —Coris (5)
where C°" is the number of function calls without optimization steps and C°P*
is that with optimization.

Figure 21 demonstrates the performance of the algorithm. It is shown that
the algorithm performance can be improved with the optimization steps for
different network topologies. Normally, about half of the function calls can be
saved, while 45% function calls can be saved in the worst case. Besides, when the
impact ratio («) is approaching its extreme value (0 or 1), the algorithm have
better performance than the case when « is in the middle of its value range.

4.3 Evaluation of the Topologies

We use the proposed algorithm to find the a-critical-distances for different val-
ues of a. Figure [3 shows that with the increasing of «, the a-critical-distance
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decreases. For different countries, different failure impact ranges are required to
get the same impact ratio. When « is less than 0.6, India and China have the
greater a-critical-distance values than UK and Japan. It is reasonable since large
failure impact ranges are required for countries with large acreage. Japan has
longer critical distances than UK for the same impact ratio. Sice the topology
snapshot of Japan has less nodes but higher node degrees than the topology of
UK, the former is more resilient to disk-shape regional failures than the latter.
Table Blshows the top 10 minimal a-critical-distances when a=0.5. It is shown
that a regional failure with a radius of 120 Kilometers in UK may lead to half
of network nodes disconnected to others.
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Table 3. Top 10 Critical Distances (Km) (a=0.5)

rank| UK |Japan |India |China

119.014675|284.910063|594.922675|633.075876
119.082917|286.358551(596.185520|634.302529
119.086647|287.783538|605.273073|640.487066
119.300718{291.704459(606.387328|645.156163
119.467601|293.769890|606.453596|646.118720
119.510586{301.692601|607.552635|647.432880
119.889240{301.952568|613.332279|647.609953
120.036688|313.328128|617.205720|649.372846
120.250490(317.550703|619.813512|649.941193
120.422221{319.867304|622.285994|652.425884

©C XN UKk W=

—
o

With network efficiency as the performance metric, the algorithm finds the
a-critical-distances for networks of UK and Japan. The results are shown in
Figure[dl The suffix ‘-gc’ and ‘-ne’ are used to differentiate the curves using giant
component size and network efficiency as the performance metrics respectively.
Noteworthy differences can be observed. When the network efficiency is used, the
network performance degrades even when regional failures have a small impact
range. For example, in the worst case, a regional failure with an impact range
of 29Km can lead to the network efficiency of UK’s network reduced to half of
the normal performance. According to the definition of the network efficiency, it
is more sensitive to the change of a network topology than the giant component
size. Thus, in the context of regional failures, it is easy to harm the network
efficiency of a network with small failure impact range.

5 Conclusion

In this paper, we introduce the concept of a-critical-distance for the purpose of
evaluating vulnerability of networks under regional failures. We define a binary
disk-shape regional failure model and study the properties of the mapping from
failure impact range to failure impact ratio. It is shown that the mapping is a
monotonic step-decreasing function. Based on the theoretic analysis, we propose
an algorithm to compute the a-critical-distance for a given network topology and
a. Using real topology data sets, we run the algorithm to evaluate the vulner-
ability of city-level Internet topologies for several countries. The computational
results reveal the differences of network vulnerabilities among different countries
and the differences when different network performance metrics are used.

Our work provides a new way to assess the network vulnerability under large-
scale regional failures. The future work includes studying the network vulnerabil-
ity under regional failures which take effects both on nodes and edges, correlated
analysis of critical distances and node densities, and so on.
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Abstract. Logging information is necessary in order to understand a
computer’s behavior. However, there is a possibility that attackers will
delete logs to hide the evidence of their attacking and cheating. More-
over, various problems might cause the loss of logging information. In
homeland security, the plans for counter terrorism are based on data.
The reliability of the data is depends on that of data collector. Because
the reliability of the data collector is ensured by logs, the protection of
it is important problem. To address these issues, we propose a system
to prevent tampering and loss of logging information using a virtual ma-
chine monitor (VMM). In this system, logging information generated by
the operating system (OS) and application program (AP) working on the
target virtual machine (VM) is gathered by the VMM without any mod-
ification of the OS. The security of the logging information is ensured by
its isolation from the VM. In addition, the isolation and multiple copying
of logs can help in the detection of tampering.

Keywords: Log, security, virtualization, virtual machine monitor,
digital forensics.

1 Introduction

The countermeasure for terrorism is one important topic in homeland security.
In the field of counter-terrorism, enormous quantity of data is gathered and an-
alyzed for the planning of countermeasures. Computers and networks are used
to gather and analyze data, computer science is deeply committed to home-
land defence and security. In the field of computer science, countermeasures are
considered for cyber terrorism as an activity in homeland security. Recently,
information technology is used as a tool to control infrastructures. Cyber ter-
rorism is able to cause critical damage on infrastructures in low cost. Thus, the
countermeasure for cyber terrorism have been discussed.

The countermeasures might be weakened by attacking on the data gathered
for homeland security. Therefore, the protection of the data is important. The
protection of the logs of the APs is also necessary to ensure the validity of
gathered information.

The computer terrorism has two characters: anonymity and the lack of evi-
dences of attacks. In computer terrorism, it is difficult to acquire the information

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 176-[[9Q, 2011.
© IFIP International Federation for Information Processing 2011
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that specifies the attacker. Because there are no evidences left on attacks using
network, the logs that records the behavior of the systems are important. For
this reason, the protection of the information is necessary for the prevention and
investigation of computer terrorism.

Digital forensics is a method or technology for addressing these problems.
This is a scientific method or research technology for court actions, which allows
us to explain the validity of the electronic records. Many researchers are working
in this area of the protection of logging information [2/4I8ITOITT].

Syslog is commonly used as a logging program in Linux. In this case, the
logging information generated by the AP (user log) and kernel (kernel log) is
gathered by syslog. Syslog writes logs to file according to the policy, so attackers
can tamper with logs by modifying the policy. Moreover, if the syslog program
itself is attacked, the log files written are not reliable. In addition, the kernel
log is stored in a ring buffer, and therefore, since the kernel log is gathered on a
regular schedule, if many logs are generated and stored in the ring buffer before
the next gathering time, old logs may be overwritten by new logs. As described
above, the user log and kernel log can be tampered with or lost.

In this paper, we propose a logging system to prevent tampering and loss
of logs with the virtual machine monitor (VMM). In this system, the OS that
should be monitored (monitored OS, MOS) works on the virtual machine (VM).
Logs in the MOS are gathered by the VMM without any modification of the
MOS'’s kernel source codes. The VMM gathers user logs by hooking the system
calls invoked in the MOS. Because the system gathers logs just after the output
of logs, any possibilities for tampering are excluded. The VMM gathers current
kernel logs from the buffer before new kernel logs have accumulated. Therefore,
the system can gather current kernel logs in conjunction with the accumulation
of new ones. Thus, no logs are lost through the buffer being overwritten by new
kernel logs.

As mentioned above, the system gathers logs using the VMM. The VMM is
independent of and invisible to the MOS, so it is difficult to detect and attack this
system. Thus, the system itself is secure. In addition, because the logs gathered
by the system are copied to the logging OS (LOS), it is easy to determine which
part has been modified by attackers. Moreover, with the isolation of logs, any
attacks on the MOS have no effects on the logs gathered by the system. These
features mean that this system provides secure logging.

The contributions of this paper are as follows:

(1) The logging scheme for prevention of tampering and loss of logging informa-
tion using VMM is proposed. The scheme can solve the problems in existing
schemes and researches described in Section Pl The implementation has no
modification of guest OSes and easy to introduce in existing systems.

(2) Evaluations are described and they show that the system is effective on
protection of logs. The measurement of the performance with the system
shows the overheads in the system calls that are related to logging is 50us,
and are not related to logging is only 2~5us.
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2 Existing Logging Schemes

This section describes the architecture and problems of existing logging schemes.
Section [0] also refers to these schemes, the comparisons between these schemes
and our proposed system are in there.

2.1 Syslog

Syslog is a protocol for system management and security monitoring standard-
ized by Internet Engineering Task Force (IETF)[6]. Syslog counsists of a library
and a daemon. The syslog library provides interfaces for logging, and the syslog
daemon gathers logs and stores them as a file. Figure [Il shows the architecture
of syslog. User and kernel logs are gathered as follows.

The syslog library provides functions for user program to send log messages
to the syslog daemon. The syslog function sends messages to /dev/log with the
send or write system call, and the syslog daemon gathers logs from /dev/log
with the read system call.

The kernel accumulates logs in internal buffer (kernel log buffer). The kernel
logging daemon (klogd) gathers logs from the kernel log buffer, and afterwards,
klogd similarly sends logs to the syslog daemon.

Syslog also has a filtering function. Its policies are described in the configura-
tion file (syslog.conf).

Syslog has the following problems:

(1) The behavior of the syslog daemon can be modified by tampering with the
configuration file. In addition, if the syslog daemon itself is tampered with,
its output can be unreliable.

(2) Users who have permission to access logs can tamper with them intentionally.

(3) Kernel logs in Linux are accumulated in the ring buffer and are gathered at
fixed intervals. Thus, if the logs are not gathered for a long time, old logs
can be overwritten by new ones. Old logs will also be overwritten if many
logs are accumulated in a time that is shorter than the gathering interval.
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Although improved syslog daemons have been developed (e.g., rsyslog, syslog-
ng), these problems have not been addressed.

2.2 Protection of Logs

Some research has been carried out on the protection of files by the file system.
The system NIGELOG has been proposed for protecting log files [10]. This
method has a tolerance for file deletion. It produces multiple backups of a log file,
keeps them in the file system, and periodically moves them to other directories.
By comparing the original file and the backups, any tampering with the log file
can be detected. Moreover, if any tampering is detected, the information that
has been tampered with can be restored from these backups.

The protection of files with the file system is still vulnerable to attacks that
analyze the file system. Therefore, a log-protection method using virtualization
has been proposed [II]. This method protects logs by saving them to another
VM, so it is impossible to tamper with the logs from other VM. However, this
method aims to protect the log of a journaling file system, so the scope of the
protection target is different from that in our research.

The hysteresis signature is used to achieve the integrity of files. However,
it is known that the algorithm of the hysteresis signature has a critical weak
point. Although the hysteresis signature can detect the tampering and deletion
of files, it cannot prevent tampering and deletion. Moreover, the manager of the
signature generation histories can tamper with the histories and files. Therefore,
a mechanism to solve this problem using a security device has been proposed [2].
This method constructs a trust chain from the data in the tamper-tolerant area
of the security device, the source of the trust chain is protected from attackers.
Nevertheless, this method is not versatile because it uses the special device.

2.3 Protection of Syslog

The methods mentioned above are protecting log files. However, they cannot
protect logs before storing of them. Thus, a method to guarantee syslog’s in-
tegrity has been proposed [4], which uses a Trusted Platform Module (TPM)
and a late launch by a Secure Virtual Machine (SVM) to ensure the validity of
syslog. The validated syslog receives logs and sends them to a remote syslog.

2.4 Original Logging Method

An original logging method, independent of syslog, has been proposed for audit
[8]. This method uses Linux Security Modules (LSM) to gather the logs, and
Mandatory Access Control (MAC) to ensure their validity. The system also
uses SecVisor [9], and DigSig [I]. SecVisor ensures the security of the logging
framework, and DigSig prevents rootkit from making modifications to access
permissions. DigSig adds a signature to a program, and prevents the execution
of an unknown program by verifying its signature. This method gathers logs in
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its own way, but the method modifies the kernel source codes. In general, kernel
modification is difficult and complex, so the method lacks versatility. And the
method uses variety of mechanisms, the overheads arising from them have large
effect on daily operations on computers.

2.5 Problems of Existing Logging Schemes
From the descriptions above, we find that there are three problems for logging:

(1) Attacks on logging information.
(2) Attacks on logging mechanism.
(3) Loss of kernel log.

The security of logging information is the main focus of the current research,
and is of utmost important in digital forensics. However, this is not enough to
ensure secure logging. For the protection of logging information, it is necessary
to protect the logging mechanism itself. The reliability of logs generated by a
program is determined by the reliability of the generator, so the security of
the logging mechanism is also important. The third problem depends on the
architecture of the Linux kernel log buffer. We currently assume that the guest
is Linux, and so this problem needs to be addressed.

3 VMBLS: Virtual Machine Based Logging Scheme

3.1 Requirements and Approaches

To address problems in Section [2] we propose a system to prevent tampering
and loss of logging information. There are three requirements for addressing the
problems:

(1) Detection of all outputs of log (user log and kernel log).
We need to detect and gather all logs to keep them secure. Where we support
only user logs and kernel logs. We do not support logs not sent to syslog.

(2) Isolation of log.
In order to secure a log, we obtain a copy of the log and isolate it from the
MOS. Since the protection method using the file system is not secure, we
isolate the logs in the LOS, assuming that the working environment is on
a VM. As the LOS are isolated, attacks on the working environment have
no effect on the logs. This isolation also enables us to detect loss of and
tampering with logging information, because a comparison between copied
logs and original ones will show any differences arising from such attacks.

(3) Security of logging mechanism.
To achieve security of the logging mechanism, we use a VMM. Since the
VMM is independent of the VM., it is generally difficult to detect its existence
and to attack it from the VM. A logging method in kernel space (e.g., LSM
or kernel modification) is weakly defended from attacks. If attackers obtain
root privileges, they can use bugs in kernel or APs to attack some programs
and tamper with the logs to hide their activities. Thus, the isolation of the
logging mechanism provides greater security than the methods in kernel.
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Furthermore, simplicity and ease of introduction is demanded. The mecha-
nism using a VMM makes our proposed system easier to introduce. The original
logging method and security mechanism with kernel modification is difficult to
apply to a new version of the kernel because of the kernel’s complexity. The
VMM, for which no modification of the kernel of the MOS is required, makes
our method more flexible than methods that need kernel modification. Thus, we
choose the use of a VMM as our method for the protection of logging information.

3.2 Architecture

Figure2shows the architecture of the proposed system. The MOS and LOS work
on the VM. The LOS is a guest OS for storing logs gathered by the logging module.
The logging module works in the VMM, and its details are described below. It
gathers logs and sends them to the LOS, which then stores them in files.

3.3 Logging module

User log collector. The collector acquires logs when the requirement for send-
ing logs occurs. As shown in Fig. Bl the VMM hooks the system call that was
invoked for sending logs from the user process to the syslog daemon.

The procedures for user log collection are detailed below:

(1) Detect a connect system call for a socket of /dev/log

(2) Determine the socket number from the first argument of the connect system
call invoked at (1)

(3) Detect a send system call for the socket used at (2)

(4) Acquire the string as the log specified in the second argument of the send
system call invoked at (3)

To send logs, the user process creates a socket and invokes a connect system
call for /dev/log. The user log collector detects this connect system call and
specifies the socket number that will be used to send the logs. Finally, the user
log collector acquires logs by detecting the send system call for that socket.
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However, the collector cannot recognize the process that sends the logs. To ad-
dress this issue, the collector uses CR3 control register to determine the process;
CRa3 stores a unique value for each process since it shows the page directory.

Kernel log collector. The collector acquires logs when the kernel logging
function is called in a guest OS. Typically, the VMM cannot detect a function call
in a guest OS. To solve this problem, the system sets a breakpoint in the guest
OS. Breakpoint exception occurs when some process reaches this breakpoint.
In the proposed system, since the guest OSes are fully virtualized, breakpoint
exception is processed by the VMM. Using the exception as an opportunity to
acquire logs, the VMM can gather kernel logs.

When the processing is brought to the VMM, the logging module checks the
state of the kernel log buffer of the MOS. If new logs have been accumulated in
the buffer, the logging module gathers them. After that, the VMM returns the
processing to the guest OS. Since these processes have no effect on the state of
the guest OS, the guest OS can continue to write the kernel log.

In this method, since kernel logs are gathered when a kernel logging function
is called, old logs are never overwritten by new ones.

3.4 Storing Module

The storing module stores logs gathered by the logging module. The storing
module is an AP working on the LOS, and stores the logs as log files. The
storing module actively gathers logs from the buffer of the VMM.

4 Implementation

4.1 Environment

We implement the system with Xen [3] as the VMM and Linux as the MOS.
This version of Xen supports full virtualization. We did not modify the kernel
source codes. However, the system needs the System.map file of the MOS, so this
information must be provided beforehand. The reason for the system requiring
this System.map information is that the system uses the address of the kernel log
buffer and the kernel logging function. Because of the need for full virtualization,
we prepared a CPU that supports virtualization extension.

4.2 Detecting a System Call

The user log collector detects the invoking of system calls; such a mechanism is
necessary because the proposed system is implemented with a VMM.
Therefore, in the proposed system, we applied a mechanism that causes a
page fault when a system call is invoked [5]. In a fully virtualized environment,
if a page fault occurs on the VM, then the VMM is raised (VM exit) [7]. After
the VMM has been raised, the logging module acquires the user logs and hides
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the occurrence of the page fault. Finally, the VMM raises the guest OS, which
works as if no event has occurred.

In this method, to cause a page fault, we modified some registers of the
MOS. A system call using the sysenter (fast system call) refers the value in
sysenter_eip_msr and jumps to its address to execute the system call function
(sysenter_eip_msr is one of the machine-specific register (MSR)). Through
modification of this value to another address to which access is not permitted
from the MOS, a page fault is made to occur when a system call is invoked.

4.3 Setting a Breakpoint

In the proposed system, we set a breakpoint in the kernel logging function of the
MOS to gather kernel logs. The breakpoint is realized by embedding of a INT3
instruction. VM exit appears if a breakpoint exception occurs in the MOS, and
the VMM gathers kernel logs with this exception.

In the following, we detail the procedure for setting breakpoints and gathering
kernel logs. Here, we assume that the first INT3 instruction is already embedded.

(1) Breakpoint exception occurs and switches to the VMM.
Kernel logs are gathered after the processing is switched to the VMM.
2) Embed INT3 instruction to the next one.
3) Restore the value at the address at which the exception occurred.
4) Restart the processing from the restored instruction.
5) Breakpoint exception occurs and switches to the VMM.
6) Embed INT3 instruction to the firstly embedded address
7) Restore the value on the address at which the exception occurred.
8) Execute instruction from restored point.

AN AN AN AN SN N N

5 Evaluation

5.1 Simplicity and Ease of Introduction

We implemented a prototype of the proposed system by modifying the Xen
hypervisor. The total amount of source codes that we added and modified on
Xen are only about 1,000 lines. The source codes of the MOS is not modified.

5.2 Purposes and Environment

We evaluated the system from two points of view: the prevention and detection
of tampering, and the loss of logging information. This paper also describes the
overheads of the system. Table [l details the environment used for this evaluation.

5.3 Prevention of Tampering

A log gathered by the proposed system is kept in a place where it is independent
of the MOS. Thus, with the MOS working on a VM, it is difficult for attackers
to tamper with the log even if they obtain root privileges.
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Table 1. Environment used for evaluation.

OS Domain0 Linux 2.6.18-xen
Fully virtualized domain Linux 2.6.26
VMM Xen 3.4.1
syslog rsyslogd 3.18.6
CPU Intel Core 2 Duo E6600
Memory Physical 2,048 MB
Domain0 1,024 MB

Fully virtualized domain 1,024 MB

Aug 19 20:09:25 debian sendlog: Logging test:0.

0
Aug 19 20:09:25 debian sendlog: Logging test:0. A
Aug 19 20:09:25 debian sendlog: Logging test:1. Logs before the modification of the log.
1

| Aug 19 20:@9:25 debian sendlog: Logging test:l.— _ Restart of the syslog daemon.

Aug 19 20:10:24 debian sendlog: _Logging test:0. f h dificati fthe |
Aug 19 20:10:24 debian sendlog: Logging test:1. Logs after the modification of the log.

Fig. 3. A user log gathered by syslog

5.4 Prevention of Loss

Loss of user log. We assume that an attacker tampers with the policy of
syslog to suppress some parts of the log. We show that the proposed system can
gather logs even if the policy has been tampered with. Figure [3] shows the logs
gathered by syslog, and Fig. ] shows those gathered by the proposed system.
We compared both logs around the time when the policy was manipulated, as
shown in Fig. In the logs gathered by syslog, the logs decreased after the
manipulation of the policy because of the exception of the mail facility. On the
other hand, there are no changes in the logs gathered by our proposed system
around the time of the manipulation of the policy. Thus, it is proved that the
proposed system gathers logs regardless of the behavior of syslog.

Loss of kernel log. We show that the proposed system can gather logs under
the condition of a massive output of kernel logs even if the existing system
cannot.

The size of the kernel log buffer of the standard kernel on Debian 5.0.3 is
131,072 bytes. To exhaust this buffer, the program outputs logs with a total size
greater than that of the buffer by printk (kernel logging function). One output
has a size of 21 bytes, whereas in printk format, the size of the output is 38
bytes. Thus, in order to exhaust the buffer, the program needs to output the log
3,450 times. In this experiment, we compared the logs gathered by the existing
system and our proposed system after 4,000 outputs of the log.

Figure [6l shows the log in the MOS, and Fig. [7 shows the log gathered by the
proposed system. In the third row of Fig. @, the log is unusual because something
has been lost through overwriting. In contrast, Fig. [ shows that the proposed
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(XEN) send:[<14>Aug 19 20:09:25 sendlog: Logging test:0.]
(XEN) send:[<22>Aug 19 20:09:25 sendlog: Logging test:0.] Logs before the modification
(XEN) send:[<14>Aug 19 20:09:25 sendlog: Logging test:1.] of the policy.
(XEN) send:[<22>Aug 19 20:09:25 sendlog: Logging test:1.]
(XEN) send:[<85>Aug 19 20:09:49 sudo:  **¥¥** : TTy=console ;
PWD=/home/***¥¥* /¥kx¥%x . USER=root ;
COMMAND=/usr/bin/vim /var/log/user_and mail.log]<::::::::]ChecmngtheIog
(XEN) send:[<85>Aug 19 20:10:04 sudo: Frxkxk o TTY=console ;
PWD=/home/¥**¥¥* /¥kx¥*x 5 USER=root ;
COMMAND=/usr/bin/vim /etc/rsyslog.conf]<:—————————————————1Modﬁwngthepoﬁcy
(XEN) send:[<85>Aug 19 20:10:18 sudo: #kxk¥k T TTY=console ;
PWD=/home/** ¥k /xkksk% - |JSER=root ;
COMMAND=/etc/init.d/rsyslog restart] <: ]Restart of the syslog daemon
(XEN) send:[<14>Aug 19 20:10:24 sendlog: Logging test:0.]
(XEN) send:[<22>Aug 19 20:10:24 sendlog: Logging test:0.] Logs after the modification
(XEN) send:[<14>Aug 19 20:10:24 sendlog: Logging test:1.] of the policy.
(XEN) send:[<22>Aug 19 20:10:24 sendlog: Logging test:1.]

Fig. 4. A user log gathered by the proposed system

‘user,mail.* -/var/log/user_and_mail.log
‘ Disable the policy for mail.*.
‘user.* -/var/log/user_and_mail.log

Fig. 5. Manipulation of configuration

Nov 29 20:12:42 debian kernel: [  17.398956] 1lp@: using parport® (interrupt-driven).
Nov 29 20:12:42 debian kernel: [ 17.419593] ppdev: user-space parallel port driver
Nov 29 20:14:24 debian kernel: th world.

Nov 29 20:14:24 debian kernel: [ 118.900091] Hello 51th world.

Nov 29 20:14:24 debian kernel: [ 118.900098] Hello 52th world.

Fig. 6. A kernel log gathered by the existing system

(XEN) KERNLOG:<6>[  17.398956] 1p@: using parport® (interrupt-driven).
(XEN) KERNLOG:<6>[ 17.419593] ppdev: user-space parallel port driver
(XEN) KERNLOG:<4>[ 118.899567] Hello  @th world.
(XEN) KERNLOG:<4>[ 118.899567] Hello 1th world.
(XEN) KERNLOG:<4>[ 118.899567] Hello  2th world.

(XEN) KERNLOG:<4>[ 118.900085] Hello 5@th world.
(XEN) KERNLOG:<4>[ 118.900091] Hello 51th world.
(XEN) KERNLOG:<4>[ 118.900098] Hello  52th world.

Fig. 7. A kernel log gathered by the proposed system

system has correctly gathered all the logs with no interruption. Whereas the
existing system could not gather logs before the fiftieth output, the proposed
system gathered all the logs. Thus, we have shown that the proposed system can
gather all logs, even if they are lost by the existing system.
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5.5 Detection of Tampering and Loss

The comparison of logs gathered by the existing and proposed systems enables
us to detect any tampering with or loss of logs. Therefore, we show that it is
possible to detect tampering by comparing these logs.

In preparation, we tamper with the log file. After that, we compare the logs
gathered by the existing and proposed systems. This comparison indicates that
the proposed system is able to detect tampering.

For this comparison, we use sudo as a program that uses syslog to output user
logs. If a command is executed with sudo, the user name, tty, and the name of
the command are sent to the syslog daemon. At this point, the information in
the log gathered by the existing system and the proposed system is the same.

To hide the executed command, we modify the name of the command in a log
in the existing system. Now, comparison between the logs allows a difference in
the name of the command to be detected.

As a result, it is seen that tampering with a log in the MOS has no effect on
the logs in our proposed system. Moreover, the experiment shows that a part
tampered with in the MOS can be detected through comparison between the
logs in the MOS and in the proposed system.

5.6 Overheads

The user log collector hooks all system calls in the MOS. In this mechanism, the
VMM is raised upon each system call, and therefore, the processing time of the
system call increases. To determine the overheads of the system, we measured
the overheads in some of the system calls that are mainly invoked in the syslog
function and the function itself. The results are shown in Tables 2] and [3

Table 2 shows the overheads of connect and write system calls that were
invoked in syslog function. To show the overhead when switching between the
MOS and VMM, we also measured the overhead of the getpid system call. From
the margin between the overhead of getpid and other system calls, it is found
that switching between the VMM and MOS takes about 2 ps. In invoking a
connect system call, our system decides the target of the connect system call.
The measurement shows that this decision takes about 3 us. In the write system
call, the proposed system takes about 47 us. This overhead derives from copying
of the message between the MOS and the VMM.

In addition, since the difference between the overhead in the syslog function
in Table 3l and the write system call is 5 us, it can be concluded that the main
reason for the overhead in the syslog function is the write system call. Table [3]
also shows the overheads of the kernel log collector. The overhead of the proposed
system in the printk function is 57 us. This result is similar to that for the syslog
function. The reason is thought to be that the printk function copies data to the
memory in the same way as the syslog function. It can be estimated that the 10
us overhead derives from the breakpoint exception.

From these measurements, such overheads have little effect on performance.
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Table 2. Overheads in the proposed system when a system call was invoked (us)

connect write getpid
ave overhead ave overhead ave overhead
unmodified 1.16 — 92.90 — 0.23 —
modified 6.55 5.39 142.20 49.30 2.23 2.00

Table 3. Overheads in the proposed system when a syslog and printk are invoked (us)

syslog printk
ave overhead ave overhead
unmodified 102.39 - 9.89 —
modified 156.56 54.17 67.34 57.45

6 Discussion

6.1 Opportunity for Gathering Kernel Logs

The proposed system sets a breakpoint at the starting point of the kernel logging
function for the opportunity to gather kernel logs. Thus, the system gathers old
logs just before the output of current logs, the logs are older than current ones.

In order to acquire the latest logs, it is necessary to set the breakpoint imme-
diately after the output. The current implementation uses the starting address
of the kernel logging function from the System.map. Starting points of functions
are described here, so it is easy to set a breakpoint. In order to gather logs
immediately after the output of a kernel log, we need the returning point of
the function. But to acquire the point, we need to analyze the kernel. Although
the method can gather latest logs, there is a problem in terms of analyzing the
kernel each time it is updated. The method of the proposed system only requires
System.map, so there is no difficulty arising from kernel updates.

6.2 Security of Logs in Logging Path

To guarantee the integrity of a log, it is necessary to ensure the security of the
logging path from its output to the time it is stored in a file. Here, we compare
the security of the logging paths of the existing and proposed systems.

Firstly, we analyze the logging path of a user log. A user log might be attacked
at the following points:

(1) The time when a user process generates a log

(2) The time between the sending of a log and its receipt by syslog
(3) The time between the receipt of a log and storing it to a file
(4) After the output of a log
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The existing system cannot detect and prevent tampering or the loss of logging
information at any time. In the proposed system, time (1) is the only possible
time when attacks might be suffered. An example of an attack at time (1) would
be someone tampering with the program itself. To protect the logs from tam-
pering in this case, it is necessary to ensure the integrity of all programs that
generate logs. DigSig [I] is a method that ensures the integrity of a program by
assigning a signature to the program. However, this method does not satisfies
our demand because it modifies the kernel codes. Moreover, the method causes
a large overhead. For time (2) to (4), some research has been carried out, but
those methods do not satisfy our demand. The method ensures the integrity of
syslog has proposed [4], but the method needs logging server, so if the network
is down, it is unavailable. For time (4), hysteresis signature enables us to detect
tampering with a log, but it has a problem mentioned in Section[2l In addition,
to prevent such tampering, protection methods using the file system already ex-
ist [10]. However, these methods modify the source codes of the kernel, so our
demand is not satisfied.

Secondly, we analyze the logging path of a kernel log. A kernel log might be
attacked at the following moments:

1) The time to generate a kernel log in a kernel

2) The time to output the log to a kernel log buffer

3) While stored in the kernel log buffer

4) The time during which a kernel logging daemon gathers a log
5) While the kernel logging daemon sends the log to syslog
6) While syslog stores the log to a file
7) Afther the output of a log

In the existing system, it is impossible to protect a log from an attack by a rootkit
at any time. Furthermore, there is a possibility of attack similar to the logging
of a user log if the kernel is safe. The proposed system gathers a log at time
(2). We can consider tampering with the kernel logging function as an example
of an attack at time (2). However, the log gathered by the proposed system is
the previous one. Therefore, the logs might be attacked at time (3). Thus, the
proposed system can address attacks on and after time (4). The improvement of
the proposed system for gathering a log immediately after its output enables it
to address time (3) as well.

However, to prevent attacks before time (3), it is necessary to modify the parts
related to kernel logging. In this situation, our demand is not satisfied. SecVisor
[9] is a technology that ensures the integrity of the kernel, and is effective for the
prevention of attacks at times (1) and (2). However, it is impossible to prevent
attacks after time (3) with SecVisor alone. Thus, since the proposed system can
prevent attacks on or after time (4), the security of logging is ensured unless the
kernel logging function itself is attacked.

6.3 Applicability for Other OSes

No modification of the kernel code in the MOS is necessary because the proposed
system is implemented in a VMM. For this reason, the system can be applied
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to any kind of OS. Furthermore, if an OS fulfills the following requirements, the
proposed system can be applied to an OS that is not open-source software. Here,
we discuss the possibility of applying the system to other OSes.

Regardless of how the system is constructed in terms of the logging and stor-
ing modules, the storing module is independent from the MOS. Thus, in the
adaption of the system, we need to consider the requirement for implementing
the logging module. Considering the case of Windows, a widely used OS, the
following requirements can be noted:

(1) Use of sysenter instruction in invoking a system call.

(2) Identification of the system call is used in logging.

(3) Identification of the starting address of the kernel logging function.
(4) Identification of the area of the kernel log buffer.

Requirements (1) and (2) are necessary for the gathering of user logs, and (3)
and (4) for the gathering of kernel logs.

In Windows XP or later, system calls are generally implemented with sysenter.
Moreover, since the identifier of the system call is stored in the EAX register in
Windows, the detection of a system call for logging is available with its value.
Requirements (3) and (4) can be achieved by analyzing the kernel.

On the basis of these considerations, it is concluded that the proposed system
can be applied to various OSes (e.g., Windows) if the requirements are fulfilled.

7 Conclusion

This paper describes a logging system with a VMM to prevent log tampering
and loss. In the user log collector, the VMM detects an output of the log of the
MOS and gathers it before it is gathered by syslog. Because the proposed system
gathers logs immediately after the logging request, there is no opportunity for
tampering. Also, because the kernel log collector gathers logs in conjunction with
the kernel log’s output, the system can prevent the loss of logging information
caused by the overwriting of old kernel logs. These functions enable the VMM
to gather logs of the MOS with no modification of its source codes. Moreover,
the system is independent of the MOS because it is implemented as a VMM.
Thus, it is difficult to attack the proposed system.

This paper also presents an evaluation of the proposed system, assuming that
tampering and loss of logging information occurs. Considering the results of these
evaluations, it is proved that it is possible to detect and prevent tampering with
log files. Furthermore, the proposed system can address the problem caused by
the structure of the kernel log buffer.

This paper also describes the evaluation of the overheads caused by the sys-
tem. The results show that the overheads associated with the proposed system
is only about 50us at most.
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for Scientific Research 21700034 and a grant from the Telecommunications Ad-
vancement Foundation (TAF).
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Abstract. In recent years, several innovative security technologies have been
developed. However, many of the novel sensing technologies (e.g. video
analytics) do not always feature a high level of reliability. Very often, they need
to be precisely tuned to fit specific installations and provide acceptable results.
Furthermore, in large installations the number of surveillance operators is low
with respect to the number of sensing devices, and operators' tasks include
facing critical events, possibly including strategic terrorist attacks. In such
human-in-the-loop systems, ergonomics and usability issues need to be
carefully addressed to increase system performance in terms of detection
probability and low rate of false/nuisance alarms. This paper describes a multi-
sensor event correlation approach for augmenting the capabilities of distributed
surveillance systems. The aim is to provide advanced early warning, situation
awareness and decision support features. The effectiveness of the framework is
proved considering threat scenarios of public transportation systems.

Keywords: Physical Security, Surveillance Systems, Situation Awareness,
Event Correlation.

1 Introduction

In modern society, the assurance of a secure environment has become an issue of
paramount importance. Infrastructure protection against potential threats is usually
performed by surveillance systems that are more and more large, distributed and
heterogeneous [1]. The cyber-physical and human-in-the-loop nature of this field
requires a set of multidisciplinary activities to be performed in order to adopt
appropriate and effective protection mechanisms. Due to the variety of natural and
malicious threat scenarios, a growing set of different sensing technologies are
required. However, many of the developed novel innovative technologies (e.g. video
analytics) do not always provide adequate reliability (see e.g. [2], [3]). Many
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automatic and intelligent detection subsystems generates unnecessary warnings,
which can be classified as false alarms or nuisance alarms. Therefore, with regard to
the decision support feature of surveillance systems (e.g. for triggering
countermeasures), it is very important to control the rate of these alarms [4]. The
integration of information coming from different sources, as sensor networks, is the
key for new generations of multi-modal surveillance systems, where many different
media streams (video, audio, sensor signals) concur to provide a greater situational
awareness and a better decision support [5].

So far, the potential capabilities of the traditional systems are limited by their low
capabilities in data analysis and interpretation and hence in real-time prevention and
reaction. Since a few human operators are usually employed in security surveillance,
human-factors related issues also need to be carefully addressed, including cognitive
ergonomics in human-machine interaction [6]. Therefore, the real need is for
distributed surveillance systems, acting not only as supporting platforms, but as the
concrete core of real-time data comprehension process [7], in such a way to achieve
advanced early warning and situation awareness capabilities. These requirements
are increasingly important in many application domains, like Homeland Security,
environmental sensing, crisis management and other information-rich domains,
where a large number of dynamic objects are engaged in complex spatial-temporal
relations [8].

This paper describes how to augment the capabilities of an existing integrated
surveillance system (briefly presented in Section 2) by means of a complex event
correlation framework (briefly presented in Section 3). The details of the integration
are provided in Section 4, while Section 5 presents some application examples.
Finally, Section 6 draws conclusions and some hints about future developments.

2 A Surveillance System for Railway Protection

The Security Management System (SMS) is a multimedia surveillance system used to
improve the security of critical infrastructures, in particular the ones used for rail
transportation [9]. It integrates intrusion detection and access control, intelligent
video-surveillance and intelligent sound detection devices. The system may also
integrate CBRNe (Chemical Biological Nuclear Radiological explosive) sensors to
improve detection of terrorist attacks.

The SMS architecture (Fig. 1) is distributed and hierarchical; a dedicated network
provides reliable communication among the sites and an integrated management
system collects the alarms and supports decision making. In case of emergencies, the
procedural actions required to the operators involved are orchestrated by the SMS.

Data gathered from the heterogeneous sensing devices are processed by
subsystems which generate the alarm events. Those alarms are first collected by
peripheral control centers (Peripheral Security Places, PSP, positioned in the stations)
and then centralized in line control centers (Central Security Places, CSP, close to the
traffic management center). Every security place (peripheral or central) can be
provided with a SMS operator interface.
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CSP site

Central

Security Management System

IMAGES/ALARN% \
COMMANDS PSP sites

STATION, STATION,
SECURITY MANAGEMENT SYSTEM SECURITY MANAGEMENT SYSTEM

SUB SYSTEM | SUB SYSTEM 3 SUB SYSTEMN SUB SYSTEM | SUB SYSTEM 3 SUB SYSTEMN

Intelligent Intelligent Sound B Intelligent Intelligent Sound
Video Analysis Detection Video Analysis Detection

SUB SYSTEM 2 SUBSYSTEM 4 SUB SYSTEM? SUB SYSTEM 4

Intrusion Detection/ Intrusion Detection/
Access Lontrol CBRNe Detectars Necess Cortrol CBRNe Detectors

Fig. 1. SMS architecture

The events detected by the available sensorial subsystems are stored in appropriate
repositories, both at the PSPs and CSP sites. A simplified schema of the stored data,
also named Event History in the following, is shown in Table 1.

Table 1. Schema of Event History

Field Name Field Description Field format (example)
IDev Event Identifier Ex (e.g. E8)

IDs Sensor Identifier Sx (e.g. S4)

IDg Sensor Group Identifier Gx (e.g. G7)

Tp Timestamp yyyy-mm-dd hh:mm:ss

(e.g. 2010-10-01 23:56:09)

In practice, the Event History is a database containing the list of basic events
detected by sensors or cameras, tagged with a set of relevant attributes including
detection time, event identifier, sensor identifier, etc. The detection time is a
timestamp related to the event occurrence time, which should be a sensor timestamp
(when a global clock is available for synchronization). A more detailed description of
SMS and its sub-components is reported in [4].

The SMS is a highly heterogeneous security system, providing automatic event
detection based on multi-sensor data. Advanced mechanisms for event correlation and
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for the detection of possibly complex threat scenarios could greatly augment SMS
capabilities to improve detection reliability and to enable early warning and decision
support. The same holds for many similar and SCADA-like' distributed monitoring
systems.

3 Detection of Threat Scenarios

In order to detect threat scenarios of any type and complexity, the SMS needs to be
enriched with an expert system providing event correlation mechanisms. Many
approaches proposed in literature cope with the problem of correlation, in particular
of different alerts signals [10]. However, they are generally suitable to computer
network monitoring systems. In physical security monitoring applications, it is more
difficult to find systems that include advanced correlation features. To the best of our
knowledge no existing physical security monitoring system features a scenario-based
detection approach like the one described in this paper. This section briefly describes
in particular the DETECT (DEcision Triggering Event Composer & Tracker)
approach, which was firstly introduced in [11] and [12].

Threats scenarios are described in DETECT using a specific Event Description
Language (EDL) and stored in a Scenario Repository. In this way we are able to store
permanently all scenario features in an interoperable format (i.e. using XML). A high
level architecture of the framework is depicted in Fig. 2.

- DETECT Engine
Scenario 9
'::> Detected
:> Attack E
e —— i

Scenario

Evert
: Criticality Level ™~

126309

Fig. 2. The DETECT framework

A threat scenario expressed by EDL consists of a set of basic events detected by
the sensing devices (primitive events) which occur in a predictable sequence (with
possible variants). The approach supposes an a-priori knowledge about the possible
threats that are coded by a set of scenarios: they are identified during Vulnerability
Assessment, which is a fundamental phase of Risk Analysis for critical
infrastructures.

' SCADA stands for Supervisory Control And Data Acquisition. It generally refers to a system
that collects data from various sensors, and then manages and controls them. They are often
used to monitor and control industrial, infrastructure, or facility-based processes.
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Generally speaking, an event is a happening that occurs at some location and at
some point in time. In the considered context, events are related to sensor data
variables (i.e. variable x greater than a fixed threshold, variable y in a fixed range,
etc.). Events are classified as primitive events and composite events.

A primitive event is a condition on a specific sensor which is associated to some
parameters (i.e. event identifier, time of occurrence, etc). A composite event is a
combination of primitive events by means of proper operators.

Each event is denoted by an event expression, whose complexity grows with the

number of involved events. Given the expressions E,E,,...,E, , every application

on them through any operator is still an expression. Event expression are represented
by event tree, where primitive events are at the leaves, while internal nodes represent
EDL operators.

According to the context in which a multimedia surveillance system — like the
SMS described in previous section — works, the possible threat scenarios to be
addressed can be more or less complex on the basis of the number of basic events that
is necessary to correlate to detect them. In addition, to improve the detection
reliability of such systems, two major techniques are typically adopted: redundancy
(i.e. the use of more sensors than the ones strictly required) and diversity (i.e. the use
of detection devices based on different technologies or working principles). Thus,
depending on the circumstances, the side effect of these techniques may be a further
explosion in the number of involved events in the expressions, and so in the event
trees. This possible complexity is to be managed properly, by means of an ad-hoc
complex event correlation framework, like the DETECT platform proposed in this
section.

DETECT is able to support the composition of complex events in EDL through a
Scenario GUI (Graphical User Interface), used to draw threat scenarios by means of
an intuitive formalism and a user-friendly interface.

Furthermore, in the operational phase, a model manager macro-module has the
responsibility of performing queries on the Event History database for the real-time
feeding of detection models corresponding to the scenarios, according to
predetermined policies. The latter are named parameter contexts and are used to set a
specific consumption mode of the occurrences of the events collected in the database,
as described in the following.

The EDL used in the event correlation framework to build event trees is based on
the Snoop event algebra [13]. The tree construction is carried out according to the
following Snoop operators: OR, AND,ANY ,SEQ . Once the trees are built, the

related detection models are ready to be inserted in the correlation engine. After that,
the engine is fed by the primitive events gathered by the sensorial subsystems on site,
and so it is able to recognize the partial or total matching with the known attack

scenarios. Fig. 3 shows a sample event tree, where the leafs E|,E,,E,, E, are

primitive events and the operators are internal nodes. This tree represent the

composite event ((E;, OR E,) AND (E, SEQ (E, AND E,))).
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Fig. 3. A sample event tree

The semantics of the Snoops operators is the following:

OR. Disjunction of two events E and E,, denoted (E, OR E,) . It occurs
when at least one of its components occurs.

AND. Conjunction of two events E, and E,, denoted (E, AND E,). It
occurs when both events occur (the temporal sequence is ignored).

ANY. A composite event, denoted ANY(m,E ,E,,...,E ), where

m<n. It occurs when m out of n distinct events specified in the
expression occur (the temporal sequence is ignored).

SEQ. Sequence of two events E, and E,, denoted (E, SEQ E,). It
occurs when E, occurs provided that E| has already occurred. This means
that the time of occurrence of E; has to be less than the time of occurrence

of E,.

Furthermore, temporal constraints can be specified on operators, in such a way to
consider that the logic correlations could loose meaningfulness when the time interval
between component events exceeds a certain threshold. The aim is to define a validity
interval for the composite event.

In order to take into account appropriate event consumption modes and to set how
the occurrences of primitive events are processed, four parameter contexts are
defined. Given the concepts of initiator (the first constituent event whose occurrence
starts the composite event detection) and terminator (the constituent event that is
responsible for terminating the composite event detection), the four different contexts
are described as follows.

Recent: only the most recent occurrence of the initiator is considered.
Chronicle: the (initiator, terminator) pair is unique. The oldest initiator is
paired with the oldest terminator.
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e Continuous: each initiator starts the detection of the event.

e Cumulative: all occurrences of primitive events are accumulated until the
composite event is detected.

The effect of the operators is then conditioned by the specific context in which they
are placed.

When a composite event is recognized, the output of DETECT consists of:

e the identifier(s) of the detected/suspected scenario(s);

e the temporal value related to the occurrence of the composite event
(corresponding to the event occurrence time f#p of the last component
primitive event, which should be a sensor timestamp);

e an alarm level, associated to scenario evolution (used as a progress indicator
and set by the user at the time of construction of composite event);

e the component event occurrences which have determined the recognition of
the detected/suspected scenario(s);

e possibly other information depending on the detection model (e.g. likelihood
of attack in case of heuristic detection, currently not yet implemented);

Fig. 4 shows an example screenshot of the output of DETECT when the correlation
engine is activated.

Stop Detection

Resat

Show graph of the selected evont

Fig. 4. An example screenshot of the output of DETECT

2 The difference between detected and suspected scenario depends on the partial or total
matching between its tree and the known attack scenarios.
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4 An Integrated System for the Detection of Distributed Attacks

This section provides some details about the integration of the SMS with DETECT, in
order to enrich the surveillance system with basic but effective reasoning capabilities.

In the integrated environment (see Fig. 5), DETECT and SMS share the Event
History database and communicate by exchanging alert messages (from DETECT to
SMS) and possibly commands (from SMS to DETECT). The commands consist of
specific feedback from human operators which can be used to refine or update the
detection models handled by DETECT.

On the one hand, SMS collects all alarms detected by the heterogeneous sensorial
subsystems and store them into the shared database. On the other hand, the engine of
DETECT is fed by each new entry in the Event History. The interface mode with the
database can be synchronous (i.e. by means of queries performed periodically) or
asynchronous (i.e. by event-based queries). In the first case, it is necessary to choose
an appropriate time interval representing a good trade-off between the response time
(short inter-query times are better) and the network/server load (long inter-query
times are better).

view

alertmsg scenario

commands

confirm
scenario

Event History (.................E

Fig. 5. The integration between DETECT and SMS

The DETECT alert message need to be shown on a dedicated view on the SMS
operator interface. Such a view gives to the security personnel information about the
composite event that has been detected: semantic indication about the situation
(explosive in tunnel, chemical attack, etc.), current phase according to the scenario
evolution, confidence level of the alarm (if available), criticality level of the attack
scenario (a static information obtained during the risk assessment process). If the
detected scenario includes primitive events that have been already notified, SMS can
drop them from the list of the alarms after confirmation by the operator. The
composite event can then be stored in the Event History.
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Fig. 6. An example of operator interface of the integrated system.

Depending on the specific user configuration required, primitive events can
continue to be shown in a hierarchical or tree structured view (e.g. by double clicking
on the scenario). According to the static (e.g. criticality level) and dynamic (e.g.
evolution level) parameters of the attack scenario, the DETECT alarm may activate
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specific SMS procedures that will override procedures possibly associated with
primitive alarms. In fact, featuring an intrinsic lower level of reliability, alarms from
single sensors need to be verified more carefully by the operator, while composite
events could even trigger automatic countermeasures, as it will be shown in the
example of the following section. Fig. 6 shows an example of an operator interface
including different screenshots of the integrated system. In particular, they show: the
list of alarms with relative procedures (up), a vector graphics map which helps the
operator to localize the source of the alarms (middle), the video streams automatically
activated when an alarm is generated by smart-cameras or other sensors (down). The
additional screenshot regarding the list of detected/suspected composite events is
already showed in Fig. 4.

As stated previously, the SMS architecture is distributed and hierarchical. This
configuration can be repeated also for the DETECT architecture in order to make
possible the detection of simultaneous and distributed attack, which could not be
recognized otherwise. In fact, only having a global view on the current status of all
peripheral sites, it is possible to consider specific critical events. As a matter of fact,
although they may be unlikely and/or apparently not meaningful from a local
viewpoint, they may assume a different and concrete importance from a global
viewpoint. This is especially true in case of a simultaneous occurrence of the same
event in more places.

5 An Example Scenario

This section reports an example of application of the overall approach to a case-study
in a metropolitan railway environment. Historically, these mass transit systems, being
easy to access public places, are vulnerable to many threats of various kind and
seriousness. In fact, they can be theater of criminal acts, aggressions, vandalism as
well as sabotages and terrorist strikes. The following is a description of how to detect
complex scenarios of terrorist attacks by exploiting heterogeneous sensing devices.

As already mentioned, modern smart-surveillance systems suitable for the
protection of metro railways are made up by several non fully reliable sensorial
subsystems. When single alarms are not reliable, automatic countermeasures cannot
be activated and operators response is slowed down. Mechanisms of alarm correlation
can contribute to reduce the FAR (False Alarm Rate) and at the same time improve
the POD (Probability of Detection). Improvements in detection reliability can be
achieved adopting two main techniques: redundancy and diversity.

Through complex computer vision algorithms, the video analytics allows for the
detection of events of different complexity, like intrusions in critical areas, abandoned
objects, abnormal behaviors (person running or loitering, downfalls, etc). Since the
detection of an event can suffer from the intrinsic reliability of the algorithm, as well
as from issues due to environmental conditions (e.g. changes of lighting, presence of
reflective materials, occlusions), redundancy in cameras dislocation can improve
detection reliability and overall system resiliency against both accidental and
intentional faults. For example, assuming the use of more intelligent cameras with
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overlapped views from different viewpoints to detect an abnormal behavior in a
platform, the events detected by each camera can be combined with a simple AND
logic.

However, the most interesting application of redundancy is when it is used in
combination with diversity, by exploiting devices based on different technologies. In
the assumption that the abnormal behavior includes screaming, which is detectable by
means of appropriate audio sensors, the information coming from the microphone and
the cameras installed in the platform can be combined using a more complex
approach, based on the use of advanced logical and temporal operators.

Let us suppose to address a chemical attack, similar to what happened in the Tokyo
subway on March 20, 1995 using Sarin gas. Sarin is a chemical warfare agent (CWA)
classified as a nerve agent. It is a clear, colorless, odorless, and tasteless liquid in its
pure form, and can evaporate and spread in the environment very quickly.

The current available technologies to identify the contaminated areas, for example
include Ion Mobility Spectroscopy (IMS), Surface Acoustic Wave (SAW), Infrared
Radiation (IR), etc. They are employed in ad-hoc standoff detectors and each of them
is characterized by different performances. One of the most accurate device, the
automatic scanning, passive, infrared sensor can recognize a vapor cloud from several
kilometers with an 87% detection rate [14]. Thus, to improve sensitiveness and reduce
the number of false alarms, different technologies are often integrated in the same
standoff detector (for example, the IMS and SAW detection are typically combined).
More in general, it is possible to combine heterogeneous detectors and to correlate
their alarms (e.g. IMS/SAW and IR detectors), in such a way to get an early warning
system for the detection of chemical agents. Exploiting the redundancy and diversity
also of these devices, increasingly complex correlations (logic, temporal, and spatial)
can be implemented.

A likely scenario consists of a simultaneous drop of CWAs in many subway
platforms in the rush hour. Let us suppose that dynamic of events is the following:

1. the attackers stay on the platforms, waiting for the simultaneous drop of
CWA;

2. the first contaminated people fall to the floor;

3. the people around the contaminated area run away and/or scream;

4. the CWA quickly spread in the platform level and reach the escalators to

the concourse level.

In each subway site, it is possible to address the attack scenario by means of two
intelligent cameras positioned at platform end walls, a microphone between them, two
standoff detectors for CW As positioned on the platform and on the escalator.

The scenario can be formally described by means of the notation “sensor
description (sensor ID) :: event description (event ID)”:

Intelligent Camera (S1) :: Fall of person (E1)
Intelligent Camera (S1) :: Abnormal running (E2)
Intelligent Camera (S2) :: Fall of person (E1)
Intelligent Camera (S2) :: Abnormal running (E2)
Audio sensor (S3) :: Scream (E3)

IMS/SAW detector (S4) :: CWA detection (E4)
IR detector (S5) :: CWA detection (E4)
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Given the scenario described above, the composite event drop of CWA in
platform can be represented by the event tree in Fig. 7, built using the DETECT
framework.

Fig. 7. Event tree associated to “drop of CWA in platform”

A partial alarm level (e.g. 1) can be associated to the scenario evolution in case of
occurrence of the ANY event (at the left of tree). The m parameter of ANY is set to 2
(trough the Scenario GUI) , this means that when 2 out of 3 distinct events detected
by intelligent cameras and/or microphone occur, the monitored situation is considered
abnormal (in fact each of the single events: person who falls, runs or scream, can not
represent a meaningful state of alert). Besides, a temporal constraint can be set on
ANY operator, in such a way to catch real alarm conditions: e.g. if fall and scream are
detected at a distance of time of 30 minutes, that could not represent an alert condition
for the specific scenario. In the specific example, it could be set to 5 minutes to take
into account the latency of both gas propagation and intoxication symptoms.

An higher alarm level (e.g. 2) can be associated to the scenario evolution in case of
occurrence of SEQ event (at the right of tree). The use of the sequence operator is due
to the different assumed locations of the CWA detectors: IMS/SAW detector at
platform level, IR at escalator or concourse level, in such a way to detect correctly the
spread of CWA. If IR detector gives a warning before the one based on IMS/SAW
detection, this could be an abnormal condition due to a false alarm and should not
cause the activation of a warning. To further avoid false alarms, also a temporal
constraint should be set. In this case, it can be set to 10 minutes to be conservative
while taking into account the movement of air flows between different environments.

Finally, it is necessary to set the parameter context to regulate the consumption
mode of the occurrences of events in feeding the detection engine. In this case, the
assumption is that only the most recent occurrence of each event is meaningful. Thus,
parameter is set to “recent context”.

The use of many alarm levels can be useful to trigger countermeasures properly:
e.g. the alarm level 1 can trigger the opening of the turnstiles; at level 2 an appropriate
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ventilation strategy can be activated; finally, the detection of the whole composite
event can be associated to actions like: evacuation message from public address, stop
trains from entering the station, and emergency call to first responders.

Assuming the simultaneous use of the correlation engine in each peripheral sites
and in the main control center, it is possible to address strategic terrorist attacks
(which often feature simultaneous strikes). In the considered example, if the control
center detects the simultaneous (possibly partial) evolution of the above described
scenario in different subway platforms, then the evacuation of the involved stations
and the block of train traffic could be triggered immediately. This approach can
enable an advanced situation awareness, early warning and decision support.
Accordingly it is possible to improve the impact of countermeasures in a significant
way. As stated in previous section, this is the key to detect simultaneous and
distributed attacks, which could not be recognized otherwise, and to react promptly.
The hierarchical architecture of the integrated monitoring system, including both SMS
and DETECT, is functional for this purpose.

6 Conclusions and Future Work

The paper describes an approach to augment the capabilities of distributed
surveillance systems in order to better support security operators in responding to
threats. The approach is based on the DETECT framework, which implements a
model-based detection engine, currently limited to Event Trees but suitable to
accommodate different detection models. The decision making of the operators is
supported by indications of suspect scenarios with increasing alarm levels in order to
better and quickly discriminate between false and real alarms. Operators can then bias
their behavior accordingly, guided by custom event management procedures.

In particular, further efforts are going towards the enrichment of the framework
with stochastic extensions, by associating sensor events with reliability parameters
(e.g. probability of false alarms) and automatically computing the reliability of
composite events. That would help the operators to also be aware of the real level of
reliability of the detected scenario.
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Abstract. Security support for small and smart devices is one of the most
important issues in the Future Internet of things, since technologies such
as 6LoWPAN are opening the access to the real world through Internet.
6LoWPAN devices are highly constrained in terms of computational
capabilities, memory, communication bandwidth, and battery power.
Therefore, in order to support security, it is necessary to implement new
optimized and scalable cryptographic mechanisms, which provide
security, authentication, privacy and integrity to the communications. Our
research is focused on the mathematical optimization of cryptographic
primitives for Public Key Cryptography (PKC) based on Elliptic Curve
Cryptography (ECC) for 6LoWPAN. Specifically, the contribution pre-
sented is a set of mathematical optimizations and its implementation for
ECC in the 6LoWPAN devices based on the microprocessor Texas Instru-
ment MSP430. The optimizations presented are focused on Montgomery
multiplication operation, which has been implemented with bit shifting,
and the definition of special pseudo-Mersenne primes, which we have de-
nominated ”shifting primes”. These optimizations allow to implement
the scalar multiplication (operation used for ECC operations) reaching a
time of 1, 2665 seconds, which is 42, 8% lower of the reached by the state
of the art solution TinyECC (2,217 seconds).

Keywords: Security, 6LoOWPAN, ECC, pseudo-Mersenne primes, shift-
ing prime, Internet of Things.

1 Introduction

Security is one of the major issues for the current digital society. The evolution
of hardware technologies with the development of new devices such as wireless
personal devices, embedded systems and smart objects, and the evolution of the
services with the definition of cloud computing, online services, and ubiquitous
access to the information are defining an extension of the capabilities of the
current Internet, what make feasible to connect to Internet the objects and
devices which are found surround us, it is the so-called Internet of things (IoT).
IoT allows that systems can get a total control and access to another systems

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 205-ETI9, 2011.
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for leading to provide ubiquitous communication and computing. Thereby a new
generation of smart and small devices, services and applications can be defined.

These small and smart things with connectivity and communication capacity
from the IoT are what can be found, since some years ago, in the Low-power
Wireless Personal Area Networks (LoWPANSs). IETF 6LoWPAN working group
has defined, in the RFC4944 [1]], the standard to support IPv6 over that LoW-
PANs (6LoWPAN), in order to provide the technological basis for extending the
Internet to small devices. 6LoWPAN offers to the LoOWPANs advantages from
the Internet Protocol (IP) such as scalability, flexibility, ubiquity, openness, and
end-to-end connectivity. It could be considered that 6LoWPAN devices are also
empowered with derived IP protocols, i.e., protocols for mobility such as MIPv6,
management such as SNMP, and security such as IPSec. However it is not fea-
sible, since 6LoWPAN nodes are highly constrained in terms of computational
capabilities, memory, communication bandwidth, and battery power.

Therefore, with the mentioned constrains, it is a challenge to implement and use
the cryptographic algorithms and protocols required for the creation of security
services. Nowadays, 6LoWPAN security is based on Symmetric Key Cryptogra-
phy (SKC) which is directly supported by specific hardware in the microproces-
sor. SKC is suitable to offer local solutions, such as were originally designed these
personal area networks and local solutions such as location [2], but for the future
internet, it is required a higher scalability. For that reason, Public Key Cryptogra-
phy (PKC) needs to be supported, Specifically, our research is focused on Elliptic
Curve Cryptography for 6LoWPAN devices based on MSP430.

The MSP430 has been chosen since it is one of the most extended micropro-
cessors in the Internet of Things devices and embedded systems. It is used for
6LoWPAN devices such as the Tmote Sky, for active Radio Frequency Identifi-
cation (RFID) [3], and new hybrid technologies such as DASH7 [4].

The mathematical optimization of cryptographic primitives has been widely
mentioned from a general point of view, and also for constrained devices. An
overview of the state of the art is carried out in Section [2l From all the related
works, TinyECC [J] is one of the most relevant references about ECC imple-
mentations for devices such as the based on MSP430. TinyECC chose Barret
algorithm for reduction modulo p, but it has been demonstrated, in our previous
work [16], that Montgomery multiplication is more suitable for these devices.

In this paper is presented an evolution of the mentioned previous work with
the inclusion of special primes, which reduce almost to the half the cycles needed
for Montgomery multiplication. The selection of special primes is a very extended
technique, for example in FIPS 186-3 are recommended special primes for ellip-
tic curve, called generalized Mersenne numbers, for which modular arithmetic
is optimized for processors that use 32 or 64 bits operations, see [I8 Section
D.2]. Our advance has been to determinate the ideal primes for Montgomery
multiplication based on the optimizations defined for 16-bits microprocessors.

In conclusion, this paper proposes an implementation of multiplication opera-
tion for ECC based on bit shifting, presented in Section [B] instead of the micro-
processor’s multiplication operation for microprocessor, which has not hardware
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support for multiplication operation such as MSP430. In addition, this has de-
fined specific pseudo-Mersenne primes, which offer a simplification of the Mont-
gomery multiplication implementation based on bit shifting, which have been
denominated shifting primes, presented in Section [l Finally, all the optimiza-
tions are implemented in Section Bl and evaluated in Section [Gl

2 Related Works

The usual solutions for WSNs are based on Symmetric Key Cryptography (SKC),
but it is not suitable for the Future Internet of Things, since it is not scalable.
SKC requires that both the origin and destination share the same security cre-
dential (i.e. secret key), which is utilized for both encryption and decryption. As
a result, any third-party that does not have such secret key cannot access the
information exchange. The majority of WSNs, included 6LoWPAN, are based on
the IEEE 802.15.4 standard, which offers three levels of security: Hash Functions,
Symmetric Key Cryptography and both [§].

This work is focused on Public Key Cryptography (PKC), also known as
asymmetric cryptography, which is useful for secure broadcasting and authenti-
cation purposes, and this satisfies the scalability requirements from the Future
Internet of Things. It requires of two keys: a key called secret key, which has
to be kept private, and another key named public key, which is publicly known.
Any operation done with the private key can only be reversed with the pub-
lic key, and vice versa. These primitives provide the confidentiality, integrity,
authentication, and non-repudiation properties.

Public Key Cryptography was considered unsuitable for sensor node plat-
forms, but that assumption was a long time ago. The approach that made PKC
possible and usable in sensor nodes was Elliptic Curve Cryptography (ECC),
which is based on the algebraic structure of elliptic curves over finite fields.
Some studies has been carried out about RSA in reduced chips [12], but it was
non-viable. Therefore, PKC for small and smart devices is mainly focused on
ECC, since ECC presents lower requirements both in computation and memory
storage, due to its small key sizes and its simpler primitives [13].

The related works of the implementation of an efficient cryptographic al-
gorithm for constrained devices have been focus on the optimizations of the
multiplication operation, since it is the most expensive operation in RSA and
ECC algorithms. ECC implementation can be over either GF(2™) or GF (p), we
have focused on modular arithmetic, i.e. GF(p), since this has similar nature
to the arithmetic of the micro-controller used in the 6LoWPAN devices. How-
ever, some interesting approaches have been defined for ECC implementations
over GF(2™), for example [14] has showed that field multiplication is faster over
GF(2™) than in GF(p) for new suggested hardware implementations, where the
instructions set and arithmetic of the micro-controller are closer to GF(2™).

Some of the most known software implementations over modular arithmetic
for ECC are TinyECC [9I10] and NanoECC [11], which implement ECC-based
operations. TinyECC adopted several optimization techniques such as optimized
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modular reduction using pseudo-Mersenne primes, sliding window method, Ja-
cobian coordinate systems, in-line assembly and hybrid multiplication in order
to achieve computational efficiency. Realise, that the computational and mem-
ory requirements of these algorithms are not small (e.g. signature requires 19308
bytes ROM and 1510 bytes RAM for the MICAz, generating a signature in 2
seconds. and verifying it in 2.43 seconds), although the implementation of these
primitives is constantly evolving and improving.

3 Mathematical Optimization Based on Bit Shifting
Instead of Microprocessor’s Multiplication Operation

There is an important literature about the advantages of the Montgomery’s
representation for this calculation [16/5J6]. For that reason, it is used for both
solutions i.e. based on bit shifting and multiplication operation. The original
details of the Montgomery’s representation for can be found in [7], although
many other books or papers refer to it. Our solution is based on ECC, which
requires an integer size (k) of 160-bits, i.e. k = 160, R = 2169),

Montgomery representation has been chosen instead of other solutions, such
as the Barrett reduction used in TinyECC [0], since in Montgomery representa-
tion, the representation of the numbers a and b, which are going to be multiplied,
are aR and bR mod n (n is a prime for ECC). Addition and subtraction oper-
ations with these numbers do not cause problems since R is common factor.
The problem is coming with the multiplication operation, when aR and bR is
multiplied, the result is abR?, but what is required is abR. Therefore, it needs
to be reduced by factor R. The great advantage of Montgomery representation
is to carry out the reduction of the factor R during multiplication,

The multiplication operation is what consumes the higher part of the time,
since it is repeated thousands of times. For that reason, it is the part optimized
and discussed more in detail in the next subsections.

3.1 Bit Shifting

Let a and b two integers in Montgomery representation. Then, aR and bR mod n
between 0 and n — 1. They are stored in binary representation, i.e. aR =), a;2°
and bR =Y, b;2".

It is calculated (aR)(bR)R™! = (ab)R, therefore it is required to carry out k
right bit shifting (with k& = 160).

Since that, modulus n is odd, because it is a prime in ECC. Thus, when it
is divided by 2 mod n, two options are defined: either it is even number and it
can be directly shifted, or it is odd number and consequently needs to add n, in
order to reach 0 in the least significant bit, in order to be able to shift it.

Multiplication process requires a variable to accumulate the current result,
we will call to that variable P, whose digits are P = ), P;2¢. Each one of the
digits B; is multiplied by >, A;2" and divided by 2. As initially P is 0, if B; =0
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for some initial values, it can be ignored. Therefore, this starts directly by the
digit in the position 4g, such that B;, = 1, and copy the value of A; in P;.
From the position iy, we can find in the next steps: B; = 0 or 1. On the one
hand, when B; = 0, it divides P by 2, and add n when P is odd. On the other
hand, when B; = 1, then it adds the value of aR to P, before it is divided by 2.
To make a first estimation of the time, we consider that the probability to find
B; =1 or 0 is the same, i.e. 0,5. Therefore, for each k bits of B;, when it is 1,
it needs to carry out an addition of k bits (i.e. addition of a;) and a division by
2 of P. Otherwise, when it is 0 only one right bit shifting is required. Therefore,
k divisions by 2 and k/2 additions. Since, each division by 2 is always a shifting
and, with probability 0.5, is also an addition of n. Therefore, the total time is:

k(d+ s/2) + (k/2)s = k(d + s), where d is the time for k right bit shifting, and
s is the time for k bits addition.

Microprocessor MSP430 offers 16-bits operations. Therefore, additions and
bits shifting are carried out in blocks of 16 bits. « is the time for 16-bits additions
and shifting (usually 1 to 4 CPU cycle for bit shifting and 1 to 6 cycles for
additions, depends on access to memory and registers). The final time is:

20k? /16 = ak?/8.

The program code of the bit shifting algorithm is presented in the Algorithm
[ This has been programmed in assembler code with the other presented opti-
mizations. The assembled code is based on MSPGCC.

3.2 Microprocessor’s Multiplication Operation

Let an instruction from the microprocessor’s set of instructions to carry out
multiplication operation, which operates 2 registers of 16-bits and save the 32-
bits of the result in two registers of 16-bits. This instruction is simulated in
MSP430 chip, in [I7, page. 478-480]. It is called p to the time spent by that
operation, and « for the time of 16-bits additions and 16-bits shifting.

Let the next numbers to apply the multiplication aR = Zj Zj216j and bR =

Zj B;2%%7. In this case, j values are between 0 and k/16, instead of between 0
and k. Therefore, for each multiplication of k bits, it needs to carry out k/16
16-bits multiplications and 2k/16 additions, getting the results in a variable of
k + 16-bits. Therefore, the time is equal to: (¢ + 2a)k/16.

For each step of the multiplication of aR and the digits of B;, since multi-
plication is carried out in blocks of 16-bits, this needs to add the current result
with the previous one i.e. an addition of (a sum of two numbers k bits and 16
bits. Thus, a(k + 1)/16 additions), then it needs to divide it by 2'® mod n. It is
called 6 to the time used for the division by 2'6.

The total time for each one of the 16 bits blocks (k/16 blocks, B;) is (u +

20)k/16 + a(k +1)/16 = w, and addition ¢, i.e. the total time is:

uk?4+a(3k+1)k 4 ke
256 16
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Division of a number of k + 16 bits by 2'® mod n is carried out adding n until
that the result is multiple of 216. If the last digit of n in base 2'6 is 1 the process
is simple, since the number of times to subtract n is indicated by the last digit
of the number to be divided by 2'® mod n. Therefore the total time is:

5, — (p+3a)k+a
t = 16 :

d¢ is the ideal time, when n has been chosen such that its last digit is equal
to 1, in order to carry out in a simple way the division. In a general case, it
cannot be assumed that the value of the last digit of n is equal to 1, thus this
estimation is not realistic. But, Extended Euclidean algorithm can be used, in
order to fix the process pre-calculating the modular multiplicative inverse of the
last digit of n mod 2'6 and it can be used with the last digit of p. Therefore, it
is reached a more realist time:

§ = = (p+ 3a) + 2u + 20

This can be simplified considering that terms without k are not highly relevant
for the total time. Therefore d; and ¢ are very similar, in the order of %(/H' 3a).
Therefore, based on that expression and reducing terms that do not have k2, the
total time for microprocessor’s multiplication operation is:

~ BE2 L (p3a)k® _ (2p43a)k?
M~ S5+ 5 — =

Algorithm 1. Code based on Bit shifting
accumulator =0
for i =0 to k do
if B; equals 1 then
accumulator = accumulator + A
end if
if accumulator is odd then
accumulator = (accululator + p)/2
else
accumulator = accumulator /2
end if
end for

3.3 Comparative between Bit Shifting and Microprocessor’s
Multiplication Operation

The comparative between bit shifting and microprocessor’s multiplication oper-
ation shows us that in a general way bit shifting is better than microprocessor’s
multiplication operation, when the following equation is true:
K> 2u+3a) k>
ak? o Bl 390 <2u+3a= B <L

o



Shifting Primes to Optimize ECC for MSP430-Based Devices 211

In conclusion, when the number of cycles to carry out microprocessor’s mul-
tiplication operation is more than 15 times the cycles to carry out addition or
bit shifting, it is preferable bit shifting solution. Since, MSP430 microprocessor’s
multiplication operation requires a big amount of clock cycles (150 cycles in the
MSP430), while the bit shifting and additions only needs between 1 and 4 cycles
for bit shifting and 1 and 6 cycles for addition, this depends on the access to
registers and memory, i.e. rrcR4, i.e. bit shifting for registers is just 1 cycle, but
rrc0(R1), which is bit shifting in the memory address with value R1 are 4 cycles.
The evaluation has presented that bit shifting is better than microprocessor’s
multiplication operation with a relation of when its cost is 15 times or less than
multiplication i,e, u < 15, and MSP430 has a u/a between 38 and 150.

4 Shifting Primes

Shifting primes are special pseudo-Mersenne primes for bit shifting Montgomery
multiplication. They have been defined under this work to optimize them for the
bit shifting implementation presented in the Section Bl The shifting primers are
formally defined as:

Definition 1. It is said that p is a shifting prime (of type a and A\), if p is a
prime and ezists w such that: p=wu -2t — 1 and 2472 < u < 271,

The parameter o denotes the length of the word for addition and A the length
of the prime number. Our work is focused on the case o = 16 and A = 160,
i.e. ECC with 160-bits key length in our MSP430-based 16-bits microprocessor.
Notice that if 2972 < 4 < 2271 then 207 2FA—o+l _ 1 < p < 207 1HA—atl _ 1
Therefore, 2*~1 — 1 < p < 2* — 1 and then p is A-bits length.

The number of shifting primes depends on A and «. For example, for a = 8
and A = 160 there is only one (with u = 100). For o = 16 and A = 160 there are
288 shifting primes.

The basic operations based on these special primes (shifting primes) for the
Montgomery multiplication presented in the Section [ are presented in the next
subsection.

4.1 Basic Operations

In order to implement the basic operations, it has been considered, in addition
to the mentioned, the next optimizations.

On the one hand, the points and coordinates, for an elliptic curve E over a field
is a nonsingular cubic curve, are defined over the projective plane. It has been
considered the field Z,, with p a 160 bits prime, and E in Weierstrass normal form,
E :y? = 23 +ax +b. It has been considered the special case with a = —3, which
reduces the amount of operations. There are different coordinate systems that
can be used to represent the points. We consider the mixed coordinate system
considered in [6] for which the basic time for scalar multiplication is 1610.2M
with M the time for a basic 160 bits modular multiplication mod p, our focus
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in our research is optimize modular multiplication, since scalar multiplication is
based on this.

On the other hand, all the operations are implemented in assembler, where
one of the main decisions has been to use 10 registers to store a number (called
the accumulator) in which we make the basic bit shifting and additions. This
decision makes that only 2 registers are available for other operations, but it
is worth, since operations with the accumulator are very fast, and when the
accumulator is combined with the shifting primes, the result is also very quick.

Following the same methodology defined in the Section[3], there are three main
operations in Montgomery multiplication:

Division by 2. The most basic operation for Montgomery multiplication is
x> x-271in Z,. Suppose x =z + 21 - 216 + - + 29 - - - 2160 < p.
The usual algorithm for this operation is as follows:
if x is even then
result is shifting = one position to the left.
else
result is x + p shifted one position to the left.
end if
Even when is being used the accumulator, it is needed 3 cycles to check if x
is odd and jump depending on it. Once we have decided that, it is needed 10
cycles to shift the accumulator in the best case, and 30 cycles to add a general
prime p and shift. This makes that this algorithm for a general prime requires
between 13 and 33 cycles with an optimal programming.
The algorithm for shifting primes is:
shift x
if no carry (i.e. if  was even) then
jump to (END), because the result is already in .
end if
ignore the carry and add w to the most significant word of z.
(END) The result is in x
The result is clear when x is even. In case x is odd, if this shifts z, then
this gets (x — 1)/2 and this requires (z 4+ p)/2. But, if u is added to the most
significant word of z, then the result reached is

z—14u-22"t g 4p
—1)/24wu-2)> = =
(x—=1)/24u 5 5

It is exactly the result required. This is the advantage from the shifting primes.

The number of cycles for this operation with this optimization is equal to: 10
cycles to shift z, 2 cycles for the jump, and another 2 cycles in case that it is
required to add u. Realise, that when x is between 0 and p, then (z+p)/2 is also
between 0 and p, and consequently it is not required any additional correction.
The total number of cycles is 12 in the even case and 14 in the odd case. This
reduction is significant because this operation should be done A\ times for a
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Montgomery multiplication. Since, the probability for odd x is 0.5 the usual
algorithm would give 13 - 0.5 + 33 - 0.5 = 23 cycles and the one with shifting
primes 13 cycles. Therefore, a reduction of the 43,47% of the cycles is reached.

Addition and correction modulo p. Montgomery multiplication algorithm
requires to add the second operand to the accumulator depending on the value
of the bits of the first operand. In order to to keep the result between 0 and
p—1, when the addition is over this quantity, it is required to make a correction,
i.e. subtract p, to offer the result inside the range.

Adding a A-bits variable to the accumulator requires a lot of cycles, because
the variable should be in memory. Specifically, it is required 10 additions add(c).w
mem,reg, where for each addition are required 3 cycles. Therefore, the whole
addition 30 cycles.

The correction for a general prime requires to compare the result with the
prime. In order to do it, this compares the significant word of the accumulator
with the most significant word of the prime (2 cycles), and then a jump (2 cycles)
is carried out to different places, depending on the result. There are two cases in
which the problem is clear (if the numbers are not equal). If they are equal, then
it needs to check the following values, since it is possible to require a correction
or not.

The mentioned correction is simpler in the case of shifting primes since:

Proposition 1. Let p be a shifting prime p = v -2*"*Tt — 1 and a = Z;\:/g_l

a;2% the accumulator after a partial sum in the Montgomery multiplication of
x and y. Then:

1. a cannot be exactly p.
2. a needs no correction if and only if the most significant word of a is under
2u.

Proof.

1. In Montgomery multiplication, the accumulator has partial products h - y.
If y # 0 the partial products cannot be 0 (or p, that is the same element in
Z,) and in case y is 0, the partial result would be always 0, not p.

2. The accumulator needs correction if and only if @ > p, that using (1) is
equivalent to a > p. Let kK = A\/a — 1. Then:

k k—1
a= E ;2% = a2 + E a;2%
i=0 1=0

p=2u2’"—1
The number Zf;ol ar2* is between 0 and 2)~% — 1 because it is written
with & — 1 words. Therefore:

k—1
a>pe a2+ a2 > 22N 1
1=0
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& (ap — 2u)2* <Z ;2% + 1)

The number — (Zf:_ol ;2% 4+ 1) is negative, therefore if ar — 2u > 0 we
have a > p. Conversely, if ar — 2u < 0 then ax — 2u < —1. Therefore:

k—1
(a —2u)22 ™% < =222 < — <Z a; 2% + 1) .
1=0

This has been proved that the result needs correction if @ > p and this is
equivalent to aj > 2u. Then correction is required if and only if ax < 2u.

Addition with shifting and correction modulo p. Following the Mont-
gomery multiplication algorithm, this requires after the addition, a shifting for
the following loop. It is usually better to consider both operations together be-
cause we can reduce the number of cycles avoiding a partial correction.

Suppose a is the accumulator and it required to calculate (a + w)2716%(p).
The algorithm is the following:

add w to a from right to left
shift a from left to right with carry without previous correction.
if no carry then
jump to (END)
end if
compare u with the most significant word of a.
if w is less than it then
add w to the most significant word of ¢ and jump to (END)
end if
sub u to the most significant word of a and add 1 to the final result.

4.2 Assembler Implementation and Execution Times

The previous algorithms and optimizations are implemented in the MSP430 with
the following conventions: It is used the register R5 for u, R4 for the address of
the operand, and 10 registers for the accumulator R6, R7, ..., R15.

DIV2
RRC.w R12
RRC.w R6 RRC.w R13
RRC.w R7 RRC.w R14
RRC.w R8 RRC.w R15
RRC.w R9 INC end
RRC.w R10 ADD.w R5,R6

RRC.w R11

In DIV2 it is needed that the carry flag is 0 before executing these instruc-
tions. Therefore, an extra instruction CLRC is required to clear the carry bit.
The execution time is 12 cycles, when no carry and 13 cycles in the other case
(probability 0.5). Therefore, this code needs 12.5 cycles.
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In modADD R4, it is needed 30 cycles for the addition to the accumulator, 2
cycles to check if there is carry overflow. The probability of correction is around
0.5, therefore we are going to calculate both cases. If there is no correction, then
it compares R6 with 2u (2 cycles) and jump to the end (2 cycles). This is equal
to 30 +2+ 2+ 2 = 36 cycles. Otherwise, when correction is required, the highest
probability if that carry bit is active after the addition, in that case, it is needed
30+ 2+ 1+ 24 €= 35+ € cycles, where € is a part of the code with very low
probability. In conclusion, the average cycles needs for this code are 36 cycles.

modADD R4
reqC: SUB.w 2u,R6

ADD.w 18(R4),R15 ADD.w #1,R15
ADDC.w 16(R4),R14 JNC end
ADDC.w 14(R4),R13 ADD.w #1,R14
ADDC.w 12(R4),R12 ADDC.w #0,R13
ADDC.w 10(R4),R11 ADDC.w #0,R12
ADDC.w 8(R4),R10 ADDC.w #0,R11
ADDC.w 6(R4),R9 ADDC.w #0,R10
ADDC.w 4(R4),R8 ADDC.w #0,R9
ADDC.w 2(R4),R7 ADDC.w #0,R8
ADDC.w 0(R4),R6 ADDC.w #0,R7
JC reqC ADDC.w #0,R6
CMP.w R6,2u end:
JL end

modADD+DIV2 R4

INC end
ADD.w 18(R4),R15 CMP.w R5,R6
ADDC.w 16(R4),R14 INC pre
ADDC.w 14(R4),R13 SUB.w R5,R6
ADDC.w 12(R4),R12 ADD.w #1,R15
ADDC.w 10(R4),R11 INC end
ADDC.w 8(R4),R10 ADD.w #1,R14
ADDC.w 6(R4),R9 ADDC.w #0,R13
ADDC.w 4(R4),R8 ADDC.w #0,R12
ADDC.w 2(R4),R7 ADDC.w #0,R11
ADDC.w 0(R4),R6 ADDC.w #0,R10
RRC.w R6 ADDC.w #0,R9
RRC.w R7 ADDC.w #0,R8
RRC.w R8 ADDC.w #0,R7
RRC.w R9 ADDC.w #0,R6
RRC.w R10 JMP end
RRC.w R11 pre: ADD.w RS, R6
RRC.w R12 end:
RRC.w R13
RRC.w R14
RRC.w R15

In conclusion, it is required addition and shift. If the accumulator is even
(probability is 0.5), then it is required 42 cycles, else it is 4 cycles in case that is
required to add p and 7 + € in case that it has that subtracts p. Therefore, the
final cost is 42 + 0.5(4 + 0.5(3 + €)) = 45 cycles.

5 Bit Shifting and Shifting Primes

The Section M has described the advantages for the Montgomery multiplication
with the defined shifting primes. This section describes the union of the presented
bit shifting implementation in the Section Bl and the mentioned shifting primes.
Finally, some additional optimizations have defined for the whole process.

The operations on elliptic curves have been studied extensively and optimized
for very different architectures. The basic operation with elliptic curves is the
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scalar multiplication n x P, where P is a point on the curve, and n is a number
of large size. This operation is deeply analysed in [6], where is defined that the
cost of the scalar multiplication for primes of 160-bits requires 1610, 12 modular
multiplications of 160-bit numbers. Therefore, modular multiplication is what is
being optimized in this work.

Such as mentioned in the related works, Section [ there are several alter-
natives for the implementation of the modular multiplication. For example,
TinyECC solution is based on Barrett reduction [9]. For our solution, it has
been chosen Montgomery representation, since this is more suitable to exploit
the advantages from the shifting primes.

Let  and y, which are the multiplication operands and p, a shifting prime for
a determined u.

A basic implementation of the Montgomery multiplication with the shifting
primes requires the following steps:

1. Traverse bit by bit the operand =x.

2. If it is found a bit with value equal to 0, then the accumulator is rotated,
i.e. (operation DIV2).

3. Otherwise, if it is found with value equal to 1, then y is added to the accu-
mulator and the accumulator is also rotated (operation modADD+DIV2).

The cost of the operations DIV2 and modADD+DIV2 have been already men-
tioned in the Section [l
For traversing x bit by bit has been used the next registers:

— 10 registers to store the accumulator, R6,R7,...,R15.

— 1 register to store w.

— 1 register to read the word of which is being traversed of x. Notice, that x
is composed by 10 words of 16 bits.

— In order to access to the right word of z, it is stored in the stack memory the
address of the last word which has been access of x increased in 2 memory
units, in order that it is pointing to the next word of x.

— In addition, it is also stored in the stack memory the address from the first
word of z.

— At the beginning of the loop to traverse the operand z, it is stored in the
register R5 the address of the first word of x, and then is used the following
code.

MOV.w 0(R5) RS
SETC
RRC R5

This code introduces a bit of control, which allows us to rotate the register
until that the result is equal to 0. When, the result is 0, that bit is ignored, since
it was introduced by us, with the presented code. Then, it is read the next word
of x. This technique allows to avoid the use of a counter to control when the
register has been fully traversed.

For example, an example where is used that method is the next code, which
shows how to find the first bit which is equal to 1 of z.
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ADD.w #18,R5
PUSH.w R5
SUB.w #20,R5
PUSH.w R5
next0: MOV.w 2(R1),R5
CMP.w R5,0(R1)
JZ endO
SUB.w #2,2(R1)
MOV.w 0(RS5),R5
SETC
Loop0: RRC RS
JNC LoopO
JZ next0

The jump to endO is defined to finish returning the value 0, since it has read
all the operand and it has not been found any bit set to 1. The total number
of cycles is until 17 cycles for jumping to another word, considering that this
operation is required for each new word (i.e. each 16 bits), it can be considered
that is introduced 1.7 cycles by each bit of the operand.

Considering that the probability to find a bit set to either 1 or 0 are equal to
0.5, it is obtained the following time:

1. If the bit is 1, then it is required 3 cycles to check it. In addition, it needs to
be checked the control bit, i.e. 2 additional cycles, and carry out an addition
with rotation, which are 45 cycles. In total 50 cycles with probability 0.5.

2. Otherwise, if the bit is 0, it is also required 3 cycles to check it, and 15.5

cycles to rotate it. In total 18.5 cycles with probability 0.5.

Therefore, the mean number of cycles per bit is equal to 25 + 9.25 = 34.25.

4. To the mentioned mean number of cycles needs to be added a jump, and the
checking of end of world. In total is equal to 38.

5. This mean number of cycles per bit needs to be multiplied by 160 bits.
Therefore, this results 6080 cycles, in addition this requires some pre-calculus
and function callings, that we have estimated in 6293 cycles. This results with
a clock speed equal to 8 Mhz from the MSP430,

@

1610 - 6293/8 - 105 = 1.2665 seconds.

This implementation offers better results than other implementations based on
other types of primes. For example, notice that this operation with TinyECC
has a cost to encrypt or decrypt, where is used the scalar multiplication of 3,271
seconds and 2, 217 seconds respectively. These operations can be carried out with
our implementation in around 1,2665 seconds with shifting primes.

6 Results and Evaluation

The evaluation of the algorithms optimized has been initially simulated over
our own developed simulator, which verifies the results with the cryptographic
library LiDIA, and finally evaluated over real motes, specifically over Tmote Sky
with the Contiki 2.4 OS, where is defined a set of functions with assembler code
inline.

The quickest ECC algorithm is based on Montgomery + window method,
see [6I16]. This has been optimized for MSP430 with bit shifting in assembler
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language for the Montgomery multiplication of 160 bits and for the arithmetic
advantages from the defined shifting prime. Modular Montgomery multiplication
is carried out in 6293 cycles, and consequently scalar Montgomery in around 1610
times the modular Montgomery multiplication. The time reach, considering the
8 Mhz MSP430 microprocessor found in the Tmote Sky, is:

1610 - 6293/8 - 105 = 1.2665 seconds.

In order to reach this solution, we have used 10 microprocessor’s registers
to keep the 160 bits variable (the accumulator) with the partial multiplication
results, with this optimization we have reduced almost the 40% of the total
number of cycles, since rrc operation for bit shifting, and add operation for
addition spend 1 cycle and 3 cycles respectively, instead of 4 and 6. In addition,
loops have been unrolled in order to optimize more the final assembler code.
Finally, such as mentioned special primes have defined in order to optimize the
modular Montgomery multiplication, moving from a number of cycles for 12480
following the optimization from the Section [§ to 6293 cycles, i.e. from around
2,5 seconds similar to TinyECC, which lower time is 2,217 seconds to 1,2665
seconds which is a 42,8% lower than TinyEcc and our previous work [16].

7 Conclusions and Future Work

Future Internet of Things is defining a new set of challenges in order to offer
security support, since technologies such as 6LoWPAN offers Internet connec-
tivity to small and smart devices with highly constrained resources. Therefore,
it is necessary to provide efficient, scalable, and suitable security mechanisms.
For that reason, it is required Public Key Cryptography (PKC). This work has
evaluated and optimized Elliptic Curve Cryptography (ECC) implementation
for Future Internet of Things devices based on the Texas Instrument MSP430
microprocessor, which is used for several Future Internet of Things devices.

The optimizations for ECC are based mainly on bit shifting implementation of
the modular Montgomery multiplication, and in a special type of primes (shifting
primes) defined under this work, which offer a set of arithmetic advantages for the
implementation of the bit shifting based modular Montgomery multiplication.

The result reached with the mentioned optimizations is 1,2665 seconds for
the scalar Montgomery multiplication, which reduces a 42, 8%, with respect to
the TinyECC implementation which offers a result of 2,217 seconds. Therefore,
it can be concluded, that with the reached time, ECC is suitable for the Future
Internet of Things.

Finally remark, selection of special primes is a very well-known technique,
which does not mean any vulnerability or weakness for our systems, e.g. stan-
dards such as FIPS 186-3 recommends specific elliptic curves for which modular
arithmetic is simpler for 32 and 64 bits microprocessors. Therefore, our advance
has been to determinate the ideal primes for Montgomery multiplication based
on bit shifting operations and the 16-bits MSP430 microprocessor.
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Ongoing work is focused on carry out additional optimizations based on re-

duction of the number of additions accessing to blocks of 4 bits in each step,
instead of bit by bit, and the use of pre-calculated values.
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Abstract. In the paper, the author discusses the results of his research on the
opportunities for using selected artificial intelligence methods to semantically
analyse medical images. In particular, he will present attempts at using
linguistic methods of structural image analysis to develop systems for the
cognitive analysis and understanding of selected medical images, and this will
be illustrated by the recognition of pathological changes in coronary arteries of
the heart. The problem undertaken is important because the identification and
location of significant stenoses in coronary vessels is a widespread practical
task. The obtained results confirm the importance of the proposed methods in
the diagnosis of coronary heart disease.

Keywords: Intelligent medical image processing and understanding, spatial
modelling of coronary vessels, computer-aided diagnosis.

1 Introduction

Coronary Heart Disease (CHD) is the leading cause of death in developed countries
and at the same time constitutes a crucial diagnostic problem of the 21% century.
Every year, over 19 million people globally suffer sudden, severe coronary incidents.
Early diagnosis and risk assessment are widely accepted strategies to combat CHD
[1]. The impressive technological progress in medical image diagnostics and the wide
opportunities for 3D visualization of human organs have significantly improved the
efficiency of medical diagnostic tasks. The 3D reconstructions of examined medical
structures [2] obtained by rendering make it possible to truly represent the selected
organ (including the changes in its texture), allowing its external and internal
morphology to be observed precisely. Such high technologies of image processing [3]
are today used in almost all types of diagnostic examinations based on digital
technologies and of surgical jobs performed with the use of medical robots. As a
result, it has become possible to identify a greater number of qualitative parameters of
the examined structure which may be significant for making the correct diagnosis, and
which could not be identified if the examination was made using a conventional
method (2D imaging) [4]. However, all these achievements in the visualization
technology field offer limited opportunities for automating the interpretation of the
diagnostic images acquired. This is mainly due to the difficulties which informatics
encounters in formally describing and modelling complex thought processes taking
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place in the human mind which enable the semantic interpretation of analyzed
medical images. Such intelligent IT systems supporting the thought processes of a
physician analyzing complex cases simply have not been developed yet. There are,
however, tools which support the work of a diagnostician by making quantitative
measurements of pathologies depicted in the image [5], [6], which obviously makes
his/her work easier, but only understanding the essence of the disease process allows
the appropriate diagnosis to be made and the correct therapy to be prescribed.

2 The Problem of Analysis and Understanding of Medical Images

One of the main difficulties in developing universal, intelligent systems for medical
image diagnostics is the huge variety of images, both healthy and pathological, which
have to be taken into account when intelligently supporting physicians interpreting
them. In particular, the aforementioned varied shapes of morphological elements
make it difficult to create a universal pattern defining the model shape of a healthy
organ, or a pathological one. On the other hand, a computer using the well-known and
frequently used techniques of automatic image recognition needs such a pattern to be
provided to it. This is because the information technologies applied rely to a
significant extent on intuition to determine the measure of similarity between the
currently considered case and such an abstract pattern. These technologies frequently
fail if there are unexpected changes to the shapes of analysed organs caused by the
disease process or individual variability. All of this means that attempts to effectively
assess the morphology using computer software are very complicated and frequently
outright impossible, because there are too many cases that would have to be analysed
to unambiguously determine the condition of the structure being examined. For this
reason it is necessary to use those advanced artificial intelligence techniques and
computational intelligence techniques that can generalize the recorded image patterns.
What is particularly important is to use intelligent description methods that would
ignore individual characteristics of the patient examined and characteristics dependent
on the specific form of the disease unit considered, while at the same time making it
possible to locate significant morphology changes and also to interpret and determine
their diagnostic significance. Such methods, aimed at focusing the image description
on diagnostically significant properties to the maximum extent can then be used in
intelligent computer-aided diagnostics systems.

3 Methodology

Research work was conducted on images from diagnostic examinations made using
SOMATOM Sensation Cardiac 64 tomograph [7] in the form of animations saved as
AVI (MPEGS4) files with the 512x512 pixel format. Such sequences were obtained for
various patients and present in a very clear manner all morphologic changes of
individual sections of arteries in any plane. Coronary vessels were visualized without
the accompanying muscle tissue of the heart. Since image data has been saved in the
form of animations showing coronary vessels in various projections, for the further
analyses should be selected the appropriate projection which will show the examined
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coronary vessels in the most transparent form most convenient for analysis. In the
research work, attempts were made to automate the procedure of finding such a
projection by using selected geometric transformations during image processing.
Using the fact that the spatial layout of an object can be determined by projecting it
onto the axes of the Carthesian coordinate system, values of horizontal Feret
diameters [8], which are a measure of the horizontal extent of the diagnosed coronary
artery tree, are calculated for every subsequent animation frame. The projection for
which the horizontal Feret diameter is the greatest is selected for further analyses.

To help represent the examined structure of coronary vascularisation with a graph,
it is necessary to define primary components of the analyzed image and their spatial
relations, which will serve to extract and suitably represent the morphological
characteristics significant for understanding the pathology shown in the image. It is
therefore necessary to identify individual coronary arteries and their mutual spatial
relations. To ease this process, the projection selected for analyzing was skeletonised
by the Pavlidis skeletonising algorithm [9] (it leaves the fewest apparent side
branches in the skeleton and the lines generated during the analysis are only
negligibly shortened at their ends). This gives us the skeleton of the given artery
which is much thinner than the artery itself, but fully reflects its topological structure
(fig. 1.). Skeletonising is aimed only at making it possible to find points where artery
sections intersect or end in the vascularisation structures and then to introduce an
unambiguous linguistic description of individual coronary arteries and their branches.
These points will constitute the vertices of a graph modelling the spatial structure of
the coronary vessels. The next step is labelling them by giving each located
informative point the appropriate label from the set of vertex labels (this set comprises
abbreviated names of arteries found in coronary vascularisation). If a given
informative point is a branching point, then the vertex will be labelled with the
concatenation of names of the vertex labels of arteries which begin at this point. This
way, all initial and final points of coronary vessels as well as all points where main
vessels branch into lower level vessels have been determined and labelled as
appropriate. After this operation, the coronary vascularisation tree is divided into
sections which constitute the edges of a graph modelling the examined coronary
arteries. This makes it possible to formulate a description in the form of edge labels
which determine the mutual spatial relations between the primary components, i.e.
between subsequent arteries shown in the analysed image.

Mutual spatial relations that may occur between elements of the vascular structure
represented by a graph are described by the set of edges. The elements of this set have
been defined by introducing the appropriate spatial relations: vertical - defined by the
set of labels {a, B,..., u} and horizontal - defined by the set of labels {1, 2,..., 24} on
a hypothetical sphere surrounding the heart muscle. These labels designate individual
final intervals, each of which has the angular spread of 15°. Then, depending on the
location, terminal edge labels are assigned to all branches identified by the beginnings
and ends of the appropriate sections of coronary arteries (fig. 1). The presented
methodology draws upon the method of determining the location of a point on the
surface of our planet in the system of geographic coordinates, where a similar
cartographic projection is used to make topographic maps. This representation of
mutual spatial relations between the analysed arteries yields a convenient access to
the unambiguous description of all elements of the vascular structure. At subsequent



Semantic Modelling of Coronary Vessel Structures in Computer Aided Detection 223

analysis stages, this description will be correctly formalised using ETPL(k)
(Embedding  Transformation-preserved  Production-ordered = k-Left  nodes
unambiguous) graph grammar G defined in [10], [11], supporting the search for
stenoses in the lumen of arteries forming parts of the coronary vascularisation.
Grammar G generates the language L(G) in the form of IE (indexed edge-
unambiguous) graphs which can unambiguously represent 3D structures of heart
muscle vascularisation visualised in images acquired during diagnostic examinations
with the use of spiral computed tomography. Quoted below (1) is the formal
definition of the IE graph [10], [11].

H=(V,E, X, T, ®) eY)

where:

V is a finite, non-empty set of graph node with unambiguously assigned indices

2 is a finite, non-empty set of node labels

I is a finite, non-empty set of edge labels

E is a set of graph edges in the form of (v, A,w), where v, we V, Ae T and the index v
is smaller than the index w

¢:V—X is a function of node labelling

After applying the presented methodology, a graph model representing the coronary
arteries on the CT images was obtained (fig. 1.).

Fig. 1. The representation of the left coronary artery using IE graph

Due to the fact that in obtained during diagnostic examination visualisations of
coronary vascularisation, we can distinguish three different types of topologies,
characteristic for these vessels, therefore, for each of the three types of topology,
appropriate type of ETPL(k) graph grammars can be proposed. Each grammar
generate IE graphs language, modelling particular types of coronary vascularisation.
This representation was then subjected to a detailed analysis, to find the places of
morphological changes indicating occurrence of pathology. This operation consists of
several stages, and uses, among others context-free sequential grammars, used
successfully for the detection of lesions in coronary planar images [12]. Next steps in
the analysis of the example coronary artery are shown in fig. 2. Artery with the
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vertices L_LAD; — LADjg represented by the edge 19& of the IE graph has been
subjected to the operation of the straightening transformation [12], which allows to
obtain the width diagram of the analyzed artery, while preserving all its properties,
including potential changes in morphology. In addition, such representation allows to
determine the nature of the narrowing (concentric or eccentric). Concentric stenoses
occur on a cross-section as a uniform stricture of the whole artery (this symptom is
characteristic for a stable disturbance of heart rhythm), whereas eccentric stenoses
occur only on one vascular wall (an unstable angina pectoris) [13]. Analysis of
morphological changes was conducting based on the obtained width diagrams, and
using context-free attributed grammars [12]. As a result of carried out operations the
profile of the analyzed coronary artery with marked areas of existing pathology,
together with the determination of the numerical values of their advancement level
was obtained (fig. 2). Methodology presented above was implemented sequentially to
the individual sections of coronary vascularisation represented by the particular edges
of the introduced graph representation.

(a] s oEl

Fig. 2. Next steps in the analysis and recognition of pathological changes occurring on the
example of the left coronary artery
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4 Results

The set of test images, which has been used to determine the efficiency of
the proposed methods consisted of 20 complete reconstructions of coronary
vascularisation obtained during diagnostic examinations of various patients, mainly
suffering from coronary heart disease at different progression stages. These images
were obtained during diagnostic examinations with 64-slice spiral computed
tomography. Due to the different types of topologies of coronary vascularisation, the
set of analyzed images consisted of three basic types (balanced artery distribution,
right artery dominant, left artery dominant). Structure of the coronary vascularisation
was determined by a diagnostician at the stage of acquisition of image data. This
distinction was intended to obtain additional information about the importance of
providing health risks of the patient depending on the place where pathology occurs in
the type of coronary vascularisation. The test data also consisted of visualisations
previously used to construct the grammar and the syntactic analyser. To avoid
analysis of images that were used to construct the set of grammatical rules, from the
same sequences frames were selected that were several frames later than the
projections used to construct the set of grammatical rules, and these later frames were
used for the analysis. The above set of image data was used to determine the
percentage efficiency of correct recognitions of the stenoses present, using the
methodology proposed here. The recognition consists in identifying the locations of
stenoses, their number, extent and type (concentric or eccentric). For the research data
included in the experiment, 85% of recognitions were correct. This value is the
percentage proportion of the number of images in which the occurring stenoses were
correctly located, measured and properly interpreted to the number of all analysed
images included in the experimental data set. No indication of major differences in
the effectiveness evaluation, depending on the structure of the coronary
vascularisation is noticed. In order to assess whether the size of the stenosis was
correctly measured, comparative values from the syngo Vessel View software
forming part of the HeartView CI suite were used. This program is used in everyday
clinical practice where examinations are made with the SOMATOM Sensation
Cardiac 64 tomograph [7]. In order to confirm or reject the regularity of the stenosis
type determination (concentric or eccentric) shown in the examined image, a visual
assessment was used, because the aforementioned programs did not have this
functionality implemented. As the set of test data was small the results obtained are
very promising. Further research on improving the presented analysis techniques of
lesions occurring in the morphology of coronary vessels might bring about a further
improvement in the effectiveness and the future standardisation of these methods,
obviously after they have first been tested on a much more numerous image data set.

5 Conclusions

The obtained results show that graph languages for describing shape features can be
effectively used to describe 3D reconstructions of coronary vessels and also to
formulate semantic meaning descriptions of lesions found in these reconstructions
[14], [15]. Such formalisms, due to their significant descriptive power (characteristic
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especially for graph grammars) can create models of both examined vessels whose
morphology shows no lesions and those with visible lesions bearing witness to early
or more advanced stages of the ischemic heart disease. In addition, by introducing the
appropriate spatial relations into the coronary vessel reconstruction, it is possible to
reproduce their biological role, namely the blood distribution within the whole
coronary circulation system, which also facilitates locating and determining the
progression stage of lesions. The research also has shown that one of the hardest tasks
leading to the computer classification and then the semantic interpretation of medical
visualisations is to create suitable representations of the analysed structures and
propose effective algorithms for reasoning about the nature of pathologies found in
these images. Visualisations of coronary vascularisation are difficult for computers to
analyse due to the variety of projections of the arteries examined. Problems related to
automating the process of generating new grammars for cases not included in the
present language remain unsolved in the on-going research. However, it is worth
noting that generally, the problem of deriving grammatical rules is considered
unsolvable, particularly for graph grammar. It can appear if the image undergoing the
analysis shows a coronary vascularisation structure different from the so far assumed
three cases of vessel topologies occurring the most often, i.e. the balanced distribution
of arteries, the dominant right artery or the dominant left artery. In those cases it will
be necessary to define a grammar taking this new case into account. The processes of
creating new grammars and enriching existing ones with new description rules will be
followed in further directions of research on the presented methods.
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Abstract. In daily life, language is an important tool during the com-
munications between people. Except the language, facial actions can also
provide a lot of information. Therefore, facial actions recognition be-
comes a popular research topic in Human-Computer Interaction (HCI)
field. However, it is always a challenging task because of its complexity. In
a literal sense, there are thousands of facial muscular movements many
of which have very subtle differences. Moreover, muscular movements
always occur spontaneously when the pose is changed.

To address this problem, firstly we build a fully automatic facial points
detection system based on local Gabor filter bank and Principal Com-
ponent Analysis (PCA). Then the Dynamic Bayesian networks (DBNs)
are proposed to perform facial actions recognition using junction tree al-
gorithm over a limited number of feature points. In order to evaluate the
proposed method, we have applied the Korean face database for model
training, and CUbiC FacePix, FEED, and our own database for testing.
Experiment results clearly demonstrate the feasibility of the proposed
approach.

Keywords: DBNs, Pose and expression recognition, limited feature
points, automaticly feature detection, Local Gabor filters, PCA.

1 Introduction

Facial actions can provide information not only about affective state, but also
about cognitive activity, psychopathology and so on. However, this is always a
tough task because of the essence of facial actions. Thousands of distinct nonrigid
facial muscular movements have been observed and most of them only differ in
a few features. For example, spontaneous facial actions are usually in the term
of slight appearance changes. What is more, different facial actions can happen
simultaneously. All of these make the recognition difficult. Many methods are
proposed by researchers in order to solve this problem. The Facial Action Coding
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© IFIP International Federation for Information Processing 2011
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System (FACS) [I] is one of the most popular methods to analyze the facial
actions. In FACS system, nonrigid facial nuscular movement is described by a
set of facial action units (AUs).

In this paper, we focus on the methods based on DBNs. Many researchers
have attempted to build different DBNs to solve this problem. In [2], a unified
probabilistic framework is built to recognize the spontaneous facial actions based
on DBNs. The authors assume there are coherent interactions among rigid and
nonrigid facial motions. According to this idea, facial feature points can be or-
ganized into two categories: global feature points and local feature points. By
separating these 28 feature points into two groups, they realize the interactions
between pose and expression variables. In this paper, the pose is considered in
only pan angle and divided into three state: left, frontal and right. The expression
is analyzed by FACS. In another paper [3], a probabilistic measure of similarity
is used instead of standard Euclidean nearest-neighbor eigenface matching. The
advantage of this improved method is demonstrated by the experiments. In pa-
per [4], the authors use BN for face identification. Some other researchers use
hierarchical DBNs for human interactions [5]. In our case, we use DBNs to han-
dle the pose and expression recognition using only 21 feature points on human
face. We assume that pose and expression can only be considered as a kind of
distribution of the feature points.

The paper is organized as follows: Section 2 illustrates a novel facial features
detection method. Section 3 briefly introduces the theories of BN and DBNs. In
section 4, our model will be introduced in detail and experiment results will be
given too. Section 5 gives the conclusions.

2 Facial Feature Point Detection

Generally, a whole facial actions system includes the detection system and recog-
nition system. The facial feature detection system is very crucial. It decides the
performance of the recognition system and the whole system. Here we proposed
a low-dimensional facial feature detection system.

2.1 Facial Feature Points Extraction Based on Local Gabor Filter
Bank and PCA

For feature points extraction, there are many popular methods such as Ga-
bor filter-based method, Active Shape Model(ASM), Active Appearance Models
(AAM) and so on. ASM performs well in experiments [6]. However, ASM is
a statistical approach for shape modeling and feature extraction. In order to
train the ASM model, a lot of training data is necessary. AAM [7] has the same
problem as ASM. In order to realize the fully automatic feature point detection,
several other methods appear. One of the most popular methods is to detect
feature points using Gabor filter [§]. Gabor filter is a powerful tool in computer
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vision field. Gabor filters with different frequencies and orientations can serve as
excellent band-pass filters and are similar to human visual system. The Gabor

filter function can be written as in equation (II):

2 2
9(2,, £,0) = —eapl-n(T5 + L )feap(iznfa,)

where

T, = xcosf + ysinb

yr = —xsind + ycosb

(1)

In paper [9], the concept of local Gabor filter bank has been proposed and
compared with traditional global Gabor filter bank. Both the theoretical analysis
and the experiment results show that the local Gabor filter bank is effective. In
our experiments, we choose 4 orientations and 3 frequencies from the original 8
orientations and 6 frequencies according to the method introduced in [9]. The 12
Gabor filters are combined together to form a local Gabor filter bank as shown

in Fig. [

=

"

Fig. 1. Local Gabor filter bank with 4 orientations and 3 frequencies

Pupils are the significant features on human faces. Firstly, we apply the
method introduced in [10] to detect the pupils and nostrils. Then we take the
pupils and nostrils as the reference points to separate the face into several ar-
eas. In each small area, we build up the feature vector for each point. The feature
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vector is extracted from a 11 x 11 image patch which centered on that point. The
image patch is extracted from 12 Gabor filters and the original gray scale image.
Thus 1573 (11 x 11 x 13 = 1573) dimensional vector is used to present one point.
In order to describe the method better, we give an example of the feature vector.
As shown in Fig. [ and Fig. Bl there are 12 images each of which is a 11 x 11
image patch. We can reshape these patches into a vector. This vector represents
the point 6 as marked in Fig.[d In Fig.[2] features of point 6 extracted from two
different persons are given. The Fig. [3] shows the features of point 6 and another
point. The Gabor filter used in this example is the global Gabor filter. We can
also figure out the necessity of using the local Gaobr filter because some patches
are similar with each other in these images. The proposed method is similar with
the feature extraction method introduced in [8]. However, because we use the
local Gabor filter here, the dimension of the feature vector (1573) is much lower
than the dimension in [§] which is 8281.
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Fig. 2. Features of points 6 from two different persons
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Fig. 3. Features of two points. The left figure is the features of point 6 as marked in
Figll The right figure is the features of another point.
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In order to reduce the dimension further, Principal Component Analysis
(PCA) is applied. Considering a set of N images (z1,22,...,Zn), each image
is represented by t-dimensional Gabor feature vector. The PCA [9] [II] can be
used to transform the t-dimensional vector into a f-dimensional vector, where
normally f < t. The new feature vector y; € R/ are defined by
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Yyi = Woeawi (i =1,2,...,N) (2)
where Wg;a is the linear transformations matrix, ¢ is the number of sample
images.

In our case, each feature point is represented by 1573-dimensional feature
vector. Then we apply PCA to reduce the dimension to a lower dimension. After
dimension reduction, calculate the Euclidean distances among tested points and
the trained points, we can decide which point is the feature point.

2.2 Experiments and Results of Feature Points Detection

The facial feature points detection method proposed here is trained and tested on
the Korea Face database. For our study, we use 60 Korea Face database samples.
In Korea Face database, there are several different images for one person which
are taken under different illuminations or expressions. We choose the images with
natural expressions here. The 60 images are divided into two groups. 20 images
are used for training and the 40 images are used for testing. To evaluate the
performance of our system, the located facial points were compared to the true
points which are got manually. If the distance between automatically detected
point and the true point is less than 2 pixels, the detection is defined as a
success. Table [II gives the results of 17 facial feature points’ detection result
based on Korea Face database. Table [ gives the results of pupils and nostrils
detection results using the method introduced in [10]. From the result table, we
can find that the corner points are more easier to be detected while the bottom
points like point 8 and point 16 are missed more frequently. This is because the
characters of corner points are obvious and stable. The feature points described
in Table [l and Table 2] are shown in Fig. @l Also Fig. @ gives an example that the
feature points are successfully detected and Fig. Bl shows some general mistakes
in experiments.

Fig. 4. An example of successfully detected points and the feature points described in
Table 1 are marked here too
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Fig.5. The points 8,15,19 are missed in the left image and the points 14,15,16 are
missed in the right image

Table 1. Facial Feature Point Detection Results Based On Korea Face database

16 feature points detection results
Detected point Accurate Rate
1: left corner of left eyebrow 95%

2: right corner of left eyebrow 93%

3: left corner of right eyebrow 90%

4: right corner of right eyebrow 90%

5: left corner of the left eye 98%

6: right corner of the left eye 98%

7: top of the left eye 90%

8: bottom of the left eye 86%

9: left corner of the right eye 93%

10: right corner of the right eye 95%

11: top of the right eye 93%

12: bottom of the right eye 90%

13: left corner of mouth 93%

14: right corner of mouth 90%

15: top of the mouth 86%

16: bottom of the mouth 80%

21: center of the nose 90%
Average accurate rate of first 16 points|90.625%

Table 2. Pupils and nostril Detection Results using the method introduced in [I0]

Pupils and nostril detection

Detected point Accurate Rate
17: left pupil 98%

18: right pupil 98%

19: left nostril 92%

20: right nostril 90%

Average accurate rate of first 16 points|94.5%
Average accurate rate of all points 92.87%
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3 The Preliminary of Bayesian Network and Dynamic
Bayesian Networks

3.1 An Brief Introduction of BN

A BN was firstly proposed by Pearl[14]. The BN represents the joint probability
distribution over a set of random variables in a directed acyclic graph(DAG).
The links between these variables represent the causality relationships.

More formally, we can define Pa(X;) as the parents of variable X; and the
joint probability P(x) over the variables is given by the following equation:

n

P(z) = [ [ P(Xi|Pa(X))) 3)

i=1

where ¢ is the index of variables and n is the total number of variables. From
equation (3)), we can tell that a BN consists of two crucial respects: the struc-
ture and the parameters. So how to learn the structure and the parameters
from a actual problem becomes an important issue in BN. We only consider the
parameter learning issue here because the structure of BN has already been de-
cided. Parameter learning can be classified into 4 types, depending on the goal
is to compute full posterior or just a point, and all the variables are observed
or some of them are hidden. In our case, the goal is point estimation and the
hidden nodes exist. Hence, Expectation-Maximization(EM) algorithm is applied
here.

After parameter learning, the Bayesian network has been fixed. The next work
is to infer the result from evidences. Inference is another important task in BN.
In this paper, we use Junction Tree Algorithm as our inference engine. Junction
Tree algorithm is a very popular algorithm and can perform exact inference in
both directed and undirected graphical models.

3.2 An Brief Introduction of DBNs

A DBN can be defined as B = (G, ©) where G is the model structure, and ©
represents the model parameters like the CPDs/CPTs for all nodes. There are
two assumptions in the DBN model: First, the system is first-order Markovian.
Second, the process is stationary which means that the transition probability
P(X'1|X?) is the same for all t. Therefore, a DBN can be also defined by
two subnetworks: the static network By and B_, as shown in Fig. [0l The static
distribution By = (G, Op) captures the static distribution over all variables X 0.
The transition network B_, = (G_,,©_,) specifies the transition probability for
all t in finite time slices T.

Given a DBN model, the joint probability over all variables can be factorized
by unrolling the DBN into an extended static BN, whose joint probability is
computed as follows:

T-1
P(xoa "'>xT) = PBo(xO) H PBH (xH—l‘xt) (4)
t=0
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a b

Fig. 6. The left image is a static network Bp and the right image is the transition
network B —

and transition network B_, can be decomposed as follows based on the condi-
tional independencies encoded in the DBN:

Pp_ (a"a") = Pg,(x H Pp_ (z pa(z{™)) (5)

4 Pose and Expression Recognition Based on the
Proposed BN and DBNs

4.1 Introduction of the Proposed BN and DBNs

We build a BN and then extend it to DBNs. We first build a two-layer BN. The
first layer contains two discrete variables: pose and smile. Generally, three kinds
of angles are used to represent the pose: pan,tilt and roll.

In this paper, we only consider the pan angle. For human being’s head, pan
angle means turn left or right. Here pan angle is separated into 5 groups according
to the angle of the head pose: frontal, left, more-left, right and more-right which
are corresponding to five discrete states in BN( Pan angle € {1,2,3,4,5}). As
described, we separate left- turn and right-turn angle into two groups. Usually,
if the angle is around or larger than 45°, it will be clustered to the more-left or
more-right group. If the angle is between 15° and 45°, it will be clustered to left
or right group. Of course, the interval here is general.

The second layer consists of four continuous variables: eyebrow, eye, nose and
mouth. Each variable is presented by a vector with different length. The joint
probability of the first two layers of BN in Fig. [[ is factored into conditional
probabilities and prior probabilities as in equation (@]). For better expression, we
denote P for node pose, S for smile, B for eyebrow, E for eye, N for nose and M
for mouth.

P(B,E,N,M,P,S) = P(B,E,N,M|P,S) x P(P,S) (6)
= P(B|P,S)P(E|P,S)P(N|P,S)P(M|P,S)P(P)P(S)
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Fig. 7. A simplified Bayesian network of proposed model

Our aim is to estimate the belief of Pose and Smile nodes given the evidences of
the second layer:
P(B,E,N,M,P,S)

P(P,S|B,E,N,M) = 7
(75‘ Y ) ZposeZsmileP(PasaBaEaN’M) (>

where the summation is over all possible configurations of the values on the node
Pose and Smile.

Then the third layer is built. In this layer, the observation of the second-
layer nodes are defined. According to this definition, the nodes in this layer are

Fig. 8. DBN of pose recognition
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continuous too. The second and third layers reflet the uncertain relationship
between the observations and the real values. The nodes on the third layer can
be denoted by Op,Og,On,Oypr. The joint probability of the nodes from these
two layers can be calculated by formula (&):

P(B,E,N,M,0p,0g,0N,O\)=P(B,0g)P(Og)P(E,Og)P(Og)P(N,ON)P(ON)P(M,Op)P(Opp)  (8)

According to the definition of DBNs, we unroll the original BN in finite time
slices as shown in Figure B

4.2 Parameter Learning of the Proposed Bayesian Network

We only take 21 points on human face as feature points which are shown in
Fig[@ When training the BN and DBNs, we choose 50 people from Korea Face
database. Each person contains 5 poses and 1 expression. After parameter learn-
ing, we can verify the success by sampling some data from the BN and compare
them with the training data. From Fig.[@and Fig.[I0, we can figure out that after
learning, the similarity of the two figures dramatically increase. This similarity
implies the success of parameter learning of BN.

The parameter learning of DBNs can also be verified in the same way. Now
we have already get a whole BN and DBNs. Next work is to test this network
in experiments.
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Fig. 9. The left image is from training data of nose. Because the length of nose vector
is 6, there are 6 lines in the figure. The right image is the data sampled from model
before parameter learning.
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4.3 Experimental Results of Pose and Expression Recognition
Based on BN

Evaluation on CUbiIC FacePix(30) Database and Our Own Database
CUDbIC FacePix(30) is a face image database [I2][13]created at the Center for
Cognitive Ubiquitous Computing (CUbIC) at Arizona State University. It con-
tains face images of 30 people. There are 3 sets of face images for each of these 30

Table 3. Pose recognition with five levels

the feature vector of nose taken from training data

Pose recognition
Pose The group this pose belong to|Accurate Rate
Right(15°) right 100%
Right(30°) right 100%
Right(45°) more-right 100%
Left(15°) left 93%
Left(30°) left 100%
Left(45°) more-left 100%
Images from video uncertained 95%
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Fig. 10. The left image is training data
model after parameter learning.

the number of people

. The right image is the data sampled from
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Fig.11. An example of the test data from CUbiC FacePix(30) database [12] [13] we
used in Bayesian Network. The first row is left—turn pose( 45 degree). The second row
is right—turn pose(45 degree).

people (each set consisting of a spectrum of 181 images) where each image cor-
responds to a rotational interval of 1 degree, across a spectrum of 180 degrees.
We use the first set here. In this set, images are taken from the participant’s
right to left, in one degree increments. Fig. [Tl shows some examples from CU-
biC FacePix(30) database. We evaluate pose recognition of our system on this
database. Firstly, 45 images are picked from database randomly. These 45 images
include 6 different angles: right turn (15°,30°,45°) and left turn (15°,30°,45°).
The experiment results are shown in Table

After evaluating the network based on CUbiC FacePix(30) database, we gen-
erate a small database ourselves. This database is extracted from some short
videos in order to evaluate the pose recognition accurate rate in spontaneous
situation.

Evaluation on FEED Database. In order to evaluate the expression recogni-
tion of our system, we use the FEED Database(Facial Expressions and Emotion
Database) [I5]. This Database with Facial Expressions and Emotions from the
Technical University Munich is an image database containing face images show-
ing a number of subjects performing the six different emotions. The database
has been developed in order to assist researchers who investigate the effects of
different facial expressions. We use the images with happy expressions as shown
in Fig
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Fig. 12. The images with happy expression from FEED Database [15]

The experiments results based on FEED Database are shown in Table [l

Table 4. Smile recognition based on the FEED Database

Smile recognition
Expression |Smile(front)
Accurate Rate|  100%

4.4 Experiment Result of Pose and Expression Recognition Based
on DBNs

We give the results of pose recognition and smile recognition separately. For each
recognition, we define some simple action elements. Firstly, we define four action
elements of head pose in two time slices. The definitions are given in Table
We choose 50 persons from Korea Face database for training the DBNs. Each
person’s images contain variety of head poses. We use other 30 persons to test
the head pose recognition. Table [l also gives the results of recognizing these four
motions.

Table 5. The definition of action elements

T =t — 1|T = t|The name of action elements|{Accurate rate
left left keep left 90%
left |right turn right 93%
right |right keep right 100%
right | left turn left 90%

For smile recognition, we define four smile’s action elements in two time slices
whose definitions are given in Table [0l For evaluating the smile recognition,
we apply the FEED Database which has introduced previously. We choose 30
persons to train the DBNs and 20 persons to test. The results are shown in Table
too.
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Table 6. The definition of action elements

T =t—1| T =t |The name of action elements|Accurate rate
smile | smile keep smile 75%
smile |normal finish smile 90%

normal | smile smile 95%
normal |normal keep normal 90%

5 Conclusions and Future Work

In this paper, we propose a whole system for facial actions recognition. There are
some conditions for using this method. Firstly, the poses and expressions must
have clear and unique feature points’ distributions. Secondly, the distribution
can reflect the main and universal characters of the poses and expressions we
are going to recognize.

Firstly, we build a facial points detection system. The proposed method de-
creases the dimensions of features dramatically and speed up the system. This
method can realize the fully automatic feature detection. However, it is not a
realtime method. In practice, it can be used to prepare the training data for
other realtime tracking methods like ASM and AAM.

Secondly, we introduce our BN and DBNs for facial actions recognition with-
out 3D information. In BN, The different poses and expressions are presented
by different distributions of feature points. Some researchers reconstruct 3D face
from 2D images and then project the feature points to a 2D plane. However,
sometimes it is difficult to get 3D information. Through these experiments, we
find that for inexact pose recognition, 2D information can be applied directly
and the results are satisfied.

Extending the BN into DBNSs, a set of simple gestures are defined and rec-
ognized in experiments. These gestures recognized here are defined between two
adjacent time slices. In practice, some gestures can appear instantaneously and
disappear suddenly. In order to catch these gestures, the interval between two
time slices must be tiny. This requires a very fast feature tracking system. What
is more, in order to guarantee the performance, more other features should be
added.

Future research directions are realtime face tracking and more other kinds of
facial actions recognition. Finally, we want to realize the realtime communication
between human and computer.
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Abstract. During the last decade, the emerging technology for video retrieval is
mainly based on the content. However, semantic-based video retrieval has
become more and more necessary for the humans especially the naive users
who can only use the human language during retrieval. In this paper, we focus
on semantic representation using topological and directional relations between
non-moving and moving objects for security using CCTV(closed-circuit
Television). In this paper, we propose new spatio-temporal relation to extend
previous work using topological and directional relations and investigate spatio-
temporal predicates which propose our models. In the experiment part, we
compared retrieval results using TSR(Tangent Space Representation) with those
using rules represented by the proposed model.

Keywords: Spatio-temporal Relation, Motion Recognition, Motion Predicates.

1 Introduction

During the last decade, the emerging technology for video retrieval is mainly based
on the content. However, semantic-based video retrieval has become more and more
necessary for the humans especially the naive users who can only use the human
language during retrieval. So, semantic-based video retrieval research has caused
many researchers’ attentions.

Since the most important semantic information for video is based on video motion
research which is the significant factor for video event representation, there
has been a significant amount of event understanding research in various application
domains[12]. One major goal of this research is to accomplish the automatic
extraction of feature semantics from a motion and to provide support for
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semantic-based motion indexing, retrieval and management. Most of the current
approaches to activity recognition are composed of defining models for specific
activity types that suit the goal in a particular domain and developing procedural
recognized by constructing the dynamic models of the periodic pattern of human
movements and are highly dependent on the robustness of the tracking.

Spatio-temporal relations are the basis for many of the selections users perform
when they formulate queries for the purpose of semantic-based motion retrieval.
Although such query languages use natural-language-like terms, the formal
definitions of these relations rarely reflect the language people would use when
communicating with each other. To bridge the gap between the computational models
used for spatio-temporal relations and people's use of motion verbs in their natural
language, a model of these spatio-temporal relations was calibrated for motion verbs.

In the previous works, the retrieval using spatio-temporal relations is similar
trajectory retrieval, it’s only the content-based retrieval but not semantic-based.
Therefore, we propose a novel approach for motion recognition from the aspect of
semantic meaning in this paper. This issue can be addressed through a hierarchical
model that explains how the human language interacts with motions and we evaluate
our new approach using trajectory distance based on spatial relations to distinguish
the conceptual similarity and get the satisfactory results. In the experiment and
application part, we apply the proposed approach to semantic recognition of motions
and trajectory retrieval. Extending our novel motion verbs model with more abundant
motion verbs for gapping the chasm between high-level semantics and low-level
video feature is our further consideration. Finally, we can apply a security using
CCTYV through this study.

2 Related Works

The trajectory of a moving object is a presentation of spatio-temporal relationship
between moving objects and an important element in video indexing for content-
based retrieval. In Temporal relation, John Z. Li et al.[14] represented the trajectory
of a moving object as eight directions — North(NT), Northwest(NW), Northeast(NE),
West(WT), Southwest(SW), East(ET), Southeast(SE) and Southwest(SW). There are
many researches on spatial relations of moving objects. Martin Erwig[2] is defined
spatio- temporal predicates and Our previous work[3] was proposed Hierarchical
relation modeling about moving object. Lee[4][13] have proposed relations such as
3D C-string for the various extensions of the original representations of 2D and W
Ren, M Singh and S Singh[7] proposed to combine directional relations with
topological relations by specifying six spatial relationships: ‘Left’, ‘Right’, ‘Up’,
‘Down’, ‘Touch’, and ‘Front’. Pei-Yi Chen[8] measure velocity similarity by six
possible velocity trends. The SMR scheme by Chang et al.[5][6] makes use of fifteen
topological operators to describe the spatial relationships between moving object and
non-moving object and also makes a new scheme to identify objects. Egnehofer and
Franzosa[1] that proposed eight topological spatial relationships including ‘equal’,
‘inside’, ‘cover’, ‘overlap’, ‘touch’, ‘disjoint’, ‘covered-by’ and ‘contains’. This
model is the most famous study.



Extended Spatio-temporal Relations between Moving and Non-moving Objects 245

q E q Z| q

disjoint (p , q) meet (p , q) overlap (p , @)
covered by (p , q) inside (p , q)
covers (q , p) contains (q , p) equal (p, @)

Fig. 1. Topological Relation of Egnehofer and Franzosa

For example, if two regions are disjoint and later they overlap, then there must
have been a topological situation where both regions have met each other and they
cannot move directly such as, from disjoint to equal in the fig. 2.

disjoint
A
A

meet

A

overlap

covered by § covers
inside equal contains

Fig. 2. Conceptual neighborhood graph

However, Most of study represents motion between 2 moving objects and some
study is not sufficient to provide a complete representation of the semantic motion
based on directional relations by ignoring topological relations and describing the
concept or semantics motion. Therefore, we represent the semantics between moving
object and non-moving object through topological relations that we make elements of
motion. We also match motion verbs so that they don’t have direction features for
intrusion detection using CCTV[15][16].
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3 Previous Work

In the previous work[3], we propose a novel approach for motion recognition from
the aspect of semantic meaning. We define 5 basic elements to represent spatial
relations between non-moving object and moving object, and then expand them
through a hierarchical model. Therefore, it specifies how to give definitions to the
motions of general moving objects by the spatio-temporal relation, and match
between the definition of moving objects and motion verbs in the vocabulary.

The fig. 3 shows hierarchical semantic relations[11] for motion verbs, in other
words, motion verbs and visual information map from low-level features to the
semantic-level. Our model is divided into 3 levels. The level 1 describes basic
elements of motion, level 2 is the extension of basic elements and level 3 shows
combination of level 2. And, we represent semantic relation between motions and
motion verbs for each element. For example, ‘go info’ and ‘go out’ are subclasses of
motion word ‘go through’ which was set with ‘Part_of * relation and ‘go_to’(‘come
up) can be inserted into ‘go_through’, it also has a relation of antonym between
‘go_out’(depart) and ‘enter’. Even if each motion verb is different in directional and
spatial relations, the semantic relation is the same.

@ Q@ | @ & | z=m
L

L@ @ © @J

turn left return go through turn right

— Partof

—— Antonym @ @"

————— able to Part of enter exit

~el[e|[e |[ o] 0] mm

comp up arrive include leave depart

Fig. 3. Hierarchical relation modeling about moving object

However, it’s difficult to distinguish semantics only using topological relations in
level 3, which contains trajectories in the same topological relation. That is, we have
to consider directional relations. We introduce proposed new spatio-temporal relation
in next section and measure trajectory similarity using TSR which is represented
moving distance and angle.
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4 Building of Extended Spatio-temporal Relation
In this section we divided non-directional relation and directional relation.

4.1 Modeling of Non-directional Relation Motion

In the fig. 3 is cannot representation of all of Motion so we extended our spatio-
temporal relation using Egenhofer’s model and our previous work. Firstly, we define
motion using initial and final topological relation. For example, if initial topological
relation is Disjoint and Final topological relation is Disjoint or Meet fallowing fig. 2,
table 1 is shown motion. For the motion, we considered the number of all cases.

Table 1. Representation of Topological Relation about disjoint

Initial Final

No. - - Motion
Topology position Topology position
1 disjoint 1 disjoint 1 go to
2 disjoint 1 disjoint 1 surround
3 disjoint 1 disjoint 1 go by
4 disjoint 1 meet 1 arrive
5 disjoint 1 disjoint 2 around
6 disjoint 2 disjoint 2 depart
disjoint 1 overlap 1 X
disjoint 1 covered by 1 X
disjoint 1 covers 1 X
disjoint 1 inside all X
disjoint 1 contains 1 X
disjoint 1 equal all X

go to surround goby |
TR

SN LR I8
arrive around depart iL 77777777777 Z,l,,,,,,,,,,,,i

Fig. 4. Motion and Topological Position

Fig. 4 is shown motion and motion verbs also the position is shown in the table 1.
Actually, Disjoint is can move the disjoint and meet but it cannot move the others
such as overlap, inside and etc. from fig. 2. And disjoint can represent go fo,
surround, go by, arrive, around and depart from initial and final position. Table 2 is
the representation of topological relation about others.
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Table 2. Representation of Topological Relation about others

Initial Final

No. .. .. Motion
Topology position Topology position

7 meet 1 disjoint 1 leave

8 meet 1 meet 1 contact

9 meet 1 overlap 1 enter

10 overlap 1 meet 1 exit

11 overlap 1 overlap 1 contact
12 overlap 1 covered by 1 enter

13 overlap 1 covers 1 include
14 overlap 1 equal 1 same

15 covered by 1 overlap 1 exit

16 covered by 1 covered by 1 included by
17 covered by 1 inside all included by
18 covers 1 overlap 1 exit

19 covers 1 covers 1 include
20 covers 1 contains 1 include
21 inside all covered by all included by
22 inside all inside all included by
23 contains all covers all include
24 contains all contains all include
25 equal - overlap all exit

26 equal - equal - same

We get 14 motions from table 1 and 2. Some motion verb is including several
motions. Even if initial position changed, it is not a problem because we consider all
of one way direction. This means if initial position changed, final position also
changed. Other case is combination of motion we can solve using combination and it
made a new model such as fig. 5. For example DJ_OL from table 3(For example, if
initial topological relation is DJ and Final topological relation is also DJ, we’ll
represent DJ_DJ) is can be representation using fig. 2 but we need this case so we
combine DJ_ME with ME_OL. In this case 2DJ is a sufficient condition for DJ_OL.

Table 3. Representation of Topological Relation

Representation Topological Relation Representation Topological Relation
DJ Disjoint CD Covered by
ME Meet CR Covers
OL Overlap IN Inside
EQ Equal CN Contains

Finally, we define 51 motions it doesn’t consider object size. It means that some
motion represent covered by or covers between moving object size and non-moving
object size so except this case we get 51 motions.
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2ME 20L 2CD

Fig. 5. Part of Proposed Motions

4.2 Modeling of Directional Relation Motions

Some case gets a directional relation such as table 4 and fig. 6. They represent a
different motion following final position. In this paper, we just consider 4 directions
such as fig. 4.

Table 4. Topological Relation including Directional Relation

Initial Final .
No. - -, Motion
Topology position Topology position
1 disjoint 1 disjoint 1 return
2 disjoint 1 disjoint 2 go through
3 disjoint 1 disjoint 3 turn left
4 disjoint 1 disjoint 4 turn right
return go through trun left trun right

Fig. 6. Motions including Directional Relation
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S Similarity Measure between Motions

In this section, we introduce the method of similarity measure non-directional relation
and directional relation. Similarity Measure Non-Directional Relation model is using
our proposed section 4 and Directional Relation model is using TSR(Tangent Space
Representation).

5.1 Similarity Measure Non-directional Relation Model

We proposed spatio-temporal relation in previous section. This relation is
continuously moving of object following temporal relation. In fig 7, similarity
(distance) is 9 from DJ1_DJ1 (number is position of table 1 and 2) to DJ2_DJ2 and it
is 10 from DJ1_DJ1 to go through(directional relation). We can get a similarity
between moving objects. For example similarity is 5 from CD1_IN to CD2_OL2.
Another case, similarity is 3 from DJ1-DJ1 to ME1_IN.

DJ1_DJ2
(return, go through, turn left, turn right)

DJ1_ME2 1{ ME1_DJ2

DJ1_OL2  ME1_ME2 % OL1_DJ2

DJ1_CD2 - ME1_OL2 -» OL1_ME2 - CD1_DJ2

DJ1_IN ME1_CD2 - OL1_OL2 - CD1_ME2 IN_DJ2

DJ1_CD1 ME1_IN OL1_CD2  CD1_0L2 IN_ME2 CD2_DJ2

DJ1_OL1 - ME1_CD1 OL1_IN CD1_CD2 IN_OL2 CD2_ME2 - OL2_DJ2

‘ DJ1_DJ1 H DJ1_ME1 HME1_OL1 H oL1_cD1 H CD1_IN H IN_CD2 chz_ou H OLZ_MEZH ME2_DJ2 H DJ2_DJ2 ‘

ME1_ME1 - OL1_OL1 4 CD1_CD1 IN_IN CD2_CD2 [ OL2_OL2 1 ME2_ME2

Fig. 7. Proposed Spatio-temporal Relation

For the similarity, we are using the LCM (Least Common Multiple). For example,
let’s get a similarity between ME1_IN and DJ1_DJ1. ME1_IN can be divided
ME1_CDI1 and OL1_IN. Also ME1_CD1 is can be divided ME1_OL1 and OL1_CDl1
such as fig. 8. OL1_IN is a union between OL1_CD1 and CDI1_IN. DJ1_DIJlis a
basic element and cannot divide. Using this, we can get a 3 distance — 2, 3 and 4
(between ME1_OL1 and DJ1_DJ1, between OL1_CDI1 and DJ1_DJ1, between
CDI1_IN and DJ1_DIJ1). Therefore similarity is 1/3(2+3+4) = 3.

MEI1_IN=ME1_OLI + OL1_CDI1+ CDI_IN
DJ1_DJ1 =DJ1_DJ1 + DJ1_DJ1 + DJ1_DJ1

Similarity=1/3(2 + 3 + 4 )=3
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ME1 OL1 OLI CD1 CD1_IN

Fig. 8. Proposed Spatio-temporal Relation

5.2 Similarity Measure Directional Relation Model

TSR(Tangent Space Representation)[9][10] is a kind of method to measure similarity
about a object’s shape in two or three dimensions. Actually, polygonal shapes consist
of lines and the line also contains points, so we used TSR for measuring similarity
between trajectories. In the figure 9, Object A and Object B is a same shape. The right
graph is TSR about Object A and Object B. The abscissa is sum of distance about
lines and the ordinate is sum of angle between lines. In this graph, there isn’t
difference about area so they are same shape. In this way, we applied to measure
similarity between trajectories using TSR.

I,  Objecta 1,

6

L Ll LtL+L LtL+L+L *

Fig. 9. Similarity Measure Methods of Object Shape

In the figure 10, the left part shows sample motions about ‘furn_left’. The
Rusult(table 5) is that they are the same semantic so the right figure shows the same
graph about a group of ‘furn_left’. We get the value after measuring similarity
between trajectories. In this study, if two trajectories are the same, the similarity
between those is 0. In other words, similarity is in inverse proportion to measured
value. The sample trajectory is the most similar with ‘furn left’ in table 5.
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Moving
Object
(Final)

Moxi 3
Object
(Initial)

Fig. 10. Sample trajectory of moving object

Table 5. Similarity Measure using sample trajectory

go_through turn_left return
Similarity 51.26031 30.4637 97.0059

6 Experiment

We experiment on semantic-based trajectory retrieval with the proposed method. For
the experiment, we make 100 coordinate set (non-moving object’s coordinate set and
moving object’s trajectory) using simulator. The result is 97% (3% is simulator error)
because is not a real video data. This paper is a just proposed Extended Spatio-
temporal relation so we did use a real video data because problem of object detection
and trajectory extraction. Therefore the result doesn’t have a any meaning. It just
checks our model. In previous work[3], we got a 92.857% using previous model +
TSR and when we use proposed model, the precision rate increase to almost 100%.
Difference between previous work and this work as following :

A. Number of models (before: 6, now: 51) — except directional relation and size
of moving object. Therefore, previous model cannot represent all of case but
this work considered the number of all cases.

B. Max distance is just 4 in previous work and it is 10 in this work so we can get
similarity of various models in non-directional relation.

C. This research is inserted initial and final position so it’s better than before
work for the retrieval of motions such as intrusion detection using CCTV.

7 Conclusion and Future Works

In this paper, we proposed new spatio-temporal relation. Previous work, we cannot
representation all of models but we considered the number of all cases in this study.
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Increasing number of models, we limit a mapping between motions and motion verbs
so we define motion verb about the 14 basic model and others are representation
using topological relation and position. We be sure when applying intrusion detection
system, get a good result therefore next study we will apply this using real video data
and CCTV.
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Abstract. In this paper, we propose a handover authentication mechanism, called
handover key management and authentication scheme (HaKMA), which as a
three-layer authentication architecture is a new version of our previous work
Diffie-Hellman-PKDS-based authentication method (DiHam for short) by
improving its key generation flow and adding a handover authentication scheme
to respectively speed up handover process and increase the security level for
mobile stations (MS). AAA server supported authentication is also enhanced by
involving an improved extensible authentication protocol (EAP). According to
the analyses of this study, the HaKMA is more secure than the compared
schemes, including the PKMv2 and DiHam.

Keywords: HaKMA, DiHam, PKM, WiMax, IEEE802.16, Wireless security.

1 Introduction

Recently, wireless networks due to their popularity and the characteristics of
convenience and high access speed have been a part of our everyday life. Through
wireless systems, people can surf web contents, send emails and watch video program
outdoors anytime anywhere. To satisfy the requirements of high-speed mobile wireless
networks, the IEEE 802.16 Working Group in 2005 developed the IEEE 802.16e
standard, known as the WiMax system, which is an extended version of IEEE 802.16
by adding mobility management and handover scheme so as to provide users with
mobile broadband wireless services.

To prevent malicious attacks, the IEEE802.16 standard employs a key management
and authorization mechanism called privacy key management (PKM) to authenticate
users and wireless facilities [1, 2]. However, several problems have been found [1], like
lacking mutual authentication, and having authorization vulnerabilities and key
management failures. Also, the high complexity of its authentication mechanism and
the involvement of designing errors [1] make the PKM fail to effectively protect a
wireless system. To solve these problems, the IEEE Network Group proposed PKMv2
in 2005 to fix the defects of PKMv1 by adding mutual authentication and EAP support.
But this enhancement also makes PKMv2 more complicated and difficult to maintain

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 255-27(, 2011.
© IFIP International Federation for Information Processing 2011
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than PKMvlif someday new shortcomings are found. On the other hand, Leu et al. [3]
proposed a Diffie-Hellman-PKDS-based authentication method (DiHam) to improve
some of the defects. However, the scheme does not guarantee full security since it only
considers the initial network entry without providing handover and user authentication.

Therefore, in this paper, we propose a handover authentication mechanism, called
handover key management and authentication system (HaKMA for short), which is an
extended version of the DiHam by improving the key generation flow and adding a
handover authentication scheme to respectively speed up handover process and
increase the security level for mobile stations (MSs). It also enhances the AAA server
authentication by employing an improved version of extensible authentication protocol
(EAP). To meet different security levels of wireless communication, two levels of
handover authentication are proposed. The analytical results show that the HaKMA is
more secure than the DiHam, and the PKMv2.

2 Background and Related Work

2.1 The WiMax Network Architecture

Fig. 1 shows a modern multi-layer wireless network configuration. The ASN-GW is
connected to a network service provider (NSP) backbone network, and BSs are directly
linked to their ASN-GWs. An ASN-GW can not only communicate with other
ASN-GWs via the backbone network through R3 reference points, but also directly
communicate with other ASN-GWs with direct links via R4 reference points [4]. An
NSP may provide many ASN-GWs to serve users. The MS may currently link to a BS,
or hand over between two BSs under the same ASN-GW, called Intra-ASN-GW
handover, or different ASN-GWs, called Inter-ASN-GW handover. In this study, due
to limited pages, we only discuss the Intra-ASN-GW handover.

2.2 Privacy Key Management Protocol

The PKM protocol first specified by the IEEE 802.16-2004 provides device
authentication (also known as facility authentication), and PKMv2 proposed in the
IEEE 802.16e-2005 is a new version of PKM protocol by correcting designing errors
for security found in PKMv1 [4] and supporting user authentication.

PKMyv2. PKMv2 uses X.509 digital certificates together with either a RSA public-key
encryption algorithm or a sequence of RSA device authentication to authenticate
communication facilities. After that, an EAP method is employed to further
authenticate users. The encryption algorithms used by PKMv2 for key exchange
between MS and BS are more secure than those used by PKMvl. According to
IEEE802.16 standard, the optimized handover can skip the security sublayer operation
and reuses old keys, such as TEKs [2, 4], or provide handover support through mobile
IPv6 with other proposed scheme [5, 6].
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PKMyv2, allowing mutual authentication or unilateral authentication, also supports
periodic re-authentication/re-authorization and key renew. All PKMv2 key derivations
are performed based on the Dot16KDF algorithm defined in IEEE802.16e standard.

Subscriber Equipment Base Station Equipment Access Service Network

8s
R6
3
ASN Ghteway \

Network backbone

ASN Gateway

BS: Base Station
R Reference Points

8BS
BS 5
g MS: Mobile Station

The green arrow shows MS or SS moving path

MS BS

Fig. 1. The WiMax network security architecture in which MS may perform an Inter-ASN-GW
handover and an Intra-ASN-GW handover

2.3 Diffie-Hellman PKDS-Based Authentication

The DiHam [3] was developed based on PKMv1 by improving the key exchange flow
and providing different data security levels. Basically, its key exchange process
consists of two phases, authentication phase and TEK exchange phase.

In the authentication phase, AK is individually generated by BS and MS after the
delivery of the Authentication-Request message and Authentication-Reply message
[3]. In the TEK exchange phase, three security levels of TEK generation processes are
proposed to meet users’ different security requirements. This phase starts when MS
sends a TEK-Exchange-Request message to BS, and ends when BS replies a
TEK-Exchange-Reply message.

However, the DiHam as stated above only considered initial network entry, without
dealing with handover network re-entry. If it is involved by a handover procedure, the
whole process needs to be fully performed on each handover, consequently causing
serious service disruption time (SDT).

3  The Proposed Security System

The HaKMA, besides retaining the advantages of DiHam’s Key Exchange and AK
Generation processes [3], also involves an enhanced version of an EAP method to
authenticate users. A handover support to make the HaKMA more suitable for wireless
environment is added as well. The HaKMA architecture consists of three isolated
processes: CSK Generation process in which ASN-GW and MS mutually authenticate
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each other, User Authentication process in which AAA server authenticates users, and
TEK Generation and Renew process in which TEKSs are produced to encrypt data
messages. The three processes together are called the HaKMA authentication scheme.
As alayered architecture, the changing on one of the three processes does not affect the
functions of others, consequently making us easier to develop a new authentication
process for IEEE802.16 wireless networks when some functions in one of the three
processes need to be modified. The outputs of the three processes are sequentially
CSKs, MSK and CSKs, and TEKSs. In this study, we move Authenticator from BS to
ASN-GW to simplify the HaKMA architecture and its handover process.

3.1 Initial Process of Network Entry

With the HaKMA, if MS has successfully completed one or two previous processes,
but fails in an underlying process, the failed process is resumed from its beginning,
instead of re-initiating the CSK Generation process. Of course, if the CSK Generation
process fails, the HaKMA authentication scheme should be restarted. Table 1 lists the
terms and functions used in this study.

Table 1. The terms and functions used in this study

Term or function Explanation

P A strong prime number

g The primitive root of P

RS; and RA;,i=1,2 Private keys generated by MS and Authenticator

Pgs; and Pry,i=1,2 Public keys generated by MS and Authenticator

CSKi, i=12 Common secret keys

EXOR(x,y) Exclusive OR function, i.e., x®y

SEXOR(key, data) Stream exclusive OR function, repeating key content to match the length of data,
and performing exclusive OR bit by bit

Certfun(a,b, ...) Modulus function, i.e., g****mod P

Encrypt(PubKey, message) The standard RSA-OEAP-Encryption function for encrypting message into

ciphertext with given public key PubKey

Decrypt(PrivKey, ciphertext)  The standard RSA-OEAP-Decryption function that decrypts ciphertext into plaintext
with given private key PrivKey

ADR(a, b) A binary adder, but ignoring the carry of the greatest significant bit

CSK Generation process. The main objective of the CSK Generation process is to
perform mutual authentication between Authenticator and MS, and produce two CSKs.

GSK Generaticn process]
i —
M5 Bs ASN-GW
(Authenticator)
T
| CSK Request .| CSK_Request . !
> >
sk Repy | cS L
o CSK Reply | €SK Reply
i
X X X

Fig. 2. Sequence chart of the CSK Generation process. BS only relays messages for MS and
Authenticator.
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Fig. 2 shows the sequence chart. It first establishes a secure communication channel
between MS and Authenticator, and completes the following steps for initial network
entry. MS and Authenticator first mutually check each other’s X.509 certificate, and
perform a DiHam-like process to generate CSKs which are only known to MS and
Authenticator, and with which both sides encrypt those messages exchanged in User
Authentication process and TEK Generation process. BS recognizes a message
received by accessing its OP_Code, and relays messages for MS and Authenticator
without providing any authentication functions. This process can be further divided
into two phases: Authenticator-CSK phase and MS-CSK phase.

(1) Authenticator-CSK phase

In this phase, MS first sends a CSK_Request message, of which the format is shown in
Fig. 3, to Authenticator.

OP_Code|NSys|Cert(MS) | Pru1 | Pru2 | Capabilites|SAID|[HMAC (PubKey (MS))

Fig. 3. Format of a CSK_Request message sent by MS to Authenticator

In this message, RM; and RM,, two random numbers, are private keys generated

by MS, Pryq and Pgy, are two public keys where

Pryi = g"imod P,1 <i <2 (1)

NSy, the nonce, is a timestamp indicating when this message is created, capabilities
field lists the security configurations acceptable by MS, the SAID field contains MS’s
primary SAID that is currently filled with the basic CID, and the hash-based message
authentication code (HMAC) function produces a message signature by inputting all
fields of the message as its plaintext and PubKey(MS) as the encryption key.
Authenticator on receiving the message checks to see whether the message signature
calculated by itself by using PubKey(MS) retrieved from Cert(MS), and the
HMAC(PubKey(MS)) sent by MS are equal or not. If not, implying the message has
been altered, the Authenticator discards this message. If yes, it randomly selects two
random numbers RA; and RA, as private keys to generate the corresponding public
keys Pryq and Pgy, where

Pgai = g*%mod P, 1 <i <2, 2)
produces two CSKs, i.e., CSK1 and CSK2, where

CSKi = Ppp** modP,1 <i <2 3)

and calculates the certificate function Certfun(PubKey(MS),CSK1,CSK2). After
that, Authenticator sends a CSK_Reply message of which the format is shown in Fig. 4
to MS. To make sure that the message is securely delivered, the HMAC which is
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generated by involving all other fields of the message as the inputs and the
authenticator’s certificate public key (i.e., PubKey(Authenticator)) as the encryption
key is also added.

OP_Code|NS,5INS sy thenticator |Cert(Authenticator)|
Encrypt(PubKey(MS),Pga1|Praz)|Certfun(PubKey(MS), CSK1,CSK?2)|
HMAC(PubKey(Authenticator))

Fig. 4. Format of a CSK_Reply message sent by Authenticator to MS

(2) MS-CSK phase

MS on receiving the CSK-Reply message checks to see whether the message has been
maliciously modified or not by comparing not only the HMAC value calculated and the
value received from the CSK_Reply message, but also NSy retrieved from the
message with previous nonce involved in CSK_Request message. They should be
individually equal. Otherwise, the message is discarded. MS further records
NSuthenticator fOr later authentication, and checks to see whether the Authenticator is
trustable or not by comparing the authenticator’s certificate Cert(Authenticator)
with the certificate list provided by a trustable network provider and pre-installed in the
MS. If yes, MS retrieves the public key Pr4q and Pg,, by performing RSA decryption
function with its own private key, calculates CSKs, i.e., CSK1 and CSK2, and the
certificate function Certfun(PubKey(MS),CSK1,CSK2), and then compares the
calculated Certfun() value with the one conveyed on CSK_Reply message sent by
Authenticator where

CSKi = Ppyi™imodP,1 <i <2 4)

If two values are equal, the CSK Generation process terminates. MS starts the User
Authentication process. Otherwise, MS discards the message and the calculated CSKs,
and waits for a valid CSK-Reply message for a predefined time period. If MS cannot
receive a reply from the Authenticator after timeout, it assumes the CSK Generation
process fails and then restarts the process by sending a CSK-Request message to
Authenticator.

User Authentication process. In this process, MS and the Authenticator first negotiate
with each other to choose an EAP method. After that, Authenticator communicates
with AAA server to check to see whether the user is authorized to access requested
services or not.

However, EAP was originally designed for wired networks. When it is applied to
wireless networks, hackers can intercept and decrypt sensitive information. To solve
this problem, in this study, CSKs are involved to encrypt messages exchanged between
MS and Authenticator. In fact, some EAP methods do not provide security mechanism
(e.g., EAP legacy methods). Involving our encryption scheme can ensure the security
of the originally insecure EAP communication between MS and BS so that hackers
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cannot easily decrypt sensitive information, even though an insecure EAP
authentication method is used. Further, we employ EAP-AKA [7] as an EAP example,
and suggest involving EAP-authentication based AK generation flow to balance
handover performance and the security of the concerned system. Basically, our
modular design strategy results in the fact that any authentication methods designed
for wireless authentication [7] can substitute EAP-AKA to perform user
authentication. A general EAP authentication process can be found in [2].

Before this process starts, the MS first generates a 160-bits random number RAND,
and derives the EAP encryption key

EAP Encryption Key = ADR(EXOR(CSK1,RAND), CSK2) 5)

which is generated individually by MS and Authenticator and used to encrypt and
decrypt EAP messages by involving a streamed Exclusive OR method/function
SEXOR(EAP Encrypt Key, EAP-messages) . Fig. 5 illustrates our User
Authentication process in which MS sends a PKMv2-EAP-Start message, of which the
format is shown in Fig. 6, to notify Authenticator the start of the process. Authenticator
on receiving the message extracts RAND by using its private key, derives the EAP
encryption key, and replies an EAP-Request/Identity message to start security
negotiation and EAP authentication.

If user is authenticated, AAA server after checking the correctness of the MAC and
the RES received sends a Radius-Access/Accept message which contains an MSK 512
bits in length to Authenticator. Authenticator delivers an EAP-Success message to MS
[7], indicating the user is authenticated.

User Authentication process wilh EAP-AKA |re|l0$J

M5 85 ASNGW AR Sorver
(Autrenticator)

{An EAP massage delvemed Detwean H!H
and Autherilicafor is encrypled)
PKI\W).!—M’-&*S:

-

=
EAP.-Roguast ~ ||

e
EAP-Rasponsal. | Idenlity
ety 7

Feaius-Apomsi,
Request  ~

AR Sarver runs AKA algorhms L
1o ganembaRAND and ALUTN

1
|
1
|
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T Fesporss 1
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1
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1
1
le EAP-Requesti | || Radius-hocess!
- | [FaxaChalengn
ME runs AKA aigorithens to veribe AUTH Ly I
and MAL and desive RES and sassian kaﬂ |
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i ! 1| | 2f 10 RES snd MAC recaived
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Fig. 5. The HaKMA’s User Authentication process with EAP-AKA method

OP_Code|NSuyihenticator INSus|Encrypt(PubKey (Authenticator), RAND))|
HMAC(PubKey(Authenticator))

Fig. 6. The format of PKMv2-EAP-Start message sent by MS to Authenticator
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Key Distribution in the Initial Network Entry. In the HaKMA, we design a key
distribution message, prefixed by KEY-Distribution, to deliver keys from a former
process to current process and among serving BS, target BS and Authenticator.
Authenticator sends a KEY-Distribution-Response message which contains MSK and
CSKs to BS (see Fig. 5). Fig. 7 shows the format of this message. Note that both
TEK_Lifetime and TEK_Count are zeros since TEKs have not been generated. Their
usage will be described later. BS on receiving this message extracts MSK and CSKs
from this message, and starts its TEK Generation and Renew process. Currently, both
BS and MS own MSK and CSKs.

OP_Code|BSID|SAID|CSK1|CSK2|MSK|BS-Random|
TEK_Lifetime| TEK_Count|TEK1|TEK2

Fig. 7. The format of a KEY-Distribution-Response message sent by Authenticator to BS

TEK Generation and Renew process. Like that in the DiHam, TEKSs are individually
generated by MS and BS by involving required key parameters supplied by
Authenticator. Fig. 8 shows the process which starts when MS sends a TEK-Request
message, of which the format is shown in Fig. 9, to BS. Both MS and BS invoke the
Dot16KDF algorithm, which accesses the first 160 bits of MSK, to individually derive
AK, where

AK = Dot16KDF("AK",2, TRUNCATE(MSK,160),160) (6)

TEK Goneration and Renow process

l Ms | ‘ 8BS 1 ’ ASNGW
[{

TEK-Requost . | |
1. 8BS Random " | |
= Exchan

1] MS Random |

[ Exchange “ |
[Both Ms and BS sett-ganarieh TEK I,

| ke TEK-Success |

Fig. 8. Sequence chart of the TEK Generation and Renew process

OP_Code|NS,,5|SAIDJHMAC(ADR(CSK1,CSK2))

Fig. 9. The format of the TEK-Request message sent by MS to BS

BS (MS) self-generates a random number called BS_Random (MS_Random)
which is also 160-bits in length. BS_Fingerprint (MS_Fingerprint) is then generated by
encrypting BS_Random (MS_Random) with CSKs and AK, and delivered to MS
(BS) through wireless channels. The propose is to protect the random number from
being intercepted by hackers where
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BS Fingerprint = ADR(EXOR(BS Random, CSK1), AK) (7)
and
MS_Fingerprint = ADR(EXOR(MS_Random, CSK2), AK) (8)

After that, a BS_Random_Exchange message, of which the format is shown in Fig.
10 and which carries BS_Fingerprint, OP_Code, and lifetime of TEKSs, denoted by
Key-lifetime, is sent by BS to MS.

OP_Code|NS,;5|NSps|BS Fingerprint|Key-lifetime| HMAC(ADR(CSK1,CSK2))

Fig. 10. The format of the BS_Random_Exchange message sent by BS to MS

MS on receiving the message decrypts the BS_Random by using one of the
following formulas:

(BS_Fingerprint — AK)®CSK1 , if BS_Fingerprint > AK
BS Random = { . . — . . . ©)]
(BS_Fingerprint + AK + 1)®CSK1 , if BS Fingerprint < AK

After that, MS sends MS_Random_Exchange message, of which the format is
shown in Fig. 11, to BS.

OP_Code|NSgs|NSys|MS_Fingerprintf HMAC(ADR(CSK1,CSK2))

Fig. 11. The format of the MS_Random_Exchange message sent by MS to BS. Note that
Key-lifetime is not involved since it is determined by BS.

Following that, MS generates TEKs where

TEK; = EXOR(ADR(EXOR(MS_Random, AK),BS_Random), CSK;),1 < i < 2 (10)

BS on receiving the MS_Random_Exchange message retrieves the MS-Random
number, and generates TEKs with same formula where MS_Random is calculated by
using one of the following formulas:

(MS_Fingerprint — AK)®CSK2  ,if MS_Fingerprint > AK

MS Rand ={ . . — . . .
—random (MS_Fingerprint + AK + 1)®CSK2, if MS_Fingerprint < AK

Y

Now both sides own the TEKs. A TEK-Success message shown in

Fig. 12 is sent by BS to inform MS the success of the TEK generation. MS registers
its terminal device with BS by sending a REG-REQ message, and BS replies a
REG-RSP message to finish this process. The data exchange can now be started.
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OP_Code|NSys|NS,s[HMAC(ADR(TEK 1, TEK2))

Fig. 12. The format of the TEK-Success message sent by BS to MS

3.2 Handover Process of Network Re-entry

The main objective of a handover process is minimalizing the handover delay by key reuse
and pre-distribution in the employed security scheme. If a user is authenticated in the initial
network entry, as stated above, we assume that he/she is still authenticated after handover.
This means we can reuse MSK and CSKs generated in previous processes to avoid the
latency of re-authentication. For security reason, we can also renew TEKSs on each handover.
That means each time when MS moves to a target BS, new TEKS are required to substitute
the two TEKSs used by the serving BS, called previous TEKs (prev_TEKs for short to avoid
confusing with the term pre_TEKSs used in PKMv2).

In this study, two security levels of handover are proposed to meet different security
requirements. With Level-1 handover, before prev_TEKSs expires, the target BS after
MS’s handover reuses the same TEKSs to encrypt data messages so as to shorten SDT.
With Level-2 handover, on each handover, target BS temporarily reuses prev_TEKSs to
communicate with MS, generates new TEKSs, and encrypts data messages with the new
TEKs.

Summary of Key Distribution in the Network Re-entry. To deliver key information
between MS and Authenticator, the KEY-Distribution-HOInfo message shown in Fig.
13 is designed to provide MS with handover support. In this message, the TEK_Count
indicates the number of generated TEK pairs, and the TEK_Lifetime shows TEKSs’
remaining time in minutes.

OP_Code|Serving_BSID|Target_BSID|SAID|CSK1|CSK2|MSK]|
TEK_Lifetime|TEK_Count|TEK1|TEK2

Fig. 13. The format of the KEY-Distribution-HOInfo message sent by a serving BS to
Authenticator or Authenticator to another Authenticator.

SAID | BSID | CSK1 | CSK2 | MSK | TEK_Lifetime | TEK_Count TEKs

Fig. 14. The fields of an AK Table. TEKs field stores TEKs

Before MS hands over to the target BS, serving BS sends a
KEY-Distribution-HOInfo message to its Authenticator. Authenticator stores the
concerned keys in the MS’s corresponding tuple in its Authentication key table (AK
Table), a table used to keep authentication keys including MSK and CSKs for the
authenticator’s subordinate MSs. AK Table is indexed by SAID to identity which MS
the concerned keys belong to. Fig. 14 shows the fields of this table. Authenticator
further checks to see whether or not the target BS that it should newly associate with is
in its BS Table, a table for recording the BSIDs of the authenticator’s subordinate BSs,
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including those of its own and those subordinated by all its successor Authenticators,
implying Authenticators are organized as a hierarchy. The table has only one field
BSID. If yes, a KEY-Distribution-Response message that carries CSKs, MSK, and
prev_TEKSs is then sent to the target BS. If not, Authenticator needs to relay the
KEY-Distribution-HOInfo message to other ASN-GW that subordinates the target BS.

The AK table should be updated dynamically each time when MS performs network
entry or re-entry, MS is going to hand over, and MS key’s lifetime expires. When MS
initially enters a network, AK Table is updated when MS completes the User
Authentication process. Authenticator saves MS’s keys, leaving the TEKSs field empty.
The field will be filled after Authenticator receives KEY-Distribution-HOInfo message
from its BS and then stores them in its AK Table. In fact, when MS is going to hand over,
Authenticator extracts MS’s TEKs from KEY-Distribution-HOInfo message received
from serving BS and stores them in the AK Table. Finally, if the TEK_Lifetime expires,
the TEK Generation and Renew process should be reinitiated to reproduce TEKs. After
that Authenticator replaces the TEKs with the new TEKSs in its AK Table.

Summary of TEK Generation and Renew process on Handover. Both process of
the two handover security levels start when MS sends a HO_IND message to its
serving BS (see Fig. 15). The serving BS then sends a MSHO_link_down message to
inform ASN-GW to start transferring data messages received from MS’s corresponding
node (CN) to both the serving BS and the target BS, and delivers a
KEY-Distribution-HOInfo message, which contains MS security attributes, such as
CSKs, MSK and TEKs that serving BS currently uses, to its Authenticator.

Authenticator stores the keys in its AK Table if the target BS is under the
Authenticator. Otherwise, it sends the keys to another ASN-GW during MS handover.
No matter on which case, the Authenticator delivers a KEY-Distribution-Response
message to the target BS. The target BS on receiving the message retrieves security
keys and saves them for future use. Now, data message transfer can be resumed before
TEK Generation and Renew process starts, i.e., target BS can relay data messages to
MS before new random number exchange, i.e., exchanging new MS_Random and
BS_Random, is completed.

Fig. 15. The process of Level-1 & Level-2 Intra-ASN-GW handover
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After the completion of the TEK Generation and Renew process, an MSHO_link_up
message will be sent by target BS to its Authenticator to terminate sending data
messages to serving BS, and the transmission of encrypted data messages can be
continued.

Summary of Level-1 Intra-ASN-GW Handover: TEK reuse mode. Once MS
chooses Level-1 handover, the KEY-Distribution-Response message sent to target BS
by Authenticator includes TEKs used by serving BS. Target BS then waits for MS to
complete its network re-entry, and it on receiving the TEK-Request message sent by
MS as shown in Fig. 15 delivers a TEK-Success message to MS, indicating the success
of TEK reuse mode. MS then sends a REG-RSP message to register itself with the BS.
BS replies a REG-RSP message and sends an MSHO_link_up message to inform the
ASN-GW the termination of the handover service.

Summary of Level-2 Intra-ASN-GW Handover: TEK regeneration mode. If MS
selects Level-2 handover, the steps with which MS completes the network re-entry are
the same as those of Level-1 Intra-ASN-GW handover. The following steps are a little
different. The target BS generates a new BS-Random, extracts CSKs and MSK from
KEY-Distribution-Response message received from Authenticator, uses Dot16KDF
algorithm to generate AK, and then sends a BS_Random_Exchange message
containing a newly generated BS-Fingerprint (See Eq.(7)) to MS. MS then
generates a new MS-Random and sends a MS_Random_Exchange message which
contains a newly generated MS-Fingerprint (See Eq.(8)) to the target BS. The BS and
MS individually generate new TEKs by using the new MS-Random and the
BS-Random. After that, MS and the target BS which is now MS’s serving BS
communicate with each other by using the new TEKs. The following steps are the same
as those of Level-1 handover. Now, previous serving BSs can no longer communicate
with MS since the prev_TEKSs are out of date.

4 Security Analyses and Performance Analyses

4.1 Message Integrity and Replay Attack Avoidance

Message integrity is to ensure that a message has not been changed during its delivery.
In this study, all authentication messages are unchangeable once they are sent. The
receiving end on receiving a message uses HMAC function to detect data tampering,
retrieves the nonce conveyed on the message and saves it. The output of HMAC code
conveyed on a message received can act as a verification code for that message. If at
least one parameter has been changed, including the nonce, the HMAC code varies.
The message will be discarded. If HMAC code passes the verification, we further
verify the nonce.

The first time a message is sent, the receiving end R records the nonce contained in
the message. If R receives the same or similar message again, it confirms that this is not
areplay attack by comparing the nonce previously saved and the one retrieved from the
message. If the nonce received is smaller than the one saved, then the message is
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considered as an illegal one and will be discarded. All messages delivered in the CSK
Generation process and TEK Generation and Renew process are detected by this
method. The DiHam scheme provides key integrity, rather than message integrity [3].
All messages exchanged in the authentication phase and TEK generation phase could
be maliciously altered, but the receiving end cannot discover the change. The DiHam
also lacks the involvement of nonce. Hence, it cannot discover replay attacks issued by
resending an intercepted Authentication-reply message. The PKMv2 uses cipher-based
message authentication code (CMAC) or HMAC to authenticate authentication
messages, and detects replay attacks by employing CMAC_KEY_COUNT after the
success of EAP authentication or re-authentication. However, due to involving no
nonce, it cannot avoid replay attacks during the EAP authentication session.

4.2 Confidentiality

In our scheme, we analyze the confidentiality by checking to see whether exchanged
information can be decrypted easily or not, and estimating the probability that a
concerned message is cracked.

CSK Confidentiality. The HaKMA uses the key exchange process of the DiHam to
produce two CSKs. In this process, two public keys should be exchanged between MS
and Authenticator for each CSK. However, only the MS public keys Pgyq and Pgy2
will be transferred through wireless channels (see Fig. 3), the Authenticator public keys
Pgaq and Ppgy, have been encrypted by using MS’s certificate public key
PubKey(MS) (see Fig. 4) which can only be decrypted by using MS’s certificate
private key PrivKey(MS). Therefore, hackers who only know P and Ppgy; cannot
easily derive CSK1 and CSK2 where

CSK; = xmod P = Ppy;”mod P,1 <i <2 (12)

in which x = Py ;M (see Eq.(4)) and y = RA; (see Eq.(3)) are known and need to

be determined, thus
X =Ppy”,1<i<2 (13)

and the possible combinations of x and y pair are infinite. Due to the difficulty of
determining the real values for x and y, hackers can only generate CSKs by other
methods, e.g., the brute-force method.

However, the number of possible 160-bit CSK values is 21 ~ 1.4615 x 10%8.
The probability of successfully guessing the CSK on one trial is 1/2'%% which
approaches to zero. However, two CSKs are used in the HaKMA. The probability will
be one second of that when only one CSK is employed. Therefore, CSK confidentiality
is high.

EAP Encryption Key Confidentiality. In this study, we use the EAP encryption key
to encrypt and decrypt messages exchanged between MS and Authenticator. Since this
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encryption key is static and may be illegally decrypted, we involve the random number
RAND, which is encrypted by Authenticator’s public key (see Eq.(5)) during its
delivery to generate encryption keys. Hackers cannot directly access RAND. Hence, it
is hard to derive the EAP encryption key. Furthermore, each EAP encryption key is
used only by one session, i.e., it is not used again, making hackers more difficult to
collect EAP messages, and then accordingly decrypt the key. Therefore, our scheme
has high EAP encryption key confidentiality.

TEK Confidentiality. Since TEKSs are used to encrypt data messages, we need to keep
it secure. TEKSs are self-generated by MS and BS. Two random numbers BS_Random
and MS_Random are also involved in the key generation process. To prevent hackers
from collecting random numbers so as to derive TEKSs, the two random numbers are
encrypted to BS_Fingerprint and MS_Fingerprint. Since our TEK generation scheme
involves ADR function [3] (see Eq.(10)), which ignores the carry, to calculate TEKs
from BS_Fingerprint and MS_Fingerprint, hackers have to face four different
mathematical equations (see Eq.(9) and Eq.(11)). Since each equation has up to
2160 ~ 1.4615 x 10*® solutions, and all the four equations involve AK,CSK1 and
CSK2 as parameters which are unknown to hackers, the possible parameter
combinations for each equation is 2169%3 ~ 3.1217 x 10'**. Thus, we can conclude
that the TEK confidentiality is high.

If hackers try to decrypt data messages, they must find the two correct TEKs for
uploading and downloading streams. If we assume that the time required to try a
possible TEK is only one instruction, which takes about 1.4573 X 102° years on a
159,000 MIPS machine. In other words, the HaKMA is a secure and safe system.

4.3 Forward and Backward Secrecy on Handover

The forward (backward) secrecy means key K,, used in session n cannot be used in
session n + 1 (session n — 1). In Level-1 Intra-ASN-GW Handover, we reuse TEKs
during and after the handover, implying Level-1 Intra-ASN-GW Handover does not
provide the forward and backward secrecy. In the Level-2 Intra-ASN-GW Handover,
we temporarily reuse TEKSs for shortening the SDT, and generate new TEKs random
numbers exchanged between MS and BS, this handover by involving the process
provide the forward and backward secrecy.

PKMv2, due to considering performance optimization on Fast BS Switch (FBSS)
and reusing all security attributes including TEKs does not provide the forward and
backward secrecy. The DiHam process due to providing no handover support does not
have forward and backward secrecy.

4.4 Man-in-the-Middle Attack Avoidance

Man-in-the-middle attack means hackers can stay between valid MS and Authenticator
to act as a legitimate Authenticator and MS. In the CSK Generation process and User
Authentication process, MS and Authenticator exchange device certificate and
determine whether the other side is legitimate or not. But in the CSK Generation
process, we use MS’s and Authenticator’s public keys to encrypt important keys, such
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as Pp,; and Pgy, in the CSK_Reply message (see Fig. 4), and RAND in the
PKMv2-EAP-Start message (see Fig. 5). Receiving end needs its own private key to
decrypt those encrypted messages and keys. Now we assume that a hacker, M, is
standing between valid MS and Authenticator and wishes to steal EAP user passwords
by eavesdropping EAP messages. M also needs to act as an Authenticator so that it can
get the valid CSK to continue the following User Authentication process since our EAP
messages are all encrypted by using CSKs and other parameters, like RAND. To
complete the CSK Generation process, M besides relaying MS’s and Authenticator’s
certificates also needs to replace the Authenticator certificate with its own so that it can
decrypt RAND for User Authentication process. However, if M replaces the certificate
with its own, this illegal certificate will not be recognized by MS and this session will
be terminated. On the other hand, if M continues using the real authenticator’s
certificate, it will not be able to decrypt the RAND carried on the next
PKMyv2-EAP-Start message sent by MS since this value can only be decrypted by
Authenticator’s private key that M currently does not have, and the User Authentication
process is still secure because all EAP messages are encrypted with both the CSKs and
RAND. As aresult, our scheme can prevent man-in-the-middle attacks.

4.5 Performance Analysis on Key Generation

Generally, in a Diffie-Hellman based authentication method, exponential operations
dominate decisive performance differences [3]. In this study, two CSKs are
individually generated by MS and Authenticator, and only Diffie-Hellman based public
keys, with which the strong security is ensured based on the difficulty of solving
discrete logarithm problem [8], are transmitted through wireless channels. In the
DiHam, Diffie-Hellman style keys are widely used, e.g., the generation of the CSK, AK
and TEK. These keys provide a very secure method to protect the communication
system, but the cost of key calculation is high.

Others important algorithms employed in HaKMA and PKMv2 are HMAC, CMAC
and Dot16KDF. But since those algorithms perform fast operations, their costs which
are very smaller than those of exponential operations can be ignored. Table 2
summarizes the costs of the evaluated schemes. We can see that the cost of the HoKMA
operations is between those of PKMv2 with EAP-AKA method and DiHam with
level-1 TEK.

Table 2. Lists of modular operations for different security schemes

Exponential operations

Security scheme (. "'EAp  TEK Total

DiHam with level-1 TEK 7 - 1 8
DiHam with level-2 TEK 7 - 6 13
DiHam with level-3 TEK 7 - 76 83
PKMv2 with EAP-AKA - 2 - 2

HaKMA with EAP-AKA 5 2 - 7
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5 Conclusions and Future Work

In this paper, the HaKMA security scheme which provides fast and secure key
generation process, mutual authentication and EAP based user authentication is
proposed. The three-layer architecture simplifies key generation flows compared to
those proposed in the DiHam and PKMv?2. It further provides a fast and secure key
renew process for handover. We also introduce two levels of handover processes to
minimize SDT, give connections between MS and BS forward and backward secrecy
and analyze the HaKMA'’s security and performance. From which we can conclude that
the HaKMA provides low-cost and effective handover, and its authentication approach
is more secure than those of the DiHam and PKMv2.

In the future, we would like to enhance the HaKMA by developing its error handling
capability. In the handover support, we will design a flexible MS keys’ routing scheme
to deliver keys between/among Authenticators, and develop behavior and reliability
models so that users can predict the HOKMA’s behavior and reliability before using it.
The handover authentication between two heterogeneous networks, such as IEEE
802.11 or 3GPP LTE, will also be developed. Those constitute our future research.
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Abstract. In this paper, we propose a novel privacy-preserving loca-
tion assurance protocol for secure location-aware services over vehicular
ad hoc networks (VANETS). In particular, we introduce the notion of
location-aware credentials based on “hash-sign-switch” paradigm so as to
guarantee the trustworthiness of location in location-aware services while
providing conditional privacy preservation which is a desirable property
for secure vehicular communications. Furthermore, the proposed pro-
tocol provides efficient procedures that alleviate a burden of computa-
tion for location-aware signature generation and verification on vehicles
in VANETS. In order to achieve these goals, we consider online/offline
signature scheme and identity-based aggregate signature scheme as our
building blocks. Finally, we demonstrate experimental results to confirm
the efficiency and effectiveness of the proposed protocol.

Keywords: VANETs, Location Assurance, Privacy Preservation,
Location-Aware Credential, Online/Offline Signatures.

1 Introduction

Vehicular ad hoc networks (VANETS) have emerged as a promising research
field to provide significant opportunities for the deployment of a variety of ap-
plications and services as well as intelligent transportation systems to users. A
VANET mainly consists of on-board units (OBUs) and roadside units (RSUs),
where OBUs are installed on vehicles to provide wireless communication capa-
bility, while RSUs are deployed to provide access point to vehicles within their
radio coverage. By this organization, the VANET enables useful functions, such
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as cooperative driving and probe vehicle data, that increase vehicular safety and
reduce traffic congestion, and offer access to location-aware service applications.

A location-aware service on a VANET is to provide time-sensitive and higher-
level services that distribute on-demand information such as traffic conditions,
weather, and available facilities (e.g., gas station or restaurant) for a certain
geographic area of interest by taking advantage of vehicular communications
[4]. For the sake of supporting such a useful service, Dikaiakos et al. [4] pro-
posed the development and deployment of location-aware service infrastructure
on top of emerging VANETS based on a vehicular information transfer protocol
(VITP) [5] which is an application layer communication protocol specifying the
syntax and the semantics of messages for a VANET service. However, VITP
does not provide built-in security features although it is necessary to develop
a suit of elaborate and carefully designed security mechanisms before all other
implementation aspects of VANETs [17].

Upon taking security design for viable location-aware service applications into
consideration, location assurance is a fundamental security requirement from
user’s perspective because location information is an indispensable aspect for
guaranteeing a reliable and trustworthy location-aware service. Recent advances
in localization technologies enable accurate location estimation of vehicles based
on transmission signal properties such as signal strength and direction. Prior
location verification schemes [TTT6/1]] in the literature focused on secure packet
forwarding in geographic routing protocol to identify a false node, which fakes
its position, by verifying whether a neighbor node physically resides within a
communication range. However, this approach is different from our protocol,
and further, cannot support location assurance from the view of location-aware
service.

On the other hand, sensitive information such as the identity and location
privacy of a vehicle should be preserved from being illegally traced by a global
eavesdropping attacker through vehicular communications [I7]. To satisfy the re-
quirement of privacy preservation, a variety of privacy-preserving authentication
protocols have been proposed on the basis of digital signature including group
signature schemes and anonymous certificates using pseudonyms of vehicles to
conceal the real identities of vehicles [12JI3]15]. However, those protocols cannot
fulfill the location assurance requirement in our mind. Moreover, the require-
ment of location assurance seems to conflict with location privacy.

Our Contribution. In this paper, we propose a novel and efficient privacy-
preserving location assurance protocol that addresses the conflicting goals of
privacy preservation and location assurance for location-aware services over
VANETSs. Even though ordinary digital signature schemes are sufficient to guar-
antee the authenticity of a message including location information, it is insuffi-
cient to guarantee the semantics that the message was responded from a vehicle
that passed through the claimed location since there is no binding between the
signature function and the location information. Consequently, we introduce
the notion of location-aware credential which is a signature on a trapdoor hash
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value [I0] under geographic location information and can be transformed into
location-aware signatures on location-aware messages by applying “hash-sign-
switch” paradigm [20] without violating location privacy of vehicles through ve-
hicular communications. Moreover, the proposed protocol gains merit from the
performance point of view by providing efficient signature generation and even
verification on vehicles. In order to achieve these goals, we elaborately incor-
porate online/offline signatures [3] with an identity-based aggregate signature
scheme [I9] to generate location-aware credentials and signatures for location
assurance, and make use of pseudonym-based anonymous authentication for pri-
vacy preservation.

2 System Model

2.1 Architecture

In this section, we describe our system model, in which communication nodes
are either the trusted authority (TA), RSUs, or OBUs. The detailed description
of system components is as follows:

e TA is public agencies or corporations with administrative powers in a specific
field; for example, city or state transportation authorities. The TA is in
charge of the registration of RSUs and vehicles deployed on a VANET, and
issues cryptographic quantities through initial registration. In addition, the
TA should be able to trace the real identity of a message originator by law
enforcement when a problematic situation occurs.

e RSUs are subordinated to the TA and responsible for issuing location-aware
credentials to each vehicle within RSUs’ geographic areas. They assist the TA
to resolve dispute cases and may not disclose any inner information without
the authorization of the TA.

e OBUs are installed on the vehicles. They communicate with other OBUs
for sharing location-aware information, and with RSUs for requesting the
location-aware credentials used to generate signatures for a secure location-
aware service.

To define architectural model more clearly, we make the following assumptions:

e RSUs are able to establish a secure channel with the TA by the Internet or
any other reliable communication links with high bandwidth.

e Vehicles are equipped with an embedded computer, a GPS receiver, a wire-
less network interface compliant to standards like 802.11p incorporated with
dedicated short range communications (DSRC) [21].

e A number of roadside service facilities (e.g., gas stations, coffee shops, restau-
rants, etc) are also equipped with short-range wireless interfaces and partic-
ipate in the VANET.

e The TA can inspect all RSUs at high level and maintain the compromised
entities list.
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Since the main goal of this paper is to design security protocol, we do not describe
the process of location-aware service transactions in detail. Instead, we assume
the functionalities of the VITP [5] for our underlying location-aware service on
VANETSs. Multi-hop message delivery can be supported by geographic routing
protocol such as GPSR [8], which forwards messages toward their geographic
destination.

2.2 Security Objectives

Here we clarify our security objectives in order to provide secure and trustworthy
location-aware services among vehicles in VANET environments. The concerns
of our design are summarized as follows:

e Location Assurance. A location-aware service should guarantee the se-
mantics that the information about a certain location of interest is related
to the claimed target location. That is, it must be possible for a request-
ing vehicle to verify that a response message was actually originated from a
vehicle within the target location area.

e Authentication. Only legitimate entities should take part in the VANETS.
In addition, the origin of the messages should be authenticated to guard
against the impersonation and message forgery attacks.

e Location Tracking Avoidance. The real identity and location privacy
of a vehicle should be preserved from illegal tracing through a vehicular
communication even though location assurance is supported.

e Traceability. The authority should be able to trace the originator of a
message by revealing the real identity in case of any disputed situation such
as liability investigation. That is, privacy preservation protocols in a VANET
must be conditional by way of precaution against problematic situations.

3 Proposed Protocol

In this section, we present an efficient privacy-preserving location assurance pro-
tocol consisting of system setup, OBU and RSU registration, location-aware cre-
dential issuance, and location-aware signature generation and verification. To
design the protocol, we consider identity-based authenticated key agreement
scheme [2] for mutual authentication between an OBU and an RSU, and on-
line/offline signatures [3] and identity-based aggregate signature scheme [19] for
efficient location-aware signature generation and verification, respectively. Espe-
cially, the essence of our protocol is to use location-aware credentials based on
“hash-sign-switch” paradigm [20] for providing reliable and trustworthy location-
aware services without violating the location privacy of OBUs. Table 1 describes
the notations used in the proposed protocol.
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Table 1. Notations

Notation Description

params public system parameters

ski, vk; signing/verification key pair of entity ¢

ok;,rk; identity-based secret keys for OBU; and RSUj,
respectively

HK; TK; hash key and trapdoor key for OBU;, respectively

X location-aware credential for OBU; issued from
RSU;

Hy,Hs,Hs, Hs, Hs  cryptographic hash functions

L; location information of RSU;

T valid time period

MACYy MAC function under the key &

Ency, Decy, symmetric encryption and decryption functions
under the key k, respectively

KDF key derivation function

3.1 System Setup

The TA generates the required groups and public system parameters according
to [2/3U19]. The TA chooses a multiplicative group G of the prime order p and
bilinear map groups (G1, G3) of the same prime order ¢, then random generators
g € G, P € Gj. Let e: G X G; — Go be a bilinear map. The TA picks random
Y € Zy, a € Zy as the master keys for identity-based cryptography and sets
go = g7, Py = aP as the corresponding public keys, respectively. The TA also
chooses cryptographic hash functions which are defined as H; : {0,1}* — Gy,
Hy :{0,1}* — Zj and Hj3, Hy, H5 : {0,1}* — Z5.

In addition, the TA chooses a collision resistant one-way hash function h and a
secure symmetric encryption algorithm Enc, then defines a key derivation func-
tion K DF built on the hash function h. Finally, it publishes the public system
parameter params = {G, Gy, Ga, g, go, e, P, Py, H1, Ha, H3, Hy, Hs, Enc, KDF}.

3.2 OBU and RSU Registration

In our system, all OBUs and RSUs need to be registered from the TA and pre-
loaded with their own secret quantities before joining a VANET. Fig. 1 describes
the procedure of initial registration with respect to OBUs and RSUs, respectively.

If the registration entity is an OBUj, it submits its own real identity ID; to the
TA. Then the TA first checks its validity. If the identity ID; passes the check,
it derives a pseudo identity PID; = Enck(ID;) under the secret key K from
OBU;s real identity 1D;, then computes ok; = aH;(PID;) as OBU,’s identity-
based secret key used for mutual authentication with RSUs. The TA transmits
(params, PID;, ok;) to OBU; and registers (ID;, PID;) as a legitimate entity in
secure storage.
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Registration for OBU;

1. Generate PID; = Enck (ID;) as OBU;’s pseudo identity.
2. Compute ok; = aH1(PID;) as OBU;’s identity-based secret key.
3. Issue (params,PID;,ok;) to OBU;.

Registration for RSU;

1. Compute rk; = aH1(L;||T) as RSU;’s identity-based secret key.
2. Choose s; € Z;, and compute A; = g*.

3. Set sk; = s; +vHs(L;]|T]|4;) (mod p) as RSU;’s signing key.
4. Issue {params,rk;, skj, A;) to RSU;.

Fig. 1. Initial registration for OBUs and RSUs by the TA

On the other hand, if the registration entity is an RSU;, the TA computes
rk; = aHy(L;||T) and sk; = s; + vH3(L;]|T||4;) (mod p) using the location
information £; in which RSU; is located together with the valid time period 7'
At this step, rk; is an identity-based secret key used for mutual authentication
with OBUs and sk; is a signing key which is used for issuing location-aware
credentials for assuring location-aware services in VANETS, respectively. Then
the TA issues (params,rk;, sk;, A;) to the RSU;.

Remark 1. According to [], a location information £ can be represented as
two-value tuples [road-ID, segment-ID], where road-ID is a unique key represent-
ing a road and segment-ID is a number representing a segment of that road [14].
Given that the movement of vehicles is constrained within the road system, we
can assume that the geographic areas of interest are restricted to roads and road
segments. Therefore, those representations can be used as identifiers for our key
generation.

Remark 2. The valid time period T used in our protocol makes fine-grained
revocation possible with respect to RSU,’s identity-based secret quantities. For
instance, if the TA sets the valid time period T as current date to generate
rk; = oH(L;||T) and sk; = s; + vHs(L;]|T||4;), the vulnerability window
of RSUj is restricted to the end of the day since RSU;’s secret keys are inher-
ently useless after current date. Moreover, the process of secret key renewal on
the TA is insignificant operation since only hash function, 1 point multiplica-
tion of Gy and 1 modular exponentiation of Z; are used in our protocol and
pre-computations are also possible.

3.3 Location-Aware Credential Issuance

When an OBU; wants to get a new location-aware credential for joining secure
location-aware service from the RSU; located in the OBU;’s geographic area,
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the OBU; and the RSU; perform a location-aware credential issuance protocol.
The proposed protocol is composed of two phases. One is mutual authentication
between the OBU; and the RSU; using their identity-based secret keys, and the
other is a location-aware credential generation by the RSU;. The detailed steps
are as follows.

Step 1. The OBU; picks a random a € Z; to compute X = aP and generates
Qi = H1(PID;), then sends (X, Q;) to the RSU; as a request.

Step 2. Upon receiving the request, the RSU; picks a random b € Z; and
computes Y = bP. The RSU; establishes k& = e(bQ;, Po) - e(rk;, X) and
computes m; = MACy,(Q:, X,Y,L;,T), where ky = KDF(k||0). Then the
RSU; sends (Y, L;,T,w;) to the OBU; as a response.

Step 3. The OBU; also establishes k = e(ok;,Y) - e(aQ;, Po) and checks

that m; L MAC,,(Q;, X,Y,L;,T) to authenticate the RSU;, where Q; =
H,(L;||T) and ko = KDF(k||0). If it holds, the OBU; chooses a random
T; € Z; as a trapdoor key TK; and sets HK; = x; P as the corresponding
hash key, respectively. Finally, the OBU; computes C; = Ency, (PID;, HK;),
where ki = KDF(k||1) and m; = M ACy,(PID;, Qs, X, Y, HK;, L£;,T), then
transmits (C;, ;) to the RSU;.

Step 4. First, the RSU; decrypts C; under k1 = KDF'(k||1) to obtain OBU’s
pseudo identity PID; and hash key HK,;. Then it looks up the up-to-date
revocation list retrieved from the TA to check the validity of the given PID;.
If the PID; is revoked one, the RSU; refuses to issue a location-aware cre-
dential. Otherwise, it checks that m; L MAC,(PID;, Qi, X, Y, HK;, L;,T).
If the check holds, the RSU; chooses a random \; € Z; and computes the
trapdoor hash value §; = \;HK;. The RSU; also picks a random r € Zj,
then generates a location-aware credential X; ; = (4;,U;, V;):

Ui=g"
Vi =i + sk (mod p)

where 10 = Hy(&|L5]|T(|Uil|4;) and ¥i,1 = Hs (&£ T|[4i,0]|Us]|4;). Fi-
nally, the RSU; computes C; = Encg, (\i) and 7 = M ACy, (X, X5 j), then
transmits (Cj, X; ;, ;) to the OBU;. In addition, RSU; stores (PID;, H K;)
in its local credential list for assisting the TA by way of provision against a
liability investigation. Note that, in location-aware credential generation, no
identity-related information is included in X; ;.

Step 5. The OBU; retrieves the secret value \; = Decy, (Cj), then checks

7r;- . MACy, (i, X5 ;). If the check is valid, the OBU; sets sk; = (T'K;, A;)
as its singing key and vk; = HK; as its verification key, respectively.

Remark 3. The location-aware credential X; ; = (4;,U;,V;) for OBU; is an
identity-based signature on the trapdoor hash value & under the geographic
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location £; and the valid time period T'. Moreover, the location-aware credential
2;; can be re-used whenever OBU; wants to sign a location-aware message
during the specific time period T

3.4 Location-Aware Signature Generation and Verification

Fig. 2 depicts the message structure used for a secure location-aware service.
The type field represents either request or response. The target and source fields
contain location area of interest that specifies the road and segment identifiers,
as retrieved by an on-board navigation and positioning system. Hash_key and
signature fields contain message originator’s hash key and a digital signature on
the message under location information and valid time period, respectively.

Road-ID Segment-ID

Type | MsgID | Target | Source | Time | Msg. Body

Hash_Key ’ Signature

Fig. 2. Message structure

As aforementioned, since we assume an underlying VANET routing protocol,
we just present how location-aware credential lead to location-aware signature
generation and verification on the message for a secure and trustworthy location-
aware service as shown in Fig. 3. For a given location-aware service message m,
any entity in a VANET is able to convert a location-aware credential X into a
location-aware signature o on the message m by using its own trapdoor key T K
during the valid time period T'.

Signature Generation for given location-aware service message m and
credential X; ;, an OBU; performs as follows:

1. Choose a random c € Z; and compute k = cP.
2. Compute w = \; — dex; ' (mod q), where § = Ha(m||x).
3. Set 0 = (k,w, Xs,;) as a signature on m.

Aggregate Verification for n pairs (m;, o;) where i € [1,n], the receiver
performs as follows:

1. Compute &; = Ha(m;l||k:) and & = dik; + w;HK; for @ € [1,n].

2. Compute wi,O = H4(£1H[,]||T||U1HA]) and %‘,1 =
Hs(&1L5|[T||i0]|Us]|4;) for i € [1,n].

3. Check that 92121 Vi ; H?:1 U’Z/’i,o.nz;l A’;/%l gg::’:1 "/’i,lHS(ﬂjHTHAj>.

Fig. 3. Location-aware signature generation and verification
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The consistency of the location-aware signature verification can be proved as
follows:

— For the trapdoor hash value &;, we have that

& = 0k +wi HK;
= Ho(my||ki)ki + w, HK;
= Ha(my||e;P)eiP + (N — Hg(mi|\ciP)cim;1) -x; P
=MHK;

— For the verification check, we have that

E ’L—gEL 171¢10+ZL1&/€¢11
= 921:1 riti,o gZz:l skjtin

g

n
_ H(gri)wz‘,o .gZ?:1(SJ+7H3(Ej||T||Aj))¢z',1
i_

3

:H Yo HA1[111. i1 Vi1 Ha(L;5]1T1]A5)

The proposed protocol is highly efficient in terms of signature generation and
even verification since only 1 point multiplication of Gi, and 2 point multipli-
cations of G; and 4 modular exponentiations of Z; are required in signature
generation and verification phases, respectively. Moreover, for n messages with
signatures o; (1 <1 < n) replied from n vehicles, the receiver aggregately verifies
the n signatures to significantly reduce the computational costs.

4 Security Analysis

In this section, we analyze how the proposed protocol satisfies the security ob-
jectives stated in Section 2.2.

e Location Assurance. This goal can be satisfied by the location-aware cre-
dential X which is a signature under a location information £ and a time
period T'. If the location-aware credential in a location-aware signature o
is verified as valid by using the location information £ and the time pe-
riod T specified in a location-aware message, then the verifier can be con-
vinced that the message was responded by an OBU that passed through
the claimed location £ for given time period T because the location-aware
credential for the OBU is issued by the RSU physically located in the target
geographic area. Moreover, since the location-aware credential is generated
by an identity-based aggregate signature scheme [I9] which was proven to
be secure against adaptive chosen message attacks, no adversary can launch
a forgery attack against the location-aware credential.
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e Authentication. The authenticity of entities that participated in a VANET
can be assured by the identity-based secret keys issued through the initial
registration in the protocol. That is, only the RSU possessing a valid rk
corresponding to its location and the OBU possessing a valid ok derived
from its pseudo identity can be authenticated to each other. Therefore, when
we assume the security of the underlying identity-based cryptography, no
one can launch an impersonation attack unless the entity is registered to the
TA. To forge location-aware signatures based on online/offline signatures [3],
and further, an adversary should find collisions of the trapdoor hash value &
given the corresponding hash key H K. However, this implies the adversary
can solve the discrete logarithm problem in Gi, which is computationally
infeasible.

e Location Tracking Avoidance. In our protocol, message senders and re-
ceivers are specified by their hash keys. The distribution of hash key HK
is computationally indistinguishable from uniform distribution in G; if the
probability over the choice of x is uniformly distributed in Zj. Therefore,
indistinguishability of hash keys can prevent an adversary from identifying
OBUs. In addition, since the hash key is renewed whenever an OBU enters
into different geographic areas, an attacker cannot match the originators be-
tween observed messages from different locations. As a result, unlinkability
of hash keys at different locations can prevent a global eavesdropper from
tracking movement of an OBU.

e Traceability. In dispute case, the TA is involved in tracing the originator
of the message. Given a message formed as shown in Fig. 2, the TA first
retrieves the location information £; and originator’s hash key HK; from
the message. Then the TA requests the pseudo identity PID; corresponding
to the hash key H K; to the RSU; located in £;. On TA’s demand, the RSU;
searches the PID; from its local credential list and responds with the PID;.
Finally, the TA can recover the real identity ID; by decrypting the PID;
under TA’s secret key K.

5 Performance Evaluation

In this section, we evaluate the performance of the proposed protocol in terms of
RSU location-aware credential issuance, message processing rate of a responding
vehicle, and message processing delay for reply messages. In order to evaluate
the processing time of location-aware credential issuance protocol, and location-
aware signature generation and verification, we considered PBC library [23] for
implementing bilinear pairing and modular operations with 1024 bits security
level on Pentium IV 3GHz.

Table 2 shows the measures to estimate the proposed protocol. Since the
computations of a bilinear pairing ¢,, a point multiplication ¢,, and a modular
exponentiation . are much time consuming operations, we did not account any
other negligible computation such as cryptographic hash functions.
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Table 2. The number of cryptographic operations and the processing time

I RSU | OBU || Time(ms)
Credential issuance || 2tp+3tm+1te | 2tp+3tm 37.3
Msg. signing - 1tm 1.9
Msg. verifying - 2tm+4te 12.2

5.1 Processing of RSU Location-Aware Credential Issuance

The main operation of an RSU is to issue location-aware credentials to vehicles
on requests within RSUs valid coverage range R,,4. Hence, RSU’s performance
always depends on vehicles density d and speed v within the coverage range. The
RSU valid serving ratio Sgsy, which is the fraction of the number of actually
issued credentials to the number of requests [I3], can be defined by

. Ryn
1, lf T_g L 2 1,
— kv dp
SRSU =94 Rpny 1 .
e otherwise.
Tev  dp’

where p is the probability for each vehicle to request a location-aware credential
and T} is the execution time of location-aware credential issuance protocol.

Fig. 4 depicts the RSU valid serving ratio with different vehicle density and
different vehicle speed for R,.,; = 500m, and the probability p = 0.8 and p = 1.0,
respectively. From the results, we can observe that RSU can sufficiently deal with
the location-aware credential requests in most practical scenarios even though
RSU cannot fully process credential issuance protocol if more than 320 vehicles
request their location-aware credentials with the probability greater than 0.8 at
the same time. Thus, we conclude that the proposed location-aware credential
issuance protocol is feasible.
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Fig. 4. RSU valid serving ratio for location-aware credential issuance
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5.2 Processing of Responding Vehicle

Within a target location area, the valid response processing ratio of a responding
vehicle is estimated as the fraction of the actually processed location-aware re-
sponses to the number of received requests while the responding vehicle goes
through the area after obtaining a location-aware credential. A serving du-
ration Tp for the vehicle passing the target area can be computed as Tp =
(Rrng/v) — Tj. Let Ts and T, be the processing times for signature generation
and verification, respectively. Since the responding vehicle requires a signature
verification for a request message and a signature generation for a response
message, the number of response N,.s which the responding vehicle can deal
with is measured by Ny.s = Tp/(Ts + Ty). Let N, be a request message rate
per second, and V,, be the average number of requesting vehicle for a target
area. Then, the number of request N,., received while passing the target area
is Nyeg = (Rypng/v) - Ny - V,,, and then the response ratio Sy.s can be evaluated
as Nres/N'r'eq-

_ g Vi
res % ’ otherwise.

Fig. 5 depicts serving ratio of a responding vehicle with 20m/s speed in 300m
segment area depending on the number of requesting vehicles and message rates.
From the results, if a message rate is higher than two messages per second and
more than 32 vehicles send request messages, the responding vehicle cannot
fully process the all requests. However, location-aware service is an on-demand
service and the VITP puts a longer time interval than one second as considering
the replying phase processing delay. Consequently, the proposed protocol can
practically process almost all location-aware requests in a secure manner.

100 9= = = = &= & &8 &8 &8 8 8 8 8 &8 8 8 8 8 ¢ o o

——1msg/sec
090 o
-2 msg/sec

0.85 A

ocnse ratio

res

0.80 A

number of requesting vehicles

Fig. 5. Serving ratio of a responding vehicle in a target area depending on query
message rate
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5.3 Simulation Result

To evaluate the performance for the proposed secure location-aware message
query and response over VANETS, we simulated vehicular communications con-
sidering highway-traffic scenario by using NS-2 simulator. We used the GPSR []
as a geographic routing protocol provided by [9] and IEEE 802.11p wireless inter-
face configuration [22] with 11Mbps bandwidth and 250m nominal transmission
range.

In our highway-traffic scenario, we deployed vehicles on 5km-long road with
3 lanes to each direction, and fixed target road segment range to 300m. Then,
we estimated the message processing delay by varying the query distance to the
target area and inter-vehicle space on the road, respectively.

The left part in Fig. 6 shows the message processing delays to the query
distance from 500m to 2,500m and n response messages within 300m target road
segment, where n = 5,10, 15. The delay was measured by end-to-end round-trip
time and location-aware signature generation and verification time. However, we
did not take into account message loss suffered from routing failure. In addition,
the right part in Fig. 6 shows the message processing delays depending on a
vehicle density to 2,000m query distance. To measure the processing delay, we
varied the inter-vehicle space from 50m to 150m, respectively. From the result,
we can observe that the longer inter-vehicle space, which means sparse density,
increases the message transmission delay due to much routing processing time.

025 unes moes
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(a) delay to the query distance (b) delay to the inter-vehicle space

Fig. 6. Message processing delay depending on the query distance and the inter-vehicle
space with the number of response messages

6 Conclusion

In this paper, we have proposed a novel and efficient privacy-preserving loca-
tion assurance protocol for providing reliable and trustworthy location-aware
services as well as privacy preservation in VANETSs. In particular, we have intro-
duced the notion of location-aware credential based on online/offline signatures
and “hash-sign-switch” paradigm to guarantee the trustworthiness of location
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without violating location privacy. Furthermore, the proposed protocol provides
efficient procedures for location-aware signature generation and verification to
effectively alleviate computational costs on vehicles in VANETs. We have pro-
vided comprehensive analysis to confirm the fulfillment of the security objectives,
and the efficiency and effectiveness of the proposed protocol.
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Abstract. Nowadays, digital images and videos have become increasingly
popular over the Internet and bring great social impact to a wide audience. In
the meanwhile, technology advancement allows people to easily alter the
content of digital multimedia and brings serious concern on the trustworthiness
of online multimedia information. In this paper, we propose a new framework
for multimedia forensics by using compact side information based on reversible
watermarking to reconstruct the processing history of a multimedia data.
Particularly, we focus on a secure reversible watermarking to make the image
hash more secure and robust. Moreover, we introduce an algorithm based on
Radon transform and scale space theory to effectively estimate the parameters
of geometric transforms and to detect local tampering. The experimental results
show that the quality of the embedded image is very high and the positions of
the tampered parts are identified correctly.

Keywords: Secure Image hashing, Radon transform, Reversible Watermarking,
Forensic Analysis.

1 Introduction

Emerging and future communications are going much beyond dealing with one pair
of sender and receiver. We have witnessed growing trends of communications
involving multiple users in a heterogeneous environment such as peer-to-peer and
wireless networks to deliver content rich audio-visual data.

However, the digital nature of multimedia data and the advancement of multimedia
processing technologies have made it easy to modify the digital content. Multimedia
data can be intentionally altered to create a forgery and convey a different meaning.
For example, objects can be removed from or inserted into an image, and multiple
pieces of content may be combined into new creation. As such, it is critical to
evaluate the trustworthiness of multimedia information and reveal its complete
processing history in order to achieve better decision and usage of online multimedia
information. Forensic hash is a short signature attached to an image before
transmission and acts as side information for analyzing the processing history and
trustworthiness of the received image.

There are two traditional techniques to evaluate image trustworthiness and
authenticity, namely, robust image hashing [1-2] and blind multimedia forensics [3].

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 286-294, 2011.
© IFIP International Federation for Information Processing 2011
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Robust image hashing is an extension from traditional cryptography hash. A
cryptography hash is used to evaluate authenticity of text or binary data and is
sensitive to a single bit difference, while image hash is designed to evaluate similarity
between visually similar images that may have undergone some allowable operations
but sensitive against malicious tampering. The distance between two image hashes is
compared with a threshold to determine whether the received image is authentic.

The research objective of multimedia forensics is to provide tools for analyzing the
origin, processing history, and trustworthiness of multimedia information. Recent
research in multimedia forensics can determine whether a received image or video has
undergone certain operations without knowing any information about the original
data. This is accomplished by analyzing intrinsic traces left by devices and
processing, and by identifying inconsistencies in signal characteristics. Thus, it is
difficult to trace history of some operations such as cropping and rotation without any
side information about the original image. Many signal statistics and traces left by
image operations may be removed or altered by further post-processing. A
considerable amount of computational complexity is also involved in most blind
forensic analyses.

1.1 Background and Organization

Conventional image hashing only provides a binary authentication answer using
simple distance comparison, and non-intrusive blind forensics techniques have
limitations in terms of the scope of questions that can be answered and the
computational complexity. We use the FASHION (Forensic hash for information
assurance) framework to bridge these two research areas and combine their benefits.
The FASHION [8] framework uses side information called forensic hash to assist
forensic analysis. The relation between two other research areas is shown in Figure 1.

In this paper, in order to achieve a good accuracy performance as well as ensuring
the security of image features, we propose a novel secure image hashing based on
FASHION for forensic analysis by using side information captured in a secure hash
representation. Combined construction of two forensic analyses can provide robust
estimation of geometric transform such as rotation and scaling.

Computational
Complexity

Blind Forensics

Forensic Hash.

| |
S
Conventional Hash

Hash length

Fig. 1. Forensic hash as compared to image hashing and blind forensics
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The rest of this paper is organized as follows: Section 2 provides the requirements
of reversible embedding method; the backgrounds of Radon transform and scale space
theories are described. In Section 3, the proposed scheme of a new secure image
hashing based on FASHION model is introduced in detail. Section 4 introduces a
detection and localization of image tampering. Experimental results are presented and
analyzed in Section 5. Finally, we conclude the paper in Section 6.

2 Preliminaries

2.1 Reversible Data Embedding by Using Difference Expansion

This method can be applied to digital image, audio and video as well that employs an
integer wavelet transform to losslessly remove redundancy in a digital image to
allocate space for watermark embedding [4]. One basic requirement of digital
watermarking is its imperceptibility, embedding a watermark will inevitably change
the original content. Even a very slight change in pixel values may not be desirable,
especially in sensitive imagery, such as military and medical data. In such scenario,
every bit of information is important for forensic analysis.

Let’s assume a sequence of pairs of grayscale values (xq, 1), (2, ¥2),* (Xn, Vi),
where x;,y; €Z, 0<x;,y; <255 1<i<n. We can embed the payload b =
{by, by, by}, where b; € {0,1}, 1 < i < n, by repeating the above process,
M], hi=xl~—yi, 1<i<n.

li=

2
For each difference number h;, whose binary representation as:
hi=1o11 - Ti,j(i)>

where 1;, = 1, is the MSB, 1;,, € {0,1}, for 1 <m < j(i), with j(i) + 1 as the bit
length of h; in its binary representation. Then we could embed b; into h; by

[ —
h'y =1oby1yq Tij()-

Finally, we compute the grayscale values, based on the new difference number h; and
original average number [,
, h+1 L
x=l+T, y=x—h, 1<i<n

From embedded pair (x',y"), the watermark detector (or authenticator) can extract the
embedded bit b and get back the original pair (x,y) by a similar process as the
embedding.

2.2 Radon Transform and Scale Space Theory

The radon transform [5] of a two-dimensional function I(x, y) is defined as
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R(p,0) = f:: f;ol(x, ¥)8(p — x cos 8 — y sin ) dxdy (D)

The Radon transform has useful properties about rotation and scaling as outlined in
equation (2)-(3).
Rotation by @:

I1(p,0){I(xcosB + ysin@,—xcosO + ysinB)} = R(p, 6 + D) 2)
Scaling:

1o, 0){1%,%} = R, 0) 3)

Here, R(p, 0) is the Radon transform of I(x,y), s is the scaling factor and @ is the
rotation angle.

Radon transform is a line integral of an image alone certain directions. Such line
integral captures salient information about the image alone particular directions, and
is robust to small variations in the image content, which may come from noise,
moderate cropping, local tampering, and content preserving operations. We use a
compact summarization along the orientation axis in the transform domain for
rotation estimation and use scale space theory to identify scale-resilient features along
projections at different directions for scaling estimation.

Rotation Estimation. The direction of image edges can reveal information about
image orientation. Given test image I'(x,y) is obtained from original image I(x, y)
by rotating a degrees. First, we compute its edge map E'(x,y). Radon transform is
then applied to the edge map. Rz(p,0) = Rz(p,0 + a). Thus, in the transform
domain, rotation becomes a shift along the angle axis. This property of Radon
transform has been exploited in the image registration and authentication literature,
where a 1-D summarization of Radon transform along the angle axis is used to
estimate the rotation angle. Accordingly, 1-D summarization is derived as

m'(6) = max, (RE'(p,H)). For representation, quantization and sub-sampling are

applied to m'(8). Since down-sampling may cause aliasing, we first pass the signal
m'(f) through a low-pass filter f(-) to obtain Mm'(8) = f(m'(0)). If n-byte
alignment component is desired, we downsample the signal 7'(@) to obtain the image
hash h'(@) = {h'(1), ..., A'(n)} with

wi =m((-1-2]+0). 0e{01,.,179).
To further compress the image hash, we can store only the rank order information
of h, rank(h) = {r(1),...,r(n)}, where r(i) € {1,...n} is the rank of h(i). h is
recovered SIFT (Scale-Invariant Feature Transform) features from image hash in each
block of the original image /.

Our defined h'(@) of I, its rank order information is denoted by rank(h'(®)) =
{r'(1), ...,r'(n)}. The shift amount that minimizes the L distance between rank(h)

and rank (h'(@)) will be estimated rotation angle between two images I and 1.
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n

a= argminZIr(i) —1r'(i + 9)l, pef{0,1,..,179}.
i=1
The rotation estimation using rank order information gives comparable performance
to estimation using cross-correlation, and a proper fusion of the two similarity metrics
can lead to even better estimation accuracy.

Scaling estimation. Scale space theory [6] is a technique for analyzing signals at
different scales, which makes it useful for automatic scale selection and scale
invariant image analysis. Given projection f'(p) = s f(s - p) of the scaled image,
we generate its scale space representation L(p;t) by convolving f'(p) with a 1-D
discrete Gaussian filter g(p; t) at scale t:

: _p°
Loit) = 9(pi0) = F ). where g(pst) = Fe” a0

The scale space representation is a 2-D signal with higher value of t indicating
coarser scale. With L(p;t) computed, we then locate the space extrema of L(p;t) at
each scale t by detecting the zero-crossing positions of dL(p; t)/dt for each t.

Given the extrema positions of the two signals f(p) and f'(p) = s f(s - p), we
randomly choose two extrema X,y from f(p) and two extrema x',y' from f'(p). An
estimate § of the true scaling factor s is given by the ratio of |x’ — y’| /lx —yl.

By computing the Radon projections of the original image along both the vertical and
horizontal directions, we can obtain the scaling factors along these two directions
using the above method.

3 Proposed Approach

We proposed a secure image hashing based on reversible watermarking method,
which is properly designing image hash that captures important side information from
the original image. First, the original image is split into non-overlapping blocks. The
SIFT points with higher contrast values are typically more stable against such image
operations as rotation, scaling, and compression. The SIFT points of each blocks are
extracted with contrast values above a certain threshold r, and then utilizes a
reversible data embedding by using difference expansion with an encryption by secret
key k. In forensic analysis, the image hash is extracted through a decryption with a
received secret key k and a reversible data extracting method, as shown in Figure 2.
Cryptographic one-way hash function is very sensitive to changes in the input signal.
Generally, single-bit change will produce a completely different hash, therefore
transmission analysis can detect whether the recovered secure hash altered or not.

The extracted image hash is to be securely attached along with the transmitted
image and assist the forensic analysis on the received image.

The role of the post-processing block is applied a property of Radon transform to
change the content of the image. For example, when the image is being distributed
through different types of networks, to various receiving devices, some adaptations to
the image format and content may occur, such as the image may resized and cropped
for different screen sizes; logos may be inserted to the image corners.
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Fig. 2. Pipeline of the proposed method

Forensic analysis block is evaluated using a geometric transforms, such as rotation
and scaling. More details introduced in the Section 2.

4 Detection and Localization of Image Tampering

In this section, we describe how the above proposed alignment component of the
image hash can enable image cropping detection and tampering localization.

Cropping Estimation. Cropping can be used by an attacker to remove important part
on the boundary of an image. We can use the image hash containing stable extrema
proposed above to estimate the amount of cropping.
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Fig. 3. Cropping estimation by aligning extrema from original and testing images
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Given testing image ', is split into n blocks. We compute its Radon projections
along the vertical and horizontal directions to obtain f,'(p) and f;'(p), respectively.
The positions of the most stable extrema of f,'(p) and f;'(p) are also computed.
Then, we can align the extrema which is recovered the SIFT features from image
hash, with the extrema from f,’(p) and f;'(p) such that the number of matched
extrema is maximized, as described in Section 2. An example of the alignment is
shown in Fig. 3. Once the two signals are properly aligned, the amount of cropping
can be obtained by comparing the distance between the boundaries of two different
signals.

Thus, the accuracy of cropping estimation depends on the accuracy of the
geometric estimation, since the testing image needs to be aligned with the original
image through rotation and scaling.

Tampering localization. An adversary can modify local regions of an image and
alter its original content by operations such as cut and paste. In this approach, the two
images need to be properly aligned before comparison. Comparison for tampering
localization based on consistencies in image statistics, as used in blind multimedia
forensics, which consistencies can achieve more efficient and more accurate
tampering localization. A tampered part of the image usually has significant
difference from the original in term of their gradient information.

5 Experimental Results

In this section, we evaluate the performance of our proposed approach. All of our
experiments are carried out on a PC machine 1.80 GHz Dual CPU with 2GB RAM.
Also all of the simulation was carried out using Matlab version R2008a.

We test the integrity check component, rotation and scaling estimation accuracy of
the proposed image hash on 50 images selected from the Corel database [7]. The
image size is either 256x384 or 384x256. To evaluate the robustness of geometric
transform estimation, we perform 15 operations for each of the 50 images, which give
us a database of 750 images. The operations are listed in Table 1.

For the local tampering operation, we randomly select and swap two blocks within
the image, where the block sizes are 50x50, 100x100. For each of 50 original images,
we generate an image hash; composed of both alignment component, and integrity
check component, and then evaluate the forensic analysis performance over 750
modified images. The confidence of geometric transform is computed both among
same images and between different images. We show the discrimination performance
in Figure 4, where all the hashes have roughly the same length, around 700 bits.

Table 1. List of image operations

Operations Operation parameter
Rotation 5, 15, 45 degrees
Scaling Scaling factor =0.5,0.8,1.2, 1.5
Cropping 20%, 40% of entire image
Local tampering Block size 50x50, 100x100
Various combinations of rotation, scaling, cropping and local tampering
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Fig. 4. Comparison of the discrimination performance

The quality of the embedded image is measured by Peak-Signal-to-Noise Ratio
(PSNR) which is shown as follows:

52 - - .. o
MSE = — S S22 [1G, ) — ' )1

25
MSE '’ mn

where MSE is the mean square error between the original image and the
corresponding embedded image. Generally, it is acceptable if typical values for the
PSNR in lossy image and video compression are between 30 and 50 db, where higher
is better. Table 2 shows the effects of the embedded images. The quality of each
embedded image is achieved very high ratio.

Table 2. The qualities of embedded images

Quality of embedded images

The original images

PSNR of the embedded images

Lena 43.605
Beach 46.320
Architecture 43.021
Flower 42.253
Chemical-plant 45.468

Table 3. Geometric transform estimation accuracy

Threshold values (SIFT > 1) | 170 180 190 200 210 220

Length of hash (bpp) ~1116 | ~668 | ~535 | ~394 | ~241 | ~99
Rotation angle () 1.41° | 1.64° | 1.93° | 2.56° | 3.74° | 8.41°
Scaling factor (s) 1.1% | 13% | 1.8% | 22% | 2.6% | 6.8%
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In geometric transform estimation, we calculate the average estimation error for
rotation and scaling over the 750 images using the alignment component as shown in
Table 3.

The 1-D summarization of Radon transform of the image is down-sampled to assist
rotation estimation, but the stable extreme in the Radon projection along horizontal
and vertical directions are used for scaling estimation. By increasing the length of
image hash, more stable points and extrema can be included to improve the estimation
performance. The length of the image hash depends on contrast values above a certain
threshold t.

6 Conclusion

In this paper, we proposed a novel secure image hashing based on reversible
watermarking for forensic analysis. Our proposed method is order to achieve a good
accuracy performance, as well as ensuring the security of image features. Compared
to prior work, the proposed image hash can achieve more robust and accurate forensic
analysis at the same hash length. The geometric transform offered by the image hash
serves an important building block for further tampering localization using block
based features.
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Abstract. The paper discusses selected issues related to the implemen-
tation and deployment of the Web Application Firewall that protects
the target application by verifying the incoming requests and their pa-
rameters through matching them against recorded usage patterns. These
patterns in turn are learned from the traffic generated by the users of
the application. Since many web applications, including these operated
by the government, are prone to exploits, there is a need to introduce
new easily implementable methods of protection to prevent unauthorized
access to sensitive data. A Learning Web Application Firewall offers a
flexible, application-tailored, yet easy to deploy solution. There are cer-
tain concerns, however, regarding the classification of data that is used
for the learning process which can, in certain cases, impair the firewall
ability to classify traffic correctly. These concerns are discussed on the
basis of reference implementation prepared by the authors.

Keywords: web, firewall, learning, security.

1 Introduction

According to a recent survey [27], 72% of the interviewed companies had their
web sites/applications hacked during the preceding 24 months. Most of the suc-
cessful attacks happen on the application layer (Layer 7 of OSI model [12]) - as
this is still the most vulnerable area. Even though lower levels are not ultimately
secure, over the years the network protocols have been hardened to the point
where hacking them is extremely difficult and few vulnerabilities emerge. Also,
the operating systems, web servers, and encryption engines are relatively secure,
as they usually come from only a few vendors and each has a large enough user
base to identify vulnerabilities early and get them fixed quickly.

Web applications, however, are the opposite - they are usually unique (even
if they use portions of a common code - e.g. some framework) and usually main-
tained by or for a single client only. This results in both lower average security
of the code (as the specialized knowledge is less available for each company
in such fragmented market) and fewer chances to spot the vulnerability be-
fore it is exploited. This is why web application vulnerabilities still outnumber
browser/operating system vulnerabilities by the ratio of 1:10 [I7].

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 295 2011.
© IFIP International Federation for Information Processing 2011
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Many web applications have vulnerabilities that are extremely easy to exploit.
According to the research by Web Application Security Consortium [30], “More
than 13% of all reviewed sites can be completely compromised automatically.
About 49% of web applications contain vulnerabilities of high risk level (Urgent
and Critical) detected during automatic scanning. However, detailed manual and
automated assessment by a white box method allows to detect these high risk
level vulnerabilities with the probability reaching 80-96%”.

Unfortunately, governmental web sites and applications are no exception. Al-
though there are no specific statistics available for the vulnerability ratios of
such sites, they are subject to successful hacking attempts. For example, a re-
cent news item has reported a large number of these sites hacked with access
details available for sale on the black market [10]. It is important to note that
governmental sites attract not only regular cyber-crime, but also the attention
of hostile governments. With incomparably larger resources that can be commit-
ted to find/exploit a vulnerability and also cover the actions, this is a significant
threat that cannot be ignored. In recent years there have been a number of ac-
cusations of such actions circulating the media, yet for obvious reasons no hard
proof has been presented to the public.

2 Common Attack Methods

There are numerous methods in which an attack on a web application can be
conducted. Yet, there are a few distinct categories that group most of them. Some
of them are explained in greater detail below. These are the types of attack that
can be (to various extent) prevented with the use of the dynamic parameter
evaluation described in this paper. What is important to note, however, is that
the list includes all most common vulnerabilities according to SANS Top 25
CWE list [1]. More in-depth explanation, also reffering to other categories, can
be found in [9].

Script injections, especially SQL Injections are attack vectors that attempt the
execution of an arbitrary code on the target machine. In its simplest form, such
vulnerability exists if a user-supplied parameter is inserted into a predefined
query and sent to the target interpreter. Vulnerability to this kind of attack is
usually the result of insufficient validation of input, which neither sanitizes nor
rejects harmful parameter values.

Parameter tampering is a general term for modifying the parameters sent to the
server with a request, usually assigning them values not expected by the server.
The objective of this action is to push the application servicing the request off
its usual working pattern, possibly making it behave in an unpredictable way.
Script injections are an example of parameter tampering, but the attack may
also center on application/server failure (DoS) or identity theft.

Forceful browsing is a method of directly accessing available server’s resources
by requesting specific URL’s instead of following links and forms provided by the
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application. This way a potential attacker can get access to pages/files outside
normal execution path or can bypass poorly designed authentication procedures.

Cross-site scripting refers to a specific code injection technique, where the goal
of the attacker is not to attack the server itself but other users that are (or
will be) connected to it. If the web application allows for user-supplied content
and does not validate that content properly before making it available to other
users, the attacker can post a harmful code that can be presented by the server
to other users - and executed on their PCs. As a result, the attacker may gain
access to confidential information - including users’ session identification.

For the sake of fairness, it should be noted that there are also various other
threats/attack vectors that are not affected by the methods presented in this
paper. The major ones that have to be considered are:

Buffer overflows that exploit stack/heap or other limited memory allocation
pools by trying to overwrite the program’s data with their own code. Even
though they are a serious threat in general, they usually do not affect web
applications. Although theoretically possible, they would be extremely difficult
to conduct because of primarily two reasons: most web applications are written
in relatively ’safe’ languages that implement boundary controls, and also the web
applications are often customized or custom made - forcing the attacker to act
"blindly’. Because of this, it is much easier to conduct this type of attack against
other components of the system - the web server, database, or even a WAF -
since these are widely available components that the attacker can investigate
prior to the attack.

Man in the middle is a technique that involves listening to (or modifications
of) the data in transit between a client and the server. The goal is to either get
access to privileged information (e.g. user’s credentials) or to change it before
it reaches the server (e.g. change the account number for wire transfer). So far
the primary protection against this threat is an encrypted transmission with
verification of digital certificates. Unfortunately, if the user’s operating system
is compromised, there is hardly any way to protect them against such threat.

Session hijacking, cookies tampering and other methods that target user-side
data in order to gain access to user’s resources (e.g. by exploiting the Session
ID) are only affected if the attack vector utilizes a cross-site action (as described
above). Otherwise, they are unaffected by a WAF. Generally, WAF’s task is to
protect the server, while the user protection granted by possible rejection of
cross-site scripting attempts is an additional bonus.

Denial of Service (DoS) and Distributed DoS (DDoS) are attacks that intent to
prevent a web service (a web application) from functioning. This can be achieved
by either exploiting a system bug or vulnerability (e.g. shutting down the service
by a means of sending special command to the server), or by utilizing system
resources (e.g. saturating the bandwidth) to the point where the system becomes
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unresponsive. While a WAF can protect against the former scenario, little can be
done to prevent the latter. Also, in most cases, the protection against resources
overloading should rather be done on a lower, network level.

3 Attack Prevention Measures

Most companies live in a delusional comfort of superficial protection. According
to CSI/FBI 2006 study [4]: “97% of interviewed companies and administrations
were using an anti-virus, 98% have a network firewall, 69% have intrusion de-
tection systems. However ... 65% of these organizations have undergone a viral
or spyware attack, 32% have experienced unauthorized access to their internal
data and even 15% have suffered from network intrusions”

To fend off attacks, two broad categories of methods are used, namely preven-
tion and detection. Prevention is the first line of defense’ - its task is to block
harmful attempts from reaching a vulnerable spot. Prevention usually works by
blocking certain user’s activities on the basis of prior knowledge - considering
them either harmful or unnecessary for the use of the service. Detection, on the
other hand, is used to identify attack attempts that get past the blockade, usu-
ally by monitoring the traffic and identifying certain behavioral patterns. These
patterns can be in turn compared to a fixed database of known types of malicious
behavior (which is in a way similar to the design of most anti-virus programs), or
some heuristics which identify unusual circumstances can be implemented (this
is the domain of Intrusion Detection Systems [21]).

Unfortunately, the flexibility offered by heuristic solutions comes at a price
of false alarms being raised in unusual, but not attack-related circumstances.
A system ability to detect an unknown (undefined) attack pattern is usually
a trade-off for a number of legitimate users being reported as abusers. With
increased sensitivity of such a system, the number of false positive reactions
increases, making it unacceptable to allow it to act (e.g. block certain users
from accessing the application) on its own. Therefore, such alerts are usually
forwarded to a human supervisor for a decision. On the other hand, lowering the
sensitivity, which would allow for the elimination of human supervision, results
in a possibly higher number of real attacks passing unnoticed.

Focusing on securing a web application, it must be noted that this is a multi-
objective task. It includes secure architecture and data handling, secure imple-
mentations and securing of external systems and libraries used by an application
(e.g. an external database). It is postulated by many professionals, including Mi-
crosoft [7], to treat security as a process spanning through the application life
cycle rather than a single task, yet in reality it rarely happens. Corporate man-
agement prefer to have ’security/penetration tests’ checked off somewhere on
the way and to move to the next tasks in a project.

This increases the importance of well-defined specific solutions that would ad-
dress the security issues, while being understandable and manageable by project
managers in organizations. As far as web applications are concerned, the Web
Application Firewall (WAF) [28] [29] is probably the most universal solution
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which limits the risk of exploiting the application, yet it is rarely used. This is
due to several reasons:

— Difficulty in configuring a WAF - which needs to cover every aspect of in-
teractions between the users and the protected application - the parameters
passed from the user, the logic of the page flow, etc.

— Duplication of protection rules that should be implemented in the application
itself. This implies acknowledging that the application may not be secure.

— Constant adjustment of WAF rules as the web application grows and evolves
to match the new usage scenarios.

The combination of these conditions, especially the need of constantly adjusting a
WAF to mirror the changes in the application, theoretically makes the application
developers best suited for the task - at least from the organizational /management
point of view. However, this leads to the situation when they are loaded with extra
work based solely on an assumption that their core work (the application) is inse-
cure. Naturally, their reaction will be to convince the management that a WAF is
not really necessary and it is better to direct the available resources towards the
development to achieve better quality and functionality. Personal experience of
the authors confirms that WAF adoption is very limited in commercial environ-
ments, even for critical systems like Internet banking.

4 Adaptive Web Application Firewall

As it was already mentioned, the complexity and number of rules needed for
setting up a WAF is probably the most important obstacle preventing its wider
adoption. Therefore, a natural approach would be to try generating a rule set
from a sample of legitimate traffic. In other words, to equip a WAF with the
ability to learn.

Before discussing the methods of creating WAF rules, it is important to outline
how a HTTP request is processed. A typical request looks like this:

POST /service/admin/base?p=submit&type=normal HTTP/1.1
User-Agent: Mozilla/5.0

Accept: text/html,application/xhtml+xml,application/xml,*/*
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;q9=0.7,%;9=0.7
Keep-Alive: 115

Connection: keep-alive

Referer: http://server.domain/service/admin/login
Cookie: PHPSESSID=12345678901234567890

Content-Type: application/x-www-form-urlencoded
Content-Length: 42

42
email=manitou@some.server&password=try_me!
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As can be noticed, this request carries four parameters:

— p and type inside the URL
— email and password as POST data content.

The request also includes other pieces of important information:

— the target web page: /serfuz'ce/admm/bas
— the previous URL visited: http://server.domain/service/admin/login

Storing and analyzing this information for each target page over a period of time
can lead to valuable conclusions:

Page flow of the webservice: By comparing the current Referrer URL against
the statistics of the Referrer URLs collected for the page, it can be determined
whether the current client’s behavior matches the usual usage patterns. If the
Referrer URL has not been observed before, or has been observed extremely
rarely, it can be assumed that the client is not behaving correctly, i.e. can be
doing something undesirable. Such request can then be rejected, providing the
application with the protection against the Forceful browsing exploit scenario.

Parameters range for the page: Having a large enough set of values for each
parameter supplied by clients for the page, it can be deducted whether the
currently supplied value falls within what can be considered as a 'normal’ range.
This is a typical classification task [5] with a potential for simplification, as
described later. By controlling and rejecting parameter values which do not
match normal behavior patterns, the application can be protected against all
kinds of Parameter tampering attacks, including SQL injections and Cross-site
scripting.

Of course, the effectiveness of these methods rely heavily on the quality of
the statistics which in turn rely on the number of data samples collected and
the ratio of malicious or erroneous attempts against all events. This issue will
be discussed in greater detail in the following section.

5 Concerns and Implementation Issues

Despite obvious benefits of a self-learning WAF, there are still certain issues that
prevent market adoption and will need to be addressed. These can be divided
into two major categories.

5.1 Data Collection

Apart form purely engineering issues of gathering the HTTP traffic, there are
several major issues that have been encountered during the design and imple-
mentation of the self-learning WAF. These are related to the amount of data
collected, the storage of the data and the application context considered for the
parameter analysis.

LIf an URL parsing module is used (e.g. Apache’s mod_rewrite), some parameters
may be passed as part of the target URL path.
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Data scope. One of the primary decisions that impact a WAF ability to correctly
deal with incoming parameter values is the scope of historical (reference) data
that is used for evaluation. Too little data and a WAF may reject legitimate
values that just did not make it into the reference scope, too much data and a
WAF will be a subject to over-training that impairs generalization (similarly to
the effect observed in neural networks). The data retention time (DRT), over
which the data is analyzed, depends primarily on clients’ usage patterns that
may e.g. change on a weekday basis. There seems to be no sound scientific
model that could help estimate the DRT, leaving it to the experience of the
system administrators. It is important to note that the shorter DRT is, the
quicker a WAF will adjust itself to a changed application, yet it will also be
more vulnerable to an attack that will flood the server with forged requests.

Parameter context. From the user’s point of view, a web application (or parts
of its functionality) is a stateful machine with its behavior and state depending
on user’s actions. This implies that in some cases the range or number or valid
parameter’s values depend on the current state. A typical example could be a
money transfer, where a logged user can supply the target account number as a
parameter value, but a user who is doing so without being logged will be denied.
As with the data scope, the optimal context may depend on specific application
needs, yet in most real cases the target page is used as the context, optionally
with the referrer URL and/or session ID presence flag.

Data storage. A WAF processes the same information which is sent by a user
to the target web application. This means that it also receives sensitive personal
data, including authorization data (login names and passwords). However, if a
WAF is to have the ability to check the incoming values against the historical
knowledge, it must retain the data over a period of time. This leads to a critical
issue of storing the values on the server that contains sensitive data. Since a
WAF does not know in advance which data might be sensitive, it should apply
the same rules to all analyzed parameters. One possible solution is to encrypt all
the data stored with a key (preferably supplied from outside a WAF on runtime).
The other is to keep all the retained data in RAM only. The former solution
puts a tremendous overhead on computational power required as data needs to
be encrypted and decrypted constantly. The latter implies loosing all protective
knowledge on each server restart - leaving a potential attack window open until
enough new data is collected. A practical, yet not elegant solution is to specify
parameters that contain sensitive data manually - and only these parameters are
e.g. encrypted - or most often an arbitrary value pattern is defined for them by
the system administrator.

5.2 Learning Patterns

As far as data collection and analysis are concerned, there are two distinct work
regimes that can be discussed. One is a triggered learning (TL) scenario, and
the other is a continuous learning (CL) scenario. The TL scenario requires a
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WAF administrator to specifically trigger on and off the learning mode. In this
mode, parameter values are collected - and are either stored as reference values
or possibly generalized into a reference pattern or a value set. After the learning
stage is completed, a WAF is switched into 'working’ mode where the learned
patterns are not adjusted, only the incoming parameter values are compared
against the learned knowledge. This scenario has several important benefits:

— There is no need to consider the data retention period size. The data con-
sidered for pattern evaluation is all the data gathered during the learning
process.

— There is no need to store all historical data. At the end of the learning period,
all the data can be transformed into a matching pattern or a value set. This
also eliminates the sensitive data storage concerns described earlier.

— A WAF is resistant to attacks targeting its learning process.

However, there are also considerable drawbacks:

— The learning process must be complete; i.e. include all possible usage pat-
terns - and since all these actions must be performed by the staff, it may
incur additional costs. However, as most commercial deployment of web ap-
plications include acceptance tests - which usually cover all of the application
usage scenarios, this work can be utilized to train a WAF.

— A WAF must be manually re-trained after each change introduced to the
protected application. Again, in the commercial environment such changes
usually trigger some acceptance tests that can be used for this purpose.

To summarize, this scenario is preferable for a commercial deployment, espe-
cially of web applications that do not change frequently over time (e.g. Internet
banking). It may be difficult to apply to very dynamic web services (e.g. a web
portal).

The CL WAF offers somehow less precise protection at the benefit of much
less manual input being required. In this case, as described above, the data is
collected from user-supplied input over a defined constantly moving time win-
dow. The data from the recent window is used to verify incoming parameters.
The major issues implied by this scenario are as follows:

— A WAF will only accept parameter values that match recent users’ behavior
patterns. If these patterns change over longer periods of time, there will be
a high number of false positive reports by a WAF

— The firewall may be susceptible to specially engineered attacks that target
its learning process (e.g. supplying malicious data slowly over a period of
time in order to make a WAF accept it as a valid pattern).

5.3 Statistical Data Significance

The following considerations apply to the CL scenario only, since in the TL
scenario all the learning data is considered to be valid and legitimate. Gathered
data retained by a CL WAF may, however, include incorrect or even harmful
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parameter values - since it is collected from unknown, usually anonymous users.
For a WAF to function correctly the following assumption must be met: the
amount of incorrect parameter values must be an insignificantly small portion of
all the analyzed values.

The reason behind this requirement is obvious: the significant amount of incor-
rect data will train a WAF to accept them as valid input. What is not obvious is
how to set the level of ’insignificance’ for a certain data set. As of now, there has
not been specific research targeting the distribution and grouping/classification
of web services parameter values, hence there are no clear guidelines. In most
cases, this significance level will be set by the system administrator based on his
experience, expected traffic and knowledge about the application.

There is, however, a certain characteristic of the parameter values that can
be exploited for the benefit of classification. Based on authors’ experience, a
significantly large number of parameters have values that fall into one of the
following groups:

— Numerical values. A large portion of users’ input is numerical. Moreover,
numerical values are used to control the state of the application, to point at
certain database records, etc.

— Selection values. These are usually tied to users’ selection options. As a
result, only a very limited number of values is observed.

These two groups are relatively easy to detect using simple heuristic methods.
Therefore, adding appropriate algorithms to the parameter evaluation provides
significant engineering benefits, although there are still parameters which will
not fall into these groups (e.g. addresses), and which are at the same time a
popular target for hacking attempts.

5.4 Reference Implementation

A Learning Web Application Firewall has been implemented as a module for the
Apache HTTP Server. The Apache HTTP Server was selected because it is free,
open source, modular and powerful software. It is also the most widely used web
server - as shown by Netcraft [I8], Apache is used by over 61% of 312 693 296
sites investigated in the survey. The main components of the proposed Learning
WAF are presented in Fig.1. Request Data Validator is an Apache module which
registers and analyzes incoming requests from web server clients. It is located in
the input filter chain right after the SSL filter which is responsible for decoding
incoming SSL requests. The Request Data Validator extracts a request context
and values of all request GET and POST parameters from incoming requests.
The extracted data are then sent to the Data Collector and Data Validator
subsystems.

The Data Collector sends request data to the Data Store, but due to security
reasons discussed above, all request parameters must first be encoded. Request
data from the Request Data Validator is also checked by Data Validator to detect
and prevent web attacks. If a potential attack is detected, it can be logged and
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Fig. 1. The Learning Web Application Firewall components

the request may be rejected. Apart from the Request Data Validator module
there are also other external processes working with Request Data Store, e.g.
Data Cleaner whose task is to remove old parameter values (that are past data
retention window). This cleaning process prevents excessive growth of the data
store.

The most important of those external processes is Model Generator whose
task is to create models for the data collected from requests. If the data in the
incoming request do not match the current model, an anomaly score is assigned
for this request. The request with an anomaly score that exceeds an assumed
threshold is treated as an attack attempt. The Models for the request data are
based on the following characteristics:

— the length of parameter values

— the character distribution of parameter values

— belonging to one or more predefined classes (such as numerical value, email
address, URL)

belonging to an enumerated type
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The models mentioned above (as well as others) can be found in [I4], however
unlike [14], the method proposed in this paper can utilize a continuous learning
(CL) scenario for creating the models.

In case of some attacks, the models described above are not sufficient to detect
anomalies in parameter values; in such cases a model of parameter structure can
be useful. To create such model it is assumed that parameter values are words
belonging to a language L generated by an unknown grammar G. On the basis of
those words (positive examples) grammar inference is conducted and grammar
G obtained in this process is treated as a data model. Because of the complexity
of the process, it is assumed that in order to describe parameter values, the
simplest (in Chomsky’s understanding) hierarchy regular grammar [1T], [13], [14]
is enough. In the worst case however, learning only from positive examples is
known to be NP-complete []]. Because of this, instead of identifying grammar G,
other methods are used including: inference of Deterministic Finite Automaton
(DFA), Nondeterministic Finite Automaton (NFA) or Hidden Markov Models
(HMMs), which might be treated as probabilistic generalization of NFA. There
is extensive literature on learning regular languages [2], [3], [6], [19], [22], [25],
[26].

Due to a stochastic character of the sample data (incoming requests), it was
decided to base the grammar inference on HMMs and use Baum-Welsh algorithm
[23]. It should be noted, however, that creating a model based on grammar in-
ference is time-consuming, which means that using it in a CL scenario is limited.

6 Conclusions and Future Work

The article discusses potential benefits of introducing a Learning Web Appli-
cation Firewall for the purpose of detecting and eliminating malicious users’
behavior. Making use of learning processes for the benefit of computer security
is recently gaining audience among researchers [I4], [11], and, with the growing
number and sophistication of the web attack attempts, it appears to be a logical
approach to address these problems. The obvious benefit of such a WAF is the
ability to fend off a large class of dangerous attack patterns directed at the web
application, with a very limited set-up time.

6.1 Comparison against Existing WAF's

Certainly, WAFs are not an absolute novelty. They have been available on the
market for several years and there are many vendors (e.g. Cisco, Barracuda, F5)
offering their commercial hardware/software products (a larger list of sample
vendors is available in [28]). There is also an open source Apache ModSecurity
project that can be used to provide that functionality. Yet, all of these solutions
are based on fixed rule sets, which need to be configured manually for a custom
web application. The vendors often provide templates for typical services or
applications, but if a custom made application is to be secured, it usually requires
a lot of manual setup and on-going maintenance as described earlier in this
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paper. On the other hand, commercial solutions, especially those that include
vendor’s hardware, come with additional features, e.g. load balancing, effective
SSL support, and so on.

There are other systems which might be helpful in securing Web Applications,
e.g. signature scanning intrusion detecting system (IDS), such as SNORT [24]
or Bro [20]. However, such signature based methods require frequent updates of
the attack signature databases by security experts and tuning it to reduce false
positive alarms. These systems also cannot detect novel (zero day) attacks.

There are also anomaly based systems which treat web servers as generic
network services, and in such systems incoming and outgoing data are modelled
as a stream of bytes or discrete packets. The anomaly detection can be based on
packet headers [15] or on matching patterns in the first few packets of connection
[16]. In those systems no rules need to be written and they can detect novel (zero
day) attacks.

The Learning WAF presented in this paper resembles the approach proposed
in [13] and [14], however, it has been implemented as the Apache module located
in the input filter chain (not as a log analyzer as in [I3] and [14]), and, as a result,
it has access to all parameters transferred through GET and POST. Additionally,
it can block requests identified as attack attempts, and not only report detected
threats. Another significant difference between these two approaches is the fact
that instead of triggered learning used in [I3] and [14], our learning WAF can
also utilize a continuous learning process.

6.2 TFields of Use

The primary advantage of a Learning WAF is its ability to secure custom applica-
tions with none or little extra setup involved. Companies that utilize commonly
used products or components may be able to get a pre-defined templates for a
WAF that will protect their applications, but organizations that run unique or
highly customized web applications need to take care of the protective rule sets
on their own.

In such cases, a Learning WAF may be the best option - providing a cus-
tomized protection without much manual work required. The best environment
for such a WAF is either one with high traffic, and /or where complete acceptance
tests are part of the deployment. Sample types of organizations that could be
considered for this solutions are:

— Portals and other high traffic, frequently changed web sites.

— Banks and institution with high financial exposure to Internet threats (but
they also have a very thorough acceptance tests).

— Governmental institutions - last but not least, they almost always use unique/
custom web applications while often not employing security professionals to
protect them (with a notable exception of military). With these applications
often having access to very sensitive data (e.g. individual tax reports), they
are attractive targets for crooks and the enemies of the state alike.
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The major concern for the deployment of a Lerning WAF into the production
environment is the quality and completeness of the data used to train a WAF
before it can reliably be used to control incoming traffic. In case of a TL WAF, the
only concern remaining is the completeness of the training data, as all of it comes
presumably from a trusted source. A CL. WAF, however, poses a much greater
challenge, as it requires automated evaluation and classification of unknown
data coming from untrusted sources. This does not mean that such a CL. WAF
would not protect the application, but it must be taken into account that it
may not provide a complete protection and, under certain circumstances, might
allow malicious attacks to pass through. This type of WAF thus requires further
research.
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Abstract. Both dynamic binary translation systems and optimization systems
store the translated or optimized code in the software maintained code cache for
reuse. The performance of the code cache is crucial. Translated code is usually
organized as code blocks in the code cache and each code block transfer control
to the next one through a control transfer instruction. As the target address of a
control transfer instruction is in the form of its source program counter, the
conventional code cache system has to check the address mapping table for the
translated target address to find the required target code block, which will cause
considerable performance degradation. Control transfer instructions can be
divided into two categories as direct control transfer instructions and indirect
control transfer instructions. For indirect control transfer instructions, the target
address is hold in the register or memory element whose content can be
changed during the execution of the program. It is difficult to chain the indirect
control transfer instructions with a fixed translated target address through pure
software approaches. A novel indirect control transfer chaining approach is
proposed in this paper. The principle of the technique is to insert custom
chaining instructions into the translated code block while translating the indirect
control transfer instructions and execute those chaining instructions to
implement dynamical chaining. Some special hardware and software assists are
proposed in this paper. Evaluation of the proposed approach is conducted on a
code cache simulator. Experiment results show that our hardware assisted
indirect control transfer instruction chaining approach can improve the
performance of the code cache system dramatically.

Keywords: code cache, indirect control transfer instruction, dynamic chaining,
simulator.

1 Introduction

Software maintained Code Cache Systems (CCS) [1] have been widely used by many
binary translation or optimization systems (optimization system is a kind of translated
system in which translation is performed between the same instruction set
architecture; in the rest of the paper, the translation system includes the optimization
system if not especially declared) to store the translated or optimized code for reuse.
As more and more translation systems have been proposed and developed, the
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performance of the code cache systems becomes a hot topic in both the industry and
academic fields, especially for those virtual computing environments.

In the code cache, the translated code is organized in terms of code blocks. Each
code block ends with a control transfer instruction which switches control flow
between different code blocks. When a source code block is translated the first time,
its target code block may have not been translated most of the time. Thus, the
translated code block always keeps the target address of the control transfer
instruction in terms of its original Source Program Counter (SPC). The conventional
code cache system always maintains an Address Mapping Table (AMT) [2] for
recording the code block’s SPC and its corresponding Translated Program Counter
(TPC). During the execution, CCS finds the required translated target code block by
looking up AMT as Fig. 1(a) [2] shows.

Code Cache Code Cache

Address Address chain
Mapping |4 Mapping chain

Table [ Table y

Lookup B Lookup

\ - \ : ¢ chain
\\ . .
(a) conventional control transfers in code cache (b) control transfers in code cache with chaining

Fig. 1. Control flow changes among code blocks in the code cache

When executing within a code block, the execution/control flow is straight-line.
However, transitions from one code block to another may cause performance
degradation because the control flow is changed and costly address mapping table
lookup mechanism must be invoked. In our code cache simulator, an AMT lookup
may cost 15~25 local instructions while a context switch may cost about 40 local
instructions. Therefore, if the control transfer instruction can be chained directly to
the translated target address (as Fig. 1(b) shows), the performance of the code cache
system may be dramatically improved as table lookup and context switch operations
can be avoided.

Control transfer instructions can be divided into two categories as direct control
transfer instructions and indirect control transfer instructions. For direct control
transfer instructions, the target address always appears as an immediate value in the
instruction itself. So, no matter the immediate value indicates an address or an offset,
the target address of a direct control transfer instruction can be calculated from the
instruction itself and is fixed during execution. Thus, the SPC of the direct control
transfer instruction can be placed with its TPC through software mechanisms. We
have proposed an effective solution to this problem in our previous work [2].

For indirect control transfer instructions, the target address is saved in a register or
a memory element. The indirect control transfer instruction figures out its target
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address by reading the register or the memory element. During execution, the content
of the register or memory element can be changed, which means that the target
address of the indirect control transfer instruction is not fixed. Therefore, it is difficult
to fix the indirect control transfer instruction’s target address with a fixed TPC. At
present, as we know, there is not a pure software approach which can solve this
problem effectively.

In this paper, a hardware assisted Indirect Control Transfer Chaining (IDCTC)
method is proposed for the indirect control transfer instruction. The principle of
IDCTC is: (1) while translating the source code block, inserting custom chaining
instructions into the translated code block which contains indirect control transfer
instructions, (2) during execution, executing the inserted chaining instructions to
dynamically determine the translated target address. Special hardware/software assists
are occupied by IDCTC. The key of IDCTC is a hardware assist called indirect
transfer target buffer, which saves most frequently accessed indirect control transfer
instructions.

To evaluate the efficiency of IDCTC, we conduct experiments on a code cache
simulator and the experiment results show that IDCTC can dynamically chain the
indirect control transfer instructions and dramatically improve the performance of the
code cache system.

The rest of the paper is organized as follows. Section 2 introduces some related
works. Section 3 introduces the hardware and software assists occupied by IDCTC.
Section 4 describes the process of our indirect control transfer chaining approach.
Section 5 presents the evaluation of IDCTC and section 6 concludes this paper.

2 Related Work

Code cache systems are the critical part in a binary translation system or optimization
system. All the translated codes are cached in the code cache system for reuse.
Transmeta Crusoe [3] use the Code Morphing Software (CMS) to translate x86
binaries into Very Long Instruction Word (VLIW) forms. The translated VLIW
instructions are stored in the code cache as superblocks. IBM DAISY [4] translates
PowerPC binary codes into its VLIW version as “tree regions”, which are cached in the
code cache for reuse. IA-32 EL [5] translates IA-32 instructions into Itanium
instructions. It is a two-stage translator that begins with a simple basic block translator
and invokes an optimizing translator once hotspot code is detected. Both the basic code
blocks and superblocks are stored in the code cache. The well-known optimization
system HP Dynamo [6] optimizes the hotspot of the source code and stores the highly
optimized code in the code cache in terms of trace. Other successful translation
/optimization systems which employ code caches include: FX!32 [7], UQDBT [8],
Strata [9], DELI [10], et al.

As the performance of the code cache system has great impact on the translation
system and optimization system, quite a few researchers put their interests on the
approaches to improving the performance of the code cache system. Kim works on the
code cache management schemes and proposed a generational code cache based code
cache management algorithm [1]. This algorithm categorizes code traces based on their
expected lifetimes and groups traces with similar lifetimes together in separate storage
areas. Using this algorithm, short-lived code traces can easily be removed from a code
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cache without introducing fragmentation and without suffering the performance
penalties associated with evicting long-lived code traces.

A software prediction approach is proposed in [11] to predict the target address of
the indirect control transfer instructions. The principle of the prediction based approach
is to compare the content of the register of the indirect control transfer instruction with
the pre-defined target SPC, which is most likely to be the real target SPC. If the value
of the register matches with the predicted SPC, the control flow can be easily
transferred to the required TPC which is corresponding to the pre-defined SPC. The
software prediction based approach actually provides a kind of chaining of the indirect
control transfer instruction and is easy to be implemented. The prediction depth can be
configured flexibly. The shortage of this approach is that a large number of instructions
should be inserted into the translated codes in order to implement the prediction. This
means considerable code expansion which may offset the performance improvement.
Especially in the case that the prediction is failed after several times of comparing, the
software approach will cause extra overhead.

In our previous work, we proposed a software implemented Direct Control Transfer
instruction Chaining (DCTC) [2] approach to chain the direct control transfer
instructions. The principle of DCTC is to replace the target address of the direct control
transfer instruction with its TPC, in order to reduce the context switching and the
address mapping table lookup operations. DCTC adopts an address mapping table and
a special direct control transfer target address mapping table to assist the chaining
process. DCTC has been demonstrated its efficiency in chaining the direct control
transfer instructions. If the indirect control transfer instructions can be chained
effectively, the performance of a code cache system can be further improved.

In this paper, we focus on improving the performance of the code cache through
chaining the indirect control transfer instructions.

3 Software and Hardware Support for IDCTC

3.1 Hardware Support for IDCTC

It is difficult to chaining the indirect control transfer instructions through only
software approaches. Thus, in this paper, we propose a novel hardware support called
Indirect Transfer Target Buffer (ITTB) to support chaining the indirect control
transfer instructions to their translated targets.

SPC tag index

valid tag TPC

Fig. 2. Infrastructure of indirect transfer target buffer
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Table 1. Special purpose registers custom designed for ITTB

Register Description

REGpc Register used to store address of the translated code block
f ITTB Status flag indicting whether ITTB is hit or not; f ITTB can be
implemented using reserved bit of the status flag register of the

microprocessor as most modern microprocessors have reserved
status bits and it can also be implemented through custom

individual status flag register

ITTB is implemented as a high speed buffer on chip which can provide one
read/write operation in one clock cycle. ITTB is used to store the frequently accessed
target address of the control transfer instructions. Obviously, ITTB provide a copy of
AMT. As ITTB is a hardware approach, target address can be looked up quickly. The
principle of ITTB is similar to Translation Look-aside Buffer (TLB) [12] used in the
management of virtual memory space. Fig. 2 shows the infrastructure of ITTB.

ITTB stores the corresponding TPC of indirect control transfer instructions, and is
accessed by the SPC of the indirect control transfer instructions. SPC is divided into
tag and index, while ITTB use valid bit and tag to check whether the required SPC is
matched in ITTB. ITTB can be implemented as a cache, which can be organized with
multi-way associativity and replacement policies. The ITTB accessing result will
update the flag f_ ITTB, if it is hit, this flag will be set as 1, or it will be cleared. If it is
hit in ITTB, the required TPC will be written into the special purpose register
REGrpc, which is custom designed in the microprocessor for ITTB. Table 1 gives out
the description of f ITTB and REGrpc,

As ITTB is custom designed hardware, it should be accessed via custom designed
instructions as “search_ITTB, reg” and “store_ITTB, <SPC, TPC>" which are added
to the instruction set of the microprocessor.

® Search_ITTB, reg: this instruction looks up ITTB according to the content of
the register “’reg”, which is corresponding to the register used by the register
control transfer instructions. The value of “reg” is the SPC of the target
address.

® Store ITTB, <SPC, TPC>: this instruction update the corresponding ITTB
element related to SPC with the value of TPC.

The above two instructions are custom designed for ITTB access. Furthermore, the
ITTB checking result will be used by other two instructions which should also be
provided in the microprocessor as “JMP REGrpc” and “JITTB, imm”. The former
transfers control to the address indicated by REGtpc while the latter checks the status of
flag f ITTB. Detailed description of the custom instructions can be found in Table 2.

In some microprocessors, the instruction set architecture may not support the

instruction format that one instruction consists of two immediate values. In that case,
“strore_ITTB” can be implemented through several register-register instructions.

First, write SPC and TPC into two registers, and then execute “strore_ITTB, regl,
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Table 2. Custom designed instructions for using ITTB

Instruction Description

Search_ ITTB, reg Lookup ITTB according to the value of register
“reg”; if it is hit, write TPC into REGrpc, if not,
clear flag f ITTB

Store_ITTB, <SPC, TPC> | Write TPC into the ITTB element according to

the SPC
JMP REGrpc Jump to the address indicated by REGrpc
JITTB, imm Check if ITTB access is hit. If it is hit, transfer

control to the instruction whose address has an

offset of “imm” with the current instruction, if

not, then execute the next instruction.

reg2” like instruction. How to implement “store_ITTB, <SPC, TPC>" depends on the
instruction set architecture of the target microprocessor.

3.2 Software Support for IDCTC

Besides the hardware support, DBT systems should also maintain some software data
structures to assist the chaining of the indirect control transfer instructions. One is the
Address Mapping Table [2] which stores the SPC and TPC of the code blocks. The
other is called T-SPC, which is a hash table used to save any possible source
programming counter (SPC) of the target address of the indirect control transfer
instructions. T-SPC will be updated under two situations:

®  During profiling, any time an indirect control transfer instruction is executed, the
value (SPC of the target address) of the register or memory used by the indirect
control transfer instruction should be written into T-SPC.

® When a translated code block transfers the execution to VMM because of the
fact that the indirect control transfer instruction at the end of the code block has
not been chained, VMM should write the target SPC of the indirect control
transfer instruction into T-SPC.

T-SPC is used to update ITTB when a new code block is translated.

4 Indirect Control Transfer Instruction Chaining

Based on the hardware and software assists introduced in section 3, we propose a
novel indirect control transfer instruction chaining approach. The basic principle is: 1)
to insert specific instructions which will directly chain the indirect control transfer
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instructions when translating the source code block; 2) to execute these specific
chaining instructions before executing the indirect control transfer instructions during
the execution of the translated code block.

4.1 Insert Chaining Instructions

The first step is to insert custom chaining instructions and update the AMT, ITTB and
T-SPC, when generating the translated code block which contains indirect control
transfer instructions.

Though, different indirect control transfer instructions may require different
sequence of chaining instructions, the translating process or the inserting process is
similar. Thus, we take the indirect jump instruction for example. The indirect jump
instruction stores the target address in a register. When translating the source indirect
jump instruction, IDCTC has to insert those custom chaining instructions at the place
where the translated indirect jump instruction should appear. Fig. 4 indicates how to
insert the chaining instructions in details. TPC,,, represents the address of the indirect
jump instruction itself in the code cache. LENjrrp represents the length/bytes of the
JITTB instruction. Similarly, LEN,ye register content TEPresents the total length/bytes of the
instructions which are used to save the content of the register in the indirect jump
instruction.

Insert custom chaining instructions during translation

1. Update AMT, write SPC and TPC of the current code block into AMT;
Insert chaining instructions into the current translated code block at the
place where the indirect control instruction should appear;
Lookup T-SPC according to the SPC of the current code block;
if the required SPC exists in T-SPC
Execute “Store_ITTB, <SPC, TPC>” instruction to update ITTB;
Update T-SPC, delete the SPC from T-SPC;
endif

1

NS o s

Fig. 3. Insert custom chaining instructions and update related software/hardware assists

Insert chaining instructions for indirect jump instruction

1. Generate “Search ITTB, reg” instruction at the address of TPC,,, (reg points to the
register used by the indirect jump instruction)

. Generate “JITTB, LENjrretLENaye register contentt LENstub code” instruction

. Generate the instructions that save the content of the register used by the indirect jump,
i.e. save the target SPC

. Generate stub code

. Generate “JMP REGrp¢” instruction

Return

w N

ELIES

Fig. 4. Insert chaining instructions for indirect jump instruction
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Fig. 5. The status of the source code block ends with an indirect jump and the status of the
corresponding translated code block

Fig. 5 (a) shows the status of the source code block ends with an indirect jump.
Fig. 5(b) shows the status of the corresponding translated code block. It shows that
the translated code block has been inserted with the custom chaining instructions. The
source indirect jump instruction has not been translated to a local indirect jump in the
translated code.

In this paper, we only introduce register indirect control transfer instructions, for
memory indirect control transfer instructions, the chaining approach is the similar.
The difference is that the content of the memory element should be first moved into a
register so as to execute the “Search_ITTB, reg” instruction. Thus, this paper focuses
on the chaining of the register indirect control transfer instructions. Moreover, the
source target address may need to be calculated by adding the value of
the register/memory with a certain offset. In this case, we only need to calculate the
source target address by following the source target address calculation rule and then
write the source target address into a certain register and then execute the
“Search_ITTB, reg” instruction.

Stub code is used when the chaining of the indirect control transfer instruction is
failed. The stub code saves the execution context and turns the control back to VMM
that the corresponding VMM routine looks up the AMT according to the value hold in
the register of the indirect control transfer instruction. If it is hit in AMT, write the
related SPC and TPC into ITTB. This is based on the fact that ITTB is a copy of
AMT, as the capacity of ITTB is limited, there may be some indirect control transfer
instructions whose SPC and TPC have not been saved in ITTB. Hence, if it is hit in
AMT, the SPC and TPC of the current indirect control transfer instruction should be
written into ITTB.

Other indirect control transfer instructions include indirect branch, indirect sub-
routine call, and return. Similar operations can be performed on these instructions to
insert chaining instructions.

4.2 Executing Chaining Instructions

Though the chaining instructions are inserted into the translated code block, the
chaining of the indirect control transfer instruction is finally finished during execution
of the translated code block.
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The “Search_ ITTB, reg” instruction looks up ITTB according to the content of the
register (SPC) of the indirect control transfer instruction, in order to quickly check
whether the required TPC is already existed. If the TPC is existed, which means the
corresponding TPC has been automatically written into RRGrpc, the “JMP REGrpc”
instruction will be executed so as to transfer the control to the target TPC. If the
required TPC is not existed, stub code will be executed that the control will be
transferred to VMM so as to lookup AMT or perform the interpretation or translation.

Obviously, the novel chaining approach we proposed is a dynamically chaining
method based on ITTB.

5 Evaluation

5.1 Evaluation Environment

The experimental infrastructure is based on a Code Cache Simulator (CCS) [2]. We
construct CCS to evaluate the control transfer instruction chaining performance. CCS is
a two-stage simulator which consists of a profiler, a trace constructor, a code cache and
a control unit. In the first stage, CCS runs the source code and the profiler collects the
execution information. The trace constructor reorganizes the frequently executing
source code into traces and stores the reorganized code blocks in the code cache. In the
second stage, CCS runs the code blocks in the code cache instead of the source code
while executing the hotspots. Detailed information of the simulator can be found in [2].
The benchmarks (gzip, gap, parser, vortex) we use are selected from SPEC INT
2000 [13]. In [2], we have demonstrated that for these benchmarks, a small number of
code blocks may cause huge number of control transfers as hot code blocks are
frequently executed. Obviously, without chaining, control transfers are costly because
of the large number of AMT looking up operations and context switching overhead.

5.2 Performance Evaluation of IDCTC

In the experiments, we first let CCS run the benchmarks without chaining, then use
IDCTC to chain the code blocks which contain the indirect control transfer
instructions.

Chaining efficiency of IDCTC

Indirect control transfer instructions realize fast dynamic chaining through accessing
ITTB. The target code block may not have been translated when the indirect control
transfer instruction is translated the first time and some of the target address is
untranslatable instructions [14], this will cause the IDCTC failed. But, the capacity
limit of ITTB is the main reason which causes the failure of the chaining of the indirect
control transfer instruction. However, because of the principle of locality [12], most of
the time, when indirect control transfer instruction accesses ITTB, the required
information can be found in ITTB. Fig. 6 shows the chaining success rate of different
benchmarks when using direct mapping ITTB with 64 elements, 128 elements and 256
elements. For the ITTB which contains 256 elements, the average success chaining rate
achieves 92.5%. Obviously, the hardware ITTB can dynamically assists to chain the
indirect control transfer instructions high efficiently. As a result, the chaining
efficiency indicates that most of the table lookup operation and context switching
overhead can be avoided.



318 W. Chen et al.

120%

100%

80%

60%

40%

20%

Successful chaining rate

0%

Fig. 6. Successful chaining rate of indirect control transfer instructions

Fig. 6 indicates that the successful chaining rate is sensitive to the size of the ITTB.
For gap and vortex, the chaining rate is lower, because the locality of the target address
of the indirect control transfer instruction is not so centralized in these two
benchmarks. However, the increase of the ITTB size can fit the address changing
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character of these benchmarks.

Though, there are still some instructions can not be chained, they only occupy quite

a few portion of all the (dynamic) indirect control transfer instructions.

Performance improvement of the code cache

Because most of the indirect control transfer instructions can be chained, the
performance of the code cache could be improved. Fig. 7 shows the performance
improvement of each benchmark. The y-axis is the performance speedup caused by

IDCTC compared to the original execution without chaining.

Performance speedup
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| A
= 1 135
gzip parser vortex Average

Fig. 7. Performance speedup caused by IDCTC




A Novel Chaining Approach to Indirect Control Transfer Instructions 319

The average speed up is 1.435. This demonstrates the efficiency of our indirect
control transfer instruction chaining approach. The performance improvement is
determined by the chaining efficiency. As a result, IDCTC performs most powerfully
for gzip, but still shows dramatic improvement for other benchmarks.

6 Conclusions

Code Cache systems are the key element of the binary translation system and the
optimization system. Translated/optimized codes are saved in the code cache in terms
of code blocks which ends with control transfer instructions. Conventional code cache
systems look up the address mapping table to find the translated target code block
according to the source target address. The table lookup operation is considerably
costly. Chaining the control transfer instruction with their translated target address
can avoided most of the table lookup overhead. The target address of the indirect
control transfer instructions are saved in the register or memory and can be changed
during execution. It is difficult to chain the indirect control transfer instructions
through pure software approaches. In this paper, we propose an indirect transfer target
buffer which is implemented as a high speed buffer on chip. ITTB is used to store the
frequently accessed target address of the control transfer instructions. Based on ITTB,
we propose a novel indirect control transfer instruction chaining method which inserts
custom chaining instructions into the translated code block instead of translating the
indirect control transfer instructions. During execution, the chaining instructions
access ITTB to find the required TPC of the target address. Because of the principle
of locality, most of the required target of the indirect control transfer instructions can
be found in ITTB. IDCTC is a dynamic chaining approach, in which chaining is
performed during execution instead of translation. Evaluation of IDCTC is conducted
on a code cache simulator. The experiment results show that IDCTC can bring
dramatic performance improvement for the code cache system.

In the future work, we will use CCS to run more benchmarks to further evaluate the
efficiency of IDCTC. Further more, in the future work, we will try to merge the
chaining approaches of both direct control transfer instructions and indirect control
transfer instructions so as to further improve the performance of the code cache
systems as well as those binary translation systems and optimization systems.
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Abstract. A lot of smart context-aware services would be adopting location in-
formation as context information. However, the location information is also
very important information to be protected for users’ privacy, security, and
safety. In this paper, we propose One Time Password (OTP) in the communica-
tion between users’ devices and network devices such as APs. By using this
approach, APs does not keep user specific information but OTP values, so that
attackers cannot get user information even though they access to the log files in
APs. We also introduce context-aware service scenario and context information
for the service.

Keywords: Context-Aware, Context-Services, Location Privacy, OTP (One
Time Password), Security.

1 Introduction

Micle Altschul, a corporate lawyer of Cellular Telecommunications & Internet Asso-
ciation (CTIA), which is an international association of Wireless Communication
Enterprise and Wireless Services Provider, warned the privacy problem in mobile
communication. He advised not to use commercial mobile services through open Wi-
Fi hotspots such as Starbucks WiFi [1]. This is because the policies and technologies
for privacy protection are different among the service providers. The simple use of
WiFi can reveal some user’s privacy information such user’s location. Actually, Sky
Hook developed software that can calculate user’s location in 20 meters radius using
triangulation method of WiFi hotspots [1]. Another example is WaveMarket. This
company has cooperated with wireless service providers and has been providing the
location-based services which tracks the locations where family members or friends
area. The most popular method for protecting location privacy is to use informed con-
sent policies, in which companies let users know what information they get about
users and users’ locations and get consent for that. Although they try to use these pol-
icies, some arguments have been continually being issues, because disobedience of
these policies may break all the privacy protection. The problem is that they have
hardly mentioned technical issues for location privacy in WiFi. Assume that attackers
get and analyze log files or configuration files in network devices, and then they can
get users’ information including user locations and their routes [2].

A M. Tjoa et al. (Eds.): ARES 2011, LNCS 6908, pp. 321 2011.
© IFIP International Federation for Information Processing 2011
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In this paper, to solve location privacy problems, we propose a method of using
One Time Password (OTP) in the communication between a user’s device and net-
work devices. Once the user moves from one place to other place, all user information
will be erased in the log files, and only OPT values are left. This approach is totally
different from the existing systems, in which all information is kept in their log files.
Therefore, if attackers look inside the log files, they cannot get user specific privacy
information. The only information they can get is the OTP values. If network devices
have some troubles, the administrator can check the log files and the OTP values to
find out the causes of the troubles, but he/she cannot identify users from the OTP val-
ues, either. The remainder of the paper is organized as follows. In Section 2, we dis-
cuss other research that is closely related to our work. Then we define the location
privacy in context-aware systems in Section 3. After that we show some discussion
issues for the location privacy in context-aware systems in Section 4. Finally, we re-
veal the conclusions of our work in Section 5.

2 Related Work

John Krumm [1] explains location privacy problem of services which provide user
location information. In his paper, he defines that protecting from let other users know
where user is and where path user had can be function and availability. He suggests
some solutions to solve using anonymity, spatial / temporal degradation, specialized
queries, and configuration privacy. However he does not consider encryption and
access control. Therefore, if attackers access the log files, they can get user informa-
tion rather easily. Hulsebosch et al. [2] introduce location privacy problem from ano-
nymous accesses for users and user contexts on ambient context. In their paper, they
suggest a process distinction at user location through a security level definition.

Garreti Brown and Travis Howe [3] propose a solution of social network and con-
text-aware spam.

In their work, they mention problems of the location based service of Facebook user,
and they argue unnecessary context named context spam receiving problem, by expos-
ing of the user location. Those three researches introduce location privacy problems by
their own approaches [8], but they have a common assumption, which is that if users do
not leave their information in network devices such as servers and access points (APs),
then users’ routes or their location privacy do not matter. However, during the process
for mobile communication, the mobile devices have to get helps from APs and network
devices around users, and these requests cause privacy information to be open [9].
Currently, most of smart mobile devices such as iPhone and iPad are connected to the
network via wireless APs and other network devices in the public area, and the users’
location may be revealed by analyzing the log files of these network devices.

3 Location Privacy in Context-Aware System

3.1 Location-Based Context-Aware Service Scenario

Context-aware systems provide intelligent services, and most of them adopt user loca-
tion as context information. In our work, we introduce a context-aware service which
uses location information, and we show location privacy protection method.
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A. One-Time Password (OTP)

A OTP is a password which is valid for only one login session or transaction. OTP
usually avoids a number of shortcomings that are associated with traditional and static
passwords. The most important shortcoming that is addressed by OTP is that, they are
not vulnerable to replay attacks. This means that if a potential intruder manages to
record an OTP that was already used to log into a service or to conduct a transaction;
he or she will not be able to abuse it since it will be no longer valid. On the downside,
OTPs are difficult for human beings to memorize. Therefore they require additional
technology in order to work [13]. OTP generation algorithms typically make use of
randomness. This is necessary because otherwise it would be easy to predict future
OTPs from observing previous ones. Concrete OTP algorithms vary greatly in their
details. Various approaches for the generation of OTPs are listed below.

e  Based on time-synchronization between the authentication server and the client
providing the password (OTPs are valid only for a short period of time)

e  Using a mathematical algorithm to generate a new password based on the pre-
vious password (OTPs are, effectively a chain and must be used in a predefined
order).

e  Using a mathematical algorithm where the new password is based on a challenge
(e.g., a random number chosen by the authentication server or transaction de-
tails) and/or a counter.

There are also different ways to make the user aware of the next OTP to use. Some
systems use special electronic tokens that the user carries and that generate OTPs and
show them using a small display. Other systems consist of software that runs on the
user's mobile phone. Yet other systems generate OTPs on the server-side and send
them to the user using an out-of-band channel such as SMS messaging. Finally, in
some systems, OTPs are printed on paper that the user is required to carry with them
[13]. Step (1) of OTP application in Location Hide Algorithm (LHA) in Section 4.2
points this method which connects OTP value to devices ID.

B. Scenario

Before Shella goes to bed, she inputs her tomorrow’s plain in her device: 1) to wake
up at 7 am, 2) to visit a cafe at 8§ am near her house, 3) to meet her friend at 9 am, 4)
to buy a Jacket in black in A shop, a brown boots in B shop, and 5) to visit C book
store and check some books which have been published recently. [6][7] [Figure 1].

In the scenario, we have three things to consider as shown below. Case 1 and 2 show
some context-aware services using location information, and Case 3 shows location
privacy issues in these services.

Case 1: Shop A and Shop B are able to send new information to Shella as soon as she
shows up near their stores. Furthermore, they can recommend some products to her
based on her purchase history at their stores.

Case 2: Book store C also sends the new book list to her according to her book pur-
chase history and her favorite genre.
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Case 3: Location Privacy: Shella uses wireless network by connecting to wireless
APs when she is in a cafe, on Outlet Street, and in bookstore. And this wireless con-
nection enables her to get smart services from stores. However, attackers can get her
locations and her movement route by analyzing data stored in APs.

| |L: Location / Device ID

71 'l |
\ﬂ 1 7 ?|-d.id, X, y, h, S
\ | | i
J) IL: Items List
‘ﬁ; | a5 % A
= Shop Server 1 | -it1, it2,...., itn

[it1: colour, size, price ....J[it2: ......]...

CL: Customers List

-ut, u2, ...un

[u1:bought date/item, ...J[u2:bd/it,...]

UL: Users List (the users around shop)
-ut, u3,..., u234,..
[u1:SL][u2:SL]...[u234:SL]...

- Authen, Author.
L: Location/-Device ID
-did x, y, h t sp,s

SL: Shopping List

- Jacket, Skirt, boots, book

Fig. 1. Service Scenario. Shella tries to put that item (Jacket) on her AVATAR in her device
without her directly wearing in that shop (one part-Book Store C and Shop B are in another
area not in figure).

Fig.1 shows the service scenario in detail, and context information for the services.
In that figure, Shella moves from one place to new place near AP pn2, and she gets
services from stores near her location. Before she arrives at pn2, she got services from
other pn#, and then servers and AP pn# keep her information in their log files or data-
base. In this situation, if attackers access to the log files or database, then they can
trace her location and s.

3.2 Context Classification

In context-aware systems, context determines service contents, and/or triggers event
driven services. In Fig. 1 service scenario, context for the service consists of user lo-
cation and other information such as user’s purchase history and user’s favorite genre.
For the service, all context information is not only stored in her device, but also stored
in all network devices around her [5][7]. At present location, she references Shop A,
Shop B, Shop C, pn2 and user contexts. As we see Fig. 2, pn2 keeps all information
about near around shops. Also, all shops have user’s purchase history information
(CLs in Shop A, B and C), and the purchase information is represented as
ul:bought date/item in Shop A. This information is used to evaluate her pur-
chase intention, and to recommend suitable goods to her on her visit [7]. She can also
get some similar information by sharing or publishing her interests in goods of Shop
A, B, and C. At this time, pn2 are keeping information of Shop A, B and C. Also, it
already has users’ information that is in area (present information) or was in area (past
information). Finally all shops can reference them.
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Fig. 2. Context Information for Service Scenario

4 Discussion

In section 4, we show seven UML sequence diagrams which define what actions are
conducted while she moves around. Fig. 3 shows the sequence diagrams according to
service scenario.

4.1 Sequence Diagrams

Fig. 3-(a) shows how her device is connected to the wireless network. Undoubtedly, it
uses information in pn2. Fig. 3-(b) is the diagram that she adds her plan and her inter-
esting goods to look for and to buy; usually she takes it before she goes out. Fig. 3-(c)
shows her location.

Fig. 3-(d) illustrates how to evaluate Shella’s preference based on her purchase his-
tory and it also shows how to recommend goods to her according to her preference
information. Fig. 3-(e) is about to get detailed information about a specific goods.
Fig. 3-(f) is the step to optimize the promotion for a specific user; it helps some users
to organize SNS with them who are going to buy the same goods in future. At last, in
Fig. 3-(g), she puts her buying goods on cyber character in her device, after that, she
catches how good that before she buys.
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Fig. 3. Service Sequence Diagrams

4.2 Location Hide Algorithm (LHA)

Fig. 4 explains an algorithm named Location Hide Algorithm (LHA), which protects
user’s location and their routes with location hide flow [1].

Isd Locate user's position)

Locator | | SensorLocation I

send wgy to AP;
1. LHA T store woand set i 4= 1

49. 2. get Loc/
o=H ' (w);

w

2.1. Calculate Loc.

\ Yemp.did=wi(=H "(w));
Fig. 4. Location Hide Flow

A user’s location can be known by analyzing stored information in network devic-
es or pn# which has provided services to users. In Fig. 4, the device information,
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d.id, is registered to pn2, and attackers usually use d.id information to figure out from
what pn# the user receives services. Finally they get privacy information, for exam-
ple, what paths or what a pn# she has to get there etc. LHA connects user device in-
formation (d.id) and temporary registration information (w;), and registers them. After
then, pn sends all services to w;, and it forwards them to d.id which is pending. Final-
ly, it avoids the exposure of user’s location by defining d.id.w;. And although the user
moves to other area, it is difficult to get the user’s routes and present location because
d.id is deleted in pn#.

The below algorithm defines LHA steps that we propose. In step (1) — step (2), it
shows how it gets the value (w;) by OTP, from step (3), it takes to connect both d.id
and w; which are gotten from step (1) through (2). That is, while the user moves,
he/she is supposed to get services from pn2. At that time, pn2 keeps d.id.w; informa-
tion. Because of this process, no matter how attackers analyze log files in pn2 and get
w;, they cannot know whose w; it is. Finally, attackers cannot get his/her routes and
where he/she is now.

// Location Hide Algorithm (LHA)
Initial Secret(W), HashFunction(H);
compute wy=H' (w); (1)
send wy to AP;
store wy and set iy=1;
output temp.d.id:w,-(:H"I(w)); //send A, i, w;
process H(w;)=w;_;;
set iA <- iA+I,' (2)
put w; to d.id; (3)
define d.id.w;, //d.id-real device ID, w; is temporal d.id

4.3 Recommending Items

Fig. 5 shows the simulation implementation result of context service model that we
proposed using jContext[12][13], which is a java-based framework for context-aware
systems. In the simulation, Shella moves through (i) Fashion Shop -> (ii) Café -> (iii)
Book Store, also, before she leaves from home, she puts her interesting goods to buy
today into her device.

Assume: pn2 provides all services to (i) Fashion Shop, (ii) Café and (iii) Book Store.

In first place, (i) Fashion Shop, the shop server detects her from pn2, as soon as detect-
ing her, it references all registering goods information that she had put before she leaves
from her home. After that, servers in shops send the relevant notices such as recommen-
dation of Blue Jacket and Leather Jacket. In next area, (ii) Café, that server will not rec-
ommend any coffee, because of her physical condition which had already added it by
her. In last place area, (iii) Book Store, she gets recommendation book list: Black cat
and White hand, because the bookstore evaluates her favorite genre as mystery based on
her purchase history. Through those steps, she usually gets them step by step.
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5 Conclusions

In this paper, we studied context-aware services with hiding user location
information. To avoid exposure of user devices information (d.id) and location (w;),
we used OPT, and then we tried to connect both d.id and w;. By building and
analyzing a simulation implementation, a user, Shella, can get her interesting notices
according to her location which registered already before she goes out. Finally, she
gets the relevant information from Fashion Store, Café and Book Store with d.id
(hidden) and w; (open) which set for service and for user location protection. In the
future, we will add social network concept to this systems so that users who are in
same area and have similar purpose communicate each other in ad hoc manner. Also,
we will study some service scenarios illustrated in Fig. 3 in detail.

Acknowledgment. This work is partially supported under the support of the
Portuguese Foundation for Science and Technology (FCT) in the aims of Ciéncia
2007 program for the hiring of Post-PhD researchers.

References

1. Krumm, J.: A survey of computational location privacy. Pervasive Ubiquitous Compu-
ting (13), 391-399 (2009)

2. Hulsebosch, R.J., Salden, A.H., Bargh, M.S., Ebben, P.W.G., Reitsma, J.: Context sensi-
tive access control. In: Proceedings of the Tenth ACM Symposium on Access Control
Models and Technologies, SACMAT 2005, pp. 111-119 (2005)



10.
11.

12.

13.

14.
15.

A Study on Context Services Model with Location Privacy 329

Brown, G., Howe, T., Ihbe, M., Prakash, A., Borders, K.: Social Networks and Context-
Aware Spam. In: CSCW 2008, San Diego, California, USA, November 8-12 (2008)

Dey, A.K.: Understanding and Using Context. Journal Personal and Ubiquitous Compu-
ting 5(1), 4-7 (2001)

Sadok, D.H., Souto, E., Feitosa, E., Kelner, J., Westberg, L.: RIP-A robust IP access archi-
tecture. Computer & Security, 1-22 (February 2009)

Yoneki, E.: Evolution of Ubiquitous computing with Sensor Networks in Urban Environ-
ments. In: Ubiquitous Computing Conference, Metapolis and Urban Life Workshop Pro-
ceedings, pp. 56-59 (September 2005)

Fetzer, A.: Recontextualizing context. In: Proceedings of Context Organiser Workshop,
Manchester, UK, April 9-1 (1997)

Pieters, W.: Representing Humans in System Security Models: An Actor-Network Ap-
proach. Journal of Wireless Mobile Networks, Ubiquitous Computing, and Dependable
Applications 2(1), 75-92 (2011)

Nobles, P., Ali, S., Chivers, H.: Improved Estimation of Trilateration Distances for Indoor
Wireless, Intrusion Detection. Journal of Wireless Mobile Networks, Ubiquitous Compu-
ting, and Dependable Applications 2(1), 93—-102 (2011)

Bunt, H.: Context and aialogue control. In: Proceedings of CONTEX 1997 (1997)
Connolly, J.H.: Context in the study of human languages and computer programming lan-
guages: A comparison. In: Akman, V., Bouquet, P., Thomason, R.H., Young, R.A. (eds.)
CONTEXT 2001. LNCS (LNAI), vol. 2116, p. 116. Springer, Heidelberg (2001)

Coutaz, J., Rey, G.: Recovering foundations for a theory of contextors. Presentation deli-
vered at the 4th International Conference on Computer-Aided Design of User Interfaces,
Valenciennes, France (May 2002)

One-Time Password (OTP),
http://en.wikipedia.org/wiki/One-time_password

jContext, http: //sourceforge.net/projects/jmcontext/

Choi, J.: jContext: A Toolkit for Context-aware Systems Using Java Reflection and Me-
thod Overloading. Journal of KIISE (April 2011) (submitted, in Korean)



Digital Profiling: A Computer Forensics Approach

Clara Colombini"" and Antonio Colella>""

! External researcher at University of Milan, Italy
cmcolombini@email.it
? Lieutenant Colonel Italian Army, Rome, Italy
colella@acm.org

Abstract. Nowadays investigations have become more difficult than in the past.
It is already clear that, in modern crime scene, a vast amount of evidence are in
the electronic or digital form and that the computer system or network have a
paramount role in researching of indicators and evidence. The correct analysis
of log file and the data saved in the system memory, in this new scenario, are
crucial for understanding the criminal actions. Moreover, in order to transform
these new elements in evidence, it is important, as well, do not lose sight of the
goal of the investigative process and namely identify the perpetrator, even in the
cases in which the association of the criminal and of the computer, where crime
has been committed, is difficult.

This paper, under this prospective, aims to recognize an alternative
investigation approach to traditional criminal profiling. Starting from digital
evidence left on the computer system, this research suggests an analytic
methodology useful to draw a compatible user digital profile in conjunctions to
the evidence left on the system.

Keywords: Hacking profiling, modus operandi, data mining, criminal
behaviour, hackers signature.

1 Introduction

The development of modern technology has led to an evolution in the role of digital
devices that, now, turned from data containers to a sort of "digital diaries".

The software is being implemented on a growing number of digital devices with a high
level of personalization: the agendas of meetings, access to chat rooms, blogs, forums,
social networks, etc.., have now turned the phone, MP3 player, game console, satellite
navigation, in real custodians of the lifestyle of the individual who normally uses it.

The Digital Profiling, in this scenario, offers a new tool to digital investigation. It
analyses the digital memory through specific technical and intelligence profiling, in
order to obtain information with which it is possible to reconstruct the user fingerprint
and description of its modus operandi.
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Chapter, International Information System Forensics Association (http://www.iisfa.it).
** Criminologist and Computer Forensics Expert, Professor at Master of Art in Forensics
Science, University of Rome La Sapienza and member of IISFA Italian Chapter,
International Information System Forensics Association (http://www.iisfa.it).
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The process starts from research and analysis of all the information that can be
gathered from "digital footprints" left on PC. The computer is a machine and its user
tends to customizes the electronic environment, as well as, normally he do in the real
world. Thus, user cannot avoid to leave, even unconsciously, evidences that can be
detected, recognized and compared.

2 Techniques of Digital Profiling Analysis of a Computer System

The process of Digital Profiling that has been developed in this research includes six
steps:

1) identify the goal: what to look for in relation with the type of problem;

2) collect and assess targeted data from mass memory;

3) selection of relevant information and extraction of indicators;

4) information matching of data (indicators);

5) collection of information (previously compared) and develop a "digital profile";
6) interpretation of the result in comparison to the initial goal.

3 The Method

The Digital Profiling is based on a method that includes mining, comparison and
recognition of digital profiles of a user digital device. Identification is done through
the comparison of a digital basic profile, built with those data collected from PC and
directly attributable to subject under investigation, and all possible profiles extracted
from other digital devices on which crimes were committed. It should be noted that
the method, upon which is based, is a two-way method, that means you can also start
from user digital profile "anonymous" of the device, for comparison with profiles of
other devices (also not involved in the offence) attributed with certainty to particular
subjects. It can also extract a digital profile of a modus operandi (e.g. cyber attack) to
compare with others in order to recognize and identify the author.

The method comprises the following steps which describe a cycle that can be
repeated whenever new information is added:

extrapolation of a basic user digital profile established as "standard profile";
extrapolation of the users profiles from the digital devices in any other analysis;
comparison of the profiles in order to highlight convergence-divergence;
quantitative and qualitative analysis of the convergence-divergence among the
profiles for identification of the subject.

4 The Model

The creation of model starts from the study of information characterizing the detected
files on a PC and the devices based on the memory capacity, and for high degree of
customization allowed by all available applications.
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The model describes the elements, the profiles, the features and functions of the
elements, the sequence of operations to create the digital profile, the comparison, the
evaluation of the result.

5 The Characteristics and Functions of the Elements

5.1 D - Digital Device

Digital device "D; “ means:

e any digital device provided with permanent memory capable of storing files.
Example: PC, mobile phone, navigation system, etc..;

data storage device. Example: Hard drive, smart card, USBpen, etc..);

remote data storage area created by users;

virtual machine containing an operating system;

set of data file access. Example: log file.

5.2 Feature - f

For feature "f;" is defined the single basic hardware or software feature, derived from
the files stored inside the device and selected on the basis of objective investigation,
describing the "digital behaviour” of the user, that cannot be broken down further
more in the context of the study. It may consist of:

o file properties (metadata type);

e content of the file (type of information);

e a file may contain one or more feature: they are considered basic features,
depending on the purpose of the investigation:

— Filename. Example: texts, photographs, music, movies, videos, etc...;

— Path. Example: some files seem identical, this feature indicates if this file has
the same location in the folder tree with respect to another one (same folder
name or set of folders);

— MD?5 (or other hash algorithm).The features provides the mathematical certainty
of coincidences among the same files found on various devices;

— Date of creation, modification, deletion. These three features provide a history
of saving, editing, deleting the same files found on other devices;

— Any type of information relevant to the target can be taken from its content.

5.3 Areaof File - A

The file that can potentially be considered as feature inside device memory called
generically D, is divided in specific areas with expression A; (D), according to
typology and in order to better identified them.

L,-J A;(D) <D (1)
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It defines the Ay(D) as the homogeneous subset of D that contains all the different
kind of files that may contain features relative to the device D.

5.4 Classification of Areas of File A

Each device has its own specific line mapping file that contains features and available
applications. This is a generic classification of the basic areas related to PC. The
number of research areas of this feature is flexible and depends on the type of
research and applications on the device.

A;_ Registry File: system users.
A, - Registry File: hardware installation.
Aj - Registry File: software installations.

It is considered as "personal files" all those files stored on the user device, excluding
the installed programs, which may contain information that characterize the "digital
behaviour” of the users. The area of personal files has been divided by type of file in
the following categories:

Ay - Text personal file - Text files were written by the user (notes, memoranda,
personal letters, etc..) (file doc, docx, txt, rtf, odt, pdf, xIs, etc...) that reveal the
writing style. Their analysis can highlight several features. In addition to information
that can provide through metadata analysis, other features can be detected by the
content of the following files: signature, nickname, proper name, password to access,
idiom, misspelling, typing mistakes, reference to a specific event, reference to a
particular person, reference to a given object, reference to a place, particular phrases,
email address, etc.

As - Personal email messages (except for newsletters, advertising, etc.).

Ag — Chats.

A7 - Images ((bmp, jpg, tif, etc.) - Photographs taken from cameras, cell phones, etc.
Ag - Graphic images (jpg, tif, dwg, etc.).- Collections of graphic images, such as
DVD covers, CD, thematic collections of pictures, art, comics, etc.

Ag - Movies video (Mpg avi., etc..) - Movies made by video cameras, cell phones, etc..
Ajp - Audio files (wav, mp3, etc. ) - Collection of audio files stored by the user.

A;;— URL — Connection logs to personal webpages, FTP connections, etc.

5.5 Collection of Feature - F

The analysis of the different areas, points out a set of basic features. However, with
Feature F is defined a set of all the individual background characteristics analysed in a
digital device.

F = {f; (A)(Dy) f2(ADD)).... fu(A) (D))} @)
5.6 Minimum Feature - m

Once you fix the set of the maximum possible feature detectable from the device, it
must be reduced to the features actually present on the device under analysis,
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according to the specific requirements of the investigation. For a particular device the
order is compose an initial selection of features, , which restricts the number to form
the minimum set of features. Therefore, the my; is a consistent feature, which belongs
to all the basic features, selected in relation with the specific investigation.

m;(A;)(Dy) € F (D)) 3)

The name of this minimal feature is therefore: my;(A;)(D;) where:
m; - identifies the minimum feature;

A; - identifies the area belonging to the source file;

D; - identifies the digital device from which it was extracted.

5.7 Minimum Set of Features - M

A subset S (Dj) in relation to the individual case under investigation is defined as the
minimum set of features.

M(D;) € F(Dy
M (Dy)= {m;(A)D;) {my(A)(Dy),... {mu(A)D))} 4

The set of features is the minimum set of filters applying to the files for the
extraction of characteristic information (indicators) that will make the digital profile.

5.8 Indicator - s

The indicator represents the “single information” collected and analysed in the
context of study for the purpose of profiling. It is obtained from the files selected by
the application of minimum features filter m;, during the generation of the digital
profile. It is defined as i;(l;)(A;)(D;) information, in a specific area (A;) of a device
D(;). (I;) identifies the file from which the indicator has been extracted.The indicator is
a digital evidence and can be detected, recognized and compared as well.

5.9 Set of Indicators - I

It is defined as the set of indicators I (D;):

L (D)= {1;(1)(AND) LI)(ANDy) ... in(1)(ANDy)} ®)

The set of indicators that characterize all the information is collected from the files. It
describes the user device "digital behaviour" under analysis.

5.10 File That Contains Indicators - k

ki(A;)(D;) uniquely identifies every file that contains one or more indicators, when:

e (A)) identifies the area where you found the file;
o (D,) identifies the device.
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The file that contains one or more indicators is the "source of digital evidence"
confirming the source of the indicator.

5.11 Set of Files Containing the Indicators - K

K (Dy) defines the set of files that contain information related to a specific device (D;).

K (D) = {ki(A)Dy) ka(A)Dy) ... kn(AD)(Dy)} (6)

6 The Sequence of Operations Useful for the Creation of Digital
Profile

The sequence of operations includes the following extrapolation of five profiles from
a PC:
(1) the profile obtained from the log files,
(2) the profile obtained from the files in the user folder ,
(3) the profile obtained from the files in the remaining areas of memory .
From which are derived :

(4) the user profile, formed by their union;

(5) the model profile, which matches with the user profile, but refers to a
device selected as the "sample" for the comparison with others. From
the sample profile are drawn: the indicators or the information
characterizing to be used for comparison with other profiles for user
identification and the file containing them (test wells).

Having in mind that a PC can identify the presence of multiple users, the above
mentioned explanation of the method, presents an example of the digital profile of a
personal computer referred to a single user, in relation to a Microsoft Windows
operating system.

6.1 Profile System - Ps

Starting point is the log files (Area A;) providing all the information (indicators)
about the user machine configuration. They will form the profile of system Ps;(D);,
where (D) identifies a specific device.

Psi(D)=1(Ps))(D) v K (Ps)(Dy) (7N
where:

o the set of indicators collected from the log files, called I (Ps;)(D;) where:

o I - all the indicators measured;
o Ps; -identifies the specific profile of system;
o D; -identifies the specific device.
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e the set of files that contains them, called K (Ps;)(D;) where:

o K - set of files;

o Ps - Identifies the specific profile of system;

o D - Identifies the specific device.
in which:

o each indicator consists of a single information which cannot be further
decomposable;

o each indicator refers to one or more files;
o each file can contain one or more indicators.

6.2 User Profile Folder - Pc

The Second step is the analysis of files stored in folders created by the operating
system for each user. In fact, they contains the most "personalized files" made by the
user. This creates a profile called PC (D;) (user profile folder), based on the analysis
of files in the folder you created on the operating system of the device D;.There is a
PC for every user folder found in the PC memory.

(e.g, D;.PC OS Windows XP: c: \ Documents and Settings \ SuperPippo\ ...).

If there are multiple operating systems (including OS contained in virtual
machines), each of them should be treated as a separate device. The user profile folder
Pc;(D;) is defined as:

Pci(Dy=I(Pci)(Dy) ©w K(Pc)(Dy) ®)

where:
o I(Pc)(Dy) is the set of indicators collected by the files in your user folder, where:

ol; - set of indicators collected
oP¢; - identifies the user profile folder
oDy - identifies the device
o K(Pc)(D;) is the set of files that contains them, in which
oK - set of file
oP¢ - identifies the user profile folder
oDy - identifies the device
in which:

o each indicator consists of a single information which cannot be further
decomposable,

o each indicator refers to one or more files,

o each file can contain one or more indicators.

6.3 Device Profile - Pd

The creation of the user profile folder is not sufficient to delineate the entire profile of
the user machine, since other features can be detected from files stored in areas not
included in the user folders. The Device Profile includes those files, for example,
contained in directory on other partitions, on additional hard disks, including also
deallocated files, etc. .. A second round is done so that, using the feature of all M
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(minimum feature), which aims to highlight all those feature file containing stored
outside the user folders. The Device Profile Pd;(D;) is defined as:

Pdi(Dy) = I (Pd)(Dy) © K (Pd)(Dy €))

where:

. the set of indicators drawn from the files contained in your user folder, called I;
(Pd)(Dy), where:

ol - all the indicators measured
o Pd; - identifies the device profile
o Dj, - identifies the device

e all the file that contains them, called K(Pd;)(D;),where:
oK - set of files
o Pd; - identifies the device profile
o D;, - identifies the device
in which:
o each indicator consists of a single information which cannot be further
decomposable;
o each indicator refers to one or more files;
o each file can contain one or more indicators.

6.4 User Profile - Pu

The profiles that are extrapolated so far (see Fig. 1) consist of all the elements
necessary for creating the user profile called Pu(D;) It is the digital behavioural model
that describes the user interaction with the digital device under analysis. It is therefore
composed of:

e all the characterizing information (indicators) that are recognized on the entire
machine during the analysis,
e all files that contain them.

The user profile Pu (D)) is then defined by:
PuD)=1(Puw) (D) v K (Pu) Dy (10)

where:
e I (Pu) (Dj) - derive from the union of the three sets of indicators reported:
L(Ps)(D) v I(Pc)D) v I(Pd)(Dy)
e K (Pu) (Di) - all derive from the union of three sets of files:
K ®Ps) (D) v K(Pc) (D) v K(Pd) (D,
in which each indicator is no further information from a single piece:
o each indicator refers to one or more files;
o each file can contain one or more indicator.



338

The follow table summarize the coincident indicators detected by the comparison of

profiles.
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Fig. 1. - The user profile Pu

Table 1. Sample summary of coincident indicators detected by the comparison of profiles.

Reference files FEATURE (filter applied) | Indicator
(sources)
m8(A1) — computer name i1(ki) (A1)(D1) - PC_SuperPippo
ki(A1)(D) - SAM m9(A1) - user system name ia(ke) (A1)(D1) - SuperPippo
m10(A1) - name of installed ia(ka) (A1)(D1) - USBpen Trust
ka(A1)(D+) - SYSTEM.DAT hardware
m14(A1) - hardware installed-serial | ia(ka) (A1)(D1) - A01234567
m13(A1) - software installed: nome | is(ks) (A1)(D1) - AVAST v1.34
ka(A1)(D1) - SOFTWARE.DAT m14(Ay) - software installed: serial | is(ke) (A1)(D1) - AD1234DC1234
ks (A2)(D1) - XXX.DOC mi (Ag) - Nome file i7 (ka)(A2)(D1) - xxx.doc
mg (Ay) - Path ig (ks)(A2)(D1) - c:\Documents and Settings\SuperPippo\Desktop\XXX\
mss(Az) - nickname is (ks)(A2)(D1) - ilgiaguaro
m7 (Az) - MD5 B1E5CBE1E019E12E5B73EB4AFB619B5A
ks (A2)(D1) - NOTAMIA.TXT mi_(Az) - Nome file i10 (ks)(A2)(D1) - Notamia.txt
mie(Az) - nickname it1 (ks)(A2)(D1) - superpippo
ms (Az) - Path i12 (ks)(A2)(D1) - c:\Documents and Settings\SuperPippo\Desktop\ XXX\
m7 (Az) - MD5 i3 (Ks)(A2)(D1) - C1E5CBE1EQ19E12E5B73EB4AFB619B5A
ke (A)(D1) - messageOi.eml mgg (As) — email address i14 (ks)(As)(D1) - superpippo@lamiaposta.com
mgg (As) - email address i15 (ke)(As)(D1) - ilgiaguaro@jahoo.com
k7 (As)(D1) - message02.eml mas (As) - email address i16 (k7)(As)(D1) - superpippo@lamiaposta.com
Mas (As) - email address i17 (k7)(As)(D1) - ilgiaguaro@jahoo.com
ks (As)(D1) - message03.eml mas (As) - email address i18 (ks)(As)(D1) - superpippo@lamiaposta.com
mag (As) - email address i19 (ks)(As)(D1) - ilgiaguaro@jahoo.com
ks (A4)(D1) - mig(As) - idiomatic expression i20 (kg)(A4)(D1) - ola hombre
0261f112b3f57021.dat mis(As) - Nickname izt (ko)(A4)(D1) - ilgiaguaro
mis(As) - Nickname iz2 (ko)(A4)(D1) - superpippo
mg7(As) - particolar phrase i23 (ko)(A4)(D1) - non mi hai lasciato le sigarette nel solito posto ieri
mo4(As) — reference to an object i24_(ko)(As)(D1) - sigarette
mas(As) - reference to a place i25_(Ks)(A4)(D1) - solito posto
mzs (A4) - reference to a data i2s (Ko)(A4)(D1) - 24/12/2009
maa(As) - reference to an event i27_(ko)(A4)(D1) - mancata consegna
ma3(As) - reference to a person i2s (ko)(As)(D1) - giaguaro
kio (As)(D1) - DSC_0001,jpg mi(As) - file name i2o (k10)(As)(D1) - DSC_0001 jpg
Me(As) - path i23_(10)(As)(D1) - c:\Documents and Settings\SuperPippo\101ND040\
ms2(As) - image of a specific object | iz (k10)(As)(D1) - yellow car with palate nr. MI01234567
ma4(As) - reference to an object is1_(K10)(As)(D1) - yellow car
ma4(As) - reference to an object is2 (K10)(As)(D1) - targa MI01234567
mz(As) - MD5 is3 (k1o)(As)(D1) - D1ESCBE1EO19E12E5B73EB4AFB619B5A
ki1 (A¢)(D1) - Dvdo1.tif mi(As) - nome file iz4_(K11)(Ae)(D1) - DvdO1 Aif

mg(Ae) - path

ias (k11)(Ae)(D1) - DvdO1.tif c:\Documents and
Settings\SuperPippo\Desktop\XXX\copertine dvd\

mz(As) - MD5

iss_(K11)(As)(D1) - A2E5CBE1EQ19E12E5B73EB4AFB619B5A
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Table 1. (continued)

kiz (A¢)(D1) - Dvdoz2.tif mi(As) - nome file ia7 (k12)(Ae)(D1) - DvdO2.tif
Ms(As) - path ias (k12)(Ae)(D1) - c:\Documents and Settings\SuperPippo\Desktop\XXX\copertine dvd)
mz(As) - MD5 iao (k12)(Ae)(D1) - ABESCBE1EQ19E12E5B73EB4AFB619B5A
ki3 (A¢)(D1) - Dvd03.if mi(As) - nome file ia0 (K13)(Ae)(D1) - DvdO3.Aif
mg(Ae) - path ia1 (k13)(A6)(D1) - c:\Documents and Settings\SuperPippo\Desktop\XXX\copertine
dvd\
mz(As) - MD5 ia2 (k13)(Ae)(D1) - BEESCBE1EQ19E12E5B73EB4AFB619B5A
ki (Ag)(Ds) - La cumparsita.mp3 | mi(As) - nome file i43 (k14)(As)(D1) - La cumparsita.mp3
mg(As) - path ia3 (k14)(As)(D1) - c:\Documents and Settings\SuperPippo\Desktop\XXX\miomp3\
mz(As) - MD5 ia4 (k14)(As)(D1) - C3E5CBE1E019E12E5B73EB4AFB619B5A
kis (Ag)(Ds) - El dindondero.mp3 | mji(Ag) - nome file iss (k14)(As)(D1) - El dindondero.mp3
Me(As) - path c:\Documents and Settings\SuperPippo\Desktop\XXX\miomp3\
my(As) - MD5 iss (k12)(As)(D1) - EGE5CBE1EQ19E12E5B73EB4AFB619B5A
kis (Ag)(D1) - History.dat Mao(As) - URL i47 (k16)(Ag)(D1) - http://www.facebook.com/superpippo2345cdk0945.php
Mao(A9) - URL ia (k16)(As)(D1) - http://www.ilmiosito.com/ superpippo234sdfgoap43.php
ma7(Ag) - URL iag (K16)(Ag)(D1) - http://www.lamiaposta.com/superpippo3456asdf567.php
Ki7 (A2)(Ds) - mis(Az) - nickname is0 (k17)(A2)(D1) - superpippo
carved|123456789].doc mig(A2) - password is1 (ki7)(A2)(D1) - pitivelocedellaluce
Mas(Az) - indirizzo email is2 (k17)(A2)(D1) - superpippo@lamiaposta.com
Mas(Az) - riferimento a dato is3 (K17)(A2)(D1) - 339123456
m7 (Az) - MD5 iss (ki7)(A2)(D1) - D1E9ABE1EQ09E12E5B23EBADFB68IB5E
Kig (As)(D1) - carved[123456749].jf mso(As) — image of an object iss (ki7)(As)(D1) - credit card Bankamericard
mas(Az) - reference to an object is6 (k17)(As)(D1) - Bankamericard
mas(Az) - reference to a data is7 (ki7)(As)(D1) - 4935 1500 4556 5784
m7 (Ae) - MD5 iss (ki7)(As)(D1) - AIESCBE1EQ19E12E5B73EB4AFB619B5A
Kis (Ag)(D1) - mao (A2) — person image iso (K17)(Ag)(D1) - Rossi Mario
carved[123451049].3gp mas (Ae) - reference to a person ieo (k17)(A2)(D1) - Rossi Mario
m7 (Az) - MD5 ie1 (ki7)(A2)(D1) - BIESCBE1EQ19E13E5B73EB4AFB619B5D
ORGANIZATION FILES: Organization of personal files and folders of user "SuperPippo" in D1
c:\Documents and Settings\SuperPippo\Desktop\ XXX\
c:\Documents and Settings\SuperPippo\Desktop\XXX\copertine dvd\
c:\Documents and Settings\SuperPippo\Desktop\XXX\miomp3\
c:\Documents and Settings\SuperPippo\101ND040\

6.5 User Profile Sample - Puc

The user profile sample Puc (D;) matches with the user profile Pu (D;) which differs
only by definition because it is set as a benchmark for comparison with other devices.
In fact , the indicators collected will be used as filters to search for information within
the overlapping memories of other devices.

7 The Comparison

Once you have the sample profile Puc (D;) from a device, the indicators collected are
used as filters for the detection of the same profile on other devices, to detect
connections and/or differences. The follow describe the comparison of the coincident
indicators in the two different devices.

The final step, if necessary, is the comparison between the dates of creation /
modification / deletion of files extracted by the two devices in order to reconstruct
the history of user actions on devices over time. The example of Table 2 illustrates
how the search for indicators, are extrapolated from the device D,. The files stored
in the device D, have 30 information characterizing the user, share (75% of filters
applied). They show that both devices were used by the same subject. However, this
type of comparison is one way: the search characteristic information is performed
based on the indicators found in a single device, called "sample", leaving out the
analysis and therefore the search for possible indicators on other devices. To work
around this problem you can take an additional step of refining the profiles through
the cross referencing, which is based on the contents of memory to all devices.
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Table 2. Comparison of the coincident indicators in the two devices
Nr. Feature Indicator D4 D,
1 organization folders ...\ SuperPippo \ Desktop \ XXX \ () ]
2 organisation folders ... \ SuperPippo \ Desktop \ XXX \ dvd covers \ ) [
3 organization folders ... \ SuperPippo \ Desktop \ XXX \ miomp3 \ ) [
4 path file ...\ SuperPippo \ Desktop \ dvd covers \ DvdO1.tif ) [
5 path file ...\ SuperPippo \ Desktop \ dvd covers \ Dvd02.tif ) [
6 path file ...\ SuperPippo \ Desktop \ XXX \ miomp3 \ The cumparsita.mp3 ) [
7 path file ... \ SuperPippo \ Desktop \ XXX \ miomp3 \ dindondero.mp3 ) [
8 personal file DvdO1.tif ) [
9 personal file Dvd02.tif ) [
10 personal file The cumparsita.mp3 () ]
11 file personal dindondero.mp3 () ]
12 sender email superpippo @lamiaposta.com () ]
13 email recipient ilgiaguaro @jahoo.com () ]
14 nickname sender skype SuperPippo () ]
15 skypenickname recipient'sfriend jaguar ) [
16 skype password pitivelocedellaluce ) [
17 idiomatic expression ola hombre ) [
18 nickname ilgiaguaro ) [
19 particular sentence you left me no cigarettes in the same place yesterday ) [
20 in reference cigarettes sigarette ) [
21 to risereference usual place ) [
22 referenceat the date 24/07 /2010 ) [
23 object reference Bankamericardns 4935 1500 4556 5784 ) [
24 reference no phone 339123456 ) [
25 refers to vehicles with yellow number plate Car MI01234567 () ]
26 url http://www.facebook.com/superpippo2345cdk0945.php () ]
27 url http://www.ilmiosito.com/superpippo234sdfgoap43.php ) [
28 url http://www.lamiaposta.com/superpippo3456asdf567.php ) [
29 hardware USBpen Trust sn A01234567 ) [
30 software v1.34 sn AVAST AD1234DC1234 o [}

8 Cross Comparison

The step consists of crossing the analysis of all the information gathered for each
device (see Fig. 2). Its implementation involves the following steps:

1. Puc sample extrapolation of user profiles of all devices in the analysis, each of
which will consist of:
¢ union of the three sets of indicators reported: I(Ps)(D;) U I(Pc)(D;) L I(Pd)(Dy).
e union of three sets of files: K(Ps)(D;) U K(Pc)(D;) u K(Pd)(D)).
2. extraction of the indicators I (Pu) (D;) and its files K(Pu) (D;) from each profile;
3. the application of each set of filters drawn from the indicators I(Pu)(D;) to each of
the devices;
4. update individual profiles to new indicators identified.

The procedure, though having the disadvantage of lengthening lead times, may prove
useful in cases where the information obtained from the analysis of a single device
are not very significant because it allows to analyse the data in all devices, increase
the number of indicators obtained and make more consistent the user profiles. It's
also allows to detect any additional users.
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Fig. 2. Comparison of cross

9 Multi-user Devices

A more complex case (see Fig. 3) can occur if the same device D; is used by more
than one person (e.g. PC). Then, a profile for each user can be extrapolated according
following rules:

. build a profile Pc for each user (ie Pc, Pc,etc..) on each of the user folders;

. build a system profile Ps (eg, Ps; Ps,etc..) for each user;

. build a unique profile Pd;

. cross compare each Pc and Pd that produces so many profiles as there are user
devices Pu Pc User Profiles folder;

5. each user profile Pu;(D;, will be defined as:

AN WL =

Pui(Dy=Pci(Dy) U Pd(Pc)(D))  w  Ps(Pc)(D;) (an

The comparison between different user profiles folder Pc device profile and Pd are
designed to:

e identify their own indicators in the areas of memory included in the device profile;
e extract the files containing them and add them to your Pdu, formed by:
o the set of indicators in common with the PC;
o all files that contain them.
e create many profiles Pu;(D;) how many user folders (not empty) comprising:
Pei(Dy) W Pdu; (Pe)(D;) w Psi(D;) 12)
e decrease the size of the Pd profile that will ultimately be composed of these
indicators (and related files) are not included in different user profiles.

The end result is:

e n user profiles - the set of characteristic information that describes the
behaviour of digital users found on the machine;

e No | anonymous Pda Device Profile (if any) - that is, a set of information
characterizing not related to those users, which will also include that information
on configuring the system does not give users found.

This last profile is not deleted, but is listed as anonymous profile because it contains
information that may be useful for the identification of other entities by comparison
with other devices in subsequent analysis.
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Pui(Dy)
d o Pe L P

Fig. 3. Process of detection of n. 2 profiles in a multi-user device

10 Evaluation of Results

The evaluation of the result (operation of close relevance investigator), is carried out
both in a quantitative sense (ie, considering the number of coincident indicators
measured), which in a qualitative sense (ie, the veracity of information), as even a
only information can be found as the solution of the problem posed by the analysis
goal.

10.1 The Quantitative Assessment

It is carried out in statistical way by calculating the percentage of coincident
indicators found by comparing the total of those used as a filter.

EXAMPLE: Quantitative assessment of the results obtained by simple comparison
(on the case presented in Table 1):

Task 1 - Create User Profile sample PCU (D).
N. filters applied: ....44 RESULT: indicators extracted............ 40
Task 2 - Research using filters of the indicators on the device D,.

N. filters applied: ....40 RESULT: coincident indicators found.......30
On the total of nr. 40 indicators/filter applied by simple comparison has been
detected Nr 30 coincident indicators, which is 75%.

10.2 The Qualitative Assessment

This analysis gives to the information obtained (indicators) a value of "relevance"
based of the individual indicators in relation to their degree of usefulness for the
target. In consideration of the digital nature of the analysis, the sources are not
assessed: if properly extracted and verified by hashing algorithms, they are to be
considered "completely reliable.”

With regard to the information obtained in the case presented here, it shows no
qualitative assessment (under responsibility of the investigator, in the survey), as the
specific research described by the example given here was aimed solely to collecting
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coincident (ie in possession of only two values: match / no match), which could bring
with certainty the identity of the same subject in question.

11 Conclusions

The digital profiling is a new computer investigation tool with the aim of extracting
information from memory of digital devices and assist computer investigator in their
analysis and help them to identify a possible user/criminal digital profile. This type of
analysis is suitable to all the devices: to all personal computers, mobile phones,
smartphones, tablets etc.

However, embedded devices are not excluded of this methodology: to give just one
example, a GPS navigator, even though it may seems at first glance that may not
contain data useful to find a solution of a crime, can provide valuable information on
the movements of a subject, such as places where has gone, the usual route that, if
compare with the position of his home, may help to delineate the aim of its activities.

Digital profiling techniques can also be applied to the contents of storage areas
provided in remote provider and data streams selected for example in a certain time
on a computer attack.

At the end, this technique is particularly useful in operations against organized
crime, anti-terrorism operations, intelligence operations, where it can be interfaced
with the statistical study in the prediction and prevention of criminal events.
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Abstract. The simplest container of digital information is the file and
among the vast array of files currently available, MS-Office files are the
most widely used. The “Microsoft Compound Document File Format”
(MCDFF) has often been used to host secret information. The new for-
mat created by Microsoft, first used with MS-Office 2007, makes use of
a new standard, the “Office Open XML Formats” (OOXML). The ben-
efits include that the new format introduces the OOXML format, which
lowers the risk of information leakage, as well as the use of MS-Office
files as containers for steganography.

This work presents some new methods of embedding information into
the OOXML file format which can be extremely useful when using MS-
Office documents in steganography. The authors highlight how the new
methods introduced in this paper can also be used in many other scenar-
ios, not only in MS-Office documents. An evaluation of the limits of the
proposed methods is carried out by comparing them against the tool in-
troduced by Microsoft to sanitize MS-Office files. The methods presented
can be combined in order to extend the amount of data to be hidden in
a single cover file.

Keywords: Steganography, OOXML Format, Stegosystem, Document
Steganography,Microsoft Office Document, Information Hiding, Docu-
ment Metadata, Covert Channel.

1 Introduction

The MS-Office suite is, without a doubt, the most widely used word-processing
tool for preparing and writing documents, spreadsheets and presentations [13].
Therefore, the possibility to hide information inside them is a challenge that
probably concerns many different parties. Starting with the 2007 version (MS-
Office 2007), Microsoft has completely changed the format of its files increasing,
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among other things, the level of security and thus making it more difficult to
hide information inside them. In fact, it has gone from using the old binary for-
mat to the new OOXML [5], which uses XML files. In addition to guarantee a
significantly high level of “privacy and security”, it has also introduced the fea-
ture Document Inspector, which makes it possible to quickly identify and remove
any sensitive, hidden and personal information. It is therefore evident that the
old methodologies of Information Hiding that exploit the characteristics of the
binary files of MS-Office are no longer applicable to the new XML structures.
However, the steganography techniques that take advantage of the functions
offered by the Microsoft suite( [7], [8], [9], [I0]), are still valid, and therefore
independent from the version used. The new format offers new perspectives, as
proposed by Garfinkel et al. [6] as well as Park et al. [I5]. Both authors describe
methodologies which use characteristics that do not conform to the OOXML
standard and therefore can be characterized by searching for abnormal content
type that is not described in the OOXML specifications inside the file.

This study proposes and analyzes four new steganography techniques for MS-
Office files, with only the first not taking advantage of characteristics that do
not conform to the OOXML standard.

The remaining of this paper is structured as follows. Section [l introduces
the OOXML standard and the features of the Document Inspector. Section [3]
discusses the methodology that takes advantage of the possibility to use different
compression algorithms in generating MS-Office files. Section Ml highlights how
it is possible to hide data in the values of the attribute that specifies a unique
identifier used to track the editing session (revision identifier). In Section [ a
methodology, that uses images not visualized by MS-Office, but present in the
file, is analyzed in order to hide information. Section [@lillustrates how the macro
of MS-Office can be used to hide information. In Section [1 the methodologies are
compared, verifying the overhead introduced as well as the resulting behavior of
save actions.

2 The OOXML Format

Starting with the 2007 version, Microsoft has adopted the OOXML format based
on XML (XML-based file format). In fact, Microsoft has begun the transition
from the old logic, that saw the generation of a binary file format, to a new
one that uses XML files. The Extensible Markup Language (XML) is used for
the representation of structured data and documents. It is a markup language
and, thus, composed of instructions, defined as tags or markers. Therefore, in
XML a document is described, in form and content, by a sequence of elements.
Every element is defined by a tag or a pair start-tag/end-tag, which can have
one or more attributes. These attributes define the properties of the elements in
terms of values. The OOXML format is based on the principle that even a third
party, without necessarily owning product rights, can extract and relocate the
contents of the MS-Office file by only using standard transformation methods.
This is possible because XML text is clearly written and therefore visible and
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modifiable with any text editor. Moreover, OLE attachments are present in the
source file format and therefore can be visualized with any compatible viewer.
Distinguishing documents produced in this new format is easy due to the file
extensions being characterized by an “z” at the end, with the file Word, Excel
and PowerPoint respectively being .docz, .zlsz, .pptr. An additional feature is
that a macro is not activated unless specified by the user. In this case, the
extension of the files changes by adding “m” rather than “z” and thus become
.docm, .xlsm, .pptm. The new structure of an OOXML file, which is based on
the ECMA-376 standard [3], uses a container, a ZIP file, inside of which there
are a series of files, mostly XML, and are opportunely organized into folders,
that describe both the content as well as the properties and relationships of
them. It is highly likely that the ZIP standard was chosen because it is the most
commercially well-known, in addition to having characteristics of flexibility and
modularity that allow for any eventual expansions in future functionalities [16].
There are three types of files stored in the “container”, that can be common to all
the applications of MS-Office or specific for each one (Word, Excel, PowerPoint):

— XML files, that describe application data, metadata, and even customer
data, stored inside the container file;

— non-XML files, may also be included within the container, including such
parts as binary files representing images or OLE objects embedded in the
document;

— relationship parts that specify the relationships between the parts; this de-
sign provides the structure for an MS-Office file.

For example, analyzing a simple Word document, the structure [4] of the folders
and files in a ZIP container will be like that shown in Fig. [
Therefore, beginning from version 2007, the MS-Office documents:

— are files based on the ZIP standard;

contain XML files;

have common characteristics and formats to those of generic MS-Office files
(character format, cell properties, collaborative document, etc.);

may contain OLE objects (images, audio files, etc.);

— conform to the ECMA-376 standard, opportunely customized.

= 15 simpledocument
=) docProps

@ app.=ml

@ core.=ml

=iy word
&l document.zml
F-13) _rels

=] rels

[Content_Types].xml

Fig. 1. Structure of a simple Word document



New Steganographic Techniques for the OOXML File Format 347

Another key concept related to the OOXML format is the modularity, either
inside the files or among files, which allows for either the easy addition of new
elements or the removal of old ones. For example, the addition of a new JPEG
image inside a Word file could be simply performed by:

— copying the file with the .jpg extension in the folder named media within
the ZIP container;

— adding a group of elements in the document.zml file (it contains the XML
markup that defines the contents of the document) in order to describe the
insertion methods within the page;

— adding, in several files of the relationship, some XML lines which declare the
use of an image.

The OOXML format gives new opportunities to the community, as indicated by
Microsoft [5]. In fact with the new standard:

— it is possible to show only the text of the document. If the file is a Word
document, for example, only the file document.zml will be analyzed without
necessarily opening all the files which contain the remaining information
about the document;

— the files are compressed, and consequently are shorter and easy to manage;

— it is simpler to scan for viruses or malicious contents thanks to its textual
form instead of the old binary format;

— the new format does not allow to have macro inside it, thus guaranteeing a
satisfactory level of security;

— if some of the files in the ZIP container are damaged, the integrity of the
entire document could be preserved, and in some cases the main document
could be reconstructed starting from the remaining “untouched” files.

MS-Office 2010, also known as Office 14, maintains formats and interfaces that
are similar to the 2007 version. The substantial difference between the two suites
is that MS-Office 2010 is much more web-oriented than the previous one. The
new suite, for example, sends the user an alert message when transmitting sen-
sitive information via e-mail. It is also able to translate documents and deal
with different languages, as well as transform presentations into clips. It makes
possible to present a PowerPoint “slideshow” to users connected to the Inter-
net. In [I1] Microsoft analyzes, describing some of their characteristics, all the
new features introduced in the new version, highlighting the updated parts with
respect to the old version.

The management flexibility offered by the new OOXML format has obvious
implications when dealing with security. On one hand, the clear-text offers the
seeming impossibility to hide information. While, on the other, it offers the possi-
bility to malicious parties to read its content and eventually freely manipulate it.
It is also well-known that MS-Office files contain data that can reveal unwanted
personal information, such as people who have collaborated in the writing of the
document, network parameters, as well as devices on which it has been edited.
In current literature, there are several papers which describe how to extract and
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reconstruct different types of information from such documents. Castiglione et
al. [1] introduced a steganography system which can be applied to all versions
before MS-Office 2007. Furthermore, authors analyzed the information leakage
issue raised prior of MS-Office 2007 documents.

In order to guarantee a higher level of security and privacy, Microsoft (starting
from MS-Office 2007 for Windows) have introduced the feature called Document
Inspector which makes it possible to find and remove, quickly, personal, sensitive
and hidden information. More details on the Document Inspector can be found

n [12).

3 Data Hiding by Different Compression Algorithm of
Z1pP

Taking advantage of the characteristic that OOXML standard produces com-
pressed files, it is possible to hide information inside a ZIP structure without
taking into account that the same file will be interpreted by MS-Office as a doc-
ument produced by its own application. The ZIP format is a data compression
and archive format. Data compression is carried out using the DeflatS format [2],
which is set as default, with it being possible to set a different compression algo-
rithm. For example, by using WinZip (ver. 14.5 with the command-line add-on
ver. 3.2) it is possible to choose one of the compression algorithm indicated in
Table [

Therefore, by inserting in the command

wzzip [options] zipfile [@listafile] [files...]

one of the options indicated in Table [l the desired algorithm compression will
be applied. It is worth noting that, in a ZIP container, all the files contained
can be compressed with a different algorithm. In MS-Office files, that are ZIP
containers, it is possible to set various compression algorithms.

Not all the algorithms listed in Table[Ml are correctly interpreted by MS-Office.
In fact, after some tests, it has been possible to ascertain that only the 5 algo-
rithms present in Table [2] are supported by MS-Office. Initially, the tests has

Table 1. Compression options in the ZIP format

Algorithm Acronym|Option
maximum (PPMd) PPDM ep
maximum (LZMA) LZMA el
maximum (bzip2) BZIPPED| eb
maximum (enhanced deflate) EnhDefl ee
maximum (portable) DeflateX ex
normal DeflateN en
fast DeflateF’ ef
super fast DeflateS es
best method for each file (based on the file type) ez
no compression Stored el
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Table 2. Association character-algorithms

Algorithm|Option|Char
DeflatF ef 0
DeflatN en 1
DeflatX er 2
DeflateS es 3
Stored el 4

been performed on a .docx file, which has been compressed by using the differ-
ent compression algorithms. It has been determined that both MS-Office 2007
and MS-Office 2010 do not correctly handle file compressed with the following
compression switches: eb, ee, el, ep, ez In such a case, it is shown an error mes-
sage stating that the ZIP format is not supported. MS-Office uses by default the
compression algorithm named DeflateS.

The proposed steganographic technique considers different compression algo-
rithms as different parameters of source encoding. More precisely:

— hidden data is codified with an alphabet of 5 elements, the 5 different values
that indicate the compression algorithm used;

— the codes obtained through the previous point are hidden in ZIP files asso-
ciating a character to every file present in the container;

— the compression algorithm applied to the single file corresponds to the value
of the character to be hidden.

Ezample 1. Consider the binary string (1010101101111111001000100001)5 to be
hidden in a Word document which has just been created and has no characters.
This document is made up of 12 files, as listed in the first column of Table Bl

Table 3. Decoding table

File Algorithm|Char
[Contentrypes].xml DeflatS 3
\docProps\app.zml DeflatS 3
\docProps\core.xml DeflatX 2
\word\document.xml DeflatF 0
\word\ fontTable.xml DeflatN 1
\word\settings.zml DeflatS 3
\word\styles.xml Stored 4
\word\stylesWithE f fects.xml| DeflatS 3
\word\webSettings.xml DeflatX 2
\word\theme\themel.xml Stored 4
\word\_rels\document.xml.rels| DeflatN 1
\rels\.rels DeflatS 3
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The files are listed in alphabetical order in relation to their “absolute” name
(comprehensive of the path). Thus, there is an univocal sequence on which
it codifies or decodes. In order to hide the binary string, it has to be first
converted into a number in base 5. The base 5 representation of the number
(1010101101111111001000100001)3 is a string of 12 numbers: (332013432413);.
It is assumed that the values indicated in Table [2] can be associated to the vari-
ous compression algorithms. In order to obtain the stego-text, every file will be
simply compressed with the corresponding algorithm associated to the character
to be hidden (see Table [)). O

If the MS-Office file contains M files, the proposed technique allows to hide
logy 5M = M -logy 5 = M - 2.32

bits of information. M is at least 12, but usually is greater.

4 Data Hiding by the Revision Identifier Value

The second proposed method of hiding information in MS-Office documents,
which is only applicable to Word files, is to use the value of several attributes
that are in XML. The revision identifier rsid is a sequence of 8 characters which
specifies a unique identifier used to track the editing session. An editing session
is defined as the period of editing which takes place between any two subsequent
save actions. The rsid, as an attribute of an XML element, gives information on
the part of code contained in the same element. The types of revision identifier,
usable in the OOXML standard, are listed in the specifications of the ECMA-376.
These attributes, defined as the ST_LongHexNumber simple type, are strings of
8 hexadecimal characters:

(vor12023T425T627)  @; € {0,1,2,3,4,5,6,7,8,9,A,B,C,D,E, F}

All the revision identifier attributes, present with the same value in a document,
indicate that the code in the element has been modified during the same editing
session.

An example element which contains 3 rsid attributes is:
<w:p w:rsidR="000E634E" w:rsidRDefault="008C3D74" w:rsidP="00463DF8">
It is worth noting that there are three sequences of 8 characters, that represent

the unique identifier associated to the attributes: rsidR, rsidRDefault and rsidP
(see pp. 243-244 of the ECMA-376 specifications [3]).

The methodology proposed in this section consists of replacing the values of
the rsid attributes with the data to be hidden, codified in hexadecimal. Thus,
if T is the number of occurrences of these attributes in the MS-Office files, the
maximum number of bits that can be hidden will be:

log, 1678 =32.T
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due to every attribute being composed of 8 hexadecimal characters. If the infor-
mation to be hidden exceeds the maximum number of bits that can be contained
in the MS-Office document, it is possible to add to the XML file further elements
with rsid attributes. Furthermore, one more trick is required to avoid the detec-
tion of hidden data by a stego-analysys inspection. MS-Office records in the file
setting.xml all the rsid values that have been used in different versions of the
file document.xml. To perform such an activity, MS-Office uses the XML ele-
ment <w:rsid w:val="002A31DF">. Consequently, when, to hide information, it
is used the methodology presented in this section, after having modified the rsid
values in the file document . xml, it is necessary to insert the same values even in
the file setting.xml. In fact, the presence of rsid values in the file document . xm1
which are not present in the file setting.xml is a strange situation that could
raise suspicion.

Among the various functionalities available in MS-Office, there is the pos-

sibility to track the changes of a document. By using such feature, MS-Office
keeps track of all the modifications performed in a document (deleted, inserted
or modified text), of the date when they have been made and of the user who has
carried out such modifications. Those information, even though can be partially
reconstructed by the analysis of the rsids, are traced by using two XML ele-
ments. Such elements, delimited by a pair of start-tag and end-tag, are different
if used to track a deletion (with the tag <w:del ...> </w:del>) or an insertion
(with the tag <w:ins...> </w:ins>).
This element has the following 3 attributes: identification code (id), author who
modified the document (author) as well as time and date in which the change
(date) occurred (this is an optional attribute). Consequently, all the modifica-
tions performed by the same author within the same editing session will be placed
in the XML file between the start-tag and end-tag of the “change-tracking” ele-
ment.

For example, if the user PCCLIENT would have deleted the text “one” at 09:23:00
GMT of October 11, 2010, the code excerpt will be like:

<w:del w:id="0" w:author="PCCLIENT" w:date="2010-10-11T09:23:00Z">
<w:r w:rsidRPr="00111111" w:rsidDel="00333333">

<w:rPr>
<w:lang w:val="en-US"/>
</w:rPr>
<w:delText xml:space="preserve">one</w:delText>
</w:r>
</w:del>

That being stated, the methodology presented in this section will continue to
work even though the change tracking is activated in MS-Office. Enabling the
change tracking means that personal information is inserted into the document.
Therefore, the Document Inspector signals the presence of the change tracking
as an anomaly and proceeds to eliminate this information from the document.
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Ezample 2 (Coding with rsid). As an example, it can be considered that the
document under scrutiny has 19 occurrences of the rsid values:

<w:p w:rsidR="00463DF8" w:rsidRDefault="00463DF8" w:rsidP="00463DF8">

<w:r w:rsidRPr="0074047B">

<w:p w:rsidR="00463DF8" w:rsidRDefault="00463DF8" w:rsidP="00463DF8">

<w:r w:rsidRPr="008C3D74">

<w:r w:rsidRPr="0074047B">

<w:p w:rsidR="00463DF8" w:rsidRPr="008C3D74" w:rsidRDefault="00463DF8" w:rsidP="00463DF8">
<w:p w:rsidR="O000E634E" w:rsidRPr="00463DF8" w:rsidRDefault="00463DF8">

<w:sectPr w:rsidR="000E634E" w:rsidRPr="00463DF8" w:rsidSect="009B2A88">

Thus, it has 152 (19x8) characters to store information (see Table Hl).

Let the message “this message is hidden in a word document” (41 characters)
to be hidden. The first step is to replace every character of the message with the
2 characters that are the relative representation of the ASCII code (see Table[H]).

A sequence of 82 characters is obtained, with a further 70 symbols “0” at-
tached. Thus, a string of 152 symbols is obtained (see Table [d]).

Table 4. Sequence of rsid values

00 46 3D F8

00 46 3D F8

00 46 3D F8

0074 04 7B

00 46 3D F8

00 46 3D F8

00 46 3D F8

00 8C 3D 74

00 74 04 7B

00 46 3D F8

00 8C 3D 74

00 46 3D F8

00 46 3D F8

00 OE 63 4E

00 46 3D F8

00 46 3D F8

00 OE 63 4E

00 46 3D F8

00 9B 2A 88

Table 5. Coded message

t h i s
74 68 69 73

m e §
20 6D 65 73

s a g e
73 61 67 65

i S
20 69 73 20

h i d d
68 69 64 64

e n 7
65 6E 20 69

n a
6E 20 61 20

w o r d
77 6F 72 64

d o c
20 64 6F 63

u m e n
75 6D 65 6E

t
74

Table 6. Sequence of rsid values with hidden data

74 68 69 73

20 6D 65 73

73 61 67 65

20 69 73 20

68 69 64 64

65 6E 20 69

6E 20 61 20

77 6F 72 64

20 64 6F 63

75 6D 65 6E

74 00 00 00

00 00 00 00

00 00 00 00

00 00 00 00

00 00 00 00

00 00 00 00

00 00 00 00

00 00 00 00

00 00 00 00

Finally it will be enough to replace, in an XML file, the string of symbols in
Table @] to the values of the rsid attributes in order to complete the steganogra-
phy process.
<w:p w:rsidR="74686973" w:rsidRDefault="206D6573" w:rsidP="73616765">
<w:r w:rsidRPr="20697320">

<w:p w:rsidR="68696464" w:rsidRDefault="656E2069" w:rsidP="6E206120">
<w:r w:rsidRPr="776F7264">
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<w:r w:rsidRPr="20646F63">

<w:p w:rsidR="756D656E" w:rsidRPr="74000000" w:rsidRDefault="00000000" w:rsidP="00000000">
<w:p w:rsidR="00000000" w:rsidRPr="00000000" w:rsidRDefault="00000000">

<w:sectPr w:rsidR="00000000" w:rsidRPr="00000000" w:rsidSect="00000000">

Obviously the message to be hidden would be preferably encrypted before em-
bedding it (see Section [7]). |

5 Data Hiding by Zero Dimension Image

The methodology proposed in this section uses an OLE-object (of type “image”),
inserted into a MS-Office document in order to contain the information to be
hidden. This object, which is totally compatible with the OOXML standard,
will:

— be located in the upper-left position and placed in any of the pages that
make up the document;

— have both the height and width equal to zero;

— be placed “behind the text”.

These properties will make it possible to hide the image during the visualization
or modification of the document. It is worth noting that the file associated
to OLE-object, even if declared as “image”, can in reality be any type of file
(text, audio, etc.) with a appropriate extension (.jpg, .bmp, etc.). Therefore,
this methodology can be used in order to hide data of a different nature, and
is not only limited to images. The identification of the OLE-object and the
decoding of the hidden text make it more difficult to associate files of reduced
dimensions and encrypt the message to be hidden.

A simple and fast method to hide information using this methodology is the
following:

— rename the file which contains the hidden message with an extension com-
patible with an image type;

— insert the image introduced in the previous step into the Word, Excel or
PowerPoint document;

— modify the layout of the text related to the image, setting the “Behind the
text” style;

— move the image to the upper-left position;

— from the menu “Dimension and position” set both the height and width of
the image to 0.

The folder where to copy the OLE-object associated to the file varies according
to the type of MS-Office document worked on, with it being word\media for
Word files, zl\media for Excel files, and ppt\media for PowerPoint files.

Another way of applying such methodology is to work directly on the XML
files. In this case, it is necessary — besides copying the file containing the message
to hide in the proper directory (of the ZIP container) — to insert in the XML
files the elements to:
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— relate to the image;

— declare the presence of the image;

— set the position of the image on the upper-left;
— set the image placed behind the text;

— set the dimensions of the image equal to zero.

In order to set the dimensions of the image to zero, the XML extent attribute
will have to be worked on (see pp. 3173-3176 in the ECMA-376 specifications [3]).
This element, in fact, defines the dimension of the bounding box that contains
the image. Therefore, reducing the height and width of the bounding box to zero,
will obtain the desired effect. Two examples of the extent element, respectively
for Word and Excel files, are the following;:

<wp:extent cx="0" cy="0" />
<a:ext cx="0" cy="0" />
Where attributes cx and cy are, respectively, the width and height of the
bounding box. In Excel files, among the elements used to describe the image
inserted in the spreadsheet, there are:

<xdr:from>
<xdr:col>0</xdr:col>
<xdr:col0ff>9525</xdr:col0ff>
<xdr:row>0</xdr:row>
<xdr :row0ff>28575</xdr : row0ff>
</xdr:from>
<xdr:to>
<xdr:col>0</xdr:col>
<xdr:col0ff>161925</xdr:col0ff>
<xdr:row>0</xdr:row>
<xdr :row0ff>28575</xdr : row0ff>
</xdr:to>

These elements identify the box of cells that contains the image (see pp. 3516-
3517, 3523-3524 and 3532-3533 of the ECMA specifications [3]). The coordinates
(line, column) are relative to the two cells situated respectively in the upper-left
and lower-right corners. Therefore, in order to reduce the dimensions of the image
to zero, it is sufficient to reduce the box of cells that contains it (<xdr:col>0 and
<xdr:row>0) to zero. Thus, there is no need to place the image in the upper-left
position due to it already being not in a selectable position: the cell with the
coordinates (0,0).

In order to set the image in the upper-left corner position of the page, for Word
files, it will be necessary to operate on the position element (see pp. 3480-3483
of the ECMA specifications in [3]). This element indicates the position of the
image with respect to a part of the document (page, column, paragraph). There-
fore, placing the image at a distance 0 of the “page” will obtain the desired effect.
An example of how the block of elements on which the modification operates, is
the following:

<wp:positionH relativeFrom="column">
<wp:pos0ffset>1685925</wp:posOffset>
<wp:positionV relativeFrom="page">

<wp:pos0ffset>967105</wp:posOffset>
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The attribute relativeFrom indicates the part of the document in relation to
which the position will be calculated while pos0ffset is the position. Therefore,
upon placing the image on the left, the following elements will be modified:

<wp:positionH relativeFrom="page">
<wp:pos0ffset>0</wp:posOffset>
<wp:positionV relativeFrom="page">
<wp:pos0ffset>0</wp:posOffset>

In order to place the image in the upper-left position, the <a:off x="0"
y="0"/> element cannot be used due to the position indicated by the = and y
coordinates referring to the paragraph and not to the page.

There is a problem for PowerPoint files, where the image, also if reduced
to dimension zero and placed in the upper-left corner position, could still be
selected by using the “Select Area” function. Moreover, it is not possible to
insert an image outside a slide. In fact, the image would be interpreted as an
anomaly by the Document Inspector. This methodology, therefore, is not really
suitable for PowerPoint files.

6 Data Hiding by Office Macro

A macro is a group of commands which make it possible to obtain a series of
operations with a single command [I4]. Thus, a macro is a simple recording of
sequence of commands which are already available in a software. For this rea-
son, there would seem no need for a programming language. However, macro
has acquired a programming language that, in the event of MS-Office, is Visual
Basic. The new format of MS-Office, as previously stated, in order to guarantee
a greater level of security does not allow macro to be saved inside the file. When
using macro in documents, it is necessary to enable this function as well as mod-
ify the extension of the name file, which will be: .docm, .zlsm, pptm, etc.. The
structure of the files with macro (e.g. example.docm) and without (e.g. exam-
ple.docz) is different. This is evident when carrying out a simple test: changing
the extension of the file from .docm to .docx and displaying the document, the
system gives an error message indicating that the format is not the one expected.
However, MS-Office can open the file, recognizing it as a document with macro
and processing it as a normal .docm file.

Thus, it is possible to consider using MS-Office macro as a channel to trans-
mit hidden information. In fact, macro can be seen as a function F(x) with
r € X, where X is the set of the inputs. Therefore, it is possible to hide
information:

— in the description of the function F'(z);
— in the value associated to the function F(k), where k € K and K C X is
the set of stego-key that are highly unusual inputs.
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In the first case, the information to be hidden will be stored inside the macro.
For example, it is possible to insert the data to be hidden as a comment to the
code or as a value assigned to a variable.

In the second case, as consequence of specific input, the macro has a behavior
which generates an output that makes the hidden data visible. As an example, in
a Word document, a macro given a word as input, searches for it in the text and
highlights it in yellow. There could be another routine in the macro, that can
only be executed if the searched word is the stego-key, than highlights several
characters in the document in yellow. These characters, read in sequence, are
the hidden information. In this case:

— the macro will be recognized as reliable by a user as it carries out the task
for which it has been realized;

— inside the code, the characters of the hidden message will not be explic-
itly present but only the coordinates of the corresponding position in the
document;

— only who knows the right stego-key will know the secret.

This methodology does not place limits on the amount of information that can be
hidden. In fact, a macro does not pre-exist but is created or modified according
to the data to be hidden.

7 Methodologies Compared

The Document Inspector, as indicated in Section [2] is the tool supplied by Mi-
crosoft to search for and remove any eventual information hidden in MS-Office
files. Thus, for an Information Hiding methodology to be considered good, it
has to pass the controls of this tool. All four methodologies presented in this
paper pass the analysis of the Document Inspector. In addition to controlling
and removing hidden information with the Document Inspector, MS-Office also
carries out a type of optimization and normalization of the ZIP container every
time the file is saved. These operations consist of eliminating everything that it is
not recognized as valid for the application (e.g. files attached without a link) as
well as reorganizing the elements that reorganize the XML code according to a
predetermined layout. As a consequence, the techniques presented in Sections [
and M are vulnerable. In fact, as a result of a save action, MS-Office compresses
all files in a ZIP container using the default algorithm (DeflateS) and assigns
new values to the rsid attributes. Therefore, in order to avoid that the hidden in-
formation is removed as a result of an “involuntary” save action (e.g. automatic
saving), it is worthwhile marking the document as the “final version”.

Let us make some considerations about the overhead of the proposed meth-
ods. In the method discussed in Section [3, the overhead is a function of the
compression ratio of the different algorithms. Therefore, the dimension of the
file can either increase, remain unchanged or diminish. On the other hand, the
method presented in Section M has a null overhead if the text to be hidden is
less than 32 - T'. In other words, it is necessary to increase 7' by adding XML
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lines, in order to host longer secret information. The overhead introduced by the
solution proposed in Section[Hlis a function of two values: the size of the attached
image file, that contains the hidden data and the elements added in the XML
files by the technique. Finally, in the case discussed in Section [6 the overhead
introduced is a function of the size of the macro code. The four methods dis-
cussed in this paper can all be applied simultaneously to the same document. In
conclusion, in order to obtain confidentiality, the data to be embedded should
be encrypted using a symmetric key algorithm.

8 Conclusions

MS-Office documents are the most used file type around the Internet. This makes
such file format the ideal candidate for implementing an effective steganographic
scheme. This paper proposes four new methods for hiding data in MS-Office doc-
uments. The common feature of all the methods is that they pass the Document
Inspector analysis. The first technique exploits the chance to use several com-
pression algorithms when creating/managing MS-Office documents. The second
technique uses the possibility to conceal information in the values of some special
attributes which are normally used to specify unique identifiers when tracking
different editing sessions. Using the third method it is possible to hide data by
using special sized images embedded in a MS-Office document. The fourth and
last technique takes advantages from the adoption of macros for implementing
data hiding. In order to increase the information to be concealed in a MS-Office
document, all the four methods can be used together.
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Abstract. Recent legal cases have shown that digital evidence is be-
coming more widely used in court proceedings (by defense, accusation,
public prosecutor, etc.). Digital tracks can be left on computers, phones,
digital cameras as well as third party servers belonging to Internet Ser-
vice Providers (ISPs), telephone providers and companies that provide
services via Internet such as YouTube, Facebook and Gmail.

This work highlights the possibility to set up a false digital alibi in a
fully automatic way without any human intervention. A forensic inves-
tigation on the digital evidence produced cannot establish whether such
traces have been produced through either human activity or by an au-
tomated tool. These considerations stress the difference between digital
and physical - namely traditional - evidence. Essentially, digital evidence
should be considered relevant only if supported by evidence collected us-
ing traditional investigation techniques. The results of this work should
be considered by anyone involved in a Digital Forensics investigation, due
to it demonstrating that court rulings should not be based only on dig-
ital evidence, with it always being correlated to additional information
provided by the various disciplines of Forensics Sciences.

Keywords: Digital Evidence, Digital Investigation, Digital Forensics,
Anti-Forensics, Counter-Forensics, False Digital Evidence, Automated
Alibi, False Alibi, Digital Alibi, False Digital Alibi.

1 Introduction

1.1 The Digital Evidence

The use of digital technology is rapidly growing. The number of Internet users
in the world is almost 2 billion, with a penetration of 28.7% of the world popula-
tion [I]. As a consequence, more and more crimes are performed on the Internet
or have something to do with digital equipment. For these reasons, there is an
increase in the amount of digital evidence being used in courtrooms around the
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world. Consequently, courts are now becoming concerned about the admissi-
bility and probative value of digital evidence. Even if digital devices have not
been directly used by an individual who has been indicted for a crime, they can
be subject to forensic investigations in order to collect useful traces about the
suspect activities, in order to be either cleared or charged with an offense. The
elements required to determine the liability for having committed a crime often
consist of files stored in a PC memory, photos on a digital camera, information
on a mobile phone, as well as on many other digital devices.

Digital traces are ubiquitous: they can be located anywhere in the world. In
fact, digital traces can be retrieved on mobile devices (phones, PDAs, laptops,
GPSs, etc.) but especially on servers that provide services via Internet, which
often register the IP addresses and any other information concerning the con-
nected clients. These servers can be located in remote countries, with different
national laws being an obstacle for the acquisition of digital evidence during the
investigation.

Digital traces are also immaterial. It is well known that all digital data present
on a device are mere sequences of one and zero. These data can be modified by
anyone who has enough privileges on that device.

1.2 The Digital Alibi

Computers cannot only be involved in, as well as contain, the proof of crimes,
but they can also be an alibi for the defense of anyone who is under accusation.
In the Latin the word alibi is an adverb meaning “in or at another place”.
According to the Merriam-Webster online dictionary [14], alibi is “the plea of
having been at the time of the commission of an act elsewhere than at the place
of commission”.

There are several examples of legal proceedings in which digital evidence has
been considered an alibi that contributed to exonerating the accused. These in-
clude the interesting case of Rodney Bradford [2], [3], accused of armed robbery
and released thanks to his digital alibi, consisting of activities on his Facebook
account. The Erb Law Firm, a corporation of lawyers in Philadelphia, empha-
sized that “Facebook Can Keep You Out of Jail” [2I]. Another example is the
Italian case of “Garlasco” [4], in which the proceedings of the first instance
ended with the acquittal of Alberto Stasi, the main suspect in the murder of his
girlfriend Chiara Poggi. Digital evidence of the work activity left on his laptop
during the committing of the crime confirmed his digital alibi.

Identifying the true originator of digital evidence is a very hard task. In fact,
it is possible to trace the owner of a digital device, but the digital evidence itself
does not contain any information on who or what has produced it.

This work shows that it is possible to set up a series of automated actions in
order to produce digital traces that are post-mortem indistinguishable from those
left by a person, and how such evidence could be claimed in a court to forge a
valid alibi. The direct consequence of this result is that the forensic analysis in
legal cases should focus not only on the retrieval and analysis of digital evidence,
but also on the identification of its author.
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The paper is organized as follows: in Section [2] various approaches of forging
a false digital alibi are discussed. In Section Bl the methodology of forging a
false digital alibi creating a fully automated tool is presented and analyzed.
In Section M a case study on Microsoft Windows systems is reported, while
in Section [ some considerations on the use of a digital alibi in a Court are
examined. Finally, this paper ends with the authors conclusions in Section [l

2 Creation of a False Digital Alibi

In this work it is assumed that there is a particular device (e.g. PC, smartphone,
etc.) used to produce evidence. Moreover, there are some trusted companies pro-
viding services (e.g. online social networks, mailboxes and so on) that record
traces about their users, such as access date, session duration, which can be con-
sidered trusted in a legal case scenario. In order to forge a digital alibi based on
these assumptions, it is possible to follow different strategies. A simple technique
is to engage an accomplice which produces digital evidence on behalf of another
person (e.g. accessing his mailbox, leaving messages on Facebook, etc.). This
technique does not require any particular skill. However, the presence of another
person could produce unwanted non-digital (e.g. biological) evidence which can
be revealed by traditional forensic investigation techniques.

In this work two new approaches, which do not require any human accomplice,
are presented: remotization and automation.

— Remotization. In order to forge a digital alibi by themselves, it is necessary
to produce evidence at some trusted entities during the same timeline of the
alibi. To accomplish this task, it is possible to remotely control a device by
means of an IP connection (e.g., over the Internet), using a KVM device or
a Remote Control software. However, this technique requires the interaction
with another device (the controller) while producing the evidence.

— Automation. The automation method consists of forging a digital alibi us-
ing a fully automated software tool. This approach does not require any
interaction with the device while producing the digital evidence.

2.1 Remotization

In this section two techniques to forge an alibi by using a personal computer to
be remotely controlled are discussed.

Remote Connection by Means of KVM Over IP An individual who
intends to create an alibi can use a KVM over IP switch (iKVM) [15] to control
his PC remotely. This technique does not require any suspicious software to
be installed. However, the individual must take some precautions to limit the
amount of unwanted traces. For example, he should configure the iKVM with
a static IP address in order to avoid that requests to the local DHCP server
are recorded. While assuming that he could take all reasonable precautions to
avoid suspicious evidence, an accurate investigation at the ISP side can reveal
the unusual IP connection persisting for the overall duration of the alibi.
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Remote Connection Through Remote Control Software Someone look-
ing for an alibi can use a Remote Control software. To limit suspicious traces, he
can use a portable software from a USB flash drive (e.g. TeamViewer Portable
for Windows), but traces of such softwares on the host computer may also be
found. However, as in the previous case, the IP connection to the Remote Con-
trol software produces non-removable unwanted evidence at the ISP side as well
as on the routers along the network path. In both cases, in order to try to fool a
digital investigator, an unwary person should obfuscate the auxiliary hardware
such as the iKVM switch and the USB flash drive in order to not raise any
suspicion.

2.2 Manual vs Automation

The production of digital evidence for an alibi can be considered an Anti-
Forensics activity. Following the “manual” approach, an individual can forge
his alibi generating digital evidence a-priori or a-posteriori to the alibi timeline.
For example, he can manually modify the access time of a file in order to pre-
tend he was writing a document at the time of the crime. This can be considered
the “classic” Anti-Forensic approach. However, this approach produces evidence
that is “local” to the system of the suspected person and should not always be
considered trusted by the Courts.

With respect to manual techniques, the automation can act “at the same
time” (or “during”) as the crime being committed. It determines that the forged
evidence can be validated by trusted third parties. For example, an automation
can activate the Internet connection and access the Facebook account of an
individual, so that both the ISP and Facebook will record its logon information.
These records can subsequently be claimed as evidence.

3 Undistinguishable Automated Production of Digital
Evidence

In this paper the production of digital evidence by means of automated tools
is discussed. It is also shown how this evidence is undistinguishable, upon a
post-mortem forensic analysis, from that produced by the human behavior and
therefore can be used in a legal case to claim a digital alibi. The typical actions
performed by a human on a PC, which may be simulated by automated tools,
are mouse clicks, the pressing of keyboard keys, the writing of texts, the use of
specific software, which are all separated by random timings.

There are several automation tools used to avoid boring, manual, repetitive,
and error-prone tasks. They speed up otherwise tedious, time-consuming tasks,
thus avoiding the possibility of errors while doing them. Applications of automa-
tion tools include data analysis, data munging, data extraction, data transfor-
mation as well as data integration.

In this paper, a new potential application of automation tools for the construc-
tion of a digital alibi is introduced. Some automation tools generally have the
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possibility to perform simple operations such as simulate keystrokes and mouse
gestures, manage windows (e.g., activation, opening, closing, resizing), get in-
formation on (and interact with) edit boxes, check boxes, list boxes, combos,
buttons, status bars, control time for operation (e.g., choose time to schedule
each operation or choose time delay between consecutive tasks).

Automation tools usually provide much powerful functions, but the basic and
simple operations listed above are sufficient to automate tasks for the purpose
of constructing a digital alibi. The list of tasks includes:

— Web navigation. Opening new tabs, new windows, new URLs. Inserting user-
name, password, text. Uploading or downloading files. These include inter-
acting with online social networks, and popular web sites such as Picasa,
Dropbox, Gmail.

— Files and folders. Processing specific files, renaming them, working with
folders.

— Photos and images. Processing photos, cropping images, creating thumb-
nails.

— Music and audio files. Playing an audio file, adjusting audio controls, con-
verting audio to text.

— Compound files. Creating new text files, modifying (inserting and delet-
ing) them, saving them. These include Office documents being processed
by Word, Excel and Powerpoint.

— Computer applications. Launching any application. For example, launching
a browser or using email by opening unread messages and sending new mes-
sages with attachments.

— Phone calls. While it would be easy to simulate a phone call using IP Tele-
phony like Skype/VoIP, it is possible to make a phone call over the PSTN
circuit or GSM mobile network by using additional hardware, as well as
send a text message. For example, AT commands can be sent to a modem
connected with a PC.

3.1 Digital Evidence of an Automation

An individual who intends to create an alibi should identify unwanted evidence
that the deployed program leaves on the system, then implement a technique to
avoid or remove such traces. The evidence of the automation strongly depends
on the OS in which it is executed. As discussed later in this section, there are
two categories of unwanted traces that should be removed: execution traces and
logon traces.

Execution Traces For any OS, the process is considered as the basic execution
unit [I9], and even the simplest OS provides mechanisms to trace the execution of
each process it runs saving data such as executable name, the time it was started,
the amount of CPU allocated during the execution, maximum resident size for
virtual memory and so on. These records are generally referred to as “accounting
data”. Depending on the OS, the execution of an automation generated with
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tools such as Autolt also leaves this kind of trace. For example, Windows stores
accounting data in the Registry. In Linux, application logs are stored in the
/var/logs directory and the memory map of the processes is maintained in
/proc. Most of the more recent OSes implement techniques such as “Virtual
Memory Allocation” and “Prefetch”, which also store data about programs on
the filesystem.

Logon Traces. Besides the data related to the process execution, another spe-
cific OS module is in charge of storing each user access to the system logon data.
Normally, this is done during login-logout phases and the module is supposed
to record data such as local login time, local logout time, source address of the
connection (if the operation was performed through a network connection) or
the tty (the “serial” line) the user used to connect to the terminal both for lo-
cal or modem access. Although it is possible to modify the files containing such
records, there are several Digital Forensics tools that can verify the integrity of
such files and, in this case, they should be considered meaningful.

3.2 Different Approaches to Unwanted Evidence Handling

The use of an automation tool produces some unwanted traces that can be
detected by digital forensics analysis. In order to forge an alibi all this evidence
should be removed. There are basically two approaches that can be adopted to
accomplish this task.

Avoid Evidence a-priori. The individual can take several precautions in order
to avoid as much unwanted evidence as possible. Sometimes, when it is not
possible to completely delete some evidence, an a-priori obfuscation strategy
could be used in order to avoid any logical connection between the evidence and
the automation process, in a way that it could have been the result of “normal”
operations within the system. For example, it is possible to disable some OS-
specific mechanisms that record data about process execution. The fact that such
mechanisms have been disabled could depend on either a direct user operation
or an optimization software which is very common to speed-up the operating
system.

Remove Evidence a-posteriori. It is possible to adopt wiping techniques
in order to remove the unwanted traces left by the automation on the system
drive(s). Sometimes it is not possible to wipe all unwanted data, which makes an
a-posteriori obfuscation strategy necessary in order to avoid logical connections
between these data and the automation tool.

The most productive approach to avoid that a digital forensics analysis reveals
suspicious evidence about an automation is to design it in a way that leaves as
less unwanted traces as possible. However, even using this approach, a separate
solution should be adopted to address the problem of removing (or obfuscating)
the file(s) implementing the automation itself. There are some OS-specific pre-
cautions that can be taken in order to avoid unwanted evidence. They mostly
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regard OS configuration. For example, in Windows it is possible to disable the
Virtual Memory and the Prefetch mechanisms in order to avoid that data about
processes is stored on the filesystem, as well as application logging being possible
to disable in Linux.

Some OS-independent tricks can be also adopted to avoid unwanted traces, for
example running the automation executable from a removable device avoiding
to copy it onto the hard disk. This approach could address the problem of obfus-
cating the file(s) implementing the automation. However, an external drive can
leave traces regarding its use. Generally, it is not possible to completely avoid
the accounting data. For example, in Windows it is not possible to disable the
recording of program execution paths in the Registry. It is not possible to avoid
that memory maps of processes are stored on the filesystem in Linux. In such
cases, traces that cannot be avoided should be wiped or obfuscated. Moreover, if
the automation program is stored on the hard disk, it is itself unwanted evidence
that must be deleted.

3.3 Removing Unwanted Digital Evidence of an Automation

Evidence of automation can be removed employing three different approaches.

Manual Deletion. The individual who intends to generate an alibi can man-
ually remove the unwanted evidence from the system. In particular, he/she has
to delete all the system information regarding the automation. For example, in
Windows it includes Registry entries, while in Linux the memory map files. The
file(s) constituting the automation itself must be removed using wiping tech-
niques.

Semi-Automatic Method. It is possible to further minimize the unwanted
data that will be left on the drive running the automation executable by using a
removable device (e.g. an USB flash drive or a CD-ROM). Using this approach,
the person does not have to wipe the file(s) of the automation from the drive.
However, he/she should also remove all suspicious evidence “recorded” by the
OS about its execution. Moreover, the trace left by the use of the removable
device should be considered.

Automatic Method. The deletion process of unwanted evidence can itself be
part of the automation. It requires that the individual who prepares the automa-
tion is skilled enough to create a shell script that firstly runs the automation
part, then deletes all unwanted traces about its execution “recorded” on the OS,
and eventually wipes itself. This work deals with the semi-automatic deletion
method, due to it being considered the simplest. An analysis of the automatic
method for the deletion of digital evidence has been carried out in [I§].

3.4 Automation Development and Testing

The construction of an automation consists of two iterative phases: the
development of the automation and the testing on the system. Along with the
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implementation of the automation, it is necessary to identify the unwanted evi-
dence that the automation leaves on the system. It is possible to forge a digital
alibi only if all (or at least the most suspicious) unwanted traces are detected and
removed/obfuscated. First of all, the documentation about the OS and the used
filesystem should be consulted and considered. However, the lack of documen-
tation makes the use of software tools to identify unwanted evidence sometime
necessary. For example, useful tools for this purpose are:

— Process monitoring tools. Some utilities to monitor the activities of the au-
tomation at execution time can be used. For example, Process Monitor [13],
which is an advanced monitoring tool for Windows that shows real-time
filesystem, Registry and process/thread activity could be very useful.

— Digital forensic tools. Digital forensic tools can be used in a post-mortem
fashion in order to analyze the system drive(s) and detect traces left by the
execution of the automation.

Design ofthe Automation. The automation itself must be developed and tested
to verify if it acts correctly and does not leaves suspicious traces on the target sys-
tem. In most cases, the automation must be extensively tested before being used for
such a sensible task, which is the creation of a false digital alibi. In fact, an automa-
tion created using software tools is strictly connected to the running environment.
For example, when using Autolt under Microsoft Windows, the mouse movements
and clicks must be specified using absolute coordinates (x, y), therefore the different
positions of an element on the screen result in a different behavior of the automa-
tion. Due to these considerations, the automation must be tested on a system that
has the same appearance as the target system (screen resolution, windows position,
desktop theme, icon size, etc.).

The automation must also be extensively tested in order to identify (and con-
sequently minimize) all the unwanted traces left on the system by its execution,
using the methodologies discussed above. Moreover, it is necessary to verify the
effectiveness of the deletion method used to remove the automation from the
system after its execution.

Unwanted Evidence of the Automation Development. The preparation
of the automation can leave some unwanted traces. The OS, in fact, typically
records recently opened files and applications. For example, Microsoft Windows
stores this information in the Registry, which can only be modified by the Ad-
ministrator, with some of the modifications taking effect only after a system
reboot.

It is possible to employ some workarounds to avoid most of the suspicious
traces about the development phase.

— Virtual machine. A virtual machine running an identical copy of the OS of
the target system can be used in order to test the automation. This technique
does not leave unwanted traces on the target system except for the files
containing the virtual machine image and traces that the virtual machine
itself has been powered on.
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— Live OS. A live CD/USB version of the target OS can be used in order to
develop and test the automation. This technique does not leave any unwanted
traces on the hard disk because the live OS only uses the central memory
for all its operations.

— Another system. The automation can be simply developed and tested on
another PC running the same OS with a similar configuration. Subsequently,
the program responsible for the automation can be copied onto a removable
media and launched directly from there. In this case, the entire secondary
PC must be obfuscated in order to avoid any forensic analysis on it.

— External device. It is possible to use portable software in order to imple-
ment and test the automation from an external (local or remote) device. In
this case, it is possible to configure the OS in order to avoid that it records
meaningful unwanted evidence, such as accounting data of the used pro-
grams. Following this approach, the development of the automation takes
place on the same system where it will be deployed.

3.5 Additional Cautions

A recent paper [7] explains how it is possible to recognize who has used a com-
puter analyzing the bacteria left by their fingertips on the keyboard and mouse.
The imprint left by the bacteria on the keys and mouse persists for more than
two weeks. This is potentially a new tool for a forensic investigation. Obviously,
investigators should use gloves before examining any device. This kind of anal-
ysis can be exploited by an individual to validate his digital alibi. If the suspect
made sure of being the only one to use the computer, the defending lawyer can
request a forensic analysis within two weeks, which will confirm that bacterial
traces on the keyboard and mouse are those of the suspect.

People have their habits and follow a predictable pattern. For example, it
may be usual for the suspect to connect to the Internet during the morning,
access his mailbox, browse some web sites and work on his thesis. In practice,
the behavior of the suspect inferred from his digital alibi must be not very
different from his typical behavior. Suspicious traces must not be discovered by
an Anomaly Detection analysis. The testing phase of the automation can already
give regularity to the behavioral pattern of the suspect and therefore may be
useful in order to guard against eventual Anomaly Detection analysis [11] [9].

4 Case Study

In this section a case study is analyzed with it being the development of an
automation to produce a digital alibi in Microsoft Windows XP with Service
Pack 3 and Microsoft Windows Vista. The script language chosen to implement
the automation is Autolt v3 for Windows [8]. Autolt has been chosen for this
experiment due to it being a powerful and easy-to-use tool which does not require
a detailed knowledge of programming languages, and therefore can be used by
unskilled users.
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4.1 Autolt

Autolt is a freeware automation language for Microsoft Windows. The syntax of
Autolt is similar to BASIC language. An Autolt automation script can be com-
piled into a compressed, stand-alone executable which can be run on computers
that do not have the Autolt interpreter installed. A very basic knowledge of the
Autolt scripting language is required in order to create a fully-fledged automa-
tion program. The main functions used in the experiment are listed below:

— Run(“path/to/external/program”) Runs an external program;

— Send( “sequence_of-keys”) Sends simulated keystrokes to the active window;
MouseClick( “mouse_button”, z_coordinate, y_coordinate, number_of-clicks)
Performs a mouse operation, simulating the pressure of a mouse button;
WinWaitActive( “title”) Pauses until the requested window is active;
Sleep(delay) Pauses the script for delay milliseconds.

4.2 Autolt Script Example

Several Autolt scripts have been created as proof of concept, which implement a
different number of actions and alibi timelines. The scripts have been compiled
into standalone executables and do not require that the Autolt interpreter is
installed on the target system. Generally, for a sample source script of 300 lines
the resulting executable file is about 200Kb.

In order to show how simple is the construction of an automation by using the
Autolt scripting language, a script excerpt which simulates the actions of inter-
acting with the web pages of the BBC and Facebook is presented. The automa-
tion opens the Firefox web browser and inserts the URL http://www.bbc.co.uk/
in the location bar, then simulates the pressing of the ENTER key which lets
the browser load the web site. After the web page has been loaded, it clicks on
a link and simulates the human activity of reading page contents waiting some
minutes. Subsequently, the script simulates an access to Facebook loading the
http://www.facebook.com/ web site and inserting the access credentials. The
main part of the relative source code is listed below:

Run ("C:\Program files\Mozilla Firefox\|Send (""t")
firefox.exe") Send ("http://www.facebook.com/")
Send ("~t") Send ("{ENTER}")
Send ("http://www.bbc.co.uk/") WinWaitActive ("Facebook")
Send ("{ENTER}") Send ("{TAB}")
WinWaitActive ("BBC") Send ("castiglione@ieee.org")
MouseClick ("left","295","355","1") Send ("{TAB}")
WinWaitActive ("Sport") Send ("password")
Sleep (12940) Send ("{ENTER}")

4.3 Unwanted Traces

In the presented case study, the approach of a-priori avoid as much unwanted
evidence as possible has been followed (see Section B.2)). In this subsection, the
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unwanted traces detected in the experiment, and some simple techniques to
avoid them, are described. The only trace that remains on the filesystem is
the automation executable file, which has to be deleted. For a more complete
discussion about deletion see Subsection F4l

Windows Registry. Microsoft Windows contains significant amounts of digital
evidence that enables an investigator to reconstruct the events that took place on
the machine before it was seized. The Windows Registry, in particular, contains
a wealth of information about the configuration and use of a computer [10].

In details, Windows records in the Registry data relative to programs executed
on the system. If an executable is launched using the File Explorer mechanism,
its complete pathname is recorded in the following Registry keys:

1) HKEY_CURRENT_USER\Software\Microsoft\Windows\ShellNoRoam\MUICache
2) HKEY_USERS\S-1-5-21-2025429265-688789844-854245398-1003\Software
\Microsoft\Windows\ShellNoRoam\MUICache

Otherwise, if an executable is launched using the DOS command prompt, only
the value x: \windows\system32\cmd. exe is recorded in the above Registry key
number 1).

Due to it not being possible to completely avoid the recording of such evidence,
in this experiment the execution of the automation has been obfuscated running
it from a command prompt. In this case, the string recorded in the Registry
(x:\windows\system32\cmd.exe) does not reveal any information regarding the
automation. In fact, the shell may have been used to launch any other command
(e.g., a ping). According to the authors’ experience, a further digital forensics
analysis does not reveal any other meaningful information about the automation
in the Registry.

Filesystem. Windows XP and subsequent versions implement the Prefetch
mechanism [16]. The prefetcher is a component of the memory manager that
attempts to accelerate application and boot launch times respectively by mon-
itoring and adapting to usage patterns over periods of time and loading some
files and data into the memory, so that they can be accessed very quickly when
needed.

Auxiliary files (with .pf extension) containing information about used pro-
grams are stored on the filesystem in the directory x:\WINDOWS\Prefetch. In
the experiment, this mechanism has been disabled in order to avoid that un-
wanted evidence of the automation program was stored on the hard disk by the
prefetcher. This has been accomplished by setting to zero the following Registry
key value:

3) HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SessionManager\
MemoryManagement\PrefetchParameters
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Disabling the prefetch mechanism should not be considered a suspicious action.
In fact, this configuration can sometimes reduce hard disk utilization and is often
used among the Windows users. Moreover, there are many tweaking tools for
optimizing the performance of a PC that, among other tasks, disable the prefetch
feature.

Virtual Memory. Another mechanism implemented by Microsoft Windows,
which must be disabled in order to avoid unwanted evidence on the filesystem,
is the Virtual Memory [19]. In order to free up space in the memory, an operating
system with a virtual memory capability transfers data that is not immediately
needed from the memory to the hard disk. When that data is needed again, it
is copied back into the memory. In Microsoft Windows, there is a specific file on
the filesystem used for swapping such data, namely pagefile.sys, which could
also memorize information relative to the automation.

In this case study, the Virtual Memory mechanism has been disabled by set-
ting the virtual memory size equal to zero in the system properties of Windows
using the following navigation: Control Panel->Advanced->Performance->
Settings->Advanced->Virtual memory. Disabling the virtual memory can
sometimes improve the system performance as well as increase the hard disk
space available. Several Windows users employ this customization, with it there-
fore not being considered suspicious by investigators.

4.4 Wiping

In the case study, some Windows-specific settings have been modified in order to
avoid that the OS would record meaningful evidence about the execution of the
automation script. The only potential unwanted evidence that remains available
is the compiled Autolt script implementing the automation.

It is well-known that deleting a file using the OS-specific functions does not
completely remove the file from the drive. In fact, the sectors that were occupied
by a file become available for a new writing operation, but the previous data
remains on the disk until it is overwritten.

The amount of rewritings necessary to perform secure wiping of data on a
drive is a controversial issue [5], [6], [I7]. Considering the NIST Special Publi-
cation 800-88 [20], which claims that “Studies have shown that most of today’s
media can be effectively cleared by one overwrite”, the approach adopted in
this experiment consists of a single rewriting. However, the replacement of this
technique with a more paranoid one, consisting of multi-rewritings, can be quite
straightforwardly implemented.

In this study, a semi-automatic approach for deleting the automation data has
been adopted, due to it being easier to carry out by unskilled users. In practice,
an USB flash drive has been formatted and almost completely filled with audio
and video files, then the automation script has been also copied onto it. The
USB flash drive has been plugged into the PC two days before executing the
automation. After the automation execution, the script has been deleted (using
the “classic” Windows del command from the cmd.exe shell) and the USB flash
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drive has been completely filled by copying additional multimedia files onto it.
These actions should guarantee that the traces left by the USB flash drive in
the Registry are not suspicious as it was plugged in two days before the alibi
timeline. Moreover, filling the USB flash drive after the deletion of the script
should overwrite all sectors previously occupied by the automation script.

5 The Digital Alibi in Court

In some countries, it is a common practice that, in legal proceedings, digital
evidence are vetted by digital forensics experts, which assess its trustworthiness
according to the Five Ws Rule (Who, What, When, Where, Why).

It is well known that a human accomplice could be engaged in order to forge
an alibi, but this approach is hazardous since he could avow his actions or even
blackmail the suspect. Consequently, if the individual interested in producing
the alibi has enough technical skills, he may prefer to use an automation in
order to forge a digital alibi. In this case, the absence of accomplices and the
creation of ad-hoc digital evidence, undistinguishable post-mortem from those
left by ordinary human behavior could produce a “perfect alibi”.

In fact, the Court would be in a delicate situation if the digital alibi confirms
that the suspect was using his PC while the crime was being committed, which
means that:

— if on the locus committi delicti (i.e. the crime scene) there is no evidence
related to the suspect (biological traces, witnesses, etc.), the Court could
consider decisive the probative value of the digital alibi and acquit the sus-
pect;

— on the contrary, if on the crime scene biological traces referable to the sus-
pect have been detected (left, for example, during previous contact with the
victim), the probative value of the digital alibi should be carefully weighed.

After this paper, the technical consultants which carry out any form of Digital
Forensics analysis should consider the hypothesis that the suspect might have
used an automation to forge his digital alibi. A technical consultant, aware of
such a possibility, has to carefully analyze the exhibits and look for eventual
evidence left by an incorrect implementation of the automation process.

In general, criminal investigation divisions should include Digital Forensics
experts who constantly update their knowledge and understanding in order to
face the evolution of Anti-Forensics techniques. This is an additional argument
on the importance of scientific knowledge for the expert testimony in a Court,
according to the rule 702 of the “Federal Rules of Evidence” [23] and to the
“Daubert Test” [22].

6 Conclusions

A PC may contain lot of information about the people who use it, such as logon
data, used applications, visited web sites and so on. As a result, the number of
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court cases involving digital evidence is increasing. In this paper, it has been
shown how simple the set up of digital evidence could be in order to provide
an individual with a false digital alibi. In particular, an automated method
of generating digital evidence has been discussed. Using this approach, it is
possible to claim a digital alibi involving some trusted third parties. In fact, the
automation could, for example, activate the Internet connection by means of
an ISP, access a Facebook account, send an email and so on, leaving traces on
their respective servers. The problem of avoiding unwanted evidence left by the
automation has been addressed. Finally, a real case study has been presented
in order to demonstrate that the implementation of such methodologies is not a
hard task and can even be carried out by unskilled users.

Experiments on various OSes have been and are being conducted in order
to prove that the techniques described in this paper really do produce digital
evidence that is undistinguishable from those produced by a human. Moreover,
a fully automated approach of deleting evidence from a drive is analyzed in [18].

The main goal of this work is to stress the need of an evolution in approaching
legal cases that involve digital evidence. Evidently, a legal investigation case
should not only rely on digital evidence to pass judgement, but should also
consider it to be part of a larger pattern of behavior reconstructed by means
of traditional forensics investigations. In conclusion, the plausibility of a digital
alibi should be verified cum grano salis.
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Abstract. This paper surveys remarkable incidents that were related to the
Homeland Security and Defense such as terrors, disasters and cyber-attacks and
overviews the existing projects given by the department of Homeland Security
and Defense of the US government. Through the overview, technological
foundations in the projects are extracted and discussed. Additionally, this paper
introduces a common framework, as an example, supporting the delivery
service for RFID Tracking, Sensor Network, Video Surveillance and Image
Screening, which are the major technological foundations in the Homeland
Security and Defense. As providing an outline of the technological aspects of
the Homeland Security and Defense, this paper is expected a reference for
initiators of the related projects.

Keywords: homeland security, homeland defense, terror and disaster control,
emergency readiness, and cyber threats.

1 Introduction

IT convergence is a big topic of conversation these days. Through the convergence,
the IT technologies have been applied to various traditional industries. The u-City and
similar projects have merged IT framework into the traditional constructions and
residential infrastructure and have connected the environment all around to the
network. As the results, many private companies and even individual houses have
incorporated ubiquitous sensor network connected to the Internet, large scaled
intelligent video surveillance network has substituted the CCTV system, and the
intelligent secure border wall has fielded sensors on the border fence between
countries.

Even though the fundamentals of the Information Technologies are originated from
military purposes, the traditional IT technologies developed and used in militaristic
field were very confidential not more than twenty years ago. However, penetration of
communication technologies into the public domain, such as the RF technologies and
network protocols for the cellphones and the Internet for example, had changed the
situations in many ways.

Framework of communication is available totally in virtue of the standardization
on its protocols and element technologies. However, standardization, in some aspects,
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makes security very difficult to be achieved. Because of the reason, another or several
heavy layers of hardware or software are usually required to closely equalize the
standardized results with the same quality of security to the confidential ones. Most of
those layers are crypto based and mathematically approved and they are considered to
be secure enough. However, lots of problems and subsequent accidents have been
found on the real world implementations.

Recent advances and diffusions of Information Technologies as well as
communication technologies also introduced a number of new services available to
people in the public domain. To meet the requirement in the environment, many
infrastructures in various industries and government organizations also have been
connected to the Internet. Every local site in a gigantic class factory is monitored on
the mobile phone in the public domain through the Internet. Videos for every
common spot on the cruise ship can be delivered to public and live views on harbors,
ports and docks are anytime available. Especially, many projects are recently involved
to deploying unmanned surveillance and defensive systems even for nation-wide and
military infrastructures. This means hackers can attack these infrastructures in such a
way that was usually found in public domain.

Along with this IT convergence into the significant infrastructures, security problems
and the defenses against the homeland are getting focused to consider. In case of the
United States, the government reorganized many agencies to form the Department of
Homeland Security after the September 11 terror attacks [3]. Other countries also have
been focusing on the Homeland Security and Defense. Especially, many Korean
researchers have insisted the government to prepare a strategic plan for Homeland
Security and Defense because Korea is now a unique divided country in the world.

Even though the effort for the Homeland Security and Defense is getting focused,
it could take too much time to have practical results and might miss the adequate time
to adopt. Such as in the u-City projects, where there is a large gap in the viewpoints of
the financial contributions between the IT industry and the existing industries.

2 Homeland Security and Defense

Homeland is defined as the physical region that includes the nation’s possessions,
territories, and surrounding territorial waters and airspace [1]. Homeland Security is
defined as a concerted national effort to prevent terrorist attacks within the nation,
reduce its vulnerability to terrorism, and minimize the damage and recover from attacks
that occur [2]. Homeland Defense represents the protection of territory, sovereignty,
domestic population, and critical infrastructure of a nation against external threats and
aggression, or other threats [2]. Although Homeland Defense and Homeland Security
are officially defined separately and differentiated from each other as above, they are
usually hsaconsidered interchangeable and the term Homeland Security and Defense
(HSD) will be used in this paper to represent either or both.

As mentioned, HSD is based on the IT convergence to various existing industries
because the industrial foundations are all components of the homeland. Major threats
on the homeland components are terrors and natural or pollutional disasters. The
terrors are unlawful violence or threat of unlawful violence to inculcate fear intended
to coerce or to intimidate governments or societies in the pursuit of goals that are
generally political, religious, or ideological [4]. There have been lots of terrors around
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the world for a long time. One of the most unforgettable terrors would be the
September 11 attack in 2001, by which more than 3,500 people from more than 90
countries were killed and more than 60,000 million dollars was economically
damaged. For the natural disasters, nobody could forget the recent two severe
tsunamis that hit Japan and Thailand. The earthquake at Sichuan, China also killed
more than 90,000 people and 370,000 people were wounded. For the pollutional
disasters, smog in London, England and toxic chemical at Niagara fall, USA were
most serious. The followings are the remarkable terrors since 2001 and disasters
during this century.

Different from the disasters, worries about the location in HSD by terrors usually
goes to the airports, seaports, plants or logistic flows. Even though these places are
dealing with different flows or functions, it is common that the severity would be
miserable if they were attacked. Therefore, the focus of HSD has been putted on the
facilities on these places.

Table 1. Remarkable terrors since 2001

when where how casualty
07/2001 Colombo, Sri Lanka airport bombings 43 /16 flights
09/2001 New York, USA flight attacks 3,500 /$60B
04/2002 Jerba island, Tunisia gas truck 20+ /$2M
11/2003 Istanbul, Turkey Synagogue bombing 480 /$10M
03/2004 Madrid, Spain train bombings 2000 /$20M

07/2005 London, England subway bombings 756 /$100M

Table 2. Remarkable natural or pollutional disasters during century

when where why casualty
10/1948 Donora, USA smog 20+6,000
1940-52 New York, USA toxic chemical unknown
12/1952 London, England smog 12,000

12/1984 Bhopal, India toxic gas 2,800+200,000
05/2008 Sichuan, China earthquake 90,000+370,000
12/2004 Andaman, Thailand tsunami 18,000+
03/2011 Tohoku, Japan tsunami 24,000+

Table 3. Remarkable cyber threats during decades

when from to how
1994  Personal/England USA PSTN-Internet
1998  worldwide USA complex
1998  unknown India miwOrm
1999  Yugo Nato, USA Mail bomb, virus
2000  unknown Australia SCADA
2001  China/USA China/USA Info warfare
2003  unknown Korea+ Slammer

2009  unknown Korea 77DDOS
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Besides the problems in HSD, the cyber threats are getting more threatening day by
day. The cyber threats based on the terrorism in some cases may deliver more
significant damages than practical terrors. People have had performance gain quad
times per three years at half price, network bandwidth triple times per year in
computing environment and now they gained the data transfer rate 90,000 times for 20
years and reduced the cost to 1% for 30years to process the same unit of data. This
means that potential attackers can succeed a cyber-terror at a very low cost. Especially,
77DDOS attack in 2009 in Korea used well designed bot-net and left no footprint even
though more than 60,000 personal computers were infected as an agent of the bot-net.
In this situation, the DDOS attack is not the major problem and the damage would be
more critical than expected because the framework is complete and the agent could
equip any functions that were intended other than DDOS.

3 IT Projects and Homeland Security and Defense

Department of Homeland Security (DHS) of the United States serves various activities
and programs in such fields as Borders and Maritime Security, Chemical and
Biological, Command, Control and Interoperability, Explosives, Human Factors and
Behavioral Sciences, and Infrastructure and Geophysical. It also founded related
entities such as Homeland Security Centers of Excellence, Homeland Security Studies
and Analysis Institute, Homeland Security Advanced Research Projects Agency
(HSARPA), and Office of National Laboratories (ONL) and published regulations,
standards and references such as SAFETY Act, Science & Technology Standards,
SECURE, S&T Snapshots, and Tech Solutions.

Especially in the Borders and Maritime Security field, dozens of IT based research
projects have been issued. Summary of the projects is helpful to understand the state of
the art IT researches and developments related to the HSD. The summary is as the
following [5].

e Advanced Container Security Device (ACSD) Project is developing an advanced
sensor system for monitoring containers’ integrity in the maritime supply chain.
The ACSD is a small unit that attaches to the inside of a container to monitor all
six sides and report any intrusion. If ACSD detects a symptom, it transmits alarm
information through the MATTS to U.S. Customs and Border Protection.

e Marine Asset Tag Tracking System (MATTS) Project is establishing a remote,
global communications and tracking network that works with Advanced Container
Security Device. MATTS communicates security alert information globally
through the use of radio frequency, cellular and satellite technology. In addition,
the commercial shipping industry can track and monitor cargo as it moves through
the supply chain.

e Advanced Screening and Targeting (ASAT) Project is providing an enhanced risk
assessment through development of computer algorithms and software that will
provide next-generation risk assessment and targeting tools to complement the
CBP Automated Targeting System.

e Air Cargo Composite Container (ACC) Project is expanding upon the composite
material developed in the Composite Container Project to determine whether it is
effective in the air-cargo supply chain. The air cargo composite container must be
comparable to existing aluminum containers and be interoperable with existing
aircraft loading infrastructure.
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e Automatic Target Recognition (ATR) Project is developing an automated imagery
detection capability for anomalous content including persons, hidden
compartments, contraband for maritime, land, and air cargo for existing and future
Non-Intrusive Inspection (NII) systems.

Border Detection Grid (BDG) Project is providing a grid of advanced sensors and
detection, classification, and localization technologies to detect and classify cross-
border movement. This technology will revolutionize border control by providing
a way for a single Border Patrol officer to effectively monitor more than 10 miles
of border.

Border Officer Safety (BOS) Project is integrating technologies that will enable
border-security and law-enforcement agents to more safely perform their mission.
These technologies include Enhanced Ballistic Protection, Automatic Facial
Recognition, Hidden Compartment Inspection Device, Pursuit Termination-
Vehicle/Vessel Stopping, Covert Officer Safety Transmission System, Gunfire,
Less-Lethal Compliance Measure for Personnel.

CanScan (CS) Project is developing a next-generation NII system that will be used
to detect terrorist materials, contraband items, and stowaways at border crossings,
maritime ports, and airports. These new systems may provide increases in
penetration, resolution, and throughput and will support marine containerized
cargo as well as airborne break-bulk, palletized, and containerized cargo.

Hybrid Composite Container (HCC) Project is developing a next-generation ISO
composite shipping container with embedded security sensors to detect intrusions.
Composites are stronger than steel, 10-15% lighter than current shipping
containers, and are easier to repair.

Secure Carton (SC) Project develops technology to detect any shipping carton
tamper event and transmit an alert to authorities after it leaves the point-of-
manufacture to the point that it is delivered in the supply chains. This project
provides improved supply chain visibility, chain of custody, and security.

Secure Wrap (SW) Project provides a transparent, flexible, and tamper-indicative
wrapping material to secure and monitor palletized cargo after it leaves the point-
of-manufacture to the point-of-delivery in the land, maritime and air-cargo supply
chains.

Sensors/Data Fusion and Decision-Aids (SFDA) Project develops systems to
enable law enforcement officers and commanders to have full situational
awareness, enabling effective decision making and execution in complex and
dynamic operational environments.

Sensors and Surveillance (SS) Project develops and demonstrates visual and non-
visual technologies for monitoring the maritime border. The project includes the
technologies such as Affordable Wide-Area Surveillance, Advanced Geospatial
Intelligence Technical Exploitation, Port and Coastal Radar Improvement, Small
Boat Harbor Surveillance Study/Pilot, Inland Waterway Maritime Security
System.

Situational Awareness and Information Management (SAIM) Project provides
information management technology to quickly identify threats at the maritime
border and to provide required information to decision makers and security forces.
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¢ Supply Chain Security Architecture (SCSA) Project maps the international supply
chain including point-of-stuffing, port-of-entry, shippers, CBP, foreign Customs,
and container manifests to provide DHS the framework to incorporate near-term
and future container-security technologies into supply chain operations.

Throughout the survey of the projects summarized above, technological aspects or
foundations are categorized into two main issues including RFID Tracking and
Sensor Network (RTSN), and Video Surveillance and Image Screening (VSIS) as
shown in fig. 1. In the RTSN field, interface specification, integrating protocols,
power management, routing algorithms, and location privacy problem are
considered. In the VSIS field, integrating protocols, object extraction, relation and
tracking, image distribution, interoperability, privacy masking and restoration are
considered.

For the RTSN, interface includes analog and digital specification of the sensor
modules. Analog interface is based on either current loop or voltage level, which is less
than several mA in peak and TTL level or CMOS level, respectively. Integrating
protocols are related to interoperability between sensor modules and several frames are
defined for control, status and data. Power management is important because sensor
modules used in HSD framework are almost wireless ones and it is sometimes
involved with the routing algorithm, which delivers sensing information all around the
sensor modules and unwanted module should be awaken to relay others’ information.
Location privacy can be achieved by encryption or nebulosity. Encryption and
nebulosity cause much overhead respectively in computing and bandwidth and need to
be traded off.

For the VSIS, protocols to transfer image information are different among devices
and need to be converged. The VSIS is highly involved with image information and
object extraction or sometimes object tracking in a video is required to enhance
intelligence of the system. To share the information, the distribution function is
essential though the devices usually don’t support it. Sharing of the image information
sometimes causes privacy invasion problem and a privacy masking policy is required.
The privacy mask also needs to be stripped in case of criminal investigation.

RFID Tracking/ Video Surveillance/
Sensor Network Image Screening

Fig. 1. Technological aspects or foundations are classified into two categories: one is for RFID
Tracking and Sensor Network (RTSN) and the other for Video Surveillance and Image
Screening (VSIS). Some projects are in RTSN, some in VSIS and the others in both.
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4 Major Topics in Homeland Security and Defense

As mentioned, RTSN and VSIS are major research topics for the HSD. Although the
features and characteristics of these categories are far different, their frameworks and
architectures to acquire and share the related information are similar to each other.
The major differences are on the endpoint interfaces and client software
organizations. However, convergence of these differences into a coherent architecture
leads a common framework sharable as shown in fig. 2. This chapter introduces a
reasonable architecture of the common framework for RTSN and VSIS.

During this couple of decades, video cameras are digitalized and improved to
become modernized for the integrated video surveillance system. The video
surveillance system originally has been regulated to provide a closed security channel
monitoring public violence such as illegal car parking, illegal waste dumping for
where there is no security staff hired. However, the communication society required
for more digitalized camera connections to many different fields including farmlands,
factory assembly lines or disaster sites or even borders between countries.

Even though the traditional CCTV was for closed channel as mentioned above,
recent hot issue on the video surveillance system is to provide an integrated
framework that is compatible with heterogeneous video formats and protocols along
with supporting multiple cameras and clients. During the development of the video
surveillance systems, researchers have contributed many efforts to a better protocols
and compression algorithms to provide best service connections. However, that
approach was considered a failure when they started to connect multiple cameras and
multiple clients in an integrated network. The existent performance and bandwidth of
a networked camera have proved that they are limited in the number of client
connections to a camera. Even more, management and security problems were arisen
where the cameras have been installed at remote places and isolated from the regular
update and secure environment. Because of the reasons, the centralized management
system (CMS) for multiple cameras and multiple clients became required to be
deployed within a secure network as a proxy server and integrate the multiple cameras
and clients [8].

o
it =

Site information

—m

Investigator

Fig. 2. Although the features of RTSN and VSIS are far different, their frameworks are similar
to each other and the differences on the endpoint interfaces and client software organizations
can converge into a unique framework to share.
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For a usual CMS, it is deployed along with a new deployment of a same type of
new multiple cameras for a new site. However, to integrate the existing multiple
cameras or sites, a new adaptation mechanism is required for different types of
cameras from different vendors [9]. Several frontier projects supported by the
government yet replaced hundreds of existing cameras each because of the
incompatibility. Just a small site seems reasonable to replace them as well as do for
sites that have one type of camera dominantly deployed in number. However, new
software architecture is required to seamlessly integrate different types of cameras for
a globalized intelligent surveillance network, which is required these days.

Originally, networked cameras have been incorporating their own individual
protocols and providing dedicated API libraries to give accessibility to users. These
protocols were usually designed based on simple socket connections. For this kind of
cameras, client software needs to implement all the sequences to request the images
directly to the server.

Socket-based individual protocols required to much overhead for client software
developers. Subsequently, the architecture of the network camera has changed for
easy connections. Therefore, comparatively new models has incorporated HTTP
based web server for connection and control and RTP facilities for video streaming
[7]. In general, the HTTP is a set of rules for transferring files including text, images,
sound, video, and other multimedia files. Because the networked camera deals with
several different media, this transfer method has been applied to networked camera
communication services.

The HTTP based protocols requires for client software developers only to organize
a text based script to connect to the server and enables them easy to develop.
However, the message formats for the script were still diverse because the network
camera manufactures are quite different in the way of accessibility, control features
and image compress methods, such as JPEG, MJPEG, MPEG, and Wavelet. Because
of the incompatibility between client software, the administrator should have
managed each site by running different client software. Additionally, each client from
different manufacture had its own independent modules for connection and decoding,
there were much overhead and inflexibility on the user platform running multiple
clients. As the result, the government or a large scaled organization has found much
difficulty to manage and access different network cameras in remote sites in parallel
to servicing the videos for massively multiple users [6].

Generally, camera manufacturers provide API libraries to encourage client
software development. Some of the libraries have a part of portable modules for both
connection and decoding, which are dynamically inserted into client software. It
makes time-to-market very short because several lines of script can assess the
dedicated cameras. It is easy to construct a CMS and also helpful when the CMS
integrates multiple cameras even from different manufactures if they have detailed
specification for the software interfaces only if the server needs to be connected from
just one client. In this case, client script simply embeds portable modules that were
already published on the server for each camera then the modules will be downloaded
and executed on the client platform.

When multiple clients want to connect to the same camera, problems arise. As
mentioned, effectively only one connection is allowed to a networked camera. To
overcome this limitation, the CMS server needs to distribute the video stream that was
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gathered from a camera to multiple clients. In this situation, it is very difficult for the
CMS to provide the same functionality as was provided on various cameras because
heterogeneous connection protocols and media formats are transacted between the
CMS server and clients in this approach. Therefore, an architectural framework
should be designed to provide a flexible incorporation of various cameras for multiple
users.

Instead of emulating camera functionality on the CMS, a unified connection
protocol could be designed between the CMS server and clients and an integrated
portable module could be distributed to the client software. The CMS server can only
be responsible for connection to cameras using connection modules and bypass all the
media information from cameras to multiple clients. It is essential for camera
manufacturers to provide a separated set of connection and decoding modules for the
CMS server and the clients, respectively. In this approach, the CMS server plays a
role as a media switch. Even though the CMS server needs to brew connection
modules if camera manufactures didn’t provide them, it would be simpler than
developing a number of camera emulators.

Analyzing basic architecture of the network cameras, their APIs, image
compression algorithms and protocols may confuse in many ways. However, it is
required to analyze, evaluate, classify the existing features and design a unique
coherent architecture for heterogeneous environment.

Several considerations are especially required on designing the decompression
module for clients. For the networked camera based on the JPEG compressed images
the client could completely decompress an image independently. However, MPEG or
modifies Wavelet based images are transacted by components independently from
key frame (I-Frame) to delta frame (P-Frame) only if some changes occur on the
information. This means that if client didn’t received any key frame from the camera,
client itself is unable to decompress delta frame image. Therefore, this integrated
client need to receive a key frame and keep it until the delta frame is resolved. For the
sensor information, the parsing module is prepared. This module restores the data
frame into the original format of sensor information.

The CMS server is designed to have six separated functional stages. Internal
structures and information flows in the server are shown in fig. 4. For a connection
request, it is issued only when a client asked for the camera. Although this type of
connection minimizes number of simultaneous connections, it takes too much delay for
connection setup. Instead, pre-connection sets up possible connections to cameras and
maintains them.

Queuing is required between the server and the client software for each connection
to support analogous service. The number of buffers for queuing is determined by the
policy of the jitter management. In case of multiple clients to ask for the same video
stream from a camera, the video information is copied to multiple queuing buffers on
the distribution stage. On the processing stage, several selective functions are
provided. These functions include frame rate scaling, privacy masking and
encryption. The frame rate scaling is an alternative for the jitter management on the
queuing stage. Privacy masking in this stage is post-compression privacy masking and
it is sometimes very difficult and gives too much overhead because it needs to find
adequate marker codes. Rectangular masks are only possible as well.
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Some connection modules are prepared for sensor modules. According to the
connection specification of the sensors, these connection modules are designed as a
virtual camera connection.
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Fig. 3. Overall architecture including a common framework and equipment supports
heterogeneous information such as video stream, image shot and various types of sensor data
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Fig. 4. Server software is composed of several stages for different functions including
scheduling connections, buffering and reordering packets, processing image or sensor
information, and distributing them to multiple clients
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Fig. 5. Client software is composed of three different function modules: connection module for
unified connection protocol, decode module for decompress or restoration of the images or
objects, and parsing module for sensor information
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5 Conclusions

This paper surveys existing projects, technological foundations in the Homeland
Security and Defense and introduces a common framework supporting delivery
service for RFID Tracking, Sensor Network, Video Surveillance and Image
Screening. Because almost every infrastructure as a component of the homeland is
getting connected to the Internet, existing cyber threats are potentially possible to be
applied to the framework of the Homeland Security and Defense. If these kinds of
threats are tried and realized by possible terrorists, severity of the relevant attacks
would be more than that of the physical terrors and the range of the affection would
be worldwide. Because of the reason, considerations on the countermeasures to the
vulnerabilities and attacks to the infrastructure of the Homeland Security and Defense
are required. Especially, research topics required in near future need to be carried on
shortly to keep the homeland security infrastructure safer. Several major ones of these
topics are as the following.

e Multiple privilege level support for access control to RTSN and VSIS data

e Key management framework for multiple privileges and privacy
masking/restoration

e Dynamic privacy masking technology to mask on compressed data, images or
videos

o Intelligent object extraction and masking algorithm

¢ High speed object extraction and tracking algorithm

e Synchronization of multiple heterogeneous data sets

e Secure primary and secondary backup of the integrated data

¢ Indexing and retrieving policy for image or sensor data

e Real-time support for sensor information

Especially, researches on the dynamic privacy masking, the privacy mask restoration
based on multiple privilege levels, and the secure secondary backup storage are now
on the way, related to the framework introduced in chapter 4.
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