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Cover graphic

In theory, thereis no difference between theory and practice; In practice, thereis.
— ““Yogi”” Berra, American baseball player and manager

The figure that appears in the center of the cover describes, in a very cohesive way,
properties of an empirical process whose internals are completely unknown but can be
studied through the analysis of its behavior under varying probing schemes. The “strip”
between the two orange lines represents an admissibleregion, i.e. support of the process,
where samples of the process were observed while changing its inputs. Thus, the strip
defines the space where the unknown process resides. The energy of the process is
concentrated on horizontal lines departing from the y-axis and moving toward the center
of the strip. The black area is associated to high energy levels of the process, while
the bright yellow area describes low energy levels of the process. The superimposed
contour, represented by a set of dashed lines, annotated with different numbers, gives
an idea of the probabilities corresponding to the “pixels’ of this shading, which are
drawn at full screen resolution. Knowing where the density becomes negligible, and
under which circumstances, identifies specific characteristics of the unknown process
and therefore helps to achieve a better definition and calibration of estimators.
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Introduction

The Internet has become an integral part of our society. It not only supports financial
transactions and access to knowledge, but also cultivates rel ationships and all ows people
to participate in communities that were hard to find before its existence. From reading
the news, to shopping, to making phone calls and watching videos, the Internet has
certainly surpassed the expectations of its creators.

This vital organ in today’s society comprises a large number of networks, adminis-
tered by different authorities and spanning the entire globe. In this book, we will take
a deep look into what constitutes those entities and how they form the skeleton of the
Internet. Going beyond the physical infrastructure, the wires and boxes that make up the
building blocks of today’s Internet, we will study the procedures that allow a network
to make optimal use of those building blocks.

Asintraditional telecommunication networks, the Internet constituentsrely on ateam
of network designers and managers, for their design, operation and maintenance. While
such functions are well studied within the traditional telecommunication theory liter-
ature, the Internet imposes constraints that necessitate a whole new array of methods
and techniques for the efficient operation of a network. Departing from the traditional
circuit-switched paradigm, every unit of information flows independently across the
network, from the source to the destination, and thus is much harder to account for.

Since the late 1990s, the research community has been devising techniques that
alow the operators of this new kind of network to allocate and manage their networks'
resources optimally. However, most such solutionstypically remain on paper and hardly
make atransition to actual deployment. There are a few reasons behind such a state of
affairs. First, thereisaclear disconnect between the research and operations community;
second, some of the proposed techniquesfail to takeinto account the degree of complex-
ity that is present in today’s Internet. Any proposed solution needs to scale to thousands
of network elements and millions, or even billions, of simultaneous “ conversations’
across the network. Solutions need to deal with an unprecedented scale.

In this book, we discuss the fundamental processes in the design, management and
operation of a network that forms part of the Internet. We will outline ways in which
one can capture information on the actual scale of such networks and attempt to bridge
the gap between theory and practice. Using measurements collected from operational
networks, we demonstrate how previous theoretical techniques can be used to address
topics of interest to the network operators. We clearly describe the constraints that need
to be taken into account and the ways traditional methods need to be adjusted to cope
with the scale of the Internet.
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Our discussion will revolve around the design of large-scale I P networks, focusing
in particular on the worldwide Sprint |P backbone network. We have both spent four
years researching the properties of that network, while employed at the Sprint Advanced
Technology Labs, in Burlingame, CA. Throughout those four years, we have engaged
in multiple discussions with network operators to identify critical operations and pro-
vide the tools to assist in the design and management of one of the largest |P networks
in today’s Internet. What makes the solutions unique is the fact that they are based
on actual measurements collected from the operational Sprint IP backbone network,
measurements that were obtained after an extensive effort to instrument the appropriate
network elements and collect a variety of data that would allow the complete under-
standing of the phenomena guiding the behaviors observed. Note that all discussionsin
this book deal with plain IP networks, which do not employ solutions such as Multi-
Label Protocol Switching (MLPS) that may be used by other providers offering an
equivalent of acircuit within an |P context.

The use of operational measurements in the design of the different tools has two
important benefits. First, one can ensure that the tool can cope with the amount of input
information provided, i.e. that it scales well with the size of the network. Second, one
can quantify the magnitude of performance gain that would be observed under realis-
tic conditions. Given the fact that some of the tools described in the book have been
adopted by the Sprint network operations, such benefits are indeed appreciated within
an operational context.

Skeleton of the book

The rest of the book is organized as follows. First we provide a background section
that lays the foundation of the terms and concepts that will be used in the rest of the
book. We describe the Internet architecture, and the elements and protocols guiding its
behavior. We then outline issues associated with the design, management, optimization
and security of such a complex infrastructure, topics that will be the focal pointsin the
following chapters.

The rest of the book is then organized in three thematic entities. Part 1 describes the
state of the art in the measurement of 1P backbone networks, and ways in which one can
manipulate such measurements to define new metrics that characterize behaviors that
are elusive to capture with today’s technology. In particular, after discussing the tools
used for the monitoring of network elements and protocols in operation in today’s IP
networks, we also present techniques to measure quantities, such as the instantaneous
queue size in routers (in a scalable manner) and the entity of an P traffic matrix, which
forms afundamental input in most network design and planning tasks.

Part 2 builds on Part 1 to present techniques making use of the collected informa-
tion in order to build and provision a highly performing IP network. Part 2 outlines the
entire IP network design process and its associated constraints. In particular, it sepa-
rates the stage of network design from its optimization, given that the former should be
a one-time task, while the latter is a continuous one. Throughout Part 2 the reader will
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understand the basic constraints driving the design and optimization of today’s IP net-
works and waysto perform those tasksin away that istheoretically sound but also based
on realistic assumptions, as obtained through operational IP network measurements.
Part 2 addresses the mapping of logical IP links on top of a fiber optic physical infras-
tructure, appropriate design techniques that allow robustness to physical layer failures,
and the optimization of the |P routing layer in order to offer applications the illusion of
error-free communication links. Part 2 concludes with atechnique that allows a network
operator to evolve the highly performing IP network by applying appropriate capacity
upgrades to those parts of the infrastructure that experience growth rates, which would
lead to excessively high utilization and could compromise quality of service.

Upon the design and optimization of an | P network, a network operator needsto deal
with a number of tasks that ensure optimal service delivery to the end users. Such tasks
typically involve the management of the network itself to avoid cases of overload, while
offering a diversity of services in a secure fashion. This is the focus of Part 3. Given
the connectionless nature of 1P traffic, we present techniques that enable network oper-
ators to identify the types of traffic utilizing a network’s resources. Such atask is very
hard in today’s networks. Nonetheless, the identification of applications such as VolIP,
multimedia, and peer-to-peer, are becoming requirements for optimal provisioning of
an IP network. Part 3 describes two different techniques that can achieve such a goal.
Once we manage to gain visibility into the nature of the traffic flowing on top of an
IP network, we gain the additional advantage of visibility into types of traffic that may
signal the onset of security threats that could compromise the quality of services across
the network. Thisisthe focus of the latter part of Part 3. We should emphasize that the
area of Internet security is rather vast, and therefore our coverage of security primarily
deals with the detection of oncoming threats, at the control and data layers, rather than
countermeasures.

At this point, we should note that, while Internet Service Provider (ISP) networks will
continue to evolve in the way they are designed, operated and managed, we believe that
the concepts, models, processes and techniques presented in this book will still be very
helpful to operators. The same holds true for the classification of emerging services that
ISPs will deliver to their customers in the years to come, and the detection of hidden
threats that might use them as vehicles to deliver the malicious code to their targets.
The general concepts that constitute the foundation of the techniques presented are still
applicable.

How to read this book

Throughout the book we assume that the reader has some basic knowledge of
networking, Transfer Central Protocol/Internet Protocol (TCP/IP), and isrelatively well
versed with statistics and optimization theory. While we have made every attempt to
include the basic knowledge required for the reader to follow the exposition of the dif-
ferent techniques, given the limited space of this book we have also used a number
of references to textbooks, whose primary focus is the coverage of their fundamentals.
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We would greatly encourage any readers who wish to learn more about the underlying
theory to read these textbooks.

Finally, we note that, even though each individual chapter could stand onits own, and
in fact some of the chapters are adapted from previous publications, Chapter 3, Chap-
ter 6 and Chapter 12 lay the foundation of terms and concepts that will be explored in
the remainder of the respective theme. Consequently, we would encourage the reader to
go through these chapters before diving into the detailed exposition of particular prob-
lemsin later chapters. Lastly, Chapter 2 serves as an introductory chapter to network
measurements, and as such could provide a basic overview of the types of input data
required for different tasks, as well as appropriate techniques for their collection.
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Background and context

Before embarking on the exploration of techniques to assist operators in the
management and design of | P networks, this chapter laysthe foundation of thetermsand
concepts that will be used in the rest of the book. We describe the Internet architecture
and the elements and protocols guiding its behavior. We then outline issues asso-
ciated with the design, management, optimization and security of such a complex
infrastructure, topics that will be the focal points in the following chapters.

What is the Internet?

The Internet is a diverse collection of independent networks, interlinked to provide its
users with the appearance of a single, uniform network. Two factors shield the user
from the complex realities that lie behind the illusion of seamlessness: (i) the use of
a standard set of protocols to communicate across networks and (ii) the efforts of the
companies and organizations that operate the Internet’s different networks to keep its
elements interconnected.

The networks that comprise the Internet share a common architecture (how the com-
ponents of the networks inter-relate) and software protocols (standards governing the
exchange of data), which enable communication within and among the constituent net-
works. The nature of these two abstract elements —architecture and protocols—isdriven
by the set of fundamental design principles adopted by the early builders of the Internet.
It is important to distinguish between the public Internet and the Internet’s core tech-
nology (standard protocols and routers), which are frequently called “1P technology.”
The public Internet is distinguished by global addressability (any device connected to
the Internet can be given an address and each address will be unique) and routing (any
device can communicate with any other). IP technologies are a'so employed in private
networks that have full, limited, or even no connectivity to the public Internet; the dis-
tinction between public and private blurs when private networks acquire connections to
the Internet, and thus by definition become part of it.

If one looks at the elements that physically make up the Internet, one sees two cate-
gories of objects: (i) communication links, which carry data from one point to another,
and (ii) routers, which direct the communication flow between links and, ultimately,
from sendersto receivers. Communication links may use different kinds of media, from
telephone lines to cables, originally deployed or used in cable television systems, to
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satellite and other wireless circuits. Internal to networks, especialy larger networks
in more developed parts of the world, are links that carry relatively large amounts
of traffic, typically via optical fiber cables. The largest of these links are commonly
said to make up the Internet’s “backbone.” Links closer to users, especially homes and
small businesses, typically feature considerably less capacity. Large organizations, on
the other hand, tend to have high-capacity links. Over time, the effective capacity of
links within the network has been growing. Links to homes and small businesses —
the so called “last mile” — have, until recently, with the emergence of cable modem,
Digital Subscriber Line (DSL) and other technologies, been largely constrained to
the relatively low speeds obtainable using analog modems running over conventional
phone lines.

Routers are computer devices located throughout the Internet that transfer informa-
tion acrossthe Internet from a source to adestination. Routing software performs several
functions. It determines the best routing paths, based on a set of criteria that quantita-
tively capture the quality of an Internet path, and directs the flow of groups of packets
(data) through the network. Path determination at each step along the way depends on
information that each router has about paths from its location to neighboring routers as
well as to the destination; routers communicate with one another to exchange relevant
path information. A number of routing algorithms that determine how routers forward
packets through the network are in use; routing protocols mediate the exchange of path
information needed to carry out these algorithms.

The Internet can be divided into a core, made up of the communications links and
routers operated by 1SPs, and an edge, made up of the networks and equipment operated
by Internet users. The line between core and edge is not a sharp one. Users who connect
via dial-up modems attached to their computers clearly sit at the very edge. In most
business settings, as well as in an increasing number of homes, Local Area Networks
(LANS) sit between the | SP and the devices that the Internet connects. These LANS, and
the routers, switches and firewalls contained within them, sit near the edge, generally
beyond the control of the ISP, but not at the very edge of the network.

Software applications running on these computer devices — today typically PCs —
use Internet protocols to establish and manage information flow in support of appli-
cations carried over the Internet. Much as a common set of standard protocols lies
at the core of the Internet, common standards and a common body of software are
features of many applications at the edge, the most common being those that make
up the World Wide Web (WWW or Web). More speciaized software, which also
makes use of the Internet’s basic protocols and is frequently closely linked to Web
software, supports applications such as real-time audio or video streaming, voice tele-
phony, text messaging, on-line gaming and a whole host of other applications. In
light of the prominence of the Web today, Web-based applications and the content
and services provided by them are sometimes viewed as synonymous with the Inter-
net; the Internet, however, is a more general-purpose network over which the Web is
layered.

Following usage from the telecommunications industry, the essential physical
components — communications links and routers — of the network can be referred as
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“facilities” Internet Service Providers use these facilities to provide connectivity using
the Internet protocols. What is done with the facilities and basic connectivity comes
under the heading of “services.” These services, which include access to content (e.g.
viewing Web sites, downloading documents, listening to audio and watching video),
electronic commerce (e.g. shopping, banking and bill paying), or video-telephony, are
enabled by both devices and software in the hands of users and service providers. Some
services are enabled merely by installing software on user computers, while othersrely
on functionality implemented in computers and software attached to the Internet by a
third party. In either case, the general-purpose nature of the Internet has meant that there
does not need to be any arrangement between the ISP and the provider of a particular
service. While this statement generally holds true today, we are seeing the emergence
of exceptions to it in the form of application-specific delivery networks (e.g. Akamai)
that employ devices located throughout the network, generally near the edge.

A multitude of businesses are based on selling various combinations of these ele-
ments. For instance, many |SPs integrate connectivity with content or services for their
customers. Some ISPs rely in part or in total on access facilities owned and operated by
other providers, while others operate mostly on their own communication links. Also,
I1SPs may opt to own and operate their own communications links, such as fiber-optic
cables, and networks owned and operated by other communi cations companies (just as
companies have resold conventional voice telephony services for years).

The tale is well told about how, since the last decade of the twentieth century, the
Internet evolved from a novel, but still developing, technology into a central force in
society and commerce. Suffice to say that the transformation resulting from the Internet,
along with the expectations for continued growth in its size, scope and influence, have
given riseto widespread interest and concern on the part of government and society. The
remainder of this chapter presents the Internet architecture, e.g. interconnection among
ISPs, describes a specific ISP Tier-1 network architecture, and introduces a high-level
description of protocols, services and issues associated with the design, management,
optimization and security of such a complex infrastructure.

Maintaining end-to-end service through multiple ISPs: physical and
logical interconnection agreements and the associated financial value

The Internet is designed to permit any end user ready access to any and all other
connected devices and users. In the Internet, this design translates into a minimum
requirement that there be a public address space to label al of the devices attached
to al of the constituent networks and that data packets originating at devices located at
each point throughout the network can be transmitted to a device located at any other
point, e.g. “connectivity.” Internet users expect that their 1SPs will make the necessary
arrangements that will enable them to access any desired user or service. At the same
time, those providing services or content over the Internet expect that their 1SP(s) will
similarly allow any customer to reach them and in turn allow them to reach any potential
customer. To support these customer expectations, an | SP must have accessto the rest of
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the Internet. Because these independent networks are organized and administered sepa-
rately, they have to enter interconnection agreements with one or more other ISPs. The
number and type of arrangements are determined by many factors, including the scope
and scale of the provider and the value it places on access for its customers. Without
suitable interconnection, an ISP cannot claim to be such a provider — being part of the
Internet is understood to mean having access to the full, global Internet.

Connections among |SPs are driven primarily by economics. Who may have access
to whom, with what quality of access and at what price is something that is negotiated
in private and translates to specific interconnection and routing policies implemented at
the network layer. These business agreements, also called “ Service Level Agreements’
(SLAS), cover the technical form of interconnection, the means and methods for com-
pensation based on the service provided, the grades and levels of service quality to be
provided, and the processing and support of higher-level protocols.

A straightforward and useful way to categorize ISPs is in terms of the interconnec-
tion arrangements they have in place with other service providers. The backbone service
providers, which include commercial companies as well as government-sponsored net-
works, use trunk capacities that are measured in gigabits, or billions of bits, per second
(abbreviated to Gbps). Roughly one dozen ISP companies provide the backbone ser-
vices that carry the majority of Internet traffic. These providers, termed “Tier-1," are
defined as those providers that have full peering with at least the other Tier-1 back-
bone providers. Tier-1 backbone providers, by definition, must keep track of global
routing information that allows them to route data to all possible destinations on the
Internet. They must also ensure that their own routing information is distributed such
that data from anywhere else in the Internet will be properly routed back to their net-
work. Tier-1 statusis a coveted position for any ISP, primarily because there are so few
of them and because they enjoy low-cost interconnection agreements with other net-
works. They do not pay for exchanging traffic with other Tier-1 providers; the peering
relationship is accompanied by an expectation that traffic flows — and any cost associ-
ated with accepting the other provider’s traffic between Tier-1 networks — are balanced
in terms of volume. Tier-1 status also means, by definition, that an | SP does not have to
pay for transit service.

Below Tier-1 sit a number of so-called Tier-2 and Tier-3 ISPs, which connect cor-
porate and individual clients to the Internet backbone and offer them varying types
of service according to the needs of the target market place. This group spans a wide
range of sizes and types of providers, including both a small set of very large providers
aimed at individual/household customers (e.g. America On Line) and a large number
of small providers. The latter include providers of national or regional scale, aswell as
many small providers offering service in limited geographical areas. The logical archi-
tecture established among al these different types of ISP is also known as the “ Internet
hierarchy” (see Figure 2.1).

Interconnection agreements between |SPs mainly cover three aspects: the physical
means of interconnection, the agreed patterns of traffic that can be exchanged by the
providers (transit and peer) and the financial arrangements that underlie and support the
physical means and different traffic patterns.
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The Internet hierarchy.

The introduction of public exchange points is a way of making the interconnection
between a number of providers more cost-effective. If n providers were individualy to
establish pairwise interconnections, they would require n(n — 1)/2 direct circuits. A
public exchange point, where all n providers can connect at acommon location, permits
this to be done much more inexpensively, with n circuits and a single exchange point. A
provider interconnects to an exchange point, either physically — by installing their own
equipment and circuit into a specific location — or logically — by using aleased network
connection to an interconnect provider through an ATM or Ethernet network. These
interconnected networks are usually operated by large access providers, who hope to
derive considerable revenue by selling access lines to I|SPs wishing to attach to each
other through the access provider’s facilities. Examples of public exchange points are
the London Internet Exchange (LINX) and MAE-WEST facilities.

Another option is to use a private direct point, e.g. a point-to-point connection. One
motivation for point-to-point connections is to bypass the bottleneck posed by a public
exchange point when traffic volumes arelarge. Between large providers, connectionsare
usually based on high-performance private interconnections, for example point-to-point
links at high speeds (DS3 or higher, please see Table 2.1). Direct connection can aso
alow for better management of traffic flow. The very large volume of traffic that would
be associated with a major public access point can be disaggregated into smaller, more
easily implemented, connections (e.g. a provider manages ten OC-3 connectionsto ten
different peers in different locations rather than a single OC-48 connection to a single
exchange point that then connects to multiple providers). Another reason for entering
into private connections is the desire to provide support for the particular SLAs and
quality-of-service provisions that the two networks agree to in their peering or transit
agreements.
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Table 2.1. Speed connection table

DS0 = one 64 Kbps unit of transmission bandwidth. A worldwide standard for digitizing
one voice conversation and more recently for data transmission. Twenty-four DSOs= one DS1
(64Kbps x 24) oraT1

PIPE Traffic rate Number of DSOs Equivalent European

DSO 64 Kbps 1 DSO 64 Kbps

DS1 1.544Mbps 24 24 DS0 2.048 Mbps (E1)
DS3 44.736 Mbps 672 28 DS1 34.368 Mbps
0oC-3 155.52 Mbps 2,016 3DS3 STM-1

0OC-12 622.08 Mbps 8,064 40C-3 STM-4

0OC-48 2.488 Ghps 32,256 40C-12 STM-16
0C-192 9.953 Gbps 129,024 40C-48 STM-64
OC-768 39.813 Gbps 516,096 40C-192 STM-256

When two or more | SPs establish an interconnection, they exchange route advertise-
ments to specify what traffic is to be exchanged between them. Route advertisements
describe the destination Internet addresses for which each provider chooses to accept
packets from the other. These advertised routes are loaded into each other’s routing
tables and are used to determine where (including which providers) packets should
be routed based on their destination address. There are two common options for how
providers accept each other’s traffic: transit and peer. In the transit model, the transit
provider agreesto accept and deliver all traffic destined for any part of the Internet from
another provider that is the transit customer. It is possible that two providersin atran-
sit agreement will exchange explicit routing information, but more typically the transit
provider provides the transit customer with a default route to the transit network, while
the transit customer provides the transit provider with an explicit set of routes to the
customer’s network. The transit customer then simply delivers to the transit provider
all packets destined to |P addresses outside its own network. The transit provider will
then distribute routing information from the transit customer to other backbone and
network providers and will guarantee that full connectivity is provided. Usually, the
transit provider tries to deliver the transit customer packets as fast as possible through
its routing infrastructure, also known as “ hot-potato routing.”

Today, the preferred way for large providersto interconnect isthrough peering agree-
ments. In contrast to transit arrangements, where one provider agrees to accept from the
other traffic destined to any part of the Internet, in a peering relationship, each provider
only accepts traffic destined to that part of the Internet covered by the agreement. Peers
exchange explicit routing information about all of their own addresses along with all
of the addresses of their customers. Based on that routing information, each peer only
receives traffic destined to itself and its transit clients. This exchange of routing infor-
mation takes the form of automated exchanges among routers. Because the propagation
of incorrect routing information can adversely affect network operations, each provider
needs to validate the routing information that is exchanged.
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The issue of compensation for interconnection is a complex one [98]. The essence
of interconnection is in the explicit agreement to forward packets towards their final
destination, according to the routing information exchanged. Compensation reflects the
costs associated with provisioning and operating sufficient network capacity between
and within ISP networks for the relaying of customer traffic at the appropriate quality
of service level (without excessive packet loss or delay). As a basic unit of inter-
connection, packets are somewhat akin to call minutes in voice telecommunications.
However, architectural differences between the Internet and the Public Switched Tele-
phone Network (PSTN) make accounting in terms of packets much more complicated
than call-minute-based accounting. Even if an infrastructure were to be put in place
to count and charge on a packet-by-packet basis, the characteristics of packet routing
would make it difficult to know the cost associated with transmitting a given packet,
since the amount of resources consumed will depend on the time of day and the actual
network conditions. Asaresult, interconnection schemesthat are used in other contexts,
such asthe bilateral settlements employed ininternational telephony, are not used in the
Internet, and interconnection has generally been established on the basis of more aggre-
gate information about the traffic exchanged between providers. Some of these issues
have to do with the cost of the physical link that allows for the interconnection, traffic
imbalances (e.g. one provider originates more traffic than it terminates), relative size
(one provider offers greater access to users, services and locations than the other) and
the value attached to particular content exchanged (e.g. the value attached to either the
transit or peer relationships is no longer based only on the number of bits exchanged,
nor is it based solely on the origin, destination or distance — it also reflects the type of
application and service being provided). New types of applications and services will
continue to emerge on a regular basis. Related to this is the variability in the value
attached to Internet data packets.

Typical Tier-1 ISP network architecture: the Sprint IP backbone

In order to formalize al concepts mentioned so far, this section presents the Sprint
backbone as atypical example of a network architecture for alarge Tier-1 ISP,

The topology of a Tier-1 | SP backbone typically consists of a set of nodes known as
Points-of-Presence (PoPs) connected through multiple high-capacity links. The Sprint
IP backbone consists of approximately 40 PoPs worldwide (as of 2004). Out of those
40 PoPs, approximately 17 are located in the USA (excluding Pearl Harbor). Figure 2.2
presents the Sprint |P backbone topology for the continental USA.* Each neighboring
PoP pair has a minimum of two parallel logical links, amaximum of six and an average
of three, for atotal of 35 bidirectional links.

Each Sprint PoP is a collection of routers following a two-level hierarchy, featuring
(i) access routers and (ii) backbone routers (Figure 2.3). Such an architecture is typical

1 visual representations of a large number of commercial, as well as research, networks can be found at
http://www.cal da.org/tool s/visualization/mapnet/Backbones
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Background and context

North American Sprint | P backbone network topology (third quarter, 2001): 17 PoPs with 35
bidirectional inter-PoP links.
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Typical configuration for a PoP.

among large Tier-1 ISP providers [60]. Access routers are normally lower-end routers
with high port density, where customers become attached to the network. These routers
aggregate the customer traffic and forward it toward the PoP's backbone routers. Note
that typically the sum of incoming client traffic rarely matches the provisioned capac-
ity to the core of the network. This practice is termed as oversubscription, employed
by 1SPs to recover some of the infrastructural costs. The backbone routers receive the
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aggregate customer traffic and forward it to other PoPs or the appropriate access routers
inside the same PoP (in case the destination networks can be reached through the same
PoP). Public and private peering points, where one ISP exchanges traffic with other
ISPs, are usually accommodated by selected backbone routers inside a PoP.

The capacity of links interconnecting routers inside the PoP depends on their level
in the hierarchy, i.e. the level of traffic aggregation they correspond to. For instance,
customer links are usualy 45Mbps (T3 or DS3) or greater. The links connecting
access routers to backbone routers are an order of magnitude larger, reaching 622 Mbps
(OC-12). The backbone routers inside a PoP are densely meshed (not necessarily
fully meshed) and interconnected through higher-speed links, i.e. OC-12 to OC-48
(2.5Gpbs). Theinter-PoP links are long-haul optical fibers with bandwidth of 2.5 Gbps
(OC-48), 10 Gbps (OC-192) or 40 Gbps (OC-768).

I P backbones are engineered for high availability, and resilience to multiple link and
router failures, while meeting the contracted service level agreements. Traffic is guar-
anteed to transit the network experiencing bounded edge-to-edge delays. In addition,
even in cases when certain IP paths through the network become unavailable, traffic is
guaranteed to be delivered to its destination through alternate paths. Consequently, each
PoP is designed to connect to multiple other PoPs through multiple high-capacity links
(Figure 2.3). A similar approach may be followed by edge networks, termed in that case
as multi-homing; a customer leases more than one line towards the same or different
providers for increased reliability and potentially load balancing.

Dense connectivity between PoPs guarantees that traffic will go through the network
transiting a bounded number of PoPs. In the presence of link failures, there should exist
other links available to take on the affected load without introducing additional delay
or loss. Given that the inter-PoP links are covering large distances, thus accounting
for the largest part in the edge-to-edge delay, re-routing traffic across PoPs should be
employed only asalast resort. For that reason, adjacent PoPs areinterconnected through
multiple links. These links, when feasible, follow at least two physically digoint paths,
thus offering resilience against fiber cuts, which may affect more than one physical link
sharing the same fiber path.

Underlying the | P network layer residesthe physical infrastructure that isin charge of
carrying bits of information from onelocation to another. The physical network includes
both the communication links (copper wire, optical fiber, wireless links and so on) and
the communication switches (packet routers, circuit switches and the like). In the case
of IP-over-DWDM (IP-over-Dense Wavelength Division Multiplexing), each commu-
nication link represents an optical fiber, while each communication switch represents
a high-data-processing device, e.g. Optical Cross Connect (OXC) switch. A simplified
version of the Sprint optical fiber infrastructure, composed of 51 OXC and 77 WDM
fibers that have between 16 and 48 channels, is shown in Figure 2.4.

Historically, a multi-layer stack was used to maintain a division of labor. The Asyn-
chronous Transfer Mode (ATM) layer was used as an access technology, while the
IP layer was used as an edge/core technology. In order to maintain a homogeneous
edge/core, 1SPs converted ATM packets into |P packets at the very access. From the
access to the edge to the core, all packets were then IP packets. Below the IP layer
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51 OXC and 77 WDM fibers.

(e.g. looking at the network from the edge to the core and avoiding considering the
access), |SPs used a Synchronous Optical NETwork (SONET) layer that sits on top of
a Dense Wavelength Division Multiplexing (DWDM) system for increasing bandwidth
demand. SONET isastandard for connecting fiber-optic transmission systems and plays
the middle layer between the optical and IP layers. It takes care of scheduling packets
to be transported by way of Time Division Multiplexing (TDM). It also handles rate
multiplexing, traffic grooming, error monitoring and restoration.

More recently, the SONET layer has been removed because ISPs realized that
SONET introduced more problems than benefits. Functional overlap is one such prob-
lem. Both IP and SONET layers try to perform restoration in the event of a falure,
thereby creating more havoc in the system. The SONET interface is advantageous for
constant bit rate traffic, but not for highly bursty traffic like Internet traffic. The mere
presence of high capacity in the system obviatesthe need for TDM and traffic grooming.
Thus, amulti-layer stack introduces undesired latency. Moreover, SONET provides fast
provisioning only in the form of redundancy. All these problems have made it necessary
to redesign the system without having too many layers. As a consequence, |SPs have
decided to remove the SONET layer and transmit | P packets reliably over afiber-optic
network adopting an IP-over-DWDM system. In this architecture, the transport layer is
all-optical and is enriched with more functionality, previously found in the higher lay-
ers. Thiscreatesavision for an al-optical network where all management is carried out
in the photonic layer. The optical network is proposed to provide end-to-end services
completely in the optical domain, without having to convert the signal to the electrical
domain during transit. Transmitting IP directly over DWDM has become a reality and
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Fig. 2.5.

is able to support hit rates of 10 Gbps (OC-192) and above. As has been clearly seen, it
holds the key to the bandwidth glut and opens up the frontier of aterabit Internet.

Overview of TCP/IP

The existence of an abstract bit-level network service as a separate layer in amulti-layer
suite of protocols provides a critical separation between the actual network technology
and the higher-level services through which usersinteract with the Internet.

Imposing a narrow point in the protocol stack removes from the application builder
the need to worry about implementation details and the potential for changein the under-
lying network facilities. In parallel, it removes from the | SP the need to make changesin
response to whatever standards are in use at the higher layers. This separation of IP from
the higher-layer conventionsis one of the tools that ensures an open and transparent net-
work. The Open System Interconnection (OSl) model is one of the best tools available
today to describe and catal og the complex series of interactionsthat occur in the Internet
and allows vendor-independent protocols to eliminate monolithic protocol suites.

The OSI modél is a layered approach to networking. Some of the layers may not
even be used in a given protocol implementation, but the OSI model (see Figure 2.5) is
broken up so that any networking function can be represented by one of its seven lay-
ers. Asmentioned before, the OSI model allowsthe definition of “lower-level” functions
(Layer 1to Layer 3), which are strictly related to the physical network architecture being
deployed, and “upper-level” functions (Layer 4 to Layer 7), more related to the applica-
tions being developed and used. In the following we provide a very high-level overview
of the major functions provided by each layer. For more details, pleaserefer toref. [191].

application application
presentation presentation
session session

transport transport

network network network

data link data link data link

physical physical physical

OSl layered architecture. The physical, data link and network layers are also known as media
layers, while the remaing top four layers are referred to as host layers. Depiction of two hosts
communicating through asingle link.
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e Layers1 and 2 — the physical and datalink layers. The physical layer is responsible

for the most substantial of all functions, e.g. the physical interconnection between
two network elements. The physical layer defines the electrical, mechanical, proce-
dura and functional specifications for activating, maintaining and deactivating the
physical link between end systems. At this level the information is fragmented into
small Internet units, named bits. The datalink layer deals with arbitration (e.g. how
to negotiate access to a single data channel when multiple hosts are attempting to use
it a the same time), physical addressing (e.g. al devices connected to the Internet
must have a physical address, Medium Access Control — MAC, and must be uniquely
identified globally), error detection (e.g. determines whether problems were intro-
duced during transmission) and framing (e.g. organization of bits of information
into more structured entities, named frames, that must be correctly interpreted by
machines/technology sitting at both ends of the communication link).

Layer 3 —the network layer. The network layer dealswith logical addressing and path
determination, e.g. routing. While the methods used for logical addressing vary with
the protocol suite used, the basic principles remain the same. Network-layer addresses
are used primarily for locating a host geographically. Thistask is generally performed
by splitting the 32-bit addressinto two parts: the network id field and the host id field.
The network id, also known as network address, identifies a single network segment
within a larger TCP/IP internetwork (a network of networks). All the systems that
attach and share access to the same network have a common network id within their
full IP address. The host id, also known as the host address, identifies a TCP/IP node
(aworkstation, server, router, or other TCP/IP device) within each network. The host
id for each device identifies a single system uniquely within its own network. To
make | P addressing easier, |P addresses are expressed in dotted decimal notation. The
32-bit IP address is segmented into 8-hit octets. The octets are converted to decimal
(base-10 numbering system) and separated by periods. For instance, the IP address
131.107.16.200 uniquely identifies a specific host with the last two octets of the IP
address, e.g. 16.200, within a larger network identified by the first two octets of the
IP address, e.g. 131.107.

Information is then organized in IP packets that represent the bundles of data that
form the foundation of the TCP/IP protocol suite. Every packet carries a 32-bit source
and destination address, option bits, a header checksum and a payload of data. A typ-
ical IP packet is afew hundred bytes long. These packets flow by the billions across
the world over Ethernet, serial lines, Fiber-Distributed Data Interface (FDDI) rings,
ATM, packet radio connections, etc. There is no notion of virtual circuit at the IP
level; every packet stands alone. IP is an unreliable datagram service. No guarantees
are made that packets will be delivered, delivered only once, or delivered in any par-
ticular order. A packet traveling along distance will travel through many IPlinks, e.g.
hops. Each hop terminates in a host or arouter, which forwards the packet to the next
hop based on routing information. During these travels a packet may be fragmented
into smaller pieces — each of which has its own |IP header, but only a portion of the
payload —if it istoo long for a hop. A router may drop packetsiif it istoo congested.
Packets may arrive out of order, or even duplicated, at the far end. There is usually
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no notice of these actions: higher-layer protocols (i.e. TCP) are supposed to deal with
these problems and provide areliable circuit to the higher application.

Another very much used protocol living in this layer is the Internet Control Mes-
sage Protocol (ICMP). ICMP is the low-level mechanism used to influence the
behavior of TCP and UDP connections. It can be used to inform hosts of a better route
to a destination, to report trouble with a route, or to terminate a connection because
of network problems. It also supports the single most important low-level monitoring
tool for system and network administrators: the ping program (see Section 3.3.2).

e Layer 4 —the transport layer. The transport layer performs a number of functions,
the most important of which are error checking, error recovery and flow control. The
transport layer is responsible for reliable internetwork data transport services that are
transparent to upper-layer programs. There are two major protocols co-living at this
layer: the Transfer Control Protocol (TCP) and the User Datagram Protocol (UDP).
The TCP protocol provides reliable virtual circuits or connections to user processes.
Lost or damaged packets are retransmitted; incoming packets are shuffled around, if
necessary, to match the original order of transmission. The ordering is maintained by
sequence numbers in every packet and each packet successfully received is acknowl-
edged (the only exception being the very first packet of the conversation). Every TCP
message is marked as being from a particular host and port number and to a destina-
tion host and port. The 4-tuple (localhost,local port,remotehost,remoteport) uniquely
identifies a particular circuit.

The UDP protocol extends to application programs the same level of service used
by IP. Delivery is on a best-effort basis or connectionless, e.g. no virtua circuit is
established between two hosts before any user data is sent; there is no error correc-
tion, retransmission, or detection of lost, duplicated, or re-ordered packets. Even error
detection is optional with UDP. As a result, UDP imposes significantly less over-
head compared with TCP. In particular, there is no connection setup. This makes
UDP well suited to query/response applications, where the number of messages
exchanged is small compared with the connection setup/teardown costs incurred
by TCP. Note that UDP may still be used for reliable service provision as long as
the missing functionality is assumed by higher-layer protocols or the application
itself.

e Layer 5 — the session layer. The session layer is responsible for the establishment,
management and termination of sessions between applications. Detailed tasks per-
formed at thislayer further include the synchronization of communication, the control
of diaogs and the “graceful close” of sessions, session checkpointing and recovery,
which are typically not used in the Internet protocols suite. A session is a series of
related connection-oriented transmissions between two networked hosts. The ses-
sion layer determines the type of communication that will take place, whether it
is full-duplex (bidirectional), half-duplex (non-simultaneous bidirectional) or sim-
plex (unidirectional), and the protocols that need to be used at the lower layers. For
instance, without the support of the session layer a user would not be able to transfer
data after logging into the system. The session layer ensures that the relevant creden-
tials carry over to the data transfer itself. In addition, in the presence of a network
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failure an application making use of the session layer could resume a lengthy down-
load from the previous checkpoint without needing to start over. Some services and
protocols that live at this layer are Network File Services (NFS), Remote Procedure
Call (RPC), Structured Query Language (SQL), and the X Window System and X
Terminal.

e Layer 6 — the presentation layer. The presentation layer is one of the easiest layers

to understand because we can easily see its effects. The presentation layer modifies
the format of the data in order to present the data in a proper way to the end user.
For instance, we might send an email via Simple Mail Transport Protocol (SMTP)
to somebody including an attached image. SMTP cannot support anything beyond
plain text (7-bit ASCII characters). To support the use of this image, our application
needs a presentation-layer protocol to convert the image to plain text at the local host
and convert it back into an image at the remote host. The presentation layer is aso
responsible for compression and encryption, and pretty much everything else related
to the format of the data.

e Layer 7 —the application layer. The application layer is responsible for interacting

with the actual user application. Note that it is not (generally) the user application
itself, but rather the network applications used by the user application. For instance,
in Web browsing, the user application might be represented by Microsoft Internet
Explorer, but the network application is Hyper Text Transfer Protocol (HTTP). Some
common application-layer protocols are HTTP, File Transfer Protocol (FTP), Telnet,
SMTPR, Post Office Protocol (POP3), SQL and Internet Message Access Protocol
(IMAP).

Intra-domain and inter-domain routing protocols

Routing protocols are mechanisms for the dynamic discovery of the proper paths
through the Internet. They are fundamental to the operation of TCP/IP. The intended
result of arouting system is quite impressive: at every decision point within the entire
Internet, the local router has adequate information to switch any 1P packet to the “cor-
rect” output port, e.g. outgoing link. In a routing sense, “correct” does not only mean
“closer to the destination,” but also “consistent with the best possible path from the
sender to the recipient.” Such an outcome requires the routing protocol to maintain both
local and global state information, as the router must be able to identify a set of output
ports that will carry a packet closer to its destination, but also select a port from this set
which represents the best possible path to that destination overall. Again, thisis not all
that arouting protocol must achieve. We have to add to this picture the observation that
routers and links are not perfectly reliable. Whenever a network component, such as a
router or alink fails, the routing protocol must attempt to repair end-to-end connectivity
by establishing a new set of paths that avoid the failed component. When a component
is restored, or new routers and links are added to the network, again the routing proto-
col must re-evaluate the topology of the network and possibly set up anew collection of
switching paths through the network. And, of course, this information must be flooded
to al routersin the network as soon as possible after the event.
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In a small network this can be a forbidding problem. In a large network, such as
the Internet, with millions of end devices and hundreds of thousands of links and
routers, it is an even more forbidding problem. The technique used by the Internet
to achieve the goal of end-to-end connectivity is that of dividing the problem into
more manageable tasks. In the routing domain this division of the problem nicely
maps to the structure of the Internet itself: each separate network runs its own local
Internet routing protocol or intra-domain routing protocol (or Interior Gateway Pro-
tocol, or IGP) and the collection of networks is joined into one large routing domain
through the use of an inter-domain routing protocol (or Exterior Gateway Protocol,
or EGP).

There are a number of interior routing protocols, including RIPv2, EIGRP, OSPF
and I1S-IS. They al perform a similar function, that of maintaining an accurate view of
the current topology of the local network. For all addresses that are reachable within the
network, the routing protocol computes the best path to the address from all pointsin the
network. In the event of failure of a network component, or a change in the operational
state of a component, the protocol employs mechanisms to detect changes quickly and
reconstruct an up-to-date view of the network state.

The most prevalent intra-domain routing protocols in today’s Internet are (i) Open
Shortest Path First (OSPF) [147] and (ii) Intermediate System-Intermediate System
(ISHYS) [154]. Their ability to detect topological changes quickly and adjust traf-
fic flow accordingly makes them the most popular IGPs currently operational in the
Internet [97].

Both OSPF and 1SS are link-state routing protocols, utilizing a replicated dis-
tributed database model. They work on the basis that routers exchange information
elements, called link states, which carry information about links and nodesin therouting
domain.

More specifically, each OSPF router internal to an autonomous system generates its
own view of the network consisting of its neighbors and possible costs involved in
their inter-connection. This view of the topology obtained by a single router inside the
domain isreliably distributed throughout the network, across all routers, via a flooding
mechanism until al nodes in the network have obtained a copy. When the distribution
is complete, every router in the network has a copy of the local view of the network
topology from every other router in the network. Thisis usualy referred to as the link-
state database. Each router then autonomously constructs the complete topology for the
entire domain. The result of this processis an identical copy of the domain’s topology
on each router in the network.

Once a router knows the current topology of the network, along with the costs
involved in using specific links across the network, it applies the Shortest Path First
(SPF) algorithm and cal culates a tree of shortest paths to each destination, placing itself
as the root. At that point, we say that the routing protocol has converged. The cost
associated to each link in the network is also known as the OSPF/IS-IS weight and is
configured by the network operator. Decreasing the weight of a link in the network is
likely to attract more traffic toward it. Consequently, link weights express administrative
preference toward specific paths throughout the network.
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Depending on the link weights configured across the network, the SPF algorithm may
compute multiple equal-cost paths toward specific destination networks. For equal-cost
IP paths, traffic is split among the different available IP paths; traffic is also described
as being load-balanced. Such an approach |eads to comparable utilization levels across
equally weighted links in the same |P path and therefore a better spread of the carried
traffic across the network. As presented earlier in this chapter, backbone networks are
likely to feature multiple links between two adjacent PoPs. Those links are usualy
configured with equal link weights. As a consequence, when al links are operational,
traffic is spread across dl links, and, when alink fails, the affected traffic can revert to
the remaining links without impacting the performance observed.

Aswith IGPs, there are anumber of exterior routing protocols. The most common in
the Internet today isthe Border Gateway Protocol (BGP). When two networks exchange
information using BGP they do not tell each other the precise path to a particular des-
tination. Instead, they simply inform the neighboring network that if they receive a
packet addressed to a particular destination, then they will be able to deliver it. This
does not necessarily mean that the address is part of the local network. The destination
network may have been learned from another neighboring network via BGP, and the
network in question is willing to transit traffic between the two neighboring networks.
When an ISP network connects to multiple 1SPs, it is often the case that a destination
addressisreachable viatwo or more neighboring networks. L eft to its own devices, BGP
will select paths that traverse the fewest possible number of providers (also termed as
Autonomous Systems (A Ss)) to reach each destination. But BGP does not have to run
in such a fully automated mode. BGP has an additional function not found in IGP —
that of policy specification and enforcement. One upstream provider may be cheaper
than another, or one neighbor may be a peer, while the other may be a customer. BGP
alows anetwork to express preferences regarding which neighbor to use when choosing
apath for externa addresses. For more details please refer to Chapter 3. Path selection
isnot only possible for outgoing traffic. A network may attempt to biasincoming traffic
to use particular networks over others, and do so for particular ingress points.? It may
sound somewhat clumsy, but it is on these foundations that traffic engineering and load
balancing is constructed in today’s Internet.

Specifying requirements in managed IP networks: design and traffic
engineering, monitoring and security operational criteria

IP networks have typically been designed to satisfy the requirements of data services
(such as Internet access, content hosting and IP Virtual Private Networks (1P VPNSs)).
These servicesare principally onesthat tolerate delay and packet |oss: often they involve

2 Such an outcomeis reached when the network in question advertises particular network prefixes with a path
that includes its own AS multiple times. This practice is called AS-path prepending and is used to inflate
the AS-path to particular destinations artificially so that the network in question is not selected in the BGP
route selection process.
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no fast user interaction and use TCP to adjust bandwidth consumption and to retransmit
in the event of packet loss.

The design of these networks has been based on the “best-effort” service model
and has required no significant extension to TCP or IP, as has been demonstrated
by the immense growth in the offering of Internet data services. All of the traffic is
carried across the IP network as rapidly as possible but without assurances for time-
liness or even reliability. Congestion due to inadequate capacity, route changes due to
routing updates, link or node failures, or malicious threats targeting hardware or soft-
ware network components al result in poorer response times, which users accept to
some extent.

Even within the intended range of data services, there are now applications that are
not always served well by the best-effort service model. Although the applications
themselves may appear to tolerate delay and packet loss, unless adequate capacity
is assured, the packet rate reduction or packet retransmission resulting from conges-
tion can be unacceptable to users. In addition, there are now new emerging services
posing requirements that are very different from those of data services, such as Voice-
over-1P (VolP), IP Television (IPTV) and multimedia. For example, VoIP is naturally
contrasted to the traditional Packet Switched Data Network, and as such it needsto oper-
ate with comparable performance, despite being relayed over an otherwise “unreliable’
IP infrastructure.

This objective gives rise to multiple customer satisfaction requirements that must
be taken into account and summarized into SLAS contracted between ISPs and their
customers. Typical termsincluded in SLAs regard the following aspects.

(1) Quality of Service (QoS). Service providers must deliver services to the end user
with excellent quality targets, e.g. delay and packet loss. Beyond the baseline delay
due to the speed of light and other irreducible factors, delays in the Internet are
caused by queues, which are an intrinsic part of congestion control and sharing
capacity. Congestion occurrs in the Internet whenever the combined traffic that
needs to be forwarded onto a particular outgoing link exceeds the capacity of that
link, a condition that may be either transient or sustained. WWhen congestion occurs
in the Internet, a packet may be delayed, sitting in a router’s queue while waiting
its turn to be sent on, and will arrive later than a packet not subject to queuing,
resulting in latency. Jitter results from variations in the queue length. If aqueuefills
up, packets will be dropped.

(2) Reliability and robustness. Service providers must ensure to their customers the
delivery of the expected level of service independently of specific network con-
ditions. For example, an ISP may claim to its customers to deliver services with
99.999% reliability, meaning that a customer should expect the service to fail no
more than 5 minutes per year. Reliability is typically achieved by the combina-
tion of component reliability, component redundancy and a robust network design
against failures. Moreover, it isimportant that, upon a failure, any service will not
be subject to catastrophic collapse; instead, it must degrade gracefully to alevel that
isstill considered acceptable by the end user and recover fast to its standard level.
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(3) Consistency and predictability represent the hallmark of a well designed and
implemented network. Well designed networks allow user expectations about the
availability and quality of service to be routinely and constantly met.

(4) ISP customers have recently requested increased visibility into details of their ser-
vice and applications. Customers are requesting more detailed metrics such as
routing-paths, end-to-end delay, jitter and bandwidth breakdown by application. In
turn, 1SPs have introduced more sophistication and complexity into their traditional
management systems, historically based on Simple Network Management Protocol
(SNMP) data, by adopting packet- and flow-based monitoring infrastructures.

(5) Security is becoming a fundamental consideration in ensuring the stable opera-
tion of a service provider network and the robust delivery of connectivity and
reachability to its customers. Historically, ISPS customers have been protecting
their network perimeter using firewalls, intrusion detection/prevention systems. As
Internet attacks are becoming more complex, distributed and sophisticated, cus-
tomers have realized that their countermeasures are not robust enough to protect
their own infrastructure. These days, customers are turning toward their I1SPs to
shoulder a significant portion of the security burden, and SLAs contracted with
their 1SPs are now reflecting those demands as well.

All the above business requirements are translated into specific technical tasks that
are usually handled by engineers operating at the Network Operation Center (NOC) and
the Security Operation Center (SOC). These requirements can be classified into three
major families;

(i) monitoring and management;
(i) network design and traffic engineering; and
(iii) security.

Each one of the three themes of the book focuses on one of the aforementioned
areas and presents ways in which theoretical tools, complemented by actual network
measurements, can address some of the needs in the respective area.
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The need for monitoring in ISP
network design and management

Asnetworks continueto grow rapidly in size and complexity, it hasbecomeincreasingly
clear that their evolution is closely tied to a detailed understanding of network traffic.
Large IP networks are designed with the goa of providing high availability and low
delay/loss while keeping operational complexity and cost low. Meeting these goalsis a
highly challenging task and can only be achieved through a detailed knowledge of the
network and its dynamics.

No matter how surprising this may seem, |P network management today is primarily
reactive in nature and relies on trial and error when problems arise. Network operators
have limited visibility into the traffic that flows on top of their network, the operational
state of the network elements and the behavior of the protocols responsible for the rout-
ing of traffic and the reliable transmission of packets from end to end. Furthermore,
design and planning decisions only partially rely on actual usage patterns. There are a
few reasons behind such a phenomenon.

First, the designers of IP networks have traditionally attached less importance to
network monitoring and resource accounting than to issues such as distributed manage-
ment, robustnessto failures and support for diverse services and protocols[57]. Thus, P
network elements (routers and end hosts) have not been designed to retain detailed infor-
mation about the traffic flowing through them, and I P protocol s typically do not provide
detailed information about the state of the underlying network. Second, IP protocols
have been designed to respond automatically to congestion (e.g. TCP) and failures (e.g.
routing protocols such as | S- S/IOSPF). This makes it hard for a network administrator
to track down the cause of a network failure or congestion before the network itself
takes corrective action. Finally, the Internet is organized as a loose interconnection of
networks (autonomous systems) that are administered independently. Hence the opera-
tor of asingle network has no control (or even visibility) over events occurring in other
networks it exchanges traffic with.

In contrast to traditional telecommunication networks, an | P network features no such
thing as a circuit where end points are capable of counting the amount of activity from
end to end. In addition, the fact that each packet in aflow traverses each network element
independently and multiplexes with other traffic makes tracking of resources across the
network an almost impossible task. Asaresult, traditional techniques for the design and
planning of telecommunication networks do not apply to the design and management
of the connectionless | P data networks.
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An Internet service provider's monitoring requirements are diverse, and range from
network design and capacity planning to traffic engineering and customer feedback.
Currently some of these requirements are fulfilled using standard tools and techniques,
such as ping, traceroute and Simple Network Management Protocol (SNMP), supple-
mented by a few commercia and proprietary tools. However, the problem of building
a comprehensive and integrated monitoring infrastructure to address all I1SPs' needs is
far from solved. Several questions remain about ways in which network measurements
can assist in everyday tasks, suitable timescales for their collection, the granularity of
collected information, the need for router-level support, etc.

This chapter articulates the monitoring needs and challenges of an ISP. Although
most of the discussion was inspired by experiences with a specific large ISP in North
America, i.e. Sprint, we believe that a significant portion can be generalized to other |P
backbones of similar size and design. We start with the description of the state of the art
in the monitoring of operational networks and proceed to identify specific recent efforts
that intend to shed more light into previously unchartered areas. The sheer amount of
data flowing on top of large-scale IP networks renders exhaustive monitoring infeasi-
ble. Nonetheless, advanced measurement support on well defined locations inside the
network can indeed significantly enhance current practices, as will be seen later in this
book. We describe the elements of such an architecture and present solutions that can
make use of such data sources towards the end of the chapter. The rest of the book will
make use of the different sources of monitoring data discussed in this chapter and will
demonstrate the benefits one can reap when such data are available.

Current measurement capabilities

Network traffic has been analyzed since the original development of the ARPANET
[130]. Measurements collected in operational networks provide useful information
about their performance and the characteristics of the traffic they carry. Measurement
systems can be classified into two categories: (i) the passive and (ii) the active mea
surement systems. Passive measurement systems observe the traffic flowing through
a selected point inside the network. Analysis of the collected measurements leads to
workload characterization and gives insight into its characteristics. This method is
non-intrusive in that it is designed in a way that the collected measurements are not
significantly affected by the presence of the measurement system. Active measurement
systems, on the other hand, inject probe traffic into the network and extrapolate the net-
work performance based on the performance experienced by the traffic injected. Such
active measurement techniques are usually considered intrusive, in the sense that probe
traffic is likely to influence the network operation and hence the collected results. For
instance, if an active measurement application aims at measuring the queuing delay
observed on a particular link, then the existence of the packet probes themselves may
ater the queuing behavior observed. Therefore, active measurement tools have to be
designed carefully in order to provide correct information on the targeted metric. Efforts
toward the standardization of performance metrics and active measurement techniques
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for their evaluation are carried out within the framework of the Internet Protocol Perfor-
mance Metrics (IPPM) working group of the IETF (Internet Engineering Task Force).
Already proposed standards include metrics for connectivity [132], one-way delay [21],
one-way packet loss [22], round-trip delay [23] and bulk transfer capacity [135].
Understanding the network state and the performance experienced by datatraffic ontop
of an IP network may require both passive and active measurement techniquesin order
to assess: (i) the state of the network devices themselves, (ii) the state of the protocols
that enable the flow of traffic across the network, and (iii) the amount of traffic flowing
on top of links and its behavior over several timescales. We now look into the state of
the art in each one of the above categories. Note that what follows is not an exhaustive
list of toolsfor the measurement of network state, but tools that will be later used in this
book for the purposes of network design, planning and management. A more extensive
description of the state of the art for Internet measurement can be found in ref. [63].

Monitoring the network devices

Network element specific information can be retrieved in a number of ways. Such
retrieval can be done through the Command Line Interface (CLI) provided by the
vendor, automated logging of events through syslog, or even standardized protocols
such as SNMP (see Section 3.2.1), and Remote Monitoring MIB (RMON) (Sec-
tion 3.2.2). Depending on the level of support provided by the vendor, the output
produced by the aforementioned tools can provide information on the state of the
physical layer (optica level failures), the state of the network layer (whether an IP
link is up or down), the state of the routing protocols in use (whether a route exists
to a particular destination) and also aggregate counters on the amount of activity
seen on an interface. Further visibility into the configuration of the device itself can
alow a network operator to ensure that appropriate Access Control Lists (ACLS)
arein place or whether the routing protocol adjacencies are set up as planned.

Real-time tracking of the health of the network is achieved through the use of com-
mercial or custom-made tools that periodically poll specific statistics from the network
elements and collect them at a central location, typically called a Network Management
Station (NMS). Example products in this space are Hewlett-Packard OpenView, Con-
cord Network Health, InfoVista VistaView and Multi-Router Traffic Grapher (MRTG)
to name afew. These tools are not only deployed for the management of 1SP networks,
but are also in common use for the management of enterprise networks. Since, all these
tools intend to capture the network-wide health state, they typically rely on SNMP, a
protocol that iswidely supported by today’s network equipment manufacturers.

Simple Network Management Protocol

The SNMP is an evolution of the Simple Gateway Monitoring Protocol [43]. The first
version of SNMP was defined in 1988, was updated in 1989, and became an Internet
standard in 1990 [176]. Most network elements in today’s Internet support the second
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version of SNMP, which was defined by the IETF in 1996 [44]. A third version was
proposed in 1999 [45], primarily adding security and remote configuration capabilities.

SNMPisavery simple protocol, based on aclient-server model and implemented over
UDP It hasbeen designed to allow implementationinlow-cost systemswithlittlememory
and computing resources. Thesimplicity of SNMP madeit possibleto requireits support
by al Internet systems, which in turn greatly facilitates the management of the Internet.

SNMP enables network managers to monitor and control the health of network
entities remotely, e.g. routers or transmission equipment. The state of each entity is
represented by a number of variables and tables. The structure of this datais defined by
a “Management Information Base” (MIB). Monitoring is performed by reading these
variables through SNMP commands (i.e. through snmpget). Control is performed by
“setting” some essential parameters to a new value (i.e. through snmpset). There are
MIBs defined for a very large number of “managed objects,” notably the generic MIB
which describes an IP router [126], also known as MIB-I1, and specific MIBs, which
describe the variables and tables for each routing protocol [30, 206].

MIB-II is particularly interesting in its ability to capture coarsely the state of a
network element and the amount of traffic it sends/receives on top of each one of
its interfaces, along with losses, errors, etc. The rest of the book will make exten-
sive use of the MIB-II table that captures information on the different interfaces
of a router, i.e. MIB-Il.interfaces. Such information includes the number of bytes
sent/received on an interface (MIB-Il.interfaces.if Table.ifEntry.if{In,Out}Octets), pack-
ets dropped (MIB-Il.interfaces.ifTable.ifEntry.if{In,Out}Discards), as well as errors
(MIB-Il.interfaces.if Table.ifEntry.if{In,Out}Errors).

Note that all such information is captured in the form of counters that are only reset
by the network operator or during theinitialization of the network deviceitself. Assuch,
these counters will keep increasing until they reach their maximum allowable value and
then wrap around. Frequent polling of the counters kept for total incoming/outgoing
traffic is typically used to compute the average utilization of a link across a polling
interval. If an automated SNMP agent pollsifInOctets every 5 minutes, then subtracting
two sequential values allows one to compute the amount of traffic received during that
particular 5-minute interval. Further division with the polling interval duration can pro-
vide the network operator with the 5-minute average value, in bytes per second, for the
link utilization (incoming or outgoing). Thiskind of 5-minute average utilization value
constitutes the fundamental input to most | P network design and planning tools.

SNMP read and write operations are triggered by the network operator. However,
SNMP also offersasmall number of unsolicited messages, better known as SNMP traps,
that may be generated by the network elements themselves when particular operator-
defined criteriaare met, such as when communication linksfail, or become active[176].
The destination of these messages is configured by the network operator. The Network
Management Station receives those traps and records the health status information,
while offering a graphical user interface to the network operator.

Probably the most important disadvantage of SNMP liesin the timescale of informa-
tion, e.g. information can be obtained only on the timescale of minutes or longer and in
the form of aggregate counters. Note that more frequent polling is feasible but is bound
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to introduce additional overhead on the routers and the network itself, since all informa-
tion needs to be transported to the Network Management System (NMS). Consequently,
the frequency of collection in large-scale IP networksis typically set to once every 5 or
10 minutes. Moreover, SNMP does not provide any information about the source and
destination of the traffic flowing through the network, its dynamics at finer timescales,
nor its nature. For instance, the aggregate counters reported by SNMP cannot provide
information on the point-to-point traffic demands, the delay experienced across the net-
work, the mix of protocols and applications, etc. Aswill be shown later in this chapter,
such information is essential for a variety of tasks. Despite the aforementioned short-
comings, the lightweight nature of SNMP casts it as the de facto protocol in large-scale
network management, allowing for the continuous monitoring of thousands of network
devices at minimal overhead.

Remote-monitoring MIB

RMON is another standardized SNMP MIB, whose goal is to facilitate remote moni-
toring of LANs[199]. In the RMON context, a single agent is capable of monitoring a
complete shared LAN. The RMON agent is endowed with local intelligence and mem-
ory and can compute higher-level statistics and buffer these statistics in case of outage.
Alarm conditions are defined, as well as actions that should be taken in response, in the
spirit of the SNMP traps. Lastly, filtering conditions and the corresponding actions are
defined, so that the content of the filtered packets can be captured and buffered.

RMON offers great flexibility in combining the above primitives into sophisticated
agent monitoring functions. However, this flexibility makes a full RMON agent imple-
mentation costly. Thus, RMON has been only implemented (at least partially) for LAN
router interfaces, which are relatively low-speed. Implementations for high-speed back-
bone interfaces have proved to be infeasible or prohibitively expensive. Instead, router
vendors have opted to develop more limited monitoring capabilities for high-speed
interfaces [59]; these are described in Section 3.4.1.

RMON is abright example on the feasibility of extensive monitoring on routing ele-
ments. Even though the best vantage points for the collection of network measurements
are the routing elements themsel ves, cost and performance considerations would proba
bly deem any exhaustive solution infeasible. Consequently, any additional measurement
support at the routers or switches would need to constrain the associated memory and
processing overhead. In the rest of the book we make a number of recommendations
with respect to such functionality, but turn to packet monitors (see Section 3.5) when
the amount of processing or collected information isbound to strain arouter’ sresources.

Monitoring the state of the routing protocols
Apart from their operational state, routers can also log a variety of events that concern

the behavior of the routing protocolsthemselves, such astheloss of | GPlink adjacencies
and changes in the paths selected to particular destinations, say through BGP. Despite



30

3.3.1

3.3.2

The need for monitoring in ISP network design and management

the importance of such information for the troubleshooting of the network and the state
of the routing protocols themselves, collection of such logs on a continuous basis has
not been a common practice among 1SPs. Only recently have operators turned their
interest to the continuous collection of such information using primarily in-house tools,
or open source software such as zebra and PyRT.

Routing information

A routing protocol listener isa system establishing routing sessions with the operational
routers inside a network with the intent to record all the messages exchanged in the
routing domain. To the best of our knowledge, there are only two publicly available
implementations of such systems: (i) zebra' and (ii) PyRT.? In fact, zebrais more than
just a routing protocol listener. A system with the zebra software acts as a dedicated
router. It can exchange routing information with other routers and update its kernel
routing table accordingly. Currently supported routing protocolsinclude RIPv1, RIPv2,
OSPFv2 and BGP-4.

The Python Routing Toolkit (PyRT) is a tool written in Python [68] that supports
the passive collection and off-line analysis of routing protocol data forming minimal
router peering sessions and dumping the routing PDUs (Packet Data Units) received
over these sessions. PyRT currently supports BGPv4 and 1S-1S. Compared with full
implementations of routing protocols, such as zebra, an advantage of PyRT is that no
routing information is ever advertised on these sessions and only a minimal amount of
information is injected into the network.

Only recently were such systems deployed within operational networks (and they still
are). However, BGP routing information has been collected since 1989 in the form of
periodical BGP routing table dumps. The collected information is analyzed in ref. [99].
As we will see later in the book, routing protocol listeners are priceless, not only in
troubleshooting routing protocol dynamics, but also in the computation of the traffic
matrix of an IP network, an essential input to any | P network design and planning tool.

Path-level information

To test the availability and performance of an end-to-end path, which may cross multi-
ple administrative domains, network operators use active measurement approaches and
tools such as ping and traceroute.

Ping isawidely used facility that relies on the ability of an Internet node to send an
“ICMP echo reply” when it receives an “ICMP echo request” packet from another host.
(ICMP stands for Internet Control Message Protocol.) Its only use is in determining
reachability from one node to another and to get arough estimate of the round-trip time
between the two nodes. It can be further used by an operator to determine whether a
router in the network (or one of itsinterfaces) is“alive”

1 Theofficial distribution site for zebrais at http://www.zebra.org.
2 The official distribution site for PyRT is at http://ipmon.sprint.com/pyrt/.
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Traceroute is aso well known and widely used. It is somewhat more powerful than
ping in that it reveals the route that a packet takes from one Internet host to another.
Traceroute also provides arough estimate of the round-trip time to every network node
aong the path. An operator may use traceroute to trace the path between any two given
pointsin anetwork. However, accessis required at one of the two end points.

Ping and traceroute are certainly useful in getting a ready and basic sense of routing
and reachability across a backbone. However, they provide avery limited set of abilities
and are clearly insufficient to meet all the monitoring requirements of an ISP, Moreover,
ping and traceroute are essentially toolsto measure reachability, not performance. While
they may be used to obtain rough estimates of latency and loss rate along certain pathsin
abackbone, such estimates may not be statistically significant. First, when active probes
are used to measure the quality (e.g. delay/loss) of anetwork path, the interval between
successive probes has to be set carefully in order to allow for statistically meaningful
interpretation of the results[195]. Second, routers usually throttle the rate at which they
respond to ICMP echo requests and this can interfere with a measurement method that
is based on a series of pings or traceroutes. Moreover, traceroute does not provide any
information about the reverse path back to the source. Given that Internet routing is
largely asymmetric, e.g. the path taken by a packet from the source to the destination
may be different than the path taken by a packet from the destination to the source,
there is no guarantee that successive traceroutes out from the same host traverse the
same round-trip path back to the host. This makesit hard to interpret the measurements
obtained. Finaly, network operators often respond unfavorably to a large number of
pings/traceroutes directed to hosts in their network since it could be the indication of a
denial-of-service attack.

Despite the issues identified, ping and traceroute are irreplacable in their ability to
provide up to date information on the availability of a backbone network from end to
end. Actually, most large-scale I|SPs do collect similar measurements periodically but
on asmaller scale. Typically, those measurements are based on a series of UDP probes
between selected locations inside the network, say one router inside each PoP. Even
though the functionality of UDP probesisvery similar to that of ping, the fact that these
probes are relayed over UDP implies that they are less likely to face rate limiting than
their ICMP counterparts. The output of these measurements is processed to produce the
average delay and loss experienced between any two PoPs in the network, which could
be used as a health indicator and an input to SLAS.

Monitoring the traffic flow

Proactive management of an IP backbone network involves studying the traffic flow
across the operational network in order to determine appropriate routing protocol con-
figurations. Any redesign task needs to incorporate knowledge about the amount of
traffic customers inject into the network and its most likely exit points. Further, the
impact of peering link traffic needs to be taken into account when provisioning the core
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of the network. All these tasks, which will be discussed in Section 3.6, require visibil-
ity into traffic statistics at finer spatial and temporal granularity than the one currently
supported by SNMP.

Flow-level information

Interest in additional visibility into the amount of traffic flowing on top of a network
at a granularity finer than aggregate link count has led to advances in flow monitors
integrated with commercial routers. State-of-the-art routers provide support for gather-
ing information about traffic flowing through them at the level of flows. Flows can be
flexibly defined by the network operator and typically correspond to all data packets
that share a common key defined as common source, destination |P addresses, source,
destination ports and protocol number (termed as “5-tuple”). More recent generations
of flow collectors (such as Cisco NetFlow v8) can further aggregate information, taking
into account the state of the BGP routing protocol, defining flows as all traffic destined
to particular BGP prefixes, essentially requiring alongest prefix match of the P address
with the BGP routing table. The type of information exported by the router depends on
the version of the software and the definition of what constitutes a flow. As an example
we provide the flow format used in NetFlow v5 in Table 3.1: each NetFlow record lists
the start and end time of the flow and the number of packets or bytes seen; it could also
list the source and destination ASs involved.

At predefined intervals (typically set to 5 or 10 minutes) routers may export all flow
records or all records of expired and completed flows (depending on the configuration
option selected) to a well known location, where data are collected. There are several
publicly available pieces of software chartered with the transport and storage of Net-
Flow data. Some examplesinclude cflowd, flowd, Plixer and nnfd. Further manipulation
of the collected information can allow a network operator to identify what applica
tions are making use of the network resources, its largest consumers, the amount of
traffic received from peering links and its destinations. Later in this book we will
see that flow-level information can play a very important role in network design and
management.

Given the usefulness of flow-level information in network management and opera-
tion, the IETF has made efforts to standardize flow-level measurements. The Real-Time
Traffic Flow Meter (RTFM) working group [41, 91] provides a formal definition of
flows and describes techniques for collecting the measurement data. More recently, the
IP Flow Information Export (IPFIX) working group [164] defined aformat and protocol
for delivering flow-level datafrom the measurement deviceto other systemsthat archive
and analyze the information.

Flow-level datayield information at a higher aggregation level than individual pack-
ets and lower than SNMP counters. As aresult, its storage and processing requirements
are greater than SNMP, but significantly lower than collecting per-packet information
(described in Section 3.5). However, a number of issues remain open in collecting
flow-level information on routers.
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Table 3.1. NetFlow v5 flow record format

Bytes Contents Description

0-3 srcaddr source | P address

4-7 dstaddr destination | P address

8-11 nexthop I P address of next hop router

12-13 input SNMP index of input interface

1415 output SNMP index of output interface

16-19 dPkts packetsin the flow

20-23 dOctets total number of Layer-3 bytesin the packets of the
flow

24-27 first SysUptime at start of flow

28-31 last SysUptime at the time the last packet of the flow
was received

32-33 srcport TCP/UDP source port number or equivalent

34-35 dstport TCP/UDP destination port number or equivalent

36 padl unused (zero) bytes

37 tep_flags cumulative OR of TCP flags

38 prot IP protocol type (e.g. TCP=6; UDP=17)

39 tos I P type of service (ToS)

40-41 src.as autonomous system number of the source, either
origin or peer

42-43 dst_as autonomous system number of the destination,
either origin or peer

44 src_mask source address prefix mask bits

45 dst_mask destination address prefix mask bits

4647 pad2 unused (zero) bytes

First, the implications of turning these features on the routers are poorly understood.
Anecdotal evidence suggests that flow-level monitoring may severely impact the essen-
tial functions of a router (packet forwarding, updating routing information, etc.) by
increasing CPU load and memory consumption. As a consequence, operators of large
I1SPs typically make very limited use of existing flow-based monitoring capabilities.
These facilities are usually turned on for short periods of time on a few routers under
special circumstances.

Second, in order to reduce complexity, many high-end routers form flow statistics
from only a sampled substream of packetsin order to limit the consumption of memory
and processing cycles involved in flow cache lookups. As a side benefit, the rate at
which flow statistics are produced is reduced in most cases, lowering the regquirement
for bandwidth to transmit flow statistics to a collector and for processing and storage
costs at the collector. However, it is well understood that sampling entails an inherent
loss of information. For some purposes, l0ss is easy to correct for. Assuming that one
in N packets are selected, the total number of packets in the stream can be estimated
by multiplying the number of sampled packets by N. The total number of bytes can be
similarly inferred under specific assumptions. However, more detailed characteristics of
the original traffic are not easily estimated, such as total number of flows, duration of
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aflow, or number of packets per flow. A more detailed treatment of sampled statistics
inversion and relevant references are provided in Appendix A.

Packet-level information

Collecting information on traffic flows alows one to monitor traffic demands across a
network, while further processing can lead to the computation of meaningful entities,
such as a traffic matrix. However, despite the increased resolution into the source and
destination of traffic demands and their nature (as exposed by the port numbers), no
information is preserved on the timing of the individual packetsin aflow or their indi-
vidua content. The only way one can gain visibility into the explicit timing of each data
packet and its content is through the collection of information on a per-packet basis.
Measuring traffic at the granularity of individual packetsyields alist of all packets (or
a subset thereof, if sampling is employed) seen on an interface, their timing and can
include their entire payload. Challenges in such a process involve the lossless capture
of large volumes of data at very high speeds, their storage and subsequent manipulation.
In particular, collecting every packet on every interface on a modern high-speed router
is adaunting task, aswill be seen in Chapter 4.

Two approaches have been used so far for packet monitoring. The first is to use
“port-mirroring,” where every packet on an incoming interface can be written out to a
“monitoring” interface, in addition to being routed to the output interface. However, this
approach potentially requires one additional monitoring interface per router interface —
a prohibitively expensive option since it would constrain an ISP to using no more than
half of the available interfaces on a router to connect to customers and peer networks.
If, instead, a single monitoring interface were added for every group of, say, N inter-
faces, then the monitoring interface would have to support a packet-forwarding speed
that is equivalent to the aggregate capacity of al N interfaces. The problem becomes
tractable only if a subset of packets on each interface is captured. This introduces the
requirement for sampling, a common practice aso employed by router manufacturers
in the collection of flow-level information, as seen in the preceding section.

The second approach is exemplified by ref. [81], where a special-purpose monitor-
ing device is used to tap the optical signal on a link and capture a fixed part of every
packet. Each packet is stamped with a highly accurate Global Positioning Satellite
(GPS)-synchronized timestamp at the time of capture. While there are severa bene-
fits in capturing this information, the greatest challenges are the infrastructural cost
and the dynamic nature of operational networks. These monitoring systems have to be
installed inside PoPs, where space is extremely limited and prohibitively expensive.
Furthermore, extreme care has to be taken when installing and operating these systems
so as not to disrupt network operation accidentally. Finally, operational networks arein
constant evolution, with links and routers being reconfigured, commissioned, or decom-
missioned. This makes the maintenance and management of the monitoring systems an
operational nightmare.

Asaresult, network providerstypically deploy such systems at asmall select number
of locationsin order to support specific tasks. Aswill be seen later in this section, recent
efforts have focused on similar functionality being supported by operational routers, but
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on an as-needed basis and for limited periods of time. Incidentally, the driving appli-
cation behind most such deployments is security, e.g. the identification of malicious or
attack traffic, and the need to be able to trace particul ar traffic streamswithin the context
of Lawful Intercept (L1). Special-purpose packet capture systems tend to be at the heart
of most Internet security products in today’s market.

In the next chapter we describe packet-capture systemsin more detail, since their data
form afundamental part of alot of the analyses presented later in this book.

Packet-capture equipment

A packet-capture system typically comprises two different components: (i) a capture
mechanism that collects the data off a physical link and (ii) a high-end system that
can store the data fast enough to avoid loss. As mentioned above, packet capture can
simply rely on port-mirroring, whereby traffic on a specific set of interfaces is mir-
rored to a specific port on a router. The monitoring system then observes the traffic
on the mirroring port, decodes the captured packets and saves them in the appropri-
ate format (libpcap tends to be the format of choice). A second option, in terms of
capture, is to use a special-purpose monitoring card, such as the Endace DAG card,®
used in severa packet-capture prototypes, such as OCXMON [25], Gigascope [102]
and IPMON [81]. Commercial productsin this space typically use their own proprietary
technol ogy.

All packet-capture systems have strict requirements in terms of processing power,
access time to hard disk, memory and acceptable packet-drop rates. In addition, they
need to feature awell calibrated clock in order to allow for the detailed analysis of the
timing information captured across packets (e.g. to study traffic burstiness) and across
systems (e.g. to compute one-way delay). We discuss these requirements in what fol-
lows. Our discussion revolves around the choices made in the Sprint IPMON project.
Despite minor differences between packet-capture systems, we believe that the follow-
ing requirements are shared by all systems in this space. Having said that the detailed
design choices listed below are indeed specific to the IPMON implementation and may
be dlightly different to what is on the market at the time of this publication.

Packet-capture system architecture

Packet-capture systems are high-end computers with a large disk array and a packet-
capture card, such asthe DAG card. For optical links, the DAG card decodesthe SONET
payloads and extracts the IP packets. When the beginning of a packet is identified, the
DAG card generates atimestamp for the packet, extracts the first 48 bytes of the Packet-
Over-SONET (POS) frame, which contains 4 bytes of POS header and 44 bytes of |P
data, and transfers the packet record to the main memory in the PC using DMA (Direct
Memory Access). The format of the packet record is shown in Figure 3.1. If the packet

3 http://www.endace.co.nz/our-products/dag-network-monitoring-cards/
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DAG Packet-record format. POS = Packet-Over-SONET; HDLC = High-Level Data Link
Control.

contains fewer than 44 bytes, the data are padded with zeros. Once 1 MB of data have
been copied to the main memory, the DAG card generates an interrupt, which triggers
an application to copy the data from the main memory to the hard disk. It would be
possible to transfer the data from the DAG card directly to the hard disk, bypassing
the main memory. The main memory, however, is necessary to buffer bursts of traffic,
as described later in this section. Note that the above description refers to version 3 of
the DAG architecture, which may differ to that of newer cards. Later generations of the
DAG card can also support full packet capture, where the entire packet payload can be
decoded and saved on disk, thus facilitating application-layer analysis.

The duration of the packet trace (list of packet records on disk) for the aforemen-
tioned architecture depends on the amount of available storage capacity. Aslink speeds
increase, the same amount of storage is bound to accommodate shorter duration traces.
To address such a potential limitation, newer generations of packet-capture prototypes
have opted for dual operation. Instead of collecting data until they run out of disk space,
new generations of packet monitors employ a*“circular buffer” approach, by which they
emulate continuous operation by overwriting the oldest data. At the same time, in order
to avoid total loss of older information, they provide customizable summaries of older
data with adjustable time granularity. In other words, the network operator can obtain
asummary of al traffic seen by a packet monitor for the recent, or not so recent, past,
but can only recover detailed packet information for a limited number of hours in the
immediate past, the number of which depends on the link utilization and the available
storage capacity.

The five basic design requirements of a typical packet-capture system can be
summarized as follows. It must

e support data rates ranging from 155Mbps (OC-3) to 2.5Gbps (OC-48), and even
10 Gbps (OC-192) and higher;

provide synchronized timestamps;

occupy a minimal amount of physical space;

prevent unauthorized access to trace data;

be capable of remote administration.
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Table 3.2. Data-rate requirements from packet capture equipment

0OC-3 0C-12 0C-48 0C-192

Link rate (Mbps) 155 622 2480 9953
Peak capture rate (Mbps) 248 992 3968 15872
One-hour trace size (GB) 11 42 176 700

In what follows, we describe how the IPMON infrastructure addressed each one of
these requirements. Any packet-monitor infrastructure will need to address the afore-
mentioned challenges, and the recommendations below provide point solutions to the
choices a network operator would need to make.

Data-rate requirements

The data rate of a network link determines the speed at which a DAG card must be
able to process incoming packets. We report the data rates for OC-3, OC-12 and OC-
48 links in the first row of Table 3.2. After the DAG card has received a packet and
extracted the first 44 bytes, the timestamp and additional header information is added
to the packet record and copied to main memory. If there is a sequence of consecutive
packets whose size is less than 64 bytes, then the amount of data that is stored to main
memory is actualy greater than the line rate of the monitored link. The amount of
internal bandwidth required to copy a sequence of records corresponding to minimum-
size TCP packets (40-byte packets) from the DAG card to main memory is shown on
the second row of Table 3.2. While for OC-3 and OC-12 link monitoring a standard
32-bit, 33-MHz PCI bus would have sufficient capacity (1056 Mbps or 132 MB/sec),
monitoring an OC-48 link would probably require afaster PCI bus. A system with a 64-
bit, 66-MHz PCI bus with a capacity of 4224 Mbps (528 MBps) has proven to be able
to keep up at such speeds. Note that it is possible to have non-TCP packets which are
smaller than 40 bytes resulting in even higher bandwidth requirements, but the system
is not designed to handle extended bursts of these packets as they do not occur very
frequently. It is assumed that the small buffers located on the DAG card can handle
short bursts of packets less than 40 bytesin size.

Once the data have been stored in main memory, the system must be able to copy
the data from memory to disk. The bandwidth required for this operation, however,
is significantly lower than the amount of bandwidth needed to copy the data from the
DAG card to main memory, as the main memory buffers bursts of small packets before
storing them to disk. Only 64 bytes of information are recorded for each packet that
is observed on the link. As reported in prior studies, the average packet size observed
on backbone links ranges between 300 and 400 bytes during the busy periods of the
day [193]. Assuming an average packet size of 400 bytes, the disk Input/Output (1/0)
bandwidth requirements are therefore only 16% of the actual link rate. For OC-3 thisis
24.8 Mbps; for OC-12, 99.5Mbps; and for OC-48, 396.8 Mbps. To support these data
rates, a three-disk RAID* array which has an 1/0 capacity of 240 Mbps (30MBps) is

4 The RAID array uses a software RAID controller available with Linux.
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sufficient for the OC-3 and OC-12 systems. To support OC-48 link speeds, a five-disk
RAID array with higher performance disks is needed, capable of supporting 400 Mbps
(50MBps) transfers. The final choice of how many disks and their type primarily
depends on the market availability and the expected transfer rate in MBps. To mini-
mize interference with the data being transferred from the DAG card to memory, the
disk controllers should use a separate PCI bus.

Timestamp requirements

In order to be able to correlate traces collected in diverse geographical locations, the
packet timestamps generated by each packet monitor need to be synchronized to a
global clock signal. For that reason each DAG card features a dedicated clock on
board. This clock runs at a rate of 16 MHz, which provides a granularity of 59.6ns
between clock ticks. Packets are not timestamped immediately when they arrive at the
DAG card. They first pass through a chip, which implements the SONET framing and
which operates on 53 bytes ATM cells. Once this buffer is full, an interrupt is gener-
ated and the packet is timestamped. In other words, timestamping happens on the unit
of 53 bytes, thus introducing a maximum timestamp error of 2 s (the time needed for
the transmission of 53 bytes on an OC-3 link; higher-speed links will introduce smaller
timestamp errors [67]).

Due to room temperature and the quality of the oscillator on board the DAG card,
the oscillator may run faster or slower than 16 MHz. For that reason, it is necessary to
discipline the clocks using an external stratum 1 GPS receiver located at the PoP. The
GPSreceiver outputs a one-pul se-per-second (PPS) signal, which needsto be distributed
to al of the DAG cards at the same geographical location. The most cost-effective way
of distributing the GPS signal across all monitors at the same location is through adaisy
chain. The longer the chain the greater the synchronization error that may be suffered
by the last monitor on the chain. However, note that, even for an 8-meter long chain, that
synchronization error does not exceed 28 ns, the propagation delay of the signal across
the 8-meter long cable.

In addition to synchronizing the DAG clocks, the monitoring systems must also syn-
chronize their own internal clocks so that the DAG clock is correctly initialized. This
can be accomplished using the Network Time Protocol (NTP). A broadcast NTP server
installed on the LAN, and connected to the monitoring systems, is capable of syn-
chronizing the system clocks to within 200ms. This is sufficient to synchronize the
beginning of the traces, and the 1-PPS signal can be used to synchronize the DAG
clock. Given that there will always be an initial period in the packet traces when the
DAG cards will be adjusting their initial clock skew, it is preferrable to ignore the first
few seconds of each trace.

To summarize, in order to achieve high synchronization accuracy between packet
monitors, the monitoring infrastructure needs to feature access to an accurate global
clock and an NTP server. More details on the potential errors introduced by this
architecture are provided in Chapter 4.
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Physical requirements

In addition to supporting the bandwidth requirements of high-speed links, the packet
monitors must also have a large amount of hard disk storage capacity to record the
traces. As the systems may be installed in a commercial network facility, where phys-
ical space is a scarce resource, this disk space must be contained in small form factor.
Using arack-optimized system, OC-3 and OC-12 systems are able to handle 108 GB of
storage in only 4U of rack space.> This allows the system to record data for 9.8 hours
on a fully utilized OC-3 link or 2.6 hours on a fully utilized OC-12 link. The OC-48
systems described in Section 3.5.1 have a storage capacity of 360 GB, but in a slightly
larger 7U form factor. Thisis sufficient to collect a 2-hour trace on afully utilized link.
Fortunately, the average link utilization on most links is less than 50%, alowing for
longer trace collection.

The physical size constraint is one of the major limitations of packet monitors. While
technological advances are bound to lead to higher capacity storage systemsin smaller
form factor, there will always be a tradeoff between the amount of data that can be
collected and the associated occupied physical space. Collecting packet-level traces
reguires significant amounts of hardware, making such an approach non-scalable for
operational monitoring of entire networks.

Security requirements

Packet monitors collect proprietary data about the traffic flowing on top of the monitored
Internet links. Preventing unauthorized access to this trace data is an important design
regquirement of all such systems. Thisincludes preventing access to trace data stored on
the systems, as well as preventing access to the systems in order to collect new data. To
accomplish this, the systems should be configured to accept network traffic only from
specific applications (and potentially only from specific hosts), such as ssh and NTP.
Note that ssh is an authenticated and encrypted communication program, similar to tel-
net, that provides access to acommand line interface to the system. This command line
interface can be chosen as the only way to access trace data that has been collected by
the system and to schedule new trace collections. The ssh daemon running on the moni-
tor should accept connections from well defined servers and use a secure authentication
mechanism (such as an RSA key-based mechanism to authenticate users).

The second type of network traffic accepted by packet-capture systemsis NTP traf-
fic for the synchronization of their internal clock. To make such a configuration more
secure, one can configure packet-capture systems to only accept NTP messages that
are transmitted as broadcast messages on a local network used exclusively by the
packet monitors. All broadcast messages that do not originate on this network should
be filtered.

Remote administration requirements

Finally, packet monitors need to be robust against failures, since they are installed,
in some cases, where there is no human presence. Continuous polling from a specific

5 1U isastandard measure of rack space and is equal to 1.75inches or 4.45cm.
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server can accommodate the detection of failuresin atimely fashion. Query responses
should indicate the status of the DAG cards and of the NTP synchronization. If the
response indicates the failure of either of these components, the server can attempt to
restart the component through an ssh tunnel. If the server is not able to correct the prob-
lem, it can notify the system administrator that manual intervention isrequired. In some
cases, even the ssh connection will fail, and the systems will not be accessible over the
network. To handle this type of failure, the systems should be configured with aremote
administration card that provides the capability to reboot the machine remotely. The
remote administration card could further provide remote access to the system console
during boot time. In cases of extreme failure, the system administrator could choose to
boot from a write-protected floppy installed in the systems and completely reinstall the
operating system remotely.

The one event that cannot be handled remotely is hardware failure. Hardware redun-
dancy is the only way to handle such failures, and should be implemented in the
monitoring infrastructure if packet-monitor uptime is vital to the operation of the
network itself.

Packet capture on demand

Given the importance of packet capture in the debugging of network operation and its
ability to allow greater visibility into the traffic carried on top of an IP network, there
have been recent efforts to standardize its support by routers. Within such proposals,
routers can be instructed to intercept packets that meet specific criteria for a specific
period of time and forward them to a dedicated monitoring station. During such peri-
ods of time, the router replicates the packets that match the specified criterion, while
continuing to forward the packets to their original destination.

Although one of the reasons behind such functionality is the desire to understand the
nature of “unusua” traffic, Cisco has provided such functionality within the grounds
of lawful intercept (LI). The Cisco Service Independent Intercept (SI1) architecture was
developed in response to the need for service provider and Internet service providers
to comply with LI legislation and regulations. The basic premise behind such aneed is
that using Sl ISPs can respond to court orders to report particular communication tak-
ing place through their network, on a par with traditional phone company practices. The
main design challenge behind such an architecture is the need for such intercept actions
to be invisible to network operators and potential offenders. Also, intercept should not
impact the quality of service provided by the network. When capture of complete con-
tent is required, a network operator needs to ensure that there is enough bandwidth and
router processing power.

A generic protocol for the dynamic request of packet capture from network elements
has been further proposed to the IETF. The DTCP (Dynamic Tasking Control Protocol)
isamessage-based interface by which an authorized client may connect to a server (usu-
ally anetwork element or security policy enforcement point) and issue dynamic requests
for data. Aswith SlI, such requests lead to the replication of packets that meet specific
criteria, asidentified in the request. Additional actionsinclude redirection, by which the
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packets are not replicated but redirected to the collection station without being allowed
to reach their intended destination. In certain cases, such an action may involve blocking
of traffic. The protocol itself contains a security architecture to address client or server
spoofing as well as replay prevention. Since controlled network elements may need to
respond to automated requests at a potentially high rate (during the onset of a security
incident), the protocol imposes afast response time on the network elements, especially
given that some of the monitored events may actually last for alimited amount of time.

One advantage of “on-demand” capture is that the network operator does not need
extra equipment close to the monitored router. A second advantage is that storage
requirements are significantly smaller than with afull packet-capture system. The appar-
ent disadvantage of such a solution is that it may overload the monitored network
elements and may have significant bandwidth implications, as all packets need to be
transmitted to the collection station. Nonetheless, it appears to be a definite step in the
right direction.

The need for measurements in network operations

From the previous section it becomes evident that network operators have a range of
tools at their disposal. All these tools pose tradeoffs between the quality of the col-
lected information, their requirements, overheads and cost. In this section we showcase
the types of tasks that could benefit from data sources like the ones mentioned above.
One conclusion the reader may draw at the end of this section is that no single data
source is sufficient to address all the tasks at hand. In addition, providing answers to
the questions network operators pose may require access to more than one data source.
In most cases, the decision on which measurements to collect is going to depend on
the associated cost and overhead, rather than the usefulness of the data itself. What
will become apparent by the end of the book is that a monitoring infrastructure in sup-
port of network operators’ tasks needs to be heterogeneous and feature a combination of
slower-timescale SNM P statistics, aggregate flow statistics, real -time packet capture and
coordinated router-assisted measurements. The rest of the book will focus on the tasks
listed below and present methods for the processing of different network measurements
to achieve the objective at hand.

There are three primary areas where network measurements may be used in network
operations: (1) within aresearch framework, to understand network behavior and design
new metrics that can concisely capture effects of interest (Chapters 4-5); (2) in the
design and planning of an IP network (Chapters 6-11); and (3) in the management
of a network to support secure, high-performance services (Chapters 12-16). In what
follows we briefly outline the type of measurements needed in each area and why.

Research

The research area of network measurements is relatively new. The first packet-capture
prototypes were deployed in large Tier-1 | P networksin the early 2000s. Since that point
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intime, the research community has been primarily interested in collecting vast amounts
of information that would allow it to understand the behavior of |P networks and ways
in which one could formalize tasks typically carried out by network operators, such as
routing optimization, buffer dimensioning, etc. In parallel, alot of attention was focused
on the formalization of network measurement techniques and the design of network
monitors. One of the goals of such an effort was the definition of new metrics, previously
elusive to capture. Examples in that latter category are those of the IP traffic matrix at
different granularities (from router to router, PoP to PoP, etc.), and the queue occupancy
of routers at timescales that may be meaningful in network operation, departing from
5-minute average SNMP counts.

Buffer dimensioning

Today's IP backbones are designed to meet very stringent loss, delay and availability
requirements. The typical provisioning rule in effect in most large-scale IP networks is
that of overprovisioning. Links are not supposed to exceed 50% utilization. The moti-
vation behind such achoiceisnot only to limit queue occupancy and cross-router delay,
but also to provide robustness to failures; for instance, if a link fails, then even if al
its traffic is rerouted to a single neighboring link, that latter link will not reach pro-
hibitive utilization levels that will cause packet drops. In reality, link utilization across
operational Tier-1 networksisfar lower than 50%.

Despite such low utilization levels, however, there are till no guarantees that the
delays experienced by packets end-to-end are acceptable. Apart from the occasional
end-to-end delay measurements performed by anetwork operator, thereislittlevisibility
into the delays experienced by customer traffic. SNMP is capable of reporting average
or maximum queue occupancy values across 5-minute intervals on a per link basis, but
these metrics can hardly relate to the performance experienced by the user.

Packet-level measurements can be used to measure the end-to-end delay experi-
enced by packets in the Internet and across routers. In both cases, one would need to
track individual packets across monitors and compute the time elapsed between their
appearance at the monitoring points. In Chapter 4, we use packet monitors to mea
sure the delay experienced by packets while crossing a single high-performance router
in an operational backbone network. The analysis of the collected results sheds light
onto the dynamics of router queues and appropriate metrics for delay performance.
The understanding of the burstiness of traffic and a router’s ability to handle traffic
bursts is essential for dimensioning buffer capacities. The best current practice on siz-
ing buffers without explicit knowledge of their behavior across time can be found in
refs. [24,72,207].

Data requirements: Packet measurements.

Traffic matrix

The traffic matrix of a network captures the amount of traffic flowing between any
ingress and egress point in the network. Traffic may be defined in bytes or packets and
its value is bound to evolve with time. As such, a traffic matrix is a dynamic entity,
which typically expresses the average amount of traffic seen between two locations
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during a pre-specified period of time, say 5 minutes. The ingress and egress points can
be further flexibly defined to correspond to PoPs, routers, or even links, and customers.

Despite the fact that atraffic matrix isavital input to most network design and plan-
ning tasks, its measurement in an P setting is not atrivial task. One needs not only to
keep track of the source and destination | P address of traffic asit enters the network, but
also to correlate this information with real-time routing information that can identify its
egress point, i.e. the final location inside the network before the packet is delivered to
itsfinal destination or to a peering network or customer. In Chapter 5 we show how one
can measure or estimate the traffic matrix of an IP backbone network and how we can
minimize the associated overhead.

Data requirements: Flow information and routing information.

Designing new metrics/developing new capabilities

Both Chapters 4 and 5 study the behavior of two network quantities that are rather elu-
sive to capture with today’s technology: the instantaneous queue length and the traffic
matriX. The underlying problem is the need for fine-grain information, such as packet
timing information and real-time routing updates. Both chapters recommend ways in
which the measurement of these quantities could become commonplace. It is debatable
whether such support will ever become an integral part of router technology. Nonethe-
less, the research community has been instrumental in identifying metrics of interest
and recommending efficient methods for their computation. Only in the presence of
fine-grain measurements can one achieve such a result.

Data requirements: Packet measurements and routing information.

Network design

The design of an ISP network entails a number of tasks aimed at providing a network
with predictable performance, stable behavior and inherent robustness to potential fail-
ures. Fundamental inputs to all such tasks are detailed measurements about the traffic
flowing on top of the network and the historical behavior of its network elements, such
as failures etc. Network design could be further partitioned into the following tasks:
(i) topology design, which deals with the positioning of the network elements and the
interconnections between them, (ii) traffic engineering, which deals with the manage-
ment of traffic flow and its predictable treatment in case of failure, and (iii) the evolution
of the network, in terms of addition or upgrades of networking equipment, and the links
used in their interconnection.

Topology design

ISP backbones typically consist of a set of edge/core routers interconnected by high-
speed links. The connectivity between a given set of routers (and hence the router-
to-router topology) should be based on the traffic exchanged between every pair of
routers. For example, there is little justification for adding a direct link between two
routers that exchange a negligible amount of traffic. On the other hand, adding a direct
link between two routers that exchange large volumes of traffic may actually improve
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end-to-end latency. The availability of accurate traffic matrices is essential in such a
task. Additional information on the physical layout of fiber paths allows an operator
to evaluate aternative designs in case direct interconnection is not possible due to the
excessive cost of adding a new fiber.®

Further information on the reliability of the network elements and communication
links is needed to design a robust topology. Using information on the short-and long-
term failure statistics of different network elements can alow a network operator to
introduce the appropriate amount of redundancy. In Chapters 7 an 8, such information
isused to allow anetwork operator to map I P links on physical-layer pathsin away that
IP layer links between locations exhibit sufficient diversity at the physical layer (they
feature at least two different physical-layer paths).

Data requirements: Flow information, routing information, failure information,
network element configuration and maps.

Traffic engineering

The goal of traffic engineering is to transport traffic across a network in order to opti-
mize resource utilization and achieve good performance. Thereis an intrinsic coupling
between the traffic that a network has to carry and the routing policies that determine
how this traffic is carried across the network. For example, consider an ISP that uses
a link-state protocol such as |S-1S/OSPF for intra-domain routing. Knowledge of the
traffic matrix is crucial for setting 1SS link weights and for evaluating the suitability
or performance of any routing protocol. The reason is that the link weights will attract
or detract traffic from specific parts of the network, achieving appropriate utilization
levels across links and acceptable end-to-end delays primarily determined by the length
of the path followed by different flows. Detailed understanding of the amount of traffic
impacted by particular routing configuration changes can alow anetwork operator more
flexibility in achieving the desirable outcome through specific changes in 1S- SJOSPF
link weights. In addition, an understanding of the interaction between BGP and IGP
can further enable a network operator to decide on appropriate BGP policies and their
impact on their own as well as neighboring networks (see Chapters 9 and 10).

Data requirements: Flow information, routing information, Maps and SNMP data.

Capacity planning and forecasting
Traffic measurements and routing information are key to effective capacity planning.
Measurements can identify traffic bottlenecks, which may then be removed by upgrad-
ing the capacity of some links and/or creating new paths by adding links or routers. If
an ISP can successfully predict the links that would be affected by adding a new cus-
tomer or a peering link, it can plan ahead and upgrade those links and/or adjust router
configurations to avoid congestion.

Successful capacity planning can be achieved only by accurately forecasting the
growth of traffic in the network. Inaccurate forecasts can cause a network to oscillate
between having excessive capacity and inadequate capacity, which in turn affects the

6 Adding afiber in an existing fiber conduit is far cheaper than digging a new conduit.
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predictability of performance. Statistical forecasting techniques that predict growth in
traffic based on past traffic data should be a central component of the forecasting pro-
cess. In Chapter 11 we describe a measurement-based method for the forecasting of
when and where upgrades will be needed in the core of an IP network given its histor-
ical growth trends. Use of this information, along with marketing predictions, is likely
to enhance significantly current best practicesin this area.

Data requirements: SNMP data, network element configuration and maps.

Application classification

The ability of anetwork operator to classify traffic accurately into network applications
directly determines the success of many network management tasks and the definition
of strong and reliable business strategies. Network planning, traffic engineering, ser-
vice level agreement and quality of service monitoring, peering relationship reports,
application-content billing and real-time service marketing are just a few examples.
Unfortunately the classification of Internet traffic into network applications is not an
easy task. Many techniques have been proposed that explore the classification of appli-
cations based on ports, strings, numerical properties and pattern behavior of the data
stream. Unfortunately, the proliferative growth of new applications and the extensive
usage of encryption techniques mean that these techniques are not reliable candidates
when used as a stand-alone method. In Chapter 12 we explain the reasons for this, and
in Chapters 13 and 14 we propose two promising novel methods that may accomplish
this important task.

Data requirements: Flow information and packet measurements.

Data- and control-plane security

The primary challenge faced by today’s service providers is maintaining service pre-
dictability, availability and high quality of delivery (i.e. QoS) in the presence of
an outbreak of malicious traffic source from one/multiple end points spread across
one/multiple network boundaries. DDoOS, Internet worms, viruses, Spam over email
and VolIP, phishing and Click-Fraud are just a few examples of malicious threats that
service providers have to face every single day. While the above threats are focused
on degrading application and network performance and availability, making their effect
clearly visible at the flow and packet level, i.e. data plane, new types of threats aimed at
gaining control of the entire data communication between two end hosts have recently
also become the focus of network operators, i.e. control plane. In contrast to data-plane
threats, the latter act on the routing infrastructure and their activity is completely trans-
parent to the data plane. Examples of such are prefix hijacking, routing hijacking and
AS path-spoofing. Due to the great amount of attention received by network security
these days, in Chapter 15 we present a novel methodology aimed at detecting a large
set of data-plane anomalies, and in Chapter 16 we look more deeply into control-plane
anomalies.

Data requirements: Flow information, packet measurements and BGP information.
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The need for monitoring in ISP network design and management

Summary

In this chapter, we have discussed the requirements of a monitoring infrastructure that
forms part of the design, management and operation of an IP backbone network. We
have discussed the need for a monitoring infrastructure comprising a coarse-grained
component for continuous network-wide monitoring and a fine-grained component for
on-demand monitoring.

We discussed some key implementation challenges for the proposed two-level mon-
itoring system. This includes support of monitoring functionality on routers and the
design of special monitoring systems capable of capturing and analyzing packet-level
information.

Furthermore,we described the diverse applications of network measurements in the
context of network provisioning. It is evident that network management and planning
for large ISP networks is a very challenging task. Current market conditions dictate
optimal use of the network resources and performance within the bounds defined in
rather competitive SLAs. Network measurements can provide the necessary knowledge
that could allow the formalization of different network provisioning and planning tasks.
Moreover, the development of sound methodological approaches toward the estimation
of different performance metrics can serve as a framework, according to which ISPs,
and customers, can evaluate the performance offered by packet-switched networks such
asthe Internet.

The next two chapterswill elaborate on waysin which network operators can measure
and quantify instantaneous queue sizes on routers, and ways in which they can measure
or infer their network’s traffic matrix.



Understanding through-router delay

End-to-end packet delay is an important metric to measure in networks, both from the
network operation and application performance points of view. An important compo-
nent of this delay is the time for packets to traverse the different switching elements
aong the path. This is particularly important for network providers, who may have
SLAs specifying alowable values of delay across the domains they control. A funda
mental building block of the path delay experienced by packets in IP networks is the
delay incurred when passing through a single IP router. In this chapter we go through
a detailed description of the operations performed on an IP packet when transitting an
IP router and measurements of their respective time to completion, as collected on an
operationa high-end router. Our discussion focuses on the most commonly found router
architecture, which is based on a cross-bar switch.*

To quantify the individual components of through-router delay, we present results
obtained through a unique set of measurements that captures all packets transmitted on
all links of an operational access router for a duration of 13 hours. Using this data set,
this chapter studies the behavior of those router links that experienced congestion and
reports on the magnitude and temporal structure of the resulting packet delays. Such an
analysisreveal sthat cases of overload in operational P linksin the core of an IP network
do exist, but tend to be of small magnitude and low frequency. One would expect that
such behavior may be singificantly different at the edge of the Internet, where overload
may occur more freguently.

Using the knowledge acquired through the analysis of the collected data, the second
part of the chapter looks into the derivation of a physical model for router-delay perfor-
mance. Throughout, we confirm the prevailing assumption that the bottleneck of current
router architectures isin the output queues, and justify the commonly used fluid output
queue model for an IP router. We go further to demonstrate that refinements to the orig-
inal model are possible and lead to excellent accuracy. One of the main conclusions of
thisanalysisisthat the gap between queueing theory and practice is not that big, aslong
asone is capable of incorporating enough reality into the model.

Portions of this chapter are reprinted or adapted from N. Hohn, D. Veitch, K. Papagiannaki, and

D. Veitch (2004). “Bridging router performance and queueing theory.” In ACM Sigmetrics, pp. 355-366;

http://doi.acm.org/10.1145/1005686.1005728.

1 An dternative architecture utilizes shared memory instead of across bar, thusintroducing different through-
router-delay behavior.
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Having derived a simple model for through-router delays, the third part of the chap-
ter combines the insight from the data analysis and the model derivation to address the
question of how one could derive appropriate delay statistics that can be effectively
summarized and reported while revealing enough detail about the delay process itself.
The current best practice relies on the inference of delay from SNMP utilization. In
other words, anetwork operator assumes that through-router delay is acceptable aslong
asthe 5-minute average link utilization (provided through SNMP) does not exceed 60%
or 70% (where the exact utilization number is determined according to prior experience
with performance at those utilization levels). Using a simple counterexample, the chap-
ter argues that such atechnique is fundamentally flawed, since queueing delay strongly
depends on the structure of the traffic arriving at the router, which is hard to predict. On
the other hand, direct on-the-router measurements are shown to convey the appropriate
information, while requiring limited processing and memory resources.

Finaly, we take a look into the localized periods of congestion, as measured in
the collected data. We call such short-lived periods of congestion micro-congestion
episodes, and we study their causes and the way they manifest themselvesin operational
large-scale | P networks.

A router under the microscope

We begin our discussion with a brief description of the virtual output queued router
architecture and the measurements that will be used for its study.

Router architecture

The discussion focuses on one particular type of router architecture; astore & forward
router that is based on a cross-bar switching fabric and makes use of Virtual Output
Queues (VOQs). What this meansisthat (i) apacket needs to be fully stored in memory
before being processed and forwarded to the appropriate output link (store & forward),
(it) apacket is broken down into smaller units, called cells, and transmitted to its output
link across a cross-bar switch that connects each input link with each output link, and
(iii) each input link implements a virtual output queue for each destination link. The
router itself features anumber of linecardsthat can be of different technology, with each
linecard controlling theinput and output directions of the samelink. Such an architecture
can be found in the Cisco GSR routers. For further details, please seeref. [129].

A typical datapath followed by a packet crossing this kind of router is as follows.
First, when a packet arrives at the input link of a linecard, its destination address is
looked up in the forwarding table. This does not occur, however, until the packet com-
pletely leaves the input link and fully arrives in the linecard’'s memory — the “store”
part of store & forward. Virtual output queuing means that each input interface has a
separate First In First Out (FIFO) queue dedicated to each output interface. The packet
is stored in the appropriate queue of the input interface, where it is decomposed into
fixed-length cells. When the packet reaches the head of line, it is transmitted through
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the switching fabric cell by cell (possibly interleaved with competing cells from VOQs
at other input interfaces dedicated to the same output interface) to its output interface
and reassembled before being handed to the output link scheduler — the “forward” part
of store & forward. The packet might then experience queuing before being serialized
without interruption onto the output link. In queuing terminology it is“served” at arate
equal to the bandwidth of the output link, and the output processis of fluid type because
the packet flows out gradually instead of leaving in an instant.

In the above description the packet might be queued both at the input interface
and the output link scheduler. However, in practice such routers have the capacity to
switch packets at a much higher rate than their input bandwidth, which means that any
significant queuing should only take place in the output link scheduler.

Overheads of different encapsulation layers

To study the behavior of through-router delays, we present findings from the instru-
mentation of an operational VOQ router at the access of a large-scale |P network; this
router facilitates the connection of four customers to the backbone network. The router
isa Cisco GSR with interfaces that use the High-level Data Link Control (HDLC) pro-
tocol as atransport layer to carry |P datagrams over a Synchronous Optical NETwork
(SONET) physical layer. Packet-over-SONET (POS) is a popular choice to carry IP
packets in high-speed networks because it provides a more efficient link layer than
classical IP-over-ATM, and faster failure detection than other broadcast technologies.
However, given the HDLC-over-SONET encapsulation, a link’s effective bandwidth is
no longer equal to its nominal value.

The first level of encapsulation is the SONET framing mechanism. A basic SONET
OC-1 frame contains 810 bytes and is repeated with an 8 kHz frequency. Thisyields a
nominal bandwidth of exactly 51.84Mbps. Since each SONET frame is divided into
a transport overhead of 27 bytes, a path overhead of 3bytes and an effective payload
of 780bytes, the bandwidth accessible to the transport protocol, also called the effec-
tive bandwidth, is in fact 49.92 Mbps. OC-n bandwidth (with n e {3, 12, 48, 192})
is achieved by merging n basic frames into a single larger frame and sending it at
the same 8-kHz rate. The bandwidth accessible to the transport protocal, is therefore
(49.92 % n) Mbps. For instance, the effective bandwidth of an OC-3 link is exactly
149.76 Mbps.

The second level of encapsulation is the HDLC transport layer. This protocol adds
5bytes before and 4 bytes after each |P datagram, irrespective of the SONET interface
speed [179].

These layer overheads mean that, in terms of queuing behavior, an IP datagram of
size b bytes carried over an OC-3 link should be considered as a (b + 9)-byte packet
transmitted at 149.76 Mbps. The importance of these seemingly technical pointswill be
demonstrated in Section 4.3.

Timestamping of POS packets
Measuring packet delays through operational routers requires highly accurate synchro-
nization. To ensure such a degree of accuracy, al measurements were made using
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high-performance passive monitoring DAG cards [64] (described in Chapter 3). The
monitoring of the OC-3 and OC-12 links was done using DAG 3.2 cards, while OC-48
links were monitored using DAG 4.11 cards. The cards use different technologies to
timestamp POS packets.

DAG 3.2 cards are based on a design dedicated to ATM measurement and therefore
operate with 53-byte chunks corresponding to the length of an ATM cell. The POS
timestamping functionality was added at a later stage without altering the original 53-
byte processing scheme. However, since POS frames are not aligned with the 53-byte
divisions of the POS stream operated by the DAG card, significant timestamping errors
occur. In fact, atimestamp is generated when anew SONET frame is detected within a
53-byte chunk. This mechanism can cause errors of up to 2.2 uson an OC-3 link [67].

DAG 4.11 cards are dedicated to POS measurement and do not suffer from the above
limitations. They look past the POS encapsulation (in this case HDLC) to timestamp
each |P datagram consistently after the first (32-bit) word has arrived.

As adirect consequence of the characteristics of the measurement cards, timestamps
on OC-3 links have a worst-case precision of 2.2us. Adding errors due to potential
GPS synchronization problems between different DAG cards |eads to aworst-case error
of 6.s[81]. This number should be kept in mind when we assess the router model
performance.

Experimental setup

The data analyzed in this chapter were collected in August, 2003, at a gateway router of
Sprint’s Tier-1 network. The requirement behind the experimental setup was the moni-
toring of all links of an operational router, which translated to the search for routers that
featured linecards that could be monitored using DAG cards, i.e. OC-3, OC-12 and OC-
48 rates at the time of the experiment, and were located in one of the locations already
monitored using packet-capture systems. Moroever, the target router needed to have no
more than five or six links, such that it can be monitored using ten or twelve monitor-
ing boxes at most. Such a search returned a single match, a router with six interfaces
that, if monitored, accounted for more than 99.95% of al traffic flowing through it. A
small Ethernet link carrying less than five packets per second was not monitored due to
the unavailability of additional monitoring boxes and the respective DAG cards; given
the small amount of traffic affected, such an omission was considered acceptable. The
experimental setup isillustrated in Figure 4.1. Two of theinterfaces are OC-48 linecards
connecting to two backbone routers (BB1 and BB2), while the other four connect cus-
tomer links: two trans-Pacific OC-3 linecards to Asia (C2 and C3), one OC-3 (C1) and
one OC-12 (C4) linecard to domestic customers.

Each DAG card was synchronized with the same GPS signal and output a fixed-
length 64-byte record for each packet on the monitored link. The details of the record
depend on the link type (ATM, SONET, or Ethernet). In our case, al the IP pack-
ets were carried with the Packet-Over-SONET (POS) protocol, and each 64-byte
record consisted of 8bytes for the timestamp, 12bytes for control and POS head-
ers, 20 bytes for the IP header and the first 24 bytes of the IP payload (Figure 3.1).



Fig. 4.1.

413

4.1 A router under the microscope 51

L J ooy
[ W
@D | ap

;T A
BB1 in = = put
out - 0C48 0C3 - in C1
» out
0C3 | in C2
= GPS clock
> t signal
ocs [ ot 3 9 ]
in ——— » out
BBZ it < 0c48 oc12| in C4

v v

A\ y

Experimental setup: gateway router with 12 synchronized DAG cards monitoring 99.9% of
al IP traffic flowing through. © ACM, 2004.

We captured 13 hours of mutually synchronized traces, representing more than 7.3
billion IP packets or 3 TBytes of traffic. The DAG cards were physically located close
enough to the router so that the time taken by packets to go between them could be
neglected.

Packet matching

The next step after the trace collection is the packet-matching procedure. It consists in
identifying, acrossall thetraces, the records corresponding to the same packet appearing
at different interfaces at different times. In our case, the records al relate to a single
router, but the packet-matching program can also accommodate multi-hop situations.
We describe below the matching procedure, and illustrate it in the specific case of the
customer link C2-out. Our methodology follows ref. [156].

We match identical packets coming in and out of the router by using a hash table.
The hash function is based on the CRC algorithm and uses the | P source and destination
addresses, the |P header identification number and, in most cases, the full 24-byte IP
header data part. In fact, when a packet size is less than 44 bytes, the DAG card uses
a padding technique to extend the record length to 64 bytes. Since different models
of DAG cards use different padding content, the padded bytes are not included in the
hash function. Our matching algorithm uses a sliding window over all the synchronized
tracesin parallel to match packets hashing to the same key. When two packets from two
different links are matched, a record of the input and output timestamps, as well as the
44-byte POS payload, is produced. Sometimes two packets from the same link hash to
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the same key because they are identical; these packets are duplicate packets generated
by the physical layer [162]. They can create ambiguities in the matching process and
are therefore discarded; however, their frequency is monitored.

The task of matching packets is computationally intensive and demanding in terms
of storage: the total size of the result files rivals that of the raw data. For each output
link of the router, the packet-matching program creates one file of matched packets
per contributing input link. For instance, for output link C2-out, four files are created,
corresponding to the packets coming, respectively, from BB1-in, BB2-in, C1-in and
C4-in (the input link C3-in has virtually no traffic and is discarded by the matching
agorithm). All the packets on alink for which no match could be found were carefully
analyzed. Apart from duplicate packets, unmatched packets comprise packets going to
or coming from the small unmonitored link, or sourced and destined from/to the router
itself. There could also be unmatched packets due to packet drops at the router. Since
the router did not drop a single packet over the 13 hours (verified using the respective
SNMP counters), no such packets were found.

Assume that the matching algorithm has determined that the mth packet of output
link Aj corresponds to the nth packet of input link ;. This can be formalized by a
matching function M, obeying

M(Aj, m) = (Aj,Nn). (4.2

The matching procedure effectively defines this function for all packets over all output
links. Packets that cannot be matched are not considered part of the domain of definition
of M.

Table 4.1 summarizes the results of the matching procedure. The percentage of
matched packets is at least 99.6% on each link, and is as high as 99.98%, showing

Table 4.1. Trace details

Each packet trace was collected on August 14, 2003, between 03:30 and 16:30 UTC. They
comprise 7.3 billion IP packets and 3 TBytes of |P traffic.

Set Link No. of packets Averagerate Matched packets Duplicate packets Router traffic
(Mbps) (% total traffic) (% total traffic) (% total traffic)

BB1 in 817883374 83 99.87% 0.045 0.004
out 808319378 53 99.79% 0.066 0.014
BB2 in 1143729157 80 99.84% 0.038 0.009
out 882107803 69 99.81% 0.084 0.008
Cl out 103211197 3 99.60% 0.155 0.023
in 133293630 15 99.61% 0.249 0.006
C2 out 735717147 77 99.93% 0.011 0.001
in 1479788404 70 99.84% 0.050 0.001
C3 out 382732458 64 99.98% 0.005 0.001
in 16263  0.003 N/A N/A N/A
C4 out 480635952 20 99.74% 0.109 0.008

in 342414216 36 99.76% 0.129 0.008
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Table 4.2. Breakdown of packet matching for output link C2-out

Set Link No. of matched packets Traffic on C2-out

c4 in 215987 0.03%
C1 in 70376 0.01%
BB1 in 345796 622 47.00%
BB2 in 389153772 52.89%
Cc2 out 735236757 99.93%

convincingly that almost all packets are matched. In fact, even if there were no dupli-
cate packets and if absolutely all packets were monitored, 100% could not be attained
because of router-generated packets, which represent roughly 0.01% of all traffic in our
data set.

The packet-matching results for the customer link C2-out are detailed in Table 4.2.
For thislink, 99.93% of the packets can be successfully traced back to packets entering
the router. In fact, C2-out receives most of its packets from the two OC-48 back-
bone links BB1-in and BB2-in. Thisis illustrated in Figure 4.2, where the utilization
of C2-out across the full 13hours is plotted. The breakdown of traffic according
to packet origin shows that the contributions of the two incoming backbone links
are roughly similar. This is the result of the Equal-Cost MultiPath (ECMP) policy
employed in the network when packets may follow more than one (equal-cost) path
to the same destination. While the utilization in Mbps (Figure 4.2(a)) gives an idea
of how congested the link might be, the utilization in packets per second is impor-
tant from a packet-tracking perspective. Since the matching procedure is a per packet
mechanism, Figure 4.2(b) illustrates the fact that roughly all packets are matched:
the sum of the input contributions is almost indistinguishable from the output packet
count.

In the remainder of the chapter, we focus on link C2-out becauseiit isthe most highly
utilized link and is fed by two faster links. It is therefore the best candidate for observ-
ing queuing behavior within the router. The reasons behind such queue buildup are
investigated in Section 4.5.

Preliminary delay analysis

In this section we analyze the data obtained from the packet-matching procedure. We
start by carefully defining the system under study, and then present the statistics of
the delays experienced by packets crossing it. The point of view is that of looking at
the outside of the router, seen largely as a “black box,” and we concentrate on simple
statistics. In the next section we begin to look inside the router, where we examine
delaysin greater detail.
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Fig. 4.2. Utilization for link C2-out in (a) megabits per second (Mbps) and (b) kilo packets per second

(kpps). Thetotal output curve C2-out (see the shaded curvein (i)) is hidden by the sum of all
input links (see the solid linein (i)), in agreement with the 99.93% packet-matching result of
Table 4.2. Curves (ii) and (iii) depict input BB2-in to C2-out and input BB1-in to C2-out,
respectively. The contributions from links C1-in and C4-in are too small to be visible. ©ACM,
2004.
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System definition

Recall the notation from equation (4.1): the mth packet of output link A j correspondsto
the nth packet of input link A;. The DAG card timestamps an | P packet on the incoming
interface side as t (A, n), and later on the outgoing interface at time t(A j, m). Asthe
DAG cards are physically close to the router, one might think to define the through-
router delay ast (A j, m)—t (i, n). However, we know from Section 4.1.1 that the DAG
timestamps packets in different ways. Depending on the version number, this would
amount to defining the router “system” in a somewhat arbitrary way.

For self-consistency and extensibility to a multi-hop scenario, where we would like
individual router delaysto add, there should be symmetry between the arrival and depar-
tureinstants of the packet to the router. It isnatural to focus on the end of the (IP) packet
for two reasons. (1) asa store & forward router, the output queue is the most important
component to describe. It istherefore appropriate to consider that the packet has left the
router when it completes its service at the output queue, that is when it has completely
exited the router. (2) Again as a store & forward router, no action (e.g. the forwarding
decision) is performed until the packet has fully entered, which moreover it must do at
the input line rate. Thus the input buffer can be considered as part of the input link, and
arrival at the router only occurs with the last bit.

The arrival and departure instants in fact define the “ system,” which is the part of the
router which we study, and is not exactly the same asthe physical router asit excisesthe
input buffer. This buffer, being acomponent that is already understood, does not have to
be modeled or measured. Defining the system in this way can be compared to choosing
the most practical coordinate system to solve a given problem.

We now establish the precise relationships between the DAG timestamps defined
earlier and the time instants 7 (i, n) of arrival and 7 (A j, m) of departure of a given
packet to the system as just defined. Denote by |, = L, the size of the packet in bytes
when indexed on links A; and A j, respectively, and let 6; and ® j be the corresponding
link bandwidths in bits per second. We denote by H the function giving the depth of
bytesinto the IP packet where the DAG timestampsit; H isafunction of the link speed,
but not the link direction. For agiven link A;, H isdefined as follows:

Hj) =4 if A isanOC-48link,
=b if A isanOC-3or OC-12link,

where we take b to be a uniformly distributed integer between zero and min(l;, 53)
to account for the ATM-based discretization described earlier. We can now derive the
desired system arrival and departure event times:

T(Ai.n) =t(i. n) + 8y — H(10))/6i. (4.2)
T(Aj,m) =t(Aj, m) +8(Lm — H(A}))/Oj.

These events and event times are displayed schematically in Figure 4.3.
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Four snapshotsin the life of a packet crossing the router. (a) The packet is timestamped by the
DAG card monitoring the input interface at time t (Aj, n), at which point it has already entered
the router, but not yet the system. (b) It has finished entering the router (arrives at the system) at
time z(Aj, n) and (c) istimestamped by the DAG at the output interface at time t (A j, m). (d) It
fully exits the router (and system) at time 7 (A j, m). ©ACM, 2004.

With the above notations, the through-system delay experienced by packet m on link
A j isdefined asfollows:
dii.a (M) = T(Aj, M) — T(Ai, N). (4.3

To simplify the notation, we shorten thisto d(m) in what follows.

Delay statistics

Figure 4.4 shows the minimum, mean and maximum delays experienced by packets
going from input link BB1-in to output link C2-out over consecutive 1-minute inter-
vals. As observed in ref. [156], there is a constant minimum delay across time, up to
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10ms are due to option packets. ©ACM, 2004.

timestamping precision. The fluctuations in the mean delay roughly follow the changes
in the link utilization presented in Figure 4.2. The maximum delay value has a noisy
component with similar variations to the mean, as well as a spiky component. All the
spikes above 10 ms have been individually studied. The analysis revealed that they are
all caused by IP packets carrying options. Option packets take different, specific paths
through the router since they are processed through software, while all other packets are
processed with dedicated hardware. This explains why they take significantly longer to
cross the router.

In any router architecture, it islikely that a component of delay will be proportional
to packet size. This is certainly the case for store & forward routers, as discussed in
ref. [111]. To investigate this here we compute the “ excess’” minimum delay experienced
by packets of different sizes, that is not including their transmission time on the output
link, which is a packet-size-dependent component that is already understood. Formally,
for every packet size L, we compute

A(L) = rTr1Ti1n{d(m) —8ln/0jllm = L}. (4.9

Note that our definition of arrival time to the system conveniently excludes another
packet-size-dependent component, namely the time interval between beginning and
completing entry to the router at the input interface.

Figure 4.5 shows the values of A (L) found for the output link C2-out. The I P packet
sizes observed varied between 28 and 1500 bytes. We assume (for each size) that the
minimum value found across 13 hours corresponds to the true minimum, i.e. that at
least one packet encountered no contention on its way to the output queue and no
packet in the output queue when it arrived there. In other words, we assume that the
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system was empty from the point of view of this input—output pair. This means that the
excess minimum delay corresponds to the time taken to make a forwarding decision
(not packet-size-dependent), to divide the packet into cells, transmit it across the switch
fabric and reassemble it (each being a packet-size-dependent operation), and finally to
deliver it to the appropriate output queue. The step-like curve means that there exist
ranges of packet sizes with the same minimum transit time. Thisis consistent with the
fact that each packet is divided into fixed-length cells, transmitted through the back-
plane cell by cell and reassembled. A given number of cells can therefore correspond to
a contiguous range of packet sizes with the same minimum transit time.

Modeling

Having established our system definition, and defined and observed the main character-
istics of what we are measuring, we are now in a position to exploit the completeness
of the data set to look inside the system. This enables usto find a physically meaningful
model which can be used both to understand and predict the end-to-end system delay
very accurately.

The fluid queue

Wefirst recall some basic properties of FIFO queuesthat will be central in what follows.
Consider a FIFO queue with asingle server of deterministic service rate ., and let t; be
the arrival time to the system of packet i of size L; bytes. We consider that the entire
packet arrives instantaneously (which models a fast transfer across the switch), but that
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it leaves progressively as it is served (modeling the output seriaization). Thusit is a
fluid queue at the output but not at the input. Nonetheless, we will for convenience refer
toit asthe “fluid queue”

Let W; bethe time packet i waits before being served. The service time of packeti is
simply Lj/u, so the system time, that is the total amount of time spent in the system, is
just given by

Si=W; + h (4.5)
"
The waiting time of the next packet (i + 1) to enter the system can be expressed by the
following recursion:

Li +
Wil = [Wi + e (tig1 — ti)i| , (4.6)

where [x]T = max(x, 0). The service time of packet i + 1 is given by

Sit1=1[Si — (tipqa —t)]" + ﬁ (4.7
Let U(t) denote the amount of unfinished work at time t, that is the time it would
take, with no further inputs, for the system to drain completely. The unfinished work at
the instant following the arrival of packet i is nothing other than the end-to-end delay
that that packet will experience across the queuing system. It is therefore the natural
mathematical quantity to consider when studying delay. Note that it is defined at all real
timest.

Simple router model

The delay analysis of Section 4.2 revealed two main features of the system delay that
should be taken into account in a model: the minimum delay experienced by a packet,
which is size-, interface- and architecture-dependent, and the deterministic delay cor-
responding to the time spent in the output buffer, which is a function of the rate of the
output interface only.

The delay across the output buffer could by itself be modeled by the fluid queue
as described above; however, it is not obvious how to incorporate the minimum-delay
property in asensible way.

Assume, for instance, that the router has N input links contributing to a given output
link and that a packet of size b arriving on link j experiences at least the minimum
possible delay A j(b) before being transferred to the output buffer. A representation of
this situation is given in Figure 4.6(a). Our first problem is that, given different tech-
nologies on different interfaces, the functions A1, ..., Ay are not necessarily identical.
The second isthat we do not know how to measure, to take into account, the potentially
complex interactions between packets which do not experience the minimum excess
delay but instead experience some larger value due to contention with cross traffic.

We addressthisby simplifying the picture further, in three ways. First, we assume that
the minimum delays are identical across al input interfaces: a packet of size b arriving
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on link j now experiences an excess minimum delay A(b) = minj{Aj(b)}. Second,
we assume that the multiplexing of the different input streams takes place before the
packets experience their minimum delay. By this we mean that we preserve the order
of their arrival times and consider them to enter a single FIFO input buffer. Finally, we
ignoreall complex interactionsbetween theinput streams. Our highly simplified pictureis
shown in Figure 4.6(b). We will justify these simplifications aposteriori in Section 4.3.3,
where the comparison with measurement shows that the model isremarkably accurate.

Let us now analyze the model. Suppose that a packet of size b enters the system at
timet™ and that the amount of unfinished work in the system at timet~ wasU (t7) >
A(b). The following two scenarios produce the same total delay:

(1) the packet experiences adelay A(b), then reaches the output queue where it has to
wait U (t) — A(b) > 0 before being served;

(2) the packet reaches the output queue straight away and hasto wait U (t) before being
served.

In other words, as long as there is more than A (b) amount of work in the queue when
a packet of size b enters the system, the fact that the packet should wait A(b) before
reaching the output queue can be neglected. Once the system is busy, it behaves exactly
like asimple fluid queue. Thisimplies that no matter how complicated the front end of
the router is, one can simply neglect it when the output queue is sufficiently busy. The
simplicity and robustness is the main reason behind choosing the model.

A system equation for our two-stage model can be derived as follows. Assume that
the system is empty at timet, and that a packet ko of size lp enters the system at time
t(;r . It waits A (bg) before reaching the empty output queue, where it immediately starts
being served. Its servicetimeisbg/u, and therefore its total system timeis given by

%:Amm+%. (4.8)



433

4.3 Modeling 61

Suppose a second packet enters the system at time t; and reaches the output queue
before the first packet has finished being served, i.e. t1 + A(l1) < to + So. It will start
being served when packet ko leaves the system, i.e. at top + Sp. Its system time will
therefore be given by

L
Sy = So— (tg — to) + 71 (4.9)

The same recursion holds for successive packets k and k 4+ 1 as long as the amount
of unfinished work in the queue remains above A(lx41) when packet k 4+ 1 enters the
system:

k1 + Allk+1) <t + Sk. (4.10)

Therefore, aslong as equation (4.10) is verified, the system times of successive packets
are obtained by the same recursion as for the case of abusy fluid queue:

Lk+1
Ski1 = Sk — (tepr — ) + M* . (4.11)

Suppose now that packet k + 1 of size ly41 enters the system at time thr 1 and that
the amount of unfinished work in the system at timet,, issuchthat 0 < U(t, ;) <
A(lg+1). Inthis case, the output buffer will be empty by the time packet k + 1 reaches
it after having waited A (k1) in thefirst stage of the model. The service time of packet
k + 1 istherefore given by

Lk
Sci1 = Al + M”. (4.12)

A crucial point to note here is that, in this situation, the output queue can be empty but
the system remains busy with a packet waiting in the front end. Thisis also true of the
actual router.

Once the queue has drained, the system isidle until the arrival of the next packet. The
time between the arrival of a packet to the empty system and the time when the sys-
tem becomes empty again defines a system busy period. In this brief analysis, we have
assumed an infinite buffer size. It is a reasonable assumption since it is quite common
for aline card to be able to accommodate up to 500 ms worth of traffic.

Evaluation

We now evaluate our model and compare its results with our empirical delay measure-
ments. The model delays are obtained by multiplexing the traffic streams BB1-in to
C2-out and BB2-in to C2-out and feeding the resulting packet train to the model in an
exact trace driven “simulation.” Figure 4.7 shows two sample paths of the unfinished
work U (t) corresponding to two fragments of real traffic destined to C2-out. A vertical
jump marks the arrival time of a new packet. The resultant new local maximum is the
time taken by the newly arrived packet to cross the system, that is its delay. The black
dots represent the actual measured delays for the corresponding input packets. In prac-
tice, the queue state can only be measured when a packet exits the system. Thus the
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black dots can be thought of samples of the continuous U (t) function from the model,
and agreement between the two seems very good.

In order to see the limitations of our model, we focus on a set of busy periods on link
C2-out involving 510 packets all together. Figure 4.8(a) shows the system times experi-
enced by incoming packets, both from the model and from measurements. The largest
busy period has a duration of roughly 16 ms and an amplitude of more than 5ms. Once
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again, the model reproduces the measured delays very well. Figure 4.8(b) shows the
error of our model, that is the difference between measured and modeled delays at each
packet arrival time, plotted on the same time axis asin Figure 4.8(a).

There are three main points one can make about the model accuracy. First, the abso-
lute error is within 30 .s of the measured delays for amost al packets. Second, the
error ismuch larger for afew packets, as shown by the spiky behavior of the error plot.
These spikes are due to a local reordering of packets inside the router that is not cap-
tured by our model. Recall from Figure 4.6 that we made the simplifying assumption
of swapping the multiplexing and delay operator in our router model. This means that
packets exit our system in the exact same order as they entered it. However, in practice,
local reordering can happen when alarge packet arrives at the system on one interface
just before a small packet on another interface. Given that the minimum transit time of
a packet depends linearly on its size (see Figure 4.5), the small packet can overtake the
large one and reach the output buffer first. Once the two packets have reached the output
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buffer, the amount of work in the system is the same, irrespective of their arrival order.
Thusthese local errors do not accumulate. Intuitively, local reordering requires that two
packets arrive almost at the same time on two different interfaces. This is much more
likely to happen when the links are busy. This is in agreement with Figure 4.8, which
shows that spikes always happen when the queuing delays areincreasing, asign of high
local link utilization.

The last point worth noticing is the systematic linear drift of the error across a busy
period duration. Thisis dueto the fact that our queuing model drains slightly faster than
thereal queue. We could not confirm any physical reason why the effective bandwidth of
thelink C2-out is smaller than what was predicted in Section 4.1.1. Theimportant point
to make here isthat this phenomenon is only noticeable for very large busy periods, and
islost in measurement noise for most busy periods.

The model presented above has some limitations. First, it does not take into account
the fact that a small number of option packets will take a“slow” software path through
the router instead of being entirely processed at the hardware level. As a result, option
packets experience adelay much larger than the other packets before reaching the output
buffer, but, asfar asthe model is concerned, transit times through the router only depend
on packet sizes. Second, the output queue stores not only the packets crossing the router,
but also the “unmatched” packets generated by the router itself, as well as control POS
packets. These packets are not accounted for in the model.

Despite its simplicity, our model is considerably more accurate than other single-hop
delay models. Figure 4.9(a) compares the errors made on the packet delays from the OC-
3link C2-out presented in Figure 4.8 with three different models: our two-stage model; a
fluid queue with OC-3 nominal bandwidth; and afluid queue with OC-3 effective band-
width. As expected, with asimple fluid model, i.e. when one does not take into account
the minimum transit time, al the delays are systematically underestimated. |f moreover
one chooses the nominal link bandwidth (155.52 Mbps) for the queue instead of a care-
fully justified effective bandwidth (149.76 Mbps), the errors inside a busy period build
up very quickly because the queue drains too fast. Thereisin fact only a 4% difference
between the nominal and effective bandwidths, but this is enough to create errors up
800 sinside alarge busy period.

Figure 4.9(b) shows the cumulative distribution function of the delay error for a
5-minute window of C2-out traffic. Of the delays inferred by our model, 90% are
within 20 us of the measured ones. Given the timestamping precision issues described
in Section 4.1.1, these results are very satisfactory.

We now evaluate the performance of our model over the entire 13 hours of traffic
on C2-out as follows. We divide the period into 156 intervals of 5minutes. For each
interval, we plot the average relative delay error against the average link utilization. The
results are presented in Figure 4.9. The absolute relative error is less than 1.5% for the
whole trace, which confirms the excellent match between the model and the measure-
ments. For large utilization levels, the relative error grows due to the fact that large busy
periods are more frequent. The packet delays therefore tend to be underestimated more
often due to the unexplained bandwidth mismatch occurring inside large busy periods.
Overall, our model performs very well for alarge range of link utilizations.
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Understanding and reporting delay performance

In Section 4.3 we saw that the presented router model can accurately predict delays
when the input traffic isfully characterized. However, in practice, the traffic isunknown,
which iswhy network operatorsrely on available simple statistics, such as curves giving
upper bounds on the delay as a function of the link utilization, when they want to infer
packet delays through their network. The problem is that these curves are not unique
and depend heavily on the traffic characteristics. To illustrate this important point, we
briefly give two examples.

First, we perform the following experiment: within each 5-minute window of aggre-
gated traffic destined to C2-out, we replace the original packet arrival times by a Poisson
process with the same rate and keep the packet sizes unchanged. The newly created
Poisson traffic therefore only differs from the original in its packet arrival times. We
feed both the real traffic and the Poisson traffic through our model and compare the
mean delay experienced by packets within each 5-minute window. In Figure 4.10 we
plot for each 5-minute window the average packet delay asafunction of thelink utiliza-
tion. For a given utilization, packets from the Poisson traffic systematically experience
smaller delaysthan the original packets. Although not surprising, thisshowsvery clearly
that a curve of mean delay versus link utilization depends strongly on the statistics of
the input traffic, and is not universal.

Now suppose that thereisagroup of back-to-back packetson link C2-out. Thismeans
that the local link utilization is 100%. However, this does not imply that these packets
have experienced large delays inside the router. They could in fact very well be coming
back-to-back from the input link C1-in with same bandwidth as C2-out. In this case,
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they would actually flow through the router with minimum delay in the absence of
cross traffic.

These two arguments show how misleading utilization can be as a way of inferring
packet delays. To improve the inference of packet-delay performance, one needs to
understand the source of large delays, that is the queue build-up events in the output
buffer. Instead, we propose to study performance-related questions by going back to the
source of large delays. queue buildups in the output buffer. Using our understanding
of the router mechanisms obtained from our measurements and modeling work of the
previous sections, we now describe the statistics and causes of busy periods, and propose
a simple mechanism that could be used to report useful delay information on arouter.

Busy periods

Definition

Recall from Section 4.3 that we defined busy periods as the time between the arrival
of a packet in the empty system and the time when the system goes back to its empty
state. The equivalent definition in terms of measurements is as follows: a busy period
starts when a packet of size b bytes crosses the system with a delay A(b) + b/u and
ends with the last packet before the start of another busy period. This definition, which
makes full use of our measurements, is alot more robust than an alternative definition
based solely on packet inter-arrival times at the output link. For instance, if one were
to detect busy periods by using timestamps and packet sizes to group together back-to-
back packets, the following two problems would occur. First, timestamping errors could
lead to wrong busy period separations. Second, and more importantly, according to our
system definition from Section 4.3.2, packets belonging to the same busy period are not
necessarily back-to-back on the output link (see equation (4.12)).

Statistics

To describe busy periods, we begin by collecting per-busy-period statistics, such as
duration, number of packets and bytes, or amplitude (maximum delay experienced by
apacket inside the busy period). The Cumulative Distribution Functions of busy-period
amplitudes and durations are plotted in Figures 4.11(a) and (b) for a 5-minute traffic
window. For this traffic window, 90% of busy periods have an amplitude smaller than
200 s, and 80% last lessthan 500 ps. Figure 4.11(c) shows ascatter plot of busy-period
amplitudes against busy-period durations for amplitudes |arger than 2 mson link C2-out
(busy periods containing option packets are not shown). There does not seem to be any
clear pattern linking amplitude and duration of a busy period in this data set, although
the longer the busy period, the larger its amplitude.

A scatter plot of busy-period amplitudes against the median delay experienced by
packets inside the busy period is presented in Figure 4.11(d). One can see a linear,
abeit noisy, relationship between maximum and median delay experienced by packets
inside a busy period. This means intuitively that busy periods have a “regular” shape,
i.e. busy periods during which most of the packets experience small delays and only a
few packets experience much larger delays are very unlikely.
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Origins

Our full router measurements alow us to go further in the characterization of busy
periods. In particular, we can use our knowledge about the input packet streams on each
interface to understand the mechanisms that create the busy periods observed on our
router output links. It is clear that busy periods are created by alocal packet arrival rate
larger than the output link service rate. This can be achieved by a single input stream,
the multiplexing of different input streams, or a combination of both phenomena. We
now illustrate these different mechanisms.

Let us first understand how the collection of busy periods shown in Figure 4.8 was
created. To do so, we store the individual packet streams BB1-in to C2-out and BB2-in
to C2-out, feed them individually to our model and obtain virtual busy periods. The
delays obtained are plotted in Figure 4.12(a), together with the true delays measured on
link C2-out. In the absence of cross traffic, the maximum delay experienced by packets
from each individual input stream is around 1 ms. However, the largest delay for the
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multiplexed inputsis around 5ms. The large busy period istherefore due to the fact that
the delays of the two individual packet streams peak at the same time. This non-linear
phenomenon isthe basic ingredient explaining all the large busy periods observed in our
traces. We go into more detail on the causes behind busy periodsin Section 4.5. A more
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surprising example is illustrated in Figure 4.12(b), which shows one input stream cre-
ating at most a 1 ms packet delay by itself and the other a succession of 200 .s delays.
The resulting congestion episode for the multiplexed inputs is again much larger than
the individual contributions. A different situation is shown in Figure 4.12(c), where one
link contributes almost all the traffic of the output link for a short time period. In this
case, the measured delays are almost the same as the virtual ones caused by the busy
input link.

It is interesting to note that the three large busy periods plotted in Figures 4.12(a)—
(c) al have a roughly triangular shape. Figures 4.12(d)—f) show that this is not due
to aparticular choice of busy periods. Of course, as expected, the larger the amplitude
of the busy period, the smaller the number of such busy periods, indicating that con-
gestion in C2-out is not persistent. For each 5-minute interval, we detect the largest
packet delay, we denote by tg the corresponding packet arrival time, and we plot the
delays experienced by packets between 10 ms before and 15ms after tp. The result-
ing sets of busy periods are grouped according to the largest packet delay observed:
Figure 4.12(d) corresponds to busy periods with a largest amplitude between 5ms and
6 ms, Figure 4.12(e) between 4 ms and 5ms; and Figure 4.12(f) between 2msand 3ms.
For each of Figures4.12(d), (€) and (f), the black line highlights the busy period detailed
in Figures 4.12(a), (b), and (c), respectively. The striking point is that most busy peri-
ods have aroughly triangular shape. The largest busy periods have dlightly less regular
shapes, but atriangular assumption can still hold. We are using thisinteresting empirical
finding to describe a novel performance reporting scheme that can capture the structure
of busy periods on arouter interface.

These results are reminiscent of the theory of large deviations, which states that rare
events happen in the most likely way. Some hints on the shape of large busy periodsin
(Gaussian) queues can be found in ref. [19], where it is shown that, in the limit of large
amplitude, busy periods tend to be antisymmetric about their midway point. Thisisin
perfect agreement with what we see here.

Modeling busy periods

Although atriangular approximation may seem very crude at first, we now study how
useful such amodel could be. To do so, wefirstillustratein Figure 4.13 abasic principle:
any busy period of duration D secondsis bounded above by the busy period obtained in
the case where the D seconds worth of work arrive in the system at maximum input link
speed. The amount of work then decreases with slope —1 if no more packets enter the
system. In the case of the OC-3 link C2-out, fed by the two OC-48 links BB1 and BB2
(each link being 16 timesfaster than C2-out), it takes at least D /32 sfor theload to enter
the system. From our measurements, busy periods are quite different from their theoret-
ical bound. The set of busy periods shown in Figures 4.8 and 4.12(a) is again plotted in
Figure 4.13 for comparison. One can seethat the busy-period amplitude A ismuch lower
than the theoretical maximum, in agreement with the scatter plot of Figure 4.11(c).

In the rest of the chapter, we model the shape of a busy period of duration D and
amplitude A by a triangle with base D, height A and same apex as the busy period.
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Thisis illustrated in Figure 4.13 by the triangle superposed over the measured busy
period. This very rough approximation can give surprisingly valuable insights on packet
delays. We define our performance metric as follows. Let L be the delay experienced
by a packet crossing the router. A network operator might be interested in knowing how
long a congestion level larger than L will last on average, because this gives a direct
indication of the performance of the router.

Let d_ a.p bethelength of time the workload of the system remains above L during
a busy period of duration D and amplitude A, as obtained from our delay analysis. Let
d™) _ bethe approximated duration obtained from the shape model. Both d| A p and

L,A,D
dqu,)*D are plotted with a dashed line in Figure 4.13. From basic geometry one can
show that

d™

L,AD —

{ D1—-L/A) ifA>L 4.13)

0 otherwise.

In other words, dET,L’D isafunction of L, A and D only. For the metric considered,
a two-parameter family (A, D) is therefore enough to describe busy periods, and the
knowledge of the position of the busy-period maximum does not improve our estimate
of d|_, A.D-

Denote by ITa p the random process governing (A, D) pairs over time. The mean
length of time during which packet delays are larger than L is given by

T = de,A,D dl—IA,D. (4.14)

Note that T can be approximated by our busy period model as follows:

L
T = /dl(_T’LYD dMap = / D (1— K) dMa p. (4.15)
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We use equation (4.15) to approximate Tp on the link C2-out. The results are plotted
in Figure 4.14 for two 5-minute windows of traffic with different average utilizations.
For both utilization levels, the measured durations (solid line) and the results from the
triangular approximation (dashed line) are fairly similar. This shows that our very sim-
ple triangular shape approximation captures enough information about busy periods to
answer questions about duration of congestion episodes of a certain level. The small
discrepancy between data and model can be considered insignificant in the context of
Internet applications because a service provider will realistically only be interested in
the order of magnitude (1 ms, 10 ms, 100 ms) of a congestion episode greater than L.
Our simple approach therefore fulfils that role very well.

Let us now qualitatively describe the behaviors observed in Figure 4.14. For a small
congestion level L, the mean duration of the congestion episode is also small. Thisis
due to the fact that alarge number of busy periods have an amplitude larger than L, as
seen, for instance from the amplitude CDF in Figure 4.11(a). Since, however, most busy
periods do not exceed L by alarge amount, the mean duration of the congestion episode
issmall. It isalso worth noting that the results are very similar for the two different link
utilizations. This means that busy periods with small amplitude are roughly similar at
this timescale and do not depend on the link utilization.

As the congestion level L increases, the mean duration first increases as there are
still a large number of busy periods with amplitude greater than L on the link. Most
busy periods are larger than L, and therefore the mean duration increases. With an even
larger congestion level L, however, fewer and fewer busy periods are considered. The
onesthat do cross the threshold L do so for asmaller and smaller amount of time, up to
the point where there are no busy periods larger than L in the trace.
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Reporting busy-period statistics

The study presented above shows that one can obtain useful information about delays
by using both the amplitude and duration of busy periods. Now we look into ways in
which such statistics could be concisely reported.

We start by forming busy periods from buffer occupancy measurements and collect-
ing (A, D) pairs during 5-minute intervals (a feasible number for SNMP reporting).
This is feasible in practice since the buffer size is aready accessed, for example, by
active queue management schemes. Measuring A and D iseasily performed on-line. In
principle, we need to report the pair (A, D) for each busy period in order to recreate the
process ITa p and evaluate equation (4.15). Since this represents a very large amount
of datain practice, we instead assume that busy periods are independent and therefore
that the full process ITa p can be described by the joint marginal distribution Fa p of
A and D. Thus, for each busy period we simply need to update a sparse 2-D histogram.
The bin sizes should be as fine as possible, consistent with available computing power
and memory. We do not consider these details here; they are not critical since, at the end
of the 5-minute interval, amuch coarser discretization is performed in order to limit the
volume of datafinally exported. We control thisdirectly by choosing N bins for each of
the amplitude and the duration dimensions.

Aswe do not know apriori what delay values are common, the discretization scheme
must adapt to the traffic to be useful. A simple and natural way to do thisis to select
bin boundaries for D and A separately based on quantiles, i.e. on bin populations. For
example, asimple equal population scheme for D would define bins such that each con-
tained (100/N )% of the measured values. Denote by M the N x N matrix representing
the quantized version of Fa p. Theelement p(i, j) of M isdefined as the probability of
observing a busy period with duration between the (i — 1)th and ith duration quantile,
and amplitude between the (j — 1)th and jth amplitude quantile. Given that, for every
busy period, A < D, the matrix is triangular, as shown in Figure 4.15. Every five min-
utes, 2N bin boundary values for amplitude and duration, and N2/2 joint probability
values, are exported.

The 2-D histogram stored in M contains the 1-D marginas for amplitude and
duration, characterizing, respectively, packet delays and link utilization. In addition,
however, from the 2-D histogram we can see at a glance the relative frequencies
of different busy-period shapes. Using this richer information, together with a shape
model, M can be used to answer performance-related questions. Applying this to the
measurement of T, and assuming independent busy periods, equation (4.15) becomes

L
T = /dﬂ}\,D dFap = /A D (1— K) dFa p. (4.16)

To evaluate this, we need to determine a single representative amplitude A; and average
duration D for each quantized probability density value p(i, j), (i, j) € {1, ..., N},
from M. One can, for instance, choose the center of gravity of each of the tiles plotted
in Figure 4.15. For agiven level L, the average duration T can then be estimated by
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where ni_ is the number of pairs (Aj, Dj) such that Aj > L. Estimates obtained
from equation (4.17) are plotted in Figure 4.14. They are fairly close to the measured
durations, despite the strong assumption of independence.

The above gives just one example, for the metric T,, of how the reported busy-
period information can be used; however, other performance-related questions could be
answered in asimilar way. In any case, our reporting scheme provides far more insight
into packet delays than currently available statistics based on average link utilization,
despite its simplicity.

Micro-congestion episodes and their causes

From the previous results, it is evident that, while core routers feature output buffers
capable of holding on the order of 500 msto 1 sof data, delaysrarely exceed millisecond
levels. When examined on finer timescales, however, during localized periods of con-
gestion, or micro-congestion episodes, delays can still reach levelswhich are of concern
to core network providers bound by SLAs. Typically, backbone networks are structured
in a hierarchy, where link bandwidths decrease as one moves from the long-haul links
connecting different PoPs (OC-192 as of 2008), through those interconnecting core
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routers within a PoP (OC-48 to OC-192), down to access links connecting customers
to access routers (OC-3, OC-12 or gigabit Ethernet). The access links, being closer to
the edge of the network, are more interesting to study from the delay perspective for
two reasons. First, thelist of potential causes of delaysin anetwork widens as we move
toward the edge. Second, an access link is typically managed by the customer. SLAs
therefore do not apply, and the link may be run at higher load levels to lower costs,
again increasing the potential for congestion. The aim of this final part of Chapter 4 is
to examinein detail the causes of micro-congestion episodes in an access router leading
away from the core, with a particular emphasis on delays. Although afull separation is
not possible, there are, nonetheless, different generic “causes’ or mechanisms of con-
gestion in general, and delay in particular, which can be identified. Briefly, these are
related to:

e reduction in link bandwidth from core to access
e multiplexing of multiple input streams
e degree and nature of burstiness of traffic input stream(s).

In particular, we seek to answer the question “What is the dominant mechanism respon-
sible for delays?’ in such a context. More generally, a knowledge of the relative
importance of different causes of higher than usual delay, and their interactions, gives
insight into how delays may evolve in the future, potentially extending our findings to
environments beyond the single router studied here.

Congestion mechanisms

Fundamentally, all congestion is due to one thing: too much traffic. The different mech-
anisms above relate to different ways in which traffic can be built up or concentrated,
resulting in atemporary shortage of resources in the router. To explain the mechanisms
precisely, we must have a model of router operation, asit is the router which will mul-
tiplex traffic arriving from different high-speed links and deliver it (in this case) to the
lower-speed output link. For this purpose, we use the model of Section 4.3.

In the framework of the model, micro-congestion can now be precisely understood
as the statistics of delays suffered during busy periods, which are time intervals where
the system is continuously busy, but idle to either side. Here, by “system” we mean a
given output interface and the portion of the router, leading from the input interfaces,
related to it. Note, however, that packets are deemed to arrive at the system only after
they have fully arrived at one of the input interfaces involved. For an input link, we will
use “busy period” in a different, but related, sense, to refer to a train of back-to-back
packets (corresponding to a busy period of the output link of the router upstream). We
can now discuss the three mechanisms.

Bandwidth reduction

Clearly, in terms of average rate, the input link of rate u; could potentialy overwhelm
the output link of rate o < wi. Thisdoes not happen for our data over long timescales,
but locally it can, and does, occur. The fundamental effect isthat a packet of size p bytes,
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which hasawidth of p/ui secondson theinput wire, isstretched to p/uo seconds at the
output. Thus, packetswhich aretoo close together at theinput may be“ pushed” together
and forced to queue at the output. In thisway, busy periods at theinput can only worsen:
individually they are all necessarily stretched, and they may also then meet and merge
with others. Furthermore, new busy periods (larger than just a single packet) can be
created that did not exist before. This stretching effect also corresponds, clearly, to an
increasein link utilization; however, it isthe small-scal e effects, and the effect on delay,
that we emphasize here. Depending on other factors, stretching can result in very little
additional delay or significant buildups.

Link multiplexing

For a given output link, input traffic will typically arrive from different traffic streams
over different input links. Thisis particularly the case given the ECM P routing currently
deployed by network providers for load balancing purposes. Whether these streams are
correlated or not, the superposition of multiple streams increases the packet “density”
at all scales and thereby encourages both the creation of busy periods at the output and
the inflation of existing ones. To first order thisis simply an additive increasein utiliza-
tionlevel. Again, however, the effect on delays could either be very small or significant,
depending on other factors.

Burstiness

It iswell known that traffic is highly variable or bursty on many timescales [160]. The
duration and amplitude (the highest degree of backlog reached) of busy periods will
depend upon the details of the packet spacings at the input, which is another way of
saying that it depends on the input burstiness. For example, packets which are aready
highly clustered can more easily form busy periods via the bandwidth-induced “stretch-
ing” above. To put it in adifferent way, beyond the first-order effect of utilization level,
effects at second order and above can have a huge impact on the delay process.

Methodology and results

In order to study micro-congestion episodes, we continue our analysis on the full router
data set that has been the focal point of this chapter. As mentioned before, our mea-
surements cover al the links of an operational P router at the edge of the network,
serving four customers and connecting to two different backbone routers at OC-48 rate.
With one exception, every link on the router has an average link utilization below 50%
and thus experiences low congestion, and in particular low delays (99.26% were below
0.5ms). The exception, which we study in detail here, is an access link at OC-3 rate
fed from the two OC-48 backbone links, where average utilizations measured over 5-
minute intervals reached as high as 80%. Busy periods on this link lasted up to 15ms,
and resulted in maximum through-router delays as high as 5ms. In what follows we



Fig. 4.16.

4.5 Micro-congestion episodes and their causes 77

400 T T T T T

300

workload (us)
N
o
S

-

o

o
T

0 | | L J L L L

2800 3000 3200 3400 3600 3800 4000
time (us)

5

Q

! H I NN

o

: ||

Q

£

The bandwidth reduction effect. Bottom: input/output bar plots: busy periods on the OC-48 input
and OC-3 output links. Top: resulting queueing workload process. The output busy periods are
longer and far fewer than at the input.

look into 13 hours of data, comprising more than 129 000 busy periods. The complete-
ness of this data set, and the analysis methodology, allows us to measure in fine detail
the evolution of busy periods both on the input links and in the router itself. We can
therefore empirically answer essentially any question regarding the formation and com-
position of busy periods, or on the utilization and delay aspects of congestion, that we
wish. In queueing terminology we have full access to the entire sample path of both the
input and output processes and the queueing system itself.

An example of the sample path of the queue workload at the output covering over
three busy periods is given in Figure 4.16. The first packet arrives at the output link
and finds an empty queue. The amount of time to clear the output queue is equal to
the amount of time it takes to transmit a packet of that size at the output rate (OC-3).
The second packet is aso transmitted without facing any queueing delay. However, the
spacing between the third, fourth and fifth packet on the input link is not sufficiently
large for the packets to be transmitted at the lower speed OC-3 link without delaying
the packets behind them. We can clearly see the workload building up, forming amicro-
congestion episode.

In order to quantify the contribution of the three mechanisms in the formation of
micro-congestion episodes, we are going to use the concept of “semi-experiments’ (see
ref. [95] for details of this concept). Using the actual recorded input traffic we are going
to explore virtual scenarios by feeding datathrough the physical router model of Section
4.3 and observing the output queue. The experiments take the following form. First, a
“total” traffic stream St is selected. It is fed through the model with output rate . and
the locations and characteristics of al the resulting busy periods are recorded. Note that
even in the case when St isthe full set of measured traffic, we still must use the model to
determine when busy periods begin and end, as we can only measure the system when
packets arrive or depart, whereas the model operatesin continuous time.
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For a given busy period we denote its starting time by ts, its duration by D, its
amplitude, that is the maximum of the workload function (the largest of the delays
{dj} suffered by any packet), by A, and we let ta be the time when A occurred. When
we need to emphasise the dependence on the stream or the link bandwidth, we write
A(St, ) and so on.

We next select a substream Sg of traffic according to some criteria. We wish to know
the extent to which the substream contributes to the busy periods of the total stream.
We evaluate this by feeding the substream into the model, since the detailed timing
of packet arrivals is crucial to their impact on busy-period shape and amplitude. The
focus remains on the busy periods of the total stream, even though the substream has its
own busy-period structure. Specifically, for each busy period of St we will look at the
contribution from Sg appearing in the interval [ts, ta] during which it was building up to
its maximum A. Exactly how to measure the contribution will vary depending upon the
context. It isin fact not possiblein general to separate fully the congestion mechanisms,
as the busy-period behavior is aresult of a detailed interaction between al three. The
extent to which separation is feasible will become apparent as the results unfold.

Reduction in bandwidth

Let us illustrate the first mechanism in Figure 4.16. The two “bar plots’ visualize
the locations of busy periods on the OC-48 input link (lower horizontal bar) and the
resulting busy periods following transmission to the smaller OC-3 output link (upper
horizontal bar). For thelatter, we al so graph the corresponding system workload induced
by the packets arriving at the busy period, obtained using the model. We clearly see
that the input busy periods — which consist typically of just one or two packets — have
been stretched and merged into a much smaller number of much longer busy periods
at the output.

In order to quantify the “stretching” effect, we perform a virtual experiment where
the total traffic stream St isjust one of the main input OC-48 streams. By restricting to
just asingle input stream, we can study the effect of link bandwidth reduction without
interference from multiplexing across links. In this case our “substream” is the same as
thetotal stream (Ss = St), but evaluated at adifferent link rate. We quantify “ stretching
and merging” using the normalized amplification factor (AF):

_ AT, o) o
 maxy Ax(ST. i) i
where AF > 1. The amplitude for the substream is evaluated across all k busy periods
(or partial busy periods) that fall in [ts, ta]. In simple cases where packets are well
separated, so that all busy periods at both the input and output consist of just a single
packet, stretching is purely linear and AF = 1. If queueing occurrs so that non-trivial
busy periods form at the output, then AF > 1. The size of the AF is an indication of
the extent of the delay increase due to stretching. If the utilization at the output exceeds
unity then theoretically it will grow without bound.
We present the cumul ative distribution function for the AF in Figure 4.17 for each of
the main input streams separately. Less than 5% of the busy periods are in the ‘linear’



Fig. 4.17.

454

4.5 Micro-congestion episodes and their causes 79

F(x)

— link 1 [
--- link 2
0 L J

1 10 70

stretching and merging metric

Empirical distribution functions of the amplification factor for the OC-48 input streams.

regime with minimal delay detected via AF = 1. The mgjority are significantly ampli-
fied by the non-linear merging of input busy periods into larger-output busy periods.
If instead we had found that in most cases the AF was close to unity, it would have
been an indication that most of the input traffic on that link was shaped at OC-3 rate
upstream.

To get afeeling for the size of the values reported in Figure 4.17, note that arealis-
tic upper bound is given by AF = 240000, corresponding roughly to a 500 ms buffer
being filled (in asingle busy period) by 40 byte packets well separated at the input, that
would induce a maximum workload of 129 swhen served at OC-48 rate. A meaningful
value worthy of concern is AF = 1030, corresponding to delays of 20 ms built up from
375 byte packets, the average packet size in our data.

Link multiplexing

To examine the impact of multiplexing across different input links, we let the total
stream St be the full set of measured traffic. The ramp-up period, [ts, ta], for two busy
periods of St are shown as curves labeled (i) in Figures 4.18 and 4.19. We select our
substreams to be the traffic from the two OC-48 backbone links, S1 and S2. By looking
at them separately, we again succeed in isolating multiplexing from the other two mech-
anisms in some sense. However, the actual impact of multiplexing is still intimately
dependent on the “stretch-transformed” burstiness structure on the separate links. What
will occur cannot be predicted without the aid of detailed traffic modeling. Instead, we
will consider how to measure what does occur and see what we find for our data.
Figures 4.18 and 4.19 show the delay behavior (consisting of multiple busy periods)
due to the separate substreams over the ramp-up period. The non-linearity is striking:
the workload function is much larger than the simple sum of the workload functions
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of the two input substreams, although they comprise virtualy al of the total traffic.
Each individual link contributes less than 1 ms of workload at worst. Similar results
were briefly presented in Section 4.4.2. Nonetheless, the multiplexed traffic leads to a
significantly longer ramp-up period that reaches more than 5 ms of maximum workload
at ta ontheright of the plot.
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To quantify this effect we define the “link multiplexing” ratio as follows:

LM = X Ak (Si, o)
A(STv I’LO)

which obeys LM € [0, 1]. Values close to zero indicate that the link has a negligible
individual contribution. Therefore if all substreams have small values, the non-linear
effect of multiplexing is very strong. In contrast, if LM ~ 1 for some link, then it is
largely generating the observed delays itself, and multiplexing may not be playing a
major role. Large values of LM are in fact subject to ambiguity, asillustrated in Figure
4.19, where the ratio is large for both links. The busy period has a bimodal structure.
Thefirst modeis dominated by link 1; however, itsinfluence has died off at timeta, and
sois not significantly responsible for the size of A.

Theresultson LM are presented in Figure 4.20. |n more than 95% of the busy periods,
traffic from each individual link contributes to less than 60% of the actual busy-period
amplitude. Therefore, it appears that multiplexing is an important factor overall for the
delays experienced over the access link.

Flow burstiness

There are many definitions of burstiness. It is not possible to address this issue fully
without entering into details requiring traffic models, which is beyond the scope of this
book. A look at burstiness of Internet traffic can befound in ref. [63]. We therefore focus
on burstiness related to 5-tuple flows to investigate the impact that individual flows, or
groups of flows, have on overall delays. We begin by letting the total traffic St be that
fromasinglelink, to avoid the complicationsinduced by multiplexing. In order to obtain
an insight into the impact of flow burstiness, we first select as a substream the “worst”
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individual flow in St in the simple sense of having the largest number of packetsin the
ramp-up period [ts, ta]. Two extreme examples of what can occur in the ramp-up period
are given in Figures 4.21 and 4.22. In each case the busy-period amplitude is large;
however, the flow contribution varies from minimal in Figure 4.21 to clearly dominant

in Figure 4.22.

To refine the definition of worst flow and to quantify itsimpact we proceed asfollows.
For each busy period in the total stream we classify traffic into 5-tuple flows. We then
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use each individua flow S; as a substream and measure the respective A(Sj, o). The
worst or “top” flow is the one with the largest individual contribution. We define “flow
burstiness’ (FB) asfollows:
maxy Ak (Sj, 1o)

A(ST, o)
where, as before, the inner maximum is over al busy periods (or partial busy periods)
of therelevant substream falling in[ts, ta]. Thetop flow may or may not be the one with
the greatest number of packets.

Our top flow metric takes values FB < (0, 1]. If the FB is close to zero, then we know
that all flows have individually small contributions. Alternatively if the FB is large,
then, similarly to the LM, there is some ambiguity. We certainly know that the top flow
contributes significant delay, but in the case of bimodality this flow may not actualy be
responsible for the peak defining the amplitude. In addition, knowledge about the top
flow can say nothing about the other flows.

We present the cumulative distribution function for the FB in Figure 4.23 for each of
the OC-48 links. For more than 90% of the busy periods the contribution of the top flow
was less than 50%. In addition, for 20% of the busy periods the contribution of the top
flow was minimal (for example, asin Figure 4.21), that is it was the smallest possible,
corresponding to the system time of a single packet with size equal to the largest one
appearing in the flow. If the top flow has little impact, it is natural to ask if perhaps a
small number of top flows together could dominate. One approach would be to form
a stream of the n largest flows in the sense of the FB. However, as the choice of n is
arbitrary, and it is computationally intensive to look over many values of n, we first
change our definition to select a more appropriate substream. We define a flow to be
bursty if its substream generates a packet delay which exceeds the minimal delay (as
defined above) during the ramp-up period. Note that only very tame flows are not bursty

FB = max;
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by this definition! We denote by Sy the substream of St that corresponds to all bursty
flows, and we compute the new flow burstiness metric as follows:

VL Ak (Sp, o)
A(STv H/O)

As before, FB" € [0, 1], and its value can be interpreted in an analogous way to
before. The difference is that, as the substream is much larger in general, a small value
is now extremely strong evidence that individual flows do not dominate. Note that it is
possible that no flow is bursty, in which case FB’ = 0, and therefore that the top flow is
not necessarily bursty. This has the advantage of avoiding the classification of aflow as
dominant, thereby giving the impression that it is bursty in some sense, ssimply because
atrivial flow dominates atrivial busy period. Our results are presented in Figure 4.23.
As expected, the contribution of S, to the busy period is more significant: in 20% of
cases it exceeds 60%. On the other hand, 20% of the busy periods had FB’ equal or
close to zero, indicating that they had no bursty flows. Indeed, we found that only 7.7%
of all flowsin our dataset were classified as “bursty” according to our definition. Only
in avery small number of cases does the top or the subset of bursty flows account for
the majority of the workload (for example, as in Figure 4.22). Consequently, it seems
that in today’s network flow dynamics have little impact on the delays experienced by
packets in core networks.

Lessons learned

In this chapter we looked into the characterization of congestion episodes, their fre-
guency, duration and amplitude. We clearly demonstrated that the current network oper-
ator practice of using 5-minute average utilization values to “predict” user-experienced
delay is fundamentally flawed. Using actual measurements collected from operational
routers we studied the delays experienced by packets as they cross commercial routers,
and we derived a model that allowed us to propose a highly accurate method to report
on delay performance through arouter. Using the derived model, we further studied the
main causes of micro-congestion in today’s networks. Interestingly, we saw that flow
burstiness has little impact on the formation of micro-congestion episodes; probably
due to limited capacity at the last mile. In contrast, flow multiplexing, and in particular
the reduction of link capacity from the core to the edge, appear to be significant causes
of queue buildups in today’s highly overprovisioned backbone networks. We should
however note that even though queue buildups were observed in our data, they were
never followed by packet loss and they never exceeded 6 ms in amplitude. Given that
the monitored link featured 80% utilization on a 5-minute average, it constituted prob-
ably one of the highest utilized links across the entire network, reducing the likelihood
that other links around the network exhibited similar queueing behavior.



Traffic matrices: measurement,
inference and modeling

The traffic matrix (TM) of a telecommunications network measures the total amount
of traffic entering the network from any ingress point and destined to any egress point.
The knowledge captured in the TM constitutes an essential input for optimal network
design, traffic engineering and capacity planning. Despite its importance, however, the
TM for an IP network is a quantity that has remained elusive to capture via direct mea-
surement. The reasons for this are multiple. First, the computation of the TM requires
the collection of flow statistics across the entire edge of the network, which may not
be supported by all the network elements. Second, these statistics need to be shipped to
acentral location for appropriate processing. The shipping costs, coupled with the fre-
quency with which such data would be shipped, translate to communications overhead,
while the processing cost at the central location translates to computational overhead.
Lastly, given the granularity at which flow statistics are collected with today’s technol -
ogy on arouter, the construction of the TM requires explicit information on the state
of the routing protocols, as well as the configuration of the network elements[77]. The
storage overhead at the central location thus includes routing state and configuration
information. It has been widely believed that these overheads would be so significant as
to render computation of backbone TMs, through measurement alone, not viable using
today’s flow monitors.

This assumption has been one of the main motivations behind recent research tar-
geted toward estimation techniques that can infer the TM from readily available SNMP
link counts [42, 122,137,182, 215, 216]. The SNMP link counts constitute only partial
information, and thus basic inference methods are limited in how low they can drive the
error rates. Hence, these previous efforts have explored different avenues for extract-
ing additional information from the network. Research efforts, such as those contained
in refs, [42], [137], [217] and [218], usually postulate some underlying model for the
TM elements and then use an optimization procedure to produce estimates that are con-
sistent with the link counts. In ref. [182], the authors propose changing the IGP link
weights in order to obtain more information to reduce the uncertainty in the estimates.

Portions of this chapter are reprinted or adapted from (1) A. Soule, A. Lakhina, N. Taft et al. (2005).
“Traffic matrices. balancing measurements, inference and modeling.” In ACM Sigmetrics Performance
Review 33 : 1, 362-373 (see http://doi.acm.org/10.1145/1071690.1064259) and (2) K. Papagiannaki, N.
Taft and A. Lakhina (2004). “A distributed approach to measure IP traffic matrices” In Proceedings of
4th ACM SIGCOMM Conference on Internet Measurement, Taormina, Italy, October, 2004, pp. 161-174
(see http://doi.acm.org/10.1145/1028788.1028808).
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While this technique is powerful in collapsing errors, it requires carriers to ater their
routing in order to obtain a TM. It is not clear that carriers are willing to do this. In
ref. [122] the authors recognize that some of the optimization approaches may not scale
to networks with large numbers of nodes (such as TMs at the link-to-link granularity
level), and hence they propose a method for partitioning the optimization problem into
multiple subproblems. This improves the scalability, but at the expense of some accu-
racy. Most of these studies have come from carriers whose interest lies in backbone
TMsat larger timescales for the purposes of improving network traffic engineering.

There has been some debate as to whether or not inference techniques are realy
needed. Some researchers believe that the communication, storage and processing
overheads of direct measurement are prohibitive, thus rendering it impractical. Other
researchers believe that the TM problem is an implementation issue, which can be
solved by advances in flow monitoring technology. While many of the inference tech-
niques perform quite well, monitoring capabilities on the network elements have made
noticeable progress, and technologiesfor the collection of flow statistics have been made
available on awide variety of router platforms.

In this chapter we describe what atraffic matrix is and investigate its different forms
in a large-scale 1P network. We then describe ways in which it can be measured and
estimated using readily available SNMP statistics. Note that the entire discussion is
focused on pure | P-based networks (asisthe remainder of the book); the problem of TM
measurement is significantly simpler in a MPLS network [90]. The chapter covers the
three different generations of TM inference techniques and provides their comparison
on the same data set.

What is an IP traffic matrix?

The elements of a TM are Origin-Destination (OD) flows, where the definition of the
origin and destination object (i.e. node) can be selected as per the needs of the applica
tion using the TM. The granularity of a TM is determined by the choice of definition
for the source or destination “object.” The most typical objects are links, nodes and
PoPs. In this chapter we will primarily consider TMs at the granularity of “link-to-link,”
“router-to-router” and “PoP-to-PoP’. Other definitions are possible, accommodating
representations where the level of traffic aggregation at the source is not necessarily the
same as that for the destination, for example a TM can capture al the traffic from one
PoP and destined to any AS. For ataxonomy of IP TMsand their potential applications
in traffic engineering and network planning, please refer to ref. [136].

In addition to selecting the flow granularity of aTM, anetwork operator also needsto
specify itstime granularity. As mentioned in Chapter 3, NetFlow statistics are typically
collected every 5minutes. If TMs are built using NetFlow, then the smallest time gran-
ularity isthat of 5minutes. Coarser time granularities can average traffic across smaller
timeintervals and define the TM to capture the total amount of traffic exchanged across,
for instance, one hour or one day. In this chapter we will focus on hourly traffic matri-
ces, since most traffic engineering applications are targeted toward longer timescales.
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One hour is actually small for such applications, but we believe this timescale is useful
because it allows us to observe diurnal patterns [159] and busy periods that may last for
asmall number of hours. Note that, according to the above problem definition, the pre-
sented TMs cannot be used within an anomaly detection setting, which would require
finer timescale measurements.

A TM is typically organized in two different ways: (1) an N x N matrix (Figure
5.2(a)), where N isthe number of nodes in the network, or (2) arow (or column) vector
1 x N2 vector (N2 x 1), as shown in Figure 5.2(b). For instance, for the small network
depicted in Figure 5.1, the router-to-router TM can be represented asin Figure 5.2.

link 1=flow 12 + flow 13

T~

router 1
u < flow 13

/<77 flow 23
7

7
router 2 ’

Example network flow 12 captures the amount of traffic from router 1 to router 2. The traffic on
link 1isthe sum of all traffic sourced at router 1.

router 1 router 2 router 3

router 1 flow11 flow12 flow13
router 2 flow21 flow22 flow23
router 3 flow31 flow32 flow33

(a)

flow11  flow12 flow13 flow21 flow22 flow23 flow31 flow32 flow33

Router OD flows
(b)

(a) Matrix and (b) vector representation of a traffic matrix.
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How to measure an IP traffic matrix

There are three steps needed to obtain a TM from measurements. The first is to gather
information about the traffic source by collecting measurements using NetFlow, or a
similar monitor, at the ingress of the network. Packets are observed and statistics are
stored at the granularity of flows, which can be flexibly defined as shown later. The
second step isto identify the destination for each flow. For this particular operation, and
aswill be seen later in this chapter, access to routing information is required. The third
step isto assemble all the information at the right granularity level (link, router or PoP)
inaway that is consistent with the network topology.

In this section we describe a generic algorithm for doing steps 2 and 3. The Net-
Flow data, gathered for step 1, serves as input to this algorithm. We describe the state
of the art today for implementing such an algorithm. This is based on NetFlow v8 and
essentially requires a (semi-)centralized approach.' Cisco’s most recent release of Net-
Flow v9, makesinitial stepstoward enabling the TM to be computed using a distributed
approach. However, we will see that this version does not go far enough to enable a
truly distributed approach. We quantify the storage and communication overheads for
both centralized and distributed approaches.

The backbone network

Before proceeding, let us present asample topol ogy for which anetwork operator would
like to measure the IP TM. This topology is consistent with the topology of the Euro-
pean Sprint backbone network and will help clarify conceptsin what follows. A similar
collection was not possible for the North American Sprint backbone due to the fact that
not all edge routers supported NetF ow.

To derive the IP TM of the Sprint European | P backbone network we needed to acti-
vate NetFlow at the full edge of the network, which comprises 13 PoPs, one for each
major European city. The number of routers in each PoP ranges from five to ten. The
routers are organized in a hierarchy as depicted in Figure 5.3. Customers connect to
the network by being directly attached to gateway (gw) routers. Backbone (bb) routers
aggregate the traffic of multiple-gateway routers and forward it to the core of the net-
work. The backbone routers are used for connecting peers to the backbone and also to
inter-connect the PoPs.

In order to obtain aTM by direct measurement, one needs to collect all packets enter-
ing the backbone. To achieve that, NetFlow was enabled on al incoming peering links
and all the links going from gateway routers to backbone routers. Thislatter set of links
captures nearly all customer traffic. It only misses traffic that enters and leaves the net-
work at the same gateway router.> The advantage of enabling NetFlow on the gateway

1 Throughout the remainder of this chapter, we will use the term centralized to describe fully centralized or
semi-centralized approaches. The latter would employ multiple collection stations, say one in each PoP,
where a subset of the network routers will report their flow statistics.

2 This implies that the only elements that may be impacted from this configuration choice are those that
feature the same source and destination node.
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Setup for NetFlow data collection; gw = gateway router, bb = backbone router. ©ACM, 2004.

to backbone links, instead of the gateway routers themselves, is that we need to mon-
itor a much smaller number of links while missing only local traffic. Such a choice
significantly reduces the complexity of our implementation.

We used NetFlow v8, which is usualy referred to as “ sampled aggregated NetFlow”
[59]. Each record for NetFlow v8 is 40 bytes long, and features a flow identifier, its
source and destination network prefix, its associated load in bytes and packets, as well
asits starting and ending time. Rather than examine every packet, NetFlow v8 employs
periodic sampling in which one sample is collected every Nth packet (set to 250 in
what follows). Traffic statistics are not computed over each packet but are based on this
subset of the packets.

Each router ships the collected NetFlow statistics to a configurable node (the collec-
tion station) every 5minutes. We instrumented our European backbone with a single
collection station for all 27 routersin this backbone. We used 5 minutes as our reporting
interval since it coincides with the default SNMP reporting time interval. The collec-
tion station stores all flow statistics from all backbone routers in the IP network. We
collected three weeks of data during the summer of 2003.

Identifying the egress node

A TM is typically computed for a single domain or Autonomous System (AS). As
described above, NetFlow v8 statistics collected at each router are collected at the gran-
ularity level of source and destination network prefixes. These source and destination
prefixes will often reside outside the AS whose traffic matrix is computed. Thus the
source and destination of each packet need to be mapped onto the entry node and exit
node within the given AS. Identifying the entry node is simple, as it is defined as the
link or node where a packet enters a given domain (i.e. the location where NetFlow
sees the packet). The exit point for a particular source/destination network prefix flow
will depend both on its entry point as well asits actual destination. To identify this exit
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point one needs to obtain a view of the forwarding table of the router that recorded the
flow. Consolidation of intra- and inter-domain routing (from the vantage point of the
router), as well as topological information, can resolve each prefix flow into its egress
node inside the network.

The task at hand is to map accurately the destination network prefix in each flow
record to (i) a backbone-gateway egress link, (ii) an egress backbone router and (iii)
its egress PoP. To do this we need the BGP routing table from each router (or each
route reflector [33] if deployed in the network), the ISIS/IOSPF link weights and the
router-level topology [77].

If anetwork prefix is advertised through BGP, then the BGP table specifies the last
router within the AS that needs to forward traffic for this destination prefix, usually
referred to as “BGP next hop.” However, often the BGP next hop correspondsto the IP
address of thefirst router outside the AS. In this case, configuration files can be used to
map this address to arouter interface within the network of interest.

This identified router interface will very likely correspond to the interface of a gate-
way router in our setting. At this point, we can identify the egress PoP, but we need
additional information to be able to map this router interface (for the given destina-
tion prefix) to a particular egress backbone router and backbone—gateway link. Here we
use the router topology, along with the associated link weights, to compute the shortest
paths across the network per the intra-domain routing protocol in use. Using these paths
we can find the egress backbone router(s) and backbone—gateway link(s) that will for-
ward traffic toward the previously identified gateway router. The number of such routers
and links may be more than one if the PoP topology is densely meshed and equal-cost
multipath is enabled by the provider. In that case, we apportion the total flow equally
toward each one of the routers or links selected using the process mentioned above.

Computing the traffic flow

A generic algorithm for the computation of the TM of an IP network can be summarized
asin Figure5.4. At the heart of thisalgorithmisaroutinecalled find_egress_node(f)
that returnsthe egress node at the desired level of granularity (link, node or PoP) accord-
ing to the method described above. There are four nested loops in this agorithm, one
for each timeinterval n, one for each router r, one for each link | and one for each flow
f.The find_egress_node( f) routine operates at the level of aflow because that isthe
form of the NetFlow input. After the egress node is identified, the flows are aggregated
so that the algorithm yieldsa TM at each of the granularity levels. In this pseudocode,
L (r) denotes the number of links at router r, and F(I) denotes the number of flows
on link I. This sketch of an algorithm makes it easy (i) to see how the overheads are
computed, (ii) to identify all the additional routing/configuration data needed and (iii)
to clarify what the change from a centralized to a distributed approach implies.

Centralized approach
Because NetFlow does not implement a procedure such as find_egress_node(f), all
of the flow data need to be shipped by each router to a specific collection station that
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Algorithm: COMPUTETM(data, T, R, L, I')

forn—1toT
1518 = isis(n); %the same topology network — wide
con figuration = UR con figuration file(r, n);
forr —1to R
routingtable = BG Proutingtable(RR(r),n);
%BGP routing table of the route reflector
inr’'s PoP.
forl «— 1to L(r)
for f — 1to I'(1)
EN(f) = find_egressnode(f, routingtable,
con figuration, ISIS);
TM(,EN(f)) =TM(,EN(f)) + data(f,1);
return (T'M)

Pseudocode for the computation of the TM.

can carry out the above agorithm. Thus, today’s state of the art essentially mandates
a centralized solution. The collection station needs to have explicit information about
each PoP’'s BGP routing table and the | SH S/OSPF weights in effect at each time inter-
val n. In addition, it needs to have an accurate view of the network topology, in terms
of the configuration of each router inside the network. For an implementation of such a
centralized solution, one needs to download router configuration files and BGP routing
tables on an as-continuous basis as possible. Given that router configuration files do not
change that often, downloading such information once a week will be sufficient. BGP
routing information is bound to change more often. As aresult, one needsto rely on a
continuous BGP feed, utilizing routing protocol listeners (Section 3.3.1), or one must
use snapshots of BGP routing tables, collected, say, once aday from each PoP. Previous
work has shown that BGP routing table changes occurring during a single day rarely
affect large amounts of traffic [171], thus providing an acceptable compromise. Note
that in networks employing route reflectors, all routers are bound to have asimilar view
of the BGP routing domain as the route reflector they are assigned to, and download-
ing the BGP routing table from each PoP route reflector will be sufficient. Certainly
there are inaccuracies incurred by not having perfectly up to date routing informa-
tion. However, obtaining more frequent updates of this information greatly increases
the communication overhead. (The only way to avoid these inaccuracies completely is
to use a distributed approach as described bel ow.)

Toward distributed approaches

A process similar to find_egress_node(f) is already performed by the router itself
before switching the packet to its destination. Therefore a truly distributed approach
would be one in which each router saved the information on the egress point of each
network prefix while performing the lookup in its routing tables. Since one router con-
stitutes one source that sends potentially to all other routersin the network, saving traffic
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statistics on the amount of traffic destined to each egress point is equivalent to the router
computing one row of the TM. With this approach the only data that need to be shipped
to a collection station isthe TM row itself.

In order to do this, the router would need to change the flow record to include fields
such as egress link, egress router and/or egress PoP. If flow records were kept at the
level of links or routers rather than prefixes, this would dramatically reduce the on-
router storage. The communications overhead is also greatly scaled back since sending
one row, of even alink-to-link TM, is far smaller than shipping individual prefix-level
flow records. Furthermore, the computational overhead at the collection station has now
been reduced to that of assembling the rows without any egress node identification
activity.

Recent advances in the area of flow monitoring have led to new definitions for flow
records that incorporate explicit routing information defining flows such that the desti-
nation field captures the BGP next hop address. Such a change can be found in NetFlow
v9 [58], which thus constitutes a significant movement toward the distributed solution
described above. Thisimprovement is not yet sufficient for the following reason. When
a particular 5-tuple flow is mapped onto a “BGP-next-hop” flow, there is always the
risk that the destination network prefix may not be advertised through BGP. For ease
of implementation, NetFlow v9 addressed this issue by using “0.0.0.0” as the BGP
next hop. Such a design choice implies that all the traffic that may be going to inter-
nal customers is missed if these customers are not advertised through BGP. For 1SPs
with alarge number of customers, this may translate to many elements of the TM being
atogether missed or inaccurately estimated when a particular “unknown” flow would
actually map to an existing flow in the cache.

The feasibility of direct measurement approaches is dependent upon the ability to
implement a routine such as find_egress_node(f) at a router. We distinguish two factors
regarding the implementation of this routine. First, we point out that the information
needed is aready available in today’s routers in the Routing Information Base (RIB).
The RIB contains (i) the mapping between each destination prefix and its BGP next
hop (as dictated through BGP), (ii) the mapping between the BGP next hop and its
egress node (asidentified through the intra-domain protocol in use) and (iii) the mapping
between the egress node and the appropriate local interface that should be used to reach
that node. The second factor regarding the implementation is the need to gain efficient
access to this information. This could require changes in the software architecture, and
isthe main challenge to implementation.

TM overheads: a concrete example

In order to provide the reader with a sense of how much data would need to be stored,
shipped and processed for the computation of the TM of a large-scale IP network, we
use the three weeks of data collected from the European Sprint |P backbone network
using today’s technology (prefix-to-prefix NetFlow).
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Table 5.1. Overheads (in number of records) for computing the TM in one time interval

Scheme Storage Communications Computational

approach (router) (network) (collection station)

SrcPrefix2DstPrefix L/R-F L-F®D 5.5 million lookups,
aggregation to the required
granularity (additiona

storage: 13 BGP routing
tables, one 1S S routing
table, topology)

Centralized 3- 67000 8167000 =

5.5 million
12] row L/R-L L2 matrix assembly
Distributed (3-81=1243) (8181 =6561)
rar row R R2 matrix assembly
Distributed 27 (27 - 27 = 729)
p2p row P R-P matrix assembly
Distributed (13) (27-13 = 351)

Note that p2p = PoP-to-PoP matrix; r2r = router-to-router matrix; 121 = link-to-link matrix.

Storage, communications and computational overheads

The overheadsinvolved in computing aTM at each of the granularity levelsarelisted in
Table 5.1. The storage overhead per router refers to the amount of flow statistics stored
at the router. These elements are updated and shipped to the collection station on an
ongoing basis. The communication overhead refers to the total amount of information
that needs to be transmitted through the network domain toward the collection station.
Thisincludes the inputs from all domain routers. The computational overhead we show
isthat of the activity at the collection station.

First we consider the centralized approach that is available today. Because the basic
granularity of the collected and processed flow statistics is that of a network prefix,
we have labeled the centralized solution as prefix-to-prefix in the first row of Table
5.1. Table 5.1 lists the associated overheads for the centralized solution for one time
interval, that is the derivation of one TM, regardless of its actual granularity. Let L
denote the total number of links, R the number of routers, and P the number of PoPsin
the network. The average number of links per router isthus L /R. Based on the actual
configuration parameters of the European network under study and the current state of
the art, the collection station had to perform 5.5 million egress node identifications (last
column). Thisrequired 13 BGP tables, since each PoP has a different vantage point, and
one 1S Srouting table residing at the collection station.

The next three rows of thistable correspond to the overheads for adistributed solution
for cases where the end goal isaTM at a specific granularity level. The notation “p2p”
refers to a PoP-to-PoP matrix, “r2r” indicates the router-to-router and “121” is link-to-
link. With fully distributed solutions, the collection station merely needs to assemble
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the rows it receives as input and build the matrix. Letting F denote the total number
of flows, then clearly in any typical network we will have P < R < L « F.Asan
example, in atypical large Tier-1 backbone for a geographic region the size of the USA,
P is on the order of tens, R is on the order of hundreds, L is on the order of a few
thousands, and F is on the order of millions or even billions.

The advantages of moving from a centralized approach to a distributed one are clear:
(2) the router storage overhead is reduced from O (F) to O(R) or O(L), where R and
L can be many orders of magnitude smaller than F and (2) the communication over-
head is reduced by two or three orders of magnitude (depending upon the target TM).
In addition, recall that a problem with the centralized approach is that the routing table
information at the collection station will regularly become out of date. Distributed solu-
tions do not suffer from this problem since the information on the routers is essentially
always up to date (as fast as the protocol can perform updates).

The amount of storage and communication overhead partly depends upon what the
ISP wants to collect. For example, if an ISP is sureit only ever wants to collect the r2r
matrix, then each router should compute one row of this matrix and the communication
overhead is limited to R2. If, however, a carrier prefers to leave open the flexibility of
looking at a TM at any of the granularity levels, then they should seek the 121 matrix,
which can be aggregated into a r2r and p2p by checking which link belongs to which
router, which router belongs to which PoP, and so on. In this case the communication
overhead is L2.

Thereis one other very critical piece to the overhead issue, and that is the frequency
with which one wants to collect a TM. Suppose carriers decide they want the TM to be
updated K times each day. Then, all of the numbersin Table 5.1 would be multiplied by
K for each day. In the case we focus on, these overheads would be incurred once every
hour.

Clearly one required step for direct measurement of a TM to become practica is
for flow monitoring at routers to increase their functionality so as to compute rows of
TMs, thereby enabling a distributed approach. However, we believe that this is still
not enough. A communications overhead of L2 or R? records incurred every hour
may still be regarded as excessive. Exploiting temporal information could enable lower
communication overheads, as shown in ref. [158].

In what follows, we describe aternative approaches to estimate the TM in the pres-
ence of different kinds of input data. Given that SNMP data are collected by most
operational networks on a continuous basis, an interesting question to ask is “how accu-
ratewould a TM be in the absence of flow data?’ We address this question and describe
aternative approaches to reduce the error associated with the inference of a TM from
the readily available SNMP data.

TM estimation from SNMP link counts

The TM estimation problem posed as an inference problem can be briefly stated as
follows. The relationship between the TM, the routing and the link counts can be
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described by a system of linear equationsy = Ax, where y isthe vector of link counts,
x isthe TM organized as a vector and A denotes arouting matrix in which element Ajj
is equal to one if OD pair j traverses link i and zero otherwise. The elements of the
routing matrix can have fractional values if traffic splitting is supported. In networking
environments today, y and A are readily available; the link counts y can be obtained
through standard SNMP measurements and the routing matrix A can be obtained by
computing shortest paths using IGP link weights together with the network topology
information. The problem at hand is to estimate the TM x. Thisis not straightforward
because there are many more OD pairs (unknown quantities) than there are link mea-
surements (known quantities). This is manifested by the matrix A having less than full
rank. Hence the fundamental problem isthat of a highly under-constrained, or ill-posed,
system.

By looking back on the development of TM estimation techniques, we see that most
techniques have been motivated by trying to tackle the fundamental issue of the prob-
lem being ill-posed. The idea of introducing additional side information is a common
approach to solving ill-posed inverse problems. A first generation of techniqueswas pro-
posed in refs. [42] and [194]. Their approach to handling the highly under-constrained
problem was to introduce additional constraints related to the second-order moment of
the OD pairs. These methods used simple models for OD pairs (e.g. Poisson, Gaussian)
that contained neither spatial nor temporal correlationsin the OD flow model. A compar-
ative study of these methods [137] revealed that these methods were highly dependent
upon an initia prior estimate of the TM. Thisillustrated the need for improved OD flow
models.

Shortly thereafter, asecond generation of techniques[151,182,215,216] emerged that
made use of side information coming from additional sources of SNMP data. These
extra measurement data were used to calibrate a model of OD flows. The calibrated
model was then incorporated inside some type of estimation procedure. The OD flow
model used in refs. [215] and [216] is that of a gravity model that captures the frac-
tion of traffic destined to an egress node as a portion of the total traffic arriving at an
ingress node. They assume that ingress and egress nodes are independent and calibrate
the gravity model using SNMP data from access and peering links. These data are dif-
ferent from the SNMP data used inside the estimation, which come from inter-router
links. The method in ref. [182] tackles the issue of an ill-posed system via another
approach. The key idea is to change explicitly the link weights, thereby changing the
routing and moving OD flows onto different paths. By doing this enough times, the
rank of the routing matrix is increased. The inter-router SNMP data are then collected
from each of the different routing configurations used. The side information here can
be thought as this additional SNMP data coming from altered routing configurations.
This route change method uses al of the collected data to calibrate a model for OD
flows that is based on a Fourier expansion plus noise model. In fact, this method attacks
the ill-posed nature of the problem two ways simultaneously: that of increasing the
rank and of using an improved OD flow model. The model is a purely temporal one
for OD flows, while the tomogravity approach uses a purely spatial model for the OD
flows.
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These second-generation methods yielded improvements on first-generation tech-
niques and also provided useful insights. However, these methods have not been able
to push error rates sufficiently low for carriers. With recent advances in flow monitor-
ing techniques, some of the issues involved in their use are dissipating. Moreover, it is
becoming easier to understand which sorts of changes to flow monitors are required
in order to make the flow data required for TMs less cumbersome to obtain. Even
assuming these changes will take place in the future, we showed in Chapter 5.1 that
the communications overheads will remain large. One potential solution to reduce the
communications overhead would be to turn flow monitors only when needed and only
on the affected nodes.

In what follows we investigate this idea further, generalize it to other methods, and
explore a much broader range of questions that arise when one has the possibility of
considering using partial flow measurements for TM estimation.

Starting with the premise that we can do partial flow measurement, many important
questions arise. Since such measurement datawill contain information about spatia and
temporal correlations, we can ask which OD flow models are optimum at exploiting the
temporal, spatial or spatio-temporal correlations? How many measurements should be
carried out? What are the improvementsin error-rate reduction that can be achieved for a
given level of measurement overhead? How well do these methods handle the dynamic
nature of TMs? What are the strengths and weaknesses of different approaches with
respect to other traffic engineering applications that rely upon TM data as an input?
What are the tradeoffsin and limitations of inference methods coupled with partial flow
measurement?

We address these questions by studying the behavior of five TM estimation meth-
ods, described in detail in Section 5.3. We include two second-generation methods:
that of ref. [216], caled the tomogravity method, and that of ref. [182], which we
refer to as the route change method. We label methods that use partial flow measure-
ments as third-generation methods, and we consider three such methods. One method,
called the fanout method hereafter, is the one proposed in ref. [158]. We introduce a
method that relies upon Principal Component Analysis (PCA), called the PCA method.
The final method makes use of Kalman filtering techniques and is hence referred to as
the Kalman method. The Kalman method was originally introduced in ref. [183]. The
version included herein is an extended version of the original method, which includes
adaptive recalibration of the underlying model.

If flow monitors are turned on network-wide for a period of time, they yield an exact
copy of the TM for that period of time. If al the flow monitors at a single PoP (router)
are turned on for a period of time, this yields an exact copy of one row of a p2p (r2r)
TM. Because previous work [118, 158, 182] has found strong diurnal patternsin TMs,
the third-generation methods we study assume that when flow monitors are turned on,
they are left on for periods of 24 hours. This measurement of OD flows is then used to
calibrate a model. With this kind of rich side information, powerful models that cap-
ture spatial and temporal correlations via measurement (not via assumption) can be
designed.
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A TM isadynamic entity that includes many sources of variability, including short-
lived variations, long-lived variations (e.g. resulting from multi-hour equipment fail-
ures) and permanent sources of change (addition or removal of customers/routers/links).
It isthus natural to expect that any underlying model of OD flows will need to adapt to
these changes by being recalibrated. Hence each of the three flow-based methods stud-
ied herein include a mechanism to check for change. When changes are detected, flow
monitors are turned on again for 24 hours, and the corresponding model is recalibrated.

This chapter looksinto anumber of dimensionsin the problem areaof TM estimation.

(1) First, we classify each method based on the type of correlation (spatial, temporal
or spatio-temporal) they draw on to model OD flows. We clarify the amount, type
and cost of supporting information they require. This taxonomy helps us better
understand and explain the performance of each method.

(2) Second, weevaluate all of the methodsin a unified fashion —on the same set of data,
using the same error metrics. We find that the third-generation methods (Fanout,
Kaman and PCA) outperform the second-generation methods overall, and canyield
accurate estimates for many of the smaller OD flows that are traditionally more dif-
ficult to handle. This is somewhat expected because the third-generation methods
rely on rich priors obtained from direct measurements. However, what is more sur-
prising isthat with only 10—-20% additional measurements, we can reduce the errors
by more than one-half. Thus, large gains in accuracy can come at a low measure-
ment cost, which underscores the feasibility of the next generation of combined
measure-and-infer techniques for computing TMs.

(3) Third, we will examine how each method responds to dynamic changesin the TM.
We observe that the tomogravity method, because of its memoryless model, acco-
modates large and sudden changes best. However, because the spatial correlations
it uses in modeling are less accurate than those obtained from measurement, the
tomogravity method suffers from biased estimates, producing less accurate esti-
mates of the overall mean behavior of OD flows. Conversely, the third-generation
methods are able to capture the long-term mean behavior of OD flows, but track
large and sudden changes in an OD flow less well. Finally, we study the methods
estimation bias versus the resulting error variance. We find that, in stark contrast
to the third-generation methods, the tomogravity estimates are biased, but have low
error variance. This suggests that tomogravity may be better suited for applica-
tions requiring responsive change detection, such as anomaly detection, whereas
the hybrid measure-and-infer methods are well suited for capacity planning, which
requires faithful estimates of the overall mean estimates.

Recent work in the area [217] presents ways in which the task of TM estimation
can aso be made robust to erroneous/inaccurate input. The choice of technique for the
estimation of the TM of an IP network will ultimately lie with the operator, and is likely
to depend primarily on the associated overhead and the targetted accuracy required by
the intended application.
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Methods

Let usfirst describe each of the five methods considered. In what follows, we will high-
light three key aspects of each method: the type of OD flow model used, the type of
data (or side information) brought in to calibrate the model, and the method of estima-
tion. Focusing on these three aspects of each method is helpful in understanding the
differences and similarities between various methods without getting lost in the details.
We classify each model as being either spatial, temporal or spatio-temporal. A spatial
model isonethat captures dependencies among OD flows, but has no memory. Temporal
models are those where an OD flow model is dependent on its past behavior, but inde-
pendent of other OD flows. Spatial models thus capture correlations across OD flows,
while temporal models capture correlationsin time. Clearly, spatio-temporal modelsare
those that incorporate both types of correlation.

The three third-generation methods presented here use different underlying OD
flow models. The common feature of these methods is that they rely on data from flow
monitors to calibrate their underlying models. All of these methods assume that flow
monitors are initially turned on network-wide for a period of 24 hours for initial model
calibration. The flow monitors can then be turned off until further notice. All of these
methods include simple schemes for change detection, and when changes are detected
flow monitors are turned back on for another period of 24 hours.

In the data we use for validation, we had an estimate of our TM at each 10 minute
time interval. Hence all methods estimate the TM on a timescale of 10 minutes (the
underlying time unit t).

Notation

To facilitate subsequent discussion, we introduce the relevant notational convention
used here. As mentioned in Section 5.2, x represents the TM at a specific point in
time, organized as a column vector with N elements. Likewise, y is the column vector
of traffic on L links at a point in time, and A isthe L x N routing matrix. We will
aso frequently refer to the TM over time, and we use X to denote this structure; X is
aT x N matrix, where each column j corresponds to the time series of OD flow j.
Similarly, Y isthe T x L multivariate time series of link traffic. To represent the TM (or
link traffic) at a particular timet, we use x; (or y;). To identify the jth OD pair at time
t, we use x¢(]), and, when needed, x(i, j, t) represents the traffic at timet for the OD
pair sourced at node i and destined to node j. We will reserve the terms % and X for
the estimated traffic demands. In general, we will use uppercase letters to denote matri-
ces, lowercase letters to denote vector quantities and italic lowercase letters to denote
scalars. Finaly, all vectors are column vectors unless otherwise stated.

Tomogravity method

Inrefs. [215] and [216], the authors developed a method for estimating TMs that starts
by building aprior TM using agravity model. The basic principle of the gravity model is
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to assume proportionality relationships. For ease of exposition, we omit the time index
in our notation. Let x(i, *) denote the total traffic entering an ingress node i. If node i
is arouter, this corresponds to the incoming traffic on all the access and peering links.
Let x(x, j) denote the total traffic departing the network from node j. Again, if node j
is arouter, this includes al the traffic departing the AS in question on either access or
peering links. The gravity model postulates that

Xk, J)
ZJ X(*v J)

Thisimplies that the total amount of data node i sends to node j is proportional to the
amount of traffic departing the network at j relative to the total amount of traffic depart-
ing the entire network. The authors of ref. [215] call thisthe simple gravity model. This
model essentially assumes complete independence between sources and destinations.
However, in typical IP backbones, there are two policies that lead to deviations from
pure independence. Due to hot-potato routing policies, traffic from a customer edge
traveling towards a peer will be sent to the nearest exit point. The second policy is that
there should be no traffic transiting the network from one peer to another.

Hence, the authors define the generalized gravity model to capture these palicies.
Thisisinterpreted as a conditional independence of source and destination, conditioned
on additional side information identifying link types. Let A denote the set of access
linksand let P denote the set of peering links. The generalized gravity model is defined
asfollows:

x(i, J) = x(, %) 5.1

0, fori e P, [eP
X(i, %) . . .
=X, ]) forieA jeP
Diea X(i, %)
G ) =1 T %6 b . 5.2
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x(i,fs . . .
pmx(*,]) fOI’I G.A,J GA,
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where p isanormalization constant (see ref. [215]).

Using an information theoretic perspective, the authors show that a gravity model is
a prior capturing complete independence between sources and destinations and there-
foreis equivalent to a maximum entropy formulation [125]. The gravity model is then
used inside a convex optimization problem that combines a minimum-mean-square-
error approach with a maximum-entropy approach. This combination is achieved using
aregularization strategy that isacommon approach for dealing with ill-posed problems.
The optimization problem is given by

min|ly — Ax||5 + 2% K(x||%) subjecttox > 0, (5.3)

where||-||2 denotesthe L» norm, A > 0 denotes aregularization parameter and K (x||X)
isthe Kullback—L eibler divergence, which isawell known measure of distance between
probability distributions. The Kullback—Leibler divergence is used here as a way to
write the mutual information, as the goal is to minimize the mutual information. The



100

5.3.3

Traffic matrices

minimization of mutual information is equivalent to the maximization of entropy. The
idea is thus that, among all the TMs that satisfy the link constraints, the method picks
the one closest to the gravity model.

The model used in this method is a spatial one that describes a relationship between
OD flows. The gravity model essentially captures a node's fanout for each node. The
fanout for a source node is simply the fraction of its total traffic that it sendsto a given
destination. For each source node, the sum of its fanout must equal one. So, athough
the gravity model assumes independence across nodes, it does not assume indepen-
dence among OD flows. All the OD flows sharing a common source are interdependent
because of this requirement that the fanouts sum to one; similarly for OD flows sharing
a destination node. The gravity model is not a temporal model because at any moment
in time the calculation of the gravity model does not depend on history. The data used
to calibrate the gravity model come from SNMP data on access and peering links. The
estimation part of this method uses SNMP link counts from inter-router links Y and a
routing matrix A, and solves the minimization problem in equation (5.3) to produce an
estimate for X.

Route change method

We now summarize the method developed in refs. [151] and [182], where the latter
paper uses the algorithm in the first as part of its overall methodology. Inref. [151], the
authors proposed the idea of changing the IGP link weights, and then taking new SNMP
measurements under this new routing image, in order to decrease the ill-posedness of
the original estimation problem. This strategy increases the number of constraints on the
system because additional link counts, collected under different routing scenarios, yield
new equations into the linear system that will increase the rank of the system if they
are linearly independent of the existing equations. In ref. [151] the authors proposed a
heuristic algorithm to compute the weight changes required to obtain afull rank system.
The advantage here is that, with a full rank system, there is a huge potential to reduce
errors. However, for such systems to be practical the number of times carriers have to
change link weights needs to be kept small. Note that the problem is not yet solved by
obtaining afull rank system because the additional measurements will be collected over
timescales of multiple hours and thus the TM itself will have changed.

In ref. [182] the authors assume the diurnal pattern to be cyclo-stationary, while the
fluctuation process, i.e. random noise around the diurnal pattern, to be a zero mean sta-
tionary process with covariance matrix Q. According to such assumptions, the authors
propose a Fourier expansion of the diurnal pattern, and the OD flow model x (i, j,t) is
formalized as follows:

X(@i, ;1) =Y 6n(i, Don(®) + w(i, j, b, (54)
h

where the first term is the Fourier expansion for the diurnal trends and the second term
captures the stationary fluctuations. Here by, (t) denotes the hth basis function while
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On(, j) refers to the coefficients corresponding to an OD pair sourced at node i and
destined to node j.

By coupling route changes with temporal models for OD flows, the authors devise a
new method for estimating the first- and second-order statistics of OD flows under both
astationary and a cyclo-stationary condition. In order to do this, the authors develop an
expanded system description of y = Ax, where the routing matrix, now a function of
time, is modified to include many block matrices that incorporate the different routing
images. The linear system is also modified to incorporate the models for X; this has an
impact on the pseudo-inverse solution used on the expanded full rank system to obtain
a TM estimate. In this context, the estimation of the first-order statistics collapses to
the estimation of the diurnal pattern, i.e. 6, in equation (5.4), while the estimation of
the second-order statistics becomes that of estimating the covariance matrix Q of the
fluctuations process.

The OD flow model used hereis atemporal model in which each OD flow is depen-
dent on its past. This is not a spatial model in that it is assumed that OD flows are
independent of one another. This model operates on a different timescale than other
methods. Let's say, for the sake of example, that it takes three days to carry out all
routing configurations. In this method, al the SNMP data from inter-router links are
collected during this three-day period, aswell as each of the routing matrices that apply
for each snapshot. The estimation step (using a pseudo-inverse method) is applied once
for the three-day period, and estimates of the TM for each 10-minute slot of those three
days are produced. In this method, the calibration of the OD flow model (i.e. deter-
mining the coefficients of the OD flow model) are performed simultaneously with the
estimation of the TM itself. Hence the side information used for the OD flow modelsis
the SNM P data from multiple snapshots.

To make this approach applicable for real operators, the authors coupled their ability
to estimate the variance of each OD flow with the observation (from empirical data)
that the flows with large variance are the flows with large average rate. By doing so,
they were able to identify the heaviest flows. This in turn enabled them to reduce the
number of routing configurations required for the overall process, since the focusis not
on estimating the entire TM but its heaviest elements.

Fanout method

This method [158] is a purely data-driven method that relies on measurements alone
to obtain the TM. No routing matrix is used, and no inference is performed. A node
fanout is defined as the vector capturing the fraction of incoming traffic that each node
forwards to each egress node inside the network, where a node can be a PoP, a router
oralink. Let f, j,t) = x(, j,t)/Zj x(i, j, t) denote the fraction of traffic entering
node i that will egress the network at node j at time t. A node's baseline fanout is
then given by the vector f(i,*,t) = {f(i, j,t)V]j} a timet. In both refs. [90] and
[158] the authors independently and simultaneously found that node fanouts exhibit
strong diurnal patterns and are remarkably predictable over the cycle of one day. This
stability of fanouts means that the fanout of node i, at say 14:00 on one day, can be
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used to predict row i of the traffic matrix at 14:00 on subsequent days. This direct
measurement technique exploits the finding of predictable fanouts.

Initialy, the method assumes that flow monitors are turned on network-wide for a
period of 24 hours. Using these data, the baseline fanouts can be computed for each
node. Assuming the flow monitor measures the OD flows every 10 minutes, then, in a
24-hour, period, we have 144 measurement intervals in the baseline. Given the fanout
for each 10-minute window within a day, we use the fanout from this first day at a
particular timet to predict the TM on another day at the sametimet. For example, the
measured fanouts at 15:10 on the day of NetFlow collection are used to predict the TM
at 15:10 on other days. The TM estimate is given by

RG, j,t) = fd, j, HxX3, =, 1), (5.5)

wherex (i, , t) denotesthetotal incoming traffic into nodei and fa, = fd,j,d+
t%144), whered denotes how many daysin the past the fanout was calibrated. Note that
X (i, %, t) can be obtained by summing the SNMP link counts on all incoming access
and peering links at the node. Hence the TM is obtained by multiplying the fanouts by
SNMP link counts.

The observation on the stability of the fanoutsis critical, because the idea here is that
each node measuresits own fanout and then shipsit to the Network Management System
(NMS). The NMS has al the SNMP data readily available, and can thus produce the
complete TM (given the fanouts from all nodes) using the above equation. If the fanouts
are stable for a period of afew days, then many days can go by before a node needs to
ship anew fanout to the NMS.

Because the TM is a dynamic entity, the fanouts will change over time. This method
thus includes a heuristic scheme for detecting changes in fanouts. Once a change is
detected, then the fanouts need to be recalibrated, i.e. another 24 hours of NetFlow mea-
surements are needed. Each node randomly selects one 10-minute interval within the
next 24 hours and recomputes its fanout only for that 10-minute interval. The relative
change between the newly measured fanout and the fanout vector corresponding to the
same 10-minute interval in the baseline captures the diversion from the baseline. We
define A, j) = || ﬁ’j — fi jll,if AGi, j) > &fj j, for arandomly choosen time interval,
then theentirerow f (i, %) isremeasured for the following 24 hours. Otherwise another
interval israndomly selected within the next 24 hours, and the process reiterates.

We point out here that this procedure for checking diversion from the baseline is per-
formed on a per node basis. If one node detects afanout diversion, then anew collection
of flow volume dataiisinitiated only on that node. This means that a network-wide rec-
ollection of flow datais not needed. If some router fanouts change frequently, they will
be updated often; those exhibiting great stability may not be updated for weeks at a
time. With this approach, only the portion of the TM experiencing a dynamic change
needs to undergo arecalibration.

The advantage of the fanout method over afull direct measurement method, in which
each node measures its own row of the TM on an ongoing basis, is the reduction in
communication overhead. The savings come by shipping fanouts only once every few
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days, rather than TM elements every 10 minutes. Moreover, flow monitors need not be
on all thetime, but are instead only turned on as needed.

This method comprises modeling OD flows viatheir fanout behavior. The model isa
spatial model in the same way the gravity model was; namely that OD flow fanouts shar-
ing the same source are correlated (due to the requirement that fanouts at a source node
must sum to one). Similarly, correlation exists among OD flows with a common desti-
nation. However, it is clear from equation (5.5) that this model is also atemporal model
since an estimate depends upon the history of a fanout. The fanout method thus uses a
spatio-temporal model for OD flow fanouts. The data used to compute the fanouts come
from flow measurements, as will be the case for al of our third-generation methods.
To summarize, this method uses no inference, but rather direct calculation to produce
TM estimates. These are considered estimates because the fanouts are an approximation
when used outside the measurement period.

Principal components method

The principal components method attacks the TM estimation problem by studying the
intrinsic dimensionality of the set of OD flows. Recall that the central difficulty of the
TM estimation problem stems from the fact that the apparent dimensionality of OD
flows, X, ismuch larger than the available link traffic measurements, Y. Inref. [118] the
authors used Principal Component Analysis (PCA) to study the intrinsic dimensionality
of the set of al OD flows. PCA is a dimension reduction technique that captures the
maximum energy (or variability) in the data onto a minimum set of new axes called
principal components. The authors of ref. [118] found that the entire set of N OD flows,
when examined over long timescales (days to weeks), can be accurately captured by
low-dimensional representations. In particular, the ensemble of OD flows are very well
described by about five to ten common temporal patterns (chiefly diurnal cycles) called
eigenflows.

We can take advantage of thislow-dimensional representation of OD flowsto develop
anew approach for TM estimation. The key ideaisthat, instead of estimating all the N
OD flows, we need only estimate the k most important eigenflows. Becausek « N, the
problem of estimating the eigenflows from link traffic becomes well posed.

Formally, let X denote the T x N multivariate time series of OD flows, as per our
convention. Then, we can use PCA to write X asfollows:

X =USVT, (5.6)

whereU isthe T x N matrix of eigenflow time seriesand V isan N by N matrix with
principal components as its columns. Finally, S isan N by N diagona matrix of sin-
gular values and S(i, i) isameasure of energy captured by principal component i. The
low effective dimensionality of X meansthat thetop k principal components capture the
overwhelming fraction of the energy of X; the remaining principal components account
for only a neglegible fraction and can be omitted. We can therefore reduce the dimen-
sionality by selecting only the top k principal components. We can also approximate all
the traffic demands at atimet asfollows:
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xt ~V'Sup t=1,.,T, (5.7)

where V'’ is N x k with only the top k principal components, S’ is the corresponding
diagonal matrix, of size k x k, and vector u; has the values of the k most significant
eigenflows at timet.

Traffic matrix estimation using PCA assumes that the transformation matrices (V'
and §') are already known (e.g. from prior measurements of OD flows) and stable[118].
Thus the problem becomes one of estimating the top k eigenflows, u;, from the set of
link measurements y;:

yt = AV'S'u; t=1,..T. (5.8)

Now, because the dimensionality of u; ismuch smaller, equation (5.8) isawell-posed
estimation problem (in fact, we set k = 10). To solve for u;, we use the pseudo-inverse
of AV’S’ and obtain an estimate (. Then, using equation (5.7), we compute an estimate
of the traffic demands, X;. We set negative entries in X; to zero, and then rely on the
iterative proportional fitting algorithm of ref. [42] to refine our estimate, subject to the
constraints imposed by the link traffic.

In order to obtain the decomposition X = USV T, we need the TM X. This can be
viewed as aprior TM and is obtained by using 24 hours of NetFlow data. Given S and
V, wenow simply collect the usual SNMPlink counts and solve equation (5.8) to obtain
the eigenflows.

The principal components methodology also has a recalibration step, which relies on
informed remeasurements of the entire TM. Recalibration ensures that the PCA model
is consistent with a changing TM, thus keeping the demand estimates accurate. The
recalibration step has two components: (i) deciding when to trigger remeasurements of
the entire TM, and (ii) updating the PCA model (the V' and S’ matrices).

Ideally, we should trigger measurements only when we are certain that the demand
estimates obtained from the PCA model are erroneous. A sufficient condition to assess
the accuracy of the demand estimates is to compare them with the link traffic counts.
When the demand estimates do not match the link traffic counts, it islikely that the TM
has substantially changed and that the PCA model is no longer accurate. One strategy
to assess the accuracy of the PCA model isto examine the maximum relative error over
al links:

Y= Ak
Yt

€t = Max

’

where y; isthe traffic on al links at time t, X; is our estimate of the traffic demands at
that timepoint and ¢; is the resulting maximum relative error over al links (the vector
division to compute the relative error is component-wise). To detect if aremeasurement
is needed, we can check if ¢; exceeds athreshold, i.e. if ¢ > §, where § isan error tol-
erance parameter. However, short-lived variations can trigger expensive measurements
in this scheme. In order to tolerate such transient changes, we monitor ¢ for a period of
24 hours. New measurements are only performed when there is a sustained changein e.
Sustained changes are quantified by counting the total number of entriesin e that exceed
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8, and then checking if the result is more than some fraction « of the monitoring period
(24 hours). In general, if § and « are small, recalibrations will be triggered frequently;
when § and « are large, recalibrations will berare. For the results in this chapter, we set
§ = 0.9 and x = 0.5; we therefore trigger a recalibration if the relative error is more
than 90% and is sustained for more than half aday (because this combination of param-
eters produced a measurement overhead of 19%, which is introduced in Section 5.4,
allowing comparison with the other third-generation methods). We emphasize that the
recalibration strategy proposed here is one of many potential change detection methods.

Once arecalibration is triggered, new measurements of the entire TM are performed
for a 24-hour period. The new set of OD flows X are then decomposed using equa-
tion (5.6) to obtain the V’ and S’ matrices. In this manner, we update the PCA model
of the TM, which is used to estimate al subsequent traffic demands until the next
recalibration istriggered.

The PCA model of the TM exploits the dependency among the ensemble of OD flows
over long timescales. Therefore, like the tomogravity model, the PCA model also relies
on spatia correlation in OD flow traffic. In the PCA model, each OD flow is decom-
posed into aweighted sum of ahandful of common eigenflows, which then become the
quantity to estimate. The estimation step treats each timepoint separately to determine
the value of the dominant eigenflows. The weights that capture the dependency between
the OD flows are specified by the V' and S’ matrices (as detailed in ref. [118]) and cal-
ibrated using direct flow measurements for a period of 24 hours. Because the original
TM estimation problem is transformed into a well-posed problem (equation (5.8)), the
estimation step in the PCA method is simply a pseudo-inverse solution.

Kalman-filtering-based method

We can view the OD flows as an underlying state of the network traffic. Since these
flows evolveintime, the states do too. Unfortunately the states are not directly observed.
Instead we use the SNMP link counts Y as an indirect observation of the item we are
really seeking (the TM). Estimating the system state (traffic state in this case) from
indirect observations, when these observations are linear combinations of the underlying
state vector, is a common environment for the application of Kalman filtering. Kalman
filtering isapowerful method because it can be used not only for estimation, but also for
prediction. A full version of this method and its ramifications can be found in ref. [183].

We refer to y; as the observation vector at discrete time t, while Yy = {y;} is the set
of al observations up to (and including) timet. Let x; = {x(i, j, t)Vi, Vj} be a vector
denoting the entire set of OD flows at discrete time t. Thus x; refersto the state of the
system at time t. We model the evolution of the traffic state according to the following
linear system:

Xt+1 = Cxt + wy. (5.9

In thismodel C isthe state transition matrix and wy is the traffic system noise process.
For a single OD flow, the diagonal elements of C capture the tempora correlations
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appearing in the flow’s evolution. The non-diagonal elements of C describe the depen-
dency of one OD flow on another, thus capturing any spatial correlations among the OD
flows (if and when they exist). The noise process wy captures the fluctuations naturally
occurring in OD flows. This model follows that of typical linear time-invariant dynam-
ical systems. Another way to interpret this model is to say that the term C captures
the deterministic components of the state evolution while the term wy captures the ran-
dom or variable component. An attractive feature of this model is that it captures both
temporal and spatial correlations in a single equation.

The observations of the traffic state are made through a measurement system; in our
case this corresponds to the SNMP link count vector. The traditional linear equation
relating the link counts to the TM is now rewritten here as follows:

Yt = AXy + my, (5.10)

where y; is the link count vector, x; isthe state at timet and A is the routing matrix.
We have added the term m; to represent additive measurement noise. It is well known
that the SNMP measurement process has its own errors, and thus we incorporate them
to alow for minor differences between link observations and linear combinations of
OD flows. Using Kalman-filtering terminology we say that this equation captures the
relationship between the observation vector and the state of the system.

Let %tt—1 refer to the prediction of x; at timet based upon all information up to time
t — 1. We use %t to denote the estimation of x; at time t. The estimation step takes
the previous prediction and adds the most recent measurement (observation) to make
the next estimate. We now briefly describe how the estimation process, as required by
TM estimation, is carried out. Since Kalman filtering carries out both an estimation and
a prediction, this implies that the method has additional power and conseguences not
explored in detail here (see ref. [183]).

Thetask isto determine X¢y1jt+1 (Written as X1 for short) given aset of observations
Y1, .... Yt+1. The estimation error at timet is given by Xt — X¢. We want an estimator
that is optimal in the sense that it minimizes the variance of the error. The variance of
the error is given by

E[Ixt41 — Ritall?] = E[ (X1 — R0 T Ke1 — Rexn) |- (5.11)

Let Pyt = E[(Rept — Xt) Reje — x¢)" ] denote the covariance matrix of errors at time
t. In the following we assume both the state-noise W and the measurement-noise M to
be zero-mean white-noise processes, uncorrelated and with covariance matrices Q and
R. Let theinitial conditions of the state of the system be denoted by X0 = E[Xo] and
Pojo. The Kalman filter estimates a process by using a form of feedback control using
two types of equations.

Prediction step
This step predictsthe state and variance at timet + 1 dependent on information at timet:

Xi+1t = CXyjt, (5.12)

Piy1t = CPCT + Q. (5.13)
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Estimation step
This step is aso known as the “measurement-update” step. It updates the state and
variance using a combination of the predicted state and the observation Yy 1,

Rt+1t+1 = Xt+1k + GrralVi+1 — ARtgapt], (5.14)

Pirats1 = (1d — Gry1A)Pr1(1d — Gr1A)T + Gi41RG], 4, (5.15)

where 1d is the identity matrix and Gt 1 is called the Kalman gain matrix. If we let
the estimation error at time t be given by Xyt = Xt — Xt, then we compute the gain
by minimizing the conditional mean-squared estimation error E[)ZtT gt s Xt Yid-
By applying basic linear algebra, we can write Gey1 = Pryy AtTH[At Priagt AtT+1 +
Re+1]~1. The above equations (5.12)—(5.15), together with theinitial conditions specific
above, define the discrete-time sequentia recursive algorithm for determining the linear
minimum variance estimate known as the Kalman filter.

We make a few observations about this system. Equation (5.12) is a one-step-ahead
predictor, whereas equation (5.14) serves as the estimate we can use to populate a TM.
Note that equation (5.14) includes a self-correcting step. Our estimate is equal to our
prediction (in the previous timedl ot) plus again factor multiplied by the error in our link
estimate. Using the new incoming measurement at t 4+ 1, we can compare the true link
count versus our estimation for the link count. We adjust our estimate for the TM based
upon our error inlink estimation, AX-1;t. The Kalman gain matrix isalso aquantity that
is updated and adjusted at each measurement interval. It is adjusted so as to minimize
the conditional mean-squared estimation error.

One of the most salient features of the Kalman filter estimation method is this
self-correcting feature. It essentially provides an estimation method that continually
adjusts the state prediction, over each measurement interval, based on the error in the
observations.

To apply Kalman filtering to TM estimation, one more step is needed. In order to
produce our estimates in equations (5.12) and (5.14), we need to know the matrices
C, Q and R aswell astheinitial conditions Xo;0 and Pgjo. We propose to use 24 hours of
NetFl ow measurements to compute these variables. This step can be viewed as calibrat-
ing the system. Estimating the matrices C, Q and R from NetFlow datais a procedure
that itself requires maximum likelihood estimation. For details on this estimation, see
ref. [183].

The Kalman method al so has a change detection and recalibration procedure to ensure
that the underlying state space model adapts to changes in the TM. Like the PCA
method, Kalman computes estimates for the link counts § = AX using its TM esti-
mates. Comparing these to the measured SNMP link counts yields an indirect error
metric for the TM estimate. In Kalman filtering terminology, this error term istypically
called the innovation process and is given by

it+1 = Y41 — AReragt. (5.16)

Recall that, in the Kalman method, this error term is already used inside equation (5.14).
The innovations process should be a zero-mean process.
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Our change detection method is as follows. In each 10-minute time slot we compute
it and check if it isabove athreshold. For the threshold we use twice the error variance,
i.e. 2x Adiag(Pyt). We do this throughout the day. At the end of each day (at midnight),
we check to see what percentage of the errors were above this threshold. This checking
of the innovations process is done on a per-link basis. If more than 10% of these errors
exceeded the threshold, then we schedule 24 hours of flow measurements on a network-
wide basis. Since we include the spatial correlation, it is not possible to update only
alink with some simple method. At the end of the 24-hour period, we recalibrate our
C, Q and R matrices using the measured TM.

The motivation for waiting until the end of the day before deciding that new mea-
surements are needed is to avoid recalibration when transient changes occur. Because
we examine a day’s worth of error metrics, we are essentially smoothing out the tran-
sient changes. The downside is that the recalibration could come many hours late,
thus increasing our overall errors, since we continue using the old models to generate
estimates.

Asmentioned earlier, the Kalman method builds a spatio-temporal model for the OD
flows. It is clear from equation (5.9) that the behavior of OD flows at timet + 1 is
dependent upon the state of the flow at timet, and the spatial dependenceis captured by
the off-diagonal elements of the C matrix. Similar to the other third-generation methods,
this approach uses 24 hours of flow measurement data to calibrate its underlying model
(in this case, the critical C matrix, as well as the error covariance matrices Q and R).
Then the estimation procedure uses a Kalman filter, which is the best linear minimum
variance estimator in the case of zero-mean Gaussian noise.

Discussion

In Table 5.2, we summarize, for each method, the type of OD flow model used, the
source of data used to calibrate the model, the type of estimation used by each method
and the data used for estimation. Each of these models relies on insights that have been
learned from measurements over the past few years. The Fourier model used in the
route change method came from the realization of the presence of strong diurnal pat-
ternsin TM data. The PCA method is built on the observation that OD flows have low
intrinsic dimensionality. The fanout method relies on the stability of fanouts. The gen-
eralized gravity model includes networking insights by incorporating routing policies
such as hot-potato routing and no-transit traffic forwarding. Knowing that both spatial
and temporal correlations exist among OD flows, and that the system isinherently lin-
ear (y = Ax), the Kalman method builds alinear dynamic system that can capture both
types of correlationsin asingle equation.

Performance analysis

As mentioned in Section 5.1.2, the performance evaluation of the five estimation algo-
rithms is performed on the same data set, collected from the European Tier-1 Sprint |P
network in the summer of 2003, introduced earlier in this chapter.
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Table 5.2. Summary of data used for modeling and estimation
Method tomogravity route change Kaman PCA fanout
Modeling
Dataused | SNMP (access, | SNMP Flow data, Flow data, Flow data,
peer) (inter-router) 24 hours 24 hours 24 hours
under multiple
snapshots
Model gravity cyclo-stationary | linear eigenflows node fanout
(Fourier + noise) | dynamic and
system eigenvectors
Type spatial temporal spatio- spatial spatio-
temporal temporal
Estimation
Dataused | SNMP SNMP SNMP SNMP SNMP
(inter-router), (inter-router), (inter- (inter- (access,
onerouting multiple A router), A | router), A peer), no A
matrix A matrices matrix matrix matrix
Method regularized pseudo-inverse Kaman pseudo- none
MMSE filter inverse (direct
optimizaiton formula)

Spatial and temporal errors

To assess the overall performance level of each of the methods, we consider both tem-
poral and spatial errors. Our main error metric isthe relative L2 norm. By spatial error,
we mean that we obtain an error metric per OD flow that summarizes its errors over its
lifetime. For this, we use

(Satem — (m2)
(TLixm?)

The ensemble of all spatial errors gives us a set of errors over all the OD flows. In
Figure 5.5 we plot these spatial errors for each of our five methods. The x-axis repre-
sents the ordered flows, from largest to smallest, sorted according to their mean. In this
plot we include all the OD flows constituting the top 95% of the load in the entire TM.

The tempora error gives an error metric for each time slot summarizing the errors
over al OD flows at that instant. For this we use the following:

(ZN o) = 2e()?)
(Dhaxm?)

Thetemporal error issimilar to what an | SP might see when trying to estimate the entire
TM at a particular moment in time. This error metric is given in Figure 5.6 for all five

RelL2gp(n) = (5.17)

RelL27(t) =

(5.18)
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methods. The x-axis hereisin units of 10-minute slots. We include the estimation errors
for 20days, excluding the first day since it is used for calibration by the PCA, Kalman
and fanout methods. (Recall that when flow monitors are turned on, we assume they are
used to populate the TM and the modeling-based inference approaches are ignored in
those timeslots.)

Inthe spatial error plots, we observe the well known phenomenon that errorsincrease
as the size of the flow decreases. However, we also note that this effect is far less pro-
nounced in the third-generation methods than in the second-generation methods. Since
this holds across al the different third-generation techniques, we conclude that we are
seeing one of the benefits of using partial flow data coupled with smart OD flow models,
in that we can better estimate the smaller flows.

In the temporal error plots, note that the PCA and Kalman methods appear to have
exactly zero errors at certain periods. These periods are when recalibration occurred
and we thus exclude them from our error calculation. The moments of recalibration are
not visible with the fanout method, because the fanout method does not recalibrate the
entire TM model at the same time, but rather one or more PoPs at a time as needed.

Interestingly, we observe that the tomogravity method exhibits nearly constant tem-
poral errors. We will examine this behavior further in later sections. The tomogravity
method achieves roughly 25% temporal errors, while al of the third-generation methods
achieve average temporal errors between 10 and 15%.

An dternative way of viewing the spatial and temporal errors is to examine their
Cumulative Density Functions (CDFs), as given in Figures 5.7 and 5.8. We see that, in
terms of both spatial and temporal errors, the third-generation methods always outper-
form the second-generation methods. In particular, the route change method achieves
the largest errors (and is not included in the rest of the comparative evaluation); the
tomogravity method experiences the second largest errors; and the three methods using
partial flow measurements all exhibit errors that are roughly similar.

Because our temporal errors summarize errors across al flows for each timepoint
individually, we would expect that methods that assume spatial correlation would
perform best. The tomogravity and PCA methods do well in the sense that their dis-
tributions are narrower than other methods. The Kalman and fanout methods do well
in that they have low errors, although they have a somewhat longer tail than the other
methods. Thelonger tail indicatesthat there are some momentsin timethat are more dif-
ficult to estimate than others. Aswe will seelater, thisis due to asomewhat conservative
approach to adaptation.

It is interesting to note that the distributions of the spatial errors tend to be much
less narrow than that of the temporal errors. The TM that we obtained via measurement
contained TM elements that spanned eight orders of magnitude. It is easy to understand
the numerical problems introduced by trying to estimate all of these elements simulta-
neously. By including the OD flows that constitute the top 95% of the load, we include
flows that span two orders of magnitude, from 10° to 10 bps. The large dispersion of
the spatial errorsindicates that some flows may simply be harder to estimate. We know
from the literature (and confirmed by Figure 5.5), that, in general, smaller flows are
harder to estimate.
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54.2 Over-modeling

We see in both Figures 5.5 and 5.6 that the route change method performs the least
well of al the methods. Before continuing we pause here to explain why this happens
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and to state why we do not include this method in the remainder of our anaysis. To
see how this method behaves, we use the example of our eighth largest OD flow, as
depicted in Figure 5.9. In this plot, the original traffic is depicted via the black line and
the estimate is given via the gray line. We see that the route change method yields a
perfectly cyclical pattern that does not deviate throughout the three-week period. This
is because the route change method assumes that all OD flows follow the model in
equation (5.4). The implication of this model is very strong; it assumes each OD flow
is cyclo-stationary, and any deviation from this model is not captured in the estimates.
To see this even more closely, we plot a blow-up of a short period of our fourth largest
flow in Figure 5.10. We clearly see the impact of the modeling assumption in that it is
enforced too strongly.

Thisisin part due to the limited set of basis functions (five) used. We have used five
here because this was the number used in ref. [182]. The performance could clearly
be improved by using a larger number of basis functions for the Fourier expansion.
Because the errorsin this method are significantly larger than the other methods, we do
not include thisin the remainder of our study. We wish to point out that, historically, this
method was the first to introduce a temporal model for OD flows, thus paving the way
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for richer models based on properties learned from data. Part of the difficulty incurred
by this method may be due to the fact that it does not include any spatial correlations.

Measurement overhead

We saw in Section 5.4.1 that the third-generation methods outperform the second-
generation methods in terms of both spatial and temporal errors. Thisis not surprising
considering that they have at their disposal arich set of data to build useful models. It
is thus important to now ask the following: At what cost do we obtain these improved
error rates? To do this, we define an overhead metric to capture the amount of measure-
ment used by these new methods, and we then look at the average error achieved for a
given level of overhead.

Each time a flow monitor on one link is turned on, it is used for 24 hours. We thus
define ametric whose units are link-days since it is intended to capture how many links
were used (over a multi-week period) and for how long. We measure the overhead via
aratio intended to capture the number of link-days used divided by the total number of
link-days that would be used if flow monitors were left on all the time. Units such as
link-days can be thought of as describing a spatio-temporal metric. More precisely, we
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define our overhead metric as follows. Let D(I) be the number of 24-hour cycles that
link I used NetFlow during our three-week period. Hence D(I) gives the total number
of daysthat NetFlow wasused on link |. Thetotal overhead incurred by a single method
isgiven by

_ Y. DO

H= NI
° 21x L (519)

where L isthe number of linksin the network and 21 is the number of total days of our
measured validation data. Both the numerator and denominator are capturing a network-
wide property. If the flow monitors were turned on all the time and network-wide, then
this overhead metric would be one; this corresponds to the case when a TM is fully
measured and no inference is used. If flow monitoring is never used, the metric is zero;
this corresponds to the case of the tomogravity method. Our intent with this metric isto
explore the error performance of methods whose overhead lies somewhere between the
two extremes of zero and one.

We ran each of the three flow-based methods multiple times. In each case we changed
the threshold that checks for diversion, so as to encourage more or less adaptation and
recalibration, thus leading to the inclusion of different amounts of flow measurements.
For each such case we computed both the spatial and temporal relative L2 norm error.
The spatia errors are given in Figure 5.11 and the temporal errors are displayed in
Figure 5.12. In these two figures we also include the two extreme points mentioned
above, displaying the error of the tomogravity method using zero flow overhead, and the
point (100, 0) for the case when a TM is obtained solely by directly measuring it al the
time. We assume the estimation error is zero (ignoring measurement errors) since flow
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monitors are on al the time. Although the error rate is zero, the measurement overhead
is at its maximum. This overhead does not even include the large communication cost,
aslisted in Table 5.1 at the beginning of this chapter, of a full measurement approach.
Through these plots we can see the balance that can be achieved using hybrid solu-
tions that combine flow measurements with inference to improve inherent limitationsin
inference-based solutions.

Two quite interesting observations are evident from these plots. First, for a mea-
surement overhead of anywhere between 10 and 20%, we can roughly cut the errors
achieved by the tomogravity method in half. Thisis true for both the spatial and tem-
poral error metrics. This is a large gain in error reduction for a small measurement
overhead. As compared to the full measurement approach, we see that, with 90% fewer
measurements, the third-generation methods can produce highly accurate estimates.
Second, beyond approximately a 20% overhead, thereis little further gain in including
additional measurements. In other words, alarge amount of overhead is required to fur-
ther reduce errors. This hintsthat once we exceed the benefits of 20% flow measurement
overhead, we are probably reaching the limits of what inference can do. Thus to reduce
errors further, one may have no choice but to rely on full measurement approaches.

Handling dynamic changes in the TM elements

The third-generation methods have been designed to adapt to changes in the TM by
recalibrating their models. Theimplicit assumption in thisapproach isthat TMsarevery
dynamic, and thus an adaptive approach is required. This is indeed true; this dynamic
nature can take a variety of forms and be due to a variety of reasons. For example, in
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our measurement data we found some flows that exhibit rapid oscillations for extended
periods of time. Other flows are seen to undergo along-lived, but not permanent, change
for aperiod of aday or so. This can happen if aset of ingresslinksfail and take a day to
repair. The addition of new customersin a single PoP will lead to a permanent increase
in the traffic demand emanating from that PoP. We ask the question asto how our various
methods handle these types of dynamic behavior.

First we look at the case of a flow experiencing rapid oscillations (see Figure 5.13,
which we have enlarged for a period of alittle lessthan a day). Here we see that al the
methods can handle this type of behavior. We point out that, while the fluctuations are
rapid, they are also contained within the same order of magnitude. We looked over the
lifetime of this flow and saw that none of its oscillations lead to model recalibration for
the third-generation methods. This implies that there is sufficient flexibility to capture
the variability for aflow that did not change an underlying trend.

In Figure 5.14 we see the example of our second largest OD flow, which undergoes
adramatic change on day 3. This flow drops many orders of magnitude to a small, but
non-zero, level. (Thiswas most likely due to the failure of some, but not all, of the links
at the router sourcing this OD flow.) Thisis plotted on alog scale so that we may see
what happens during the severe dip in flow volume.
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The tomogravity method tracks this change best. Thisis because it starts completely
anew each timeslot. In this case, the gravity model is recalculated every 10 minutes
based on the newest SNMP data from access and peering links. In this case, the
memoryless property of the tomogravity method serves it well.

We can see the adaptive behavior of the fanout method well here. For some other rea-
son, the fanout method initiates a recalibration just alittle before time unit 300. During
the day of problems with this flow, the fanout method is using the flow measurement
data to populate the TM, and hence we see no errors. However, the fanout method
is learning atypical behavior, which we see repeated from time unit 410 to time unit
560 (roughly). During the fourth day the fanout method realizes that it needs another
immediate recalibration, and thus we see it generates excellent estimates after time 560.

Looking back to Figure 5.6 we see that both the PCA and Kaman methods experi-
enced larger errors during day 3 (starting at time slot 432 on that figure). We can now
understand the source of this error; it was due to the large change in behavior of a dom-
inant flow. The x-axisin Figure 5.14 starts at a different time than the onein Figure 5.6
because we have enlarged a portion of the plot for ease of viewing. We see (Figure 5.14)
that the PCA and Kalman methods do adapt to this change, but less well than the tomo-
gravity method. Because these methods realize they make errors during this period, they
initiate a recalibration around time 430 (after having waited the requisite 24 hours). At
time 570, they return to normal behavior.
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We thus see a tradeoff between third-generation methods and the tomogravity
method. The tomogravity method adapts fast to changes, but experiences larger errors,
than the other methods. Of course, the rate of adaptivity has been defined by the method;
tomogravity updates its model in every 10-minute timeslot because the data it uses
are typicaly available at that level of granularity. Because the data used by the third-
generation methods are more costly to obtain, they wait (defined at 24 hours) before
adapting to ensure that a dynamic change is ongoing and that the method does not react
to a change that will dissipate quickly.

Finally we seek to understand the issue of bias. In many figures we have observed
the bias that the tomogravity exhibits (Figures 5.9, 5.10, 5.13 and 5.14). In these four
exampl es the tomogravity method accurately tracks the shape of each flow, but exhibits
aconsistent over-estimate (e.g. fourth largest flow) or under-estimate (e.g. eighth largest
flow). A consistent difference between estimated and true values is termed bias.

It iswell known that biased estimators are not necessarily bad. An unbiased estima-
tor is one whose expectation is equal to the true value of the parameter being estimated.
However, even if an estimator is unbiased, it may have high variance and thereby often
fail to provide estimates that are close to the parameter’s true value. On the other hand,
sometimes biased estimators can have smaller variance and thereby typically yield esti-
mates closer to the true val ue than those of unbiased estimators. Thus any consideration
of an estimator’s bias should also take into account its variance.

The sample bias of an estimator for OD flow n is given by

T

bias(n) = Ti tg(kt(n) — %t (n)). (5.20)
We chooseto look at absolute bias rather than relative bias because thisreflects the error
anetwork operator would see when employing the methods.

In fact, we observe that the various methods perform very differently with respect to
bias. Bias is plotted in Figure 5.15 for the four methods. On the x-axis are OD flows,
sorted from largest mean to smallest. The figure shows that the most consistently unbi-
ased method is the fanout method. Both the PCA and Kalman methods show a negetive
bias (i.e. an underestimation) for the largest flows, with the amount of bias increasing
with flow size. However, the tomogravity method is quite different from the rest. It
shows a much larger bias in general, with both positive and negative biases prominent.
Furthermore, thisbiasis not consistently related to flow size, asin the PCA and Kalman
methods. Rather, the per-flow bias can be very large, even for quite small flows.

As mentioned above, the accuracy of an estimator is a function of both its bias and
variance. To assess this we define the sample standard deviation of the estimator for
flow n asfollows:

1

.
ErrStd(n) = (T——l Z(errt(n) - bias(n))2>, (5.21)
=1

whereerri(n) = X;(n) — x¢(n). Note that this metric isin the same units as sample bias,
so we can directly compare the two when assessing their impact on accuracy.
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Figure 5.16 plots the sample bias for each flow against its sample standard deviation,
for the four methods. This plot confirms the striking difference between the tomogravity
method and the other methods. It shows that, while the tomogravity method has much
lower variance than other methods, it exhibits much higher bias in general. In contrast,
the Kalman and PCA methods show relatively high variance, with much lower biasin
general, while the fanout method maintains relatively low bias and variance. Thus, the
tomogravity method achieves a different tradeoff between bias and error variance than
do the third-generation methods.

Methods with low bias and high variance tend to estimate the flow mean well over
long time intervals, while giving estimates for individual timepoints with less accuracy.
Methods with high bias and low variance will tend to track changes between individ-
ual timepoints well (i.e. accurately estimating short timescale variations), while long
timescale averages (the mean) may be consistently wrong. These two different condi-
tionsare visible in Figure 5.10. The tomogravity method tracks the precise shape of the
flow quite well, but its value is consistently offset. The Kalman and PCA methods tend
to be closer to the true value on average, but their precise shape does not match that of
the data as accurately.

This difference in the relative contribution of bias and variance can have implica-
tions for applications of these methods. Consider the use of TM estimation in anomaly
detection at a coarser granularity (i.e. that of minutes). In this case, it is the variations
fromtypical conditionsthat areimportant. Accurate estimation of the mean ismuch less
important that correct tracking of the shape of the flow. Thus amethod like tomogravity
seems better suited in this case. On the other hand, consider an application such as traf-
fic engineering (adjusting link weights to balance traffic) or network capacity planning.
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In this case, accurate estimation of flow mean is paramount. Further, accurate tracking
of short timescale variationsis less crucial since such decisions take place on relatively
long timescales. For such applications, the PCA and/or Kalman methods may offer a
better choice.

Lessons learned

In this chapter we looked into the problem of inferring the amount of traffic flowing
between any pair of network elements, i.e. links, routers or PoPs, in an ISP network. We
refer to the above with the general term of traffic matrix (TM). Although this problem is
fully solved when widely collecting and processing NetFlow records, it isnot realistic to
assume that | SPs do have such functionality fully deployed in their networks. As a con-
sequence, either they are lacking parts of the TM or, worse, missing the entire TM. Due
to the important role played by the TM in many network management and traffic engi-
neering tasks, we dedicated this chapter to analyzing and comparing the most promising,
recently proposed, techniquesin the literature that approach this problem, based on dif-
ferent intuitions, models and correlations (spatial, temporal and spatial-temporal). We
referred to those methods as first-, second- and third-generation techniques.

Based on their evaluation on the same complete TM data set, we showed that all of
the methods handle well the short-lived changesin the TM that remain within the same
order of magnitude. For longer-lived or permanent changes that involve a change in
the order of magnitude of aflow (or flows), all the methods adapt reasonably well, but
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tomogravity adapts best. Tomogravity can adapt the fastest because its model discounts
temporal history. Thisis atradeoff that comes at the price of the bias.

There is a striking difference between the tomogravity and the fanout, PCA and
Kaman methods. Tomogravity has lower error variance than the other methods, but
exhibits a much higher bias in general. The third-generation methods are able to
overcome bias and better capture the long-term behavior of an OD flow, since they
incorporate the actual correlation data (either spatial or spatio-temporal) they have from
measurements, as opposed to an assumed correlation structure in the gravity model.

A key feature of the PCA, Kalman and fanout methods is their reliance on actual flow
measurementsto build modelsfor OD flows. These methods therefore comprise the next
generation of hybrid measure-and-infer strategies to obtain TMs. In fact, we find that
these methods outperform the earlier generation — route-change and tomogravity — in
terms of both spatial and temporal errors. Furthermore, these new-generation methods
can handle smaller flows much better, a problem that has so far plagued the known
methods that rely on SNMP data alone.

An important and surprising finding is that with only 10-20% additional measure-
ments, we can achieve half the temporal and spatial errors reported by earlier methods.
Moreover, we can achieve accurate estimates using 90% less measurement than a fulll
brute force measurement approach. The measurement, communication and computa-
tion overheads of the full measurement approach will be far greater than of the hybrid
measure-and-infer strategies we have assessed here. Our computations are simple to
execute and may be more efficient than a direct computation. As flow monitors become
accessible in more networks, network operators will have new options to compute traf-
fic matrices. We envision that techniques such as the fanout, Kalman and PCA methods
will evolve into feasible and accurate alternatives that yield better performance than
methods relying solely oninference, and at smaller costs than brute force measurement.
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6.1

Principles of network design
and traffic engineering

Since the late 1990s there has been significant interest and attention from the research
community devoted to understanding the key drivers of how 1SP networks are designed,
built and operated. While recent work by empiricists and theoreticians has emphasi zed
certain statistical and mathematical properties of network structures and their behav-
iors, this part of the book presents in great detail an optimization-based perspective
that focuses on the objectives, constraints and other drivers of engineering design that
will help the community gain a better insight into this fascinating world and enable the
design of more “realistic” models.

In this chapter we introduce the area of |P network design and the factors commonly
used to drive such a process. Our discussion revolves around | P-over-WDM networks,
and we define the network design problem as the end-to-end process aimed at iden-
tifying the “right” 1P topology, the associated routing strategy and its mapping over
the physical infrastructure in order to guarantee the efficient utilization of network
resources, a high degree of resilience to failures and the satisfaction of SLAs.

We start by providing a high-level overview of the IP-over-WDM technology. We
highlight the properties of the physical and IP layers (the IP layer is aso known as
the logical layer), we discuss their relationship, and introduce the terminology that
will be extensively used in the following chapters. Then, we introduce the processes
encountered in I P network design and their driving factors. We conclude the chapter by
defining a multi-step methodology aimed at solving the problem of network design in
an incremental fashion. Each step will be extensively studied in the following chapters.

Overview of IP-over-WDM technology

IP-over-WDM technology is aimed at combining the best features of optics and elec-
tronics. This type of architecture has been called “amost-all-optical” because traffic is
carried from source to destination without electronic switching “as far as possible,” but
electronic switching is to be performed at some places.

IP-over-WDM envisions the IP infrastructure layed directly over the optical infras-
tructure without any inter-layer technology such as ATM, Frame Relay, SONET, etc.
This way, the IP layer can make complete use of the entire bandwidth of each optical
fiber, avoiding any overhead introduced by intermediate technologies. In some cases, the
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fiber is used as asimple alternative to copper wire. This means that only asingle wave-
length is used to carry information over a fiber and the fiber acts as the point-to-point
link of a given bandwidth. Due to the intrinsic limitation of the hardware equipment
and the speeds at which they can push bits into the fiber, most of the bandwidth is
left unused. With WDM, i.e. wavelength division multiplexing, the upper layer can
suddenly utilize bandwidths comparable to that of entire fibers. Multiple signals can
travel together on different wavelengths. This operation is enabled by the usage of opti-
cal multiplexer and demultiplexer units that “bundle” and “unbundie” different signals.
Each signal uses a different wavelength when traversing the fiber to avoid collision
with other signals and consumes only a portion of the total bandwidth (OC-3, OC-12,
0OC-48, etc.).

The two layers constituting the IP-over-WDM infrastructure are named the physical
and logical layers. The physical layer is composed of optical routing nodes, called opti-
cal cross-connect routers (OXCs), that are connected to each other by point-to-point
optical fibers. The OXCs and their physical connections constitute the physical topol-
ogy. Each of the OX Cs has an access node connected to it anywhere el ectronic switching
is required. The access node is called an IP router. At the logical layer, IP routers are
connected vialP links, and two IP routers directly connected with an IP link are said to
be logically adjacent. Note that the two routers might be geographically far away from
each other from a physical perspective, but adjacent from alogical perspective. The set
of 1P routers and IP links constitute the logical topology (also known as IP topology or
virtual topology). An example of an IP-over-WDM architecture is shown in Figure 6.1.
Two IP links have been set up to allow communication via a clear channel between
nodes. The IP links have been routed in the physical infrastructure using dotted lines
and share acommon fiber. On thisfiber, the two IP links must use different wavel engths
to avoid collision. Note that one pair of routers, i.e. (R1, R2), is directly connected by
afiber link, while the second pair of routers, i.e. (R1, R3), is not. Although R1 and R3
are logically adjacent, they are geographically distant, i.e. the packets have to cross two
fibers when traveling from the source to the destination.

Packets traveling on any IP link are carried optically from end-to-end. Electronic
switching is required anywhere an IP link isterminated and anew IP link is established.
In order to understand what happens at each node, ook at the typical node architecture
shown in Figure 6.2. The bottom part of such a node deals with optical signals, i.e.
OXC, while the upper part deals with electronic signals, i.e. IP router. The OXC is
preceded by a wavelength demultiplexer and followed by a wavelength multiplexer.
The demultiplexer isin charge of separating the incoming signal at the input portsinto
individual signals traveling each on a different wavelength. The multiplexer bundles
together different signalsinto one and sends it out on the output fiber.

Wavelengths on some of the input ports carry signals that are destined for an IP
node directly connected to the OXC (i.e. termination of the IP link), so the signal has
to be extracted from the optical medium. The cross-connect terminates that particular
wavelength, converts the data into electronic form, and delivers it to the IP layer for
processing (see, for example, 1P link #1 when reaching the router R3 or the P link #2
when reaching router R2 in Figure 6.1). The number of IP links that can be initiated
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An example of an IP-over-WDM network. Physical nodes (OXC in thefigure) are
inter-connected by point-to-point fiber links constituting the physical topology. Logical nodes
(IProuters R in the figure) are inter-connected by point-to-point IP links constituting the IP
topology. Each IP link is assigned a wavelength and carried over a chain of physica fibers. Two
IP links sharing the same optical fiber must have different wavelengths (link #1 and link #2 are
represented by dotted lines sharing the fiber connecting OXC1 and OXC2.)

or terminated at each node is named node degree and is usually limited by both the IP
technology, i.e. known as the “efficient frontier” of the router,* and the optical technol-
ogy, i.e. number of transmitters and receivers on board of the OXC. Usually the node
degree of each node is assumed to be equal for incoming and outgoing connectivity and
across the entire logical topology.

There may aso be signals on some wavelengths that need to be forwarded to other
nodes (see IPlink #2 when traversing OXC2 in Figure 6.1). If the OXC does not support
wavelength conversion, it takes the signal on the input port traveling on a wavelength
and optically switches the signal to a selected output port without modifying the wave-
length being assigned. In this case, the OXC is acting as a wavel ength router and routes
IP links over the physical infrastructure in the same way an IP router routes packets
over the logica topology. The physical layer is said to be constrained by wavelength
continuity, indicating that an IP link must use the same wavelength on all the fibers it
crosses from its origin node to its termination node.

1 The efficient frontier of a router is defined as the possible bandwidth-degree connections it can sustain.
That is, arouter can have afew high-bandwidth connections or many low-bandwidth connections (or some
combination in between). In essence, this means that the router must obey a form of flow conservation in
thetraffic it can handle. Whileit is always possible to configure the router so that it falls below the efficient
frontier (thereby under-utilizing the router capacity), it is not possible to exceed this frontier (for example
by having an increasing number of high-bandwidth connections).
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Architecture of an |P-over-WDM node: OXC functionality resides at the physical layer; IP
routing functionality resides at the IP layer.

If the OXC is equipped with wavelength conversion functionality, then I P links might
change their wavelength at each of the traversing OXCs. In-transit I P links can enter an
OXC on one wavelength and leave it on a different wavelength. Although wavelength
conversion alowsfor a better usage of the fiber infrastructure, the management of those
OXCs introduces some extra level of complexity in the design process due to issues
related to the tuning delay of wavelength converters and their placement in the physical
infrastructure.

Note: In the remainder of this book we assume the physical topology to be an input of
our design process. Furthermore, we will assume that each OXC has exactly one access
IP router connected to it.

Network design: principles and processes

Understanding the large-scale structural properties of ISPsis critical for network man-
agers, software and hardware engineers and telecommunication policy makersalike. On
apractical level, models of network design factor prominently in the design and evalua-
tion of network protocols, sinceit is understood that, although network topology should
not affect the correctness of a protocal, it can have a dramatic impact on its perfor-
mance. Accordingly, the ability to shape network traffic for the purposes of improved
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application performance often depends on the location and interconnection of network
resources. In addition, a detailed understanding of network design is fundamental for
developing improved resource provisioning, as most network design problems assume
adetailed description of existing/available network components.

The design of the network should be viewed as a*“one-time” task. Given the inherent
cost in such a process, and the difficulty in making significant changes retrospectively,
network design should aim to define the critical aspects of an IP network that should
not be deviated from in a fundamental manner. Some small providers underestimate
the importance of choosing the right topology and failure recovery schemes and choose
to combine it in with network support and traffic engineering techniques as ongoing
processes. Instead, the network design should be thought of as a process of refinement
and minor modification. One cannot afford to redesign the entire network in response
to growth in applications, users, or the number of sites on the network.

Edge versus core: from routers to PoPs

The operation of an ISP at a national scale requires the installation, management and
maintenance of communication links that span great distances. At the national level, the
cables are usually fiber-optic and the equipment consists of transmitters/receivers at the
end points and signal repeaters along the way. While a significant portion of the link
cost is often associated with obtaining the “right of way” to install the network cables,
there is generally an even greater one associated with the installation and maintenance
of the equipment used to send traffic across these cables. Both the installation and main-
tenance costs tend to increase with link distance. Thus, one of the biggest infrastructure
costs faced by a network provider is that associated with the deployment and mainte-
nance of its links. National 1SPs are one type of network providers for which link costs
are significant. The challenge is in providing network connectivity to millions of users
spread over large geographic distances at an acceptable cost, a task made somewhat
easier by the fact that most users tend to be concentrated in metropolitan areas. Such
atrend leads to a natural separation of the connectivity problem into providing con-
nectivity within a metropolitan region and providing connectivity between metropolitan
regions. Initssimplest form, it states that the only type of design that makes sense from
an economic perspective is one that aggregates as much traffic on the fewest number of
long distance links. As aconsequence, the design process can be separated into the edge
and core network design.

The edge network design typically occurrs at the metropolitan area, where the chal-
lengeisto provide connectivity to local customerswho are dispersed over some regional
geographical area. Edge design is often driven by the customers supported by the ISP,
For example, in the current environment there is tremendous variability in the connec-
tion speeds used by customers to connect to the Internet, such as dial-up connections
(generally 56 Kbps), broadband access (256 Kbps—6 Mbps) and large-bandwidth con-
nections (1 Gbps and above). This connectivity is rooted at the |SP’s PoP, which serves
as the focal point for local traffic aggregation and dissemination between the ISP and
its customers.
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On the other hand, the core design is focused on providing internal connectivity
within the | SP between its different PoPs, which are typically separated by larger geo-
graphic distances. Core design is often driven by different objectives aimed at achieving
the most reliable and timely delivery of information from any source to any destination
while using the least amount of network resources.

Thus, the separation of the network design into edge and core design is important
because the resulting optimization formulations often have different objectives and con-
straints operating at each level of abstraction. In addition, edge design problems are
inherently local, in the sense that changes to the inputs or incremental growth in the
edge network have only local effects on the topology or its traffic. In contrast, changes
to inputs of the core design problem or core incremental growth often have global
implications on the structure and/or behavior of the network as awhole.

Note: In the following sections, we focus on the core design, although similar method-
ologies can be applied to solve the edge design. Accordingly, a node at the logical layer
has to be interpreted as a PoP.

Survivability and recovery schemes

Any operational network must guarantee high reliability in the presence of failures
either inherent to the physical layer (equipment failures, fiber cuts, etc.) or to the log-
ical layer (line card failures, software problems, etc.). This property is aso known as
survivability. Generally, network survivability is quantified in terms of the ability of the
network to maintain end-to-end pathsin the presence of node or link losses.

Survivability to physical failures

Despite its name, the logical topology does not necessarily reflect the structure of its
underlying physical layer. Depending on the technologies in use, two nodes that are
“connected” by asingle hop at the IP layer may or may not be physically connected to
one another. Looking at just the IP layer, the reader can have the illusion of direct con-
nectivity, even though the routers in question may be separated at the physical level by
many intermediate networking devices or even an entire network potentially spanning
hundreds of miles. As a consequence, failures at the physical layer are more common
than we think. The analysis on physical failuresfor Sprint’'s optical backbone has high-
lighted that failures happen on a daily basis, and that as many as 95% of these failures
last longer than 120 minutes. Moreover, it has been noted that more than 85% of these
failures are isolated and do not show any temporal correlation among themselves [134].
We refer to those physical failures as long-lived failures.

Historically, layer 2 technologies, such as SONET, have been considered to protect
the network from failures happening at the physical layer. However, in the context of
| P-over-WDM, the SONET layer is not available. In this case, the IP layer is asked to
restore the connectivity in case of failure. When a network element fails in the physical
infrastructure, the OXCs report such a failure to the IP routers that update the routing
tables with alternative logical paths. This approach only succeeds if the remaining set
of logical links still forms a connected topology, i.e. any node can always find alogical
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path to reach any other node in the network. In order to increase the resilience of the
topology to optical failures, a common practice of network operators is to establish
multiple 1P links between logically neighboring nodes. Some of these links are used in
normal conditions and are called primary links; other links are inactive during normal
conditions and are used only if one of the primary linksisinvolved in afailure. These
links are called backup links. When this happens, traffic islocally rerouted at the logical
layer between the primary and the backup links according to the routing configuration.
This way, the network avoids distributing a potential large volume of traffic from the
failed primary links to other fully functiona primary links that might get congested
due to the unexpected volume of traffic being shifted over them. The failureis resolved
locally by using pre-allocated network resources at the logical layer (i.e. backup links)
and the network recoversin amore predictabl e fashion. Thisaspect of the design process
implies the necessity that primary and backup links share no common fiber, or at least
minimize the number of shared resources. The deployment of such arestoration scheme
further complicates the design process. New requirements need to be added such that
primary and backup links mapped over the physical infrastructure provide similar delay
and cause minimal SLA impact upon a physical failure.

Survivability to logical failures

Similar considerations hold true for failures happening at the IP layer. These failures
are usually less disruptive than optical failures since they involve fewer links. They
are further handled completely by the IP layer using the routing protocols, and no
interaction between the two layers is required. When a logical link fails, |S-1S/OSPF
routing diverts the traffic from the broken link to alternate paths, increasing the load
on one or more other links. Well designed network topologies with a high degree of
failure resilience (i.e. use of primary and backup links between each pair of adjacent
nodes) will absorb the effects of those failures by locally rerouting the traffic to pre-
alocated resources. Network topologies counting on only a single link connectivity
between pairs of adjacent nodes are very likely to experience performance degrada-
tion. For these networks, the most obvious way of restoring the network, to meet its
original traffic engineering objectives, isto perform a network-wide recomputation and
reassignment of link weights. However, changing link weights during a failure may not
be practical for two reasons. First, the new weights will have to be flooded to every
router in the network, and every router will have to recompute its minimum cost path
to every other router. This can lead to considerable instability in the network, aggravat-
ing the situation already created by the link failure. The second reason is related to the
short-lived nature of most of the link failures. In Figure 6.3 we present our analysis on
inter-PoP link failures over a four-month period in the Sprint IP backbone. The reader
can seethat 80% of thefailureslast lessthan 10 minutes and 50% of thefailureslast less
than 1 minute. We refer to failures that last less than 10 minutes as short-lived failures.
These failures can create rapid congestion that is harmful to the network and leave a
human operator with insufficient time to reassign link weights before the failed link is
restored. In Figure 6.4 we report the frequency of single-link and multiple-link failures.
The reader can observe that more than 70% of the short failures are single-link failures.
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In order to overcome the above issues, a common practice of network operators is to
identify the one set of link weights that guarantees excellent performance under normal
network conditions and upon logical failures.

Note: In the following sections, we consider resilience to physical and logical failures
as important requirements to guide the design process towards a robust solution.
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Technology limitations and business drivers

The general goal of designing a good network topology is to ensure that traffic can
be delivered from any source to any destination with minimum network resource usage
and under any circumstances, i.e. reliability upon network failures. Note that such agoal
could be easily achieved with atopology that allows each node to be directly connected
to any other node in a fully meshed manner. This states that a network with N nodes
would feature a topology composed of N (N — 1) directed links. Such a design would
imply a greater investment in terms of bandwidth to carry the same amount of traffic,
and would lead to alow link utilization across the entire network. The topology, &t the
same time, would be characterized by outstanding resilience to failures, since packets
can be routed across many different logical paths (assuming the mapping of IP links
onto fibers leads to sufficient separation of physical paths across the network). Finally,
the amount of electro-optical conversion needed would be minimal, and the network
would be able to guarantee the fast delivery of packets to their destination; adirect link
between any pair of | P routers means that the packets can be carried from the source to
the destination purely in the optical domain.

Unfortunately, the limitationsforced by the physical and logical layersand their inter-
relationship make such atopology infeasible.

Physical layer

The physical infrastructure imposes three major constraints on the design process. First,
it defines an upper bound to the node-degree, i.e. the number of IP links originated
and/or terminated at each node. Since the node-degree is usualy much smaller than
the number of nodes in the network, it is clear that the fully meshed topology repre-
sents an unrealistic solution for real-sized networks. Second, if the OXC nodes are not
equipped with wavelength conversion functionality, each IP link is constrained to use
the same wavelength from its origin to its destination across al fibers along its phys-
ical path. Assigning a wavelength to each IP link and routing each wavelength over
the fiber infrastructure is a problem known in the literature as the Routing and Wave-
length Assignment (RWA) problem and proven to be NP-Hard [123]. Third, each fiber
can carry a maximum number of wavelengths depending on the type of technology
used. Commercial backbones, such as the Sprint’s optical backbone, typicaly have a
heterogeneous fiber infrastructure, with old technology fibers alowing no more than
eight wavelengths, and newer fiber technology that allows up to 80 wavelengths. The
diversity of fibers introduces another level of complexity in the design process, since
the coexistence of new and old fibers requires the exposition of such information to the
topology design process.

Topology and routing protocol

A good candidate topology would satisfy the above constraints while providing excel-
lent network performance, such as minimum network congestion, targetting to minimize
the maximum link load across all links constituting the topology, or to minimize the
average packet delay. In order to evaluate a topology we must route packets over the
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topology in accordance with a defined routing protocol. IGP protocols such as 1SS
and OSPF assign a weight to each IP link and route packets from the source to the
destination by choosing the logical path of minimum cost. The cost of alogical path
is defined as the sum of the weights of al links constituting the path. Ideally, for each
topology, we would like to route the traffic by optimizing its routing. This would guar-
antee high accuracy during the evaluation of a candidate topology. Unfortunately, the
routing optimization is an NP-Complete problem and cannot be solved to optimality,
or close to optimality, for each topology being analyzed. Network designers therefore
avoid the routing optimization during the topology design. Instead, a common practice
isto route the traffic according to a generic shortest-hop path routing protocol, i.e. path
with minimum number of hops between the source and the destination. The optimiza-
tion of the routing is considered only after the topology has been found. Due to the
fact that 1S-1S and OSPF provide a more general way to route packets compared with
the simple shortest-hop path algorithm, the performance of the topology can be further
improved during the routing optimization process.

Note: In the following sections, we consider the above technology limitations as part
of our design process and adopt common practices when dealing with the routing of
packets over the logical topology.

Network design process: sketching out our methodology

In the ideal case, network architects should solve al the above design issues with their
annotated requirements in one single step. Unfortunately, the high complexity asso-
ciated with each specific task makes this approach infeasible. In order to keep the
complexity of the aforementioned optimization-based framework at areasonable level,
we separate and prioritize each task as part of a multi-step methodology while keeping
under consideration how the various objectives, constraints and tradeoffs fit together.
Each step isaimed at solving a specific problem in an “optimal” way by relaxing previ-
ous constraints and adding new ones. The output of each step is then used as the input
of the next step, leading incrementally to the final solution. The overall methodology is
presented in the context of backbone networks and briefly summarized in the following
four steps.

e Step 1: Topology design resilient to long-lived failures. This step aims at identifying
the network topology that is survivable to single-fiber cuts (i.e. long-lived failures)
and shows good performance in terms of network congestion. Accordingly, werestrict
our search for logical topologiesto the ones for which at least one mapping schemais
possible. Note that ignoring the mapping problem when designing the logical topol-
ogy might lead to topologies for which no mapping exists (i.e. some nodes might be
completely isolated from the network in case of failure).

e Step 2: Increase topology resiliency using multiple parallel links. This step aims to
increase the failure resilience property of the topology found in step 1, by expand-
ing each IP link between neighboring PoPs into multiple IP links, i.e. primary and
backup. Such a provision alows the topology to recover from failures relying on
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upper layer mechanismsthat can reroute traffic from primary to backup links (i.e. net-
work resources being reserved in advance to handle failure episodes). Accordingly,
the number of fibers shared by primary and backup links must be minimized.

e Step 3: Performance enhancement and resiliency to short-lived failures via routing
optimization. This step aims to improve the network performance of the topology
found in step 1 by optimizing the way we route packets. During step 1 we assumed
packets to be routed from their sources to their destinations using a simple shortest-
hop path agorithm. 1P routing protocols, such as1S- S and OSPF, allow packetsto be
routed using the more general concept of shortest-cost path. Each IP link is assigned
aweight (integer number between 1 and 255), and the cost of the path is defined as
the sum of the weights of all 1P links constituting that path. During this step we opti-
mize the routing by playing with the link weights and then we find the set of link
weights that guarantees the best performance. We approach this problem by optimiz-
ing the network performance during the normal operation, i.e. network congestion
and SLA requirements. Furthermore, we extend our formulation by considering the
impact that short-lived failures might have on the network due to the effect of causing
global rerouting of traffic. We remark that modeling short-lived failures as part of this
framework might not be necessary if multiple IP links between neighboring PoPs are
considered as part of the logical topology. We conclude this step by highlighting how
ignoring the interaction between |GP and BGP routing protocols can lead to an erro-
neous optimization and misleading results. We will extend the methodol ogy presented
in this step to consider both protocols and their dynamics;

e Step 4: Capacity planning. This step aims to engineer the network with the proper
amount of bandwidth so as to absorb growth in traffic and applications over time.
This step is not usually considered to be part of the pure design process, but rather
a fundamental step for keeping the network up and running over time. After step 3,
the IP topology should be up and running; failures and network performance should
be optimized to serve the current demand of traffic; SLA requirements should be
satisfied; and customers should experience good service performance. But, with the
increase in numbers of customers and new bandwidth demanding applications, the
operator will soon face the problem of when and where to add new capacity in order
to provide customers with the same network performance and SLA guarantees. The
most common approach one could follow is to over-provision the bandwidth in order
to accommodate aggregate traffic demands. When traffic demands are relatively low,
this approach is often sufficient to ensure that performance remains satisfactory for
all services. It can be justified by noting that the network should be simple to operate
and manage, so that savings in operating costs cancel out increased capital costs due
to excess capacity. However, as the numbers of customers and the traffic demand
increase, ad-hoc over-provisioning may lead to large capital investment and seriously
limit the network and business growth. Therefore, amethodical approach for capacity
planning bears alot of value to the overall network design process.

Details of each specific problem will be introduced, extensively analyzed and
efficiently solved in Chapters 7-10.
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Box 7.1. Network design process: Step 1

Goal Identify alogical topology (i.e. a set of IP links through which packets are
routed from source to destination) and a*“mapping” (i.e. aset of physical routes for
each P link) such that an appropriate objective function depending on all network
states (i.e. no failure and all physical failures) is optimized.

Objective function Minimization of network congestion level, defined as maximum
amount of traffic flowing on any IP link, belonging to the logical topology under any
network state.

Inputs (i) Physical topology (which must be at least 2-connected), comprising nodes
equipped with a limited integer number of tunable transmitters and receivers (i.e.
node-degree) and with wavelength conversion functionality, connected by optical
fibers that support a limited number of wavelengths; (ii) peak time traffic matrix,
which defines the peak volumes of traffic exchanged between any pair of IP nodes,
(iii) routing protocol, assumed to be shortest-hop-path-based; (iv) model of long-
lived failures, assumed to be fiber related only and isolated in time, i.e. single-fiber
failure model.

In recent years, the logical topology design problem in WDM networks was exten-
sively studied, considering a number of different setups and technology constraints
mostly imposed by the physical infrastructure over which the logical topology is lay-
ered. Examples of these constraints are the maximum number of IP links originated or
terminated at each node and the maximum number of alowed wavelengths per fiber
(see Box 7.1, Inputs: (i)). The design process is commonly driven by objective func-
tions such as the minimization of network congestion (i.e. maximum link utilization
experienced in the network) or the minimization of the average packet delay. Given the
simplicity of modeling the network congestion as a linear function, it is often preferred
as an objective function while the average packet delay is expressed in the framework
asaset of tight constraints that need to be satisfied.

In order to evaluate the network congestion for each candidate solution, packets must
be routed over the logical topology according to the Interior Gateway Routing protocol
(IGP), such as OSPF or 1SHS. Thus the logical design process is highly influenced
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by both the distribution of traffic patterns, i.e. the traffic matrix (TM), and the routing
protocol being used. Logical topologies that guarantee excellent network performance
for specific instances of the TMs and a routing protocol may perform very poorly in
other contexts. Thus, it iscritical to consider an accurate model for describing the traffic
exchanged by nodesin the network. Due to the fact that Internet traffic varies over time
(seasonality and diurnal trends) and the TM might be prone to errors, it is common
to consider the peak traffic volumes and to scale it up with a ceiling factor to avoid
problems at small timescales and forecasted errors (Box 7.1, Inputs: (ii)). The same
holds true for the routing protocol. In the ideal case, we would like to model perfectly
the routing protocol that we will be using at the IP layer. Unfortunately, it is very hard
to model the details of those protocols, such as their load balancing mechanisms. Thus,
a common practice is to model the routing protocol at a very high level considering a
simple shortest-hop path (Box 7.1, Inputs: (iii)).

When considering the above objective and constraints, it was shown that finding the
optimal logical topology is a NP-Hard problem and thus computationally intractable
for large-size networks [38, 213]. Therefore, severa heuristic approaches have been
proposed in the literature (see, for instance, refs. [148], [121] and [166]).

Unfortunately, most of the work done in this area has ignored the presence of phys-
ical failures and their potential impact on the logical topology. This is motivated by
the fact that, in the past, carriers used to implement a multi-layer recovery scheme to
defend their infrastructures. Each layer was equipped with its own protection/restoration
schemes and reacted to its own layer equipment failures. SONET was used to offer
protection and fast restoration of service at the WDM layer. Protection paths were pre-
computed, and wavelengths were reserved in advance, at the time of connection setup.
Physical failures were completely transparent to the IP layer, and the restoration was
provided in less than 50 ms. The dynamic capabilities of IGP were used to react to IP
link failures. When a failure happened at the IP layer, the IGP detected the failure and
automatically recomputed alternative routes around the failed link.

Today, most I SPs are deciding to remove SONET gradually due to the high cost of
optical equipment and the huge amount of redundant capacity needed to reroute traffic
in case of physical failures but never used in the normal operation state [85]. SONET
framing is being kept only for failure-detection purposes, and SONET protection is
allowed only in highly dense areas with high failure probability. In this context (i.e. pure
IP-over-WDM network with no SONET layer available), the restoration is obtained by
exploiting only the dynamic capabilities of the IP routing. When a failure happens in
the optical network, the IP routing algorithm is able to update its tables and restore
disrupted peths, if the set of non-disrupted IP links still forms a connected topology. In
order to achieve agood degree of fault resilience, it isfundamental to map (i.e. to route)
each IP link onto the physical topology in such away that, given any physical failure,
the set of non-disrupted IP links still forms a connected network. Thus, an optimization
of the physical mapping of IP linksis desirable [61,62].

In this chapter we generalize the approach proposed in refs. [26] and [61] and par-
tially inref. [62]. By considering the resilience properties of thetopology directly during
the design of the logical topology, and thus extending the optimization of the network
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resilience properties aso to the space of logical topologies, we can drastically reduce
the level of physical protection required to achieve a desired level of physical fault
tolerance. This implies less wasted bandwidth and fewer reserved wavelengths in the
normal operation state, but slower recovery after failure due to the execution of sig-
naling and management procedures. Thus, a fundamental input of our design process
isamodel that accurately captures the characteristics of physical failures. By using the
results shown in ref. [134], we consider asimple single-fiber failure model in our design
process (Box 7.1, Inputs: (iii)).

Now that we have defined inputs, constraints and the overall goal, we conclude by
emphasizing the importance of choosing carefully an objective function that will drive
the optimization so as to obtain the best tradeoff between network performance in
normal conditions (i.e. historical goal) and fault-resilience properties (i.e. novelty intro-
duced in this chapter). Since the network performance depends on the network failure
states, the objective function must combine the network performancelevelsunder differ-
ent network failure states. We select the minimization of the network congestion across
all possible network states as our objective function (Box 7.1, Objective function).

Therest of the chapter is organized as follows. In Section 7.1 we introduce the prob-
lem and formalize the approach aimed at finding logical topologies with a good degree
of fault resilience. We first present an integer linear programming formulation by relax-
ing the shortest-path routing requirement. Then we consider the more realistic case
where shortest-path routing is assumed, which leads to an integer non-linear formu-
lation. In Section 7.2 we present a Tabu Search methodology to find good solutions
while limiting computational effort. Details of the method are provided in Sections 7.3
and 7.4, while Section 7.5 is devoted to the analysis of its theoretical complexity. Sec-
tion 7.6 contains the results of several sets of experiments, and Section 7.7 concludes
the chapter.

Fault-tolerant logical topology design problem

We refer to the problem of computing topologies that are resilient to long-lived failures
as FLTDP (i.e., Fault-Tolerant Logical Topology Design Problem) that can be ssimply
stated as follows.

Given:

(i) an existing physical topology (which must be at least 2-connected), comprising
nodes equipped with alimited integer number of tunable transmitters and receivers
and with wavelenth conversion functionality, connected by optica fibers that
support alimited number of wavelengths;

(if) aTM whose elements represent the maximum traffic volumes exchanged by sources
and destinations;*

1 Inthis chapter we assume traffic to be stationary. In addition, we assume that each traffic element represents
the peak volume of traffic exchanged by the corresponding source-destination pair. However, extensions of
our approach are possible which consider either the effects of the traffic non-stationarity or the effects of
traffic fluctuations around the average value.
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(iif) amulti-hop IP routing strategy for packets;
(iv) asetof single physical link failures.

Find:

A logical topology (i.e. a set of IP links through which packets are routed from source
to destination) and a*“mapping” (i.e. aset of physical routes for each IP link), such that
an appropriate objective function depending on al network states (i.e. no failure and all
single link failures) is optimized.

The objective function must be carefully selected in order to obtain the best trade-
off between network performance in normal conditions and fault-resilience properties
(seerefs. [173] and [174]). Since the network performance depends on the network fail-
ure states, the objective function must combine the network performance levels under
different network failure states. We select as the objective of the optimization process
the minimization of the network congestion level, defined as the maximum amount of
traffic flowing on any IP link, belonging to the logical topology under any failure state.

Problem formulation

In this section we report two variants of the FLTDP formulation. For both, we consider
that wavelength converters are available at each node. In the first case, the paths taken
by the IP packets are not restricted to be the shortest. Thisleadsto an ILP (Integer Lin-
ear Programming) formulation. When the shortest-path requirement is added, however,
the formulation becomes non-linear, which greatly increases the complexity of its reso-
lution. Thisvariant is presented at the end of the section. Unfortunately, since all Tier-1
I SPs use routing protocol s based on shortest paths, the more realistic formulation would
be the non-linear one. However, we believe that the ILP model represents a powerful
tool to find a theoretical lower bound to test the accuracy of the heuristic approaches
presented for the solution of the non-linear formulation.

Notation

In this section, we introduce the notation used to formulate our problem. We introduce a
notational typology for multi-layered networks. In this context, the superscript indicates
the layer, starting with the lowest layer, zero, that represents the physical network. Let
GOo=(V, E?) bethe unidirectional graph representing the physical topology. It is com-
posed of aset of OXC nodes V' interconnected by optical fibers represented by set EC.
Let V| =N bethe cardinality of set V and |E?| = M that of set EC. Let Rj and T; be
the numbers of receivers and transmitters at physical nodei € V. Let Sk be the network
state, where Sg represents the no-failure state, while S, for v > 1 isthe state of failure
of optical fiber v € EC. Let S be the set of all operational states, whose cardinality
is|S| = M + 1. Let £ be the set of all possible IP links in any logical topology. Let
G1(Sp) = (V, ELX(Sp)) be the directed graph representing the logical topology in the
no-failure state. It is composed of IP routers V interconnected by IP links E1(Sg) C &.
Note that in order to simplify the notation, we assume that there is a router associated
with each OXC, and, by abuse of notation, we equate the set of routers with the set of
OXC. However, our formulation can be easily extended to the more general case.
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Let G1(S,) = (V, EL(S,)) denote the logical topology in the network state S,,
obtained from G(Sp) by dropping al the IPlinksu € E(Sp) crossing the optical fiber
v e EO Let A = (Asq) indicate the peak-time TM, where each entry Asq, in arbitrary
units, represents the peak-time traffic flow between the source s and the destination d.

Decision variables
Threetypesof binary variables areintroduced into the formulation: X, Yy, and tjd (Sv),
which correspond, respectively, to logical topology, mapping and routing.

The logical topology variables X, € {0, 1} describe the IP links included in the
logical topology G1(Sp):

1, if IPlinku € &
Xy = belongs to the logical topology G1(So)

0, otherwise.

Then we can state that the logical topology G1(Sp) = (V, E1(Sp)) comprises the IP
linksEX(Sp) = {u: Xy =1, ueé&.

The mapping variables Y, € {0, 1} contain the routing information of IP links
belonging to the logical topology G1(So) over the physical topology G°:

1, if IPlink u € £ crosses
Yoo = the optical fiber v € E°
0, otherwise.

The variables tjd (Sy) contain the information related to the routing of packets on the
logical topology G1(S,):

IPlinku € € instate S,

Asd, if traffics — d crosses
t59(S,) =
0, otherwise.

We notethat traffic splitting is not allowed in our model (i.e. al thetraffic originated in s
and destined to d isforced to follow the same route). The model can be easily extended
to consider traffic splitting by relaxing the variables tjd (Sy) to be continuous.

Constraints

Let '+ (i) be the set of IP links outgoing from nodei € V and let '~ (i) be the set of
IPlinksincoming to nodei € V. Let ®T (i) bethe set of physical links outgoing from
nodei € V and let ® (i) be the set of physical linksincoming to nodei € V. Finaly,
let O(u) bethe origin node and let D (u) be the destination node of IPlink u € £. We
can then write the model constraints.

e Connectivity:
Y XysTi  VieVv, (7.2)
uel+()
> Xu<Ri VieV, (7.2)

uel'—(i)
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where inequality (7.1) indicates that the number of IP links outgoing from each node
cannot be larger than the number of transmittersin the node, for each logical topology
in the no-failure state (G1(Sp)); inequality (7.2) indicates that the number of IP links
incoming to each node cannot be larger than the number of receiversin the node, for
each logical topology in the no-failure state (G1(Sp)).

e Routing:
Yoo Y =1 —ha ifd=i 73
uel+() uel— () 0 otherwise, '
vs,d,i € V,VS, €S,
t39(Sy) < Xuhsd,
(7.4)

Vs,d € V,VS, € S,Yu e €&,

where eguation (7.3) represents the routing continuity constraints for packet routes on
thelogical topology G1(S,). It statesthat, for each network operational state, an avail-
able (working) path on the logical topology must exist for each source—destination
pair; equation (7.4) instead states that traffic can be routed only on IP links belonging
to the logical topology.

Mapping:

Yo < Xu  Vue& veE", (7.5)

1 ifo) =i
Z_ Yoo — Z Yo =1 -1 ifD@) =i 76)
ve®* (i) ve®(i) 0 otherwise,
Yueé&,VieV,

> sy < (Z Asd) (1—Yu), 7

s,deV s,deV
Yu e &, Vv € EO VS, € S/{So},

whereinequality (7.5) ensuresthat only the IP linksin the considered logical topology
are mapped; equation (7.6) represents the routing continuity constraint for IP links on
the physical topology G°; inequality (7.7) imposes that all the IP links that cross the
physical link v are not available in state S,,.

e Limit on the number of wavelengths: let W,, be the number of wavelengths supported
on each fiber. The set of IPlinks v € E1(Sg) must satisfy the following constraint:

Y Yu =W,  VoeE° (7.8)
ueé

which indicates that the number of IP links that cross each optical fiber has to be
smaller than the wavel ength number.



142

Topology design resilient to long-lived failures

Objective function

The objective function must be carefully selected in order to obtain the best tradeoff
between network performance in normal conditions and fault resilience (seerefs. [173]
and [174]). Since the network performance depends on the network failure states,
the objective function must combine the network performance levels under different
network failure states. We selected as the objective of the optimization process the min-
imization of the network congestion level, defined as the maximum amount of traffic
flowing on any IP link, belonging to the logical topology under any failure state:

minH,

where

H> [ > tjd(Sv)i| VS, € S, VU € €. (7.9)

s,deV

Observations

Note that in the above formulation the routing of packets on the logical topology is
unspecified, thus the minimization of the network congestion level isjointly performed
on all admissible logical topologies and routing configurations.

Also note that, under the assumption that at least one topology exists, the above Inte-
ger Linear Programming (ILP) model provides alogical topology that can tolerate any
single physical link failure. Indeed, the resulting logical topology is connected, under
any single link failure (equation (7.3)). If no topology exists, the ILP model produces
an infeasible solution warning message.

IPlink capacity constraints areignored in the above formulation for the sake of model
simplicity; we note, however, that the minimization of the network congestion level
corresponds to the minimization of the IP link capacity needed to guarantee an efficient
transport of the offered traffic. Thus, the minimization of the network congestion level
leads to the minimization of the capacity needed to guarantee good performance.

Extension to shortest-path routing
In order to restrict the optimization to act only on the set of the admissible logical
topologies with shortest-path routing, we need to introduce some extra variables and
constraints.

Let us introduce an extra set of variables rjd (Sy) € {—1,0, 1} that represent a pos-
sible alternative routing with respect to the routing specified by tjd (Sy) on the logical
topology:

1, if traffics — d isrerouted on
IPlinku € £ instate S,
rjd(sv) =14 -1, iftraffics — d isno longer routed on
IPlinku € £ instate S,
0, otherwise.
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We note that rjd (Sy) must satisfy the following constraints:

Yool - > sy =0
uer+() uel— (i) (7.10)
vs,d,i € V,VS, €S,

739(S,) < Xy — Yup — t89(Sy) /2sd,

(7.12)
vs,d e V,Vu € £, Vv € EV, VS, € S/{So},
sd sd
‘Cu (SO) =< XU _tu (SO)/)\‘Sds
(7.12)
Vs,d e V,Vu e &,
—259(Sp)rsa < 139(Sy),
(7.13)

Vs,d e V,Vu e £,VS, € S,

where equation (7.10) represents the routing continuity constraint for the rerouting on
logical topology G1(S,). Equations (7.11) and (7.12), instead, state that traffic can be
rerouted only on apath consisting of working IP links belonging to thelogical topology;
equation (7.13) finally states that, after rerouting, routes defined by tjd (Sy) may be no
longer valid.

Finaly, we define G asfollows:

G=— > s

SpesS
ueé&
s,deV

Note that G represents the difference between the total path length before rerouting
and after rerouting. It is possible to find a set of rjd (Sy) such that G assumes positive
values whenever the set of tjd (Sy) does not describe a shortest-path routing. In conclu-
sion, if and only if the set tjd (Sy) defines a shortest-path routing, wefind maX.sd G =0
thus, selecting

minfeH 4+ max G]

tsd 50
as the objective function, where H is defined in equation (7.9) and € < 1/ ) o4 Asd, We
obtain the result of restricting the optimization to the set of logical topologies imple-
menting a shortest-path routing. Indeed, we observe that, by construction, 0 < eH < 1,
while max G can assume only non-negative integer values. Thus, eH + maX sd G>1,
whenever variables tjd(sv) do not define a shortest-path routing; on the other hand,
eH + MaX.sd G < 1if variables tjd(Su) define a shortest-path routing. As a conse-
guence, we can state that the optimal solution of the previous problem is the logical
topology which minimizes the network congestion level under a shortest-path routing.
Note, however, that the resulting objective function in this specific case is non-linear.
Thus, the formulation falls in the class of integer non-linear programming problems,
and no general methodologies and tools are available for an optimal solution of this
formulation.
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Solution strategy

The FLTDP is NP-Hard, since it is a generalization of the traditional Logical Topol-
ogy Design Problem (LTDP) that was proved to be NP-Hard. Even for moderate-size
networks, an optimal solution of the FLTDP appears to be quite problematic due to
the large number of variables and constraints involved in the formulation. Thus, the
development of heuristic solution methodologies is required. The heuristic approach
to the FLTDP proposed in refs. [26] and [140] consists in decomposing the whole
problem into two independent subproblems: the LTDP, in which the logical topology
optimization is performed on the basis of the congestion level in the full operational
state (Sp), thus ignoring the resilience property of the solution; and the Fault-Tolerant
Mapping (FMP) Problem, according to which the mapping of the logical topology onto
the physical topology aims to achieve good resilience properties. While the LTD prob-
lem has been widely investigated in the literature, and many algorithms have been
proposed [121, 148, 166, 213], the FM problem has been considered only recently. In
ref. [26] this problem was found NP-Complete and an heuristic approach based on
the application of the Tabu Search optimization algorithm has been proposed, while
inref. [140] an ILP formulation of the problem is provided and solved for instances of
moderate size (e.g. physical topology with 14 nodes and 21 links and logical topologies
with 14 routers and node-degree equal to 3, 4 and 5) applying the CPLEX optimization
tool [1].

In this chapter, we adopt a different strategy for the solution of the FLTDP. We apply
Tabu Search for the optimization of the logical topology, considering the case of no
failure and al possible cases of a single physical link failure in the network. For each
considered logical topology, IPlinks are routed over the physical topology and the num-
ber of wavelengths to be used on each fiber is computed. Both IP link routing and
wavelength assignment are obtained through a new heuristic algorithm, called Greedy
Digoint Alternate Path (GDAP), described in Section 7.3. Finally, the traffic routing on
the IP links forming the logical topology is taken to be shortest path.

Mapping between physical and logical topology: GDAP

The definition of algorithms that optimally map the IP links on the physical topology
is an important subproblem of the FLTDP. This problem is related to equations (7.5)
and (7.6) in Section 7.1.1. The mapping problem can be stated as follows: given alog-
ical topology, find a routing for each IP link of the logical topology over the physical
topology, such that the negative effects of a single optical link failure are minimized.
Since the mapping problem is only apart of FLTDP, the utilization of a computation-
aly expensive algorithm to solve the mapping could have a disruptive impact on the
CPU time necessary for the solution of the entire problem. Thus, for the solution of the
mapping problem, we present a simple greedy a gorithm, the Greedy Digjoint Alternate
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Path (GDAP) agorithm, whose computational complexity issmall. A brief description
of the GDAP algorithm follows.

GDAP algorithm

Let OR(i) and IR(i) be the sets of aready routed IP links, respectively outgoing from
and incoming to node i, and let ON (i) and IN (i) be the sets of outgoing and incoming
IP links not yet routed. Let Vjj be the IP link belonging to the logical topology, with
end pointsi and j. Let O denote aset of nodes. Initialize O to the set of al nodesin the
network.

Step 0 Routeall IPlinks Vjj whose end points are adjacent in the physical topology.
Insert Vijj in (OR(i), IR(j)) and remove Vjj from (ON (i), IN (j)).

Step1 If O = ¥, STOP; otherwise randomly select anodei € O and remove i
from O.

Step2 If ON(i) = ¢, GOTO Step 3; otherwise randomly select each Vix € ON (i)
and find the shortest path for Vjx which is physically digoint from the routes
on which the Vjj € OR(i) and the Vjx e IR(k) have aready been routed. If
no such physical path exists, Vi is routed on the shortest path. If in addition the
shortest path is not available, due to thelack of free wavelengths, IP link Vjj isnot
mapped.

Step 3 If IN(i) = ¢, GOTO Step 1, randomly select each Vi; € IN(i) and try
to find aroute for Vi which is physically digoint from the routes on which the
Vji € IR(i) and the Vxj € OR(k) have already been routed. If a physically
digoint route for Vi has not been found, Vi is routed on the shortest path. If in
addition the shortest path is not available, due to the lack of free wavelengths, IP
link Vjj is not mapped.

An example of mapping produced by GDAPisshown in Figure 7.1. The IP links that
are mapped first over the physical topology are those whose end points are two adjacent
physical nodes (see, for example, the IP links1 — 2,2 — 3,3 — 2, €tc.). Then,
starting from node 1, Steps 2 and 3 of GDAP are iteratively and sequentially applied to
al nodes of the network. Focusing on node 1, GDAP maps the outgoing remaining |P
link 1 — 6 over the optical fibers (1, 3) and (3, 6). Note that all the possible routes for
IPlink 1 — 6 must comprise fiber (1, 3), sinceIPlink 1 — 2 isaready routed on fiber
(1, 2). Concerning the incoming IP links of node 1, GDAP maps|Plink 4 — 1 over the
optical fibers (4, 2) and (2, 1). It isinteresting to look at the mapping for IPlink 6 — 1.
It must cross optical fiber (6, 3), since (6, 5) has been aready used by IP link 6 — 5.
Then the only possible physical path for IP link 6 — 1 is represented by the sequence
of optical fibers (6, 3) and (3, 1). Note that if no digjoint path for 6 — 1 were possible,
the algorithm would have selected one shortest path.

It isworth noting that GDAP computes both the number of | P links crossing each fiber
and the number of wavelengths used per fiber; if the maximum number of wavelengths
over a fiber is limited, it may be impossible to map some IP links over the physical

topology.
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Example of GDAP mappingwithW, =3 Vv e E9andTj =Rj =2 Vi e V.

Tabu Search for the FLTDP: TabuFLTDP

General description of Tabu Search

The heuristic we present for the solution of the FLTDP relies on the application of
the Tabu Search (TS) methodology [86] and is called TabuFLTDP. The TS algorithm
can be seen as an evolution of the classical local optimum solution search algorithm
called the Steepest Descent (SD) algorithm; however, thanks to the TS mechanism that
allows worsening solutions to be also accepted, contrary to SD, TSis lesslikely to be
subject to local minima entrapments. TS is based on a partial exploration of the space
of admissible solutions, finalized to the discovery of a good solution. The exploration
starts from an initial solution that is generally obtained with a greedy algorithm, and,
when a stop criterion is satisfied, the algorithm returns the best visited solution. For
each admissible solution, a class of neighbor solutions is defined. A neighbor solution
is defined as a solution that can be obtained from the current solution by applying an
appropriate transformation, called a move. The set of al admissible moves uniquely
defines the neighborhood of each solution.

At each iteration of the TS algorithm, all solutions in the neighborhood of the cur-
rent one are evaluated, and the best is selected as the new current solution. Note that,
in order to explore the solution space efficiently, the definition of neighborhood may
change during the solution space exploration; in this way it is possible to achieve an
intensification or adiversification of the search in different solution regions.

A special rule, the Tabu list, is introduced in order to prevent the algorithm from
deterministically cycling among already visited solutions. The Tabu list stores the last
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accepted moves; while a move is stored in the Tabu list, it cannot be used to generate
a new move. The choice of the Tabu list size is very important in the optimization
procedure: too small asize could cause the cyclic repetition of the same solutions, while
too large a size can severely limit the number of applicable moves, thus preventing a
good exploration of the solution space.

Fundamental aspects of TabuFLTDP
In order to put in place a Tabu procedure, we must define the following elements:

the choice of aninitial solution;

the definition of the moves and the neighborhood,;
the evaluation of the visited solutions;

the stopping criterion.

Initial solution

As an initial solution we selected the result of the D-MLTDA heuristic introduced
in ref. [121]. This heuristic initially considers a fully connected logical topology and
sequentially removes a set of least-loaded IP links from the logical topology, until the
node-degree constraints are satisfied. We invite the reader to look at ref. [121] for the
details of the D-MLTDA agorithm.

Moves and neighborhood generation

Let T represent a given feasible topology and let A/(T) be the neighborhood of such
a topology when the Tabu moves are applied. A new solution T’ € N/(T) is found
by searching for cycles of a given length and erasing the right number of IP links to
keep the degree constraint feasible. In a more detailed manner, let us denote by | the
fixed length of the cycle, | being an even number such that | < 8. Let us assume that
ni, N2, ..., N arethe nodesto be visited in the cycle, starting at node n;. From a given
node n; the next node to be visited, nj 1, isfound as follows.

e If i isan odd number, choose an incoming IP link and travel in the opposite direction.
The resulting nodeis nj1.
e If i iseven, choose any node that has not yet been visited in the cycle asni 1.

Once the cycle has been defined, the new degree of each node is assessed. The super-
fluous IP links are removed from those nodes presenting a degree larger than their
original value. An example of the procedureis given in Figure 7.2 for a cycle of length
6. We found that the visited nodesin the cycleare: ny = 1,n2 = 4,n3 = 6, ng = 5,
ns = 3,ng = 2. IPlinks2 — 3,4 — 1and 5 — 6 are removed from the topology and
replaced by IPlinks5 — 3 and 4 — 6 to get to the new topology.

This procedure guarantees that the degree constraints are not violated, thus generating
avalid move. Note that, with this perturbation, it is very easy and fast to implement a
diversification and/or intensification criterion by exploring aregion of the solution space
with small cycles and to move to another region of the solution space with large cycles.
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Perturbation using acycle C (1, 6). (a) Old solution; (b) new solution.

Then the neighborhood of the current solution T (i.e. N(T)) is generated by
considering sequentialy al network nodes and applying all possible cycles of length .

Solution evaluation

Each solution in the neighborhood is evaluated by routing the traffic on the topology for
al network states (i.e. no-failure and al single-link-failure states), and computing the
network congestion level in each state. The solution with the minimum congestion level
is selected as the new current solution, and the IP links selected during its generation
are stored in the Tabu list.

Stopping criterion

The search procedure is stopped when a given number of iterations is reached. The
number of iterations should be chosen relative to the size of the network and such that
a good tradeoff between computational time and quality (distance from the optimal
solution) of the solution reached is achieved.

TabuFLTDP pseudo-code

In this subsection, we present the pseudo-code of the Tabu procedure. First, let us define
some useful notation.

e Feva (T) isthe evauation function required to compute the merit coefficient of logical
topology T. It returns M, the network congestion level. Note that the evaluation of M
requires the execution of the routing algorithm on the logical topology and of the
GDAP mapping a gorithm.

e BuildInitialSolution isused to build an initial logical topology applying D-MLTDA.

e BuildCycle(T, I) isused to build the neighbor solution of the current solution T, using
cyclesof length I. When the diversification criterion has to be used, the cycleislonger
than in normal TabuFLTDP. We denote by g the length of the normal cycle and by p
the length of the cycle used for the diversification criterion, where p > q.
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e BuildNeighborhood(T) is a procedure to build the neighborhood of the current
solution T, by iteratively applying the BuildCycle(T, 1) procedure.

e BestNeighSol(T) isaprocedure that evaluates each solution in the neighborhood of T
and returns the best solution. The evaluation is based on Fg5 (T);

e TabulList isafixed size Tabu list to store the latest moves.

e N(T) is the neighborhood of logical topology T, built applying procedure Build-
Neighborhood(T) and using only cycles not belonging to TabuList.

e T, T* and T** represent, respectively, the current logical topology, the best logical
topology in NV (T) and the best solution found by FLTDP.

e M, M* and M** represent, respectively, the merit associated with the logical topolo-
giesT, T* and T**.

e IterationsNumber isthe number of iterations.

e LimitDiv isthe number of consecutive iterations without improvements, expressed
by the variable counter Div, after which the diversification criterion isapplied. When
this happens, only one cycle of length p is generated; the cycle is such to change
several IP links at the same time and then visit a different area of the solution space.
After the new solution is generated, the procedure works as before, using cycles of
length g.

e lterBest istheiteration at which T** isfound.

The pseudo-code for TabuFLTDP is given in Figure 7.3.
The implementation of TabuFLTDP can be carried out using any custom program-
ming language such as C or C++ (seerefs. [110] and [190], respectively).

Algorithm: TABUFLTDP(T, Iterations Number, LimitDiv, p, q)

T = BuildInitialSolution;

Iter Best = 1;
M** — M

TabuList = {}; %the TabuList is empty
counter Div = 1;
for counter < 1to Iterations Number
if counter Div = Limi Div
T = BuildCycle(T, p);
counter Div = 1;
N(T) = BuildNeighborhood(T);
T* = BestNeighSol;
TabuList = UpdateTabulList(TabulList);

if M* < M**
T*k _ T*.
M** = Mx;

Iter Best = counter;
counter Div = 1;
else if counter Div + +;
T =Tx%;
return (7, Iter Best)

Fig. 7.3. Pseudo-code for searching the best logical topology using TabuFLTDP.
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Complexity

We now discuss the complexity of the presented heuristics. Let A = Tj = Rj Vi € V
denote the identical in/out degrees for each node in the logical topology. We further
suppose A < N. For each analyzed logical topology, we route (i) its IP links over the
physical topology with the GDAP algorithm and (ii) the traffic over thelogical topology.

The GDAP agorithm has complexity O(NA(M + AN log(N A))), since at most
O(NA) iterations are executed, while at each iteration at most O(M + AN log(N A))
operations are required; O (M) operations, indeed, are necessary to update the cost of
the links of the physical topology and O (N log(AN)) operations are necessary to run
the Dijkstra algorithm. Since M < N2, the GDAP complexity is upper bounded by
O(N3A + A%NZ?log(N A)).

To evaluate solutions, it is necessary to route the traffic. The routing agorithm
requires O (N2 log(N A)) operations (Dijkstra algorithm).

The D-MLTDA heuristic to evaluate the initial solution has complexity O (N#), since
at most O(N) iterations are needed to complete the algorithm, and at each iteration
it is necessary to route traffic and execute a 1-minimum Weight Matching (1-mWM)
algorithm, whose complexity is O (N 3).

Let us now focus on the complexity of the TS algorithm. At each iteration, the eval-
uation of all solutions in the neighborhood is necessary; this requires O (A2N2(N3A +
(A2N? + MN?)log(NA))) operations, since O(A2N?) neighbors are evaluated
(assuming perturbations are generated using cycles of length 4), and the evaluation of
each solution requires the execution of the GDAP algorithm and the execution of the
routing algorithms for each failure state (i.e. M + 1 times). If the number of iterations
is 1, the resulting complexity is O (1 A2N2(N3A + (A2N2 4+ MN?2)log(N A))). Thus,
the computational complexity of TSis upper-bounded by O (1 A2N8(log(N A))).

Numerical results

In this section we present numerical results obtained with the described approach (called
joint optimization), and we compare them with those obtained by performing a conven-
tional optimization of the logical topology. The conventional optimization approach
incorporates the optimal mapping of the IP links on the physical topology accord-
ing to the algorithm proposed in ref. [140], and is extended in order to deal with a
unidirectional logical topology (this approach is called disjoint optimization).

Optimal results are reported for the medium-sized (ten-node) topologies plotted in
Figure 7.4, since we were unable to run the optimal mapping for larger networks (such
asthe networks shown in Figure 7.5). Larger instances were heuristically obtained using
the presented approach. The network in Figure 7.4(a) was obtained by removing some
nodes and links from the NSF-net topology (shown in Figure 7.6), while the network of
Figure 7.4(b) has the structure of an Italian backbone I P network.
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8 9
10
(a) (b)
Fig. 7.4. Physical topologies of two medium-sized networks. (a) Network 1 is composed of 10 nodes and

14 links. (b) Network 2 is composed of 10 nodes and 13 links.

(a) (b) (c)

Fig. 7.5. Physical topologies of three large-sized networks. (8) NSFNET: 14 nodes and 21 links; (b)
ARPANET: 21 nodes and 26 links, (c) USA Long Distance: 28 nodes and 45 links.
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We consider randomly generated traffic patterns. As an example, the bandwidth
required for every source—destination pair is randomly extracted from an exponential
distribution with mean u = 1.

While TabuFLTDP does not consider |P link capacities, in the presentation of numer-
ical results in this section we will consider that each IP link has a fixed capacity, and
can thus carry alimited amount of traffic.

As dready noted, considering capacities is not essential in the optimization, where
topologies are ranked according to their maximum flow on IP links, thus implicitly
minimizing the IP link capacity required to carry a given traffic pattern. On the other
hand, including IPlink capacitiesin the optimization process would lead to a significant
increase of complexity. Considering (variable) IP link capacities in the presentation of
resultsisimportant, sinceit allows usto estimate the actual amount of traffic that cannot
be carried over thelogical topologies produced by the different optimization a gorithms.

After aninitial calibration, the Tabu parameters used in our experiments were set as
follows:

e TabulList: a Tabu list of fixed size equal to 7 is used.

e Cycle size: during the exploration of the solution space, cycles of length 4 are
used. In some cases, however, different perturbation rules are used to implement the
diversification criterion. In particular, to ease the exit from local minimaregions, after
50 iterations without improvement a cycle of size 6 is used.

e Stopping criterion: the procedure is stopped after a fixed number of iterations. The
number of iterations is set to 300, since this value seems to provide a good tradeoff
between the conflicting requirements of limiting the CPU time and obtaining good
results.

In Tables 7.1, 7.2, 7.3 and 7.4 we report results obtained with the disjoint- and the
joint-optimization techniques, for different logical network configurations on the physi-
cal topology plotted in Figure 7.4(a). In each column, the results for a particular IP link
capacity value LC are portrayed.

Three important network performance indices are reported: the network congestion
level for the no-failure state (Cs,), the network congestion level (Cs), i.e. the maximum
network congestion level over al the states S,, and the maximum amount of traffic
(TL) that islost in the network due to asingle link failure. The latter is expressed as a
percentage of the total offered traffic. Traffic losses are encountered whenever the flow
on an IP link exceeds the IP link capacity. For the three measures, we report the mean
and the worst values obtained over ten randomly generated traffic instances.

Tables 7.1, 7.2, 7.3 and 7.4 present results on four different values of nodal in/out
degree (A = 2, 3, 4, 5). It can be observed that the joint-optimization approach in these
cases outperforms that of the digjoint optimization, especially in terms of the maximum
traffic lost because of failures. For example, in Table 7.1 we see that, with disjoint
optimization, the maximum lost traffic is still non-null when the link capacity LC is
50, while, under joint optimization, almost null losses are observed when the IP link
capacity is 30.
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Table 7.1. Comparison between FLTDP and the disjoint optimization of LTDP and optimal mapping
(Opt-MP) with A = 2 for Network 1, Figure 7.4(a)

Disjoint optimization (LTDP+Opt-MP)

Parameters LC=20 LC=25 LC=30 LC=35 LC=40 LC=45 LC=50 LC=55
Cs, mean 13.02 13.02 13.02 13.02 13.02 13.02 13.02 13.02
Cs mean 20.00 25.00 30.00 35.00 38.98 40.48 41.04 41.35
TL mean (%) 27.19 20.30 13.58 7.48 2.75 1.01 0.36 0.00
CSO worst 14.72 14.72 14.72 14.72 14.72 14.72 14.72 14.72
Cgs worst 20.00 25.00 30.00 35.00 40.00 45.00 50.00 52.81
TL worst (%) 39.39 32.25 26.45 20.65 14.85 9.05 3.25 0.00
Joint optimization (FLTDP)
Parameters LC=20 LC=25 LC=30 LC=35 LC=40 LC=45 LC=50 LC=55
Cs, mean 15.96 15.96 15.96 15.96 15.96 15.96 15.96 15.96
Cg mean 20.00 23.44 24.43 24.54 24.54 24.54 24.54 24.54
TL mean (%)  6.58 1.36 0.13 0.00 0.00 0.00 0.00 0.00
Cs, worst 19.84 19.84 19.84 19.84 19.84 19.84 19.84 19.84
Cgs worst 20.00 25.00 30.00 30.97 30.97 30.97 30.97 30.97
TL worst (%) 18.76 7.74 1.14 0.00 0.00 0.00 0.00 0.00

Table 7.2. Comparison between FLTDP and the disjoint optimization of the LTDP and optimal mapping
(Opt-MP) with A = 3 for Network 1, Figure 7.4(a)

Disjoint optimization (LTDP+Opt-MP)

Parameters LC=15 LC=20 LC=25 LC=30 LC=35
Cs, mean 7.51 7.51 7.51 7.51 7.51
Cs mean 15.00 20.00 24.46 26.85 277

TL mean (%) 15.98 9.26 3.76 0.98 0.00
Cs, worst 9.18 9.18 9.18 9.18 9.18
Cgs worst 15.00 20.00 25.00 30.00 33.55
TL worst (%) 22.16 15.72 10.56 4.75 0.00

Joint optimization (FLTDP)

Parameters LC=15 LC=20 LC=25 LC=30 LC=35
Cs, mean 9.11 9.11 9.11 9.11 9.11
Cs mean 1251 1311 1311 1311 1311
TL mean (%) 0.15 0.00 0.00 0.00 0.00
Csg, worst 11.29 11.29 11.29 11.29 11.29
Cg worst 15.00 15.66 15.66 15.66 15.66
TL worst (%) 0.76 0.00 0.00 0.00 0.00
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Table 7.3. Comparison between FLTDP and the disjoint optimization of LTDP and optimal mapping
(Opt-MP) with A = 4 for Network 1, Figure 7.4(a)

Disjoint optimization (LTDP+Opt-MP)

Parameters LC=10 LC=15 LC=20 LC=25 LC=30 LC=35 LC=40
Cs, mean 6.32 6.32 6.32 6.32 6.32 6.32 6.32
Cs mean 10.00 14.42 17.36 19.96 21.73 22.82 23.31
TL mean (%) 17.42 10.36 6.90 3.85 1.83 0.57 0.00
C S Worst 7.91 7.91 7.91 7.91 7.91 7.91 7.91
Cs worst 10.00 15.00 20.00 25.00 30.00 35.00 39.41
TL worst (%)  34.11 28.31 22,51 14.41 9.41 511 0.00
Joint optimization (FLTDP)
Parameters LC=10 LC=15 LC=20 LC=25 LC=30 LC=35 LC=40
Cs, mean 7.05 7.05 7.05 7.05 7.05 7.05 7.05
Cg mean 8.90 9.01 9.01 9.01 9.01 9.01 9.01
TL mean (%) 0.22 0.00 0.00 0.00 0.00 0.00 0.00
Cs, worst 8.63 8.63 8.63 8.63 8.63 8.63 8.63
Cgs worst 10.00 10.98 10.98 10.98 10.98 10.98 10.98
TL worst (%) 2.04 0.00 0.00 0.00 0.00 0.00 0.00

Table 7.4. Comparison between FLTDP and the disjoint optimization of LTDP and optimal mapping
(Opt-MP) with A = 5 for Network 1, Figure 7.4(a)

Disjoint optimization (LTDP+Opt-MP)

Parameters LC=10 LC=15 LC=20 LC=25 LC=30
Cs, mean 6.07 6.07 6.07 6.07 6.07
Cs mean 10 13.88 15.76 16.43 16.76
TL mean (%) 8.98 3.61 114 0.38 0.00
Cs, Worst 8.12 8.12 8.12 8.12 8.12
Cgs worst 10.00 15.00 20.00 25.00 27.99
TL worst (%) 20.87 15.07 9.27 3.47 0.00
Joint optimization (FLTDP)

Parameters LC=10 LC=15 LC=20 LC=25 LC=30
Cs, mean 6.27 6.27 6.27 6.27 6.27
Cg mean 7.62 7.62 7.62 7.62 7.62

TL mean (%) 0.00 0.00 0.00 0.00 0.00
Cs, worst 7.48 7.48 7.48 7.48 7.48
Cgs worst 9.74 9.74 9.74 9.74 9.74

TL worst (%) 0.00 0.00 0.00 0.00 0.00
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Table 7.5. Comparison between FLTDP and the disjoint optimization of LTDP and optimal mapping
(Opt-MP) with A = 5 for Network 2, Figure 7.4(a)

Disjoint optimization (LTDP+Opt-MP)
Parameters LC=20 LC=25 LC=30 LC=35 LC=40 LC=45 LC=50

Cs, mean 12.71 12.71 12.71 12.71 12.71 12.71 12.71
Cs mean 20 25 30 35 38.95 4154 42.28
TL mean (%)  24.77 18.68 12.94 7.52 344 0.75 0.00
Cs, Worst 14.23 14.23 14.23 14.23 14.23 14.23 14.23
Cs worst 20.00 25.00 30.00 35.00 40.00 45.00 47.94
TL worst (%)  35.90 27.03 19.57 13.36 8.20 3.04 0.00

Joint optimization (FLTDP)
Parameters LC=20 LC=25 LC=30 LC=35 LC=40 LC=45 LC=50

Cs, mean 14.95 14.95 14.95 14.95 14.95 14.95 14.95
Cs mean 16.08 2351 24.76 25.81 25.81 25.81 25.81
TL mean (%) 7.27 2.92 1.07 0.00 0.00 0.00 0.00
Cs, worst 18.07 18.07 18.07 18.07 18.07 18.07 18.07
Cs worst 20.00 25.00 30.00 34.17 34.17 34.17 34.17
TL worst (%)  17.30 11.68 431 0.00 0.00 0.00 0.00

The difference between the two optimization procedures increases when the logical
topology degree increases. Table 7.4 shows that with joint optimization no losses are
observed for configurations in which the IP link capacity is 10, while under digoint
optimization, losses are still registered when LC = 25.

Differences become even larger when the physical topology plotted in Figure 7.4(b) is
considered. In this case, trying to build alogical topology with nodal-degree equal to 2,
fails 10 times out of 20 tested traffic instances. The reason behind such abehavior isthat
there is no such mapping (in those ten cases) that guarantees that the logical topology
remains connected under any single-link-failure scenario. This meansthat some source—
destination pairs will not be able to communicate in the presence of failures, regardless
of the capacity allocation across the network. In those cases, of course, the solution pro-
vided by digoint-optimization algorithms leads to unacceptable performance in terms
of failure resilience. Table 7.5 reports results restricted to the ten cases in which the
digoint optimization does not fail.

Table 7.6 instead reports a comparison between joint optimization and disjoint opti-
mization in terms of the average required number of wavelengths. Results refer to four
topol ogies with different numbers of nodes and links: Network 1, shown in Figure7.4(a)
(10 nodes, 14 links), the NSFNET topology, shownin Figure 7.5(a) (14 nodes, 21 links),
the ARPANET topology, shown in Figure 7.5(b) (21 nodes, 26 links) and the USA Long
Distance topology, shown in Figure 7.5(c) (28 nodes, 45 links). We observe that whereas
for the ten-node topology the logical topology resulting from disjoint optimization was
obtained by applying the optimal mapping algorithm proposed in ref. [140], for larger
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Table 7.6. Number of wavelengths required to map the logical topology

Digjoint optimization (LTDP+Opt-MP)

M ean wavelength-number A=2 A=3 A=4
Network 1: 10 nodes, 14 links 3.2 5.0 6.1
NSFNET: 14 nodes, 21 links 39 5.1 6.7
ARPANET: 21 nodes, 26 links 6.4 9.2 12.6
USA Long Distance: 28 nodes, 45 links 7.2 114 145

Joint optimization (FLTDP)

Mean wavelength-number A=2 A=3 A=4
Network 1: 10 nodes, 14 links 25 3.8 51
NSFNET: 14 nodes, 21 links 2.3 4.4 6.3
ARPANET: 21 nodes, 26 links 54 8.4 11.7
USA Long Distance: 28 nodes, 45links 7.0 9.2 12.1

Table 7.7. CPU times for one iteration of the Tabu Search algorithm

A=2 A=3 A=4
CPU time 1it.( MO-It WO-It 1it.( MO-It WO-It 1it.( M O-It WO-It

Network 1 0.78 19.88 85 138 3155 91 149 65.67 96
NSFNET 6.69 62.22 98 712 2444 41 9.66 64.67 94
ARPANET 60.46 36.22 67 4748 4322 91 46.98 40.78 90
USA 246.78 36.1 60 177.20 68 114 160.43 635 81
Long Distance

networks the results were obtained by performing the heuristic GDAP mapping algo-
rithm over the outcome of the logical topology optimization procedure, because the
agorithm of ref. [140] is too complex for networks of this size. Results show that,
in terms of required number of wavelengths, the application of the joint-optimization
algorithm appears to be advantageous, yielding average savings of about 20%.

Table 7.7 reports the CPU time needed to run an iteration of the joint-optimization
Tabu Search algorithm. All results were obtained over a 800 MHz Pentium 111 PC
running Linux 6.2.

Table 7.7 also shows the iteration number at which the optimal solution was found;
the average value (the Mean Optimum Iteration, M O-It) over ten instances and the
worst case (Worst Optimum lIteration, W O-It) value are reported. In al cases, 300
iterations were run before stopping the algorithm. We note that, only in one instance,
were more than 100 iterations (114) necessary to find the optimum value.

Finally, Figure 7.6 reports the average number of iterations required to find a solution
that differs by a given percentage from the optimum. It is worth noting that a solution
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percentage from optimum (%)

Average number of iterations versus the percentage distance from the optimal solution.

that is few percentage points worse than the best can be obtained in a significantly
smaller number of iterations.

We remark to the reader that the results presented in this chapter serve merely as an
illustration. Different results arelikely to be obtained when considering different models
of TMsand different topologies.

Lessons learned

In this chapter we presented a new methodology for the design of logical topologies
resilient to long-lived failures.

Our approach to protection and restoration generalizes the concepts first proposed in
refs. [26], [61] and [62], and relies on the exploitation of the intrinsic dynamic capa-
bilities of IP routing, thus leading to cost-effective fault-tolerant logical topologies. It
further differs from those proposed in refs. [26], [61] and [62], in that it considers the
resilience properties of the topology during the logical topology-optimization process,
thus extending the optimization of the network resilience performance aso into the
space of logical topologies. The intuition behind our joint optimization of the logical
topology and the mapping of the topology over the physical infrastructure resides on
the fact that a logical topology characterized by great performance might not be opti-
mally mappable over the physical infrastructure and may thus drammatically suffer in
case of optical failures.

By designing and applying a search heuristic called TabuFLTDP aimed at exploring
the space of the logical topologies, and applying a simple heuristic called GDAP for
the mapping, we have found that the proposed joint-optimization approach largely out-
performs those previously proposed (i.e. optimizing the topology and the mapping into
two separate steps), in terms of both traffic lost because of failures (yielding average
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bandwidth savings of about 2.5 times for comparable losses) and the required number
of wavelengths (yielding an average wavelength reduction of about 20%).

In Chapter 8 we focus our attention on enhancing the resilience of the topology found
in this chapter by introducing the concept of parallel links between adjacent nodes and
solving the mapping problem more efficiently (here solved in avery simple way). Fur-
thermore, we will remove the constraint of the presence of wavelength convertersin the
physical infrastructure, with the objective of showing the reader how both the mathe-
matical formulation of the problem and the presented heuristics can be easily adapted
to this case.
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8.1

Achieving topology resilience using
multiple-parallel links

Box 8.1. Network design process: Step 2

Goal Identify a mapping between the logical and physical topologies (i.e. a set of
physical routes for each 1P link) and an assignment of wavelengths for each IP link,
so asto ensure that any long-lived failure does not disconnect any pair of nodes (i.e.
PoPs). Our secondary goal is to drive the mapping to a point where each long-lived
failure brings down the smallest number of inter-PoP links as possible.

Objective function Minimization of the number of optical fibers shared by the par-
alel logical links between each pair of adjacent nodes. This objective is formalized
with the definition of a sophisticated new metric called global jointness.

Inputs (i) Physical topology (which must be at |east 2-connected), comprising nodes
(OXCs) which do not support wavelength conversion, interconnected by optical
fibers that support a limited number of wavelengths and are of limited capacity; (ii)
logical topology, comprising nodes interconnected to adjacent nodes via multiple
paralel links that must have similar delay characteristics; (iii) model of long-lived
failures, assumed to be fiber related only and isolated in time, i.e. single-fiber failure
model; (iv) priorities across PoP pairs, parallel IP links between adjacent nodes and
SLA metrics.

Introduction

As aready discussed in Chapter 2, an IP backbone network is made up of a set of

Points-of -Presence (PoPs) or nodes interconnected by logical links, asillustrated in Fig-
ure 8.1. Each PoP isitself a mini-network composed of a small number of core routers

and a large number of access routers. The core routers are typicalty fully (or nearly
fully) meshed. In addition, each access router is typically attached to a minimum of
two core routers. Customers connect to access routers (not represented in Figure 8.1).

PoPs that are directly connected by one or more logical links are said to be neighboring

or adjacent. Typically, neighboring PoPs are connected by many parallel logical links

Portions reprinted, with permission, from Giroire, F., Nucci, A., Taft, N. and Diot, C. (2003). Increasing
the robustness of IP backbones in the absence of optical level protection. Proceedings IEEE Infocom, San
Francisco, CA, March/April, 2003.
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terminating at different core routersin each PoP in such away that a single router fail-
ure cannot bring down a customer or compromise the connectivity between a pair of
neighboring PoPs. The number of parallel logical links is different for each PoP pair,
and their speed varies from OC-48 (2.5 Gbps) to OC-192 (10 Gbps). For example, inthe
Sprint backbone, the number of logical links between any pair of adjacent PoPs varies
between 2 and 12 (the average being 3). Some of these links are used under normal con-
ditions and are called primary links; other links are inactive during normal conditions
and are only used if one of the primary links is affected by a failure. These links are
called backup links. When this happens, traffic is locally rerouted at the logical layer
between the primary and the backup links according to the routing protocol. This way
the network avoids distributing new routing tables to all nodes. The failure is resolved
locally and the network reacts faster to avoid potential disruption.

The IP or logical topology is layered directly over the physical infrastructure, com-
posed of optical fibers grouped into fiber conduits that connect optical cross-connects
distributed across large geographical areas. Investigating the characteristics of Sprint’s
optical infrastructure, we observe that such physical topologies are characterized by the
amost compl ete absence of wavel ength convertersand by great diversity in fiber quality
(fibers can support between 8 and 80 wavel engths). Therefore a shortage of wavelengths
in such networks is not unusual. In this chapter, we assume that the physical topology
is provided as an input to our problem (Box 8.1, Input: (i)). Similarly, we assume that
the logical topology isavailable aswell (Box 8.1, Input: (ii)).*

In this chapter, one of our goalsisto identify amapping between the logical topology
and the physical topology that ensures that any long-lived failure does not eliminate the
connectedness of any pair of nodes. Such atask necessitates access to an accurate model
reflecting the characteristics of those failures. In accordance with what was presented in
ref. [134] and adopted in Chapter 7, we use asimple single-fiber failure model (Box 8.1,

Input: (iii)).

L1 If the logical topology is not available, the network designer can apply a methodology similar to the one
presented in Chapter 7. The obtained logica topology can then be enriched with parallel links between
adjacent nodes for resilience to failures. We advise that links carrying the majority of traffic should be
expanded into more parallel links than links carrying smaller volumes of traffic.
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The general problem of mapping the logical topology over a physical infrastructure
with constraints, requirements and goals described above, has already been studied in
theliterature 61,62, 152]. The mapping problem with wavelength conversion function-
dity at the physical layer is known to be NP-Complete [26]. An ILP formulation is
provided in ref. [140], and the problem is optimally solved for moderate size networks
by applying a branch and cut algorithm [71]. The same problem, but with wavelength
continuity, is known as the Wavelength Assignment Problem (WAP) [27, 35, 115].
It is similar to the path coloring problem in standard graphs, which is, in turn,
equivalent to the general vertex coloring problem [55]. It has been proved to be NP-
Complete [ 73, 94], and numerous heuristics have been proposed for different types of
topologies[27,74,115].

Unfortunately, all previouswork ignores constraints and requirements present in real -
istic operational environments when approaching the mapping problem. Examples are
the existence of priorities across PoP pairs, the presence of multiple IP links between
adjacent PoPs and SLA metrics. These requirements must be considered at every point
in time (Box 8.1, Input: (iv)). Carriers usually have a strong desire to prioritize some
PoP pairs versus others. For example, logical links connecting PoPsthat carry the largest
amount of traffic must be endowed with greater fault resilience than logical links car-
rying small amounts of traffic. On the Sprint network, the priority PoP pairs are those
transcontinental links that connect two major cities such as New York and San Fran-
cisco. In addition to the previous constraints, SLAs must be met at any time for any PoP
pair in the network. Maximum PoP-to-PoP delay is an important SLA parameter. Its
value is defined by each ISP. In the continental USA, the maximum delay is typically
between 50 ms and 80 ms. The delay between any PoP pair must be below the value
defined in the SLA. In addition to the maximum delay, we must also restrict the rela
tive delay on the aternative inter-PoP paths. Many applications cannot tolerate a major
change in delay in the event of afailure. For example, a Vol P application would suffer
dramatically if rerouted on alink that caused the end-to-end delay to increase by 50 ms.

Theintroduction of these new constraints and requirements complicates the problem
even further. Given a particular topology of the physical network, it is not always possi-
ble to find simultaneously completely disjoint physical links and to maintain the delay
below the SLA for al logica links between a given PoP pair. For example, there may
not necessarily exist two short delay paths that are also completely digoint. In order
to find completely digoint paths, sometimes one has to use along circuitous route for
the second path that substantially increases the delay. Finding the right balance between
delay and digointness is a very important task. For example, in this chapter we focus
on finding maximally disjoint paths when completely disjoint paths cannot be found.
It is not easy to manage this tradeoff when solving the mapping problem manually for
networks the size of Sprint’s backbone. As a consequence, it isimportant to define per-
formance metrics that lead the optimization process toward a specific set of goals. In
this chapter our primary goal in terms of robustnessiis to ensure that a single-fiber fail-
ure does not eliminate the connectivity between apair of PoPs. Our secondary goal isto
drive the mapping to a point where asingle-fiber cut brings down the smallest number of
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inter-PoP links possible (Box 8.1, Goal). To achieve these goals we consider the notion
of link priority and introduce the metric of jointness (Box 8.1, Objective function).

We will examine the impact of these strategies in the Sprint IP backbone and
especially the tradeoff between delay and jointness. The consideration of different
strategies allows a wider diversity of path selection, which helps meet alarger number
of requirements simultaneously.

The chapter is organized as follows. In Section 8.1, we start by describing the prob-
lem and the associated regquirements and constraints. Then we introduce some concepts
used to drive our optimization process and examine their impact to the overall prob-
lem. The problem is then formalized in Section 8.2, where we provide an ILP model
for the problem and present a new heuristic algorithm that achieves a good balance
between optimality and computational complexity. We briefly compare the ILP model
to the heuristic on a medium-size network. In Section 8.3, we use the heuristic algo-
rithm to study the mapping problem on the Sprint IP backbone network. Findings are
summarized in Section 8.4.

The problem: constraints, requirements and objective function

In this section we define the constraints and requirements that must be included in any
practical solution to the mapping problem. In Section 8.1.2 we introduce the criteria
that will be used in our methodology to prioritize one candidate solution to the problem
versus one other. These priorities will be included in the definition of our objective
function.

Impact of constraints and requirements

Given the context described in Section 8.1, we study the mapping problem when the
following requirements are considered:

e parallel logical links must be mapped on to physical links that are as digjoint as
possible, i.e. maximally digoint;

e the worst case delay between any PoP pair must be less than the corresponding SLA
reguirement;

e the parallel links between two PoPs must be mapped onto physical links of similar
delay, so that the differencesin delay are limited,;

e the solution must take into consideration the availability of wavelengths.

Network protection and disjointness

In order to maximize fault resilience, parallel logical links need to be mapped onto the
fiber network in such a way that either a fiber conduit or an optical equipment failure
does not cause all the parallel logical links between a pair of PoPs to go down simulta-
neously. Thusthe parallel logical links should be mapped onto physically digoint fibers
whenever possible.
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Finding completely disoint fiber pathsfor logical linksisoften difficult, if not impos-
sible. This is because there is a limited set of conduits containing fibers in the ground
and because these fibers have been layed out according to terrain constraints (mountains,
bridges, etc.) or next to already existing facilities, such astrain tracks or pipelines. When
completely disjoint paths cannot be found, our strategy is to search for maximally dis-
joint paths. It iswell known that the problem of finding maximally disjoint pathsis hard;
it isparticularly challenging in the case of areal backbone such as Sprint’s because the
multiplicity of parallel links between PoPs is not merely 2, but can be as large as 12
(although is more commonly between 4 and 7). Hence the physical topology may limit
the number of options for alternative disjoint paths, but the logical topology demands
large numbers of digjoint options. Our approach is intended to minimize the number of
logical links that are disrupted over all possible physical failures.

Therefore, the objective of our mapping function is to minimize the jointness of the
paralel logical links between each pair of adjacent PoPs. Minimizing the jointness is
equivalent to maximizing the disjointness. To do this we first define a Local Jointness
metric that is assigned to a pair of PoPs. Later, we define a network-wide jointness
metric, called Global Jointness.

Consider two neighboring PoPs, s and t. The paralel links between s and t use a set
of fiber segments{(i, j)} that start at node i and terminate at node j. Each fiber segment
will be assigned one jointness value for each pair of adjacent PoPs using that segment.
(Thus each fiber gets a set of values, one for each PoP pair traversing it.) For a given
PoP pair, the fiber segment is assigned a jointness value equal to the number of parallel
logical links sharing this fiber segment minus one. Therefore, the jointness of a fiber
segment used by asingle link between s and t is zero. The local jointness of a PoP pair
(s, t) isdefined as the sum of the jointness of each fiber segment {(i, j)} used by any of
itsparallel logical links. Note that alocal jointness of zero for PoP pair (s, t) means that
al the paralel logical links between s and t use fully digoint physical paths.

We illustrate this definition using the example in Figure 8.2. We want to map three
logical links between these two PoPs onto the physical network represented in the
figure. The solid lines indicate fibers separated by optical cross-connects. The dashed
lines represent the candidate physical paths for the three logical links. In Figure 8.2(a)
(case 1), the three parallel links share a single fiber segment, and thus the jointness of
PoP pair (A, B) is 2. In Figure 8.2(b) (case 2), there are two fibers that each have a

e |
PoP B

o e (b)

Example of jointness and priorities. (a) Case 1; (b) Case 2.
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jointness of 1 (since two paths share each link), and thus the jointness of the PoP pair
(A, B)isdso 2

Our god in defining a jointness metric is to have a quantity to minimize in our opti-
mization. The lower the jointness metric, the less fiber sharing there is. As we reduce
the jointness, we are essentially decreasing the likelihood that a single-fiber failure will
affect a large number of parallel logical links of the same PoP pair. Thus minimizing
the jointness metric pushes us in the direction of improving robustness.

We point out that our jointness metric has the following limitation. As we saw in
our example, two different scenarios can give rise to the same jointness value for a
PoP pair. Therefore the jointness metric does not distinguish between the two scenar-
iosin Figure 8.2 in terms of robustness. Since different mapping scenarios can lead to
the same jointness value, the jointness metric is not unique in the sense that it cannot
uniquely differentiate all possible mapping scenarios. In this example, we would typi-
cally consider case 2 more robust than case 1. In case 1 a single-fiber failure will bring
down all the logical links between PoPs A and B, whereas in case 2 the two PoPs will
remain connected under any single-fiber failure scenario. Recall that our definition of
robustness was to ensure that no single-fiber failure can completely disconnect apair of
adjacent PoPs. Hence, although such ametric pushes usin theright direction for achiev-
ing robustness, it is not sufficient in and of itself to guarantee we do as best as possible
for our definition of robustness. We will show later how we use priority information to
add further robustness differentiation to our jointness metric.

We define global jointness as the sum of the local jointness over all neighboring
PoP pairs in the backbone. The global jointness is a useful way to compare various
mappings. We can also evaluate the impact of delay SLAs on fiber sharing using this
jointness metric.

Delay constraints

A SLA is a contract between an ISP and its customer. This contract may specify a
maximum end-to-end delay between any arbitrary pair or PoPs (not just neighboring
PoPs) that must be satisfied at any moment in time, both under normal operation and
during failures. We introduce this constraint into the problem as the maximum delay
constraint. We assume that the delay comes primarily from propagation delay [156].
The delay between a pair of PoPs is defined as the worse case total transmission time,
among all possible routes, between these two PoPs. We have to consider al the possible
routes, since any one of them could be used as the aternative route in the event of a
failure.

The physical layout of fibers in today’s networks tends to yield the following sit-
uation: two PoPs that are geographically close often have one route between them
that is short (in terms of distance and hence propagation time), while all other routes
are much longer (on the order of five to ten times longer). If there are many parallel
links to be mapped for a given PoP pair, this makes it difficult to minimize jointness
without increasing the length of alternative fiber paths. As mentioned earlier, it is not
acceptable for SLAs to be broken when routes change. Furthermore, | SPs cannot allow
delay-sensitive applications to experience adegradation in delay if low delay iscritical.
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We thus introduce a second delay constraint, called the relative delay constraint, that
limits the allowabl e difference in delay between two paths.

In order to control therelative delay constraint, we define the notion of adefault path.
For each pair of neighboring PoPs, we choose one of its paths to be the default path.
We require that the delay of each of the parallel logical links, for a given PoP pair, be
no more than u% longer than the default path delay. Conceptually the default path is a
reference path used to control the delay differences between alternate paths. Because the
default pathisan artifact of our method, it may or may not be used itself. In Section 8.2.2
we will define three different strategies for computing the default path.

Wavelength limitation

In WDM networks, each fiber has a fixed number of wavelengths. While performing
the mapping, we need to assign wavelengths and verify that a sufficient number of
wavelengths exist for this mapping. In the case of no wavelength conversion, we have
to make sure that the same wavelength is available on al the fiber segmentsinvolved in
the physical paths. The limitation on the number of available wavelengths significantly
complicates the problem. A solution that is optimal from a jointness standpoint might
not be feasible from the wavel ength all ocation standpoint. In other words, assigning one
wavelength to alogical link of PoP pair (A, B) can reduce the possibilities of fiber path
choice for PoP pair (C, D) and increase the jointness for all other PoP pairs. Therefore,
our approach needs to take wavelength limitations into consideration in the computation
of jointness.

Approach

In this section we explain the objective function we use both for the ILP model and
the heuristic algorithm (the same objective function is used for both). Our objective
is to minimize the global jointness while simultaneously meeting the maximum and
relative delay requirements. However, finding an optimal mapping with regard to all
of the constraints introduced is a complex problem because the search space is till
large. Before stating our objective, we introduce two types of priorities that help us
manage the distribution of resources across PoPs and that help us to improve robustness
further. These priorities aso limit the search space in away that makes alot of practical
sense.

Sometimes the mapping of one PoP pair can compromise the mapping of another. In
particular, if there is a shortage of wavelengths, then the order in which PoP pairs are
mapped can be critical. Those PoP pairs mapped first may use up some wavel engths that
are then no longer available to other PoP pairs. This can limit the choices of aternate
paths for the latter PoP pairs. We alow a set of PoP pairs to be considered as priority
PoP pairs and map their logical links first. These priority PoP pairs should be granted
the minimum local jointness possible, even if it means that the non-priority PoP pairs
end up with a larger local jointness than they would receive if no priorities existed
at all. Priority PoP pairs have a natural justification in any network topology. They
correspond to the inter-PoP logical links that are the most important to protect because
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they have a special status in the network (e.g. they carry more traffic, or they connect
major geographical locations). In the Sprint backbone, transcontinental east—west links
are usually considered to be high-priority PoP pairs.

Recall that in our discussion of the jointness metric, we mentioned that sometimes
different mappings can give rise to the same value of the jointness metric, but not have
the same robustness. To increase the robustness of the mapping we produce, we intro-
duce the notion of priority logical links. Among al the parallel links that must be
mapped for a given PoP pair, we want at least two of them to be completely digjoint
(if possible). The number of links we choose to put in the priority group istwo, because
of our definition of robustness. Note that we do not assign ahead of time a priority to a
link; the linksin this group can be by any two of the logical links. We want any two for
which complete disjointness can be found. Thus, instead of mapping al parallel logical
links for each PoP pair simultaneously, we initially focus on finding two logical links
that can be mapped to completely disjoint paths. If we can find such paths, then the
remaining parallel links are mapped afterwards. For the remaining parallel paths, we
try to find physical paths that minimize the local jointness for that PoP pair (given the
mapping of the first two paths). If we cannot find two such paths, then all the links are
mapped together — again trying to minimize thelocal jointness. With this second priority
notion, we increase the chances of each PoP pair to have at |east two completely disjoint
fiber paths. This makes the PoP pair more robust because then there is no single-fiber
failure that can completely disconnect the PoP pair. Recall our example in Figure 8.2.
The two priority logical links would have ajointness of 0 in case 2 and a jointness of 1
in case 1. With this notion of priority we would choose the solution in case 2 rather than
case 1 because case 2 includes two completely digjoint paths whereas case 1 does not.
Priority links thus help to differentiate the robustness of two mappings of equal local
jointness.

Objective function

We integrate these priorities into our objective of minimizing global jointness as fol-
lows. Using our priorities, we define a mapping sequence. The goal is to minimize the
global jointness while respecting this sequence.

Step 1. Map the priority logical links for the priority PoP pairs.

Step 2. Map the remaining logical links of the priority PoP pairs.

Step 3. Map the priority logical links for the remaining non-priority PoP pairs.
Step 4. Map the remaining links (non-priority links of non-priority PoP pairs).

Delay requirements
In addition to jointness minimization, we must guarantee the following two delay
constraints:

o the delay between any PoP pair in the network must be bound by the maximum delay
value found in the SLA (known as the maximum delay constraint);

o thedelay difference between all parallel linksfor any given neighboring PoP pair must
be within u% of the default path (known as the relative delay constraint).
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The relative delay requirement appears as a constraint in our optimization formula-
tion and in our algorithm. Instead of adding the maximum delay constraint asan input to
the objective function, we compute the maximum delay after the mapping has been per-
formed, i.e. asan output of our solutions. We can analyze the tradeoff between jointness
and maximum delay by varying the value of u in the set of constraints.

We consider the following three strategies for selecting the default path.

e SP: Shortest Path. The default path is the shortest physical path between a given
neighboring PoP pair. “ Shortest” here refers to the path with the shortest propagation
delay.

e SSP: Second Shortest Path. The default path is the second shortest path that exists
between a given pair of neighboring PoPs.

e SDP: Smallest Digoint Path. For each pair of neighboring PoPs we can always find
two completely digoint paths if we temporarily remove the constraints on relative
delay and wavelength availability. This is true because the minimum cut of Sprint’s
network istwo. Given these two digoint paths, we select the longer of the two as our
default path.

We will examine the impact of these strategies in our network and especialy the
tradeoff between delay and jointness. The consideration of different strategies allows
a wider diversity of path selection that helps meet a larger number of requirements
simultaneously.

Formalization of the problem

Problem definition

In this formalization, we represent a PoP by a single node, where this node has al of

the inter-PoP links for the whole PoP attached to it. Nothing is lost in this topology

representation since our immediate goal is to map the inter-PoP links and not the intra-

PoP links. (Of course the same technique could be applied to intra-PoP links as well.)
Given:

(i) an existing physical topology (which must be at least 2-connected), comprising
nodes equipped with alimited integer number of tunable transmitters and receivers
and no wavelenth conversion functionality, connected by optical fibers that support
alimited number of wavelengths and with limited capacity; and

(ii) an existing 1P topology (which must be at least 2-connected), comprising |P PoPs
interconnected by IP links.

Find: maximally disjoint physical pathsfor the parallel logical linksof all pairsof neigh-
boring PoPs, such that they satisfy the relative delay constraint. Furthermore, find an
assignment of wavelengths for each logical link.
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Note that the search for digoint paths and the wavelength assignment must be
conducted in parallel because the wavelength assignment has a direct impact on the
feasibility of physical paths.

The maximum delay over all PoP pairsisan output of the solution (and our algorithm
in the case of the heuristic). As explained in Section 8.1, the maximum delay can be
controlled by tuning the parameter u. Therefore, the maximum delay is computed in a
post-computation step, after a mapping solution has been found.

ILP model

We formulate the mapping problem as an |LP model whose objective isto minimize the
global jointness of the network. We compute first all the default path lengths between
each pair of neighboring PoPs, as defined in Section 8.1.2.

Notation

Let£ = {(i, j)} denotetheset of fibersand let S = {(s, t)} denote the set of neighboring
PoP pairs. We use nst for the number of inter-PoPs links between the two PoPs s and t.
Let Spriority C S represent the subset of the priority PoP pairs.

We let wij represent the number of wavelengths for fiber (i, j) and wmax isthe num-
ber of wavelengths available on the fiber with the most wavelengths. It will be used as
abound for the channel index in the constraints. We introduce *)a; i € {0, 1} for all
(i,j) e Eand x € {1, 2, ..., wmax} such that ¥a;jj = 1if the wavelength x belongs to
fiber (i, j).

The notation pertaining to delays is as follows. Let lj; > 0 be the length of the
physical link (i, j) for al (i, j) € &. The vaues are in the millisecond range. Let
dst for all (s,t) € S be the delay between PoPs s and t using the default path. The
maximum delay difference among all parallel links between each pair of neighboring
PoPs is specified via the parameter u.

Decision variables

To compute the routing we define nisjt(m) for dl (i,j) € &,(51) € S,m €
{12, .., n“}.WehaveniSj‘(m) = 1if themthlogical link of the PoP pair (s, t) traverses
thefiber (i, j).

We now define the decision variables used to handle wavelengths. We use ®)ASt(m),
defined for al (s,t) € S, m € {1,...,n%}, and x € nt, where @5t (m) = 1, if
the mth logical link of (s, t) uses the wavelength x. We also define “&f}(m) € {0, 1},
where (X)Ais}(m) = 1, if the mth logical link of (s, t) traverses fibers (i, j) and uses
wavelength x.

The decision variables for handling the SLA are as follows. Let ASt(m) be the total
length of the mth logical link of (s, t) for al (s,t) € Sandm € {1, 2, ..., n%}, defined
by ASt(m) = Z(i’j)eg(nfjt(m) * 1ij). Let ASt, be alength longer than the longest
logical link of (s, t).
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The jointness is computed in the model with two variables q and q’, where q repre-
sents the jointness for all logical links and q’ denotes the jointness for the two priority
logical links. These two variables allow us to analyze separately the local jointness for
only two priority logical links (for al neighboring pairs) and for al logica links in
the network. We define qisjt > Z[‘ns;l(nisjt(m) + nJ-Sit(m)) — 1foradl (i, j) € £and
(s,t) € S. It isthe number of paths of (s,t) minus one that use the fiber (i, j). We
defl‘ineqi/J$t > Z%zl(nﬁt(m) + n?i‘(m)) —1foradl (i, j) € Eand (s, t) € S. If thetwo
paths use the fiber (i, j), qi'J$t isequal to one; otherwiseit isnull.

Constraints
e Theflow continuity constraints for the physical paths of the inter-PoP links of the pair
of PoPs (s, t) are given by

> mm= 3 wim

jeV:,j)e& jeV:(j,ie&
1 if i=s
=] -1 if i=t ®1
0 otherwise
VieV,V(s, 1), m)eS x{1,...,n.
Equation (8.1) defines the physical path associated with each logical link.
e Wavelength assignment: V((s,t),m) € S x {1,..., n%},
> tmy =1 (8.2)

1 < X<wmax

Equation (8.2) does the wavelength assignments for all the paths.
e The following equation ensures that the physical paths use only fibers where
wavelengthsareavailable: V(i, j) € £, V1 < x < wjj, V((s,t),m) e Sx{L,..., nsty,

7ol m) < (1= m)) * B + Vayj. (83

If the mth path of the pair (s, t) uses the wavelength x, then the constraint reduces to
nisj‘(m) < Wajj since the term (1 — ®aSt(m)) = 0. Furthermore, if the fiber (i, j)
does not support the wavelength x, i.e. ®ajj = 0, the variable nfj‘ (m) isforced to be
equal to zero. B is alarge arbitrary number and its use is explained at the end of this
section.

e Equation (8.4) ensures that one wavelength can only be used once per fiber:

nSt
= (Eeamem)
(s,t)eS \m=1

Vi, j)e& i< j,VI <X < wjj.

For each fiber (i, j) and each wavelength x, only one <X)Ai5}(m) or (X)Asj‘i (m) can be
used, for all thelogical links of al the paths.
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e Constraints on <X>xf}(m): Y((, j).x) € Ex {1, ..., wij} 1 i < J,¥((s, 1), m) €

S x {1..n%1},
GOt (m) = 25H(m) + w5 (m) + 75 (m) — 1, (8.5)
(X))‘is} (m) < (X))\st(m)’ (8.6)
0035t (m) < 7§t (m) + St m). 8.7)

Equations (8.5), (8.6) and (8.7) ensure that *)2{(m) = 1 if both *)3%'(m) = 1 and
nisjt(m) =1, and (X)Af}(m) = 0 otherwise.

e We incorporate our constraint on the relative path lengths as follows: Y((s, t), m) €
Sx{1,...,n%Yy,

Ajfax — A%H(m) = 0, (8.8)

ASt, < A%t (14 u). (8.9)

Equation (8.8) forces ASt,, to be longer than al the physical paths between PoPs
(s, t). The minimization process will search for solutions less than this largest value.
Equation (8.9) requires this largest value to be within u% of the delay of the default
path length for each (s, t).

Avoiding loops

The flow continuity constraints (equation (8.1)) are insufficient to guarantee that our
physical paths avoid loops. To solve this problem, we add new constraints as proposed
inref. [153]. The principle is to make sure that a path uses only fibers that are part of a
subset of the physical topology called a covering tree.

Objective function
The objective function is to minimize

B2 D X G

(i, )€ (s,1)€Spriority
2 o st
+ B x Z (,phe€ Z (sst)ESpriorityqij

+ B % Z Z qi/JSt

(i.))e€ s.h)eS

+ Y ieE D _ses

The four components of the objective function correspond to the four steps outlined in
the mapping sequence in Section 8.1.2. For each component, we are trying to minimize
the corresponding jointness; B is alarge number that needs to be much larger than the
sum of all the jointness parameters. In this objective, the jointness of the links included
in step 1 of our mapping sequence is multiplied by B3, step 2 ismultiplied by B2, and so
on. By multiplying the first term by B2, we guarantee that the first term of the objective
function is minimized first. Thus step 1 (step 2) has the highest importance (second

(8.10)
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highest importance) within this objective function, respectively. Whenever thereisatie
(i.e. two solutions produce the samejointness for thefirst term), then the following term
isused to break thetie. The rest of the objective function is structured the same way. As
pointed out in Chapter 7, ILP models can be solved using standard software packages
such asthat in ref. [1].

Tabu search for the mapping problem: TabuMap

The heuristic we present for identifying the ideal mapping relies on the application of
the Tabu Search (TS) methodology [86], extensively described in Chapter 7. We refer
to our specific implementation as TabuMap.

Before describing the TabuMap heuristic, we point out an important issue. During
the search for an optimal solution, we allow TabuMap to investigate solutions outside
the space of admissible solutions, e.g. solutions that violate one or more constraints. By
non-admissible solutions, we mean solutions that require more wavelengths on some
fibers than provided by the WDM topology. All solutions, even non-admissible ones,
aways satisfy the SLA requirements. For some scenarios (e.g. when afiber has a few
wavelengths) even finding a single admissible sol ution can be hard because of the wave-
length assignment problem. To ensure we continue to move forward in our exploration,
we allow the heuristic to temporarily go outside the space of admissible solutions. We
operate a strategic oscillation (see ref. [87]) between the space of admissible solutions
and the space of non-admissible solutions. When inside the space of admissible solu-
tions, we try to improve the current solution; when outside this space, we try to come
back inside by applying a special kind of move (described below). In the following
we do not report the pseudocode of TabuMap since it is similar to the one shown in
Figure 7.3. The analysis of its computational complexity can be obtained in a similar
fashion as described in Section 7.5.

Fundamental aspects of TabuMap

We now describe the seven components of the TabuFLTDP heuristic we have designed
to solve the mapping problem.

Pre-computation step
Before running the TabuMap heuristic, we need to pre-compute the following informa-
tion:

e for each pair of neighboring PoPs, we compute the default length path according to
the three strategies described in Section 8.1.2;

e for each pair of neighboring PoPs, we build the set of physical paths satisfying therel-
ative delay constraint — this set is then sorted according to the length of each physical
link, from shortest to longest;

e we build the IP routes for al arbitrary PoP pairs according to the 1S-IS routing
protocol.
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Initial solution

The choice of the initial solution is very important since it can significantly reduce the
convergence time. For each logical link, we choose the shortest physical path between
neighboring PoPs to be the initial mapping. Typically, this solution is outside the space
of admissible solutions. But it is optimal in terms of delay.

Moves and neighborhood generation

Because we visit admissible and non-admissible solutions during the exploration, we
define two different kinds of moves. When the search isfocused on the space of admissi-
ble solutions, the selected move will find a solution without considering the wavelength
constraint; when the search takes place outside the space of admissible solutions the
move will try to minimize the number of logical links that share fibers on which there
is a shortage of wavelengths.

e Admissible space. Given a currently admissible solution, the next solution is gener-
ated according to the following three steps: (i) randomly select an adjacent PoP pair;
(ii) randomly select one of the pair's parallel links not present in the Tabu List; and
(iii) change the physical path of thislink by picking a new path satisfying the maxi-
mum length constraint. All other physical paths associated with all the other logical
links during past moves remain unchanged.

e Non-admissible space. If the current solution does not meet the wavelength con-
straints, a special move is applied to force the solution to become admissible by
looking at the fibers on which the shortage of wavelengths was experienced. The
new solution is built asfollows: (i) randomly select afiber experiencing a shortage of
wavelengths; (ii) randomly select a logical link that uses this fiber; and (iii) change
the physical path of this link to a set of fibers that does not experience wavelength
shortage. All other physical paths associated with al the other logical links during
past moves remain unchanged.

A new solution is consequently built by applying one of the moves defined above to
arandom subset of all the physical paths chosen from the previous step. The cardinality
of this subset defines the size of the neighborhood investigated by TabuMap.

Wavelength Assignment Problem (WAP)

The WAP is NP-Complete. Since this problem must be solved for each solution visited
during the exploration, we need a heuristic that is simple enough to reach agood tradeoff
between running time and quality of the solution. The principle of our algorithm is
to assign the wavelength, with the smallest channel index available, each time a new
physical path is mapped.

Tabu list
We use a static Tabu list and store the most recent moves made. A move is not allowed
to be reselected while in the list.
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Diversification

If we do not see any improvements in the solution after a given number of iterations
(say 100), then we employ adiversification strategy. We carry out a unique perturbation
by (i) selecting randomly a neighboring PoP pair and (ii) changing all the physical paths
of itsparallel logical links. The selection of the pathsis arandom process. After having
applied this perturbation, the traditional move defined previously is applied.

Stop criterion

The search procedure is stopped after a fixed number of iterations. This number is
defined based on the size of the network studied and on a good tradeoff between com-
putational time and quality of the solution. Our experience has shown that setting this
parameter to 3500 is sufficient for the Sprint network.

Validation

We compare the performance of TabuMap to that of the ILP model. We demonstrate
that the heuristic works well for medium- size networks, so that we can be confident
that it works well for large networks. A medium-size topology is defined as the maxi-
mum topology that we can solve with the ILP model. We consider a physical topology
with 15 nodes and 23 fibers, which is a simplified version of the Sprint backbone. We
generate random logical topologies made of six to eight PoPs and six to ten neighboring
PoP pairs with two to four parallel logical links. For each of these topologies, we ran
several simulations with different numbers of wavelengths on the fibers. On average,
after 1000 iterations of the heuristic, the results for the global jointness differed by less
than 3%.

TabuMap can be implemented using any custom programming language such as C or
C++ (seerefs. [110] and [187], respectively).

Results

Topologies and metrics

We use the TabuMap heuristic algorithm to map the logical topology onto the physical
topology of the Sprint US continental | P backbone. Simplified views of the I P topology
and the physical topology are shown, respectively, in Figure 8.3 and Figure 8.4.2 The
WDM layer is composed of 51 OXC and 77 WDM fibers that have between 16 and 48
channels. The delay associated with each fiber is proportional to its length and equal
to the amount of time required for light to cover such a distance. The logical topology
consists of 101 logical links and 16 PoPs (excluding Pearl Harbor), with 35 neighboring
PoP pairs. Each neighboring PoP pair has a minimum of two parallel logical links, a

2 Because topology information can be sensitive, we do not show exact maps, but we do use the exact ones
in the computation of the mapping problem.
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Fig. 8.3. North American Sprint | P backbone network topology (third quarter, 2001): 16 PoPs with
35 bidirectional inter-PoP aggregated links. Each aggregated link comprises many multiple links
ranging from two to six.

Seattie

Tacoma =
=

Portland ~

Springfield-

. / n J, New York
Oroville Cheyenne\®@ i Akron p’Pennsauken

Relay

Stockton

—
. N
Pearl City i ijAtIanta
[} _—
S— ; Jacksonville
M o
= POP =

® oxc
—— physical fiber

Fig. 8.4. North American Sprint fiber-optic backbone topology (third quarter, 2001, simplified version):
51 OXCsand 77 WDM fibers.



global jointness
iy Y N
o a o
& o o

a1
o

end-to-end delay (ms)
~ 00
o O
o T T
_m m \
onT
0

local jointness

Fig. 8.5.

8.4.2

8.4 Results 175

100

u parameter (%)

50
rrrrrrrr ALL 45 e delaya, =TS
2 40 de|a¥"‘ax—Ts

w
o
T T T T T T

POP-to-POP delay (ms)
N
o

......ﬂ. A

1357 911131517192123252729313335

: W. il m i .Hﬂﬂmﬂ.ﬂmﬂﬂﬂm ik

5 7 911131517192123252729313335
neighbor POPs-pairs id neighbor POPs-pairs id

iy
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maximum of six and an average of three. We have six priority PoP pairs (indexed by the
numbers 6, 9, 13, 15, 33 and 34 in the plots in Figures 8.5 and 8.6). There are a total
of 136 arbitrary PoP pairs, each of whose IP routes are between one and four hops in
length.

We use four metrics to evaluate our approach. The first two are the global jointness
and the local jointness, which is defined in Section 8.1. The other two metrics are the
maximum delay and the PoP-to-PoP delay, defined in earlier chapters.

Jointness and maximum delay

Performance metrics are plotted in Figure 8.5. The terms SP, SSP and SDP refer to the
default path computation strategies defined in Section 8.1.2. The suffix -2 means that
the jointness is computed for the priority parallel logical links only. Recall that we use
two priority links per pair of adjacent PoPs. The suffix -ALL is used when the jointness
is computed on all logical links.

Figure 8.5(a) illustrates the tradeoff between the jointness and the relative delay
increase expressed by u. We see how the global jointness decreases as the relative delay
increases. Larger values of u alow for larger sets of acceptable paths, which in turn
make it easier to find digoint paths. If we restrict u to be small, then the set of candi-
date paths meeting the relative delay requirement is small, and this limits our choices
in trying to find paths that do not overlap. All curves flatten out when u reaches 40%,
leading to very similar jointness values. This means that, if we allow paths to have a
differencein delay of 40%, then the relative delay constraint is sufficiently loose that it
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no longer has any impact on the jointness of paths. For all except one strategy (SDP-2),
the jointness is significant for u below 20%. The minimum achievable jointness in the
Sprint backbone, given the current physical topology, is approximately 50.

The choice of the default path has a great impact on the jointness of the solution.
The Shortest Path (SP) strategy produces the largest amount of jointness. This result
confirms our observations on network topologies. there typically exists only a single
short physical path between two PoPs, and all alternate paths are much longer. The
large jointness of the SP strategy can thus be explained as follows. If thereis only one
short path, whereas al others are rather long, and the relative delay constraint u issmall,
then the algorithm will have to pick two long paths to satisfy the u requirement. Since
this leads to two long paths, they are less likely to be digoint.

The Shortest Digjoint Path (SDP) strategy yields the minimal jointness. The fact that
SDP-2 exhibits a global jointess of zero for any value of u is good news for network
designers. This means that, with this strategy, we can find completely digoint paths for
the two priority links of all PoP pairs. The same plot also tells us that it isimpossible to
find a physically disjoint path for all logical links in the backbone, whatever the value
of u.

These strategies also need to be assessed in terms of the maximum delay they yield.
Figure 8.5(b) plots the maximum delay as a function of u for each of the three strate-
gies. The maximum delays increase as the relative delay u increases. The SP strategy
that was the worst in terms of jointness performs best in terms of maximum delay. Sim-
ilarly, the SDP strategy that was best in terms of jointness performs the worst in terms
of maximum delay. Thisillustrates the tradeoff between jointness and maximum delay.
Moreover, we also see that the only strategy (SDP) that provides totally disoint solu-
tions for at least two logical links per PoP pair (an SDP-2 jointness of zero) will often
fail to meet the SLA requirement (for SLAs below 60 or 70ms, depending upon u).
Therefore, we learn that if alarge ISP such as Sprint wants to have two disjoint logical
links between each adjacent PoP pair, they must set their SLA as high as 65ms. Note
that u does not matter here as the jointness is zero for any value of u for the SDP-2
strategy. In addition, if Sprint wants to set their SLAs as low as 50 ms, then they must
accept some path overlap among priority links. With an SLA of 50 ms, the optimal strat-
egy isthe Second Shortest Path (SSP), which has a global jointess of roughly 10 for the
priority links (i.e. global jointness for SSP-2)

In Figures 8.5(c) and (d), we use the SSP strategy and u = 50%. We have chosen
this value of u because it corresponds to a maximum delay of 50ms and to a global
jointness for the priority links of priority PoPs that is fairly close to zero for the SSP
strategy. (In the figure, GJ= 14 for priority links of priority PoPs and GJ= 71 for all
logical linksin the whole network, where G J denotes the value of the global jointness).
Figure 8.5(c) shows the local jointness achieved for each neighboring PoP pair. Only
six of these PoP pairs cannot find two completely digjoint physical paths. On the other
hand, 13 PoP pairs have completely disjoint pathsfor al their parallel logical links. The
priority PoP pairs are not among these 13 PoP pairs; however, these priority PoP pairs
have at least two digoint parallel logical links (LJ-2=0). This is an important result,
which saysthat, on the current Sprint network, it isimpossibleto protect fully all logical
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Table 8.1. Impact of the notion of priority PoP pairs on the metric of global jointness

Priority linksof ~ All linksof  Priority links  All links of
priority PoPs priority PoPs of al PoPs all PoPs

Mapping with 0 20 33 103
priority PoPs

Mapping without 2 25 30 108
priority PoPs

links between all priority PoP pairs with a SLA of 50ms. We will discuss thisissuein
Section 8.4.3.

Figure 8.5(d) showsthe delay experienced by thelongest and the shortest logical links
among all parallel logical links for each adjacent PoP pair. The difference between the
maximum and the minimum delay correspondsto the relative delay parameter. For most
pairs, the relative delay is small. The maximum relative delay is 7ms. It is important
to note that, despite the SDP strategy, the maximum relative delay is observed for short
physical links. PoP pairs that are far apart geographically always experience a small
relative delay, on the order of 3ms.

Impact of priorities

In this section we examine the impact of having a priority for PoP pairs. First we carry
out a mapping, according to the sequence stated in Section 8.1.2, that includes all the
priorities. Then we carry out a second mapping in which we drop the notion of priority
PoP pairs (while still retaining the notion of priority links). Thisis easy to do with our
objective function (equation (8.10)) because we ssmply drop the first two terms while
retaining the latter two. For both of these scenarios we calculate the resulting jointness
on four sets of logical links: the priority links of the priority PoP pairs, all links of the
priority PoP pairs, priority links of all PoP pairs, and al links among all PoP pairs.
We calculate the jointess of afew logical links by summing the jointness value of each
fiber segment belonging to those logical links. Similarly, we calculate the jointness of
a subset of the PoP pairs by summing the jointess for those PoP pairs included in the
subset. Notethat even if we do not include the priority PoP pairsin our second mapping,
we can il calculate the resulting jointness for those PoPs. This way we can see what
happens to those particular PoPs when their priority isremoved. Again, we use the SSP
default path strategy and arelative delay requirement of u = 50%. Table 8.1 shows the
global jointness for the four sets of links under both mapping scenarios.

Aswe have seen already, with PoP priorities we cannot guarantee complete digoint-
ness for all the parallel links of the priority PoPs (case GJ = 20) but we can achieve
complete digointness for the priority links of the priority PoPs (case GJ = 0). If we
remove the priority of these special PoP pairs, then we are no longer guaranteed that
all the priority PoP pairs are completely robust. In this case, at least one PoP pair, and
possibly two, have not achieved complete robustness.

It isinteresting to note that, by eliminating PoP priorities, the overall jointness mea-
sure on al links increases (from 20 to 25 for priority PoPs, and from 103 to 108 when
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measured over all PoPs). All four sets of links do better in terms of jointness with prior-
ity PoPs except for one, namely the priority links of non-priority PoPs. These links have
better jointness without PoP priorities. Thus, the tradeoff in having PoP pair priorities
isthat three of the link groups do better with priorities while one group does worse. In
the scenario studied here, the cost of having prioritiesisa 10% increase (G J goes from
30to 33) in thejointness of this group of logical links. This exampleillustrates how our
priority mechanism managesthe global set of network resources acrossall logical links.

Improving the network design

The previous results show that it is critical to understand how to improve the robustness
of anetwork. In this section, we use our mapping algorithm to analyse where new fibers
or new wavelengths should be added to increase the robustness of the | P topology.
Figure 8.6 uses a gray-scale to indicate the fraction of logical links that use a given
fiber segment for each adjacent PoP pair. A black sgquare meansthat 100% of the parallel
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Fiber network upgrade. The x-axis reports all pairs of adjacent PoPs ordered by an id; the y-axis
reports all fiber segments constituting the physical infrastructure ordered by anid. A black
sguare means that 100% of the parallel logical links associated to a pair of adjacent PoPs use a
specific fiber segment (i.e. these PoPs will be disconnected if that fiber fails). A white square
means that the PoP pair does not use that fiber segment at all.
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logical links use the fiber segment. A white square means the PoP pair does not use that
fiber segment at all.

Ten out of the 77 fibers can cause a pair of adjacent PoPs to lose connectivity
completely in case of failure (e.g. the black boxes in the grid). From the logical link
standpoint, five out of 35 PoP pairs can lose connectivity because of a single fiber-
segment failure (e.g. PoP pairs that feature at least one black box). Note that none of
the priority PoP pairs are concerned. The rest of the network iswell protected since, in
66% of the fiber cuts, none of the other PoP pairs would lose more than 50% of their
parallel logical links.

Using such avisualization tool, a carrier can quickly identify the high risk fiber seg-
ments whose failure could bring down the entire direct connectivity between a pair of
PoPs. The PoP pair would have to communicate via another intermediate PoP in such
an event. The identify of the PoP pairs subject to complete disconnection dueto asingle
fiber-segment failure can also be readily found from this visualization. For example,
PoP pair number 3 can lose all its parallel logical links from the failure of any one of
the five fiber segments marked as black; similarly PoP pair 10 can lose al its logical
links from the failure of any one of the two fibers marked with black. By chance, these
seven high-risk fibers are not the same and these two PoP pairs are not located in the
same geographical area.

Viewing this from the physical topology standpoint, we can see, for example, that the
failure of fiber segment 7 disconnects two PoP pairs. Similarly for fiber segment 72.
The locations of these two fiber segments can thus be considered as high risk, critical
areas in the USA where large problems can occur. Adding fibers in these areas (along
similar close by routes) would increase the disjointness without paying alarge price in
terms of delay.

We used our tool to compute the optimal mapping after having added two fiber
segments to the physical topology in order to improve the robustness around fiber seg-
ments 7 and 72. With these fiber additions we were able to reduce the number of fiber
cuts that would completely disconnect adjacent PoP pairs from ten to four. We also
brought the number of adjacent PoP pairsimpacted by these fiber cuts from five down to
three. Hence the addition of afew new fibersin well chosen locations can substantially
improve the protection of the logical topology while still meeting the SLA.

It is usually more cost effective to improve network robustness by upgrading exist-
ing fibers via additional wavelengths than by deploying new fibers in the ground. To
know where it is most useful to upgrade fiber segments, we disable the wavelength
availability constraint before running the mapping algorithm. By comparing this visual -
ization graph of the mapping with and without WAR, we can identify those black boxes
that turn to lighter shades of gray when WAP is removed. These boxes will identify
the fiber segments that should be upgraded. In the Sprint backbone, we can decrease
the genera jointness for the priority links by 66% (from 33 to 12) and the jointness
of al the paths by more than 25% (from 103 to 71) by upgrading only six fiber seg-
ments in the country (with an average of five wavelengths each). This illustrates that
a small shortage of wavelengths can have a huge influence on the robustness of the
network.
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Lessons learned

In this chapter we looked into the problem of how to increase the robustness of 1P
backbones in the absence of optical level protection. We presented a new approach that
focuses on minimizing the number of physical fiber segements that are shared by all 1P
layer logical links between two adjacent PoPs. The problem has been solved taking into
consideration operational constraints such as maximum and relative delay requirements,
alimited number of wavelengths and priorities for POP pairs and certain IP layer logical
links.

The method we presented has been implemented as an ILP model and as a heuristic
based on Tabu Search called TabuMap. We applied the method to the Sprint I P backbone
network, and found that, if the SLA can be set as high as 65 ms, then full robustness can
be achieved for all PoP pairs. If the SLA must stay below 50 ms, we showed that we
can fully protect the most important PoP pairs and achieve a high level of protection on
all other PoP pairs. In this case, the worst case relative delay difference between all the
parallel logical links for any adjacent PoP pair was less than 7 ms.

We concluded our analysis by showing how the technique presented can be readily
used to identify the vulnerable areas in which fibers or wavelengths should be added
to the network in order to increase the robustness to single fiber failures. We illustrated
using an example how the robustness of the Sprint backbone can be improved by the
addition of afew fibers or wavelengths in the right place.

In Chapters 9 and 10 we present Step 3 of the design process, which is aimed at
enhancing the performance of the logical topology (now being designed with robust
resilience properties upon long-lived optical failures) and its resilience to logical fail-
ures (i.e. short-lived failures) by optimizing the IGP routing protocol configuration. The
methodology isfirst presented for the case that ignores the interaction between IGP and
BGP (Chapter 9), and isthen extended to incorporate such an interaction in the problem
formulation (Chapter 10).
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Box 9.1. Network design process: Step 3(a)

Goal Identify one set of static IGP link weights (i.e. integer numbers between 1 and
255 to be assigned to each link constituting the logical topology) that works well in
both the normal operation state (i.e. the absence of logical failures) and during any
logical failure.

Objective function Satisfy the SLA requirements during the normal operation state
and achieve the best tradeoff in terms of network congestion (i.e. defined as maxi-
mum amount of traffic flowing on any link composing the logical topology) between
the normal operation state and under any logical failure.

Inputs (i) Logical topology, comprising nodes interconnected to other nodes via
single links, characterized by a given propagation delay and limited capacity; (ii)
traffic matrix, which describes the peak-time volumes of traffic exchanged between
any pair of IP nodes; (iii) SLA requirements for the normal operation state, defined
as the average end-to-end delay between any pair of IP nodes; (iv) model of short-
lived failures, assumed to last for a short time and affecting one link at thetime, i.e.
single-link-failure model.

Large IP networks use alink-state protocol such as|S- S or OSPF astheir Interior Gate-
way Protocol (IGP) for intra-domain routing (see Chapter 2). Every link in the network
isassigned aweight, and the cost of a path is measured as the sum of the weights of all
links along the path. Traffic is routed between any two nodes along the minimum-cost
path which is computed using Dijkstra's Shortest Path First (SPF) forwarding algorithm.
Thus setting the link weights is the primary traffic engineering technique for networks
running | S-1S or OSPF. A wrong selection of link weights can lead to severe congestion
of one or more links and thus to packet drops, long end-to-end delay and large jitter that
can dramatically impact the quality of service of real-time applications like voice and
video over IP. In the following we focus on 1SS, although the same concepts can be
extended to OSPF as well.

Portions reprinted, with permission, from Nucci, A., Bhattacharyya, S., Taft, N. and Diot, C. (2007). “IGP
link weight assignment for operational tier-1 backbones.” IEEE Transactions on Networking, 15: 4, 789-802.
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The most common description of the IGP link-weight selection problem requires to
have access only to the IP topology, where each link comes with the associated prop-
agation delay and capacity (Box 9.1, Input:(i)), and to an accurate description of the
traffic exchanged between any two end points in the network (Box 9.1, Input:(ii)). The
optimization process is focused on finding the one set of static IGP link weights that
guarantees the minimum level of network congestion.

A common recommendation of router vendors is to set the weight of alink to the
inverse of its capacity [154]. Theideaisthat thiswill attract moretraffic to high-capacity
links and less traffic to low-capacity links, thereby yielding agood distribution of traffic
load. Another common recommendation is to assign a link aweight proportional to its
physical length in order to minimize propagation delays. In practice, many backbone
operators use the ad-hoc approach of observing the flow of traffic through the network
and iteratively adjusting aweight whenever the load on the corresponding link is higher
or lower than desired. An increase in a link weight is bound to make the paths going
through it higher cost, and therefore detract traffic from the link, lowering its utilization.
On the other hand, areduction in the weight of alink will attract more traffic to it, due
to the decreased cost of the paths going through.

Despite the obvious importance of the IS-IS weight selection problem, a formal
approach to the problem has not been undertaken. By considering the same inputs as
above, the first work to address this problem is given in ref. [79], which showed that
the problem of finding optimal 1SHS link weights is NP-Hard with respect to many
objectives. The authors propose a local search heuristic to find weights for two objec-
tive functions. The first objective function is to minimize the network congestion, and
the second one isto minimize a cost function that assigns every link acost depending on
its utilization. They show, for both objective functions, that their heuristic can compute
weight setsthat lead to solutions within afew percent of atheoretical lower bound. This
bound is computed using linear programming in much the same way as we will show
|ater in this chapter.

Others have eval uated the use of other methods from operations research, for example
implement heuristics based on local search, simulated annealing, Lagrangean relax-
ation and evolutionary algorithms [92, 163]. Furthermore, these authors propose a new
method that uses a combination of simulated annealing and linear programming. This
method is not guaranteed to find aweight set for every problem instance, but is shown to
work in 95% of cases. The authorsfind that, in terms of the number of overloaded links
and the degree of overload, al methods perform similarly well. For larger topologies
the new combined method is much faster than any of the other methods.

The use of linear programming duality was proposed in ref. [201] to compute link
weights. However, that method is limited to the case where unequal splitting is feasi-
ble. Neither OSPF nor 1SS currently support unegual splitting, only even splitting on
equal-cost paths.

One drawback of current approachesisthat SLA bounds are not incorporated into the
link-weight assignment problem. Thisisacrucial aspect for | SPs since delay bounds are
both a vehicle for attracting customers and a performance requirement which carriers
are contracted to meet. Each | SP definesits own metrics and the values for those metrics
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in their SLA. For the North American Sprint IP backbone the SLA is set to 50ms,
whereas for the European Sprint IP backbone, it is set to 20ms. The average delay
between any pair of nodes, referred to in this chapter as an Origin—Destination (OD)
pair, must be below the value specified in the SLA. Asaconsequence, it isimperative to
incorporate SLA bounds into the problem definition and solution (Box 9.1, Input:(iii)).

Another and more crucial aspect of the routing optimization problem isrelated to its
dynamics upon failure. Most of the work proposed in this area views the link-weight
assignment problem as a static problem largely ignoring network dynamics. In practice,
one of the main challenges for network operatorsisto deal with link failures that occur
on adaily basis in large IP backbones [100]. When a link fails, 1S-1S/OSPF routing
diverts the traffic from the broken link to aternate paths, increasing the load on one or
more other links.*

The most obvious way of restoring the network to meet its original traffic engineer-
ing objectives, is to perform a network-wide recomputation and reassignment of link
weights. It has been shown that changing just afew link weights is usually sufficient to
rebalance the traffic [80].

Changing link weights during a failure may not, however, be practical for two rea-
sons. First, the new weights will have to be flooded to every node in the network, and
every node will have to recompute its minimum-cost path to every other node. This can
lead to considerable instability in the network, aggravating the situation aready created
by the link failure. The second reason is related to the short-lived nature of most of the
link failures. As shown in Figure 6.3, 80% of the failures|ast less than ten minutes and
50% of the failures last less than one minute. We refer to failures that last |ess than ten
minutes as short-lived failures. Short failures can create rapid congestion that is harmful
to the network. However, they leave a human operator with insufficient timeto reassign
link weights before the failed link is restored. Given that our measurements reveal 70%
of the short-term failures to affect a single link inside the network (Figure 6.4), our
formulation focuses on such scenarios (Box 9.1, Input:(iv)).

Accordingly, network architects must choose a performance metric able to take into
account all the issues raised above and lead the optimization process toward one set of
link weights that works well in both the normal operating state (i.e. the absence of fail-
ures) and during short-lived failures. By “perform well” during short failures we mean
that none of the remaining active links should be overloaded, in general, nor should
the new flow of traffic across the network lead to a SLA violation (Box 9.1, Objective
function).

Therest of the chapter isorganized asfollows. Section 9.1 formally statesthe problem
addressed in this chapter. Section 9.2 describes the model for the general routing prob-
lem that considers SLA bounds and single-backbone link-failure scenarios. Section 9.3

1 As explained in Chapter 6, this problem can be alleviated by allowing multiple links between each pair
of logica adjacent nodes (i.e. primary and backup). In this case, the traffic affected by the failure will be
shifted from primary links to the corresponding backup links where enough capacity has been reserved in
advance. We remark to the reader that the methodology we will present in this chapter can be easily adapted
toignore logical failures during the optimization process.
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describes the Tabu Search heuristic for the link-weight selection problem. We explain
the topologies and TMs used for the evaluation in Section 9.4. The performance of the
heuristic is presented in Section 9.5, along with a discussion of the tradeoffs. Section
9.6 concludes the chapter.

Link-weight selection problem

The problem of computing 1SHS link weights can be formally stated as follows. We
represent a network by an undirected graph G(V, £), where V' corresponds to the set of
nodes and £ correspondsto the links connecting the nodes. Each edgel € £ hasaband-
width capacity ¢ and integer IS-ISweight w;. Let L be the cardinality of the set £. Let
D beaTM representing the traffic demands such that d*¢ € D corresponds to the traffic
demand between origin node s and destination node d. The traffic demand between an
OD pair s and d is routed along the minimum-cost path froms to d, where the cost of a
path is measured as the sum of the weights of the links along the path. If multiple paths
exist with the same minimum cost, the traffic demand is split equally among all these
paths.? The problem isto choose a single set of link weights W = (w1, wa, ..., wL) SO
as to optimize a given objective function. The objective function is typically selected to
meet the traffic engineering goals of a network. An important goal for |P networksisto
distribute traffic evenly so that no link carries an excessive load. A common approach
isto choose routes so as to minimize maximum load over all network links.

At the same time, carriers have to guarantee that the new routing configuration sat-
isfies the SLA requirement, defined as the average end-to-end delay for all OD pairs
traversing the backbone. Selecting link weights that minimize the maximum link load
yet violate the SLA the carrier offers its customers yields a solution that cannot be
deployed in an operational network. In our work, we assume that only propagation
delay contributes to end-to-end delay since queuing delays have been observed to be
negligible in a core network [156].

We model the occurrence of isolated short-lived failures in the network as state tran-
sitions. In the absence of any such failure, the state of the network is denoted by So.
During the short-lived failure of link i (i = 1,2,...,L), the state of the network
is denoted by Sj. We refer to the maximum link load of the network in any given
state as the bottleneck load. Let 1(Sj) > O be the bottleneck load in state Sj; Sws
is defined as the state with the maximum bottleneck load over all network states, i.e.
n(Swst) = u(Sj),Vj € [0, L]. Henceforth we refer to state Sp as the no-failure state,
and the state Sy« as the worst-failure state.

2 Technically 1S-1S/OSPF do equal splitting per outgoing interface, not per path. During our research efforts,
we considered both equal-cost splitting per outgoing link and per path (in the problem formulation). We
found that incorporating the splitting per outgoing link adds considerable complexity into the problem,
but yields little difference in fina performance. We thus selected the per-path formulation as a good
approximation.
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To handle both the short-lived failure events and the SLA requirement in the problem,
we present an objective function that penalizes the SLA violation for the no-failure
state Sp and limits the maximum link overload due to any single-link failure event.
Selecting a weight set that is optimal for the network in a failure state may result in
suboptimal performancein the absence of failures. We want to meet three objectives: (i)
satisfying the SLA constraint and (ii) preventing link overloads during a failure, while
simultaneously (iii) minimizing performance degradation in the absence of failures. We
thus choose the following objective function:

F =1=W)u(So) +Wu(Sws) + BA(So), (CHY)

where W € [0, 1] isatradeoff parameter that helpsin balancing the two goals minimiz-
ing performance degradation in the absence of failures while maximizing the gain for
any short-lived failure. Setting W to zero corresponds to finding link weights without
considering failures. Setting W = 1 results in link weights that minimize the maxi-
mum load under any failure, but may be suboptimal in terms of performance when the
network operates in the no-failure state.

The A(Sp) representsthe excess SLA (the amount exceeding the requirement) for the
no-failure state So. To compute this, we linearly sum the excess SLA for al routes. If
the routing configuration selected meets the bound, then A(Sp) = 0. However, if, for
example, the SLA isset to be 50 msfor all routes and we generate all routes below 50 ms
except for two routes with 53ms SLA, then A(Sp) = 6ms. Let B denote alarge scalar
number used to give high priority to the SLA constraint. Only solutions characterized
by the same A(Sp) value are further differentiated by the first two terms of F.

ILP for general routing problem

In this section, we formulate the general routing problem with single-link failures as an
ILP problem. The goal isto derive alower bound on the value of the objective function
used in our heuristic, equation (9.1).

Since the 1SHS link-weight selection problem is NP-Hard, it is computationally
intractable to obtain the optimal solution. On the other hand, the general routing prob-
lem is computationally tractable. We therefore model the general routing problem to
obtain alower bound on the performance of our heuristic.

Unlikethe link-weight selection problem, the general routing problem directly selects
routes between node pairs (instead of doing it indirectly vialink weights). Also, route
selection is not restricted to minimum-cost routes based on link weights. Instead, traffic
can be arbitrarily routed along several paths between two nodes and split in arbitrary
ratios across these paths. Therefore an optimal solution to the general routing prob-
lem yields a lower bound on the objective function value for the link-weight selection
problem.
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Notation

We aggregate all the traffic between a given OD node pair in the network into a single
traffic demand. Let C = {c;} be the set of all OD pairs whose cardinality is described
by C = |C|] and let £ = {l;} be the set of bidirectional links belonging to the network
topology whose cardinality is represented by L = |£]. The traffic demand associated
with OD pair ¢ € C isrepresented by d°. Let S be the set of al the network states,
with cardinality S = |S| = L + 1; Sp represents the no-failure case, while Sj with
j > O represents the failure case when the link I is broken. Let R°(Sj) = {r{(Sj)}
be the set of al the feasible routes for the OD pair ¢ € C in the network state Sj. A
route in a failure network state Sy is defined as feasible if it does not use the broken
link 1. Moreover, aroute is defined feasible, for the no-failure state So, if and only if it
does not violate the SLA constraint defined as an input to the problem. Let ui°j (1) bethe
binary parameter that is equal to one if the ith route associated with OD pair ¢ in the
network state Sj, i.e. r(Sj), uses the link I, and zero otherwise. Let v}, (So, Sj) be a
binary parameter equal to oneif rf(So) = rg(Sj), and zero otherwise.

Decision variables

Letof (Sj) € {0, 1} represent the set of variables used to define which routes are sel ected
by OD pair ¢ in network state Sj. The variable o (Sj) = 1 if the OD pair ¢ uses the
ith route in network state Sj (rf(S;)) and equals zero otherwise. Let d7(Sj) > 0 bethe
fraction of traffic associated with OD pair ¢ that is sent to the ith route in the network
state Sj. The variables ﬂ'(Sj) > 0 represent the aggregated load carried by link | € £
in network state Sj. Let y°(Sj) € {0, 1} describe the feasibility of each router?(Sp) in
each network state Sj; y°(Sj) = 1if OD pair ¢ € C uses route r{(Sp) and this route
uses the broken link ;. When alink fails, all OD pairs going over the link must be
rerouted. Several feasible routes can be used to reroute this traffic. For route rf (So), let
67(Sj) = 0 be the traffic associated with OD pair ¢ that is routed over failed link ;.
In other words, 67 (Sj) is equal to df(Sp) if °(Sj) = 1 and zero otherwise. Finally,
let «(Sj) = 0 be the maximum link load in network state Sj, while let 1(Sws) be the
maximum link load over &l the network states, i.e. (4(Sws) = Maxjepo,L] ©#(Sj). The
corresponding state is denoted by Sy

Constraints
e The constraints associated with the maximum link load in each network state Sj € S
areasfollows:

w(Sj) =B S)  VSjeS Vel (92)

1Gws) = 1(Sj)  VSj €S, (93

where equation (9.2) defines the maximum link load in each network state Sj, and
equation (9.3) defines the maximum link load over all network states.

The variable ' (Sp) describes the aggregated traffic flowing on thelink | € £ inthe
no-failure state Sp:
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BSo= >  diSoui) Vel (9.4)
ceC,ie|R¢(Sp)|
e The constraints associated with routes used in So and their associated traffic are given
by:

Y ofSp=1 Vveec, 95)

ie|R¢(So)|
df(So) <df(Sp)  VceC,Vie |RY(So)l, (9.6)

C __AC
i€|RC(Sp)|

where eguation (9.5) ensures that each OD pair in Sp has to select at least one route
to send its own traffic, while equation (9.6) restricts the traffic carried by each route.
If aiC(So) = 1, the total amount of traffic for OD pair ¢; on this route is restricted by
dec; if a;’(so) = 0, then no part of the traffic for OD pair ¢; is sent over thisroute. The
traffic associated with each OD pair has to be sent using one or more routes, equation
(9.7).

e The constraints associated with routes affected by the failure of link j € [1, L] are
given by:

¥E(S)) < af(SouSy(l)) Ve eC,Vi € [R%(So)|, VI € £,VSj € {S—So}, (9.8)

¥E(S)) = 2af (So)uy(lj) =1 Ve e C,Vi e [RS(So)l, ¥Ij € L, VS; € {S — So},
(9.9)

where equations (9.8) and (9.9) detect which routes used in Sg are affected by the
failure of link I; € £. Note that if OD pair ¢ € C uses the route r{(Sp) and the link
I belongsto rf(So) (uil(lj) = 1), the route is not feasible for state Sj (°(Sj) = 1).
The traffic flowing on this route has to be rerouted using other feasible routes.

e The constraints associated with a single route r{*(S;) affected by the failure of link
j €L L](i.e %5(Sj) = 1) aregiven by:

6°(Sj) < ByS(Sj) Ve eC,Vi e |R%(So), ¥Sj € (S — So}, (9.10)

6°(S)) <df(S)) Ve eC,Vi e [RE(S)|,VSj € {S — So}. (9.12)

6°(Sj) = df(So) — BIL— (5] Ve e,

Vi € |[R°(So)|, VSj € {S — So}. (9.12)

These constraints evaluate the total traffic associated with each OD pair traversing
routes affected by the link failure. This amount of traffic must be dropped from the
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routesin Sp affected by the failure and rerouted using other feasible routes. The model
decides whether to keep the routes in Sp unaffected by the failure or to select new
feasible ones in the current failure state. Note that if y,°(Sj) = 0, then 6(Sj) = 0;
otherwise, 67 (Sj) = df(So).

The constraints associated with OD pair ¢ € C affected by thefailureof link j € [1, L]
are given by

DO odisp= > 6Sj)) Vel VSje(S—So. (9.13)
i€|RC(S))] kelRC(So)

af(S)) <B > 6(S))  VceC Viel|R(S)I VSj € (S-S,

(9.14)
kelRE(So)l
> (ef (So) + o (Sj)vf; (S0, Sj)) <M Ve eC,VSj € {S — S},
icRe(So)l.helRe(S))]
(9.15)
di (Sj) < d (Sj) vc € C, Vi € |IR%(Sj)|, VSj € {S — So} (9.16)

Equation (9.13) defines the total amount of traffic associated with OD pair ¢ that is
affected by the failure of link 1. This amount of traffic has to be rerouted using other
feasible routes in this failure state. Equations (9.13) and (9.14) define which feasible
routes for the failure state S are to be used and how much traffic is to be assigned
to each. Equation (9.15) upper bounds the maximum number of routes (M) that can
be used by each OD pair in a given network state. Note that if none of the routes
associated with OD pair ¢, (17 (So)), are affected by failure S;, then no traffic has to
be rerouted (i.e. d7 (Sj) = 0) and the OD pair does not need to use new routes for this
state (i.e. of (Sj) = 0). Otherwise the traffic affected (Ziech(sj)l di°(Sj)) has to be
rerouted and the model has to choose new routes.
The constraints associated with load on each link in the failure state Sj with j > 0
are given by

Bsp=pG0— Y. 6Spup)

ceC.ielR(So)|
+ Y AUl Ve L,VS) e (S —So}. (9.17)
ceC,ie|Re(Sj)|

where equation (9.17) defines the load on each link in each failure state Sj. The load
of each link | ismodified starting with theload in So. Traffic crossing link | for routes
affected by failure Sj is subtracted out, and traffic crossing link | associated with the
new routesin failure state S; is added in.

The general routing problem uses the same objective function as our heuristic
(equation (9.1)) without the third term A(Sp). Recall that in Section 9.1 we stated

that the only routes considered feasible (to search over in optimization) are those
that meet the SLA constraint. Thus we have essentially prefiltered routes that violate
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SLA constraints and hence do not need the third term in our objective function. The
objective function for this optimization problem isto minimize F, where

F=1=W)u(So) + W u(Sws). (9.18)

As pointed out in Chapter 7, ILP models can be solved using standard software
packages such asthat given in ref. [1].

Tabu Search for the IS-IS link weight selection problem: TabulSIS

The heuristic we present for the identifcation of theideal set of ISHSIlink weightsrelies
on the application of the Tabu Search methodology [86], extensively described in the
previous chapters. We refer to our specific implementation as TabulSIS.

Fundamental aspects of TabulSIS

We now describe the fundamental components of the TabulSIS heuristic we have
designed to solve the ISH S link-weight assignment problem.

Precomputation Step

The time taken to find the optimal solution grows exponentially with the size of the
search space, thereby making the search procedure very slow. Before running the Tabu
Search, we use an approximation to speed up the search procedure by reducing the
size of the search space. Each solution in the search space consists of a set of routes
for al traffic demands. We choose a criterion to filter out a subset of possible routes.
This filtering is based on a hop-count threshold. Only routes whose hop-count is less
than the threshold are deemed admissible and considered during the search procedure.
This approximation is based on the intuition that Tabul SIS will avoid very long routes
anyway because they consume network resources unnecessarily and will lead to long
end-to-end delays. Long delays for OD flows will, in turn, lead to SLA violations.
Moreover, it seems pointless to waste time searching paths that do not have any seri-
ous potential as candidates. The hop-count threshold allows our heuristic to explore the
search space efficiently with a reasonable computational overhead.

Care needs to be taken in selecting the hop-count threshold, which will be topology-
dependent. On the one hand, choosing a small value for the threshold will eliminate
many routes from consideration, including potentially the optimal solution. On the other
hand, alarge value of the threshold may result in avery large search space, thus slowing
down the run-time performance of the algorithm. We explore this tradeoff in Section 9.5
and explain our choice of hop-count threshold.

Initial solution
The choice of the initial solution is important since it can significantly affect the time
taken by the search procedure to converge to the final solution. We set the initial weight
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of each link to be the inverse to the link capacity —acommon recommendation of router
vendors [154].

Moves and neighborhood generation

Each move corresponds to perturbing one or more of the weights in the current weight
set. The first step in a move is to run Dijkstra's SPF algorithm for the current weight
set, generate all minimum-cost routes and compute the traffic load for each link. We
then identify two sets of links — those whose loads are within a small percentage of the
maximum load (heavily loaded) and links whose loads are within a small percentage of
the minimum load (lightly loaded). A link is selected at random from the heavily loaded
set and its weight is increased (in order to divert traffic to other paths and reduce its
load). Then alink is selected at random from the lightly loaded link set and itsweight is
decreased. The goal isto attract traffic towards this link and potentially reduce the load
on other, more heavily loaded, links. A new neighborhood is designed by repeating the
above procedure.

Evaluation of each solution

Each iteration consists of generating a new neighborhood and selecting the best solu-
tion in the neighborhood. Every solution in the neighborhood is evaluated as follows.
Minimum-cost routes are computed using the SPF algorithm and the traffic load on
each link is determined for a given TM. This evaluation is performed when there is no
failure in the network and for each possible link failure. Then the objective function in
equation (9.1) is computed.

Diversification

This step is needed to prevent the search procedure from indefinitely exploring aregion
of the solution space with only poor quality solutions. It is applied when there is no
improvement in the solution after a certain number of iterations. The diversificationisa
modification of the move described earlier. For aregular move, only one link, from each
of the heavily and the lightly loaded link sets, is chosen at random. For a diversification
move, several links are picked from each set. The weights of the selected links from
the heavily loaded set are increased while the weights of the selected links from the
lightly loaded links are decreased. This diverts the search procedure to arather different
region of the solution space, where it resumes the process of neighborhood generation
and solution evaluation.

Tabu list

The Tabu list serves to remember the most recent moves made and consists of the links
whose weights have been changed as well as the amount of increase/decrease applied
to the corresponding link weight.
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Stop criterion

The search procedure stops when afixed pre-determined number of iterationsisreached.
The number of iterations is defined based on the size of the network, the computational
time needed and the quality of solution desired.

In the following we do not report the pseudocode of TabulSIS since it is similar
to the one shown in Figure 7.3. The analysis of its computational complexity can be
obtained in asimilar fashion as described in Section 7.5. Tabul SIS can be implemented
using any custom programming language such as C or C++ (see refs. [110] and [190],
respectively).

Experimental configuration

To evaluate the presented algorithm and its impact on link loads and SLA guarantees,
aswell asits performance under failures, we first need to select topologies and TMson
which to assess our heuristic. We describe these now, aswell as our choice of hop-count
threshold for limiting the search.

North American and European Sprint IP backbones

For 1P backbones, the failure of long-haul inter-PoP links between citiesis significantly
more critical than link failures within a PoP, since every PoP has a highly meshed topol-
ogy. Accordingly, we consider two representative PoP-level topologies extracted from
the real North American Sprint |P backbone, consisting of 16 nodes (each correspond-
ing to a PoP) and 35 bidirectional links (Figure 9.1) and the real European Sprint |P
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North American Sprint | P backbone network topology (third quarter, 2001): 16 PoPs, 35
bidirectional links (pseudo-real).
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European Sprint | P backbone network topology: 12 PoPs, 18 bidirectional links (pseudo-real).

backbone, consisting of 12 PoPs and 18 bidirectional links (Figure 9.2).° We emphasize
that our heuristic does not rely on the properties of any specific network topology and
istherefore equally applicable to any topology or graph. According to current practices
at Sprint, links are typically assigned integer weights in the range of 5 to 255 for the
North American topology and in the range of 5 to 80 for the European topol ogy. We will
compute link weightsin the same range using our algorithm. For ease of readability, we
will sometimes refer to Sprint’s North American backbone as the “NA topology,” and
Sprint’s European backbone as the “ Europe topol ogy.”

Traffic matrices

The second input to a link-weight selection algorithm is the traffic demands between
OD node pairs, represented by a TM. Unfortunately, few measurement data have been
collected on PoP-to-PoP TMs for the North American Sprint |P backbone. To evaluate
our heuristic on the North American Sprint topology, we therefore use synthetic TMs,
based on models derived from OD flow characteristics as observed in ref. [137]. For the
European Sprint topology, we do have an exact TM at our disposal, which is described
below. First, we state our two models used for synthetic TM generation.

Gravity model

This form of the TM is based on the findings in ref. [137] about the characteristics of
PoP-to-PoP TMs in Sprint’s | P backbone. The volume of traffic from node i to node j
is selected asfollows:

dij = Oievj/ Z eVi Vi e[1, V], (9.19)
jelLV] '

3 We remark to the reader that both the topologies being used for the evaluation of our methodology are
dlightly different from the real Sprint IP backbone topologies since the level of analysis carried out may
reveal insightful routing properties considered confidential by Sprint.
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where O; isthetotal traffic originating at node i, given by

uniform(10,50), if prob € [0, 0.6)
Oi = 1 uniform(80,130), if prob € [0.6, 0.95)
uniform(200,300), if prob € [0.95, 1]

and prob is a uniform random variable between zero and one. Note that
Vi/ 2jewv eVi is the share of traffic originating at node i that is destined to node
j. The Vj is arandom number picked according to a uniform distribution between 1
and 1.5. Theideaisto create three kinds of traffic demands by volume [37]. The fan-out
of traffic originating at a given PoP is then determined by equation (9.19) in accordance
with the observationsin ref. [137].

Negative exponential

Each entry in the matrix is generated according to a negative exponential distribution
with a mean value of 40Mbps. Thisis one of the several other forms of TMs that we
evaluated in order to validate the generality of our results. We choose this type of TM
because it closely approximates the distribution of a subset of traffic demands seen in
the Sprint network [37].

For Sprint’s European |P backbone, we collected NetFlow data for roughly a three-
week period during the summer of 2003. NetFlow was enabled on al theincoming links
from gateway nodes to backbone nodes. The version of NetFlow used is called Aggre-
gated Sampled NetFlow and deterministically samples one out of every 250 packets.
Using local BGP tables and topology information, we were able to determine the exit
link for each incoming flow. The resulting link-by-link TM is aggregated to form a
PoP-to-PoP TM. For more details on this process, please refer to Chapter 5.

Traffic matrices exhibit strong diurnal patterns, and although they vary alot through-
out the day, we are seeking link weights that can be static for long periods of time (i.e.
even though short-lived failures). In order to ensure that our link weights can perform
well under any traffic conditions, we consider the worst-case traffic demand scenario.
We thus extracted the peak hour (noon to 1 pm) of our TM to be used as input to our
problem.

Reducing the size of the search space

Recall that in our precomputation step (Section 9.3) we eliminate candidate routes for
each OD pair whose hop-count is above a threshold. We now describe our choice for
this threshold parameter that influences the size of the search space. The choice of this
threshold depends on the characteristics of the network topology. The hop-count thresh-
old T hasto be larger than the longest minimum-hop path for any OD pair across al
network states Sj, j e [0, L]. Otherwise, there will be no admissible route between
some OD pair(s) in one or more network states. By counting the hop-counts for all
routes in the North American Sprint network, we found this value to be 4; hence the
hop-count threshold has to be at least 4.
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Figure 9.3 illustrates the tradeoff between the computational overhead of the heuristic
presented and the quality of the solution for the North American network with differ-
ent values of T. Link weights are selected without considering failures (W = 0). We
have verified that the behavior is similar for other values of W. Figure 9.3(a) shows the
number of iterations needed by our heuristic to reach the final solution. The number of
iterations grows exponentially fast — from 2000 for T = 4to 16000 for T = 12. This
shows that the parameter T is necessary for enabling our heuristic to explore the search
space efficiently with a reasonable computational overhead.

Figure 9.3(b) plots the maximum link load in network state Sp for the link-weight set
chosen by the heuristic presented. As expected, the quality of the solution improves as
the threshold grows. The problem with small threshold values is that most routes are
eliminated from consideration, and, having too few routes to choose from, our heuristic

number of iterations
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Effect of hop-count threshold on (a) the number of iterations needed to reach the final solution
and (b) the associated maximum link load. Case W = 0.
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yields a solution whose maximum link load is high. By increasing the threshold from
T =4toT = 8, we see alarge reduction in maximum link load: from roughly 80%
to 60%. Consequently, on one hand, we do not want too small a threshold as this can
degrade the quality of the solution found by our heuristic. On the other hand, we see
that for valuesof T > 8, thereislittle further gain from increasing the threshold.

Figure 9.4 explains the above observations. It shows the number of admissible routes
per OD pair for different values of the hop-count threshold (T ). The number of admis-
sible routes for each OD pair is roughly 30 for T = 4 and roughly 200 for T = 6.
We know from Figure 9.3 that there exist good solutions among the many solutions
being eliminated by such low thresholds. For T = 8, the number of solutions retained
increasesten-fold to about 1000. Consequently the maximum link load for thefinal solu-
tion found by our heuristic could be reduced to 62%. For higher values of the threshold,
the number of admissible routes increases at a slower rate — from 1000 for T = 8 to
3000 for T = 12. But at this point, the search space is so big that any further increase
inits size causes the computation time of our heuristic to grow exponentially. Based on
these results, we pick the hop-count threshold to be 8.

Applications

An agorithm that selects link weights can also be used for other traffic engineering
tasks. We now show how our heuristic can be used by operations personnel to assess
the impact of design choices (such as maximum allowed link weight) and for tasks such
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as topology design. Topology changes lead to changes in the routing domain, which
in turn lead to changes in network performance metrics. An application tool using our
heuristic asits engine can rapidly assess the impact of atopology change on the perfor-
mance metrics through its impact on routing. We use Sprint’s networks in a case study
toillustrate these applications.

Selecting the range of allowable link weights

The original specification of S-S allowed for link weights in the range [0, 63] [154].
Recent modifications to the protocol have increased this range to [0, 22* — 1]. Net-
work operators typically choose weights in [0, 255]. But the tradeoffs of increasing or
decreasing the range of link weights are poorly understood. For example, acarrier might
want to know by how much they have to increase the maximum link weight before any
gainisrealized from the broader range. By allowing an operator to change the maximum
weight value as an input parameter to atool, this question can be explored.

We examine the case when the maximum weight allowed is successively increased.
Figure 9.5 shows how the maximum link load varies with the allowable range of link
weights in the Sprint network for the negative exponential and gravity model TMs. In
each graph, the solid line shows the maximum link load in the absence of failures and
the dashed line shows the maximum load under any single link failure. Interestingly,
the maximum link load does not decrease uniformly with an increase in the maximum
weight value allowed. Increasing the maximum weight has no impact over alarge range
of values and then suddenly we see a sharp change. It is surprising that this curve is
similar to a decreasing step function. For example, in the case of the negative exponen-
tial TM, the sharpest reduction happens around a maximum weight of 60. After that,
there is no reduction until a value of 254 is reached, implying that if a carrier wants
to reduce the maximum link load beyond what is achievable with a maximum weight
value of 60, they will need to increase the weights all the way to 254. We suspect that, in
general, the particular value (e.g. 60) at which these sharp transitions occur will depend
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Variation in maximum link load with maximum link weight allowed; North American Sprint
topology. (a) Negative exponential TM; (b) gravity model TM.



Fig. 9.6.

9.5.2

9.5 Applications 197

256

2241 W=0

a -
o ©
SN
T T
J

assigned weights
© ©
[e)] (o]
T T

.
|
|
—
|
|

[e2]
IS

w
N

0 e mem mEmEeIme el O ] P [
1 3 5 7 9 11131517 19 2123 25 2729 31 33 35
link id

N

Link weights selected for the gravity model TM.

upon the topology and the traffic mix. We limit our conclusions here to the observa-
tion that the impact of the maximum weight value on maximum link load is that the
maximum load value decreases in broad discrete steps for increasing maximum weight
value. This insight can be useful for operators when they decide to ater the range of
link-weight values used by their routing protocols.

Aiding topology design

In this section we show how a network operator can use the output of our weight selec-
tion algorithm to flag potential problems or limitations in the topology of a network.
By examining the set of weights selected, asin Figure 9.6, an operator can observe that
two links have weight settings that are more than three times the value of any other
link and are also near the maximum allowed. This suggests that those links are protect-
ing a path for one of their end nodes. This is because by setting the weights so large,
most nodes (except the immediate neighbors of those links) are discouraged from using
the link since using it would yield a high-cost path. Some paths may be “protected” or
“saved” for particular usersin this way if there is a small number of (or no) aternate
paths. Viewing the ensemble of al link-weight settings can thus serve as a warning that
there may betopological limitationsin the number of paths availableto agiven OD pair,
either during normal operation or during failure. Such atopology limitation can affect
the maximum load level(s), and even the best of routing schemes cannot overcome a
topology limitation.

Thiswarning isindeed truein our topology. We can seein Figure 9.1 that links 23 and
25 are node 10's only connections to the rest of the network. When one fails, the other
must absorb all of the fail-over traffic. Let us revisit Figure 9.5(b). At the maximum
weight value of 255, the maximum load was 60% under normal conditions and 92%
under failures. Looking inside our computations, we saw that the maximum link load
over al failures occurs when link 25 fails. Indeed, when this happens link 23 becomes
the most heavily loaded link. It is impossible to do anything about this because there
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Impact of adding anew link in the North American Sprint topology; gravity model TM.
@ W =0, (b) W = 1. The solid bars show the loads in the absence of failures. The dashed
bar for each link shows the maximum load on that link for any link failure.

are no alternate paths. Hence, even though the resultsin Figure 9.5 were computed for
W = 0, in this case considering W > 0 would not help and thus would not alter these
maximum loads. Thisisan important point that illustrates that considering failures does
not help when there are no alternate paths.

A heuristic such as the one presented allows an operator to assess rapidly the
hypothesis that there is a topology limitation. We can do this simply by adding a
link into our topology, near the problematic portion of the graph, running Tabul SIS
to compute the new set of link weights, and to compute the resulting worst-case loads
during failure and normal operation. A heuristic that is automated and quick allows a
network designer to consider numerous topology changes and receive fast feedback,
along with specific performance metrics quantifying the impact of such a topology
change.

As an illustration, we added a link between nodes 10 and 16 in the North American
Sprint topology. The link weights that our heuristic assigns in this new topology are
shown in Figure 9.7. We see that a second set of links (26, 29, 30, 31, 32and 34 for W =
1) are now being given large weights as well. Figure 9.7 shows the distribution of link
loads for this modified topology with the gravity model TM, for two sets of link weights
(correspondingtoW = 1and W = 0). Notethat if we do not consider failures (W = 0),
the maximum load under normal conditions (60%) and the maximum load under the
worst failure (92%) are the same asin the original topology. However, if we do consider
the failure states (W = 1), then the maximum load under failures can be reduced to
87%. Thisis possible since there are now two alternative links protecting link 25, and
our heuristicis able to select weights that balance the fail-over traffic between these two
paths.

Hence adding a link did not impact the performance in the no-failure mode, but
instead it helped make the topology more robust to failures. This implies that the
topology limitation we found was one that was dormant during normal operation but
dominant under specific failure scenarios. That our heuristic helped reveal thisillustrates
anice application of the presented approach.
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Table 9.1. Comparing topology designs through their impact on routing

Origina With extra Extra PoP and
Metrics topology PoP upgraded links
SLA 20ms 15ms 15ms
Worst-case load,
no-failure mode 49.4% 36% 38%
Worst-case load,
failure mode 70% 70% 42.1%

Designing the SLA offered

One of the key questions a carrier asks when designing a service is “What is the best
SLA | can offer given my network infrastructure, and what changes could change
the relevant delay guarantees?’ Using the European topology and TM, we show how
Tabul SIS can be used to answer this question.

First we consider the impact of adding a new PoP in the topology.* We added a new
PoP (PoPid 13« in Figure 9.2) that is attached with four high-speed links to PoPs 2, 7,
5 and 6. The impact of this topology change on our three performance metricsis given
in Table 9.1. With this additional PoP we were able to reduce the SLA by 5ms, from
20ms to 15ms. The link utilization is reduced from 49.4% to 36% for the no-failure
scenario, while a 15ms SLA is simultaneously satisfied (see Table 9.1). The addition
of anew PoP thus improved both the SLA and maximum load under normal operation.
We can also see, however, that it did not improve the maximum load under failures.

Thisis most likely due to the heterogeneity of link types, and in particular their low-
speed links. To test this hypothesis, we considered a second topology change, namely
that of upgrading the two low-speed links by doubling their capacity. The maximum link
load for any failure case dropped dramatically from 70% to 42.1%. This new routing
configuration incurred a minor 2% degradation in maximum load for the no-failure
scenario. Using our heuristic we are able to realize when optimization limits have been
reached (e.g. dueto current topology limitations) and evaluate “what if?" scenarios (e.g.
alternative topologies) quickly.

Lessons learned

In this chapter, we extended the problem of link-weight assignment to include the
important practical requirement coming from SLA bounds that | SPs guarantee to their
customers. The presented solution further addresses a second practical constraint, that
of finding weights such that the network will perform well during short-lived failures.

4 It is possible to formalize another optimization problem to identify the optimal placement strategy. Our
intent here is not tackle this problem, but rather to illustrate how Tabul SIS can aid operators in the rapid
assessment of the impact of different topology design choices.
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Performance enhancement and resilience to short-lived failures

In this way, operations personnel avoid having to change weights for short-lived failure
events, which are known to occur frequently. To the best of our knowledge the pre-
sented heuristic, named Tabul SIS, is the first to consider short-lived link failures and
SLA constraints for link-weight selection.

The evaluation section looked at the problem from many different angles. In compar-
ing the performance of our heuristic to an optimal lower bound computed using an ILP
formulation, we found that our solution was within 0—10% of optimal, over avariety of
scenarios considered. We compared our solution to the link weights currently deployed
today and found that we could meet the same performance metrics achieved today
(delay and load under no-failure conditions). This shows that our method yields practi-
cal solutions. We showed that we can improve upon today’s solutions, which were not
designed to work well under failure. The maximum load on alink during any single-link
failure can be reduced by as much as 50% at the cost of a 10% degradation in maxi-
mum load during no-failure modes. We illustrated that the SLA for the North American
network can be reduced from 45 to 40ms at the cost of a small increase (6%) in the
maximum link load during no-failure modes. In our case study, we used our heuristic to
surmise that the inability to reduce the SLA bound further was not due to a limitation
of optimization, but rather to a limitation in the topology. With the addition of a single
extra node, we were then able to reduce the SLA from 20 msto 15 ms for the European
network.

In this chapter, we have studied the optimization of the IGP link weights for alocal
ASin perfect isolation, assuming that hot-potato routing was absent, e.g. phenomenon
that occurs when there are multiple egress pointsto reach adestination. In thisregard we
have used point-to-point TMs for illustrative purposes and because this covers a large
portion of an ISP’s traffic. In Chapter 10, we will extend the methodology presented
hereto incorporate hot-potato routing and we will study the interaction between IGP and
BGP routing protocols. In order to carry out this analysis, we will extend the concept
of apoint-to-point TM to a point-to-multipoint TM and consider the logical topology at
the router level.
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Measuring the shared fate of IGP
engineering: considerations
and take-away

The Internet is made of many separate routing domains called Autonomous Systems
(ASs), each of which runs an IGP such as ISHS [154] or OSPF [147]. The IGP han-
dles routes to destinations within the AS, but does not calculate routes beyond the AS
boundary. Internet Gateway Protocol engineering [79] (or traffic engineering or IGP
optimization) is the tuning of local S-S or OSPF metrics to improve performance
within the AS. Today, IGP engineering is an ad-hoc process where metric tuning is
performed by each ASinisolation. That is, each AS optimizes paths withinitslocal net-
work for traffic traversing it without coordinating these changes with neighboring ASs.
The primary assumption behind such an assertion is that there is sufficient separation
between intra-domain and inter-domain routing.

Beyond the AS boundary, the choice of AS hops is determined by the BGP, [169];
BGP engineering is a less developed and less understood process compared to |GP
engineering. In addition to whether thereisaphysical link between two ASs over which
routes and traffic can flow, there are several BGP policies that determine which inter-
domain paths are exposed to a neighboring AS. Business peering policies can directly
translate into which routes are exported to each AS [83,188]. After al these policiesare
applied, the remaining feasible paths are subjected to the “hot-potato” routing policy.
Hot-potato routing occurs when there are multiple egress points to reach a destination.
BGPinsidethat ASwill pick the egress point which isthe“closest,” i.e. hasthe smallest
ISH'S or OSPF cost from the traffic ingress point. The rationale behind such a choice
is that the AS in question does not consume resources to route traffic destined to non-
customers, offloading it to the best next provider as soon as possible; the destination’s
I SP should expend the greatest cost transitting such traffic.

The first problem we consider is the case when IGP metrics change, resulting in a
change in the closest egress point (hot-potato routing), which in turn causes traffic to
shift within the AS towards that new egress. Typically, IGP link metrics are selected
to achieve a network-wide engineering objective such as the minimization of network
congestion, i.e. the minimization of the maximum link utilization across al links con-
stituting the logical topology. As explained in Chapter 9, one of the inputs to that
selection process is a TM that represents the volume of traffic flowing between every

Portions reprinted, with permission, from Agarwal, S., Nucci, A. and Bhattacharyya, S. (2005). “ Towards
Internet-wide network management.” IEEE Infocom, Miami, FL, March, 2005.
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ingress—egress pair within the AS [137]. When link metrics are set to new values, the
IGP cost to reach various egress points from an ingress point may change. This may
lead BGP to recompute the best egress point for certain destination prefixes, thereby
leading to traffic shifts. In other words, the final flow of traffic in the network is dif-
ferent from what was considered during the IGP optimization stage. In this chapter,
our goal isto quantify such an effect using real data from an operational network. Cer-
tainly, this situation can be preempted by proactively considering hot-potato routing
during the IGP metric selection process. However, that comes at a cost — it can increase
the running time of algorithms chartered with the NP-Hard 1GP optimization prob-
lem. Therefore it is important to understand and quantify the extent to which thisis a
real issue.

The second problem we examine is how traffic to neighboring ASs shifts due to
changesinthelocal ISP'sIGP metrics. Local | GP tuning causes egress points to change
for some traffic flows, thereby changing the ingress points for neighboring ASs. This
can lead to sub-optimal network performance for those ASs. Their existing |GP metrics
are no longer optimal because they were tuned for the previous TM. There may be high
traffic load on some links. As a result, the IGP engineering of one AS has impacted
other ASs. The goal of this chapter is therefore to measure, using operational network
data, how much traffic to neighboring A Ss shifts between multiple peering points.

In this chapter, we use the same heuristic presented in Section 9.3 (i.e. TabulSIS),
to carry out the IGP optimization and modify it to consider inter-domain changes. We
use real data gathered from the operational Sprint IP network to drive this heuristic
and analyze potential outcomes. These data include the entire I P router-to-router level
topology, existing 1SS metrics, average link propagation delays, link capacities, BGP
routing tables and traffic flow information from the European Sprint IP network. While
the results presented are specific to a single ISP, they point to a significant interaction
between local |GP engineering and inter-domain routing policies.

The remainder of the chapter is organized as follows. In Section 10.1 we describe
the problem further using an illustrative example and giving details of route selection.
The required measurements and follow up analysis are described in Section 10.2 and
Section 10.3, respectively. We present results on the scope of the problem, the impact
on IGP engineering and the impact on neighboring ASs in Section 10.4. The chapter
concludes with Section 10.5.

Problem description

Each AS on the Internet is a closed network of end hosts, routers and links that runs
its choice of intra-domain routing protocol or IGP. The IGP of choice today is typi-
cally alink state protocol such as ISHS or OSPF operating on the network topology
annotated with link weights. The IGP determines the path a network entity such as a
router inside the AS needs to send traffic across in order to reach another router in the
same AS. While there may be multiple possible paths between the ingress router and the
egress router, typically the path with the lowest cost (sum of link metrics) is chosen. For



Fig. 10.1.

10.1 Problem description 203

destination

Seattle -
iBGP
1S-IS: 50

iBGP
IS-IS: 45 |

‘ San Francisco . '—

| iBGP | Miami
IS-1S: 55

source

Example of hot-potato routing. Note that iBGP stands for internal BGP, which is used to
exchange routing information across all routers within the same AS. Conversely, eBGP stands
for external BGP, which is used to exchange information between routers belonging to
different ASs.

example, consider Figure 10.1, where a destination is multi-homed to the ISP in two
locations. Traffic entering the Miami PoP (Point-of-Presence) is destined to the host
denoted as destination. BGP dictates that traffic from Miami to the destination needs to
exit the network through the San Francisco egress point. Of the two paths, 1SS picks
the cheaper one, with cost 45.

IGP engineering or traffic engineering is an important task in the network operation
of most large ASs. It can be applied for a variety of goals. These include avoiding
congestion in the network, maintaining SLA delays and reducing the detrimental impact
of link failures on congestion and delay. In IGP engineering, link metrics are changed
to ater the relative cost of paths. In the above example, if the path with 1S-IS cost
45 experiences heavy load, IGP engineering may increase its cost to 55, to balance
the traffic load between the two paths from Miami to San Francisco. In redlity, the
optimization process considers the entire AS topology and all the flowstraversing it and
doesajoint optimization. Thetraffic load isrepresented asa TM showing all theingress
and egress points and the demand of traffic between them, as discussed in previous
chapters.
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Box 10.1. BGP route selection

(1) Largest weight
(2) Largest local preference
(3) Local paths over remote paths
(4) Shortest AS-path
(5) Lowest origin type
(6) Lowest MED
(7) eBGP over iBGP paths
(8) Lowest IGP metric
(9) Oldest path
(10) Lowest router id
(11) Minimum-cluster id length
(12) Lowest neighbor IP address

The choice of which inter-domain path to use rests with BGP, a path vector protocol.
Assuming the destination is advertised from both the Seattle and San Francisco peering
points, BGP hasto apply several policy rulesto determine which egress point traffic will
go to. The policy rules followed by BGP are shown in Box 10.1. Let us examine afew
of them. For more details on what the different metrics mean and how they are used,
see ref. [97]. Rule (4) in Box 10.1 determines that when BGP needs to make a choice
among multiple paths and the decision process has reached that rule, then the path with
the smallest number of ASswill be preferred.t A Multi-Exit Discriminator (MED) [185]
is used to control traffic on multiple links between a customer and a provider AS. If the
destination advertised different MED values on the routes between the two links, the
route with the lowest MED value will be preferred. However, if the destination can be
reached from both Seattle and San Francisco with the same AS-path length and MED
values, and there is no local policy preferring one over the other, the hot-potato policy
will apply. This correspondsto rule (8) in Box 10.1. BGP will choose the egress which
has the lowest IGP cost from the ingress. So, for traffic entering Miami, the cheapest
exit to the destination is San Francisco, with an S-S cost of 45. In small ASs, with a
large number of connectionsto other A Ssthrough the same router, this IGP cost will be
practically indistinguishable between multiple BGP routes. However, for | SPs spanning
alarge geographical area, there can be a significant range in the IGP cost.

In this example, if, due to IGP engineering, the cheapest ISHS cost from Miami
to San Francisco changes to 55, then BGP will change the egress to Seattle for this
destination. As aresult, both the performance of thelocal AS and that of the destination
ASwill change. For thelocal AS, the TM will now be different because the egress point
isdifferent. If the IGP metric optimization process did not account for hot-potato routing

1 Thisiswhy AS-path prepending can serve to detract traffic from particular links. A network provider can
advertise a BGP prefix using an inflated AS-path, which will lead to it being a lower preference route by
BGP, when compared against other shorter AS-paths
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(as the one presented in Chapter 9), it will not expect the shift in egress. As aresullt, it
may end up with moretraffic load on the Miami to Seattle linksthan expected. Secondly,
the destination AS will experience a different traffic load. Traffic that was ingressing its
network in San Francisco isnow ingressing in Seattle. Its TM has changed, and now the
neighboring AS may also have to retune its | GP metrics.

It is important to measure the extent of this interaction using operational network
scenarios to determine if further work is needed to solve global network optimization
and coordination of local optimization among ISPs. To this end, we want to quantify
two effects. (1) We want to identify by how much the maximum link utilization in the
local AS changes as a result of hot-potato routing. |GP engineering optimizes metrics
to reduce the maximum link utilization across the network because it makes the net-
work more resilient to link failures and sudden traffic surges. If these new metrics cause
hot-potato shifts that are not accounted for in the optimization process, the final link
utilizations can be very different. The increase in maximum utilization is a measure of
how important this problem is to the operation of an AS. (2) We want to find out how
neighboring ASs are impacted. A large volume of traffic shift on the peering links to
neighboring ASs can alter theinternal link utilizations of those ASs.

Collection of all required inputs

Our analysis methodology and data have several components. We use the same Tabu-
I SIS heuristic presented in Section 9.3 to lead the | GP link weight optimization process.
In this context we do not consider the presence of logical failures in our frame-
work (obtained by setting W = 0 in the objective function used by TabulSIS, see
Equation (9.18)). In order to carry out a proper analysis, we collect inputs such as (i) a
more detailed I P router-to-router topology, (ii) traffic datato build an accurate TM, (iii)
BGP routing data and (iv) SLA constraints. We now describe each of these in detail.

The IP router-to-router topology is a list of every link inside the AS that the IS-
IS or OSPF protocol encompasses. Each link is annotated with the source router name
and the sink router name. Each link is characterized by its delay and capacity. We obtain
the topology and the link capacities from the router configurations of all the routersin
the Sprint IP network. The link capacity is specified by the router line card type or a
lower configured limit. We obtain the delay by performing extensive measurements on
the Sprint 1P backbone by exchanging ICMP messages between routers. The current
IGP metric settings are aso in the router configurations. The SLA constraints are also
needed and set to 50 ms for the North America Sprint |P backbone and 20 ms for the
European Sprint |P backbone. Thisis alist of the average delay guarantees contracted
with customers between different citiesin the Sprint IP network.?

2 An overview of the SLA for the Sprint IP network may be found at http://www.sprintworldwide.com/
english/solutions/slal
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We remind the reader that the Tabul SIS heuristic optimizesfor lowest link utilization.
The utilization is calculated by considering the shortest paths in the network?® based
on the current IGP link weights and the input TM. In this context, the TM has been
extended to be a point-to-multipoint TM. Each row represents a flow, defined by the
ingress router, traffic volume and all the possible egress routers.

To build this TM, we use traffic data and BGP routing data. The methodology fol-
lowed to assemble the TM itself, as well as more details on the data itself, have been
provided in Sections 5.1.2 and 5.1.4. We aggregate the measurements into one-hour
intervals. Due to hardware limitations of the operational routers, Cisco NetFlow could
only be enabled on a fraction of ingress routers. We have NetFlow traffic information
from al the ingress routers in the European portion of the Sprint network. Thus we
can only build a partial TM. To work around this limitation we constrain our study of
IGP optimization by alowing Tabul SIS only to change the IGP metrics of the Euro-
pean links. We believe it would unfairly skew our results to change link metrics in the
USA without the ingress traffic. However, the heuristic still considers the full network
topology and exit points to capture all the hot-potato dynamics. Thisis still a sizeable
problem — there are over 1300 links in the entire topology, 300 of which arein Europe.
This approach of focusing on one continent of the network allows us to examine a sce-
nario where we have complete network information and does not affect the validity of
our findings for that portion of the network.

For the European NetFlow data, we have three months of ingress traffic data at our
disposal. We need to pick a time period out of these three months to build a TM. In
Figure 10.2, we plot the total volume of ingress traffic in bytes over atypical five-day
period around February 12, 2004. As expected, there is a strong diurnal pattern. When
optimizing IGP, network operation engineers typically consider peak-time utilization
of the network instead of off-peak time. Their objective is to bound the worst-case

3 Note that, in the Sprint IP network, the routers are configured to use ECMP. Between a single source router
and single exit router, if multiple |GP paths exist with equal IGP cost, then traffic is split equally along both
paths. This equal traffic split is performed at each next-hop instead of in an per path fashion. For ease of
implementation, we use a per-path load balancing. Since we wish to model what occurrs in the network
accurately, we account for ECMP in the heuristic.
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performance of the network. Thus, we pick a one-hour window during one of the daily
peaks. We have considered multiple one-hour peaks and the results are similar. Thuswe
present results from one representative period for conciseness.

This traffic data now comprise a point-to-point TM, where each flow entry gives the
ingress Sprint router, the destination prefix and the number of bytes. We need to convert
thisinto apoint-to-multipoint TM, which liststhe ingress Sprint router, all the candidate
egress routers and the number of bytes. The candidate egress routers are all those that
can reach the destination prefix.

For the same one-hour time period, we have BGP routing data from the Sprint |P
network. We operate a software BGP router that connects to over 150 routers in the
Sprint IP network. This collection router participates as a route reflector in the iBGP
route reflector mesh [185] inside the Sprint 1P network. Thus it sees al the candidate
BGP routes that have reached the end of rule (7) in Box 10.1. We use a snapshot of
the BGP routing table during the one-hour time period, which lists all the candidate
egress routers for every destination prefix. We correlate this with the traffic to obtain a
point-to-multipoint TM.

In our data set, there are over 30700 entries in this TM. To reduce the processing
time for our analysis, we consider a subset of this data. We consider the largest flows
that collectively contribute at |east 80% of the total traffic entering Europe. As has been
noted in prior work [37, 157], the elephant and mice phenomenon exists in our data
set — a few destination prefixes sink the mgjority of traffic. By considering the largest
subset of traffic, we reduce the processing time significantly. This reduces our point-to-
multipoint TM to 530 entries. For the remainder of this chapter, we treat this as the full
input data set. We revisit thisissue of running time in the conclusions.

Analysis

In this work, we want to study two issues. First we want to know how badly IGP
optimization suffers when considering a point-to-point TM versus considering hot-
potato shifts using a point-to-multipoint TM. Secondly, we want to know how traffic to
neighboring ASs changes as a result of local hot-potato shifts during |GP engineering.
For the first issue, we operate Tabul SIS in two modes: Traffic Engineering (TE) and
BGPTE. TabulSIS-TE ignores hot-potato routing; it assumes the egress points do not
change when IGP metrics change. It uses the egress points that the input state of the net-
work would use; in essence, it is using a point-to-point TM. When running the heuristic
in this mode, Tabul SIS-TE performs exactly the same search executed by the Tabul SIS
presented in Chapter 9. We use the final output metrics from this mode to eval uate what
the performance of the network would be without hot-potato shifts. We also evaluate
how the network would actually perform with these new metrics after re-evaluating the
final egress points. Tabul SIS-BGPTE accounts for inter-domain traffic shifts by recal-
culating the egress point choice for every flow. It does this BGP route calculation in
every iteration of the heuristic when evaluating a candidate set of IGP metrics (i.e. step
named “Evaluation of each solution” in Section 9.3.1). We evaluate the performance
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of these metrics compared with the previous mode of operation. To study the impact
on other ASs, we consider how traffic on links to large neighbors changes between the
original IGP metrics and the final optimized |GP metrics.

Results

Based on the heuristic, the full Sprint IP network topology of over 1300 links, actual
network link delays, actual SLA constraints and the point-to-multipoint TM that we
generate from actual network data, we present results on how 1GP engineering interacts
with inter-domain routes and traffic.

Scope of problem

We begin by quantifying the extent of the hot-potato interaction problem, in terms of the
number of prefixes and the amount of traffic affected. Such an effect is bound to be more
visible when prefixes can be accessed through alarge number of paths. In particular for
our study, the destination prefixes that are reachable from multiple PoPs or egress cities
in the Sprint topology are those that should be more vulnerable to hot-potato shifts.

In Figure 10.3, we plot the number of exit PoPs that prefixes in a typical routing
table have. A typical iBGP routing table on arouter inside the Sprint network will have
about 150000 prefixes. Each prefix may have multiple routes, but after applying BGP
route selection up to rule (8) in Box 10.1, we are left with the candidates for hot-potato
selection. Figure 10.3 considers only these remaining candidates for each prefix. We see
that for about 40% of prefixes, there is only one egress point. That is, no matter how
much IGP costs change inside the Sprint AS, those prefixes will always exit through the
same PoP. However, for the remaining 60% of prefixes, there are two or more candidate
routes where the | GP cost can play the determining factor in route selection. We see that
for a significant percentage of routes, over six different exit cities exist! After examin-
ing these data more carefully, we have found that the prefixes with over six PoPs are
behind large I1SPs or “peer” ISPs. Typically, peer ISPs filter out MED values and BGP
communities that modify BGP local preferences when receiving routes from each other.
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Thisisin accordance with their business agreements, which are different from the more
common customer—provider relationship [83]. Thus, destinations behind large ISPs are
more susceptible to hot-potato routing because of this policy to filter out certain BGP
attributes. Thisleads usto consider the impact of 1 GP engineering on neighboring ASs,
which we present later in this section.

In Figure 10.4, we plot the analog of Figure 10.3 in terms of traffic. We show the
distribution of traffic entering the European portion of the network against the number
of possible exit routers. As in Figure 10.4, we only consider the BGP routes where
the next selection rule is IGP cost. We see that for about 45% of traffic, there is only
one network egress point. However, the remaining 55% of traffic is susceptible to hot-
potato changes. Examining these data further, we find that the traffic with around 90
exit routersis actually network management traffic for the Sprint network itself.

IGP changes can occur for a variety of reasons, including link failures, the addition
of network links and IGP engineering. IGP changes in one part of the network can
potentially cause BGP route selection to change across the network and thus cause large
amounts of traffic to shift. Given the large number of prefixes and volume of traffic that
are susceptible, it is now important to determine the extent of this interaction using
operational network scenarios.

Impact of hot-potato shifts on IGP engineering

Asdescribed in Section 10.1, IGP engineering that uses a point-to-point TM and ignores
inter-domain traffic shiftsresultsin asimpler optimization algorithm with faster running
time and less data collection constraints. While the resulting new |GP metrics may
be optimal for the point-to-point TM, in reality they may cause BGP to recalculate
egresses, causing them to be suboptimal. We want to measure how high the final traffic
link loads can be.

We ran TabulSIS-TE, which ignores hot-potato shifts. In Figure 10.5, the points
marked by crosses show the expected utilization of each link in the European topol-
ogy with these new metrics. We sorted the links by utilization, which is the ratio of
traffic flowing on alink to the capacity of the link. For ease of presentation, we show
the 50 most utilized links out of the 300 linksin Europe. For good network performance,
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we want the highest link load on any link to be as low as possible, i.e. to minimize the
effect of bottleneck links. Tabul SIS-TE has optimized the network and expects the final
worst-case link utilization to be 43.5%, which is on a high-capacity link from router
R10 to R11. This corresponds to the first left point on the graph (link id 1). However,
if we wereto install these new metrics on the network, hot-potato shifts could result in
different utilizations.

We re-evaluate these new |GP metrics while allowing BGP to change the exit points
as needed, and show the resulting link utilizations as circles in Figure 10.5. We now
see that the solution is actually significantly worse in reality — the highest utilization is
56.0%, on alow-capacity edge link from router R4 to E X2. This link was expected to
be only 28.0% utilized. Also, 3.7% of the total volume of European traffic changed the
exit point, which on individual links resulted in high utilization. Thus, in this data set,
ignoring hot-potato shiftsin IGP engineering resulted in a set of IGP metrics that have
12.5% higher network congestion.

Now we want to examine how much better IGP optimization can do if it uses a
point-to-multipoint TM and recalculates BGP routes for every IGP metric change it
considers. We ran Tabul SIS-BGPTE using the same data set but allowing it to account
for hot-potato shifts. The output set of IGP metrics causes the link utilizations shown
in Figure 10.6. We see that now the maximum link load across the European links is
36.0%. The low-capacity edge link that suffered in the previous case now has a load
of only 29.2%. Thus, in this data set, modeling hot-potato shifts in IGP optimization
resulted in a set of final IGP metrics that have 20% lower maximum link utilization
than when ignoring BGP route recal culation. Although the results presented are clearly
related to the specific topology being used, similar behavior holds for other network
topologies. Some networks will experience slightly better performance, while others
would even suffer more.
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Fig. 10.6. Link utilization from Tabul SIS-BGPTE.

Fig. 10.7. Example of flow shifts when using the European topology.

By alowing the optimization heuristic to re-evaluate BGP routes in every iteration,
we are alowing it to take advantage of hot-potato shifts to reduce link utilization fur-
ther. To explain this, we present an example of traffic shift in Figure 10.7. The circles
depict routers in the Sprint network; S1 and S2 are ingress routers, EX1to E X4 are
egress routers; the remaining R1 to R7 are internal routers. Recall that, in Figure 10.5,
Tabul SIS-TE expected the link R4 to E X4 to have only 28.0% utilization, but, due
to hot-potato shifts, it ended up with 56.0% utilization. This is because, in the input
TM, there are 11 flows going from S1 to EX1 and from S2 to E X3, as shown by
the two solid lines in Figure 10.7. The original IGP metrics from the Sprint router
configurations resulted in a hot-potato choice of sinking this traffic at EX1 and E X3,
respectively. However, Tabul SIS-TE reduced the link metric on R3 to R4. It continued
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to expect traffic to be sunk at EX1 and E X3. However, the destinations are multi-
homed — one destination is behind both EX3 and E X4, and another is behind both
E X1 and E X2. BGP re-evaluates its routes and picks S1 to EX2 and S2 to EX4 as
the new routes. As aresult, the link utilization of R4 to E X4 increases unexpectedly
to 56.0%. When the | GP optimization was allowed to recalculate BGP routes at every
iteration in Tabul SIS-BGPTE, it discovered a set of |GP metrics where BGP selected a
path for S2 to E X3 and adifferent path for S1to E X2. This drove down the utilization
of R4to E X4. In essence, the heuristic discovered a solution where hot-potato-induced
shifts reduced the link utilization.

Impact of IGP engineering on neighbors

Unfortunately, the downside of using heuristics that increase local AS performance by
inducing hot-potato traffic shifts is that they may affect traffic going to neighboring
ASs. In the previous example, E X1 and E X2 are ingress points for a neighboring AS,
Y . Traffic has shifted between these two points due to the | GP engineering of the Sprint
AS. As aresult, the TM for ASY is different, and its link utilizations will change. A
significant enough change may require it to redo its own | GP engineering.

We have calculated how the traffic shifts for various large neighbors of the Sprint
network. For example, alarge peer ISP, A, connects to the Sprint network in seven loca-
tions. In Figure 10.8, we show for each prefix how many locations it is announced at;
ISP A announces most prefixes at all seven peering points. In Figure 10.9 we show how
much of the measured European traffic exits at each of these seven locationsto ISP A.
The dark bars show the distribution of traffic in the original network setting (i.e. with
the IGP metrics from the router configurations). All seven locations arein the USA side
of the topology, and routers 4 and 5 are on the East Coast, closest to the European con-
tinent. Since these two exit points are cheapest in terms of 1GP cost from Europe, they
sink the magjority of traffic. The lighter bars show how the traffic to these two points
would change after we apply the new |GP metrics proposed by Tabul SIS-TE, when
allowing it to account for BGP exit point shifts. We see now that router 5 sinks more
traffic than router 4. In fact, about 22% of the traffic from Europe to this ISP changes its
exit point. Due to privacy concerns, we cannot reveal the identity of the neighbor, nor
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the volumes of traffic involved. Even though the BGP-aware | GP optimization reduced
link utilization by 20%, it came at the cost of changing traffic going to a neighboring
ASby 22%. Aswe described in Figure 10.3, traffic to “peer” |SPsis particularly vulner-
able. This shift in egress points can potentially have a detrimental impact on the traffic
distribution inside the neighboring network.

The extent of such an impact, however, depends significantly on the locations that an
AS connects to Sprint and on the BGP policies that govern those connections. Consider
another ISP, B, that has the egress traffic distribution in Figure 10.10. Of the eight
peering locations, this ISP has two in Europe, five in the USA and one in Asia. In the
extreme case, | GP costs to reach a destination will mimic relative geographic distances
due to the SLA delay constraints. So, for our measured traffic entering Europe, any
destinationsin ISP B will naturally exit through one of the two European peering points.
However, the Sprint router configurations have aBGP local preference for one of these
peering points. As a result, no matter how much IGP metrics vary, hot-potato routing
will not come into play because of thislocal BGP policy. Note that the small amount of
traffic that appears to have shifted to this exit router comes from another AS.

As a third example, consider the traffic distribution for a peer ISP, C, shown in
Figure 10.11. This large ISP has 17 peering locations, one of which isin Europe and
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the rest in the USA. Two of the USA locations are again on the East Coast. Here, the
BGP route advertisements from ISP C do not match as well as they did for ISP A in
Figure 10.8. Asaresult, router 6 in Europe sinks some traffic, while routers 2 and 12 on
the East Coast of the USA sink the rest. IGP metric changes due to local optimization
in Europe shift 25% of the traffic to ISP C between the two USA routers.

Impact of more frequent changes

Thus far, we have considered the case where a network operator chooses a set of IGP
metrics for the entire network that optimizes utilization across al links. However, in
practice, network-wide optimization is a rare occurrence. Typically an operator will
apply a few, small link metric changes to react to sudden traffic surges or link addi-
tions or failures. They will incrementally adjust the metrics for a handful of linksin a
trial and error fashion, without considering the globa optimum. From an operational
standpoint, it is important to understand the impact of such changes in light of BGP
hot-potato shifts.

In Figure 10.12, we show the number of exit points changed due to a perturbation in
metric for a link. For example, consider the points at +20 units. For each link in the
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network, we calculate which BGP paths would change the egress if this link’s metric
were 20 units higher, and then count the number of flows that go to these shifted egress
points. We plot the number of flows shifted, averaged over al links, as well as the
maximum over all links. Thus, if arandom link is picked and its metric isincreased by
20, it is likely that about eight flows will change their egress point; in the worst case,
it can be as many as 32. In Figure 10.13, we show how much traffic this corresponds
to. The vertical axis shows the percentage of the total volume of ingress traffic. This
shows that as much as 4% of total network traffic can see hot-potato-induced shifts if
any particular link’smetric is changed by 0 to 20 units. These are relatively small metric
changes — for the European network, the IGP link metrics are in the range of 1 to 60.

Hot-potato shifts can al so be caused by link failures[134,192]. A link failure can only
increase the cost of paths between two points that used that link, since ISHS or OSPF
will now have to pick a more expensive path around it. Using our final IGP metric
solution, we calculate for each flow by how much the cost to reach the chosen egress
has to change before inducing a hot-potato shift to a different egress point. We plot the
cumulative distribution across all flows that have multiple egress pointsin Figure 10.14.
We see that for 50% of flows, an increase of only 8 will cause them to shift their exit
point.
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Lessons learned

As the Internet matures, one can observe a higher degree of inter-connection between
ASs. Such increased connectivity implies a greater number of paths to destinations
throughout the Internet. This chapter makes the observation that such an effect may
also be accompanied by a greater level of interaction between the interior and exte-
rior routing protocols in use today, invalidating any assumptions on the isolation of the
IGP in one AS and the IGP in a neighboring AS. Using a real network topology, link
delays, link capacities, delay constraints, routing tables and TM, we have evaluated how
inter-domain routing policies can interact with | GP engineering. We have found that, in
our data set, ignoring the hot-potato routing policy can result in IGP metrics that are
suboptimal by 20% in terms of maximal link utilization across the network, which isa
significant amount for typical network operation.

However, to consider such hot-potato shifts, a point-to-multipoint TM has to be
employed for IGP engineering. This is challenging because we cannot rely on SNMP-
based TM estimation techniques to obtain it. Such a computation requires NetFlow
information, which we could not even collect from the entire network due to different
versions of deployed router operating systems. A second concern is the running time
of IGP optimization. Hot-potato calculations in every iteration of the heuristic add sig-
nificant complexity to the process. This has significantly increased the running time of
the heuristic we run, even when considering only 80% of the European ingress traffic.
In the point-to-point TM mode, the heuristic only takes 5 minutes to provide a solution
on adual 1.5-GHz Intel processor Linux PC with 2GB of memory (running Tabul SIS
in TE mode). Using a point-to-multipoint TM for hot-potato shifts, it takes 55 minutes
(running TabulSIS in BGPTE mode). Considering a smaller percentage of the traffic
dramatically improves the running time since fewer flows are considered.

A bigger concern is the impact on neighboring ASs. Such shifts in traffic to neigh-
boring ASs can impact their own network performance. In our study, we found cases
where as much as 25% of traffic to a neighboring ISP shifts the egress point due to
local 1GP engineering. We found several other scenarios where local routing policy
and peering locations played an important part in determining if a neighbor can be
affected by local AS changes. This is an important issue because it further increases
the inter-dependence of performance between neighboring ASs. One AS improving its
performance can reduce a neighbor’s performance. If the neighbor then recomputes its
IGP metrics, it can lead to instability. However, coordinating | GP engineering between
competing | SPs without revealing private information is challenging.
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Box 11.1. Network design process: Step 4

Goal Define a generic model for capturing the dynamics of Internet traffic and pro-
vide a robust methodology to predict where and when link upgrades (or addition)
have to take place in the core of an IP network. In our context a link is meant to
inter-connect logical adjacent PoPs.

Objective function Isolate the underlying overal trend in the traffic and the
timescales that significantly contribute to its variability. Use such a trend to drive
the capacity planning process.

Inputs (i) Logical topology, comprising nodes (i.e. PoPs) inter-connected to adja-
cent nodes viamultiple paralel links, each of them with its associated capacity; (ii)
SNMP data, collected over along time period for all inter-PoP links constituting the
logical topology; (iii) acceptable level of traffic per link (i.e. links characterized by
an aggregated traffic exceeding those levels need an upgrade).

IP network capacity planning is a very important task that has received little attention
in the research community. The capacity-planning theory for traditional telecommu-
nication networks is a well explored area [120], which has limited applicability in a
packet-based network such as the Internet. It normally depends on the existence of a
Traffic Matrix (TM), identifying the amount of traffic flowing between any source to
any destination of the network under investigation. Moreover, it requires accurate mod-
eling of the incoming traffic, as well as accurate predictions of its future behavior. The
aboveinformation isthen combined in anetwork simulation to identify the pointswhere
future upgrades will be needed.

This approach cannot be used in the environment of an IP backbone network because:
(i) direct measurement of an IP TM is not possible today and statistical inference tech-
niques[77,137] have not yet reached levels of accuracy that meet a carrier’starget error
rates (solutions to reduce those error rates were presented in Chapter 5); (ii) we do not

Portions reprinted, with permission, from Papagiannaki, K., Taft, N., Zhang, Z. and Diot, C. (2005). “Long-
term forecasting of internet backbone traffic” IEEE Transactions on Neural Networks. Special Issue on
Adaptive Learning Systems in Communication Networks, 16: 5, 1110-1124.
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really know how to model the incoming traffic of a backbone network; (iii) simulating
such alarge-scale network istypically not feasible.

The current best practice in the area is based on the experience and the intuition
of the network operators. Moreover, it usually relies on marketing information regard-
ing the projected number of customers at different locations within the network. Given
provider-specific over-subscription ratios and traffic assumptions, the operators estimate
the impact that the additional customers may have on the network-wide load. The points
where link upgrades will take place are selected based on experience and/or current net-
work state. For instance, links that currently carry larger volumes of traffic are likely to
be upgraded first.

An initial attempt toward a more rigorous approach to long-term forecasting of P
network traffic is described in ref. [89]. The authors compute a single value for the
aggregate number of bytes flowing over the NSFNET and model it using linear time
seriesmodels. They show that the time series obtained can be accurately modeled with a
low-order ARIMA® model, offering highly accurate forecasts (within 10% of the actual
behavior) for up to two yearsinto the future.

However, predicting a single value for the future network-wide load is insufficient
for capacity-planning purposes. One needs to pinpoint the areas in the network where
overload may occur in order to identify the locations where future provisioning will
be required. Thus per-node or per-link forecasts are required. The authors of ref. [89]
briefly address this issue, mentioning that initial attempts toward this direction did not
prove fruitful.

Other work in the domain of Internet traffic forecasting typically addresses small
timescales, such as seconds or minutes, that are relevant for dynamic resource allocation
[32,39,52,88,172,208].

To the best of our knowledge, the solution presented in this chapter is the first to
model the evolution of |P backbone traffic at large timescal es and to devel op model s for
long-term forecasting that can be used for capacity-planning purposes.

In this chapter, we analyze three years of SNMP information collected throughout a
major Tier-1 IP backbone (Box 11.1, Input:(ii)). Correlating those measurements with
topological information (Box 11.1, Input:(i)), we cal culate the aggregate traffic between
any two adjacent PoPs and track its evolution over time. We explore the properties of
these time series and present a methodology that can be applied to forecast network
traffic volume months in the future. Traffic levels are predicted on a per-link basis.
Whenever the predicted traffic level exceeds its acceptable value, as defined by the
operator (Box 11.1, Input:(iii)), alink-capacity upgrade is needed.

The presented methodology relies on wavelet multi-resolution analysis and linear
time series models. Initial observations on the traffic reveal strong periodicities, evident
long-term trends and variability at multiple timescales. We use wavel ets to smooth out

1 The acronym ARIMA stands for Auto-Regressive Integrated Moving Average and, briefly, can be seen as
the most general class of models for forecasting atime series which can be stationarized by transformations
such as differencing and logging. The order(s) of differencing needed to stationarize the series and remove
the gross features of seasonality is called the order of the ARIMA model.
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the original signal until we identify the overall long-term trend. The fluctuations of the
traffic around the obtained trend are further analyzed at multiple timescales. This anal-
ysis reveals that 98% of the energy in the signal is captured by two main components,
namely the long-term trend and the fluctuations at the 12-hour timescale. Using the
analysis of variance technique, we further show that a multiple linear regression model
containing the two identified components can explain 90% of the signal’s variance.

We model the weekly approximations of the two components using ARIMA models
and devel op aprediction schemethat is based on their forecasted behavior. We show that
forecasting network backbone traffic based on the presented model can yield accurate
estimates for at least six monthsin the future. Moreover, with aminimal computational
overhead, and by modeling only the long-term trend and the fluctuations of the traffic
at the 12-hour timescale, we produce estimates which are within 5 to 15% of the actual
measured behavior.

The described methodology, combined with actual backbone traffic measurements,
lead to different forecasting models for different parts of the network. Our results
indicate that different PoP pairs exhibit different rates of growth and experience dif-
ferent types of fluctuations. This illustrates the importance of defining a methodology
for deriving models, as opposed to developing a single model for inter-PoP aggregate
traffic flows.

Lastly, we show that trends in Internet data may change over time for short or long
periods. We acknowledge that forecasting a dynamic environment imposes challengesto
forecasting techniques that rely on stationarity. Consequently, we complete this chapter
by presenting a scheme for the detection of “extreme” (and perhaps erroneous) fore-
casts, which are due to short-lived (e.g. on the order of afew months) network changes.
We provide the network operator with recommended values in place of these “extreme”
forecasts and show that uncertainty in forecasts can be addressed through the analysis
of historical trends, and impacts both the edge as well as the core of the network.

The remainder of the chapter is structured as follows. In Section 11.2 we present
the data analyzed throughout the chapter and make some initial observations. Section
11.3 provides an overview of the wavelet multi-resolution analysis, along with results
of its application on our measurements. Forecasts are derived using linear time series
models, presented in Section 11.4. We evaluate our approach in Section 11.5. Thetrends
modeled in the data may in fact change through time. In Section 11.6 we acknowledge
the fact that the Internet is a dynamic environment, and we present a scheme to identify
“extreme” forecasts dueto changesin the network configuration. Section 11.7 concludes
the chapter.

Objectives

The capacity-planning process consists of many tasks, such as addition or upgrade of
specific nodes, addition of PoPs and expansion of already existing PoPs (Box 11.1,
Goal). For the purposes of thiswork, we use the term capacity planning only to refer to
the process of upgrading or adding links between two PoPs in the core of an | P network.
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The core of an I SP backbone network isusually over-provisioned and consists of very
high-speed links, i.e. OC-48, OC-192. These links are a rather large part of a network
operator’s investment and have a provisioning cycle between six and eighteen months.
Therefore, the capability to forecast when and where future link additions or upgrades
will have to take place would greatly facilitate network provisioning.

In order to address the issue of where upgrades or additions should take place, we
measure and forecast aggregate traffic between adjacent PoPs. In that way carriers can
determine which pair of PoPs may need additional inter-connecting capacity. There
are anumber of factors that influence when an upgrade is needed. These factorsinclude
SL Aswith customers, network policiestoward robustnessto failures, therate of failures,
etc. We assume that carriers have a method for deciding how many links should inter-
connect agiven pair of PoPs and the acceptable levels of utilization on these links. Once
carriers articulate a utilization threshold beyond which traffic levels between PoPs are
considered prohibitive, one can schedule an upgrade before these levels are actually
exceeded. Our task is to predict when in the future the traffic levels will exceed these
acceptable thresholds.

In this chapter, we use historical information collected continuously since 1999 on
the Sprint IP backbone network. There are many factors that contribute to trends and
variations in the overall traffic. Our measurements come from a highly dynamic envi-
ronment reflecting events that may have short- or long-lived effects on the observed
behavior. Some of the events that may have a long-lived effect include changes in the
network topology and the number of connected customers. These events influence the
overall long-term trend and the bulk of the variability observed. Events that may have a
short-lived effect include link failures, breaking news or flash crowd events, as well as
denial-of-service attacks. These events normally have a direct impact on the measured
traffic, but their effect wears out after some time. As a consequence, they are likely to
contribute to the measured time series with values which lie beyond the overall trend.
Given that such events are very hard to predict, and are aready taken into account in
the calculation of the threshold values that will trigger upgrades, as described earlier in
this section, we will not attempt to model them in this chapter.

Measurements of inter-PoP aggregate demand

We now describe the measurements collected and analyzed throughout the chapter. We
present some initial observations about Internet traffic at timescales longer than one
hour. These observations motivate the approach used throughout the rest of the chapter.

Data collected and analysis

We collect values for two particular MIB (Management Information Base, see Section
3.2.1) objects, incoming and outgoing link utilization in bits per second, for all the links
of al the routers in the Sprint 1P backbone throughout a period from 1999 until the
end of 2003. This operation yields traces from more than 2000 links, some of which
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may no longer be active. The values collected correspond to an exponentially weighted
moving average computed on 10-second link utilization measurements. The exponential
weighted average has an average age of 5minutes and allows for more recent samples
to be weighted more heavily than samples earlier in the measurement interval .2

Along with the SNMP data, we collect topologica information. This information is
collected several times per day by an agent downloading configuration information from
every router in the network. It contains the names of the routersin each PoP, along with
al their active links and their destinations. Therefore, it allows usto identify those links
in the SNMP data set that inter-connect specific PoPs in the network.

We correlate the SNM P data with the topological information and derive aggregate
demand, in bits per second, between any two adjacent PoPs. In this procedure we need
to addresstwo issues. First, the collection is not synchronized, i.e. not all links are polled
at the same time to avoid overload at the collection station. Secondly, the collection is
not reliable (SNM P messages use UDP astheir transport protocol), i.e. we may not have
one record for each 5-minute interval for every link in the network. As a conseguence,
the derivation of the aggregate demand is performed as follows.

e For each link in the SNMP data, we identify its source and destination PoP. We use
the notation Isq (k) to denote the kth link connecting PoP s to PoP d.

e Timeisdiscretized in 90-minute intervals. We denote time intervals with index t. The
reasons why we selected intervals of 90 minutes are provided in Section 11.3.1.

e The aggregate demand for any PoP-pair (s, d) at time interval t is calculated as the
sum of all the records obtained at time interval t from all linksk in {lsq(k)}, divided
by the number of records. This metric gives the average aggregate demand of a link
from PoPs to PoP d at time interval t.

This approach alows us to handle the case of missing values for particular links in
the aggregate flow. Moreover, it does not suffer from possible inaccuraciesin the SNMP
measurements, since such events are smoothed out by the averaging operation. With the
aforementioned procedure, we obtain 169 time series (one for each pair of adjacent
PoPs in our network). For the remainder of the chapter we focus our discussion on
eight of those. These are the longest traces at our disposal which also correspond to
highly utilized paths throughout the network. In the following sections we look into
their properties and devise techniques for forecasting their values in the medium (i.e.
months ahead) and long-term future (i.e. 6 months).

Initial observations

In Figure 11.1 we present the aggregate demand for three PoP pairsin our network. The
time series spanned the period from the end of 2000 until July 2002 and captured the
activity of a multiplicity of links, the number of which may increase in time. Vertical
bars identify the time when additional links became active in the aggregate. As can

2 Because these objects belong to a proprietary MIB, we have no further information about how this average
valueis calculated.
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Aggregate demand between two adjacent PoPs in Megabits per second for traces 1, 5 and 6.
Plots (a) and (b) demonstrate an increase in the amount of traffic exchanged between the two
PoPs. The vertical linesidentify the points in time when additional links were provisioned for
the inter-connection of the two PoPs, and are rarely preceded by evident increase in the carried
traffic due to long provisioning cycles.

be seen, link additions are rarely preceded by a visible rise in the carried traffic. This
behavior is due to the long provisioning cycles.

From the same figure we can see that different PoP pairs exhibit different behaviors
asfar astheir aggregate demand is concerned. A long-term trend isclearly visiblein the
traces. For traces 1 and 5, this trend is increasing with time, while for trace 6 it looks
more constant with a sudden shift in January 2002 that lasts for two months.

Shorter-term fluctuations around the overall long-term trend are also present across
al traces, and manifest themselves in different ways. For instance, trace 1 shows an
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increasing deviation around its long-term trend. On the other hand, trace 6 exhibits
smaller fluctuations that ook consistent over time.

Regardless of the differences observed in the three traces, one common property is
the presence of large spikes throughout them. These spikes correspond to average values
across 90 minutes, which indicate a surge of traffic in that particular interval that is high
or constant enough to have asignificant effect on a 90-minute average. Such spikes may
correspond to link failures, which reroute part of the affected traffic onto this particular
path, routing changes, or even denia of service attacks. As mentioned in Section 11.2.1,
we decide to treat those spikes as outliers. This does not mean we ignore the data, but
simply that we do not attempt to model or predict these spikes.

In Figure 11.2 we present a detail of Figure 11.1, which corresponds to the month
of May, 2002. This figure indicates the presence of strong daily and weekly cycles.
The drop in traffic during the weekend (denoted by the vertical dashed lines) may be
substantial, asin trace 1, smaller, asintrace 5, or even non-existent, asin parts of trace 6.
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2002 (traces 1, 5 and 6). Traffic exhibits strong diurnal patterns. Weekend traffic, for the two
days between dashed lines, may differ from weekday traffic, but such a phenomenon is not
evident across all three traces.
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Fast Fourier transform of aggregate demand for traces 1, 2 and 3. The strongest cycle in the data
isdiurnal, e.g. 24 hours. Certain traces may also exhibit strong periodicities at the weekly or
12-hour cycle.

From the previous observations it is clear that there are strong periodicities in the
data. In order to verify their existence, we calculate the Fourier transform for the eight
traces at our disposal. Results indicate that the most dominant period across al traces
is the 24-hour one. Other noticeable periods correspond to 12 hours (i.e. semi-daily)
and 168 hours (i.e. weekly period). Figure 11.3 presents the fast Fourier transform for
three of the traces, demonstrating that different traces may be characterized by different
periodicities.®

In summary, initial observations from the collected time series lead to three main
findings:

(1) thereisamulti-timescale variability across all traces (traces vary in different ways
at different timescales);

(2) there are strong periodicitiesin the data;

(3) thetime series exhibit evident long-term trends, i.e. non-stationary behavior.

3 Traces 5 and 6, presented in the previous figures, exhibit similar behavior to trace 1. However, for trace 6
the weekly period is stronger than the 12-hour one.
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Such findings can be exploited in the forecasting process. For instance, periodicities
at the weekly cycle imply that the time series behavior from one week to the next can
be predicted. We address these three pointsin Section 11.3.

Multi-timescale analysis

In this section, we analyze the collected measurements at different timescales. We show
that using the wavelet multi-resolution analysis we can isolate the underlying overall
trend, and that those timescal es that significantly contribute to its variability.

Wavelet MRA overview

The wavelet Multi-Resolution Analysis (MRA) describes the process of synthesizing a
discrete signal by beginning with avery low-resolution signal (at the coarsest timescal€)
and successively adding on details to create higher-resolution versions of the same sig-
nal [65, 133, 200]. Such a process ends with a complete synthesis of the signal at the
finest resolution (at the finest timescale). More formally, at each timescale 21, the signal
is decomposed into an approximate signal (or, simply, approximation) and a detailed
signal through aseries of scaling functions ¢ « () and wavelet functions v « (t), where
k € Z isatimeindex at scale j. The scaling and wavelet functions are obtained by
dilating and translating the mother scaling function ¢ (), ¢k (t) = 271/2¢ (271t — k),
and the mother wavelet function ¥ (t), ¥ k(t) = 271/2y(271t — k). The approxima-
tion is represented by a series of (scaling) coefficients aj k, and the detail by a series of
(wavelet) coefficients d;j k.

Consider asignal (time series) x(t) with N data points at the finest timescale. Using
MRA, x(t) can be written as follows:

X(t) = apkppk®+ > > djkjk). (11.1)

kez O<j<pkez

where p < log N. The sum with coefficients a k represents the approximation at the
coarsest timescale 2P, while the sums with coefficients d; k represent the details on all
the scales between 0 and p.

Using signal processing parlance, the roles of the mother scaling and wavelet func-
tions ¢ (t) and ¥ (t) can be described and represented via a low-pass filter h and a
high-pass filter g [200]. Consequently, the multi-resolution analysis and synthesis of a
signal x(t) can be implemented efficiently as afilter bank. The approximation at scale
j: {aj K}, is passed through the low-passfilter h and the high-passfilter g to produce the
approximation, {aj 1}, and the detail, {dj 1k}, at scale j 4+ 1. Note that, at each stage,
the number of coefficients at scale j is decimated into half at scale j + 1, due to down-
sampling. This decimation reduces the number of data points to be processed at coarser
timescales, but also |eaves some “ artifacts’ in coarser timescal e approximations.

More recently, the so-called a-trous wavelet transform has been proposed, which
produces “smoother” approximations by filling the “gap” caused by decimation, using
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redundant information from the original signal [149, 178]. Under the a-trous wavelet
transform, we define the approximations of x(t) at different scales:

co(t) = X(1), (11.2)
cjt)= > hlcj_1(t+ 2171, (11.3)
l=—0c0

wherel < j < p and h isalow-pass filter with compact support. The detail of x(t) at
scale j isgiven by

dj(t) = cj_1(t) — cj(b). (11.4)

Letd; = {dj(t),1 <t < N} denote the wavelet coefficient at scale j and let ¢, =
{cp(t),1 <t < N} denote the signal at the lowest resolution, often referred to as the
residual. Thentheset {dy, do, ..., dp, Cp} representsthe wavel et transform of the signal
up to the resolution level p, and the signal x(t) can be expressed as an expansion of its
wavelet coefficients:

P
X(t) = cp(t) + Y _dj(t). (11.5)
j=1

At thispoint we can justify our decision about averaging our measurements across 90-
minute intervals. We know that using the wavelet MRA we can look into the properties
of the signal at timescales 2 times coarser than the finest timescale. Furthermore, the
collected measurements exhibit strong periodicities at the cycle of 12 and 24 hours.
Using 1.5hours as the finest timescale allows us to ook into the behavior of the time
series at the periods of interest by observing its behavior at the third (23 x 1.5 = 12)

and fourth (2* x 1.5 = 24) timescale.

MRA application on inter-PoP aggregate demands

For the smoothing of our data we chose as the low-pass filter h in equation (11.3) the
B3 spline filter, defined by (1/16, 1/4, 3/8, 1/4, 1/16). Thisis of compact support (nec-
essary for a wavelet transform) and is point-symmetric. Symmetric wavelets have the
advantage of avoiding any phase shifts; the wavelet coefficients do not “drift” relative
tothe origina signa. The B3 spline filter gives, at each resolution level, asignal which
is much smoother than the one at the previous level, without distorting possible peri-
odicities in the data, and preserving the origina structure. The B3 spline filter has been
previously used in time series smoothing [28, 184, 214].

In order to understand how cj(t) is computed at each timescale j, we schematically
present in Figure 11.4 how c1(5), c2(5) and c3(5) are calculated according to equation
(11.3), and the B3 splinefilter. Element c1(5) is computed based on the values co(t) =
x(t) atimes(Bb-2),(5-1,5 5+ 1), and (5+ 2). Then we can calculate c>(5),
based on c1(1), ¢1(3), c1(5), c1(7) and c1(9). Note that moving toward coarser levels
of resolution we need values from the previous resolution level which are farther apart
from each other. For this reason, this wavelet transform is called the a-trous wavelet



Fig. 11.4.

11.3 Multi-timescale analysis 227

cs3(1) c3(2) cs(3) c3(4) c3(5) c3(6) c3(7) c3(8) c3(9) ...

co(=3) e [
27T ) 6l2) 6a(3) cald) 6a(5) cal6) cal7) c(®) cp(9) 2 1)

c1(1) ¢1(2) ¢1(3) ¢1(4) ¢1(5) ¢1(6) ¢1(7) ¢1(8) ¢1(9) ...

i
col1) co(2) co(3) c(4) co(5) co(6) co(7) cp(8) cp(9) ...

Illustration of the atrous wavelet transform. Each level corresponds to a particular timescale; the
first level corresponds to the timescale of the original signal and the approximation becomes
coarser as we move upward in the figure. The coefficients of a particular level are computed
based on the elements of the previous level. As the timescale becomes coarser, the elements used
from the previous level are farther apart from each other.

transform, a-trous meaning “with holes.” One important point we should make is that
Cp(t) isdefined foreacht = 1,2, ..., n, wheren corresponds to 1.5-hour intervals and
islimited by thesize, N, of the original signal. According to equation (11.3), computing
cp(n) requiresvaluesof cp_1 until timen+-2P, which iteratively requiresvalues of cp_»
until timen +2P~1, etc. As aconsequence, the calculation of ¢, (n) requiresthe original
time series x(t) to haven + Y_1=7 2/ values. Given that our original signal contains N
values, our wavelet coefficients up to the sixth resolution level will contain n values,
wheren + Z}jZi =Norn=N — 126.

In Figures 11.5 and 11.6, we present the approximation and detail signals for trace
5 at each timescale, analyzed up to resolution level 26 = 96 hours. We chose to use
the sixth timescale as our coarsest timescale because it provides a sufficiently smooth
approximation signal. In addition, given that it is the greatest power of 2 that leads
to a number of hours smaller than the number of hours in a week (i.e. 168 hours), it
captures the evolution of the time series from one week to the next without the effect
of the fluctuations at the 12- and 24-hour timescale. Figure 11.5 clearly shows how the
wavelet MRA smooths out the original signal. Visua inspection of the derived detail
signals in Figure 11.6 further suggests a difference in the amount of variability that
each one contributes.

Given the derived decomposition, we calculate the energy apportioned to the overall
trend (cg) and each one of the detail signals. The energy of asignal y(t), 1 <t < N, is
definedas E = Z'(N=1 y2(t). Table 11.1 shows that the overall trend cg accounts for 95
to 97% of the total energy. We then subtract the overall trend cg from the data, and study
the amount of energy distributed among the detail signals. Figure 11.7 showsthat, across
al eight traces in our study, there is a substantial difference in the amount of energy in
the detail signals. Moreover, the maximum amount of energy in the details is always
located at the third timescale, which corresponds to the fluctuations across 12 hours.
Approximating the original signal as the long-term trend, cg, and the fluctuations at the
12-hour timescale, ds, further accounts for 97 to 99% of the total energy (Table 11.1).
In the next section, we look into the properties of the signals derived from the wavel et
MRA with respect to the variance they account for in the overall signal.
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The six approximation signals for the inter-PoP aggregate demand of trace 5. The signals have
been obtained through wavelet MRA based on the a-trous wavel et transform. The sixth timescale
corresponds to 96 hours.

Analysis of variance

As explained in Section 11.3.1, the original signal can be completely reconstructed
using the approximation signal at the sixth timescale and the six detail signals at lower
timescales. The model defined in equation (11.5) can aso be conceived as a multi-
ple linear regression model, where the original signal x(t) is expressed in terms of its
coefficients.

The ANalysis Of VAriance (ANOVA) technique is a statistical method used to quan-
tify the amount of variability accounted for by each term in amultiple linear regression
model [101]. Moreover, it can be used in the reduction process of a multiple linear
regression model, identifying those terms in the original model that explain the most
significant amount of variance.

Using the ANOVA methodology, we calculate the amount of variance in the original
signal explained by the sixth approximation signal and each one of the detail signals.
The resultsindicate that the detail signalsdi, dz, ds and dg contribute |ess than 5% each
in the variance of the original signal.
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Table 11.1. Percentage of total energy in cg and cg + d3

229

Trace 1 2 3 4
Co 96.07% 97.20% 95.57% 96.56%
Ce +d3 98.10% 98.76% 97.93% 97.91%
Trace 5 6 7 8
Cg 95.12% 95.99% 95.84% 97.30%
Ce +d3 97.54% 97.60% 97.68% 98.45%
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The six detail signals for the inter-PoP aggregate demand of trace 5. The signals have been
obtained through wavelet MRA based on the &-trous wavelet transform. The sixth timescale

corresponds to 96 hours.

Ideally, we would like to reduce the model of equation (11.5), to a simple model
of two parameters: one corresponding to the overall long-term trend and a second one
accounting for the bulk of the variability. Possible candidates for inclusion in the model,
except from the overall trend cg, are the signalsds and d4. We know that the detail signal
ds carries the majority of the energy among all the detail signals. Thus, one possible

reduced model is the following:
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Table 11.2. ANOVA results for all eight traces

Trace 1 2 3 4
B 2.09 2.06 211 2.23
R2 0.87 0.94 0.89 0.87
Trace 5 6 7 8
B 2.12 2.18 2.13 2.16
R2 0.92 0.80 0.86 0.91
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Energy distribution for the detail signals. The majority of the energy accumulated in the detail
signalsis concentrated in the detail signal at the 12-hour timescale.

X(t) = ce(t) 4 B da(t) + e(t). (11.6)

Using least squares, we calculate the value of 8 for each one of the traces at our dis-
posal. All traceslead to a 8 estimate between 2.1 and 2.3 (Table 11.2). Using ANOVA,
we test how representative the model of equation (11.6) iswith respect to the proportion
of variance it explains [101].

If x(t) is the observed response and e(t) is the error incurred in equation (11.6),
we define the sum of squared errors as SSE = Y |, e(t)2. The total sum of squares
(SST) isdefined asthe uncertainty that would be present if one had to predict individual
responses without any other information. The best one could do is predict each observa-
tion to be equal to the sample mean. Thusweset SST = Z{‘:l(x (t)—%)2. The ANOVA
methodology partitions this uncertainty into two parts. One portion is accounted for by
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the model. It corresponds to the reduction in uncertainty that occurrs when the regres-
sion model is used to predict the response. The remaining portion is the uncertainty that
remains even after the model is used. We define SSR as the difference between SST
and SSE. Thisdifference represents the sum of the squares explained by the regression.
The fraction of the variance that is explained by the regression, SSR/SST, determines
the goodness of the regression and is called the “ coefficient of determination,” R2. The
model is considered to be statistically significant if it can account for alarge fraction of
the variability in the response, i.e. yields large values for R?. In Table 11.2, we present
the results obtained for the values of g and R? for all eight traces.

The reduced model is capable of explaining 80% to 94% of the variance in the sig-
nal. Moreover, if we decide to include the term dy4 in the model of equation (11.6), the
results on R?, presented in Table 11.2, are only marginally improved, and are increased
by 0.01 to 0.04.

Summary of findings from MRA and ANOVA
From the wavelet MRA, we draw three main conclusions:

e thereisaclear overal long-term trend present in all traces,

e the fluctuations around this long-term trend are mostly due to the significant changes
in the traffic bandwidth at the timescale of 12 hours;

e the long-term trend and the detail signal at the third timescale account for approxi-
mately 98% of the total energy in the original signal.

From ANOVA, we further conclude that:

e thelargest amount of variance in the original signal can be explained by itslong-term
trend cg and the detail signalsdz and d4 at timescales of 12 and 24 hours, respectively;

e the original signal can be sufficiently approximated by the long-term trend and its
third detail signal. This model explains approximately 90% of the variance in the
origina signal.

Based on these findings, we derive a generic model for our time series, presented in
equation (11.7). This model is based on equation (11.6), where we set 8 = 3, for a
model valid across the entire backbone. We use avalue for g that is dightly greater than
the values listed in Table 11.2 since slight overestimation of the aggregate traffic may
be beneficial in a capacity-planning setting:

x'(t) = cg(t) + 3da(t). (11.7)

Implications for modeling

For forecasting purposes at the timescale of weeks and months, one may not need to
model accurately all the short term fluctuations in the traffic. More specifically, for
capacity-planning purposes, one only needs to know the traffic baseline in the future
along with possible fluctuations of the traffic around this particular baseline.
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Approximation of the original signal x(t) using cg(t), which captures the long-term trend,
and dt3(]), which captures the average daily standard deviation within aweek. Signal

ce(t) & 3dt3(t) exposes the weekly variation in traffic without including outliers that mainly
correspond to unpredictable events. The time seriesis defined for each 90-minute interval.

Component dz(t) inthe model of equation (11.7) isdefined for every 90 minute inter-
val in the measurements capturing in time the short-term fluctuations at the timescale
of 12 hours. Given that the specific behavior within a day may not be that important
for capacity-planning purposes, we calculate the standard deviation of ds within each
day. Furthermore, since our goal is not to forecast the exact amount of traffic on a par-
ticular day months in the future, we calculate the weekly standard deviation dt3(j) as
the average of the seven values computed within each week. Such a metric represents
the fluctuations of the traffic around the long-term trend from day to day within each
particular week.

In Figure 11.8, we show the aggregate demand for trace 5, as calculated from the
SNMP data. In the same figure we plot the long-term trend in the data, along with two
curves showing the approximation of the signal as the sum of the long-term trend plus
or minus three times the average daily standard deviation within a week. We see that
approximating the original signal in such a way exposes the fluctuations of the time
series around its baseline with very good accuracy.

Note that the new signal dt3 features one value every week, exposing the average
daily standard deviation within the week. Similarly, we can approximate the long-term
trend with a more compact time series featuring one value for every week. Given that
the sixth approximation signal isavery smooth approximation of the original signal, we
calculate its average across each week and create a new time series I (j) capturing the
long-term trend from one week to the next. The forecasting process will have to predict
the behavior of
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standard deviation within aweek dt3(j). Signal I(j) £ 3dt3(j) tracks the changesin the original
signal x(t) while operating at the timescale of one week. Compact representation of the
collected time series alows for efficient processing.

X(J) = 1(j) + 3dtz()), (11.8)

where j denotes the index of each week in our trace.

The resulting signal is presented in Figure 11.9. We confirm that approximating the
original signal, using weekly average values for the overal long-term trend, and the
daily standard deviation resultsin amodel that accurately captures the desired behavior.

In Section 11.4, we introduce the linear time series models and show how they can
help derive forecasts for the two identified components. Once we have these forecasts,
we compute the forecast for the original time series and compare it with collected
measurements.

Time series analysis using the ARIMA model

Overview of linear time series models

Constructing a time series model implies expressing X in terms of previous observa-
tions X¢_j and noiseterms Z, which typically correspond to external events. The noise
processes Z; are assumed to be uncorrelated with a zero mean and finite variance. Such
processes are the simplest processes and are said to have “no memory,” sincetheir value
at timet is uncorrelated with all the past valuesup totimet — 1.
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Most forecasting models described in the literature are linear models. From those
models, the most well known are the “AutoRegressive” (AR), “Moving Average” (MA)
and “AutoRegressive Moving Average” (ARMA) models.

A time series Xt isan ARMA(p, q) processif X isstationary and if, for every t,

Xt —¢1Xeo1— - —ppXip=Zt +01Zt1+ - + 04 Zt—q.»

where Z; ~ WN (0, 02) and the polynomials (1—¢1z —- - - —¢pzP) and (1+612+ - - -+
0qz%) have no common factors [40]. If p = O, then the model reduces to a pure MA
process, while, if g = 0, the process reduces to a pure AR process.

This equation can also be written in amore concise form as follows:

¢(B)Xt =0(B)Zt, (11.9)

where ¢ (-) and 6 (-) are the pth and qth degree polynomias and B isthe backward shift
operator (BJ X = Xi—j, BIZi = Zi_j, j =0, £1,...).

The ARMA model fitting procedure assumes the data to be stationary. If the time
series exhibits variations that violate the stationary assumption, then there are specific
approaches that could be used to render the time series stationary. The most common
one is often called the “ differencing operation.” We define the lag-1 difference operator
V by

VXt = Xt — Xi_1 = (1 — B)X, (11.10)

where B isthe backward shift operator as aready introduced. If the non-stationary part
of atime seriesis a polynomial function of time, then differencing finitely many times
can reduce the time seriesto an ARMA process.

An ARIMA(p, d, q) model is an ARMA(p, q) model that has been differenced d
times. Thusit has the following form:

(B)Y(1— B)YIX; = 6(B)Zt, Zi ~ WN(O, 2. (11.12)

If the time series has a non-zero average value through time, then equation (11.11) also
features a constant term, ., on its right-hand side.

Time series analysis of the long-term trend and deviation

In order to model the obtained components I(j) and dt3(j) using linear time series
models, we have to separate the collected measurements into two parts: (1) one part
used for the estimation of the model parameters and (2) a second part used for the
evaluation of the performance of the selected model. Since our intended application
is capacity planning, where traffic demand has to be predicted several months ahead,
we select the estimation and evaluation periods such that the latter contains six months
of data.

For each one of the analyzed traces, we use the measurements collected up to January
15, 2002, for the modeling phase, and the measurements from January 16, 2002, until
July 1, 2002, for the evaluation phase. Given that not all time series are of the same
duration, theisolation of the last six months for eval uation purposes may lead to specific
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traces featuring asmall number of measurements for the estimation phase. Indeed, after
posing this requirement, three out of the eight traces in our analysis (traces 2, 3 and
7) consist of less than six months of information. Such limited amount of information
in the estimation period does not allow for model convergence. As a consequence, we
continue our analysis on the five traces remaining.

We use the Box—Jenkins methodology to fit linear time series models [40]. Such a
procedure involves the following steps: (i) determine the number of differencing opera-
tions needed to render the time series stationary; (ii) determine the values of p and q in
equation (11.9); (iii) estimate the polynomias ¢, and 0; and (iv) evaluate how well the
derived model fitsthe data. For the model fitting we can use both Splus[196], ITSM [40]
and the Matlab System Identification Toolbox. All tools provided similar resultsin our
case. The estimation of the model parameters is performed using maximum likelihood
estimation. The best model is chosen as the one that provides the smallest AICC, BIC
and FPE measures* [40], while offering the smallest mean square prediction error six
months ahead. For more details about the metrics used in the quality evaluation of the
derived model, we refer the reader to ref. [40]. One point we should emphasize is that
metrics such as AICC and BIC not only evaluate the fit between the values predicted by
the model and actual measurements, but also penalize models with a large number of
parameters. Therefore, the comparison of the derived models against such metrics leads
to the most parsimonious models fitting the data.

Models for I (j) and dts(j)

The computed models for the long-term trend | (j) indicate that the first difference of
those time series (i.e. the time series of their changes) is consistent with a simple MA
model with one or twoterms (i.e.d = 1, = 1or d = 1,q = 2), plus a constant
value u (Table 11.3). The need for one differencing operation at lag 1, and the exis-
tence of term . across all the models, indicate that the long-term trend across al the
tracesis a simple exponential smoothing with growth. The trajectory for the long-term
forecasts will typically be aline whose slopeis equal to w. For instance, for trace 1 the
long-term forecast will correspond to a weekly increase of 0.5633 Mbps. This forecast
corresponds to the average aggregate demand of a link in the aggregate. The weekly
increase in the total demand between two adjacent PoPs can thus be estimated through
the multiplication of this value with the total number of active links in the aggregate.
Given the estimates of u across al models in Table 11.3, we conclude that all traces
exhibit upward trends but grow at different rates.

Applying the Box—Jenkins methodology on the deviation measurements, we see
that, for some traces, the deviation dt3(j) can be expressed with simple AR models
(traces 4 and 6), while the remaining can be accurately modeled as MA processes after
one differencing operation (Table 11.4). Therefore, the deviation for traces 1, 5 and 8
increases with time (at rates one order of magnitude smaller than the increase in their

4 AICC = Akaike Information Criterion; BIC = Bayesian Information Criterion; FPE = Find Prediction
Error.
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long-term trends), while the deviation for traces 4 and 6 can be approximated with
a weighted moving average, which indicates slower evolution. These results confirm
earlier observations from Figure 11.1 in Section 11.2.2.

From Tables 11.3 and 11.4 we see that one cannot come up with a single network-
wide forecasting model for the inter-PoP aggregate demand. Different parts of the
network grow at different rates (long-term trend) and experience different types of vari-
ation (deviation from the long-term trend). The presented methodology extracts those
trends from historical measurements and can identify these PoP pairs in the network
that exhibit higher growth rates and thus may require additional capacity in the future.

At this point we should note that the Box—Jenkins methodology could also have
been applied on the original time series x(t). However, given the existence of three
strong periods in the data (which would require a seasonal ARIMA model with three
seasons [40]), the variability of the time series at multiple timescales, the existence
of outliers and the size of the original time series, such an approach leads to highly
inaccurate forecasts, while being extremely computationally intensive. Our techniqueis
capable of isolating the overall long-term trend and identifying those components that
significantly contributeto its variability. Predictions based on weekly approximations of
those components provide accurate estimates with a minimal computational overhead.
All forecasts were obtained in seconds.

In Section 11.5, we use the derived models for the weekly prediction of the aggregate
traffic demands. Then forecasts are compared against actual measurements.

Table 11.3. ARIMA models for the long-term trend

Trace Order  Modd m o2

1 0,1,2 X(t)=X({t -1+ Z()—-0.1626Z(t —1) 0.5633e+t06 0.2794e+15
—0.4737Z(t — 2)

4 0,1,1) X(t)=X({t—-1)+Z()+0.4792Z(t —1) 0.4155e+06  0.1339e+15

5 0,11 X(t) =Xt -1+ Z(t)+0.1776Z(t —1) 0.2301let07  0.1516e+15

6 (01,20 X@{t)=X({t—1+Z()—03459Z(t —1) 0.7680et06  0.6098e+15
—0.4578Z(t — 2)

8 0,11 XM =X({t-1)+2Z(1)+02834Z2(t —-1) 0.2021e+07  0.1404e+16

Table 11.4. ARIMA models for the weekly deviation

Trace Order  Model © o2

1 (0,1,1) X({t)=X{t—-1)+ Z(t)—0.6535Z(t —1) 0.3782e+05 0.2024e+14

4 (2,0,0) X(t) =0.8041X (t — 1) — 0.3055X (t — 2) 0.1287e+08  0.7295e+13
+Z(t)

5 (0,1,2) Xt)y=X{t—-21)+2Z(@t)—0.1493Z(t - 1) 0.3094e+06 0.8919e+13

6 (3,0,0 X(t) =0.3765X (t — 1) — 0.1964X (t — 2) 0.2575e+08 0.3057e+14

—0.2953X (t — 3) + Z(t)
8 011 Xt =X{t—-1)+Zt)—05565Z(t—1) 0.3924et05  0.4423e+14
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Evaluation of forecasts

Using our models we predict a baseline aggregate demand for a particular week in the
future, along with possible deviations around it. The overall forecast for the inter-PoP
aggregate demand is then cal culated based on equation (11.8). For the remainder of this
section we focus on the upper limit of the obtained forecasts, since thisisthe value that
would be used for capacity-planning purposes.

In Figure 11.10, we present the time series collected for trace 5 until July 1, 2002.
On the same figure we present the modeled behavior in the estimation period and the
forecastsin the evaluation period.> From visual inspection of the presented plot, one can
see that the presented methodology behaves very well for this particular trace.

In order to be able to quantify the quality of the predictions, we have to compare the
forecasts against the behavior we model in the measured signal. We thus proceed as
follows.

e We apply the MRA on the measurements in the evaluation period.
e We calculate the long-term trend | (j) and weekly deviation dt3(j) for each week in
the same period.

trace 5
700 T T T T T T I T T T
original signal I
600 - modeled behavior ' 1
|
= forecasted behavior I
o 500 i
2 |
= |
2 400} | 1
©
IS
) |
o
L 300 |
©
o |
2
3 200}
©

100

S 1 | 1 il !

0 1 1 1
Dec00 Feb01 Apr01 Jun01 Aug01 Oct01 Dec01 Feb02 Apr02 Jul02

Six-month forecast for trace 5 as computed on January 15, 2002. Forecasts are provided for (i)
the long-term trend and (ii) the modeled signal, which also takes into account 95% of the
variability in the original signal. The time series model is trained on data from December, 2000,
until December, 2001, capturing the behavior of the signal without the effect of outliers.

5 In Figure 11.10 the vertical dashed line indicates the beginning of the forecasting period. The three lines
in the evaluation period correspond to the forecast of the long-term trend I (j) and the forecasts for () +
3dta(), 1(j) — 3dts()).
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Weekly relative prediction error for trace 5 when forecasts are generated for six monthsin the
future. The prediction error fluctuates around zero, indicating that there is no consistent under-
or overestimation effect. The average absolute error is approximately 10%.

e We compute X(j) based on equation (11.8).
e Lastly, we calculate the error in the derived forecast as the forecasted value minus
X(]), divided by X(}).

In Figure 11.11 we present the relative error between the derived forecast and X( )
for each week in the evaluation period. Negative error implies that the actual demand
was higher than the one forecasted. As can be seen from the figure, the forecasting
error fluctuates with time, but is centered around zero. This means that, on average, we
neither underestimate nor overestimate the aggregate demand. The average prediction
error across weeksis —3.6%. Lastly, across al five traces, the average absolute relative
prediction error is lower than 15%.

Our forecasting model s can be used to predict demand for more than six monthsin the
future and to identify when the forecasted demand will exceed the operational thresh-
olds that will trigger link upgrades (as explained in Section 11.1). In that case, though,
forecasts should be used with caution. Asis the case with any forecasting methodol ogy,
the farther ahead in the future one attempts to predict, the larger the error margin that
should be alowed.

In Figure 11.12, we present the yearly forecast for trace 5 along with the mea-
sured aggregate traffic flowing between this particular pair of adjacent PoPs. Forecasts,
as computed on January 15, 2001, are highly accurate until September 2002, when
they divert for the remainder of the year. The reason behind this behavior is that traf-
fic flowing between the analyzed adjacent PoPs experiences significant growth after
September 2002.
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Yearly forecast for trace 5 as computed on January 15, 2002. Forecasts are provided for (i) the
long-term trend and (ii) the modeled signal, which also takes into account 95% of the variability
in the original signal. The time series model is trained on data from December, 2000, until
December, 2001, capturing the behavior of the signal without the effect of outliers.

In terms of relative prediction errors, as shown in Figure 11.13, our forecasts are
highly accurate for 36 weeksinto the future. The average relative prediction error made
during this period is approximately —5%. However, our methodology underestimates
the amount of aggregate traffic between the two PoPs for the last 10 weeks in the year
by approximately 20%, due to the significant increase in traffic. Performing this same
type of analysison all five traces resulted in an average absol ute rel ative prediction error
of 17% for the yearly forecasts. Thus, our yearly forecasts are dlightly worse than the
six-month forecasts. The reason for that isthat the stationarity assumption ismore likely
to beinvalidated across longer periods of time, for example, it ismore likely to observe
achange in the network environment in the long-term future.

Forecasting a dynamic environment

The accuracy of the computed traffic forecasts depends upon severa factors. First, if
the input itself is very noisy, then the long-term and deviation signals will be hard to
model, i.e. the trendsin this signal will be rather hard to capture in a consistent fashion.
Secondly, sources of error can come from new behaviors, or changes, in the underlying
traffic itself. Recall that any forecast is based on models developed from the already
seen data. If new behaviors were to emerge, then these might not be captured by the
model and could lead to errorsin the forecast. There are typically two types of changes
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Weekly relative prediction error for trace 5 when forecasts are generated for twelve monthsin
the future. The prediction error fluctuates around zero, but appears to deviate significantly
toward the end of the year.

that can surface; those that are short-lived (also called transient changes) and those
that are long-lived (considered more permanent changes). In this context, short-lived
changes would be those that are on the order of afew weeks, while long-lived changes
refer to those that are on the order of several months or longer. An Internet backbone
is a highly dynamic environment because the customer base is continuously changing
and because any |SP’s network is under continuous expansion, either via upgrades or
the addition of new equipment. If some of these factors occur with some regularity,
then they will be reflected in our forecasting model and should not generate prediction
errors. However, many of these factors would not necessarily be captured by the model
and could generate errors. Hence the accuracy of our forecasts very much depends on
whether the captured trends can still be observed in the future.

Before assessing the impact of such changes on our predictions, we give some exam-
ples of these sources of change in dynamic IP backbones. Short-lived changes could
be due to changes in routing, whereas long-lived changes would be generated from
topological changes inside the network. When failures such as fiber cuts happen in the
I nternet, acommon reaction among operatorsisto shift around the assigned link weights
that are used by the IGP protocol for shortest-path routing. Such moves offload traffic
from some links and, shift it elsewhere, thereby increasing the load on other links. Such
arouting change can last for afew hours or even afew days, depending upon how long
the fiber cut takes to fix. Large amounts of traffic can be shifted around when carri-
ers implement changes to their load balancing policies. Shifting traffic around means
that the composition of flows contributing to the aggregate traffic is altered and so the
aggregate behavior could change as well. Finally, BGP announcements from the edge
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of the network could cause new internal routes to be selected when a BGP next-hop is
altered. Such a change could easily last a few weeks. More permanent changes come
from topological changesthat usually reflect network expansion plans. For example, the
addition of new links, new nodes, or even new customers, may lead to changes that may
ultimately affect the traffic load and growth on inter-PoP links. Similarly, the removal
of links or nodes that are decommissioned may impact the model and the forecast.

To ensure that operators can use our model as a tool, we need to be able to help
them identify, when possible, those predictions whose errors might be large. In this
section we define bounds on our predictions and consider predictions outside these
bounds to be “extreme” forecasts. By identifying extreme forecasts, carriers can choose
to ignore them, or not, using their own understanding of what is currently happening in
the network. We also explore the issue of whether some links are more error-prone than
others.

Identification of “extreme” forecasts

We now define a simple method that is to be coupled with the main forecasting method
to identify those extreme forecasts that should be treated with skepticism. We have a
large data set at our disposal because the described forecasting method has been running
continuously since September, 2002, as part of a capacity-planning tool on the Sprint
IP backbone network; it computes forecasts for all pairs of adjacent PoPs once a week.
Recall that different parts of the network are modeled using different ARIMA models,
in addition, the particular ARIMA model that best fits the collected measurements for
a specific pair of adjacent PoPs can also change over time. As aready illustrated, our
models capture alarge amount of the regular fluctuations and variability. What we want
to identify here are those predictions that may result in errors, not because of traffic
variability, but because of underlying network changes (e.g. routing and/or topological
changes).

Each week the forecasting tool generates a forecast for the next six and twelve
months, thus defining the forecasted growth trend. With over one year’s worth of data,
we can see how similar an ensemble of predictions are. If the forecasted trend aligns
itself (i.e. is within reasonable bounds of) with previously forecasted trends, then our
confidence on the new forecasts is higher. Otherwise, the new forecasts may be an
artefact of short- or long-lived changes.

To devise a scheme for the identification of “extreme” forecasts we proceed as fol-
lows. Although we have amost two years worth of data, we only use the weeks
between September, 2002, and July, 2003, to generate forecasts — so that we can com-
pare one-year forecasts with actual data. For this period, we compute the predicted
aggregate demand for each pair of adjacent PoPsinside the network for the next six and
twelve months. More specifically, for each week i since November, 2002, we compute
aforecast lj ;26 and lj 52, defining the line of forecasted “growth.”

In Figure 11.14 we present the six and twelve-month forecasts for trace 5 that were
generated with our methodology for the period of March, 2003, and July, 2004. Note
that in Figure 11.14 we simply denote each forecast with asingle point instead of atrend
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Visualization of the algorithm used for the detection of “extreme” forecasts. The measured
traffic is presented with a solid line. Between March and November 2003 we generate two
forecasts, one for the next six and one for the next twelve months. The linear trend in the
forecasts along with its 95% confidence interval are able to pinpoint that the forecasts generated
for the month of June in 2004 may significantly deviate from “typically observed behavior”.

line asin previous figures. In essence, we have abstracted the forecasted trend with two
points alone: one corresponding to the forecast after six months and one to the forecast
after twelve months.® In the same figure we also present the actual measurements col-
lected through SNMP with a continuous line. Figure 11.14 shows that forecasts until
September, 2003, agree perfectly with the collected measurements. We note that fore-
casts generated through time may diverge from each other depending on the point in
time when they were computed. For instance, the six-month forecasts obtained for Octo-
ber, 2003 (based on the data until April, 2003) significantly divert from the forecasts
obtained for the end of August, 2003 (based on data until March, 2003). The forecasts
generated for the month of October are the result of the spike in traffic observed six
months earlier, in April, 2003, which lasted for two months.

“Extreme” forecasts are identified via divergence from typically observed behavior.
To quantify what congtitutes “typically observed behavior,” we use a weighted least
squares estimation to fit a polynomial through the historical forecasts. We have shown
that our ARIMA modelstypically extract linear trendsin the traffic exchanged between
PoPs. Therefore, we set the degree of the polynomial function equal to one and com-
pute theliney = ax + b that best captures the trend among historical forecasts, along

6 Notethat the cyclic behavior observed in the figureis due to the fact that, for each point in time, we generate
two forecasts corresponding to the next six and twelve months, thus obtaining a measure for the forecasted
growth.
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with its corresponding 95th confidence interval. We identify extreme forecasts as those
that are outside the bounds defined by the 95th confidence interval. As can be seen in
Figure 11.14, forecasts generated for this particular pair of adjacent PoPs typically fol-
low an increasing trend. The 95th confidence bounds are wide around the fitted line,
indicating that typical historical forecasts do fluctuate a good deal over time. After hav-
ing identified an extreme forecast, a network operator can replace this estimate with a
dlightly more conservative one, i.e. the upper bound for the 95th confidence interval. In
the example in Figure 11.14, the forecasts for the month of July, 2004, are considered
“extreme” and could be replaced with the upper 95th confidence bound of 1.1 Gbps.

Note that our model adaptsitself asit observes more data and thus can accommodate
(over time) either short-lived or long-lived changes. If an underlying change persists,
this will be reflected in the data, and ultimately in the model. Thus forecasts which
are considered “extreme” at one moment in time, may in fact start aligning with later
forecasts. With persistent change, the slope of the line fitted through the data will adjust
its slope and so will the 95th confidence interval bounds. It can happen that forecasts
considered “extreme” at some previous point in time become “typical” at some later
point in time. Thisis an advantage of adaptive models.

Uncertainty in forecasts as a network artifact

It is now natural to ask whether there is some intrinsic property of a backbone network
that makes specific areas harder to forecast. Alternatively, we would like to examine
whether specific links inside the network are more error-prone than others, exhibiting
trends that are harder to capture consistently over time.

To address these questions, wefirst explain why one might intuitively think that some
links are more susceptible than others. Consider the examples we mentioned above
regarding changesin traffic load induced by either routing or topological changes. Inan
IP network, traffic flowing between two adjacent PoPs is the result of the multiplexing
of different Origin—-Destination (OD) PoP-to-PoP flows, as dictated by routing. An OD
PoP-to-PoP flow captures the total amount of traffic that originates at one particular PoP
and departs the network at another specific PoP. Each such flow uses at least one path
through the network for its traffic. These paths are determined using the intra-domain
routing protocol in effect (in our case 1S-S). Consequently, the traffic we forecast in
this work is the result of the superposition of multiple individual OD flows. At each
point in time, and depending on the state of the routing regime, the aggregate demand
between adjacent PoPs consists of different OD flows whose routes traverse those two
particular adjacent PoPs. Therefore, transient changes can occur on an inter-PoP link if
itstraffic has changed in terms of its constituent OD flows. Routing changes propagated
through BGP or changes in the customer population in specific network locations can
actually lead to significant changes in the amount of traffic a particular PoP sources or
sinks.

If alink is located at the edge of the network, then routing or topological changes
across the network will only impact it if they are specific to its edge PoP. On the other
hand, if alink is located in the core of the IP network, then its load can be affected by
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routing changes both inside and at the edge of the network. One might thus postulate
that internal links are more error-prone, or that their forecasts are more uncertain. How-
ever, one might also conjecture that internal links have a greater amount of statistical
multiplexing going on and that this smooths out uncertainty. To examine whether any
of these effects impact one type of link more than another, we define loose metrics to
describe the position of alink and its forecasting uncertainty, and we examine these two
metrics in Sprint’s | P backbone.

Position of a link in the network

For the PoP topology of the entire Sprint IP network we compute all routable paths
across the network; i.e., for each PoP, we compute all paths to every other PoP. Then,
for each link inside the network, we compute the position of thislink inside every path.
If the position of alink is consistently at the beginning or the end of a routable path,
we call the link an “edge link;” otherwise, we call it an “internal link.” In essence, an
“internal link” is any link that is used to transit traffic between any two PoPs that are
not its endpoints.

Uncertainty in forecasts

To assess whether one can generalize if one of these two broad classes of linksisinher-
ently more difficult to forecast, we assemble the 6- and 12-month forecasts for all 169
pairs of adjacent PoPsin our study. Note that in our data set (containing just alittle less
than two years worth of data), numerous routing and topological changes did occur
at various places. Thus by studying all inter-PoP links, these changes should be per-
ceptible somewhere. Using the same approach as above, we again fit a line through
the forecasts and compute the “growth slope” (i.e. the value of a). If the forecasts
exhibit significant variations, the “growth slope” a will be accompanied by alarge con-
fidence interval. If the forecasts show good alignment, then the confidence interval for
the “growth” is going to be more contained. If we denote the confidence interval of a
as[a — da, a + da], we define “uncertainty in forecast” to be the fraction 2da/a. Note
that thismetric isless sensitive to the actual size of the forecast, in contrast to other pos-
sible uncertainty indices, such as the width of the 95th confidence interval band shown
in Figure 11.14.

We first examine our “uncertainty” metric for two particular linksinside the network;
see Figures 11.15 and 11.16. The first link is an “internal” link and the second is an
“edge” link. The forecasts obtained for the “internal” link appear to be less volatile than
the forecasts obtained for the approximately equal-activity “edge” link. Inthis particular
case, the uncertainty metric does differentiate the uncertainty of the two different links
and indicates that the edge link (with an uncertainty of 0.89) is more volatile in terms
of its forecasts than the internal link (with an uncertainty of 0.32).

Although our metric does differentiate these two particular links in terms of their
uncertainty, we now show that one should be careful not to generalize too quickly, as
this observation does not hold when examining all links. In Figure 11.17 we show two
sets of results; one curve for the cumulative density function of the uncertainty of all
“internal” inter-PoP links, and a second curve for the “edge” links. We note that, in
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Fig.11.15.  Uncertainty in forecast generated for an internal link (uncertainty = 0.32). The 95% confidence
inteval around the trends in the forecastsis tight.
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Fig.11.16.  Uncertainty in forecast generated for an edge link (uncertainty = 0.89). Forecasts fluctuate with
time and significantly exceed the 95% confidence interval in the forecasted trend in November,
2003. The confidenceinterval iswide around the fitted trend in the forecasts.

general, there are no significant differences in the forecasting uncertainty of edge and
internal links. Hence the composite effect of the factors inducing change (change in
routing, topology and customer base) and factors such as statistical multiplexing do not
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Empirical cumulative density function for the forecasting uncertainty for “edge” and “internal”
links. There appears to be no significant difference between the behavior of the two types of
links.

seem to make one type of link more error-prone than another.” This aso illustrates a
strength of our method because it shows that our approach is not biased toward one type
of link or another. The accuracy of the forecasts does not depend upon the position of
the link inside the network.

Lessons learned

We presented a methodology for predicting when and where link upgrades/additions
haveto take placein the core of an | P network. We measured aggregate demand between
any two neighboring PoPs in the core of a mgjor Tier-1 IP network and analyzed its
evolution at timescales larger than one hour.

We showed that the derived time series exhibit strong periodicities at the cycle of 12
and 24 hours, as well as one week. Moreover, they experience variability at multiple
timescales and feature distinct overall long-term trends.

Using wavelet MRA, we isolated the overall long-term trend and analyzed variabil-
ity at multiple timescales. We showed that the largest amount of variability in the signal
comes from its fluctuations at the 12-hour timescale. Our analysis indicates that a par-
simonious model consisting of those two identified components is capable of capturing

7 We acknowledge that one could do a much more detailed study of the impact of such changes, and thus our
exploration of thisissue is preliminary in that we only examined one metric. However, our exploration of
this metric is comprehensive since we examined all inter-PoP links in alarge backbone.
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98% of thetotal energy in the origina signal, while explaining 90% of its variance. The
resulting model is capable of revealing the behavior of the network traffic through time,
filtering short-lived events that may cause traffic perturbations beyond the overall trend.

We showed that the weekly approximations of the two components in our model can
be accurately modeled with low-order ARIMA processes. Our results indicate that dif-
ferent parts of the network grow at different rates and may also experience increasing
deviations from their overall trend as time progresses. We further showed that calculat-
ing future demand based on the forecasted values for the two components in our traffic
model yields highly accurate estimates. Our average absol ute relative forecasting error
islessthan 15% for at least six monthsin the future, and 17% across a year.

Acknowledging the fact that the Internet is a dynamic environment, we then
addressed the sensitivity of our forecasting scheme to changes in the network envi-
ronment. We showed that the forecasting models obtained in an operational Tier-1
network may in fact vary in time. In addition, they may capture trends that may not
persist. To address thisissue, we presented a scheme for the identification of “extreme”
and possibly erroneous forecasts and recommended alternative forecasts in their place.
Forecasting a dynamic environment, like the one of an IP backbone network, imposes
challenges which are mainly due to topological and routing changes. We showed that
such changes appear to impact forecasting of backbone traffic, both at the edge as well
asthe core of the network.

As a concluding remark, we emphasize that, due to the properties of the collected
time series, direct application of traditional time series analysis techniques proves cum-
bersome, computationally intensive and prone to error. The presented methodology is
simple to implement and can be fully automated. Moreover, it provides accurate fore-
casts for at least six months in the future with a minimal computational overhead. In
this chapter, we demonstrated its performance within the context of capacity plan-
ning. However, multi-resolution analysis of the original signal and modeling of selected
approximation and detail signalsusing ARIMA models could possibly provide accurate
forecasts for the behavior of the traffic at other timescales, such as from one day to the
next or at a particular hour on a given day in the future. These forecasts could be use-
ful for other network engineering tasks, such as scheduling of maintenance windows or
large database network backups.
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From bits to services: information
IS power

The convergence of traditional network services to a common IP infrastructure has
resulted in a major paradigm shift for many service providers. Service providers are
looking for profitable ways to deliver value-added, bundled, or personalized IP ser-
vicesto agreater number of broadband users. As cable operators and Digital Subscriber
Line (DSL) providers capitalize on IP networks, they need to create higher-margin,
higher-value premium services, such as interactive gaming, Video-on-Demand (VoD),
Voice-over-1P (VolP) and broadband TV (IPTV). The missing element of the current
strategy is service differentiation, i.e. the ability to understand at a granular level how
subscribers are using the network, identify what applications or services are being
consumed, and then intelligently apply network resources to applications and attract
subscribersthat promise the highest return on investment. Operators need to manage and
control subscriber traffic. This can be accomplished by introducing more intelligence
into the network infrastructure, which enhances the transport network with application
and subscriber awareness. Such unique visibility into the types of bits carried alowsthe
network to identify, classify, guarantee performance and charge for services based on
unique application and subscriber criteria. Instead of underwriting the expenses associ-
ated with random and unconstrained data capacity, deployment and consumption, this
new wave of network intelligence allows operatorsto consider Quality-of-Service (QoS)
constraints while enabling new possibilities for broadband service creation and new
revenue-sharing opportunities. The same is true with third-party service providers, who
may, in fact, be riding an operator’s network undetected. Deep visibility into Internet
traffic is bound to benefit further management tasks such as SLA monitoring, network
security, traffic optimization and network management.

To makethings alittle more concrete, let uslook into one particular example. Peer-to-
Peer (P2P) and other broadband applications, i.e. applications characterized by high data
rates and associated to large bandwidth consumption, represent today both a challenge
and a new business opportunity for operators. P2P applications are increasing broad-
band demand as more subscribers use the Internet to download music, video, games
and other compelling content. The P2P revolution is rapidly penetrating mainstream
applications ranging from business-collaboration tools to distributed computing, gam-
ing and voice services. P2P is by far the biggest consumer of network resources, with
70% and more of all broadband data throughput consumed by these applications. But
traffic patterns for P2P applications vary dramatically from their client—server counter-
parts, causing a significant change in upstream data requirements, time-of-day activity
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and use of expensive international transit links. Service providers recognize that, left
unmanaged, P2P can become afinancial burden, since network resources are consumed,
forcing constant investment in network capacity without any additiona revenue. Fail-
ure to manage P2P traffic accurately also leads to an increase in number of customer
support load and subscriber churn as network congestion degrades the performance of
other revenue-generating applications. Similar considerations can be made for other
applications such as IPTV, Vol P, on-line gaming, etc.

At the sametime, operators haveto deal with malicious threats hidden in those packet
streamsthat are carried from one end point to another. Today, network security resides at
the heart of the network infrastructure. We have moved from an Internet of implicit trust
to an Internet of pervasive trust, where security policies are the arbiter and no packet,
service or device can betrusted until it isinspected. Thelack of security-conscioushome
users and the open nature of the Internet create a breeding ground for network security
threats impacting both service providers and subscribers. Recent threats have created
“security storms’ resulting from popular viruses as Sasser, Slammer and Blaster. Addi-
tionally, asmore“1P-enabled” handsets and Personal Digital Assistants (PDAS) become
a target for hackers, service security turns out to be a paramount issue for operators
on al fronts. Increased network traffic caused by increased numbers of infected hosts
results in increased costs and technical support calls, while operators seek to track,
disable and block the spread of a malicious activity. Infected machines generate net-
work congestion as they attempt to propagate aviral infection, resulting in performance
degradation for all users. Traffic visibility is essential to operators to react promptly
to these threats and thus defend their infrastructures and services from being hijacked
causing loss of revenue.

By looking at these few examples, one can see how “information” means “power”
these days. As a consequence, we will focus this last part of the book on providing
answers to how to get our arms around this important concept and deal specifically
with (i) how to classify accurately traffic applications and protocols, referred to as the
traffic classification problem, and (ii) how to detect efficiently malicious threats that use
Internet applications as vehicles of delivery, referred to asthe network security problem.

Building intelligence: extracting information from bits

In addition to the fundamental and traditional purposes of traffic analysis such as
network planning, network problem detection and network usage reporting, traffic mon-
itoring and analysisis required in many areas to improve network service quality, such
as in abnormal traffic detection and usage-based accounting. The ability of a network
operator to classify network traffic accurately into different applications (both known
and unknown) directly determines the success of many of the above network man-
agement tasks. Hence it is imperative to develop traffic classification techniques that
are fast, accurate, robust and scalable in order to meet today’s and tomorrow’s |SPS
needs. In order to deal with numerous Internet and network applications and protocols,
amethodical and systematic identification process must be employed. Similar to a law
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enforcement process in which fingerprints are used to identify the involvement of indi-
viduals in specific incidents, signatures are used to identify applications and protocols.
In their most broad sense, signatures are pattern recipes which are chosen to identify
an associated application (or protocol) uniquely. When a new application or protocol
is encountered, it is analyzed and an appropriate signature is developed and added to
a database. Application signatures must be checked on a regular basis as they tend to
vary as new application updates or protocol revisions occur. For example, BitTorrent,
eMule and Skype tend to upgrade their client software on aregular basis and encourage
(and in some cases even force) users to move on to the new release. The use of these
new releases with non-up-to-date signatures will dramatically affect the classification
accuracy of existing systems.

There are several possible methods used to identify and classify traffic. These range
from the mapping of traffic to applications using the transport layer port numbers, iden-
tifying an application using string matching that uniquely maps to a single application,
studying numerical properties of the traffic itself, which disambiguate its nature, and
observing pattern behavior that may transcend the use of numerical properties, since it
does not only rely on traffic statistics, but also is capable of extracting and focusing on
the feature of interest.

e |dentification through the use of transport layer port numbers is probably the easiest
and most well known form of signature analysis. The reasoning is the simple fact
that many applications use their default ports or some chosen ports in a specific and
deterministic manner. A good example is POP3 used by email applications. Incom-
ing POP3 connections typically use port 110 and port 995 when employing security
mechanisms. The outgoing SMTP connection is always towards port 25. However,
the ease of application identification through the use of transport layer port numbers
has recently become a weakness to this approach, particularly because many current
applications disguise themsel ves as other applications. The most notorious exampleis
that of port 80, where many applications camouflage as pure HTTP traffic in order to
go through firewalls. As noted above, some applications select random ports instead
of using fixed default ports. Sometimes, there is a deterministic pattern in how the
specific application chooses the ports to use, whilein other cases the entire port selec-
tion process may be completely random. For all these reasons, it is often not feasible
to use analysis by port as the only tool for identifying applications, but rather as a
form of analysis to be used together with other tools.

e |dentificationthrough string matching involvesthesearchfor asequenceof textual char-
actersor numericvalueswithinthecontentsof the packet, al so known as packet payl oad.
Furthermore, string matchesmay consist of several stringsdistributed within apacket or
several packetswithin the sameflow. For example, many applicationsstill declaretheir
names within the protocol itself, asin Kazaa, where the string “Kazaa’ can be found
inatypical HTTP GET request. If analysisis performed by transport layer portsalone,
then port 80 may indicate HT TPtraffic and the GET request will further corroboratethis
observation. Hencethisanalysiswill resultinaninaccurateclassification,i.e. HTTPand
not Kazaa. However, the proliferation of proprietary protocols and applications makes
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thisapproach not scal able (too many payload signaturesto develop and check onadaily
basis). At the same time, the increased usage of encryption techniques that scramble
payload information makesthe usefulness of such an approach very questionableinthe
yearsto come. This simple example emphasizes once again that several analysistools
arerequired to ensure aproper classification.

e ldentification through the analysis of numerical properties involves the investiga-
tion of arithmetic and numerical characteristics within a packet and of a packet or
several packets. Some examples of properties analyzed include payload length, the
number of packets sent in response to a specific transaction and the numerical off-
set of some fixed string (or byte) value within a packet. For example, consider the
process for establishing a TCP connection using some UDP transactions in Skype
(version prior to 2.0). The client sends an 18 byte message, expecting in return an
11 byte response. This is followed by the sending of a 23 byte message, expecting
aresponse which is 18, 51 or 53 bytes. Unfortunately, several applications might be
characterized by similar pattern transactions, making this approach unreliable if used
as a stand-alone tool. Similar to the identification by port and string matching, the
identification using numerical properties alone is insufficient, and can often lead to a
high level of inaccuracy.

e |dentification through the analysis of pattern behavior refers to the way a protocol
acts and operates. Pattern behavioral analysis typically boils down to the extraction
of statistical parameters of examined packet transactions. Often, pattern behavioral
analysis and port-based analysis are combined to provide improved assessment capa-
bilities. For example, pattern behavioral analysis can use packet-length distribution to
distinguish pure HTTP traffic from P2P file sharing. Indeed, pure HTTP packets tend
to concentrate around a few hundred bytes in length (usually 250-350 byte packets
on average), while P2P control layer information tends to use shorter packet lengths
(usually 80-110 byte packets). In this way, by examining some short-term statistics,
it is possible to conclude whether a port 80 connection carries pure HTTP traffic or
other P2P-related traffic.

In summary, there is no single technique today that will correctly classify traffic
applications as a stand-alone methodology. Although pattern behavior and port-based
techniques represent a powerful combination to deal with the complexity of today’s
environment, major efforts from both the research and vendor communities are still
required to identify correctly which information to extract from IP packets and how to
consume it in a scalable manner. The development of techniques robust to evasion fur-
ther form the focal point of research, both in the academic and industrial, as well asthe
operational, worlds.

Bridging the gap between network infrastructure and applications:
cleaning the bits

A fundamental challenge faced by today’s service providers is maintaining service
predictability in the presence of an outbreak of malicious traffic from one/multiple
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end points spread across one/multiple network boundaries. In today’s terms, this type
of behavior has been considered equivalent to threats such as DDoS attacks, turbo
worms, email and VolP spam, phishing and viruses. The amount of traffic generated
by infections and subsequent outbreaks can disrupt the normal operation and may com-
promise the performance of network elements that are responsible for basic routing and
switching of packets. Although security attacks have always happened in the Internet
history, today we are witnessing a key transformation. While attacks were once pri-
marily the work of hackers who wanted to temporarily take well known sites off-line
to get media attention, they are increasingly being used as the foundation of elaborate
extortion schemes or are motivated by political or economic objectives, costing business
and service providers millions of dollars each year. Thistransformation and its financial
ramifications now require that service providers pay more attention to protect their net-
works and services. At the sametime, dueto the diversity of methods used malevolently
to access or attack organization’s computers and the ever increasing sophistication of
how they are implemented, an I1SP's customers turn toward their service providers for
help. Hence, network security has become today a great venue of generating revenue
for 1SPs that must equip themselves with the right knowledge, hardware and software
platforms to clean the customers’' bits before being delivered.

Many organizations think that if they have afirewall or Intrusion Detection System
(IDS) in place, then they have covered their security bases. Experience bears out that
thisisnot the case. Whileimportant, afirewall aone cannot provide 100% protection. In
addition, the rate at which new security threats are unleashed into the public Internet is
phenomenal. Yesterday’s security architectures and general-purpose tools cannot keep
up. For this reason, incumbent network security policies and systems require ongoing
scrutiny in order to remain effective. As Internet access continues to expand and the
quantity and speed of data transfer increases, new security measures must be adapted.
In order to understand how best to secure the | SPinfrastructure against newer generation
security threats, it isfirst necessary to understand the nature of the problem.

Families of security threats

The threats to an organization’s network are varied and numerous. In the following we
first introduce some of the most deadly families of attacks targeting network infras-
tructure and its end systems, such as DoS/DDoS, network intrusion, worms/viruses,
malicious routes and bogus prefixes. We remind the reader that thislist is not exhaustive
and other threats like email and Vol P spam (known as SPIT), phishing and click-fraud
represent a constant burden for 1SPs and their customers.

Denial of Service

DoSisone of the more prevalent methods currently used by hackers. The goal of aDoS
attack isto flood the network and tie up mission-critical resources used to run Web sites,
Vol P applications or other enterprise applications. In some cases, vulnerabilities in the
Unix and Windows operating systems are exploited intentionally to crash the system,
while in other cases large amounts of apparently valid traffic are directed at sites until
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they become overloaded and fail. Another form of DoS is the Distributed DoS attack,
i.e. DDOS. Thisusesan array of systems connected to the Internet to stage aflood attack
against a single site. Once hackers have gained access to vulnerable Internet systems,
software is installed on the compromised machines that can be activated remotely to
launch the attack. We remark to the reader that any layer of the OSI stack can be a
target of DoS and DDoS attacks, not just the routing and transport layers.

Network intrusion

This usually takes place as the preparation stage of a DDoS attack. Hackers first gain
access to the systems unwillingly drafted for these malicious purposes. Network intru-
sion methods come in many forms. For example, network scanners and sniffers are used
by hackers to discover vulnerabilities that may exist in network hardware and software
configurations; password cracking and guessing tools are used for dictionary cracking
and brute-force cracking methods to discover network passwords; IP spoofing is used
to gain unauthorized access to computers, whereby the intruder sends messages to the
target computer after forging the 1P address of a trusted host by modifying the packet
headers so it appears that the packets are coming from a different host (IP spoofing is
a key tool used by hackers to launch DoS attacks); Trojan horses can pose as benign
applications, often attached to email messages, and may be launched remotely by a
hacker for destructive purposes.

Worms and viruses

These represent the second most deadly method used by hackers. They are malicious
programs or pieces of code usually propagated via email or HTTP packets. After being
loaded onto an unsuspecting recipient’s computer, a virus can often replicate itself and
mani pulate the computer’s email system to disseminate the virus to other users. Some
viruses are capable of transmitting themselves across networks and bypassing security
systems. Although data corruption tends to be the end goal of most viruses, a smple
virus that reproduces itself over and over can be dangerous because it will quickly use
al available system memory and will crash the computer. A worm is a specia type
of virus that can replicate itself and use up memory, but cannot attach itself to other
programs. The most disconcerting characteristic about this specific family of attacksis
related to its ever increasing virulence and sophistication over time; each new epidemic
has demonstrated increased speed over its predecessors. While the Code Red worm took
over 14 hours to infect its vulnerable population in 2001, estimated to 360000 hosts,
the Slammer worm, released some 18 months later, did the same in under ten minutes.
Worse, worms are showing an always growing trend of sophistication that we expect to
lead in the near future to an extensive usage of polymorphic techniques and encryption
to prevent discovery.

Malicious routes and bogus prefixes

These are widely reported and today constitute a serious problem for the entire Internet
user population. The goal of the attack is to gain control of entire packet data-streams
directed toward a legitimate destination or set of destinations by announcing bogus
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routes. In some parts of the Internet, the false route replaces the authentic route to a
prefix. As aresult, traffic that follows the fal se path will eventually be dropped or deliv-
ered to someone who is pretending to be the legitimate destination. This attack is easy
to launch since the BGP routing infrastructure was designed based on an implicit trust
between all participating ASs and border routers. Thus, no mechanism is employed for
authenticating the routes injected into or propagated through the system. An attacker
can simply gain control of a BGP router due to the fact that most | SPs leave the man-
agement console password unchanged for along time. Alternatively, attackers may not
even need to break into a router. They could quite simply register as an ISP, purchase
upstream access from a carrier and inject prefixes at will.

We conclude this section by remarking that a single attack can use more than one of
the above families of threats during its life-cycle. For example, an attacker can start by
stealing ablock of prefixes, use them to search for end hosts having specific ports open,
i.e. ports associated to applications for which the attacker has identified a vulnerability
to exploit, infect the machines with malicious code and then launch a DDoS, spam or
worm attack. Thus, solutions specialized in protecting the network infrastructure from
a specific family of threats only will miss the end-to-end dynamics of the attack. Such
solutions will always play a reactive role in the security life-cycle and never be in a
position to identify the attack proactively and thus stop the attack at the very early
stage, i.e. during the preparation mode.

Limitations of existing security solutions

No matter which tools a hacker group may employ to launch a malicious attack on an
organization, the means to achieve the desired result are the same. Given the mission-
critical nature of today’s business networks, most organizations have recognized the
need for firewalls and IDSs to secure their networks against the underlying mecha-
nisms common to most attacks. However, what many companiesfail to recognizeisthat
isolated solutions, specialized to watch for a one-threat-only, do not provide absolute
security. They address only specific parts of the entire security problem and therefore
reguire complementary technology to guard against attackers’ intent on harming abusi-
ness. When looking within ISP networks, it is very common to find firewalls and IDSs
deployed at the network edge asthe first and second lines of defense in protecting 1SPs
customer networks. But something is still missing! In order to understand the “why”
and “what,” let’sfirst understand what these current security solutions offer today.

Firewalls and IDSs: merits and weaknesses

Firewalls are designed primarily to prevent unauthorized access to private networks
by analyzing packets entering the network and blocking those that do not meet pre-
defined security criteria. For this reason, no business on the Internet today should be
without firewall protection. One of the key roles of afirewall is specifically to prevent
unauthorized Internet users from accessing private networks, especialy intra-nets, via
Internet connections. Firewalls are generally considered to be the first line of defensein
protecting network infrastructures.
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I DS solutions detect suspicious activity in real time by cross-analyzing network activ-
ity against a database of traffic profiles associated with different attack methods and
patternsof “normal” activity. Intrusion detection systemsare generally installed in series
with firewalls, helping to measure the effectiveness of the security system and to iden-
tify necessary enhancements. IDSs are generally considered to be the second line of
defense in protecting network infrastructures.

Unfortunately, these solutions are limited in terms of functionality, capacity and effec-
tiveness. First, firewallsand IDSs provide only part of the overall security system needed
to secure today’s business networks. These systems are focused on detecting and block-
ing worms and viruses or DoS/DDoS and are unable to detect a wider spectrum of
threats. As a consequence, new appliances specialized in phishing, spam filtering, URL
blocking, prefix hijacking, etc., will be required to be deployed asthird, fourth and fifth
levels of defense making the end-to-end management of the security infrastructure a
complete nightmare for ISPs. Moreover, firewalls and IDS solutions are, respectively,
host- and network-segment-aware, but not network-aware, i.e. they lack the perspective
of the overall network state. As aconsequence, they are lacking the end-to-end visibility
into the attack pattern, i.e. how the attack has been set up, who is the mastermind, how
the attack has propagated into the network, and are only focused on the end-systems
they are offering protection to. We believe that this constitutes a major weakness in this
approach to security.

Secondly, most firewalls use packet-filtering techniques to accept or deny incoming
packets based on information contained in the packets TCP and IP headers, such as
source address, destination address, application, protocol, source port number or des-
tination port number. Today’s complex structure of Internet traffic, coupled with the
growing frequency at which new threats and vulnerabilities are discovered, make this
approach alone inadequate to guarantee a high level of security. Most advanced fire-
walls and IDS solutions take this to the next level, featuring increased intelligence and
looking more deeply into packets, thus targeting more granular application traffic anal-
ysis. Although they are more careful in selecting which packets to filter out based on
either complex packet filtering criteria or advanced traffic-behavioral anomaly detec-
tion engines, they face a key challenge due to the fact that they often introduce network
latency problems. Indeed, in order to determineif aflow islegitimate traffic, an intelli-
gent firewall or IDS needs to analyze a series of incoming packets in sequence before
allowing or blocking apacket’s entry into the network. This can takeitstoll on the secu-
rity server processor. If the server has to wait for five or six packets to line up before
making the appropriate determination for each packet, this creates a 500% to 600%
increase in network latency. Thistraffic flow slowdown counteracts the effort to provide
increased bandwidth across today’s high-speed environments. Even when deployed at
the I SP edge, these security systems do not have the throughput to keep up with the pace
of today’s Internet traffic.

Thirdly, existing firewalls and IDS solutions are not able to entrap the network
intruder data and redirect it to a secure location in order to perform forensic analy-
sis. They are specialized at blocking the malicious traffic, but are not able to learn the
intruder identity and redirect the malicious streams somewhere else. As a result, they
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face extreme operational challengeswhen aseverelarge volume DoS/DDoS attack takes
place, just because the attackers can count on many more CPUs than the defense system.

To guard against the types of problems faced by firewallsand IDSs, any complemen-
tary security solution needs to detect (i) awider number of threats while being able to
(i) scale with network traffic and network segments and (iii) being robust to large vol-
ume attacks. Only very recently a new family of solutions has appeared in the market
that tries to bring together the three aspects listed above. The market has coined a new
term for such solutions; Network Behavior Anomaly Detection Systems (NBA-DS).

An NBA-DS solution collects packet and flow information from several data points
in the network and correlates them to gain network traffic awareness. All information is
processed in real time with advanced network-behavior anomaly detection algorithms.
These first two steps are done in real time and in a completely passive fashion. Thus
the system is not intrusive and does not impact the regular flow of packet streamsin the
network. Scalability is achieved through the efficient detection of threats, which relies
on the application of the appropriate statistical tools on asmall number of traffic features
extracted from flows. As soon as a threat is detected, the system further explores the
details of the pattern communication being noted as behaving abnormally, and packet
payloads are carefully analyzed. Actions are then taken in a plurality of different forms,
ranging from traffic blocking or rate-limiting or redirecting the malicious streams to
safety zones for further forensic testing.

In summary, cyber-security is changing the way people think and act. Although many
solutions have been proposed in the market, the jury is still out on qualifying the effec-
tiveness of those solutions. Only recently, NBA-DS solutions appeared in the market
that promise to fulfil the technology gaps of firewalls and IDSs with their unique net-
work traffic awareness, broadly accepted today as a key requirement for security prod-
ucts. Although the architecture of NBA-DS solutions ook promising, how to consume
this huge amount of information and detect stealthy threats still remain open problems.

Summary

In this chapter, we have described the importance for 1SPs to gain a deeper and global
visibility into the applications that flow on top of their infrastructure. Several traditional
network management tasks will benefit from such intelligence, which will definitely
play a key role in the entire life-cycle of new IP services, from the design, monitor-
ing and final launch onto the market. Unfortunately, the proliferation of proprietary
protocols, the exponential growth of peer-to-peer and multi-media applications and
the extensive usage of encryption makes this problem much tougher than ever. While
describing the most accepted and used families of techniques, we highlight how pat-
tern behavior seems to be the most promising approach to deal with the complexity
of today’s environment. As a consequence, in Chapters 13 and 14 we will introduce
new pattern behavior techniques and show how the proper combination of the right
traffic features and powerful statistical algorithms can lead to results of unprecedented
accuracy.
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Similarly to traffic classification, network security represents a key operational task
for ISPs. The ever increasing list of exploited vulnerabilities and, the increase of vir-
ulence and sophistication of the new threats make network security a nightmare for
operators. NBA-DSs have been elected by the market as the next-generation solutions
for security that will raise the bar. How to baseline traffic correctly and differentiate
good bits from bad bits till remain problems. As a consequence, Chapters 15 and 16
will introduce a pool of new behavior anomaly detection algorithms to be used within
an NBA-DS for detecting a variety of different threats. Chapters 13-16 continue uti-
lizing an extensive amount of operational measurements to improve the state-of-the-art
performance of large-scale | P backbone networks.
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Traffic classification in the dark

Classifying traffic flows according to the application that generates them is an important
task for (@) effective network planning and design and (b) monitoring the trends of the
applications in operational networks. However, an accurate method that can reliably
identify the generating application of a flow is still to be developed. In this chapter
and the next, we look into the problem of traffic classification; the ultimate goal is to
provide network operators with algorithms that will provide a meaningful classification
per application, and, if this is infeasible, with useful insight into the traffic behavior.
The latter may facilitate the detection of abnormalitiesin the traffic, malicious behavior
or the identification of novel applications.

State of the art and context

Currently, application classification practices rely to a large extent on the use of
transport-layer port numbers. While this practice may have been effective in the early
daysof the Internet, port numbers currently provide limited information. Often, applica-
tionsand users are not cooperative and, intentionally or not, useinconsistent ports. Thus,
“reliable” traffic classification requires packet-payload examination, which is scarcely
an option due to: (@) hardware and complexity limitations, (b) privacy and legal issues,
(c) payload encryption by the applications.

Taking into account empirical application trends [104] and the increasing use of
encryption, we conjecture that traffic classifiers of the future will need to classify traf-
fic “in the dark.” In other words, the traffic classification problem needs to incorporate
the following constraints: (i) no accessto user payload is possible; (ii) well known port
numbers cannot be assumed to indicate the application reliably; (iii) we can only use
the information that current flow collectors provide. Clearly, there may be cases where
these constraints may not apply, which would make the classification easier. However,
we would like to devel op an approach that would be applicable and deployable in most
practical settings.

Portions of this chapter are reprinted or adapted from Karagiannis, T., Papagiannaki, K. and Faloutsos, M.
(2005). BLINC: multilevel traffic classification in the dark. In ACM SIGCOMM, Philadelphia, PA, August,
2005, pp 229-240, (http://doi.acm.org/10.1145/1080091.1080119).
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Some novel approaches have been taken to consider application classification asasta-
tistical problem. These approaches develop discriminating criteria based on statistical
observations and distributions of various flow propertiesin the packet traces. Typically,
such discriminating criteriarefer to the packet-size distribution per flow, theinter-arrival
times between packets, etc. However, for the most part, these methods do not exploit
network-related properties and characteristics, which we believe contain a lot of valu-
able information. In addition, the validation of a classification method is a challenge.
The effectiveness of most of the current approaches has not been validated at a large
scale, since areference point or a benchmark trace with known application consistency
does not exist.

In this chapter, we will describe anovel approach for the flow classification problem
as defined above, which we call BLINd Classification or BLINC for short. The novelty
of this approach is twofold. First, we shift the focus from classifying individual flows
to associating Internet hosts with applications, then classifying their flows accordingly.
We argue that observing the activity of ahost provides more information and can reveal
the nature of the applications of the host. Second, BLINC follows a different philosophy
from previous methods attempting to capture the inherent behavior of a host at three
different levels: (a) the social level, (b) the network level and (c) the application level.

Combining these two key novelties, we classify the behavior of hosts at three dif-
ferent levels. While each level of classification provides increasing knowledge of
host behavior, identifying specific applications depends on the unveiled “cross-level”
characteristics (i.e. asingle level cannot reveal the generating application by itself).

e At the social level, we capture the behavior of a host as indicated by its interactions
with other hosts. First, we examine the popularity of ahost. Second, we identify com-
munities of nodes, which may correspond to clientswith similar interests or members
of a collaborative application.

e At the functional level, we capture the behavior of the host in terms of its functional
role in the network, namely whether it acts as a provider or consumer of a service,
or both in the case of a collaborative application. For example, hosts that use asingle
port for the majority of their interactions with other hosts are likely to be providers of
the service offered on that port.

e At the application level, we capture the transport-layer interactions between par-
ticular hosts on specific ports with the intent to identify the application of origin.
First, we provide a classification using only 4-tuples (source address, destination
address, source port and destination port). Then, we refine the classification further
by exploiting other flow characteristics such as the transport protocol or the average
packet size.

Tunability

A key feature of the presented methodology is that it provides results at various levels
of detail and accuracy. First, BLINC analyzes traffic at the aforementioned three lev-
els. Second, the classification criteria are controlled by thresholds that, when relaxed
or tightened, achieve the desired balance between an aggressive and a conservative
classification. The level of accuracy and detail may be chosen according to: (a) the
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goa of the study and (b) the amount of exogenous information (e.g. application
specifications).

The highlights of this chapter can be summarized as follows.

e Developing a classification benchmark. We provide a comparison benchmark for flow
classification. We collect full-payload packet traces, and we develop a payload clas-
sification methodology. While this methodology could be of independent interest, we
useit here to evaluate BLINC.

e ldentifying patterns of behavior. We identify “signature” communication patterns,
which can help us identify the applications that a host is engaged in. Using
these patterns, we develop a systematic methodology to implement our multi-level
approach.

e Highly accurate classification. We successfully apply BLINC to several real traces.
While training was based on one of the data sets, BLINC manages to classify success-
fully 80-90% of the total traffic with more than 95% accuracy in all studied traces.

e Detecting the “unknown.” We show how BLINC can help us detect: (a) unknown
applications, such as a new p2p protocol, and (b) malicious flows, which emerge as
deviations from the expected behavior. Note that these cases cannot be identified by
payload-or port-based analysis.

This chapter presents BLINC as an exampl e traffic classification methodology with a
unique shift from characterizing flows by application to associating hosts with applica-
tions. Assuch, it also constitutes afirst attempt at exploring the benefits and limitations
of such an approach. Given the quality of the presented results, we find such an approach
to offer great promise and to open interesting new directions for future research.

The remainder of the chapter is structured as follows. In Section 13.2, we motivate
the problem and describe related work. In Section 13.3, we present the payload-based
classification technique. BLINC is presented in Section 13.4, and its performance results
are shown in Section 13.5. Section 13.6 discusses implementation details, limitations
and future extensionsto BLINC.

Background

Analysis of the application traffic mix has always been one of the major interests for
network operators. Collection of traffic statistics is currently performed either by flow
monitors, such as Cisco NetFlow, or by sophisticated network monitoring equipment,
which captures one record for each (potentially sampled) packet seen on alink. The
former produces alist of flow records capturing the number of bytes and packets seen,
whilethe latter produces alist of packet records that can also be aggregated into 5-tuple
flows (e.g. with the same source, destination IP address, source, destination port and
protocol). For more details, please see Chapter 3. The subsequent mapping of flows to
application classes is not as straightforward, and has recently attracted attention in the
research community.

While port numbers were always an approximate, yet sufficient, methodology to
classify traffic, port-based estimates are currently significantly misleading due to the
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increase of applications tunneled through HTTP (e.g. chat, streaming), the constant
emergence of new protocols and the dominance of peer-to-peer (p2p) networking.
Indeed, studies have confirmed the failure of port-based classification [143].

To address the inefficiency of port-based classification, recent studies have employed
statistical classification techniques to assign flows probabilistically to classes, e.g.
machine learning [128] or statistical clustering [124, 146]. In such approaches, flows
are grouped in a pre-determined number of clusters according to a set of discriminants,
which usually includes the average packet size of aflow, the average flow duration and
the inter-arrival times between packets (or the variability thereof). The size of the first
four packets in an application has been further shown to allow highly accurate classifi-
cation, even when the traffic is encrypted through SSL [36]. Studies have also examined
how the exact timing and sequence of packet sizes can describe specific applicationsin
the dlightly different context of generating realistic application workloads [93].

One of the most challenging application types is p2p traffic. Quantifying p2p traffic
is problematic, not only due to the large number of proprietary p2p protocols, but also
because of the intentional use of random port numbers for communication. Payload-
based classification approaches tailored to p2p traffic have been presented in refs. [104
and 179], while identification of p2p traffic through transport-layer characteristics is
proposed in ref. [104]. In the same spirit, Dewes et al. [66] look into the problem of
identifying and characterizing chat traffic. The approach presented in this chapter goes
beyond previous efforts aimed at classifying most of the applications that generate the
majority of today’s Internet traffic by describing their underlying behavior.

Payload-based classification

This section describes the payload classifier used for the derivation of the ground truth
in application consistency of the analyzed traces and establishes a comparison reference
point. The data used feature the unique property of allowing for accurate classification,
since the monitors capture the full payload of each packet instead of just the header as
is commonly the case. Such data allow us to move beyond simple port-based applica-
tion classification and establish a comparison benchmark. To achieve efficient payload
classification, we develop a signature-matching classifier able to classify the majority
of current Internet traffic.

Payload packet traces

We use packet traces collected using a high-speed monitoring box [141] installed on the
Internet link of two access networks. We capture every packet seen on each direction of
the link along with its full payload.*

1 Note that the data set used in this chapter is different to the traces used so far, since, in order to obtain the
ground truth in application classification, one needs access to full payload, which was not possible for the
Sprint traces.
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Table 13.1. General workload dimensions of the studied traces

Set Date Day Start Duration Source IP

GN 2003-08-19 Tue 17:20 43.9h 1455 K

UN1 2004-01-20 Tue 16:50 24.6h 2709 K

UN2 2004-04-23 Fri 15:40 33.6h 4502 K

Set Destination IP Packets Bytes Av. utilization Av. no. of flows
GN 14869 K 1000M 495 G 25 Mbps 105K

UN1 2626 K 2308 M 1223 G 110.5 Mbps 596 K

UN2 5742 K 3402 M 1652 G 109.4 Mbps 570K

Table 13.1 lists the general workload dimensions of the data sets: the counts of dis-
tinct source and destination |P addresses, the number of packets and bytes observed,
the average utilization and the average number of flows per five-minute interval. Flows
are defined according to their 5-tuple, e.g. source and destination | P address, source and
destination port and protocol. In accordance with previous work [56], aflow is expired
if itisidlefor 64 seconds. We process traces with CAIDA's Coral Reef suite[142]. The
two Internet locations we use are the following:

e Genome campus. This trace (GN in Table 13.1) reflects traffic of several biology-
related facilities. There are three institutions on-site that employ about 1000
researchers, administrators and technical staff.

e Residential university. We monitor numerous academic, research and residential com-
plexes on-site (UN1 and UN2 traces in Table 13.1). Collectively, we estimate a user
population of approximately 20 000. The residential nature of the university reflects
traffic covering awider cross-section of applications.

The two sites and time-of-capture of the analyzed traces were selected so that the
presented methodology could be tested against a variety of different conditions and
a diverse set of applications. Indeed, the selected links reflect significantly differ-
ent network types; this difference will become evident in the following section, in
which we examine the application mix of these links. In addition, the two univer-
sSity traces were collected both during weekdays (UN1) and also at the beginning of
the weekend (UN2) to capture possible weekday-to-weekend variation in application
usage and network-traffic patterns. Finally, the traces were captured several months
apart to minimize potential similarities in the offered services and client interactions.
Such dissimilar traces were intentionally selected to stress-test the belief that the pro-
posed approach models generic networking characteristics instead of link or network
idiosyncrasies, ergo being applicable without requiring previous training in any type of
network.
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Payload classification

Even with access to full packet payload, classification of traffic is far from trivial.
The main complication lies in the fact that payload classification of traffic requires a
priori knowledge of application protocol signatures, protocol interactions and packet
formats. While some of the analyzed applications are well known and documented
in detail, others operate on top of non-standard, usually custom-designed, proprietary
protocols. To classify such diverse types of traffic, we develop a signature-based clas-
sifier in order to avoid manual intervention, automate the analysis and speed up the
procedure.

Our classifier is based on identifying characteristic bit strings in the packet payload
that potentially represent theinitial protocol handshakein most applications (e.g. HTTP
reguests). Protocol signatures were identified either from “Requests for Comments”
(RFCs) and public documents in case of well documented protocols, or by reverse-
engineering and empirically deriving a set of distinctive bit strings by monitoring both
TCP and UDP traffic using tcpdump. Table 13.2 lists a small subset of such signature
(bit) strings for TCP and UDP. The complete list of bit strings we used is included in
Appendix B.

Once the signatures have been identified, we classify traffic using a modified ver-
sion of the crl_flow utility of the Coral Reef suite [142]. Our technique operates on
two different timescales and traffic granularities. The short timescal e operates on a per-
packet basis upon each packet arrival. The coarse timescal e essentially summarizes the
results of the classification process during the preceding time interval (we use intervals
of five minutes) and assists in the identification of flows that potentially have remained
unclassified during payload analysis.

Both operations make use of an {IP, port} pair table that contains records of the IP-
port pairs that have already been classified based on past flows. These {IP, port} pairs
associate a particular |P address and a specific port with a code reflecting its causal
application. The {IP, port} table is updated upon every successful classification and
consulted at the end of each time interval for evidence that could lead to the classifi-
cation of unknown flows or the correction of flows misclassified under the packet-level
operation. Since the service reflected at a specific port number for a specific | P does not
change at the timescales of interest, we use this heuristic to reduce processing overhead.

Table 13.2. Application-specific bit strings at the beginning of the payload.
“Ox” implies Hex characters

Application String Transport protocol
eDonkey2000 0x€319010000 TCP/UDP

MSN messenger “PNG”0x0dOa TCP

IRC “USERHOST” TCP

nntp “ARTICLE" TCP

ssh “SSH” TCP
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Table 13.3. Categories and, applications analyzed and their average traffic percentages in flows (bytes)

Category Application/protocol GN UN1 UN2
Web WWw 32% (14.0%) 31.8% (37.5%) 24.7% (33.5%)
p2p FastTrack, eDonkey2000, 0.3% (1.2%) 25.5% (31.9%) 18.6% (31.3%)

BitTorrent, Gnutella,
WinM X, OpenNap,
Soulseek, Ares, MP2P,
Dirrect Connect,
GoBoogy, Soribada,

PeerEnbler
data (FTP) ftp, databases (MySQL) 1.1% (67.4%) 0.3% (7.6%) 0.2% (5.4%)
Network DNS, Netbhios, SMB, 12.5% (0.1%) 9% (0.5%) 9.4% (0.2%)
Management SNMP, NTR,
(NM) SpamAssasin,
GoToMyPc
Mail mail (SMTP, POP, IMAP,  3.1% (3.4%) 1.8% (1.4%) 2.5% (0.9%)
| dentd)
News news (NNTP) 0.1% (4.0%) 0% (0.3%) 0% (0.2%)
Chat/irc (chtirc) IRC, MSN messenger, 3.7% (0.0%) 1.8% (0.2%) 5.8% (0.7%)
Yahoo Messenger, AIM
Streaming MMS (WMP), Real, 0.1% (0.8%)  0.2% (6%) 0.2% (6.8%)
(strm) Quicktime, Shoutcast,

Vbrick streaming,
Logitech Video IM

Gaming (gam)  HalfLife, Age of - 0.3% (0.1%) 0.3% (0.3%)
Empires, etc.

Non-payload - 45.3% (2.2%) 24.9% (0.5%)  30.9% (1.0%)

Unknown - 1.3%(6.6%) 4.3% (11.9%) 7.3% (16.9%)

To avoid increasing memory requirements by storing an immense number of {IP, port}
pairs, we only keep {IP, port} pairsthat reflect known services such asthose described in
Table 13.3. Finally, to identify data transfer flows further, such as passive ftp, we parse
the control stream to acquire the context regarding the upcoming data transfer, i.e. the
host and port number where the follow-up data connection is going to take place.

Procedure Classifier (Box 13.1) captures the per-packet operation. The proce-
dure simply examines the contents of each packet against the array of strings (in
Appendix B), and classifies the corresponding flow with an application-specific tag in
case of a match. Successful classification of aflow in one direction leads to the subse-
quent classification of the respective flow in the reverse direction, if it exists. Previously
classified flows are not examined unless they have been classified asHTTP. Thisfurther
examination allows identification of non-Web traffic relayed over HTTP (e.g. stream-
ing, p2p, Web-chat, etc.). Finaly if aflow isclassified, we store the {IP, port} pair if the
port number reflects awell known service.
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Box 13.1.

(1) procedure CLASSIFIER

(2 Get pkt and find flow from 5-tuple;
©)] if Isflow classified then

4 if Isflow classified asHTTP then
(5) check payload

(6) goto11:

(7 ese

(8) get next packet

(9) else

(20 check payload

(11) if Isthere amatch then

(12) clasify flow

(13) classify reverse direction > where applicable
14 store {IP, port}pair

(15) get next packet

At theend of each timeinterval, we simply compare all flows against thelist of known
{IB, port} pairsto classify possible unknown flows or correct misclassifications (e.g. a
p2p flow that was classified under Web, because the only packet so far was an HTTP
reguest or response).

Application breakdown

We classify flows in 11 distinct application-type categories. Table 13.3 lists these cate-
gories, the specific applications and their share of traffic as a percentage of the total
number of flows and bytes (in parentheses) in the link. The non-payload category
includes flows that transfer only headers and no user data throughout their lifetime,
while the unknown category lists the amount of traffic that could not be classified.

As expected, the two network types (GN vs UN) are significantly different. The UN
network is mostly dominated by web and p2p traffic, whereas GN contains a large
portion of ftp traffic reflecting large data transfers of Genome sequences. Despite the
difference in the day of capture and the large interval between the two UN traces, their
traffic mix is roughly similar. Other interesting observations from these traces are the
following.

e Non-payload flows account almost for one-third of all flows in both links. Exam-
ination of these flows suggests that the vast majority correspond to failed TCP
connections on ports of well known exploits or worms (e.g. 135, 445). A large per-
centage of address-space scansisalso implied by the large number of destination IPs,
especialy in the GN trace.

e Unknown flows. The existence of user payload data does not guarantee that all flows
in the traces will be classified. Our analysis of the most popular applications cannot
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possibly guarantee identification of all applications contributing traffic to the Internet.
For example, 4-7% of all flows (10% in bytes) of the UN traffic cannot be identified.
Note that a fraction of this unknown traffic is due to experimental traffic from Plan-
etLab [2], a global research network that supports the development of new network
services (three PlanetLab nodes exist behind the monitoring point).

Transport-layer classification

This section describes amulti-level methodology, BLINC, for the classification of flows
into applications without the use of the payload or “well known” port numbers. BLINC
realizes a rather different philosophy compared with other approaches proposed in the
area of traffic classification. The main differences are the following.

e We do not treat each flow as a distinct entity; instead, we focus on the source and
destination hosts of the flows. We advocate that when the focus of the classification
approach is shifted from the flow to the host, one can then accumulate sufficient infor-
mation to disambiguate the roles of each host across different flows and thus identify
specific applications.

e The proposed approach operates on flow records and requires no information about
the timing or the size of individual packets. Consequently, the input to the method-
ology may potentialy be flow record statistics collected by currently deployed
equipment.

e The proposed approach is insensitive to network dynamics, such as congestion or
path changes, which can potentially affect statistical methodologies that rely heavily
on inter-arrival times between the packetsin a flow.

Overview of BLINC

BLINC operates on flow records. Initialy, we parse al flows and gather host-related
information reflecting transport-layer behavior. We then associate the host behavior with
one or more application types and thus indirectly classify the flows. The host behavior
is studied across three different levels as follows.

e At the social level, we capture the behavior of a host in terms of the number of other
hosts it communicates with, which we refer to as popularity. Intuitively, this level
focuses on the diversity of the interactions of a host in terms of its destination I Ps and
the existence of user communities. As aresult, we only need access to the source and
destination | P addresses at this level.

e At the functional level, we capture the behavior of the host in terms of its functional
role in the network; that is, whether it is a provider or consumer of a service, or
whether it participates in collaborative communications. For example, hosts that use
asingle source port for the majority of their interactions are likely to be providers of
a service offered on that port. At this level, we analyze characteristics of the source
and destination | P address and the source port.
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e At the application level, we capture the transport-layer interactions between hosts
with the intent to identify the application of origin. We first provide a classification
using only the 4-tuple (IP addresses and ports), and then we refine the final clas-
sification by developing heuristics that exploit additional flow information, such as
the number of packets or bytes transferred, as well as the transport protocol. For
each application, we capture host behavior using empirically derived patterns. We
represent these patterns using graphs, which we call graphlets. Having a library
of these graphlets, we then seek for a match in the behavior of a host under
examination.

We want to stress that, throughout the described approach, we treat the port numbers as
indexes without any application-related information. For example, we count the number
of distinct ports a host uses, but we do not assume in any way that the use of port 80
signifies Web traffic.

Whilethe preceding levels are presented in order of increasing detail, they are equally
significant. Not only doesthe analysis at each level benefit from the knowledge acquired
in the previous level, but also the classification depends on the unveiled “cross-level”
characteristics. However, the final classification of flows into applications cannot be
achieved without the examination of the application-level characteristics.

A key advantage of the proposed approach isits tunability. The strictness of the clas-
sification criteria can be tailored to the goal of the measurement study. These criteria
can be relaxed or tightened to provide results at different points in the tradeoff between
the completeness of the classification and its accuracy.

BLINC providestwotypesof output. First, it reportsaggregate per-classstatistics, such
as the total number of packets, flows and bytes. Second, it produces alist of al flows
(5-tuple) tagged with the corresponding application for every timeinterval . Furthermore,
BLINC can detect unknown or non-conformant hosts and flows (see Section 13.5).

Throughout the rest of this section, we will present characteristic samples of behav-
iors at each level as seen in the traces. For the sake of presentation, we will only use
examples generated for a single time interval of one of the traces (5 or 15minutes);
however, these observations were typical for all studied traces.

Classification at the social level

We identify the social role of each host in two ways. First, we focus on its popularity,
namely the number of distinct hosts it communicates with. Second, we detect commu-
nities of hosts by identifying and grouping hosts that interact with the same set of hosts.
A community may signify aset of hoststhat participate in a collaborative application or
offer aservice to the same set of hosts.

Examining the social behavior of single hosts
The socia behavior of a host refers to the number of hosts this particular host com-
municates with. To examine variations in host social behavior, Figure 13.1 presents
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Complementary cumulative distribution function of destination |P addresses per source IP for
15 minutes of the UN1 trace for four different applications. ©ACM, 2005.

the complementary cumulative distribution function (CCDF?) of the host popularity.
Based on payload classification from Section 13.3, we display four different CCDFs
corresponding to different types of traffic, namely web, p2p, malware (e.g. failed non-
payload connections on known malware ports) and mail. In all cases, the majority of
sources appear to communicate with a small set of destination IPs.

In general, the distribution of the host popularity cannot reveal specific rulesin order
to discriminate specific applications, since it is highly dependent upon the type of net-
work, link or even the specific IPs. However, this distribution allows us to distinguish
significant differences among applications. For example, hosts interacting with a large
number of other hosts in a short time period appear to participate either in a p2p net-
work or to constitute malicious behavior. In fact, the malware curve appears flat below
100 destination |Ps, denoting the presence of alarge number of possible address-space
scans, where a number of sources has the same number of destination IPs during a
specific time interval.

Detecting communities of hosts

Socia behavior of hosts is also expressed through the formation of communities or
clusters between sets of I1P addresses. Communities will appear as bipartite cliques in
the traces, like the one shown in Figure 13.2. The bipartite graph is a consequence of

2 A CCDF plots the probability of the distribution exceeding the value on the x-axis.
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An example of acommunity in the traces: the graph appears as an approximate bipartite clique.
©ACM, 2005.

the single observation point. Interactions between hosts from the same side of the link
are not visible, since they do not cross the monitored link. Communitiesin the bipartite
graph can be either exact cliques, where a set of source IPs communicates with the
exact same set of destination IPs, or approximate cliques, where a number of the links
that would appear in aperfect clique is missing. Communities of interest have also been
studied in ref. [20], in which acommunity is defined by either the popularity of a host or
the frequency of communication between hosts. Our definition of community istargeted
to groups of hosts per application type.

Identifying the communities is far from trivial, since identifying maximal cliques
in bipartite graphs is an NP-Complete problem. However, there exist polynomial
agorithmsfor identifying the cross-associations in the data mining context [50]. Cross-
association is a joint decomposition of a binary matrix into digoint row and column
groups such that the rectangular intersections of groups are homogeneous or formally
approximate a bipartite clique. In our case, this binary matrix corresponds to the
interaction matrix between the source and destination |P addressesin the traces.

To showcase how communities can provide interesting features of host behavior, we
apply the cross-association algorithm to gaming traffic for a small time period in one
of the traces (a 5-minute interval of the UN1 trace) and we successfully identify com-
munities of gamers. Specifically, Figure 13.3 presents the interaction matrix after the
execution of the cross-association algorithm. The axes present source (x-axis) and desti-
nation (y-axis) 1Ps (350 total IPs), whilethe matrix is essentially the original interaction
matrix shifted in such away that strongly connected components appear clustered in the
same area. The horizontal and vertical lines display the boundaries of the different clus-
ters. Specifically, we observe two major clusters. First, three source | Ps communicating
with a large number of destination IP addresses although not an exact clique (at the
bottom of Figure 13.3, x-axis: 0—280; y-axis. 347-350). Second, an exact clique of five
hosts communicating with the exact same 17 destination 1Ps (x-axis: 280-285; y-axis:
300-317).

In general, we study three different types of communities, according to their deviation
from a perfect clique asfollows.

“Perfect” cliques: a hint for malicious flows
While the previous example displays a perfect clique in gaming traffic, we find that
perfect cliques are mostly signs of malicious behavior. In our analysis, we identify
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Communities of on-line game players appear as highly connected clustersin the interaction
matrix after applying the cross-associations algorithm (UN1 trace, 5 minutes). © ACM, 2005.

a number of hosts communicating with the exact same list of IP addresses (approxi-
mately 250 destination I1Ps in 15minutes). Further analysis revealed that these cases
represented malicious traffic, such as flows belonging to the Windows RPC exploit and
Sasser worm.

Partial overlap: collaborative communities or common-interest groups

In numerous cases, only a moderate number of common IP addresses appear in the
destination listsfor different source |Ps. These cases correspond to peer-to-peer sources,
gaming and also clientsthat appear to connect to the same services at the sametime (e.g.
browsing the same Web pages or streaming).

Partial overlap within the same domain: service “farms”

Closer investigation of partial overlap revealed hosts interacting with a number of IP
addresses within the same domain, e.g. IP addresses that differ only in the least signif-
icant hits. Payload analysis of these IPs revealed that this behavior is consistent with
service “farms’: multi-machine servers that |oad-balance requests of a host to servers
within the same domain. We find that service farms were used to offer web, mail,
streaming, or even DNS services.

Conclusion and rules

Based on the above analysis, we can infer the following regarding the social behavior of
network hosts. First, “neighboring” IPs may offer the same service (e.g. server farms).
Thus, identifying a server might be sufficient to classify such “neighboring” IPs under
the same service (if they use the same service port). Second, exact communities may
indicate attacks. Third, partial communities may signify p2p or gaming applications.
Finally, most 1Ps act as clients contacting a minimum number of destination IPs. Thus,
focusing on the identification of the small number of servers can retrospectively pinpoint
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the clientsand lead to the classification of alarge portion of the traffic, whilelimiting the
amount of associated overhead. Identification of server hosts is accomplished through
the analysis of the functional role of the various hosts.

Classification at the functional level

Atthislevel, weidentify thefunctional role of ahost: hosts may primarily offer services,
use services, or both. Most applications operate within the server—client paradigm. How-
ever, severa applications interact in a collaborative way, with p2p networks being the
prominent example.

We attempt to capture the functional role by using the number of source ports a
particular host uses for communication. For example, let us assumethat host A provides
a specific service (e.g. Web server), and we examine the flows where A appears as a
source. Then, A islikely to use a single source port in the vast majority of its flows. In
contrast, if A were aclient to many servers, its source port would vary across different
flows. Clearly, a host that participates in only one or afew flows would be difficult to
classify.

To quantify how the number of used source ports may distinguish client from server
behavior, we examine the distribution of the source ports a host uses in the traces. In
Figure 13.4, we plot the number of flows (x-axis) versus the number of source ports
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Number of source ports versus number of flows per source IP addressin the UN1 trace for
a 15-minute interval for four different applications. In client—server applications (Web, FTR,
mail), most pointsfall on the diagonal or on horizontal lines for small valuesin the y-axis
(number of used ports). In p2p, points are clustered in between the diagonal and the x-axis.
(©ACM, 2005.
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(y-axis) each source IP uses for 15minutes in the UN1 trace.®* Each subplot of Fig-
ure 13.4 presents traffic from a different application as identified by payload analysis.
We identify three distinct behaviors.

Typical client—server behavior

Client—server behavior is most evident for Web traffic (Figure 13.4, top right), where
most points fall either on the diagonal or on horizontal lines parallel to the x-axis for
values of y < 2. The first case (where the number of portsis equa to the number of
distinct flows) represents clients that connect to Web servers using as many ephemeral
source ports as the connections they establish. The latter case reflects the actual servers
that use one (y = 1, port 80, HTTP) or two (y = 2, port 80, HTTP and 443, HTTPS)
source ports for al of their flows.

Typical collaborative behavior

In this case, points are clustered between the x-axis and the diagonal, as shown in the
case in Figure 13.4 (top left), where discrimination between client and server hosts is
not possible.

Obscure client—server behavior

In Figure 13.4, we plot the behavior for the case of mail and FTP. While mail and ftp
fall under the client—server paradigm, the behavior is not as clear as in the Web case for
two reasons.

(1) The existence of multiple application protocols supporting a particular application,
such as mail. Mail is supported by a number of application protocols, i.e. SMTR,
POPR, IMAP, IMAP over SSL, etc., each of which uses a different service port
number. Furthermore, mail servers often connect to Razor [12] databases through
SpamAssassin to report spam. This practice generates a vast number of small flows
destined to Razor servers, where the source port is ephemeral and the destination
port reflects the SpamAssassin service. As a result, mail servers may use a large
number of different source ports.

(2) Applications supporting control and data streams, such as ftp. Discriminating
client—server behavior is further complicated in cases of separate control and data
streams. For example, passive ftp, where the server uses as source ports a large
number of ephemeral ports different than the service ports (20, 21), will conceal
the FTP server.

Conclusion and rules

If a host uses a small number of source ports, typically two or fewer, for every flow,
then this host islikely providing a service. Our measurements suggest that if ahost uses
only one source port number, then this host reflects a Web, chat or SpamA ssassin server
for TCP, or falls under the network management category for UDP.

3 The source {IP, port} pair is used without loss of generality. Observations are the same in the destination
{IP, port} case.
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Classification at the application level

At this level, we combine knowledge from the two previous levels coupled with
transport-layer interactions between hosts in order to identify the application of origin.
The basic insight exploited by the presented methodology is that interactions between
network hosts display diverse patterns across the various application types. Wefirst pro-
vide a classification using only the 4-tuple (1P addresses and ports), and then we refine
it using further information regarding a specific flow, such as the protocol or the average
packet size.

We model each application by capturing its interactions through empirically derived
signatures. We visually capture these signatures using graphlets that reflect the “most
common” behavior for a particular application. A sample of application-specific
graphletsis presented in Figure 13.5. Each graphlet captures the relationship between
the use of source and destination ports, the relative cardinality of the sets of unique
destination ports and |Ps as well as the magnitude of these sets.

Having a library of these graphlets allows us to classify a host by identifying the
closest matching behavior. Since unknown behavior may match several graphlets, and
the success of the classification will then have to rely on operator-defined thresholds to
control the strictness of the match.

In more detail, each graphlet hasfour columns corresponding to the 4-tuple source I P,
the destination I P, the source port and the destination port. We al so show some graphlets
with five columns, where the second column corresponds to the transport protocol (TCP
or UDP) of the flow. Each node* presents a distinct entry to the set represented by the
corresponding column, e.g. 135 in graphlet 13.5(a) is an entry in the set of destina-
tion ports. The lines connecting nodes imply that there exists at least one flow whose
packets contain the specific nodes (field values). Dashed lines indicate links that may
or may not exist and are not crucial to the identification of the specific application.
Note that, while some of the graphlets display port numbers, the classification and
the formation of graphlets do not associate in any way a specific port number with
an application.

The order of the columns in the visual representation of each graphlet mirrors
the steps of the multi-level approach. Our starting field, the source I P address, focuses
on the behavior of a particular host. Its social behavior is captured in the fanout of
the second column, which corresponds to all destination |Ps this particular source |P
communicates with. The functional roleis portrayed by the set of source port numbers.
For example, if thereis a“knot” at this level, the source IP is likely to be a server, as
mentioned before. Finally, application types are distinguished using the relationship of
all four different fields. Capturing application-specific interactions in this manner can
distinguish diverse behaviorsin arather straightforward and intuitive manner, as shown
in Figure 13.5.

4 The term “node” indicates the components of a graphlet, while the term “host” indicates an end point in
aflow.
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Let us highlight some interesting cases of graphlets. The top row of Figure 13.5 dis-
plays three types of attacks (graphlets (a)—c)). Figure 13.5(a) displays atypical attack
in which a host scans the address space to identify vulnerability at a particular destina-
tion port. In such cases, the source host may or may not use different source ports, but
such attacks can be identified by the large number of flows destined to a given destina
tion port. A similar but slightly more complicated type of attack common in the traces
involves hosts attempting to connect to several vulnerable ports at the same destination
host (Figure 13.5(b)). Similarly, we show the graphlet of atypical port scan of acertain
destination IP in Figure 13.5(c).

The power of the presented method lies in the fact that we do not need to know the
particular port number ahead of time. The surprising number of flows at the specific port
will raise the suspicion of the network operator. Such behaviors are also identifiable by
tools such as AutoFocus [ 75], which, however, do not target traffic classification.

In some cases, hosts offering services on certain ports exhibit similar behavior. For
instance (the server side), web and games all result in the same type of graphlet: a
single source |P communicates with multiple destinations using the same source port
(the service port) on several different destination ports. In such cases, we need further
analysisto distinguish between applications. First, we can use quantitative criteria such
as the relative cardinality of the sets of destination ports versus destination IPs. As we
will describe | ater in this section, the use of the transport protocol, TCP versus UDP, can
further help to discriminate between applications with similar or complicated graphlets
depicted in Figure 13.5 (e)—(1).

Applications such as FTP, streaming or mail present more complicated graphlets,
exhibiting “cris-cross’ flow interactions (Figure 13.5(h)—(j)). These graphlets, have
more than one service ports, or have both source and destination service ports. In
the case of ftp, the source host provides the service at two main ports (control and
data channel), whereas other source ports represent the case of passive ftp. Streaming,
on the other hand, uses specific port numbers both at the source and the destination
side. Streaming users (destination IPs in our case) connect at the service port (TCP) of
the streaming server (control channel), while the actual streaming service is initiated
by the server using an ephemeral random source port to connect to a pre-determined
UDP user port. Similarly, mail uses specific port numbers at the source and destina-
tion side, yet al mail flows are TCP. Mail servers may further use port 25 both as
source or destination port across different flows while connecting to other mail servers
to forward mail. As previously noted, the specific port numbers are only listed to
help with the description of these graphlets and they are in no way considered in the
agorithm.

Lastly, graphlets become even more complex when services are offered through mul-
tiple application and/or transport protocols. As an example, Figure 13.5(1) presents a
mail server supporting IMAP, POP, SMTP and Ident, while also acting asa DNS server.
Knowledge of therole of the host may assist as corroborative evidence on other services
offered by the same host. For instance identifying a host as an SMTP server suggests
that the same host may be offering POP, IMAP, DNS (over UDP) or even communicate
with SpamAssassin servers.
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Heuristics

Here, we present a set of final heuristics that we use to refine the classification and dis-
criminate complex or similar cases of graphlets. This set of heuristics has been derived
empirically throughinspection of interactionspresent invariousapplicationsinthetraces.

Heuristic 1: using the transport-layer protocol

One criterion for such adistinction is the transport-layer protocol used by the flow. The
protocol information can distinguish similar graphletsinto three groups using: (a) TCP,
which includes p2p, web, chat, ftp and mail, (b) UDP, which includes Network Man-
agement traffic and games and (c) both protocols, which includes p2p and streaming.
For example, while graphlets for mail and streaming appear similar, mail interactions
occur only on top of TCP. Another interesting case is shown in Figure 13.5(k), where
p2p protocols may use both TCP and UDP with a single source port for both transport
protocols (e.g. Gnutella, Kazaa, eDonkey, etc.). With the exception of dns, the traces
suggest that this behavior is unique to p2p protocols.

Heuristic 2: using the cardinality of sets

Asdiscussed earlier, the relative cardinality of destination sets (ports versus | Ps) isable
to discriminate between different behaviors. Such behaviors may be web versus p2p
and chat, or Network Management versus gaming. Figure 13.6 presents the number of
distinct destination IPs versus the number of distinct destination ports for each source
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Relationship between the number of destination IP addresses and ports for specific applications
per source IP. The cardinality of the set of destination portsis larger than the one of destination
IPs reflected in points above the diagona for the Web. On the contrary, pointsin the p2p case fall
either on top or below the diagonal. © ACM, 2005.
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IPin 15 minutes of the UN2 trace, for web and p2p. In the web case, most points con-
centrate above the diagonal, representing parallel connections of mainly simultaneous
downloads of Web objects (many destination ports correspond to one destination | P). On
the contrary, most points in the p2p case are clustered either close to the diagonal (the
number of destination portsis equal to the number of destination IPs) or below (which
is common for UDP communications, where the destination port number is constant for
some networks).

Heuristic 3: using the per-flow average packet size

A number of applications display unique behavior regarding packet sizes. For instance,
the mgjority of gaming, malware or SpamAssassin flows are characterized by a series
of packets of constant size. Thus, constant packet size can discriminate between certain
applications. Note that it is not the actual size that is the distinctive feature, but rather
the fact that packets have the same size across all flows; in other words, we simply need
to examine whether the average packet size per flow (e.g. the fraction of total bytes over
the number of packets) remains constant across flows.

Heuristic 4: community heuristic

As discussed in the social behavior of network hosts, communities offer significant
knowledge regarding interacting hosts. Thus, examining |P addresses within a domain
may facilitate classification for certain applications. We apply the community heuristic
to identify “farms’ of services by examining whether “neighboring” IPs exhibit server
behavior at the source port in question.

Heuristic 5: recursive detection

Hosts offering specific types of services can be recursively identified by the interac-
tions among them (variation of the community heuristic). For example mail or dns
servers communicate with other such servers and use the same service port both as
source or destination port across different flows. Also, SpamAssassin servers should
only communicate with mail servers.

Heuristic 6: non-payload flows

Non-payload or failed flows usually point to attacks or even p2p networks (clients often
try to connect to IPs that have disconnected from the p2p network). The magnitude of
failed flows can hint toward types of applications. As previously mentioned, the strict-
ness of classification depends on operator-defined thresholds. These thresholds, which
implicitly originate from the structure of the graphlets and the heuristics, include:11

e the minimum number of distinct destination IPs observed for a particular host (Tq)
required for graphlet matching (e.g. at least Ty |Ps are needed for a host to match the
p2p graphlet);

e the relative cardinality of the sets of destination IPs and ports (T¢) (e.g. for the p2p
graphlet, it will define the maximum difference between the cardinalities of the two
sets so that the graphlet isallowed to match and T; = O indicates that the cardinalities
must be equal);
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e the number of distinct packet sizes observed (Ts) (defines the maximum number of
distinct average packet sizes per flow below which Heuristic 3 is considered);

e the number of payload versus non-payload flows (Tp) (defines the maximum ratio for
Heuristic 6 to be considered).

Note that these thresholds may be specific to the graphlet.

Classification results

We demonstrate the performance of the approach when applied to the traces described
in Section 13.3. Overall, wefind that BLINC is very successful at classifying accurately
the majority of the flowsin all studied traces.

We use two metricsto evaluate the success of the classification method. Completeness
measures the percentage of the traffic classified by the described approach. In more
detail, completeness is defined as the ratio of the number of classified flows (bytes) by
BLINC over the total number of flows (bytes) indicated by payload analysis. Accuracy
measures the percentage of the classified traffic by BLINC that is correctly labeled. In
other words, accuracy captures the probability that a classified flow belongs to the class
(according to payload) that BLINC indicates. Note that both these metrics are defined
for agiven time interval, which could be either over timescales of minutes or the whole
trace, and can be applied to each application class separately or to the entire traffic.

The challenge for any method isto maximize both metrics, which, however, exhibit a
tradeoff relationship. The number of misclassifications will increase depending on how
aggressive the classification criteria are. These criteriarefer to the thresholds discussed
in the previous section and can be tuned accordingly depending on the purpose of the
measurement study. In this work, the thresholds have been tuned in the UN1 trace and
applied as such in the rest of the traces. We examine the sensitivity of the presented
approach relative to the classification thresholds in Section 13.5.2.

We use the payload classification as a reference point (Section 13.3) to evaluate
BLINC's performance. Given that the payload classifier has no information to classify
non-payload flows, such flows need to be excluded from the comparison to level the
field. Further, we have no way of characterizing “unknown” flows according to pay-
load analysis. Consequently, the total amount of traffic used to evaluate BLINC for each
trace does not include non-payload and unknown (according to payload) flows, which
are discussed separately at the end of this section. However, our approach is even able
to characterize flows where payload analysisfails.

Overall completeness and accuracy

BLINC classifies the majority of the traffic with high accuracy

In Figure 13.7, we plot the completeness and accuracy for the entire duration of each
trace. Inthe UN traces, BLINC classifies more than 90% of the flowswith approximately
95% accuracy. For the GN trace, BLINC classifies approximately 80% of the flows with
99% accuracy.
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BLINC closely follows traffic variation and patterns in time

To stress-test our approach, we examine the classification performance across smaller
timeintervals. In Figure 13.8, we plot flows (a) and bytes (b) classified with BLINC ver-
sus the payload classifier, computed over 5-minute intervals for the UN1 data set. The
top line represents all classified flows according to the payload classifier, the middle
line represents flows classified by BLINC, and the bottom line represents flows classi-
fied correctly. The performance seems consistently robust over time. In terms of bytes,
completeness ranges from 70-85% for the UN traces and 95% for the GN trace with
more than 90% accuracy. It is interesting to note that the difference between BLINC
and payload in terms of bytesis due to a small number of large volume flows. In these
flows, both source and destination hosts do not present a sufficient number of flowsin
the whole trace and thus cannot be classified with BLINC without compromising the
accuracy.

High per-application accuracy

Figure 13.9 presents the accuracy and compl eteness for each of the four dominant appli-
cations of each trace, collectively representing more than 90% of al the flows. In all
cases, accuracy is approximately 80% or more, and completenessin most cases exceeds
80%. Note that per-class accuracy and completeness depend on the total amount of traf-
fic in each class. For example, web-related metrics always exceed 90% in UN traces
since web is approximately one-third of al traffic. In GN, where web is approximately
15% of thetotal bytes, completenessis approximately 70% (99% accuracy).
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Fine-tuning BLINC

The tradeoff between accuracy and completeness directly relates to the “strictness’ of
the classification criteria, as discussed in Section 13.4. Here, we study the effect of
one of the thresholds we use in our approach. In classifying a host as a p2p candidate,
we require that the host participates in flows with at least Ty distinct destination |Ps.
Setting Ty to a low value will increase completeness since BLINC will classify more
hosts and their flows as p2p. However, the accuracy of the classification may decrease.
In Figure 13.10, we plot the accuracy and completeness for p2p flows (left columns)
and the total number of classified flows (right columns) for two different values of Ty:
Tq = 1and Tq = 4. We observe that by reducing the threshold, the fraction of classified
flows increases, whereas the fraction of correctly identified flows drops from 99% to
82%. Note that the total accuracy is aso affected (as previously “unknown” flows are
now (mis)classified), but the decrease for total accuracy is much smaller than in the p2p
case, dropping from approximately 98% to 93%. In all previous examples, we have used
avalue of Tq = 4, opting for accuracy.

Thisflexibility is akey advantage of the presented approach. We claim that, for anet-
work operator, it may be more beneficial if BLINC optsfor accuracy. Misclassified flows
are harder to detect within a class of thousands of flows, whereas unknown flows can
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potentially be examined separately by the operator by using additional external infor-
mation such as BLINC’s social and functional role reports, or application specifications
and discussions with other operators.

Characterizing “unknown” flows

In some cases, BLINC goes beyond the capabilities of the payload classification.
Although we unavoidably use payload analysis as a benchmark, payload classification
fails in two cases: (a) it cannot characterize non-payload flows (zero payload packets)
and (b) it cannot profile traffic originating from applications that are not analyzed a
priori. In contrast, BLINC has the ability to uncover transport-layer behavior that may
alow for the classification of flows originating from previously unknown applications
that fall under the graphlet modeled types (e.g. a new p2p protocol).

Non-payload flows

The multilevel analysis of BLINC highlighted that the vast majority of non-payload
flows were due to | P address scans and port scans. Figure 13.11 presents the histogram
of destination ports in the flows that were classified as address space scans for two
different traces using the attack graphlets (Figure 13.5 (a) — (c)). Inspecting the peaks
of this histogram shows that BLINC successfully identified destination ports of well
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known worms or exploits, some of which are highlighted in the plot for visualization
purposes. In total, BLINC classified approximately 26 million flows as address-space
scans in the UN2 trace. In addition, we classified approximately 100 000 flows as port
scanning on 90 IP addresses in the same trace. Note that we did not need to use the
port number of the exploits or any other external information. On the contrary, BLINC
helped us identify the vulnerable ports by showing ports with unusually high traffic
targeted at many different destination |Ps. However, the presented approach cannot in
any way replace IDS systems such as SNORT [15] or Bro [6]. BLINC can only provide
hints toward malicious behavior by detecting destination ports with high activity of
failed flows.

Unknown applications

BLINC has the ability to identify previously “unknown” protocols and applications,
since it captures the underlying behavior of application protocols. Indeed, during our
analysis, BLINC identified a new p2p protocol (classified as unknown with payload
analysis) running on the PlanetLab network [2] (three PlanetLab nodes are behind the
monitoring point). This p2p application corresponded to the Pastry project [161], which
we identified after inspecting the payload, while we were examining the false posi-
tives. BLINC also identified a large number of gaming flows, which were classified as
unknown by payload analysis.

Discussion

Implementing BLINC is not as straightforward as the presentation may have led us
to believe. We present the implementation challenges and issues and discuss BLINC's
properties and limitations.

Implementation issues

We would like to highlight two major functions of the implementation: (a) the gen-
eration of graphlets and (b) the matching process of an unclassified host against the
graphlets. The first function can be executed once in the beginning or periodically in an
off-linefashion. Ideally, the second function should be sufficiently fast in order to enable
the real-time monitoring of a network. This way, the processing of the data for a given
timeinterval should complete before the data for the next interval become available. As
we will see, theimplementation is sufficiently fast for this purpose.

Creating the graphlets

In developing the graphlets, we used all possible means available: empirical observa-
tions, trial and error and hunches. An automated way of defining new graphlets is an
interesting and challenging problem that is left for future work. In our experience, we
typically followed the steps bel ow for creating the majority of the graphlets: (i) detection
of the existence of a new application (which could be triggered from unusual amounts
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of unknown traffic); (ii) manual identification of the hosts involved in the unknown
activity; (iii) derivation of the graphlet according to the interactions observed; (iv)
verification using human supervision and, partially, BLINC.

Matching process among different graphlets

Thegenera ideahereisto examinethe unknown host against al graphletsand determine
the best match. The approach we follow uses a carefully selected order of the graphlets
from more specific to more general. This way, once a match is found the host is clas-
sified and the matching process is stopped. This ordered approach increases the speed
of the matching process compared with examining all possible graphlets every time.

Extensibility: adding new graphlets

As mentioned in previous sections, BLINC is extensible by design. In fact, thiswas an
exercise we had to go through ourselves in our attempt to develop graphlets to capture
the majority of the applicationsin the traces. The addition of a graphlet requires careful
consideration. Before the insertion of the new graphlet in the library, one needs find to
the right place in the order and eliminate race conditions between the new graphlet and
other graphlets with which they may compete for the same hosts. If the new graphlet
IS unique, attention needs to be paid regarding its position in the matching order. If the
new graphlet presents significant similaritieswith other graphlets, then the order must be
carefully examined and potentially additional distinguishing features need to be derived.
Currently, the implementation of BLINC utilizes three special purpose data structures
that capture the diverse application behavior across the graphlets in the library. The
mapping algorithm then goes through each flow and maps it to the application corre-
sponding to the graphlet that best matches the profile of a flow’s source or destination
host. To avoid breaking up the flow of this chapter, we present a description of the three
structures in Appendix C along with the pseudo-code that performs the actual mapping
of flows into applications.

Computational performance

The first version of BLINC shows great promise in terms of computational efficiency.
Despite the fact that the current C++ implementation has hardly been optimized, BLINC
classified the largest and longest (34-hour) UN2 trace in less than 8 hours (flow tables
were computed over 5-minute intervals); processing took place on aDELL PE2850 with
a Xeon 3.4 GHz processor and 2GB of memory, of which maximum memory usage
did not surpass 40%. Consequently, BLINC appears sufficiently efficient to allow for a
real-time implementation alongside currently available flow collectors.

Limitations

Classifying traffic in the dark has several limitations. Note that many of these limita-
tions are not specific to our approach, but are inherent to the problem and its constraints.
BLINC cannot identify specific application subtypes: our technique is capable of iden-
tifying the type of an application, but may not be able to identify distinct applications.
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For instance, we can identify p2p flows, but it is unlikely that we can identify the spe-
cific p2p protocol (e.g. eMule versus Gnutella) with packet header information alone.
Naturally, this limitation could be easily addressed, if we have additional informa-
tion such as the specifications of the different protocols or in the case of distinctive
behavior at the transport layer. We believe that, for many types of studies and network
management functions, this finer classification may not be needed. For example, the
different instances of the same application type may impose the same regquirements on
the network infrastructure.

Encrypted transport-layer headers

Our entire approach is based on relationships between the fields of the packet header.
Consequently, our technique has the ability to characterize encrypted traffic, aslong as
the encryption is limited to the transport-layer payload. Should layer-3 packet headers
also be encrypted, our methodology cannot function. However, thisis probably true for
most classification methods.

Handling NATs

Note that BLINC may require some modification to classify flows that go through
Network Address Tranglators (NATS). Some classification may be possible, since our
method examines the behavior of IP, port pairs, and thus different flows sourcing behind
the NAT will be discriminated through the port number. However, we have no results to
argue one way or the other, since we have not encountered (or identified) any flows that
pass through NATsin the traces.

Lessons learned

In this chapter, we presented BLINC, atraffic classification approach with significantly
different philosophy compared with existing efforts. The novelty of BLINC liesin two
key features. First, it classifies hosts by capturing the fundamental patterns of their
behavior at the transport layer. Second, it defines and operates at three levels of host
behavior: (i) the socia level; (ii) the functional level; (iii) the application level. Addi-
tionally, BLINC istunable, striking the desired point of balance in the tradeoff between
the percentage of classified traffic and its accuracy.

Application of BLINC on three real traces resulted in very promising results. BLINC
classified approximately 80-90% of the total number of flows in each trace, with 95%
accuracy. In terms of individual application types, BLINC classified correctly more
than 80% of the flows of each dominant application in the traces, with an accuracy
of at least 80%. Finally, BLINC identified malicious behavior or previously “unknown”
applications without having a-priori knowledge or port-specific information.

Practical impact and the grand vision
We envision this approach as a flexible tool that can provide useful information for
research or operational purposes in an evolving network with dynamic application
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behavior. By focusing on the fundamental communication behavior, our approach pro-
vides the first step towards obtaining understanding of traffic traces that transcends the
technical specifications of the applications. Lastly, application masguerading within
this context is significantly harder than when using other application classification
techniques. While applications may change their packet size or inter-packet timings,
they will not be able to achieve their objective if they modify their fundamental
communication pattern.
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Classification of multimedia hybrid
flows in real time

Since the 1950s, voice and video services such as telephony and television have
established themselves as an integral part of everyone's life. Traditionaly, voice and
video service providers built their own networks to deliver these services to customers.
However, tremendous technical advancements since the 1990s have revolutionized the
mode of delivery of these services. Today, these services are delivered to the users
over the Internet, and we believe that there are two main reasons for this: (i) deliver-
ing services over the Internet in IP packets is much more economical for voice and
video service providers and (ii) the massive penetration of broadband (i.e. higher band-
width) Internet service has ensured that the quality of voice and video services over
the Internet is good enough for everyday use. The feasibility of a more economical
aternative for voice and video services attracted many |1SPs including Comcast, AT& T
and Verizon, among several others, to offer these services to end users at a lower cost.
However, non-1SPs, such as Skype, Google, Microsoft, etc. have also started offering
these services to customers at extremely competitive prices (and, on many occasions,
for free).

From an I SP's perspective, traffic classification has always been a critical activity for
several important management tasks, such as traffic engineering, network planning and
provisioning, security, billing and Quality of Service (QoS). Given the popularity of
voice and video services over the Internet, it has now become all the more important
for 1SPs to identify voice and video traffic from other service providers for three rea-
sons. (i) Voice and video services other than on ISP’'s own service will severely impact
its revenues and hence ISPs may wish to shape/block flows from these services; (ii)
from a traffic engineering perspective, |SPs may sometimes need to prioritize other
more important traffic (e.g. VPN traffic) to ensure the promised QoS is met, allocat-
ing less resources to voice and video services from other service providers like Skype,
Microsoft, and Google; (iii) from a security perspective, an | SP should always have the
ability to identify accurately all flows and block all malicious ones.

Service providers like Skype, Microsoft (MSN) and Google (GTak) have evolved
from providing isolated services to bundled services. In other words, service providers
initially offered only individual services (either voice, video, file transfer or chat) to
end users. However, today they offer voice, video, file transfer and chat as one bun-
dled service. This change in service paradigm has resulted in changes to the voice and
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video traffic/flow characteristics. In general, we categorize all multimedia (i.e. voice
and video) flows into two types.

(i) Homogeneous flows: these are flows where every multimedia flow is either avoice
or avideo flow.

(if) Hybrid flows: these are flows where voice and video streams are bundled with other
services, such asfile transfer and chat.

In other words, the same flow at layer 3/layer 4 can now carry multiple streams at the
application layer.

Identifying voice and video traffic in both homogeneous and hybrid flows is a very
challenging task. Initial approaches for voice detection relied on application payload
signatures. For example, in ref. [127] the authors study the problem of identifying voice
traffic that uses the standard H.323 protocol [3]. It identifies voice traffic by first rec-
ognizing the TCP setup phase of H.323 using payload signatures, and subsequently
analyzing the UDP datato identify the associated RTP stream. Such techniques are sim-
ple, efficient and extremely accurate. However, service providers started using advanced
encryption techniques for their services, thus making signature-based approaches
obsolete. Hence, the research community started focusing on developing genera clas-
sification techniques that rely solely on layer-3/layer-4 information, such as packet size
and packet inter-arrival time. These techniques can be broadly classified into two: (i)
techniques that classify multimedia (i.e. voice and video) from the rest of the Internet
traffic [123, 148, 84, 105] and (ii) identifying traffic originating from specific applica-
tions; for example, ref. [218] tries to identify Skype voice flows, while ref. [138] tries
to identify all Skype flows. These techniques have two main drawbacks when dealing
with realistic traffic on the Internet. (i) None of these approaches can separate generic
homogeneous voice and video flows from each other, irrespective of the application that
generated them. (ii) When it comes to hybrid flows, there are no known approaches that
can effectively identify the existence of hidden voice and/or video streams.

In this chapter, we address the above issues and propose a self-learning voice and
video traffic classifier called VOV Classifier, that not only identifies voice and video
traffic in both homogeneous and hybrid flows, but a so labels these flows with the appli-
cation that generated them. This classifier works in two phases: an off-line training
phase and an on-line detection phase.

In the off-line training phase, a sample set of flows from applications of interest are
passed as an input to the VOV Classifier. For example, if the application of interest is
Skype, then in the training phase we feed the VOV Classifier with homogeneous Skype
voice and video flows. Note that, irrespective of whether we are interested in classifying
homogeneous or hybrid flows, the input to the VOV Classifier during the training phase
is always homogeneous flows. Similar to other classifiers[124], the VOV Classifier also
relies on two main characteristics of packets in voice and video flows: packet size and
packet inter-arrival time. However, unlike other approaches that consider such metrics
independently from each other, the presented methodology extracts the hidden tempo-
ral and spatial correlations of these features and studies its regularities in the frequency
domain. VOV Classifier first models these features into a two-dimensional stochastic
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process, and then analyzes the properties of this process using the Power Spectral Den-
sity (PSD) analysis. This PSD analysisresultsin application fingerprintsthat can now be
used for accurate classification of flows from the trained application. Note that this fin-
gerprinting mechanism not only identifies voice and video traffic, but also clustersthese
voice and video flows into specific applications. Such a grouping will help differenti-
ate between voice/video flows from different applications (for example, Skype voice
traffic and MSN voice traffic), thus enabling 1SPs to administer application priorities
depending on the service level agreements.

In the on-line detection phase, VOV Classifier first computes the PSD fingerprint for
the flow, and then compares it to the existing fingerprints to classify and subsequently
label the flow as belonging to a particular application.

The main points of this chapter are as follows:

e We present a novel voice and video classifier called VOV Classifier, which is capable
of identifying voice and video streams even if these streams are hidden inside bundled
application sessions. This classifier worksin two phases: an off-linetraining phase and
an on-line detection phase. In the training phase, we extract fingerprints for voice and
video flows, and in the detection phase we use these fingerprints to classify and label
accurately flowsin rea-time.

e We present a novel methodology for extracting the fingerprint of voice and video
flows. We first model the packet size and inter-arrival time of packets in a flow as
a two-dimensional stochastic process, and subsequently use PSD analysis to extract
the hidden regularities constituting the fingerprint of the flow. We show that these
fingerprints are unique for voice and video flows (and also for each application that
generatesthese flows) and can be easily clustered to create avoice and video subspace.
These subspaces can be separated by alinear classifier.

e We use real packet traces containing voice, video and file transfer sessions in Skype,
Google Tak and MSN to evaluate comprehensively the presented methodology. Our
results show that such an approach is very effective and extremely robust to noise. In
fact, we found that the detection rate for both voice and video flowsin VOV Classifier
was 99.5%, with a negligible false positive rate when considering only homogeneous
flows. When considering hybrid flows, the voice and video detection rateswere 99.5%
and 95.5% for voice and video traffic, while still keeping the false positive rate close
to zero.

The rest of the chapter is organized as follows. In Section 14.1 we provide some back-
ground on voice, video and file transfer traffic and describe the packet traces we have
collected and used to validate the methodology presented. In Section 14.2 we show how
simple metrics proposed in the literature, i.e. inter-arrival time and packet size distri-
butions, can lead to a misclassification of voice and video flows if not combined in a
proper way in both homogeneous and hybrid cases. We also present some key intu-
itions that constitute the essence of our methodology. In Section 14.3 we present the
overal architecture of VOV Classifier and explain each main module in greater detail.
Section 14.4 presents a variety of different results obtained using real packet traces,
while Section 14.5 concludes the chapter.
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Background and data description

Let us first present a brief introduction to voice, video and file transfer streams.
Alongside we describe the respective data we collect for al discussed experiments.

Background: voice, video and file transfer streams

Voice stream

A key aspect of most voice streams on the Internet is the interactive behavior of users.
For example, a Voice-over-IP (VolP) phone call typically involves two parties com-
municating with each other in real time. Hence, one of the important parameters that
characterizes voice traffic is the Inter-Packet Delay (IPD). Several standard codecs can
be used for this voice communication, and each of these codecs specifies different IPD
values. We list a few of these standard codecs in Table 14.1. Vol P service providers,
such as Skype, Microsoft (or MSN) and Google (or GTak), give users the ability to
configure different codecs depending on the network conditions. However, by default
most of these service providers use proprietary codecs whose specifications are not
available to analyze. In our experiments, we noticed that Skype and MSN voice traf-
fic use proprietary codecs that could either transmit packets every 20ms or 30 ms.
Although these codecs specify the IPD at the voice transmitter side, the packets that
arrive at the receiver do not have this IPD. One of the primary reasons for thisis the
non-deterministic delay (due to router queues, packet paths, etc.), also referred to as
jitter, experienced by the packets that traverse different linksin the Internet. In order to
minimize the impact of jitter on the quality of voice traffic, voice applications typically
generate packets that are very small in size. Thus, despite the variations due to jitter,
voice streams still exhibit strong regularitiesin the Inter-Arrival Time (IAT) distribution
at the receiver side.

Video streams

Video applications (i.e. live streaming media) send images from a transmitter to a
receiving device by transmitting frames at a constant rate. For example, the H.323 codec
triesto dispense frames at constant rate of 30 frames per second. Typically there are two

Table 14.1. Commonly used speech codecs and their specifications

Standard Codec method Inter-packet delay (ms)
G.711 PCM 0.125

G.726 ADPCM 0.125

G.728 LD-CELP 0.625

G.729 CS-ACELP 10

G.729A CS-ACELP 10

G.723.1 MP-MLQ 30

G.7231 ACELP 30
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types of frames, Intra frames (I-frame) and Predicted frames (P-frame), that are trans-
mitted/interleaved in a periodic fashion. Usualy, the number of P-frames between two
consecutive I-framesis constant. An I-frame is a frame coded without reference to any
frame except itself and usually contains awider range of packet sizes depending on the
texture of the image to be transmitted. |-frames serve as starting points for a decoder to
reconstruct the video stream. A P-frame may contain both image data and motion vector
displacements and/or combinations of the two. Its decoding requires access to previ-
ously decoded |- and P-frames. Typicaly, each P-frame is contained in a small sized
packet in the range 100-200 Bytes. Due to the above properties of video streaming, we
expect to still see some regularitiesin the IAT distribution at the receiver side.

File transfer streams

File transfer applications deliver bulk data from a transmitter to a receiver as fast as
possible, leveraging the network conditions. These applications typically partition afile
into equal-sized segments and transfer one segment at atime to the receiver. Therefore,
afile transfer flow is likely to be composed of equal-sized packets of large size, except
for afew packets at the beginning and at the end of the data transfer. From our analysis,
we observed that all the applications under investigation show that 90% of packets have
size between 1400 and 1500 bytes (1397 bytes for Skype, 1448 bytes for MSN), while
only 10% have size between 50 and 150 bytes.

Data sets

To collect data for our experiments, we set up multiple PCs (1.8 GHz Pentium 4 with
Windows XP) in two different universities to run three applications, Skype, MSN and
GTalk. These universities are located in different parts of the North American conti-
nent. We generated voice, video and file transfer streams between the end hosts over the
timeframe of aweek (May 15-22, 2007). We generated both homogeneous and hybrid
flows. Since we manually generated all of the flows in the data set, we can easily label
each of them as either voice, video or file transfer along with the application that gener-
ated them (Skype, MSN or GTalk). The average time and number of packetsin each of
the sessions were 8 minutes and 9500 packets, respectively. In total, we generated about
690 sessions, and afull breakdown of the sessions generated is given in Table 14.2.

As mentioned earlier in the chapter, our classifier works in two phases: training and
detection. The input to the training phase comprises homogeneous flows with labels,
while the input to the detection phase comprises both homogeneous and hybrid flows
that need to be labeled. Hence we split the data set into two sets — the training set and
the detection set. The training data set contained 90 homogeneous flows (45 of them
were voice and 45 of them were video). We used this set to train the VOV Classifier.
The detection set contained the other 600 flows, which include both homogeneous and
hybrid flows. We used this set to evaluate the performance of the classifier.
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Table 14.2. Number of flows, average number of packets per flow and the average duration of each flow
(in seconds) collected for each application to evaluate the performance of VOV Classifier

Homogeneous flows Hybrid flows

voice video voicetfile video+file

Skype 54/ 20000/ 10 42/125000/ 25 88/220000/ 60 84/478000/ 60
MSN 82/ 58000/ 20 58/68000/ 20 80/428000/ 60 93/420000/ 60
GTalk 26/39000/ 20 38/33000/ 20 25/333000/ 60 30/401000/ 60

Challenges, intuition and discussion

Challenges

We start this section by considering the simpler case of homogeneous voice and video
flows. Differentiating homogeneous voice flows from videos flows has been addressed
as a research problem, with limited success [124]. Two features that have been repeat-
edly proposed for this are the packet Inter-Arrival Time (IAT) and the Packet Size (PS).
Figure 14.1 shows the Cumulative Distribution Function (CDF) of the two metrics com-
puted independently for a Skype voice and video homogeneous flow. The sharp knees
in the CDF of the IAT shows that both Skype voice and video flows show regularity in
the packet IAT (30ms for voice and 5ms for video). Similarly, the knees in the CDF
of the PS shows that most of the packets in Skype voice flows are 120-160 bytes long,
while most of the packetsin Skype video flows are 480-520 bytes long. We find similar
results for all of the Skype homogeneous flows in our data set. In order to differentiate
between Skype voice and video homogeneous flows, one can use asimplefilter that first
checksregularity inthe | AT, and subsequently separates voice and video flows based on
the PS distribution of the flow. In other words, Figure 14.1 suggests that the IAT and
the PS can be computed independently from each other, and we can use simple cut-off
thresholds on the two distributions to distinguish voice from video flows.

Although such a simple technique works reasonably well for differentiating Skype
traffic, it cannot be used in the general case for differentiating voice flows from video
flows. For example, consider the case of MSN. Figure 14.2 shows the CDF of both
the IAT and the PS for an MSN voice and video flow. We can see that voice packets
tend to reach the destination at very regular time intervals of about 20 ms, with packets
that are 105-120 bytes long. For the case of MSN video flows, the detection turns to
be not as friendly as it was for Skype video flows. First, video packets do not exhibit
astrong regularity in AT, as shown by the complete absence of any knees in the CDF
of the IAT. Video packets reach the destination in an almost complete random fashion,
and thus can be easily interpreted as packets belonging to any other non-voice or non-
video application. Secondly, even if we were able to find some regularity in the IAT for
video packets, we cannot distinguish video flows from voice flows due to the significant
overlap of the PS distribution. As a consequence, it is hard to draw a clear cut boundary
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between the two, thus making the simple approach proposed for distinguishing Skype
voice and video flows not generalizable for other applications.

Next, we show how the strong regularity observed in the IAT distribution for both
Skype and MSN homogeneous voice flows is severely affected when we consider
hybrid flows.

Figure 14.3 shows the PS and IAT for all packets in a typical MSN homogeneous
and hybrid voice flow. We plot this graph using the following technique. We traverse
the flow from the first packet to the last packet. For each packet, P;, encountered in
the flow, we record its size, P Sj, and the associated | AT to the next packet, 1AT;. Each
packet P; isthen represented by the pair (P S;, | AT;). In Figure 14.3 we plot all packets
P; belonging to an MSN homogeneous and hybrid voice flow. As we also noted pre-
viously in Figure 14.2, Figure 14.3 shows that MSN homogeneous voice flows have a
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strong regularity with an IAT of 20 ms, around which the majority of packets lie. How-
ever, in case of hybrid flows, we can clearly seethat thisregularity islost. Packets of size
100-140 bytes (which represent the most common packet sizes used by MSN homoge-
neous voice flows) now span alargerange of AT values. As a consequence, such aflow
does not exhibit any significant pattern that can reveal the presence of voice.

In order to quantify this, in Figure 14.4 we show the CDF of the IAT for an MSN
homogeneous and hybrid voice flow. Aswe can see, the sharp kneesthat exist for homo-
geneous flows (around 20 ms range) completely disappear for hybrid flows, suggesting
that these packets reach the destination in a purely random fashion.

Intuition and approach

Aswe saw in Figures 14.2 and 14.4, homogeneous and hybrid voice and video flows do
not always exhibit regularitiesin IAT. Also, the PS distribution could vary considerably
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from one application to another. Hence, considering IAT and PS as independent metrics
will not result in effective classification of voice and video.

Our hypothesis is, however, that all voice and video flows should exhibit some kind
of regularity/patternin |AT and PS. These patterns could be hidden in the packet stream.
Next we show how analyzing the spatial and temporal correlation of these two features
can reveal such hidden regularities. We carry out this analysisusing MSN and show that
such intuition has great potential in revealing the presence of voice and video streams
in the context of both homogeneous and hybrid flows.

First, we consider the case of MSN homogeneous video flows for which no clear pat-
tern can be observed when the two features (PS and 1AT) were computed and analyzed
independently (see Figure 14.2). For this case, we conduct two experiments using the
original video flow:*

e We consider 128-byte packets in the flow along with their timestamps (i.e. the time at
which we received the packet). Note that we discard all other packetsin the flow, and
the flow now has only 128-byte packets with their timestamps. We compute the CDF
of the IAT of this new flow (Figure 14.5). We can now see that these packets exhibit
regularitiesin their 1AT.

e We consider sequences of packets; i.e., if two consecutive packets in the flow have
sizes 128 and 42 bytes, respectively, then we extract those packets along with their
timestamps and discard the rest. We now plot the CDF of the |AT of this series and
find that these sequences of packets also exhibit regularity.

The main take-away point from the above experiments is that, although we do not find
any significant patterns by considering the IAT and PS metricsindividually, we find very
strong patterns when we combine and analyze these metrics together. In other words,
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CDF of the IAT with certain PS grouping for MSN homogeneous video flows.

1 Looking at the PS versus IAT graphs for MSN homogeneous video flows, we found that there was a large
number of packets of size 42 and 128. Hence we pick these packets for these experiments.
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the regularities of avideo flow reside in specific combinations of packet sizes and inter-
arrival times that are maintained for the entire duration of the session. We observe the
same phenomenon for video traffic.

Next, we consider the case of an MSN hybrid voice flow. We apply the same concept
as before and focus on packets of sizes 100-130 bytes (the range of most common
packets observed in MSN homogeneous voice flows). In Figure 14.4, we report the
CDF of the IAT for such aflow. Aswe can see, the shape of the CDF looks very similar
to the original M SN homogeneous voice flow, and clearly isvery different from the one
computed by considering the two metrics independently.

This forms the basis of our approach. In fact, we combine these two metrics using a
stochastic process that is further analyzed in the frequency domain using PSD analysis.
Such amethodology searches for combinations of packet sizesand IAT pairs that occur
more frequently than others and thus carry the majority of the energy of the stochastic
process being created. Furthermore, we remark to the reader that, since different appli-
cations are likely to use different pair-wise combinations of packet sizes and IAT, it is
unrealistic to explore exhaustively such a huge search space. As a consequence, it is
imperative to provide a methodology that automates such atask.

Chat traffic versus file transfer traffic in hybrid flows

Hybrid multimedia flows can contain voice and/or video streams along with file trans-
fer and/or chat streams. Both chat and file transfer streams do not show any hidden
regularitiesin AT distributions. Hence, from the perspective of our problem, both these
streams represent pure noise to the voice and video stream classifier. From our data set,
we see that the PS distribution of chat streams typically ranges from 50 to 600 bytes,
whereas the same for file transfer streams ranges from 60 to 1500 bytes. While the PS
distribution of chat streams can be randomly distributed in its range, the distribution of
PSin file transfer streams is mainly concentrated in two ranges. 90% of packets are in
1400-1500 bytes and 10% in 60-110 bytes.

In thiswork, we only consider hybrid flows that contain voice or video streams along
with file transfer streams. We do this for two main reasons.

(1) Thedatarate of chat streamsis much lower than the datarates of file transfer, voice
and video streams. During our experiments, we noticed that the number of chat
packets observed in a 10-second observation window is negligible compared with
the number of file transfer packets encountered. As a consequence, the presence
of chat traffic can be interpreted as low-level random noise that minimally impacts
the IAT regularities of voice and video streams. On the other hand, we can find
a lot more file transfer packets in any observation window. File transfer packets
are highly interleaved with voice and video packets, and thus have great poten-
tial to impact severely the IAT distribution of the overall flow (as we can see in
Figure 14.4).

(2) Although the PS distribution of chat spans a wide range of packets, from 50 to
600 bytes, the average number of packets that fall in the same range of voice and
video packets is minimal. On the other hand, the PS distribution of file transfer is
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heavily centered around 1400-1500 bytes, and the remaining packets reside in the
range 60—110 bytes, the typical range used by voice traffic. As a consequence, the
PS distribution of voice traffic might be severely impacted by the presence of file
transfer. Note that, although 10% is a small fraction of the overall file transfer PS
distribution, it translates to a large number of packets (orders of magnitude more
than the number of packets in chat streams), since the total number of packets in
file transfer streamsis very large.

VOVClassifier system

As we mentioned in Section 14.1, VOV Classifier is a self-learning voice and video
classifier that works in two phases: an off-line training phase and an on-line detection
phase. In the off-line training phase, the VOV Classifier requires several labeled voice
and video homogeneous flows as the input. The system automatically learns the finger-
prints of the flows and marks these signatures with the label that was provided during
training. For example, if we provide Skype voice flows as the input to the VOVClas-
sifier, then the classifier learns the signature for these flows and marks this signature
as<SkypeVoi ce>. Inthe on-line detection phase, the VOV Classifier examines a new
flow and computesitsfingerprint. Based on the distance of the fingerprint from the exist-
ing clustersin the fingerprint database, the new flow is classified as either voice or video
(or neither) and labeled with the application name. We wish to point out that the VOV-
Classifier requires non-sampled packet traces (just the layer-3 and layer-4 information)
for both training and classification.

The off-line training phase has two modules: (i) Feature Extractor (FE) and (ii)
Voice/Video Subspace Generator (V SG). Note that aflow in the training set isfirst pro-
cessed by FE, which extracts the fingerprints, and subsequently by VSG, which clusters
the fingerprints in an efficient way. The on-line detection phase encounters one more
module, the Voice/Video CLassifier (VCL). The flow isfirst processed by FE, asin the
training phase, which sanitizes the data, collects relevant metrics and extracts the fin-
gerprints, and then isforwarded to the VCL. In the rest of this section, we will elaborate
on each of these modules.

Training phase: FE

The FE module has two main goals: (i) to extract the relevant features from homoge-
neous voice and video flows in the training set and (ii) to generate the flow fingerprint
based on the extracted features. As soon as the FE module encounters aflow, say Fs, it
extracts two features for every packet in the flow that are important for our fingerprint
generation — packet sizes and inter-arrival times. In other words, the FE module inter-
nally describes every packet in the flow as: Fs = {{(P;, Ai);i =1,..., 1}, where P;
and A; represent the PS and the relative arrival time of the ith packet in the flow; | is
the total number of packetsin the flow.
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To generate the fingerprint for aflow, the above information for every flow is modeled
as a continuous stochastic process as follows:

Pty= > Pst-A, (14.1)
(P, A)eFs

where §(-) denotes the delta function. Since digital computers are more suited to deal
with a discrete-time sequence, we transform P(t) to a discrete-time sequence by sam-
pling at afrequency Fs = 1/Ts. The signal in equation (14.1) is a summation of delta
functions and hence its spectrum spans the entire frequency domain. To reshape the
spectrum of P(t) in order to avoid aliasing when it is sampled at the interval Ts, we
apply alow-passfilter, h(t). Thusthe discrete-time signal can be represented asfollows:

Pa(i) =Pn(iTe) = Y  Ph(iTs—A). (14.2)
(P, A)eFs
wherei = 1,..., lg, lg = Amax/Ts + 1 and A isthe arrival time of the last packet

in the flow.
If we assume {Pqy(i )}i'd:1 to be a second-order stationary process, then its PSD can be
computed as follows:

o
Y (@: Py = Y rkiPoel” o el-m ), (14.3)
k=—o00
where {r(k; Pq); k = 1, ..., Ig} represents the autocovariance sequence of the signal
{Pg(i);i = 1,..., lg}. Recal that {Pd(i)}i'd:1 is obtained by sampling a continuous

time signa Py (t) at time interval Ts. Thus, the PSD in terms of real frequency f is
given by

2r f
Pi(f: Py = v (E—;Pd), (14.4)
S

where Fs = 1/Ts. Equation (14.4) shows the relationship between the periodic compo-
nents of a stochastic process in the continuous time domain and the shape of its PSD in
the frequency domain. Note that v ¢ (f; Pq) is a continuous function in the frequency
domain. We assume that M frequencies,i.e.0 < f; < fo < --- < fy < Fs/2, can be
used to represent each feature vector. Finally, we define our PSD feature vector @ e fM
asfollows:

U =[vr (f:Pa), ¥ (F2 Pa), vrr (fus Py ] (14.5)

The above feature vectors uniquely identify voice and video stream. In Section 14.4,
we show experimental results that clearly distinguish voice and video PSD fingerprints,
thus validating our approach. In fact, these fingerprints can also be used to identify
different applications that generate the voice and video flows.

Training phase: VSG

Once the feature vectors (i.e. the PSD fingerprints) are generated by the FE module, the
first step in the VSG module is to perform subspace decomposition, i.e. cluster al the
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fingerprints such that flows with similar feature vectors are grouped with each other in
the same cluster. This clustering mechanism is a key component of the VOV Classifier
that helps to tailor the behavior of the classifier to the user's needs. For instance, if
the user is interested in just distinguishing voice flows from video flows, then he/she
specifies only two labels for &l the flows in the training set. The clustering step in the
VSG will result in three clusters: one for voice, one for video and the last one for all
other flows. However, if the user is interested in differentiating different applications,
say Skype voice, Skype video, MSN voice and MSN video flows, from each other, then
they specify these four labels for the training set, and the VSG module thus yields five
clusters, onefor each of the applicationsand alast onefor al othersthat do not belong to
these applications. Thisfeature of the VSG module makes the VOV Classifier extremely
flexible and configurable.

The second step in the VSG moduleis to reduce the dimension of the feature vectors
generated by the FE module. Note that the M frequencies used for the PSD fingerprint
could be arbitrarily large, and hence in this step we reduce the number of frequencies
required to capture the PSD fingerprint. Indeed, the fewer frequencies we have, the
less memory and CPU cycles the system will consume during the on-line classification
phase. We refer to this step as bases identification.

Subspace decomposition
Let N1 and N> represent the number of voice and video flows, respectively, used for
training the VOV Classifier. The FE module results in two sets of feature vectors:

Voice : w® £ {Jl(l), @), ... i (Nl)} , (14.6)

Video : w@ 2 [&z(l), V22, ... U (Ng)} . (14.7)

We can consider " asan M x N; matrix, for i = 1, 2, where each column represents
a specific feature vector. In other words, &M e 5tM*Ni_ We now apply the concept of
minimum coding length proposed in ref. [96] to obtain non-overlapping partitions of
the voice and video subspace:

v =w U uw) (14.8)

Note that the feature vectors associated with the same application reside within the same
subspace.

Subspace bases identification

As mentioned earlier, the feature vectors for voice and video, ¥, can be considered
as amatrix with dimensions M x N;, where M represents the number of frequencies
in the PSD fingerprint and N; represents the number of training vectors for voice and
video. These dimensions can be very large, thusincreasing the complexity of the on-line
detection phase. Hence, it isimperative to reduce the high-dimensional structurein each
subspace into alower-dimensional subspace. We use PCA to identify bases that should
be used for each subspace, W'k =1,..., Ki;i = 1,2
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Box 14.1. Function IdentifyBases identifies bases of each generic subspace

(1) function [M U, $,U, £ = 1dentifyBases(w € WM<N, )
2 I'L = |\y\ Zwe\y 1#

©) —[%-M,Wz—ﬁ,.--,ww—ﬁ]

(4 Do eigenvalue decomposition on ¥ such that

U=y’ (14.9)

wheret/ £ [dy, - ,im], = 2 diag([02,...,03]) and 02 > 62 > ... >
i

6) J=agmin;Yd  oxm) =5 YN o2m)

(6) Z/:l = [l_jl, Uz, ...,UJ_]_]

(7 U=[l7.0711,....0u]

® £=dag([oZ....02,])

@ E=dag([o2.....07])

(10) end function

Thebasicideaisto identify uncorrelated bases and choose those bases with dominant
energy. Box 14.1 presents the algorithm, where argument ¥ € %M*N represents the
generic subspace \I/k and § is auser-defined parameter that specifies the percentage of
energy to be retained by the new bases. Note that the larger the value of §, the larger
will be the number of bases selected by PCA since more details of the structure of the
original subspace should be captured. Typicaly, § is chosen between 90% and 95% so
that the selected bases capture almost the entire energy in the subspace, while getting
rid of the mgjority of bases that contribute to very little energy.

The PCA agorithm returns five variables that capture the properties of the low-
dimensional subspace obtained. (i) it represents the sampled mean of all feature vectors
residing in the subspace. It is the origin of the newly identified low-dimensional sub-
space. (ii) U the columns of this matrix represent the bases with dominant energy
(i.e. maximum variance). (iii)  represents the variance of the bases identified in the
columnsof /. (iv) U the columns of thismatrix are composed of the null subspace of the
original higher-dimensional subspace. In other words, the columns refer to the dimen-
sions that have been suppressed during the projection to the new lower-dimensional
space as they capture the remaining (1 — §) energy. (V) £ represents the variance of the
columnsin /. These last two outputs are required to calculate the distance of a generic
feature vector to this subspace, which will be described in Section 14.3.4.

Detection phase: FE

Once we train the VOV Classifier using the strategy discussed in Sections 14.3.1 and
14.3.2, the next step is to use this for on-line detection and classification of flows. As
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soon as aflow that requires classification comesinto the VOV Classifier, it is processed
by the FE module, which performs exactly the same tasks asthe FE in the training phase
described in Section 14.3.1. It extracts the PSD fingerprint of each flow and sendsit to
the VCL module.

Detection phase: VCL

This modul e receives the feature vector, 1} of the flow that needs to be classified from
the FE module. The classification algorithm used in this module is shown in Box 14.2.
Thea gorithm hasthreeinputs, 1/7 Oa and 6y . The parameters6a and 6y are user-defined
distance thresholds for voice and video flow classification. In other words, they repre-
sent the maximum distance of a flow from the voice and video clusters to be classified
as either avoice or video flow.

This algorithm first calculates the normalized distances between 1} and all low-

dimension subspaces \IJS) that were calculated in the training phase (using subspace

Box 14.2. Function voicevideoClassify determines whether a flow with PSD feature
vector 1/7 is of type voice or video or neither; 65 are 6y are two user-specified threshold
arguments. Function voicevideoClassify uses function NormalizedDistance to calculate
the normalized distance between a feature vector and a subspace.

(1) function[Voice, Video] = voicevideoCIassify(&, Oa, 6\/)

2 Forvi=12Vk=1,...,K;j

d"” = NormalizedDistance (1/7 i ilii))

(©)] Forvi =12,

di = mind,.”
k
4 if dy < 6p anddy > Oy
(5) Label the flow as voice.
(6) elseif dy > 6a and dz < Oy
(7 Label the flow as video.
(8) ese
9 Label the flow as neither voice nor video.
(20) end if

(11) endfunction
(12) functiond = NormalizedDistance(lﬁ, iU, 2)

a9 d=(F-ii) a5 (v - i)
(14) end function
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decomposition and PCA). Then, based on the distances from the different clusters, this
algorithm labels the flow as either voice, video or neither. Note that, in this section, we
have just considered voice and video as the two categories for classification; however,
incorporating other categories such as Skype voice, MSN voice, Skype video, €tc., isas
straightforward as the above case.

Experimental results

In this section, we first validate the presented approach and then demonstrate the effec-
tiveness and feasibility of VOV Classifier. In other words, we will first show how the FE
module extracts fingerprints that are unique to voice and video flows. We then show how
the V SG module generates voice and video subspaces that are distinct from each other,
thus giving us an opportunity to use simple linear classifiers to separate voice and video
flows. Finally, we will show the effectiveness of the entire system in clearly identifying
voice and video streams in the context of hybrid flows and multiple applications.

Feature extractor module

Aswe explained in Section 14.3.1, the FE module takes homogeneous voice and video
flows as the input to compute a stochastic process for aflow (equation (14.1)) using the
AT and packet sizes, and then extracts a fingerprint using the PSD distribution (equa-
tion (14.5)). Figure 14.6 shows the PSD of the stochastic process for voice and video
flows. We randomly picked two Skype homogeneous voice and video flows from the
data traces. The top and bottom graphs in Figure 14.6 show the PSD fingerprint gen-
erated by the FE module for the two voice flows and the two video flows, respectively.
There are two main observations to be made on thisfigure. (i) The PSD fingerprints for
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voice and video flows are very distinct from each other. In other words, these finger-
prints can be used to distinguish voice flows from video flows. (ii) The PSD fingerprint
of the two voice flows (and the two video flows) are very close to each other. This
implies that when these flows are clustered together by the VSG, all the voice flows can
be clustered into a sphere in hyperspace with very small radius. This small and concen-
trated cluster can be easily differentiated from other clustersusing linear classifiers. We
remark on the importance of such a result in the context of application classification.
Being able to extract such similar fingerprints for voice and video flows, generated by
the same application, makes the distinction between one application and another a very
straightforward task. The sameistrue for video flows.

Voice and video subspace generator

The output from the FE module is used by the VSG module to generate voice and
video subspaces (or clusters) that are far away from each other. The larger the distance
between the two subspaces, the easier it is to classify any flows containing voice and
video streams. Figure 14.7 shows the distance of a Skype homogeneous flow from the
voice subspace on the x -axis and the distance from the video subspace on the y-axis. For
thisresult, we first train the VOV Classifier using several homogeneous voice and video
flows from our traces. After the training phase, we choose many hybrid flows (contain-
ing voice, video and file transfer), for which we already know the correct classification,
and feed it to the classifier to conduct on-line classification. We compute the distance of
al of these flows in the two subspaces that we computed in the off-line training phase
and plot them in Figure 14.7. We can clearly see that all the hybrid flows that contain
voice are very close to the voice subspace compared with the hybrid flows that contain
video streams (which are very far from the voice subspace). This implies that, as soon
as the VOV Classifier computes the PSD fingerprint and calculates the distance from
the existing subspaces, it can tell whether a flow contains voice or video streams using
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Output of the training phase when considering multiple Skype homogeneous voice and video
flows.
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a simple threshold-based scheme. This figure has two important take-away points. (i)
The VSG module actually generates subspaces that are far away from each other, thus
making it easy to classify traffic based on simple thresholds. (ii) The VOV Classifier can
perform efficient and effective on-line classification.

Finally, we wish to point out alimitation in the presented system. In Figure 14.7, we
can see that some of the video flows are clustered with voice flows. Our analysis shows
that these video flows are hybrid flows that contain both voice and video. In other words,
when aflow contains both voice and video streams, the VOV Classifier will classify this
as only voice flows, but not video flows. The reason of this is the well known piggy-
back methodology characteristic of voice and video applications that piggy-back voice
and video packets together to reduce the overall overhead on the datarate.

Overall system

After the off-line training phase, the main goal of the VOV Classifier is to label &l the
incoming flows as containing voice, video or neither. Note that these |abeling categories
could be more specific than just voice and video. For example, we could train the VOV-
Classifier to label the flows as Skype voice, MSN voice, Skype video and MSN video.
However, for ease of presentation in this section, we choose to label an incoming flow
as one of the following: voice, video or neither.

Figure 14.8 and Figure 14.9 show the Receiver Operating Characteristics (ROC)
curve for the VOV Classifier. In other words, the y-axis shows the probability of cor-
rectly labeling a flow, Pp, and the x-axis shows the probability of a false alarm or
incorrectly labeling a flow, Pea. We formally define Pp and Ppa as follows: when a
flow with actual label X is sent through the VOV Classifier for classification, and the
classifier labelsthe flow as X, then

i ---Skype homogeneous voice

Skype homogeneous video

o92¢p . Skype hybrid voice
0

probability of detection, Pp

‘‘‘‘‘ Skype hybrid video

0.2 0.4 0.6 0.8 1
probability of false alarm, Pgp

ROC values for homogeneous and hybrid flows generated by Skype.
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Pojx =P (x - 1} X = 1) : (14.10)
Praix 2P (X =1/ X =0). (14.11)

We use several hundred homogeneous and hybrid voice and video flows (as described
in Section 14.1) as the input to our classifier. As the first step, 45 voice and 45 video
flows are used to train the classifier. We then use the rest of the flows to test the system
accuracy. Note that we already know the actual 1abels (i.e. the ground truth) for all of
the input flows. We now let our system make a decision on these flows and label them.

First, we consider the case of flows generated by asingle application only, i.e. Skype.
In Figure 14.8, we can see that the detection rate of the Skype homogeneous voice and
video flows is very high (over 99%) when the false dlarm rate is very small (<1%).
Comparable results were obtained for hybrid voice flows, while, for hybrid video flows,
we can observe a dight drop in performance, with 94% detection rate for afalse alarm
rate of 1% or below. Similar results were obtained for MSN and Gtalk. Thisfirst set of
results shows that the VOV Classifier can effectively and accurately classify voice and
video flows generated by one single application, even when these flows are mixed with
other streams like file transfer.

Next, we consider amore complex scenario in which homogeneous and hybrid flows
are generated by a mixture of applications, i.e. Skype, MSN and Gtalk. In this case,
the VOV Classifier is asked to (i) classify voice and video flows as before and (ii) label
each flow with the associated application being used to generate such a flow. As acon-
sequence, a homogeneous voice flow being generated by MSN but labeled as Skype
homogeneous voice will be considered as a false positive. In Figure 14.9 we report the
results of our experiment. Asthereader can see, even in this extreme scenario, the detec-
tion rate of the homogeneous voice and video flows is very high (over 99%) when the
false alarm rate is very small (<1%). However, when we input hybrid flows, the results
are not as good. In other words, if we want to keep the false alarm rate to less than 1%,
the detection rate will also be very low (between 20% and 30%). However, when the
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false positiverate is about 4%, the overall detection rate jumps beyond 99%, thus show-
ing that the VOV Classifier performsvery well, even when asked to reveal the application
behind a voice or video flow.

Lessons learned

In this chapter, we presented a novel system, called VOV Classifier, which provides
a robust and accurate detection of voice and video flows. We have shown that this
system is able to detect the presence of voice and video data streams both in the con-
text of homogeneous flows (flows containing either voice or video packets) and hybrid
flows (voice and/or video traffic is bundled together with other types of traffic in the
same flow).

To determine the existence of voice and video traffic, our system (i) creatively mod-
els a network flow using a stochastic process that combines the inter-arrival times of
packets within the flow and the associated packet size; (ii) extracts the hidden regu-
larities of voice and video traffic and highlights their major differences by applying
power spectral density analysis (their fundamental properties are captured into fea-
ture vectors); (iii) groups feature vectors characterized by some degree of similarity
(e.g. associated to the same type of traffic and application) into subspaces and reduces
their high-dimension space to a more manageable one, applying principal component
analysis; (iv) uses minimum coding length as the similarity metric to perform clas-
sification. Results demonstrate the effectiveness and robustness of such an approach,
able to achieve 99.5% detection rate (false positive close to zero) for both voice and
video in the case of homogeneous flows, and 99.5% and 95.5% (fal se positive close to
zero), respectively, for voice and video when dealing with the more complex scenario
of hybrid flows.

This chapter concludes our work on traffic classification and serves as an illustration
of how much visibility into IP services and applications can be obtained from asimple
flow-level knowledge of IP traffic. Next, we consider the problem of how to use this
visibility to discover malicious threats hidden behind normal traffic activity that aim at
compromising machines attached to the Internet.
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Open, any-to-any connectivity isclearly one of the fundamentally great properties of the
Internet. Unfortunately, the openness of the Internet al so enables an expanding and ever-
evolving array of malicious activity. During the early 1990s, when malicious attacksfirst
emerged on the Internet, only afew systems at atime were typically compromised, and
those systems were rarely used to continue or broaden the attack activity. At first, the
attackers were seemingly motivated simply by the sport of it al. But then, as would
seem to be the natural order of things, the miscreants were seized by the profit motive.
Today, network infrastructure and end systems are constantly attacked with an increased
level of sophistication and virulence.

In this chapter, we discuss and face two of the most dangerous threats known by the
Internet community: Denial of Service (DoS) and computer worms. In the following we
refer to them simply by DoS and Computer Worms. Those two families of threats have
different goals, forms and effects than most of the attacks that are launched at networks
and computers. Most attackers involved in cyber-crime seek to break into a system,
extract its secrets, or fool it into providing a service without the approprite authoriza-
tion. Attackers commonly try to steal credit card numbers or proprietary information,
gain control of machines to install their software or save their data, deface Web pages,
or alter important content on victim machines. Frequently, compromised machines are
valued by attackers as resources that can be turned to whatever purpose they currently
deem important. DoS and worms are attacks launched against the network infrastruc-
ture and the end systems attached, respectively. In DoS attacks, breaking into a large
number of computers and gaining malicious control of them is just the first step. The
attacker then moves on to the DoS attack itself, which has a different godl, i.e. to pre-
vent victim machines or networks from offering service to their legitimate users. No
data are stolen, nothing is altered on the victim machines and no unauthorized access
occurrs. The victim simply stops offering service to normal clients because it is pre-
occupied with handling the attack traffic. Worms, a simple “slang” term for automated
intrusion agents, are fast becoming a popular method to compromise networks and sys-
tems attached to them. Due to their speed and aggressiveness, worms represent arising

Portions reprinted, with permission, from Ranjan, S., Shaleen, S., Nucci, A., Munafd’, M. M., Cruz, R. and
Muthukrishnan, S. M. (2007). “Dowitcher: effective worm detection and containment in the Internet core” In
IEEE Infocom, Anchorage, AK, May, 2007.
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concern for network operators. When used as stand-alone tool s, worms can cause severe
damage to the network infrastructure by eating up alarge portion of bandwidth and thus
causing degradation of quality of service to commercia applications and routing insta-
bility. Often worms have been used in the preliminary stage of a DoS when the attacker
seeks to gain control over alarge number of machines in a very short time frame (for
example, Code Red [144]).

In the following we discuss how these threats work and introduce some commonly
used terminology. Due to the importance of such a topic and the limited knowledge
of techniques that can efficiently be used to fight those threats, we will present in this
chapter aflexible framework for network behavior anomaly detection based on the novel
concept of information entropy that can be of great assistance to IDSs and Firewallsin
defending network infrastructures and customer network perimeters. We note that the
material presented in this chapter is intended to be an introduction to the problem and
should not be considered an exhaustive survey of the topic.

Understanding denial of service

A DoS attack is characterized by an explicit attempt to prevent legitimate use of service.
There are two main approaches to denying a service: exploiting a vulnerability present
on the target or sending a vast number of seemingly legitimate messages. Thefirst kind
of an attack isusually called avulnerability attack, while the second is called aflooding
attack.

Vulnerability attackswork by sending afew specifically crafted messagesto the target
application that posesses a vulnerability. This vulnerability is usually a software bug or
abug in adefault configuration of a given service. Malicious messages by the attacker
represent an unexpected input that the application programmer did not foresee. The
messages cause the target application to: enter an infinite loop; severely slow down,
crash, freeze, or reboot a machine; or consume a vast amount of memory and deny
service to legitimate users. This process is called exploiting a vulnerability, and the
malicious messages are called the exploit. In this chapter we will not focus on this type
of DoS.

Flooding attacks work by sending a vast number of messages whose processing con-
sumes some key resource at the target. For instance, complex messages may require
lengthy processing, which takes CPU cycles, because large messages take up band-
width and messages that initiate communication with new clients take up memory.
Once the key resource is tied up by the attack, legitimate users cannot receive ser-
vice. The crucia feature of flooding attacks is that their strength lies in the volume,
i.e. not necessarily meant as bytes per second, rather than in the content. This has two
major implications. First, the attackers can send a variety of packets. The attack traffic
can be arbitrarily similar to the legitimate traffic, which greatly hinders defense, and
attack the victim machines in many different forms. Second, the flow of traffic must
be large enough to consume the target’s resources. The attacker usually has to engage
more than one machine to send out the attack traffic. This processis usually performed



312

Detection of data plane malware: DoS and computer worms

automatically through scanning of remote machines: looking for security holes that
will enable subversion. Usually this phase is carried out through the use of computer
worms and/or Trojans. Poorly secured machines that do not have recent patches and
software updates, or are not protected by a firewall or other security devices, or their
users have easy to guess passwords, are usually infected. We will discuss afew of those
scanning techniques in Section 15.2, as they are commonly used by several instances
of known worms. Flooding attacks are therefore commonly referred to as Distributed
DoS, or DDoS. DDoS attacks manifest themselves in so many different forms as they
can choose among a variety of victim types, i.e. application, host, resource, network and
infrastructure.

Application attacks target a given application on the victim host, thus disabling legit-
imate use of that application and possibly tying up resources of the host machine. If the
shared resources of the host machine are not completely consumed, other applications
and services should still be accessible to the users. For example, abogus signature attack
on an authentication server ties up resources of the signature verification application, but
the target machine will still reply to ICMP Echo requests, and other applications that
do not require authenticated access should still work. Detection of application attacks
is challenging because other applications on the attacked host continue their operations
undisturbed and the attack volumeisusually small enough not to appear anomalous. The
attack packets are virtually indistinguishable from legitimate packets at the transport
level, and the semantics of the targeted application must be heavily used for detection.

Host attacks disable access to the target machine completely by overloading or dis-
abling its communication mechanism or making a host crash, freeze or reboot. An
example of this attack is a TCP SYN attack. The victim host reserves some memory
in a limited-size buffer for each new communication request, while the attacker can
send out those requests without any memory cost. This asymmetry helps the attacker
disable any new communication during the attack, while sending very few TCP SYN
packets. Thistype of attack may manifest itself with an associated low, medium or high
volume of traffic.

Resource attacks target a critical resource in the victim’s network such as a specific
WEB server, arouter or a bottleneck link (i.e. local network interface that attaches the
victim to the Internet). Depending on the target, the attacker can sometimes perpetrate
an effective flooding attack with much smaller volumes. These types of DDoS attacks
are also known as stealthy DDoS. An example of such an attack can be observed when
the attacker wants to bring down aWeb server. It can either flood the server with ahuge
number of HTTP requests, and thus consume the resources of the target, or it can moni-
tor and thus discover the server activity over time identifying the few pages that request
the largest consumption of the server resources to be processed. Web pages contain-
ing large video clips or many images are characteristic of such attacks. The attacker can
then request access to these pages many times. In this case, although the total number of
requests originated to the Web server under attack might still look very normal in terms
of thetotal amount of incoming traffic, the server might experience a severe degradation
in performance and eventually crash.
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Network attacks consume the incoming bandwidth of a target network with attack
packets whose destination address can be chosen from the target network’s address
space. These attacks can deploy various packets (since it is volume and not content that
matters) and are easily detected due to their high volume. For example, if the attacker
knows that the victim is attached to a 1 Gbps network segment, then they will send
enough packets to the victim or other nodes on the segment to overwhelm it. Most
networks become unusabl e as the traffic offered to them approaches their rated capacity;
so little or no legitimate traffic will get through to the victim.

Infrastructure attacks target some distributed servicethat is crucial for global Internet
operation. Examples include the attacks on Domain Name Service (DNS), large core
routers, routing protocols, certificate servers, etc. The key feature of these attacksis not
the mechanism they employ to disable the target, but the simultaneity of the attack on
multiple instances of acritical servicein the Internet infrastructure.

Denial of serviceis possible without using distributed techniques, but it poses a chal-
lenge for an attacker. For example, imagine that a DoS attack based on pure flooding
originates at a single machine with a 10 Mbps link and that it is directed toward a vic-
tim machine that has a 100 Mbps link. In an attempt to overwhelm the victim’s link,
the attacker will flood his own network and deny service to himself. To disrupt the
victim’'s communication successfully, the attacker must compromise an agent machine
that has more network resources than the victim. It is very intuitive that this approach
does not scale. In order to overcome the above issue, the attackers might perform the
same actions, but in a pure distributed manner, say, using 100 machines. Each machine
can now send 1 Mbps toward the victim. Assuming all 100 machines have a 10 Mbps
link, none of them generates enough traffic to cause serious harm to its own local net-
work. But the Internet delivers all attack traffic to the victim, overwhelming its link.
Thus, the victim’s service is denied, while the attackers are still fully operational. Those
machines being used to launch a DDoS are called zombies, daemons, agents, or slaves.
In this book we use the term agents. These agents, as mentioned above, are usually
poorly secured machines with no recent patches and software updates, unprotected by
firewalls or having easily guessed passwords. Their recruit is usually executed in an
automated fashion, using either scanning techniques that search for specific vulnerabil-
ities, i.e. computer worms, or through distributing attack software under the disguise of
auseful application, i.e. Trojan horses.

The attacker can further hide their identity by deploying several layers of indirec-
tion between his machine and the agents. They may use one or several machines that
deliver commands to the agents. These machines are called handlers or masters, and
the attacker’s machine is called the controller. In this book we use the term handlers.
Another layer of indirection consists of the attacker’s logging on to several machines
in sequence, before accessing the handlers. These intermediary machines between the
controller and the handlers are called stepping stones. Both handlers and stepping stones
are used to hinder investigation attempts. If authorities located and examined an agent
machine, all its communication would point to a stepping stone, and then to another
stepping stone, and so on. If stepping stones are selected from different then countries
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and continents (and they usually are), it becomes very difficult to follow thetrail back to
the controller and unvell their identity. Another means of obscuring the attack isthrough
the use of IP spoofing. Each packet in the Internet carries some control information pre-
ceding the data, i.e. an |P header. Onefield in the IP header specifies the address of the
sender, i.e. the source IPfield. Thisinformation isfilled in by the machine that sendsthe
packet (an action similar to putting a return address on a letter), and is used by the des-
tination, or the routers on the path to the destination, to send replies back to the source.
Attackers commonly forge this field to achieve impunity for the attacks and hinder the
discovery of agent machines. Note that this approach can only be used if the attacker is
not making use of bidirectional communication.

The issues described above make DDoS attacks a frightening possibility. Yet
researchers in computer and network security are aware of many frightening possibili-
ties that never come to pass. Are security researchers merely alarming the public with
claims of the dangers of DD0S? Unfortunately, DDoS attacks are not speculation or
fiction. A number of recent studies have demonstrated that DDoS attacks are extremely
common in today’s networks [9]. Given that they are usualy quite effective and that
perpetrators are rarely caught, there is reason to believe they will become even more
popular in the future. Measuring the frequency of any form of attack in the Internet
is difficult. Victims do not always realize that they are under attack. When a service
does not respond correctly, people first blame their infrastructure, searching for net-
work problems. Even if they do recognise an attack, they often fail to report it to any
authority. A number of organizations use survey techniques to gain some insight into
the prevalence of DDoS attacks. Interestingly enough, al of them seem to point to year
2001 as the time where DDoS attacks started to become popular in the Internet. Since
then, DDoS attacks have evolved both in terms of size of the agent army (the aver-
age number of agents in 2001 was estimated to hundreds, while in 2007 the number
increased to hundreds of thousands of agents), sophistication (attacks are increasing
towards high-revenue services such as Vol P and IPTV) and obfuscation (it was in 2005
that thefirst case of DDoS using amixture of stepping stones and | P spoofing techniques
was observed in acommercial environment).

Understanding worms

A computer worm is a program that self-propagates across a network, exploiting secu-
rity or policy flawsin widely used services. Worms are not a new phenomenon, having
first gained widespread noticein 1988 [189]. We distinguish between worms and viruses
in that the latter infect otherwise non-mobilefiles and therefore require some sort of user
action to abet their propagation. As such, viruses tend to propagate more slowly. They
also have more mature defenses due to the presence of a large anti-virus industry that
actively seeks to identify and control their spread. In order to understand the worm
threat, we divide its dynamics into several steps: target discovery, carrier, activation
and intent of the attack.
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Target discovery

For aworm to infect a machine, it must first discover that the machine exists, known
as target discovery. There are a number of techniques by which a worm can discover
new machines to exploit, including scanning, pre-generated target lists, external target
lists and internal target lists. Worms can also use a combination of these strategies. If a
defense blocks agiven strategy, this can prevent an entire class of worms from propagat-
ing. Scanning entails probing aset of addressesto identify vulnerable hosts. Two simple
formsof scanning are sequential (working through an address block using an ordered set
of addresses) and random (trying addresses out of a block in a pseudo-random fashion).
Dueto its simplicity, it isavery common propagation strategy, and has been used quite
extensively and successfully. Scanning worms spread comparatively slowly compared
with anumber of other spreading techniques, but, when coupled with automatic activa-
tion, they can still spread very quickly in absolute terms. There are several optimizations
which apply to scanning worms. A highly effective optimization is a preference for
local addresses. Although this may be dlightly inferior for Internet-scale propagation,
it enables the worm to exploit a single firewall breach to scan the entire local network.
Using thistechnique, asingle copy of the scanning program can compromise many vul-
nerable machines behind the firewall. Permutation scanning enables a worm to utilize
distributed coordination to scan the net more effectively and to determine when the bulk
of the network isinfected. The efficiency of a scanning activity can be limited by either
delay constraints or bandwidth constraints. Many worms, such as Code Red [145], use
scanning routines which are limited by the latency of connection requestsrather than the
throughput by which requests can be sent. Indeed, Code Red required the transmission
of aTCP-SY N packet, followed by aresponse or timeout. In principal, worms can com-
pensate for this latency by invoking a sufficient large number of threats. However, in
practice, context switching overhead is significant and there are insufficient resources
to create enough threats to counteract the network delay, i.e. the worm quickly stalls
and becomes latency limited. The alternative, a bandwidth-limited scanner, is substan-
tially faster. Slammer/Sapphire [144] was inadvertently a bandwidth-limited scanner as
a side-effect of its single-packet UDP design. It used a single 404 bytes packet (com-
pared with the 4 Kbytes packet of Code Red and 60 Kbytes packet of Nimda) to UDP
port 1434 (SQL Server vulnerability exploit). The worm was able to send these scans
without requiring aresponse from the potential victim and thuswas able to spread nearly
two orders of magnitude faster than Code Red. In only ten minutes it was able to infect
asimilar size of hosts as Code Red, i.e. around 360 000, while its predecessor took over
12 hours [197].

In general, the speed of scanning worms is limited by a combination of factors,
including the density of vulnerable machines, the design of the scanner and the ability of
edge routers to handle a potentially significant increase in new, diverse communication.
Pre-generated target lists can be used to accel erate a scanning worm. An attacker could
obtain a target list in advance, creating a “hit-list” of probable victims. The biggest
obstacle is the effort to create the hit-list itself. For a small target list, readily avail-
able public sources or open access points can be used to perform small-scale scans.
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Comprehensive lists require more effort: either a distributed scan or the compromise
of a complete database. Similar concepts hold in the case of an external target list. In
this case, the attacker maintains a separate server to track the vulnerable population of
hosts. The worm queries the external server in order to determine its new targets. These
worms are known as metaserver worms and typically attack Web servers (for example
using Google as a metaserver in order to find other Web servers to attack). Although
we have not seen a metaserver worm in the wild, we want to emphasize the significant
risks that are associated with this due to the great speed such a worm could achieve.
A worm may use the information that many applications contain about other hosts in
order to spread. Such target lists can be used to create topological worms, where the
worm searches for local information to find new victims by trying to discover the local
communication topology. The original Morris worm [189] used topological techniques
including Network Yellow Pages, /etc/hosts, and other sources to find new victims. For
applicationsthat arefairly highly connected, such as chat, email or gaming, such worms
can beincredibly fast.

Carrier

The means by which propagation occurrs can al so affect the speed and stealth of aworm.
A worm can either actively spread itself from machine to machine, or it can be carried
aong as part of normal communication. There are three types of carrier modes. A worm
can actively transmit itself as part of the infection process, i.e. it delivers the worm
body during the target discovery phase (see CRClean worm as an example [46]). Some
worms, such as Blaster [29], require a secondary communication channel to complete
the infection. Although the exploit uses the Remote Procedure Call (RPC), the victim
machine connects back to the infecting machine using Trivial FTP (TFTP) to download
the worm body, completing the infection process. Finally, aworm can send itself along
as part of a normal communication channel, either appending to or replacing normal
messages. As aresult, the propagation does not appear as anomal ous when viewed as a
pattern of communication.

Activation

A key step of the worm contamination process is the activation of the worm body
residing on the victim host. An efficient worm activation can drastically affect how
rapidly a worm can spread because some worms can arrange to be activated nearly
immediately whereas others may wait days or weeks to be activated. In general, the
activation process can either be invoked (i) by the execution of a specific code by the
end user, (ii) by some human activity not strictly related to the worm, (iii) according
to a scheduled process or (iv) it can be completely automated with no kind of human
involvement. The slowest activation approach, known as human activation, requires a
worm to convince alocal user to execute the local copy of the worm. Since most people
do not want to have a worm executing on their system, these worms rely on a variety
of social engineering techniques. Some worms, such as the Melissa email-worm [47],
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indicate urgency on the part of someone you know (“Attached is an important mes-
sage for you"); others, such asthe lloveyou [48] attack, appeal to an individual’s vanity
(“Open this message to see who loves you"); and others, such as the Benjamin [190]
worm appeal to greed (“Download this file to get copyrighted material for free”). Sim-
ilarly, many worms are activated when the user performs some activity not normally
related to the worm, such as resetting the machine or logging in, therefore execut-
ing scripts, etc. This activation approach is known as human activity-based activation.
Another activation process being used is known as scheduled process activation. Such
programs can propagate through mirror sites (e.g. OpenSSH Trojan, etc.), or directly
to desktop machines. Many desktop operating systems and applications include auto-
updater programs that periodically download, install and run software updates. Early
versions of these systems did not employ authentication, so an attacker needed only to
serve a file to the desktop system to infect the target (see ref. [78] for more details).
Other systems periodically run backup and other network software that includes vul-
nerabilities. The fastest activated worms known so far are able to initiate their own
execution by exploiting vulnerabilities in services that are aways on and available
(e.g. Code Red exploiting 11S Web servers) or in the libraries that the services use
(e.g. XDR [49]). Such worms either attach themselves to running services or execute
other commands using the permissions associated with the attacked service. Execution
occurrs as soon as the worm can locate a copy of the vulnerable service and transmit
the exploit code.

Intent of the attack

Last in the processisthe attack intent, reflected in code carried in the packet payload of
theworm. Different sorts of attackerswill desire different payloadsto further their ends.
Code Red |1 opened a trivia-to-use privileged backdoor on victim machines, giving
anyone with a Web browser the ability to execute arbitrary code. The Sobig worm [186]
created an open-mail relay for use by spammers. Another common payload is a DoS
attack. Code Red, Yaha[131] and others have all contained DoS tools, either targeted at
specific sites or retargetable under the attacker’s control.

In this chapter we introduce a general framework that can be used to detect a variety
of different network anomalies, e.g. DDoS, worms, port scans, etc. The methodology is
composed of two tiers. Thefirst tier uses the powerful concept of information entropy to
detect promptly network anomalies that alter the structure and randomness of Internet
traffic. By monitoring the divergence of specific traffic features observed in real time,
we are able to classify correctly the network anomaliesin several families. The second
tier gains a deeper understanding of the detected anomaly by collecting and processing
key payload content information. This second module comes to be very helpful if the
operator isinterested in extracting more information from the ongoing attacks, such as
the packet payload signatures in case of worms or the subject/body of an email or VolP
spam activity.
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Related work: Worms and DoS

Various methods have been proposed in the literature to detect DoS and worms. An
extensive survey of those techniques can be found in refs. [139] and [203]. We start
by exploring the techniques proposed to detect worms. These can be divided into two
major categories.

Worms

The first class is based on content fingerprinting using the layer-7 traffic information
refs. [106, 112,150, 180]. The primary intuition underlying this classis that an ongoing
worm propagation should manifest itself in the presence of higher than expected byte-
level similarity among network packets: the similarity arises because of the unchanging
portions of the worm packet payload, something expected to be present even in poly-
morphic or obfuscated worms (albeit spread out over the length of the packet or across
several packets belonging to the flow). In particular, Earlybird [180] tries to collect
efficiently fingerprints of fixed-size payload blocks from all the traffic crossing the net-
work border and then checks the address dispersion for the content, reporting a worm
when this dispersion is above a fixed threshold. Autograph [112] and Polygraph [150]
use the opposite approach. A pool of suspicious flows is created, using the number
of unanswered inbound SYN packets (hint of a port scanning activity) as a tentative
and imperfect indicator of suspect activity, and then fingerprinting is applied to short
variable-length content blocksto identify content prevalence and report possible worms.
All these approaches consider packet content as a bag of substrings (of either a fixed
length [180] or a variable packet-content-based length [112, 150]). In ref. [106] the
authors analyze the characteristics of the inverse distribution, 1(f), which tracks, for a
given frequency f, the number of substrings that appear with that frequency and propose
I(f) asanew discriminator for the early detection of worms. Although the metric used is
interesting and more robust than the previous ones, the approach must still inspect the
payload of al packets passing through the link and hence is still not scalable.

In contrast to the aforementioned class of approaches based on packet-content anal-
ysis, the second class refs ([117, 198, 204, 212]) consists of techniques which identify
network anomalies by examining the layer-4 traffic distribution across a few features.
The primary intuition underlying these approaches is that a worm manifestation breaks
the statistical characteristics of Internet traffic; worm traffic is more uniform or struc-
tured than normal traffic in some respects and more random in others. These approaches
propose various techniques, based primarily on information-theoretic measures, such as
information entropy [117,212] or Kolgomorov complexity [198] as the statistic to rep-
resent the distribution of traffic features such as source and destination 1P addresses
and port numbers. However, we contend that these approaches that only look at one

L In carrier networks, unmatched SYN packets may not be an anomaly due to the prevalence of asymmetry,
especially at the peering links, where packets belonging to the same flow may be routed across different
links.
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feature at atime lack the important structure and dynamics existing across several fea-
tures. Thereafter, approaches such as those discussed in refs. [117] and [212] propose
techniques based on Principle Component Analysis (PCA) and Residual State Analy-
sis (RSA), respectively, to establish complex relationships between the traffic features
using which flows are classified as either legitimate or malicious. Approaches such as
PCA and RSA, while robust, are primarily off-line and hence are not effective for worm
containment at the high data rate links typical of the Internet core.

Denial of Service

In the context of DoS, three major families of techniques have been proposed in the
literature. The first family uses change-point-detection algorithms to isolate a traffic
statistic’'s change caused by attacks. These approaches initially filter the target data by
address, port or protocol and store the resultant flow as atime series. Thetime series can
be considered asthe time-domain representation of acluster’sactivity. If aDoS flooding
attack begins at timet, the time serieswill show astatistical change either aroundt or at
time greater than t. One class of change-point-detection algorithms operates on continu-
ously sampled data and requires low amounts of memory and computational resources.
An example here is the Cumulative Sum (Cusum) algorithm. To identify and localize
a DoS attack, the Cusum identifies deviations in the actual versus expected local aver-
age in the traffic time series [181, 202]. If the difference exceeds some upper bound,
defined either statically or dynamically according to the specified statistical criteria, the
Cusum recursive statistic increases for each time series sample. During time intervals
containing only normal traffic, the difference is below this bound, and the Cusum statis-
tic decreases until it reaches zero. Using an appropriate threshold against the Cusum
statistic, the algorithm identifies an increasing trend in the time series data, which might
indicate the onset of a DoS attack. Although most of the researchers have proposed the
Cusum algorithm for an effective DoS attack detection, other researchers have extended
this detection method to identify the typical scanning activities of computer worms.

The second family uses wavelet analysis, which describes an input signal in terms of
spectral components. Although Fourier analysis is more common, it provides a global
frequency description and no time localization. On the other hand, wavelets provide
concurrent time and frequency description, and can thus determine the time at which
certain frequency components are present. For detection applications, wavelets sep-
arate out time-localized anomalous signals from background noise (the input signal
contains both). Ideally, the signal and noise components will dominate in separate spec-
tral windows. Analyzing the energy of each spectral window determines the presence
of anomalies. An example of such work can be found in ref. [31], in which the authors
decompose the traffic data into distinct time series of average IPIHTTP packet sizes
per second, flows per second and bytes per second. They then apply wavelet analysis
to each time series, resulting in time-localized high- and mid-band spectral energies.
They consider low-frequency content to be daily and weekly activity, and thus not an
onset of an abrupt attack. To identify anomalies, they weight a combination of high- and
middle-spectral energies, and then they threshold its variability.
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Thefirst two families of techniques have been widely used to monitor and profile one
singletraffic feature at atime. Only recently have researchers cometo realize theimpor-
tance of understanding the internal composition of traffic as awhole dueto the fact that,
in the event of a network attack, more than one traffic feature is likely to be affected.
Thus, extracting and profiling the intrinsic correlation across multiple time series can
significantly improve the accuracy of the detection method being used, and thus pro-
vide a more prompt response, even in the case of low-rate network attacks. Due to the
large amount of data that need to be processed in real time, the research community
has focused on how to make this problem more tractable from a computational point of
view. Several techniques, such as Multivariate Outlier Detection (MOD) methods [119],
PCA [117] and Sketch algorithms [113] have emerged in the literature as dimensional -
ity reduction techniques that enable computationally efficient methods for identifying
outliers (or anomalies) in the data set. Common characteristics of all the methods listed
above include their effort to fuse multiple aspects of a network’s element behavior and
quantifying the distance of the current operational state from its normal state. If this
distanceislarger than a predetermined threshold value, the observed stateis considered
abnormal and the appropriate recovery actions are invoked. Otherwise it is considered
normal.

In this chapter, we introduce a general framework, named DoWitcher, based on the
powerful concept of information entropy for NBA-DS that brings together the benefits
of the multi-variate time series analysis and the efficiency and reliability of content fin-
gerprinting techniques. The scalability achieved by the proposed algorithm is based on
itstwo-tiered functional architecture. Thefirst tier usesonly flow information to perform
entropy analysis of the traffic and to identify anomal ous activity, hence avoiding inspec-
tion of the payload of all packets traversing router interfaces. In order to save resources,
e.g. memory and CPU, and for a prompt detection of the ongoing threat, DoWitcher
uses two novel metrics, called Pair-wise Margina Entropy Ratio (PMER) and Pair-wise
Joint Entropy Ratio (PJER) which are based on the observation that, during a network
anomaly, at least two of the traffic features exhibit diverging behaviors. By looking
at the trends of those traffic features, DoWitcher is able to classify network anoma-
lies in different families such as DoS, worms, spam or network scans. For operators
interested in knowing more about the threat being detected, DoWitcher automatically
pinpoints the malicious flows associated to the ongoing anomaly by generating a flow
filter-mask, using which full packet capture is performed over the flows matching the
filter. Specialized modules process the new information flowing through the system.
In the context of a worm outbreak, we introduce in this chapter an optimized version
of the well known Longest Common Subsequence (LCS) algorithm, called windowed
LCS (LCSY) that detects high byte similarity in the malicious data-streams, i.e. body
or signature of the worm. The novel LCS"Y algorithm is memory efficient and able to
extract the worm invariant signatures, even from the polymorphic worms, which alter
their content during propagation. The remainder of this chapter is structured as follows.
In Section 15.4 we introduce the logical architecture of a network behavioral anomaly
detection system, and briefly describe the overall functionality of each component. Then
we discuss a network deployment of DoWitcher in order for carriers to protect both
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their core infrastructure and their end customers. Section 15.5 presents, in great detail,
step-by-step, the logical operational flow used by DoWitcher, explaining which traffic
features are extracted over time, how their histograms are monitored over time, how
the structure across the features is captured by profiling one single metric (PMER and
PJER), how to profile the behavior of the metric over time and how to detect and classify
the network anomaly. Furthermore, we introduce the LC S" module, able to extract the
invariant part of a malicious threat in the context of a worm outbreak. In Section 15.6
we discuss a rich set of results of live experiments that extensively validate the effi-
ciency and performance achieved by the system. Section 15.7 summarizes our findings
and concludes the chapter.

NBA-DS: logical architecture and network deployment

DoWitcher is a highly scalable Network Behavior Anomaly Detection System (NBA-
DYS). It is able to collect raw packets from network links and router interfaces, locally
extract key traffic features and then process all meta-datain one single central location,
critical for generating a real-time network-wide view of traffic activity. The system is
composed of two modules; local and global analyzers. The DoWitcher Local Analyzer
(DLA), shownin Figure 15.1(a), represents the interface with the network elements that
collect raw packets through a network tap, e.g. a passive wire tap that collects pack-
ets off the wire or a port mirror that collects packets directly from router interfaces
(see Chapter 3). The packets are then processed by the flow reconstruction module that
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Logical architecture of DoWitcher: (a) local and (b) global analyzers.
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buffers packets, reorders the out-of-sequence packets and statefully reconstructs TCP
and UDP flowsin real time. A TCP flow is defined by all the packets identified by the
layer-4 5-tuple, in between and including the SYN and FIN packets, while a UDP flow
is defined by the set of packets corresponding to a pair of |P addresses and ports until
thereisno packet arrival within a specified timeout. The flows are then processed by the
Classifier module that extracts key features from each flow. In each time slot, all DLAS
deployed across the network forward this information up to the DoWitcher Global Ana
lyzer (DGA), shown in Figure 15.1(b). The DGA isin charge of several functions: (i)
extracting the histograms of the key flow features and summarizing their properties by
computing their entropies (Histogram Extraction Module); (ii) grouping al entropies
together in one single efficient metric, PMER and PJER (PMER/PJER computation);
(iii) profiling the metric over time and generating aerts when an instantaneous devia-
tion from the historical trend of the current metric is observed (Baseline and Alerting
Module); (iv) classifying the anomaly type detected by analyzing the type of diver-
gence/convergence of entropies associated to specific traffic features; (v) composing a
policy rule that captures the anomalous activity from a traffic flow perspective (Flow
Filter Mask Generation). The policy isthen forwarded down to all DLAS. Note that step
(v) is used when the end user wants to know more about the specific anomaly being
detected. For example, in the case of aworm, atypical policy would request capturing
raw packets from a few infected end hosts, using a specific destination or source port
and afixed flow size or range thereof.? In the case of email spam, atypical policy would
request capturing raw packets from the spammer machine, using a specific destination
port and a fixed flow size or a range of flow sizes. As soon as the palicy is received,
each local analyzer starts full packet capture of packets belonging to flows matching
the policy rule. After the flows are statefully reconstructed, the Flow Payload Extrac-
tion module strips out the packet headers and stores only their payloads, generating
what is defined as the flow payload content. Finally, this information is forwarded up
to the DGA module. Different algorithms would be used at the DGA to process this
enriched set of data. For example, in the case of a worm, for which we might want to
know the malicious body residing in the packet payload, the DGA would extract the
worm signature by applying a specific algorithm that we will introduce in this chapter,
named LCSW . We remind the reader that the scalability of DoWitcher comes from the
two-phase anomaly detection identification algorithm adopted: we examine the packet
headers to infer statistically the existence of an anomaly and initiate the memory- and
CPU-intensive full packet capture process only for flows belonging to alimited number
of hosts marked as involved in the malicious activity. This architecture resonates well
with the multi-tier architecture described in Chapter 3.

Next, we describe a realistic deployment of DoWitcher to protect (i) a carrier's cus-
tomers and (ii) its core infrastructure. As shown in Figure 15.2, DoWitcher can be
deployed in different ways according to the end goal that the carrier wantsto achieve. If
the carrier isinterested in protecting its end customers by providing managed security

2 pPolymorphic worms that change their signature during their propagation might alter their flow size by afew
bytes.
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Typical network deployment of DoWitcher in a carrier network: peering and edge links.

services, then DoWitcher can be deployed across the edge links, e.g. links which con-
nect the gateway routers to the backbone routers, thereby protecting a set of customer
enterprises while deploying fewer DLAS. If the carrier’s desire is to protect its network
core from possible roguish behavior of its client networks, then DoWitcher should be
deployed at both the edge links aswell as at their peering links. Thisway the carrier can
monitor and detect ongoing threats coming from both its peers as well as from its own
local customers.

Algorithm

In this section, we describe in detail the major functions of the system, emphasizing the
Classifier (DLA module) as well as al the blocks that comprise the DGA described in
Figure 15.1.

Classifier and Histogram Extraction Module

An efficient anomaly detection system must identify and correctly classify the ongo-
ing threat before the real effect becomes visible to the end user, e.g. in unusua high
link-bandwidth utilization or large CPU/memory resource consumption. Which traffic
features should be monitored and which statistics should be profiled are important ques-
tions that we want to answer in this section. In general, a malicious network anomaly
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tends to disrupt the normal structure of Internet traffic due to its intrinsic characteris-
tic of being more uniform or structured than normal traffic in some respects and more
random in others. For example, in the case of a worm, a small number of hosts try to
find other hosts to infect by attempting to connect to them in a purely random fashion,
scanning for aspecific vulnerability. Most of the worms connect to other hosts using ran-
dom source port numbers and the same destination port number. Other worms behave
in the opposite way, connecting to other hosts using the same port number and choosing
random destination ports. A common characteristic across al Internet worms is their
small sizein order that they spread as fast as possible. Indeed, alarge worm size would
prolong infection time and consume bandwidth that could be used for infecting other
targets. The typical flow size of a worm ranges from a few hundred to a few thousand
bytes. The communication patternsfall into the two types represented in Figures 15.3(a)
and (b). Note that the traffic feature denoted as Fsize is adopted in this context with an
interchangeable meaning of bytes per packet (such asin Figure 15.3(a) — (d)) and bytes
per flow (such asin Figure 15.3(e) and (f)).

In the case of scan activity, targets can be either a specific host, i.e. explorative phase
in search of open ports to be exploited later (also known as port scan), or a broader

srclP dstlP srcPort dstPort Fsize srclP dstlP srcPort dstPort Fsize

1184 bytes

(e) (f)

Communication behavior of common Internet threats. (a) Worm 1 attack (Sasser, CodeRed); (b)
Worm 2 attack (Witty); (c) network scan attack; (d) port scan attack; (€) DDoS attack; (f) spam
attack. Note srcl P = source | P; dstIP = destination | P; srcPort = source port; dstPort =
destination port.
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pool of hosts, i.e. explorative phase in search of hosts having a pre-selected port open
(also known as network scan). During such attacks, usually lasting no longer than afew
minutes, alarge number of flows are generated by the same host, directed to one or more
hosts and using either alarge number of distinct source ports or destination ports. Such
flows have the characteristic of containing very few packets (typically 1 to 3 packets per
flow with 40, 44 and 52 Bytes per packet). The scan of the IP space or the port range
can be executed either sequentialy or in a purely random fashion. Figures 15.3(c) and
(d) summarize common patterns of network scan and port scan attacks.

In the case of a DDOoS attack, many machines open many sessions toward the same
target host in avery synchronized fashion and exploit the same vulnerability on the tar-
get. As a consequence, a DDoS attack is characterized by many flows directed to the
same destination host and destination port and originated by alarge number of different
source | Ps. Dueto thefact that a DDoS attack can manifest itself in avariety of different
wayss, targeting both the data or the control plane of an Internet communication, its flow
size does not represent an important traffic feature for its detection (see Figure 15.3(€)).
On the other hand, the strong coordination among the attacker machines can be funda-
mental to distinguish efficiently areal DDoS from a flash-crowd event (many legitimate
hosts contacting the same destination host to search for the same thing, e.g. the latest
movietrailer or video clip on awebsite).

Last, but not least, an important network attack is spam, historically being associated
with email traffic only, but today covering more services such as VoIP, SMS, etc. The
pattern behavior of a spammer can often be confused either with a worm or with a
network scan attack due to its similar behavior; i.e. a spammer tries to contact many
distinct hosts using a specific service such as email (TCP/25) or VolP (UDP/5060 or
UDP/5061). In order to distinguish the spam activity from other forms of attacks, it
is important to monitor the destination port being used on such flows, the size of the
communication (usually spam flows are much bigger than worm flows and network
scan flows) and the diversification of the destination IPs being selected (usually worms
and network scans target hosts belonging to the same subnet first, while a spammer
usually selects victims much more randomly). A common communication pattern of a
spam attack is shown in Figure 15.3(f).

An important commonality across all the attacks is related to the small set of flow
traffic features whose histograms tend to be affected during the spread of those anoma-
lies. More specifically: (i) source IR, (ii) source port, (iii) destination IP, (iv) destination
port, and (v) flow size.

Indeed, in the case of a worm, a shift in the source-IP histogram will be expected
whenever the number of flows generated by the infected hosts grows to be a signif-
icant part of the total observed flows; the source |P addresses of the scanning hosts
will be seen in many flows, and the distribution of the source IP address will become
more skewed around the few infected hosts. A similar thing happens on the source-
port and destination-port histograms. If any attacker scans for a specific vulnerability,
these scans often have to go to a specific target destination port. The source ports of
these connections are usually selected in some weakly random fashion from a range
of possible source ports. Examples of these behaviors are visible in worms seen in the
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past, such as Sapphire (destination-port 1434), CodeRed (destination-port 80), Welchia
(destination-port 135) and many others. A few worms, such as Witty, behave unexpect-
edly using afixed source port and variable destination ports. Similar consideration holds
for the flow-size histogram. If a specific flow size becomes a significant component of
the overall traffic, the distribution of the flow size will become more skewed around the
flow size used by the worm. On the other hand, the destination-1P histogram is expected
to flatten due to the inherent random scanning activity of the destination hosts.

Similarly, port scans and DDoS attacks would affect the same flow traffic features.
For example, in the context of aport scan, the scanner machine initiates the scan activity
toward the victim machine by opening many TCP or UDP flows and scanning the entire
port space either randomly or in a sequential fashion. As a consequence, we expect the
source | P and destination-IP histograms to become more centered around the | P address
of the scanner and the victim host, respectively, while the destination-port histogram
is expected to be flatter as many more destination ports will be hit than normal. On the
other hand, when avictim isunder a DDoS attack, we would expect to see the source-I1P
histogram flatter, while the destination-I1P and destination-port histograms will be more
centered around the I P address of the victim and the specific vulnerability exploited by
the attack, respectively.

In the following, we exploit the above observationsin order to provide a proper clas-
sification of malicious threats. We remind the reader that although those flow traffic
features prove to be very efficient in detecting the threats mentioned above, they should
not be considered as an exhaustive solution to the problem, but that they could work in
concert with other features, previously proposed in the literature.

A typica Internet link may serve traffic to hundreds of thousands of distinct IP
addresses at any given time. Hence, it may be prohibitive to construct histograms over
distinct IP addresses. DoWitcher's histogram extraction is designed with the goa of
providing memory savings by aggregating flows over clusters of 1P addresses. Clusters
might be defined either statically, as pre-defined blocks of 1P addresses, i.e. subnets
(/16, 124), or dynamically, as groups of hosts behaving similarly over time in terms of
traffic.® In the following, we refer to clusters as subnets.

PMER/PJER Computation Module

In order to track changes in the shape of the featured histograms, we introduce the
concept of entropy, which measures the degree of randomness in a data set; the more
random the data, the higher its entropy. In the following, we mathematically introduce
the concept of entropy.

Let's assume we are monitoring a generic key feature X over time for a specific
cluster A and let M* (x) be its frequency distribution, i.e. the number of times we see

3 Having the capability of identifying client vs server activity helps DoWitcher to scale even further asit will
process less traffic, e.g. only client traffic, while removing server traffic, based on the assumption that an
attack is not very likely to be launched from servers.



15.5 Algorithm 327

an element x € X. From the frequency distribution Mix(x) = {xj} in time-window i,
we can derive the empirical probability distributions PiX (x) asfollows:
Xi
P00 = {plIpf = %}
where m* = > x; isthe overall number of flows that contributed to the distribution
during time-window i.
From this probability distribution Pix , we calculate the information entropy HiX as

HX=—- )" plog,p,
pePX

where, by convention, 01og, 0 = 0. Asknown, the measure of entropy provides ameans
of quantifying the uniformity of a distribution [125]: low entropy indicates high prob-
ability in a few elements (concentrated usage of the same port, high traffic from the
same source), while high entropy indicates a more uniform usage (random scan of des-
tination IR, variable source port). Since we are using log,(-) in our definition, each HiX
will assume values in a range between zero and Tlog,(N*)], N*X being the maximum
number of distinct values X can assume in the time window. In order to have a metric
HiX independent of its support size, we normalize the entropy by the size of its sup-
port, i.e. Support(N*) = Tlog,(N*)7. Thisis also known in the literature as Relative
Uncertainty (RU) and isformally described as:

X H*
RU» = ———M——.
: Support(NX)

In the remainder of this chapter we refer to H* with the meaning of RU X.

Single global metric
As discussed before, methods based on PCA and RSA outperform previous approaches
since they capture the structure across features. Similarly, DoWitcher is based on the
hypothesis that, during an anomaly outbreak, the RUs of at least two of the five fea-
tures will diverge [198]. In order to capture such dynamics, we propose in this chapter
two novel metrics, namely the pairwise joint entropy ratio and the pairwise marginal
entropy ratio, which exhibit a stable behavior under normal conditions while showing a
sharp increase even during alow-volume anomaly or scan activity.

The Pairwise Joint Entropy Ratio (PJER) is defined as the maximum over all feature-
pairs ((x, y)) of the ratio between S, and its average Avg (S;"”) computed using the
last Ng time-windows:

s’

Si = max(x,y)eK 1 y (15.1)

.
Avg(S;Y)

where S = H/ (HX + H) represents the instantaneous ratio between the joint
RU (H*Y) and the sum of the two margina RUs (H* + HY) at time i, also called
thejoint-entropy-ratio; Avg(S;”) = 1/Ns ZL_:%st [H/ (HX + H)] representsthe
average value of S*Y over the last Ns time-windows. At each point in time, the metric
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computes the shift in the slope between the instantaneous value of S*Y and its averaged
vaue Avg(S*Y) for all feature-pairs. The absolute value is considered such that it is
an always-positive process. The maximum is used to consider the largest instantaneous
deviation of this metric at each point in time. The reason why we decided to normalize
thejoint RU, H*Y, by the sum of the marginal RUs, H* and HY, isthat the single joint
RU does not capture the deviation of the two associated features, but only the fact that
specific pairs (x, y) of the joint distribution become more used than others, e.g. the
joint distribution becomes more skewed around a few (x, y) values. Note that, since
H*Y < H* + HY, the S*Y can only assume values between 0.5 and 1. By normalizing
the joint RU by the sum of the marginas, we track over time the dependency of the
feature-pair, e.g. the reduction in uncertainty X due to the knowledge of Y. Indeed,
under normal traffic conditions, the two features exhibit a very structured dependency,
while under anomalous activity the two features X and Y become more independent
from each other, leading to an increase of the joint entropy ratio S*Y value. In the limit
case, when the two features will be completely independent, S*¥ = 1. Thus, the PJER
metric is very accurate in detecting the feature-pair that is deviating the most and it
is able to identify the most frequent pair values (x, y) observed. Unfortunately, the
computation of this metric is space- and memory-intensive, since we must build and
store in memory the histograms of both marginal and joint distributions of all the key
features monitored. In order to overcome this issue, we introduce a second metric that
uses only marginal distributions.

The Pairwise Marginal Entropy Ratio (PMER) is defined as the maximum over al
feature-pairs ((x, y)) of theratio between themarginal RUs(H* and HY) and itsaverage
computed using the last Ng time-windows:

RY

Ri = max — -
i x,y)eK Avg(RiXy)

1, (15.2)

where R = HX/H/ representsthe instantaneous ratio between the two marginal RUs
H* and HY; Avg(RY) = 1/Ns ZL’:}_NS HY/H, represents the average value of RXY
over the last Ng time-windows. At each point in time i, the metric captures the shift in
the slope between the instantaneous value of R*Y and its average value Avg(R*Y) for
all feature-pairs. As for PJER, PMER monitors the maximum divergence from normal
behavior across all possible feature-pairs. As the reader will note, the PMER metric is
less space- and memory-intensive than PJER since it uses only marginal RUs for its
computation. On the other hand, since PMER does not contain information about joint
entropies, it is not able to identify accurately pair values (x, y) that are characteristic of
aworm outbreak, but can only infer the most likely ones.

Baselining and Alerting Module

Our anomaly detection consists broadly of two phases. off-line baselining and on-line
detection. First, we perform an off-line characterization of traffic from system logs,
assuming that the traffic consists of legitimate flows solely, i.e. it is not influenced by
any worms or other anomalies propagating through the network. Next, in an on-line
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phase, we compare the ongoing traffic statistics with the legitimate profiles obtained
previously. Using a weighted moving average of the traffic statistics in the past obser-
vations, we forecast their value in the next time interval and flag traffic as suspicious if
there are significant deviations from the forecasted value. In the following, we mathe-
matically introduce the forecasting profiling algorithm for the PMER metric; the same
agorithm can be applied for the PJER metric. The algorithm is as follows.

Step 1 Define an averaging set R with [Ri| = W containing the last W > Ns R;
samples considered being in profile. During baselining, &l the R; are considered
in profile and areincluded in R;; R isvalid only fori > W, so we need to collect
datafor at least W time-windows before being able to run the algorithm.

Step 2 Maintain arunning average of Rj over R;:

_ 1
Rizw Z Ry.
RneR;i

During baselining, since dl thelast W R; samplesare in R;, this becomes
_ 1
Ri = — Z Ry.
w n=i—W+1
Step 3 Define control coefficients ¢ and let " = a™ = 1for0 <k < W.
Step 4 For W < i < Ty, T, being the length of the baselining period, we have the
following:

if Rj> &inlafﬁi_l then ¢ = =

dse G = gmax, (15.3)

At the end of the baselining period, &' will contain the largest measured excur-
sion between one sample and the average R value in the near past. We freeze this
value, defining o™ = a7

After the baselining period, we will report an anomaly whenever R; >
a™™R;_;. If no anomaly is revealed, the sample R; is added to R;, dropping
the oldest value in the set. If we detect an anomaly, the sample is discarded (i.e.
not included in the set used to compute the baseline for the next sample) and the

average is not updated.

The set for the calculation of the running average R is therefore detached from the
samples coming from the measurements and it will contain only good measures.

As soon as an anomaly is detected, the system classifies the anomaly by analyzing
which flow traffic features have experienced a change in their distribution compared to
normal behavior, either asan increase or adrop in RU values. In order to classify anoma-
lies that show similar communication patterns correctly, such as worm, network scan
and spam, acombination of temporal trendsin the relative uncertainties, pre-determined
ranges of flow size (number of bytes per flow or number of packets per flow), packet
size (number of bytes per packet) and destination ports being used are simultaneously
considered. A high-level description of such aheuristic is shown in Table 15.1.
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Table 15.1. Simple heuristic for attack classification: characteristic temporal trends of relative
uncertainty (RU), range of packet sizes, flow sizes and destination ports. The symbol — is used with the
meaning of “any.”

Network  Port
Attack type Worm 1 Worm 2 scan scan DDoS SPAM
RU(srclP) - \ \ i 1 i
RU(dstIP) t T t \ ! t
RU(srcPort) 0 l 0 0 - _
RU(dstPort) { T \ \ \ \:
RU(Fsize) \ | 1 \ \ \
Bytes/Pkt [300-600] [300-600] [40-60] [40-60] — -
Pkts/Flow - - {1,2y {12} - -

dstPorts {25, 5060, 5061} # {25, 5060, 5061}  — -

{25, 5060, 5061}

Selecting the flows that matter: Flow-Filter Mask Generation Module

Assoon as an alert is raised, DoWitcher analyzes the cause of the deviation and identi-
fies which features were involved in the anomaly, i.e. sudden change in their marginal
RUs. At this point, if the end user wants to know specific details of the anomaly by
requesting to process packet payload information, then the algorithm focuses on the fea-
tures for which it notices a decrease in their marginal RU values between the previous
and the current time-window, i.e. features whose histograms suddenly become concen-
trated around specific elements. The elements contributing the most to the decrease of
the RU values are identified using the concept of relative entropy, defined in the fol-
lowing. Assume that, at a specific point in time i, we detect an anomaly from one of
the monitored clusters, according to the forecasting approach. We remind the reader
that this condition is an alert if, and only if, two of the five margina RUs deviate in
the opposite direction. Assume X is one of the key features that exhibits a decrease in
its RU value from time-windowsi — 1 to i, i.e. H* < HX ;. At this point we need to
identify theset Lx, = {xj € Mi>< (x)} that is contributing the most to the decrease. The
cardinality of the set L x; isdefined asan input of the algorithm, and it is represented by
ILx;|. Given the empirical probability distributions P,X (x) and P;* ; (x), we compute
the relative entropy RE for each of the elements {x; € MiX (x)} asfollows:

pX /Support(NX)
P 1 /Support(N )’

RE! = (piX/Support(Nix)) log,

Then we sort the {x; } according to their relative entropy value RE} and we store in the
set Lx; the elements contributing the most to RE;. The cardinality of Lx; depends on
the amount of information required for further analysis.

By applying the above procedure to all key features experiencing a drop in their
entropies fromi — 1 to i, we generate a flow-filter mask that will be used in the next
time-window to collect per-host flow information.
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Example of Packet Payload Module: worm fingerprinting

In this section, we introduce a new module to be used in the context of worm attacks
with the final goal of extracting the worm malicious code, i.e. worm fingerprinting. We
note that other modul es can be devel oped within the framework presented in this chapter
to serve other purposes.

After extracting the payloads of the flows that match the flow-filter mask, the pay-
loads are compared to obtain the worm fingerprint. DoWitcher provides two different
algorithmsfor fingerprint extraction: (i) Rabin Fingerprints (RF) and (ii) Longest Com-
mon Subsequence (LCS) Windowed Fingerprints (referred to as LCSW). The two
algorithms differ in terms of computational complexity and their ability to extract
complex worm signatures.

When speed matters the most, DoWitcher uses the RF algorithm. As shown in
refs. [112] and [180], high-speed calculation of fingerprints (or checksums) for the
packet payload is a requirement when it comes to identifying repeating content at line
speed. While any hashing algorithm could be used to generate the fingerprint, Rabin
fingerprints [165] are among the most used hash functions due to their good hashing
properties. DoWitcher currently considers asliding window of 150 bytes over the packet
content and stores the number of times each fingerprint is seen in al traffic under inves-
tigation. When afingerprint counter reaches a chosen threshold Tg, DoWitcher assumes
that the analyzed flow is aworm due to its high presence in the suspect traffic. We point
out that the size of the window used by DoWitcher can be changed to achieve the best
tradeoff between the algorithm'’s efficiency (by using large windows) and its effective-
ness in identifying worms containing small variations in the payload content (by using
smaller windows).

DoWitcher also provides the ability to detect and extract complex signatures asso-
ciated with the obfuscating strategies employed by polymorphic worms. These worms
have the ability to change their signatures during their propagation into the network
by introducing wild-cards or completely random characters, or by encrypting the pay-
load while hiding the decryption key somewhere around the payload. However, even
polymorphic worms have an invariant across different flows. We pose this problem as
determining the longest common subsequence between two strings, which has been
extensively studied in the past. A string s is said to be a subsequence of string S if s
can be obtained by deleting zero or more characters from string S. Thus, a string s is
the longest common subsequence of strings S and T if s is a common subsequence of
S and T and there is no other common subsequence of S and T of greater length. For
example, if two packet payloads contain the strings houseboat and conputer , the
longest common subsequence that the LCS reports is out . In contrast, since the RF
algorithm looks for the common substring, it will not report any commonality between
the two packet payloads.

We first discuss a simple dynamic programming approach toward solving the LCS
problem [8], which has polynomial complexity O (nm), where n and m represent the
length of the two strings A and B in tokens. A token is a contiguous set of characters,
i.e. asubstring that is, by default, set to one character. As shown in Box 15.1, for each
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of them starting points of A, the algorithm checksfor the L CS of tokens starting at each
of the n starting points of B. Thus, the total number of checksis O (mn). At the end of
the algorithm, the LCS is obtained ass(m, n) with length L (m, n).

Box 15.1. Longest Common Subsequence Algorithm

(1) Parameters: Inputl A, Input2 B;

(2) Parameters: Length of inputl m tokens, Length of input2 n tokens;
(3) LCY(A,B)

(4) Allocate memory L[m][n]

(5) fori:=0tomdo

(6) L(i, 0):=0;

(7) for j :=0tondo

® LG j):=0;

(9) fori:=1tomdo

(10 for j :=1tondo

(112) if Ali] == B[j]then

(12) L(i,j) ;=1 +L(i-1,j-1);

(13) else

(14) L(i,j) := max(L(i-1,j),L(i.,j-1))

(25) return(L(m,n));

The space complexity of the dynamic algorithm, O (mn), could quickly become pro-
hibitive when the size of the two payloads being compared increases. For instance, if
the two flows being compared have payloads of 10Kbytes each, (the CodeRed worm
had a payload of 4156 bytes), then the required memory is quite high at 100 Mbytes.
Hence, in this chapter, we also introduce a windowed version of the LCS ago-
rithm namely, LCSW, which trades off memory utilization for a small increase in
the CPU utilization and a small reduction in accuracy of the signature extraction (see
Algorithm in Box 15.2).

The motivation for the LCSW algorithm is to compare smaller chunks across flows,
thereby requiring smaller tables in memory and still be able to construct the com-
plete signature without a significant loss in accuracy. We motivate this via a naive
windowing agorithm. Suppose there are two flow payloads containing the CodeRed
signature, each split acrosstwo windows, GET. / defaul t.ida?|........... |
and GET. /def......... | ..ault.ida?|,wherethe“|” isthe window delim-
iter and “" denotes non-matching characters. Say the naive algorithm compares
the first window of the two flows and obtains the signature as GET/ def, and,
on comparing the first window of the first flow with the second window of the
second flow, it obtainsaul t . i da?. Further, say this algorithm concatenates the out-
puts from the individual window-by-window comparisons to obtain the seemingly
correct signature: GETdef aul ti da?. Now suppose the second flow was instead
GET./def......... | .. GET./ def .|, thenthisnaive agorithm would yield the
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wrong signature. In summary, the windowing algorithm must ensure that the signatures
obtained are correct, once per-window signatures are combined.

Thus, our windowed version of LCS, LCSW, employs a divide-and-conquer
approach and begins by first dividing each input string into a number of smaller win-
dows, depending on the initial window size. At each iteration, a window of the first
string isthen compared with all the windows of the other string; if the number of match-
ing tokens is less than a minimum value, the two windows are dropped. Otherwise, the
two windows are added to their respective flow buffers for further anaysis, while the
window size is cut in haf. Thus, beginning the content analysis over large windows
allows us to remove the non-matching portions quickly, while progressively reducing
the window size over every iteration still alows us to zoom into the actual matching
content.

Box 15.2. Longest Common Subsequence Window (LCS™) Algorithm

(1) Parameters: Initial window size i, Minimum window size min;

(2) Parameters: Token size b bytes, Minimum matched tokens per window t;
(3) Inputs: Flowl f1, Flow2 fy;

(4) Initialization: Window size w := i, pos; := 0, pos, := 0;

(5) whilew > min do

(6) while pos; < len(f;) do

(7 while pos; < len(fz) do

(8) Number of tokens matched k:=LCS(A,B);
(9) where, A := f1[ pos;-(pos; + w)] and
(20) where, B := fa[pos2-(posz + w)];

(12) if k> tthen

(12) newfs := newfy + A;

(13) newf; := newf, + B;

(19) poSy := posy + w;

(15 pos; := pos; + w;

(16) wi=w/2

an f1 := newfy;

(18) fo := newfy;

(29 Reset new f1 and newfy;
(20) return (k);

Case study: worm attacks

In this section, we present details of a testbed implementation and results that justify
the efficiency and efficacy of DoWitcher in detecting low-rate anomalies. Although the
algorithm is a general framework for network anomaly detection, in this section we
focus our attention on applying DoWitcher in the context of low-rate worms as well as
polymorphic worms.
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In our experiments, we use real-world traces obtained from a large wireless | SP and
alarge South American carrier network.

Testbed

Recall from Section 15.4 that we introduced the DLA and DGA modules as comprising
the DoWitcher system. These modules are co-located on the same physical machine,
which we henceforth call the packet analyzer. To validate the efficacy of DoWitcher,
we use atestbed consisting of two machines, connected via an OC-48 link (2.4 Gbps).
Each machine has two Intel ® Xeon™) CPU 3.40 GHz processors and 4 Gbyte mem-
ory available to a process running on the Linux kernel 2.4.21. We replay traces by
using tcpreplay from one machine, while the other one is configured to sniff packets
off-the-wire and runs our packet analyzer. The packet analyzer passively reads packets
off-the-wire and in its layer-4 mode is configured to parse packets, reconstruct flows
and provide annotated vectors that describe the flow’s key traffic features. In its layer-7
mode, the packet analyzer extracts payloads of packets that match a flow-filter mask.
The output of traffic features and reconstructed flow payloads from the packet analyzer
are then processed by an anomaly detection daemon and a fingerprint extraction dae-
mon, respectively, each of which are running on a different Intel(R) Xeon(TM) CPU
3.40 GHz machine. The capability of our DoWitcher system while parsing the layer-
4 information is pegged at a line-rate of OC-192, while processing up to 3.7 million
packets per second, where the average packet sizeis 376 bytes.

PMER versus PJER metric

This experiment refers to a 320 hour packet trace captured from a large wireless ISP
in which two outbreaks of the Sasser worm are present. The Sasser worm was able to
propagate by leveraging a flaw in Microsoft Windows LSA (Local Security Authority)
Service and was able to execute without requiring any action on the part of the user.
Data were collected and aggregated every hour, so the time-window duration for the
algorithm is set to one hour. Due to the low number of hosts in the single subnet, data
are analyzed only at the network level, i.e. considering only traffic being generated
inside the network and matching the network 16-bit mask. No payload was available
for the flows, so no fingerprinting was possible for this data set. The baselining period
lasts for 180 hours and then the algorithm enters the detection mode.

In Figure 15.4(a), we show the evolution over time of the RUs of the four marginal
distributions, e.g. srclB, dstIP, srcPort, dstPort, and in Figure 15.4(c) we show the alerts
generated by DoWitcher when using the PM ER with forecasting approach. A clear daily
traffic pattern can be identified, a pattern that is broken when some hostsin the network
became infected by the Sasser worm (TCP connection to port 5554). Two outbreak
periods are clearly visible in these plots. The first sign of activity happens between
hour 270 and 275. At this time, only one infected host was present in the network,
but it exhibited very strong activity contacting a large number of distinct destination
IP addresses (note the decrease in the marginal entropy of source IP distribution and
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the increase in the marginal entropy value of the destination IP distribution) by using
random source ports and a specific destination port (note the decrease in the marginal
entropy of destination port distribution and the increase in the marginal entropy value of
the source port distribution). A general comment that can be made isthat, due to the fact
that most of the legitimate traffic of the network was already destined to TCP port 5554,
the destination port distribution was not atered in a significant way by the worm, with
only alimited decrease. At this point, no bandwidth consumption was observed by the
service provider and any technique based on volume, e.g. volume of traffic generated
by the infected host, would have missed this preliminary worm activity. A second sign
of activity was detected 16 hours later (hour 291). At this time, five new hosts were
infected and the worm started to have a considerable impact on the network bandwidth
by increasing the bandwidth consumption by around three times more than during non-
worm periods. From this time on, the population of the infected hosts grows, with an
average infection rate of 20 new hosts every hour, leading to a bandwidth consumption
of 30timesthat of normal behavior 30 hours after thefirst sign of activity. Theworm was
then successfully mitigated, around hour 320, and the network returned to normality. In
Figure 15.4(c) we show DoWitcher in action using the PMER metric and a forecasting
method for baselining and a erting. Note how efficiently (no fal se positive was generated
by DoWitcher) and quickly (in one time-window) DoWitcher is able to detect the worm
since itsfirst outbreak, when no bandwidth impact was visible to the operator.

In Figure 15.4(b), we show the RUs for the six pairwise joint distributions and in
Figure 15.4(d) we show the forecasting method. As you can see, DoWitcher was again
able to detect the two worm outbreaks with no false positives.

Oneimportant conclusion that we draw from this experiment is that the PMER metric
is as effective as the PJER mietric, in that the alerts via PMER are detected exactly
when PJER metric alerts would be detected. This observation affirms our hypothesis
that worm traffic alters the ratios of marginal entropies such that aworm can be detected
by just profiling their divergence without the need for constructing joint distributions,
as achieved in the PJER metric.

Low-rate worm

Next, we present results which highlight the efficacy of DoWitcher in detecting even
the low-propagation-rate worms, which are undetectable via volume metrics of total
bandwidth, total packets or number of new flows.

In this experiment, we use a 20 minute trace from a large South American carrier
network and use a time slot of 30s for calculation of the histograms and the PMER
metric. The baselining period T,, of the PMER metric lasts until slot number 24, while
the PMER is calculated by using the following values for the sliding windows: W = 5
and Ns = 5. Observe from Figure 15.5(a) that the traffic characteristics in the trace are
stable over time, i.e. the histogram for the source network addresses obtained over two
consecutive time slots (at generic timest and t 4 1) does not vary much. Figures 15.5(b)
and (c) show the histograms for destination port and flow size.

We inject a varying proportion of synthetic CodeRed worm traffic into the trace
around time slot 35 according to the following worm propagation model. One IP
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Fig. 15.5. Histograms of features in the carrier trace over atime slot of 30s. (&) Source network address

(/24); (b) destination port; (c) flow size.

address, belonging to one of the most widely used subnets, is assumed to be infected.
This infected machine then generates x worm flows (TCP) per slot destined to port 80.
Theinfected host performs a network scan and initiates one TCP flow per destination |P
address, where the destination | P addresses are chosen as follows: 50% of the addresses
contacted did not occur in the last time-window and the rest were seen in the last win-
dow. The source port is chosen randomly and each worm flow consists of atotal of 15
packets and atotal flow size of 4156 bytes, including the TCP handshake and teardown
packets. In our experiments, we increase the number of worm flows generated in time
slot 35 as x = [0-1000] until the worm is detected via our PMER-metric-based alert-
ing. Observe from Figure 15.6 that the RUs for source network address, flow size and
destination port decrease on increasing the proportion of worm flows, since the infected
host, flow size of 4156 and destination port of 80 begin to dominate the histograms. In
contrast, the RUs for destination IP address and source port increase with increasing
proportion of worm flows, given that the worm introduces greater randomness in these
histograms.



338

Fig. 15.6.

Fig. 15.7.

15.6.4

Detection of data plane malware: DoS and computer worms

0.95
0.9 —— src network address (/24)
e distIP
- grcPort
0.85 i dStPOIE
--a-- flow size
0.8
-]
o x
0.75
—
0.7 P 2 &
0.65
0.6
0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5

percentage of worm flows in total flows [%]

Changesin RU on introduction of worm flows. At timeslott = 35.

400 T T T T 1 1
| —— net flows (*100) 0.95
350 ---- packets (*1000) R e it il Rl i il il Sl
______ bandwidth (Mb Worm 0.9
300 - , andwidth (Mbytes) training period
,‘.I 0.85 |
3 2501 i bod ER H
S 1IN S P S I
LN n
g 200 :. ' -'\\_P/W g 0.75 ‘
ool R — ,
i 0.65 || — src network address (/24) R s |
100 + | - -~ dstIPaddress i
0.6 H = srcPort |
------- dstPort |
50 0.55 H ——- flow size il
H — — alerts Il
0 Lot 0.5 H 0
0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40
time slot time slot

(a) (b)

(a) Volume behavior metrics on alow-rate worm which comprises 1.0% flows, 2.0% packets and
1.1% bytes of normal traffic. (b) RUs of the five traffic features monitored. The worm occurs at
time slot 35 in the trace and is detected via the PMER metric while indistinguishable via any
volume metric.

The worm becomes detectable via the PMER metric when there are 200 worm flows
per slot (see Figure 15.7(b)). Thisisindeed a low-propagation-rate worm, since it com-
prises 1.0% flows, 2.0% packets and 1.1% bytes of total traffic in that time slot, and is
hidden within the clean traffic completely (Figure 15.7(a)).

Fingerprinting

We present some indicative results reflecting the benefits of using LCSW in con-
trast with LCS. We run several experiments aimed at understanding the performance
achieved by LCSW in (i) detecting, isolating and correctly reporting the invariant part



Fig. 15.8.

15.6 Case study: worm attacks 339

Table 15.2. LCSW memory and CPU requirements as a function of the
size of the worm signature

Signature Memory CPU
size (Kbytes) Total flow (%) (Mbytes) (%)
1 13.33 5.0 57.2
2 26.66 7.1 58.1
3 40 16.0 575
4 53.33 28.1 57.6
5 66.67 33.0 57.3
6 80 35.0 57.1

B dfaltiaR
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Spread of worm invariant signature across flows in different experiments.

of aworm, i.e. worm fingerprint or signature, when the signature of the worm is frag-
mented in several chunks and distributed across the flow; and (ii) the memory and CPU
utilization required to execute the a gorithm.

In our experiments, we start considering two flows of size 7.5 Kbytes characterized
by exactly the same invariant part (emulating the invariant part of a worm flow, and
called, in this context, “signature”). In each experiment we operate on the second flow
by increasing its signature size and spreading it across its payload. The first flow is kept
initsoriginal form acrossall experiments. We increase the signature size at incremental
steps of 1 Kbyte (see the first column of Table 15.2), which will cause the size of the
flow to increase accordingly (see the second column of Table 15.2). Each new chunk of
1Kbyte being added to the flow is placed after the previous chunk, but not immediately
next to it, i.e. the two chunks will be interleaved with bytes associated with the original
content of the flow (see Figure 15.8).

Interestingly, we have found that the LCS algorithm is completely insensitive to the
size of the worm signature, showing a constant utilization both in terms of memory
(56.25Mbytes) and CPU (55%). In contrast, LCSY, which is configured with the
following initial parameters: (i) initial window size w = 4000 bytes, (ii) minimum
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window size min = 200bytes and (iii) token size b = 4bytes, utilizes proportion-
ately less memory depending on the signature length and its spread across the flow
payload (see Table 15.2), at the cost of only an approximately 2% increase in CPU uti-
lization. Moreover, LCSW always returns the right signature length. This justifies the
performance tradeoff provided by LC S over aregular LCS agorithm.

Lessons learned

In this chapter, we presented DoWitcher, anovel system for network anomaly detection
at the carrier network link speeds (OC-48, OC-192 and upwards). DoWitcher provides
the capability of detecting zero-day network threats by analyzing the key features of
traffic flows, classifying the network anomaly according to specific pattern dynamics
and finally isolating the suspect malicious flows via the generation of a flow filter-
mask. DoWitcher further comprises specialized modules for gathering and processing
packet payload information related to malicious flows. We presented a specific mod-
ule for the extraction of the worm content signature via a windowed LCS (LCSY)
algorithm applied over the flow payload content of isolated flows. Thus, in contrast
to previous approaches, DoWitcher derives its scalability by this two-tiered approach,
where only the layer-4 traffic features are used for the detection and classification of
network anomalies, while anomaly details are deeply analyzed only on a few suspect
flows. Through testbed experiments, we established the efficacy and efficiency of DoW-
itcher in detecting the more sophisticated stealth worms: |ow-propagation-rate worms,
which utilize aslittle as 4.4% of the total network bandwidth, and polymorphic worms,
which spread their signature across multiple packets. Similar results were obtained for
other anomalies such as DoS/DDoS, port scans, network scans and spam.
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As aready presented, the Internet routing system is partitioned into tens of thousands
of independently administered Autonomous Systems (ASs). The Border Gateway Pro-
tocol (BGP) [170] is the de facto inter-domain routing protocol that maintains and
exchanges routing information between ASs. However, the BGP was designed based on
theimplicit trust between all participants and does not employ any measure to authenti-
cate the routes injected into or propagated through the system. Therefore, virtually any
AS can announce any routeinto the routing system, and sometimes the bogus routes can
trigger large-scale anomaliesin the Internet. A canonical example occurred on April 25,
1997, when a misconfigured router maintained by a small service provider (AS7007)
in Virginia, USA, injected incorrect routing information into the global Internet and
claimed to have optimal connectivity to all Internet destinations. Asaresult, most Inter-
net traffic was routed to this small ISP. The traffic overwhelmed the misconfigured and
intermediate routers, and effectively crippled the Internet for almost two hours [16].
Since then, many such events have been reported, some of them due to human mistakes,
others due to malicious activities that exploited vulnerabilities in the BGP in order to
cause large-scale damage. For example, it is common for spammers to announce an
arbitrary prefix and then use that prefix to send spam from the hijacked address space,
making the trace back and the spammer identity discovery much more difficult [167].
Similar behavior was noticed for other types of attacks, such as application-layer DDoS
attacks [168].

There are a myriad of different ways that attacks can be used to break the stability
of the routing infrastructure. Examples of such are attacks aimed at (i) directly com-
promising the routers, (ii) disrupting the peering relationships or (iii) compromising
the routing topology and reachability information by falsely injecting information. The
|atter two families of attacks are known as “bogus route creation.”

The first family of attacks focuses on gaining unauthorized access to the router
element and full control over its functions. At this point, the attacker has full capability
to modify the router configuration and thus manipulate the routing information. Thus,
an operator should deny external access to routers at every opportunity with security-
configured passwords, privilege levels, logging-in and protocols (i.e. usage of SSH

Portions reprinted, with permission, from Qiu, J.,, Gao, L., Ranjan, S. and Nucci, A. (2007). “Detecting
bogus route information: going beyond prefix hijacking”, IEEE SecureComm, 3rd International Conference
on Security and Privacy in Communication Networks, Nice, France September 2007.
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rather than Telnet). The second family of attacks is focused on de-stabilizing the peer-
ing relationships viaDoS/DDoS attacks or more subtle attacks using malformed packets
exploiting state machine vulnerabilities. In this case, the attacker hasto find the address
of arouter in acritical location (i.e. the entry point into the network) and then attack the
router using normal DoS/DDoS methods or sending TCP reset packets to cause the ses-
sionswith its peersto fail. The third family of attacksis focused on misdirecting traffic
into a black-hole or along a monitored path, or on claiming false ownership of a block
of prefixes, so that the attacker can gain access to the information in the data stream
or use the block of prefixes for malicious purposes. The attacker might even force a
routing loop in the system, causing wide-scale network outages. These types of attacks
require the attacker to compromise/access a router attached to the Internet and cause it
to inject false routing information. This requires manipulation of the configuration of
the router, possibly gaining access to aconsole, or through SNMP, etc. At this point, the
attacker is said officialy to participate in the routing system. In this chapter we focus
on the latter two families of routing attacks and present the most common techniques
and operational countermeasures, we leave the first family to be handled by operators
through correct security practices.

There are several ways that can be used by an attacker to fabricate “bogus routes’
to gain control of an arbitrary address space. In this chapter we describe the two most
common approaches, known as prefix hijacking and path spoofing. Prefix hijacking is
one kind of bogus-routing announcement in which an attacker AS, also referred as a
rogue AS, announces itself asthe origin of aprefix which it does not own. Path spoofing
is an even stealthier approach used to inject bogus-routing information into the routing
infrastructure. Under normal circumstances, aroute must be propagated along the valid
AS-path, i.e. a chain of legitimate ASs, in which each pair of consecutive ASs must
have real peering sessions established. In the case of path spoofing, the malicious AS
spoofs the valid AS-path and alters its legitimate nature by inserting fake AS(s) and/or
deleting some of the legitimate ASs.

Despite the criticality of the problem, to date no solution has been widely accepted
and globally deployed in the Internet. From a commercial stand point, most security
vendors have designed their products completely ignoring the control-plane (routing
data) aspect, focusing only on the Internet data plane (packet headers and payloads).
Internet security systems typically operate on the simple principle of detecting mali-
cious data-plane behavior and erecting data-planefilters. On the other hand, the research
community has been remarkably active over the last few years to try to fix, or at least
patch, the control-plane problem. Many approaches have been proposed to address
several issues related to the integrity, authentication, confidentiality, authorization and
validation of BGP data (see S-BGP [109] and soBGP [205]), but their comprehensive
deployment is still unforeseeable [51]. Thus, | SPs are left to face any security incidents
on their own, largely relying on ad hoc filters to remove bogus routes from their routing
tables. As more bogus routes emerge, it is imperative to provide |SPs with a practical
and reliable system to identify the bogus-routing information and thereby detect mali-
cious activities associated with them. Due to the importance of the problem, and the
lack of adefinitive answer, we reserved this last chapter to cover this thematic.
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We present a real-time bogus BGP route detection system to protect ISP networks
against prefix-hijacking and path-spoofing episodes. The system extracts and learns the
route properties from the historical BGP routing data and then uses the knowledge to
detect bogus routes. Although BGP routes are very dynamic (i.e. the routes change
quite frequently), two basic metrics that constitute the BGP routes are relatively persis-
tent over time: (i) binding of the prefixes and their origin ASs and (ii) the neighboring
relationship between ASs (i.e. the peering status between ASs). In the remainder of this
chapter, we refer to the above components by the general term routing objects and use
them in our methodol ogy. Asthe system continuesto track the history of the objects over
along enough period of time, it is able to capture the majority of the legitimate rela-
tionships that have shown stable histories. Accordingly, the never-seen or short-lived
objects are deemed illegitimate and the routes composed of them are considered bogus.

The objects obtained in such asimplistic learning process, however, are neither clean
nor complete. We further enhance our methodology by providing (i) a simple method
for the creation of arobust and clean history by identifying and filtering objects likely
to be associated to bogus routes (i.e. used during the learning phase) and (ii) several
heuristics to enhance the performance of the bogus-route detection that rely upon the
characteristics of attacker behavior and common network operational practices. We then
explore the correlation among the routes triggered by identical events to calibrate the
detection results. These efforts yield low false-positive rates and high detection rates.
Through a series of experiments, we prove the efficacy of our system in bounding the
false-positiverate to 0.2%, which translatesto around 20 alarms daily. By evaluating our
system performance against several documented incidents, we also show that the sys-
tem can achieve false-negative rates as low as 0%, with false-positive rates no greater
than 0.02%.

The rest of the chapter is organized as follows. Section 16.1 briefly describes the
fundamental aspects of the BGP routing protocol that are relevant to this chapter. More
details on BGP are provided in Chapters 2 and 10. Section 16.2 presents the common
practices being adopted by 1SPs to deal with this problem and highlights their major
associated limitations. After reviewing the related work in Section 16.3, in Section 16.4
we introduce a novel system architecture to detect bogus routes. Section 16.5 intro-
duces the concept of routing information objects and the basic detection algorithms.
We explore various heuristics to improve the system performance in Section 16.6.
The experimental evaluation of the proposed solution is described in Section 16.7, and
Section 16.8 concludes the chapter.

Brief introduction to the Border Gateway Protocol

The Internet is a network of networks that share information via routers. A group of
routers under the same administrative control is considered to be an AS. As described
in Chapter 2, there are three types of ASs: stub, multi-homed and transit. Stub ASs are
communication end points, with connections to the rest of the Internet only through
a single upstream provider. Multi-homed ASs are similar to stub ASs, but possess
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multiple upstream providers. Transit ASs have connections to multiple ASs and allow
traffic to flow through to other ASs, even if the traffic does not originate or terminate
within them. While the communication within an AS is accomplished using an Inte-
rior Gateway Protocol (IGP) such as OSPF and | S-S, the communication between ASs
is accomplished via an Exterior Gateway Protocol (EGP). The de-facto standard EGP
in use on the Internet is the Border Gateway Protocol (BGP). A router running the
BGP protocol is known as a BGP speaker; BGP speakers communicate using TCP and
become peers or neighbors. Each pair of BGP neighbors maintains asession, over which
information is communicated. BGP peers within the same AS (internal peers) commu-
nicate via an internal BGP (iBGP). External BGP (eBGP) is used between speakersin
different ASs (external peers). Each AS originates one or more address prefixes. A pre-
fix is a representation for a block of 1P addresses. Prefixes are expressed as “ prefix/#
most significant bits.” For example, the prefix 192.68.0.0/16 has 16 significant bits and
thus represents all of the IP addresses between 192.68.0.0 and 192.68.255.255 inclu-
sive. Each AS establishes a path for the prefixes advertised by BGP. To simplify things,
the paths are vectors of ASsthat any packet must traverse to reach the IP address. The
last ASin the path is the origin of that address and its parent prefix. These vectors are
stored in arouting table and shared with neighbors via BGP.

BGP peers constantly exchange Network Layer Reachability Information (NLRI),
e.g. known paths and prefixes, via UPDATE messages. Each peer updates its routing
tables based on its neighbors NLRI, and forwards that information to its other neigh-
bors. This flooding process ensures that all ASs are informed of the reachability of all
prefixes. Aslong as the session is active, peers use UPDATE messages to inform each
other of routing table changes, which include the addition of new routes and withdrawals
of old ones.

An AS may, and often should, receive multiple paths to a single prefix. BGP uses a
complex algorithm to select which of these paths to use to forward and advertise to its
neighbors. Policy communicated in UPDATE messages, as well as local configuration,
may influence this process, as described in Chapter 10. However, in the absence of
mitigating policy, and subject to several other factors, BGP will select the shortest path
(as measured in AS hops).

Policies configured in a BGP router alow it to filter the routes received from each of
its peers (import policy), filter the routes advertised to its peers (export policy), select the
routes based on desired criteria and forward traffic based on those routes. BGP routers
can be configured with route preferences, selective destination reporting (i.e. report a
destination to some neighbors and not others) and rules concerning path editing. Setting
path preferences usually involves path editing, such as adding AS numbers to a path
to discourage its use (a technique known as AS-path prepending). These aspects of the
protocol enable BGP to adhere to desired policies.

Although BGP has had success as a policy-based inter-domain routing protocol, there
are a number of issues that suggest that the Internet may have evolved beyond BGP's
current incarnation. In Section 16.2, we discuss a few of the known security issues that,
if exploited by attackers, can be used to cause global network damage to the entire
Internet infrastructure and all entities attached to it.
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Vulnerabilities, consequences and common practices

The fundamental weakness of BGP that makes it vulnerable to attacks isits distributed
nature, being run by hundreds of thousands of routers. Each ASisindirectly connected
to every other ASin the Internet and thus adversaries can affect routers and networks far
removed from their peers by exploiting this scale and inter-connectedness in a variety
of different forms. As mentioned above, two of the most dangerous attacks that can be
launched against the routing infrastructure at large scale are known as prefix hijacking
and path spoofing. In what follows we describe these two types of attacksin more detail.

A prefix-hikacking attack occurrs when an AS advertises incorrect information
through BGP UPDATE messages to routers in neighboring ASs. A malicious AS can
advertise a prefix originated from another AS and claim that it is the originator. Neigh-
boring ASs receiving this announcement will believe that the malicious AS isthe prefix
owner and route packets to it. The real originator of the AS will not receive the traffic
that is supposed to be bound for it. If the malicious AS chooses to drop all the packets
destined to the hijacked addresses, the effect is called black-holing. This attack makes
the hijacked addresses unavailable. Note that the outage outwardly looks like any other
kind of outage, and is often difficult to diagnose. If the malicious AS chooses to forge
al addresses in a block, using hosts and devices within its control, the effect might be
much more severe. Unless properly authenticated using some other security service,
one can impersonate al of the services and resources of the hijacked address space.
The malicious AS can then analyze the traffic it receives, possibly retrieving virulent
sensitive information such as passwords or confidential information.

Prefix hijacking can be further classified into the following four subclasses. (i)
duplicate-prefix hijacking, in which other ASs own the exact same prefix as the hijacked
prefix; (ii) sub-prefix hijacking, in which the hijacked prefix is a subnet of the legit-
imate prefixes of other ASs; (iii) super-prefix hijacking, in which the hijacked prefix
is the supernet of the legitimate prefixes of some ASs; and (iv) independent-prefix
hijacking, in which there is no overlap between the hijacked prefix and the legiti-
mate prefixes of any AS. If the origin AS is legitimate to originate this prefix, but the
AS-path is not valid, namely it contains non-existent AS-links, the route is deemed as
path-spoofing.

Path spoofing is another method used by a malicious AS to spread misinformation
by tampering the path attributes of an UPDATE message. As previously mentioned,
BGP is a path vector protocol; reaching afinal destination implies the transmission of
packets across aseries of ASs, asthey appear inthe BGP path string. An AS can modify
the path it receives from other ASs by inserting or deleting ASs from the path vector,
or by changing the order of the ASs, in order to create routing delays or to alow the
malicious AS to alter network traffic patterns. By atering attributes in an UPDATE
message, such as the multi-exit discriminator (used to suggest a preferred route into an
ASto an external AS) or the community attribute (used to group routes with common
routing policies), traffic engineering and routing policy can be severely undermined.
Path spoofing can be further classified into the following two subclasses: (i) spoofing
with forged AS-link and (ii) spoofing with route redistribution.
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(a) (b)
— provider-to-customer — — — peer-to-peer

Examples of path spoofing. (a) Spoofing with forged AS link ME: attacker as M fakesthe AS
path (A, B, D, E) to prefix p by announcing the existence of direct link ME to E (A, M, E)
(b) Spoofing with route redistribution: attacker as M places himself between AS A and AS B.
Traffic to prefix p isrouted from AS A through ASM to ASB (A, M, B, D, E).

In Figure 16.1 we provide two examples of the two path-spoofing attacks. In Fig-
ure 16.1(a) we show an attacker AS M spoofing the path by bluntly faking a nonexistent
path, e.g. ME to E (called fake-link path spoofing). Alternatively, M can deliberately
redistribute routes between its providers or peers, e.g. from its provider B to another
provider A, as shown in Figure 16.1(b). This way the malicious AS M appears as a
transit AS. Such routes areillegitimate since they break the commercial agreements that
define the route import/export policies between M and the relevant neighbors and enable
M to access traffic that it is not supposed to (called route-distribution path spoofing).

The consequences of these attacks are as diverse as their approaches. BGP sessions
can be prematurely severed, networks and ASs can be made unreachable, the address
space can become highly fragmented, and other undesirable outcomes can result from
such an attack. Attacks can be used in concert to amplify their effect or to enable fur-
ther malicious activity. Examples are disclosure of confidential information, deceptive
or incorrect information introduced into the network through message modification, the
disruption of network activity through denial of service (black-hole aroute, for example,
causes denial of service for that prefix), and the usurping of router services and func-
tions. Consider the ramifications of a dysfunctional routing system under attack. An
individual router is subject to being overloaded with information, knocked off-line or
taken over by an attacker. An AS can haveitstraffic black-holed or otherwise misrouted,
and packets to or from it can be grossly delayed or dropped altogether. Malfunctioning
ASs harm their peers by forcing them to recal culate routes and alter their routing tables.
These events can disrupt international backbone networks and have the potential to bring
alarge part of the Internet to a standstill. As a consequence, the threat against BGP isa
matter of grave concern to anybody reliant on the Internet.

Due to the lack of a viable, globally accepted and deployed commercia solution,*
ISPs are implementing local countermeasures. Examples are based on (i) generalized

1 SBGP[109] and soBGP [205] are prohibitively expensive to be deployed in commercial networks and thus
remain, as of today, interesting architectures under consideration for standardization by the Internet Task
Force (IETF).
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time-to-live (TTL) security mechanisms and (ii) defensive routing policies. The first
mechanism represents a simple way for protecting peers from remote attacks. This
approach builds on the premise that, in the vast majority of BGP peering sessions, the
two peers are adjacent to each other. The TTL attribute in an |P packet is set to avalue
that is decremented at every hop. For example, if a packet traverses four hops from
source to destination, the TTL decreases by four. Routers using this method set the TTL
of an IP packet to its maximum value of 255. When a BGP peer receives a packet, it
checksthe TTL and, if thisvalueis lower than 254 (decremented by one), the packet is
flagged or discarded outright. This prevents remote attacks which come from more than
one hop away, as those packets will have TTLs lower than the threshold value of 254.
The second mechanism is used to filter bad and potentially malicious announcements,
and to manipulate potentially dangerous attributes of received routes. BGP speakers
commonly filter prefixes that are “Documented Special Use Address’ (DSUA) prefixes
(e.g. loop-back addresses) and bogus (advertisements of address blocks and AS numbers
with no matching allocation data). Several organizations maintain the list of bogus pre-
fixes (such as CIDR), and | SPs use these lists to filter “ suspicious’ announcements, like
the ones associated with conflicting prefixes, or those announcements containing private
ASs, or those coming from unexpected downstream ASs. A policy of careful ingressand
egress filtering aids in maintaining security for both the local AS and its neighbors, and
iswidely held to be the most widely deployed and effective BGP security measure.

Unfortunately, TTL mechanisms or smart filtering are not a replacement for a strong
security architecture. For example, the TTL approach protects peers communicating
via single-hop BGP sessions, except in those cases where the directly connected peer
has been compromised. While the method is |ess effective for multi-hop BGP sessions,
it still closes the window on several forms of attacks (i.e. it lessens vulnerability to
attacks launched by attackers sitting between the BGP speakers). Similarly, the filter-
ing rules are fundamentally limited by the heuristics they reflect, and can only remove
announcements which are overtly bad.

Thisleads us to investigate new techniques that can assist ISPsin their daily network
operation. Before introducing our new architecture to detect bogus route information,
we present the results of the most active research being carried out on this topic.

Related work

The Pretty Good BGP (pgBGP) [108] and the Prefix Hijacking Alerting System
(PHAS) [116] are recent solutions in the prevention of BGP prefix hijacking based
on historical BGP routing data. Both systems keep track of the origin ASs of every
prefix over time and identify the suspicious routes whose prefixes are originated from
unknown A Ss. However, they can detect duplicate- and sub-prefix hijacking routes only.
Meanwhile, there isincreasing evidence pointing to the use of super-prefix hijacking to
send email spam [167,175]. A savvy attacker may be expected to employ not only prefix
hijacking, but also stealthier path-spoofing attacks. The system presented in this chapter
provides comprehensive detection of both prefix hijacking and path spoofing. Krigel
et al. have proposed to gather route validation information through passive monitoring
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of BGP routing traffic to identify BGP anomalies [114], in which they exploit AS clus-
tering based on hierarchies, i.e. either core or peripheral, and geographic locations. In a
valid path, two neighboring ASs should be in the same geographic cluster and the path
should traverse the core at most once. This method is computationally expensive, while
the obtained AS topology model is coarse. In contrast, we propose a lightweight, yet
sophisticated, directed AS-link topology model to identify path spoofing. Meanwhile,
because the information learned from history is inevitably limited, all above work suf-
fers from high false positives. Hu et al. [211] proposed to use active probes on the
data plane to improve detection accuracy. Instead, we explore heuristics to reduce the
false-positive rate based on the control-plane information alone.

Detection system architecture

In this chapter, we present a real-time bogus BGP route detection system based on
information learned from historical BGP routing data. Asa path-vector routing protocol,
aroute in the BGP system mainly consists of a prefix, which represents the destination,
and an AS-path, which is a sequence of ASs along which the route is propagated from
theorigintothelocal AS. Although BGP routes change dynamically, they comprise two
basic routing information objects: the association of prefixes and their origin ASs and
the AS-links that represent the neighboring status between ASs. The objects represent
the structure of theinter-domain routing system and are found to berelatively stable over
time; the reason being that A Ss have to undergo lengthy and costly proceduresto request
address spaces from their providers or Regional Internet Registries (RIRS), coordinate
connections and negotiate commercial agreements. Hence, an AStypicaly maintainsits
existing prefixes and its connectivity with neighboring ASs as long as possible. Thus,
our detection hypothesis is that, since the majority of BGP routes are believed to be
legitimate and stable, we can learn the majority of the legitimate routing objects over
time based on received routes and then use the learned information to identify the bogus
routes.

In Figure 16.2, we show the architecture of the system we propose. By peering with
several BGP routers, the system (i) passively receives routing data, (ii) extracts and con-
sequently stores routing information objects from the received routes and (iii) examines
whether the routes are bogus or not. Note that, due to the learning-based approach, the
system needs an initialization phase to accumulate enough route information, i.e. his-
tory, to create its internal knowledge base. After that, every route is examined as soon
asit arrives and the results are presented to a network operator in real time.

The detection system can be deployed in two scenarios. First, it can be deployed
by a service provider, typically Tier-1, to protect its routing system. Given that routers
within an ASusually have similar views, to diversify the received information the detec-
tion system can peer with not only the routers within the deployed AS, but also those
in neighboring ASs. However, the routes received from the neighboring ASs should be
consistent with those from the local AS. For example, routes from customer A Ss should
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be customer routes only. Second, the system can be deployed as a bogus route monitor-
ing system for the global Internet, which analyzes the BGP routing data retrieved from
several public BGP data repositories, such as ROUTEVIEWS [14] or RIPE RIS [13].

Basic detection algorithm

In this section, we present a basic detection algorithm based on building a historical
database of routing information objects to detect bogus routes.

Collecting routing information objects

A BGP route mainly consists of a prefix p and an AS-path {ay, ..., ao}. a is the
observer AS? and ag is the origin AS. The direction of an AS-path is defined as from
the observer ASto the origin AS. From areceived BGP route of prefix p with AS-path
{ak, ..., ap}, we extract (1) the prefix-originAS association, which is the tuple (p, ap)
and (2) the directed AS-links, which are directional AS-pairsaj —aj_1,i = k,..., 1
with the same direction as the AS-path. Note that a; is said to be the upstream of aj_1
and aj_1 is the downstream of aj. A prefix-originAS association records the binding
between a prefix and one of its origin ASs. A directed AS-link indicates that the two
ASs are neighbors. More importantly, the direction encodes the import/export routing
policies of the two ASsfrom the viewpoint of the observer AS (i.e. the downstream AS
allows routes to be exported to the upstream AS, while the upstream AS imports the

2 Depending on the type of peering session between the detection system peer and the BGP routers, the
observer AS number might not appear in the AS-path. In this case, the detection system should add the
number.
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routes from the downstream AS). At time t, the extracted prefix-originAS associations
and directed AS-links during the observation window with length T, which starts at
t — T andendsat t, composethe sets At — T,t) and L[t — T, t), respectively.

Bogus routes detection algorithm

Given, a route (p, {ax, ..., ao}), we use the procedure 1ISBOGUSROUTE shown in
Figure 16.3 to verify its legitimacy. The algorithm first verifies the AS-links sequen-
tialy in the direction of the AS-path and then the prefix-originAS association. It
stops when it finds the first illegitimate object and returns the illegitimate object. As
routes are propagated in the reverse direction of its AS-path, i.e. from the origin AS
to the observer AS, an AS can forge anything downstream but nothing upstream.
Thus, the detection algorithm qualifies the upstream AS of a suspicious directed AS-
link or the origin AS of an illegitimate prefix-originAS association as the potential
attacker. Note that this procedure returns the first encountered suspicious object only,
even though a route might be manipulated by several attackers and contain multiple
suspicious objects.

The detection procedure is based on the legitimate routing information objects, which
are precisely determined with procedures ISLEGITIMATELINK and ISLEGITIMATE-
ASSOCIATION shown in Figure 16.3. Based on the overly simplistic assumption that
anything observed in the past is considered valid at present, the routing information
objectsin A[t — T,t) and L[t — T, t) are considered legitimate. Moreover, asan AS can
aggregate or de-aggregate its prefixes, the prefix-originAS associations derived from

Algorithm : 1ISBOGUSROUTE(p, {ak, - - -, ag})

fori < ktol
if =ISLEGITIMATELINK (aj—aj_1,1)
return (True, aj—aj_1)if ~ISLEGITIMATEASSOCIATION((p, ag), t)
return (True, (p, ag))return (False)

Algorithm : ISLEGITIMATELINK(aj—aj_1,t)

ifaj—aj_1 € L[t—T,1)
return (True)
elsereturn (False)

Algorithm : ISLEGITIMATEASSOCIATION((p, ag)., t)

if (p,ag) € A[t —T,1)
return (True)
dseif (P,ag) e At —T,t) Ape P
return (True)/ « de — aggregation * /
elseif (pj,ag) € A[t =T, ) A pj € pA P =Ujpj
return (True)/ = aggregation x /
elsereturn (Fase)

Pseudo-code of the detection algorithm.
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prefix aggregation or de-aggregation can also be considered as legitimate. However, the
caveat isthat, if aprefix P and itssubnet p are assigned to two different ASs, say A and
B, then the associations that are derived from the de-aggregation of (P, A) might not be
legitimate since the relevant prefixes might be the subnet of p, which isin the address
space of B. Thus, we introduce the term immediate subnet. A prefix p isthe immediate
subnet of a prefix P, denoted by p € P, if no legitimate prefix-originAS association
has prefix that is the subnet of P and the supernet of p.

Classification of bogus routes

Bogus routes identified by the detection algorithm presented in Section 16.5.2 are
then further classified according to the type of illegitimate object being returned and
according to the following rules.

A route is identified as path spoofing if the illegitimate object found by the proce-
dure 1ISBOGUSROUTE is an AS-link. We further characterize it as either redistribution
or fake-link path spoofing. Since the direction of a directed AS-link implies the
import/export policy of the relevant ASs, if a directed AS-link is not legitimate, but
its reversed counterpart is legitimate, the reversal of the AS-link direction might indi-
cate a policy violation. Further, redistribution path-spoofing routes might come along
with not only reversed AS-links, but also some hidden AS-links that are invisible in
both directions under normal configurations. Therefore, given a spoofed path, we check
al theillegitimate links we find within it. If one of them reverses direction, the routeis
classified as redistribution path spoofing. Otherwise, the path is fake-link path spoofing.

If the AS-path of aroute is valid, but the prefix-originAS association, say (p, ao),
is found to be illegitimate, the route is deemed as prefix hijacking. In addition, if
there exists a legitimate association (p, x) with identical prefix but different origin AS,
(p, ap) is duplicate-prefix hijacking. Otherwise, if there exists a legitimate association
(P,x), x # ag, and p is the immediate subnet of P, (p, ap) is sub-prefix hijacking.
Otherwise, if there exists a legitimate association (g, X), X # ag, and ¢ is the immedi-
ate subnet of p, (p, ap) is super-prefix hijacking. In any other cases, (p, ag) is deemed
as independent-prefix hijacking.

Justifying the detection algorithm

Next, we attempt to justify the correctness of our detection algorithm. In order to do
so, we assume that the algorithm is based on “perfect” routing information objects,
which are perfect in the sense that they consist of all the legitimate objects that
should be visible to the observer AS when the detection is performed. This is an
extremely idealistic scenario. However, it helps in isolating the errors caused by the
imperfections of the routing information objects, which are the input of the algo-
rithm. By using the ideal prefix-originAS association set thus obtained, our detection
algorithm, which classifies a route as bogus if it fails the presence test, must have
100% detection accuracy. However, the correctness of our detection algorithm for
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path-spoofing routes is not as straightforward, as we discuss in the remainder of this
section.

In theory, we should use a complete Internet AS topology to detect path spoofing. In
particular, to detect redistribution path spoofing, we have to know at least the AS rela-
tionships between ASs. In the Internet, the import/export routing policies are dictated
by the commercial agreements between A Ss. Although the commercial agreements and
the corresponding policies appear in diverse forms and are usually very complex, the
majority of them define two typical relationships, i.e. provider-to-customer and peer-
to-peer relationships [82]. In the former, the provider charges the customer for the data
delivery that allows the customer to access the rest of the Internet. In the latter, the two
ASs reciprocate free data delivery between each other’s customers. Thus, an ASin the
path should not redistribute routes between its providers or peers. Namely, the path is
said to follow the valley-free rule, described as follows.

Rule1 (valley-free). In avalid path in arelationship annotated AS topology, a provider-
to-customer or peer-to-peer link should be followed by a provider-to-customer link.

Thus, given such a topology, any route whose AS-path contains AS-links that are not
present in the topology is classified as a fake-link path spoofing, whereas any route
containing links not conforming to the valley-free rule is classified as redistribution
path spoofing.

It is difficult, however, to obtain such a complete AS topology annotated with AS
relationships from the real-time route announcements supplied by the observer AS. This
is because, first, thereis no way to obtain acomplete Internet AS topology based on the
BGP route announcements from afew vantage points [54]. For example, certain private
peering links would never appear due to policy constraints. Second, although many
algorithms are available to infer the AS relationships, such as those given in refs. [82],
[192] and [34], any inaccuracy about the inferred AS relationship might severely affect
the performance of the overall detection algorithm. As a consequence, we decided to
take the AS topology as a direct input to our detection algorithm.

As aresult, in this chapter, we use an Internet AS topology annotated with directed
AS-links to detect path spoofing. According to the procedure ISBOGUSROUTE shown
in Figure 16.3, if apathisvalid, al links in the path have to be (1) present and (2) in the
same direction asthe path. We refer to the second condition as the direction-conforming
rule.

Rule 2 (direction-conforming). In avalid path in an AStopology annotated with directed
ASlinks, al AS-links must be in the same direction as the path.

In Appendix D we show that the direction-conforming ruleis roughly equivalent to the
valley-free rule when used to detect redistribution path spoofing. On the one hand, any
path that does not follow the direction-conforming ruleis not valley-free, which implies
zero false positives. On the other hand, for Tier-1 ASs, any direction-conforming rule
must be valley-free; for non-Tier-1 ASs, except the redistribution path spoofing routes
launched by their provider ASs, which might be direction-conforming, other direction-
conforming paths must be valley-free. Nonetheless, such undetectable spoofing paths
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are very unlikely to exist in the Internet since the number of Tier-1 ASs is limited.
(Indeed, by using the ROUTEVIEWS tables dated December 20, 2006, and inferring
the AS relationships using the approach proposed in ref. [82], we have noted that the
total number of Tier-1 ASsin the Internet is 27, representing only 0.1% of &l the ASs
composing the Internet.) Meanwhile, most of them are backbone 1SPs and have little
incentive to do path spoofing. Therefore, the detection algorithm is very accurate. More
importantly, the directed AS-links can be derived from the BGP route announcements
directly, which makes the real-time detection feasible.

Refining the detection algorithm

The detection algorithm presented in Section 16.5.2 relies upon the legitimacy of the
routing information objects learned from BGP routing data during the sliding window
[t — T,t). The quality of the objects learned determines its detection accuracy. How-
ever, thesats At — T,t) and L[t — T, t) used in our basic detection systems are directly
obtained from the BGP data and may not be accurate. On the one hand, the sets are not
clean. Beside legitimate objects, these sets may also contain theillegitimate ones carried
by the bogus routes, which would make the future announcements of the bogus routes
that contain the same objects undetectable. To eliminate these illegitimate objects, we
strengthen the criteriato determine legitimacy in objects. On the other hand, the sets are
not complete. It is impossible to obtain al routing information objects in the Internet
from the history, because first, the observation window and the views of neighboring
routers limit the available routing information objects, and second, the Internet keeps
growing while the objects are learned from the history. The new arrivals are naturally
missing. To address these limitations, we properly lengthen the observation window and
increase the number of views to obtain more objects with moderate cost. Moreover, we
explore various heuristics to infer additional possibly hidden and new objects.

Removing transient routing information objects

Intuitively, bogus routes are naturally stealthy and thus can not be expected to last
long. Accordingly, the routing objects carried by the bogus routes are very likely to be
transient. Therefore, we remove these transient objects from the BGP routes collected
during the learning phase. We refer to this process as baseline cleaning.

We first identify the metrics that measure the stability of the routing information
objects. The detection system maintains a routing table R(t) that stores all routes from
its peering BGP routers at time t; R(t) is continually updated with the routing updates
from the neighboring routers. We say a routing object o exists at time t if there is at
least oneroutein R(t) having 0. Otherwise, 0 does not exist. Given an observation win-
dow [t — T,t), the (cumulative) uptime of o, denoted by uy[t — T, t), is the sum of
the durations of all the periods that o exists. Further, the lifespan of o during the win-
dow, denoted by 5[t — T, 1), isthe timespan when o first and last exists in the window.
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For example, in Figure 16.4, during the observation window [t — T, t), the uptime is
u = T1 + T2 + T3 and the lifespan is the length of the shown interval.

We can use the uptime to redefine legitimate objects by requiring that a legiti-
mate object should have uptime longer than a threshold 6, in the observation window
[t —T,t). Similarly, we can use the lifespan metric as a further discriminator by
requiring that alegitimate object should have alifespan longer than 6;.

We apply the two criteria, respectively, to the prefix-originAS associations and
the directed AS-links. As the uptime of an object is never longer than its lifespan,
the uptime criterion is more stringent than that of lifespan. Compared with prefix-
originAS associations, directed AS-links have less visibility because the network
topology and routing policies can limit the visibility of an AS-link to the observer AS.
For example, a multi-homed stub AS announces its prefixes through its primary and
backup links alternately. From the viewpoint of the observer AS, the links show up
intermittently, while the prefix-originAS associations of the AS appear continuously.
Therefore, prefix-originAS associations are more likely persistent over time compared
with directed AS-links. Thus, we apply the uptime to the former and the lifespan to
the latter.

Accordingly, in the procedures in Figure 16.3, we should replace the set A[t — T, t)
by therefined set A'[t — T,t) = {0lo € A[t — T, t),Uo[t —T,t) > 6} and L[t — T, t)
by L[t —T,t) ={ojo e L[t —= T, t),lo[t = T, t) > 6}.

Inferring potentially legitimate objects

By analyzing the behavior of attackers and the common practices in prefix assign-
ment/allocation and AS peering in the Internet, we use the following heuristics to
explore those possibly hidden or new routing information objects. These heuristics
would supplement the procedures in Figure 16.3 to justify further the legitimacy of
objects. The objects that are not legitimate based on the procedures, but comply with
some of these heuristics, are said to be potentially legitimate.

Attacker behavior heuristics

The heuristics presented in this section rely on the attacker behavior and the likelihood
to achieve his/her final goal. As an attacker announces bogus routes to gain control of
address spaces, if a suspicious route cannot help the attacker achieve the goal, it should
not be considered as a prefix-hijacking or path spoofing-route, but it is more likely
legitimate. Accordingly, the relevant objects might be legitimate.
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Path Extension (PE) heuristic

Suppose that the AS-path of a prefix p is extended from the origin ASto a new AS,
e.g. the AS-path changes from {A, B, C} to {A, B, C, D, E}. The route cannot let D
and E access p’straffic aslong as C is the legitimate origin because any traffic from
A to p would stop at AS C. Therefore, this kind of route cannot be announced for
malicious purposes, but is more likely caused by legitimate operations, such as address
suballocation. Therefore, we consider this new route to be valid and the relevant new
objects, eg. (C— D), (D—E) and (p, E), as legitimate. Note that this kind of route
might also result from misconfiguration. We find that typosin AS-path prepending can
cause this kind of route. An AS, say A, types its own number as A" when configuring
prepending lists. If its own AS number is added after the prepended list, the resulting
AS-path will resemble{..., A, A’}.

En-route AS (EA) heuristic

The ASs in the path to a prefix are called the en-route ASs of the prefix. Since the en-
route ASs of a prefix have already had access to the traffic of this prefix, they have no
further motivation to hijack or spoof routes to this prefix. Therefore, if the AS-path to
a prefix contains a new directed AS-link whose upstream AS is an en-route AS of the
prefix, the link should be legitimate. Similar to the previous heuristic, misconfiguration
such astyposin AS prepending could result in thiskind of route.

In order to capture the legitimate en-route ASs of prefixes, weintroduce anew type of
routing information object called prefix-enrouteAS association, which isatuple (p, a;)
of prefix p and one of its en-route ASs aj. We also use the lifespan of the associa-
tions with threshold 6, to identify the legitimate ones because the prefix-enrouteAS
associations also have limited visibility similar to the directed AS-links.

Common-practice heuristics

Further, we explore several common practices that are widely adopted in the Inter-
net to infer some reasonably hidden or new routing information objects. We use these
observations and characteristics to propose new heuristics.

Address Expansion (AE) heuristic

In order to optimize routing table size, RIRS try to assign 1SPs new address spaces
that can be aggregated with their existing prefixes [18]. Meanwhile, after |SPs obtain a
large block of addresses, they may initially announce part of them and then gradually
announce others. Thus, an ASislikely to announce new prefixes that can be aggregated
with their existing prefixes in the same “virtual” supernet. We allow an AS to expand
its existing prefixes to a virtual supernet by at most 2° times, where § is called the
expansion factor. New prefix-originAS associations in the expanded space are deemed
legitimate.

Neighboring (NB) heuristic
For two neighboring ASs, either of them can originate routes to the co-located prefixes.
Meanwhile, an AS can suballocate its address space to its customers. Therefore, two
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neighboring ASs might be able to originate the prefixes of each other. Therefore, given
two neighboring ASs A and B, if A hasprefix p, B might also be legitimate to announce
the route of prefix p.

Address Sharing (SH) heuristic

Similarly, if two ASs share prefixes, they might be neighbors. The heuristic can help find
hidden links. For example, acustomer AS has asubnet of the provider ASwhilethe AS-
links between them are invisible since the provider AS announces the aggregated route
instead of the more specific route originated from the customer. Further, since two ASs
that share address space might be neighbors, according to the neighboring heuristic the
two ASs can further share other address spaces.

Backbone (BA) AS heuristic

The Internet backbone ASs have worldwide presence and can virtually peer with any
AS. Thus, any new directed AS-link from a backbone AS to another AS might be legit-
imate. The key to this heuristic is to identify the backbone ASs. Usually, the backbone
ASs have dense connectivity. If the in-degree of an AS, i.e. the number of its upstream
ASs, ismorethan athreshold G, it is considered as a backbone AS. We decide to choose
thein-degree of an ASinstead of its out-degree, becausethein-degree of an ASisharder
to forge.

Event-base clustering and calibration

As the introduction of heuristics can make some actual bogus routes undetectable and
introduce false negatives, we further utilize the concept of event clusters to calibrate
our detection. Because the routes triggered by the same cause are likely to share similar
characteristics, if some of them are found bogus, others are also likely bogus, even if
they have been identified as potentialy legitimate with certain heuristics. We use this
Event Calibration (EC) to correct the mistakes because of heuristics overuse. We use
the following clustering process to group routes into event clusters. First, the routes
in the same cluster must be temporally correlated. Suppose the routes in a cluster are
announced at timet; < tp < -+ < ty, thentiy; —t; < dandt, —t; < D, i.e
the two consecutive routes should not be spaced out by more than d and the whole
cluster should not span a period longer than D. The temporal clustering of BGP routing
updates has been intensively studied in ref. [53]. We use the typical value of d = 70s
and D = 600s as suggested in ref. [210]. Second, routes in the same cluster share the
same cause. Since the detection algorithm (see Figure 16.3) can pinpoint the possible
attacker AS behind a bogus route, which is either the upstream AS of the suspicious
link or the origin AS of the suspicious association, the routes in the same cluster should
a so share the same attacker AS.
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Experiments

In this section, we first use BGP routing data to investigate the values of the various
parameters used in the detection algorithm and to validate the key ideas captured by our
heuristics. Then we evaluate the performance of the detection system in its entirety.

Our experiments use BGP routing data from ROUTEVIEWS servers. For every BGP
route, wefirst filter out and report the immediately apparent bogus routes, such asbogon
prefixes [76]. Further, even though a prefix isin the allocated address space, if its prefix
lengthisshorter than 8 or equal to 32[209], we also consider it abogon. Notethat thelist
of bogon prefixes might be different for different ASs. For example, some stub customer
ASs might allow their provider ASs to announce a default route 0.0.0.0/0 plus portions
of the BGP routing table instead of a full BGP routing table. In such a case, 0.0.0.0/0
is not a bogon prefix. Next, we remove the private and unassigned AS numbers [5]
from the AS-path and the continuously duplicate AS numbers. For example, an AS-path
such as {2914, 19029, 26362, 65535, 65534, 65532, 65531, 26362} will be cleaned up
as {2914, 19029, 26362}. These private AS numbers are typically used within ASs, but
are not trimmed off when being exported outside. Finaly, if the AS-path still contains
loops, the route will be filtered.

Determining thresholds for legitimate objects

We build the routing information object sets A and L over a period of time and
investigate the settings for inferred legitimate routing information objects.

Thresholds for legitimate objects

Figure 16.5 shows the CDFs of the uptime and the lifespan of prefix-originAS associ-
ations, directed AS-links and prefix-enrouteA S associations in the observation window
January 1, 2006, to July 1, 2006, based on the data from EQIX server. From the full
view of the distributionsin Figures 16.5 (a), (b) and (c), we find that the mgjority of the
routing objects are either extremely short-lived or persistent for the entire duration of
the window.

The distributions suggest the proper values for the thresholds 6,, 6, and 6. If we
zoom into the first eight days, as shown in Figures 16.5(d), (€) and (f), and if we set the
thresholds to a value longer than one day, then the difference in percentage of objects
classified as legitimate is marginal. Thus, for simplicity, we apply a one-day legitimate
threshold for all the three objects, i.e. 6, = 6 = 6, = one day. We a so investigate the
distributions for uptime and lifespan in several other observation windows with varying
length. It turns out that the distributions are similar and that the one-day threshold is
aways a good choice.

It isworth noting that the gap between the curves of uptime and lifespan distributions
for the three objects characterizes their differences in visibility. As mentioned before,
the prefix-originAS associations are more visible to an observer and hence show up
more persistently, i.e. their uptime is ailmost equal to their lifespan in most cases. In
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Fig. 16.5.

Distribution of uptime (solid line) and lifespan (dashed line) (from January 1, 2006, to July 1,
2006). The x-axis shows uptime/lifespan in days and the y-axis shows the CDFs; (a), (b) and (c)
show the full view and (d), (€) and (f) show the zoom in view when x < 8 days.

contrast, the directed AS-links and prefix-enrouteAS associations show a larger gap
between the two distributions, which can be attributed to their intermittent visibility, in
that their uptimeis less than their lifespan in most cases.

Observation-window size

Giventhe current timet, wetry to find an observation window [t — T, t) with proper size
T that can account for as many legitimate objects as possible when we compare route
announcements occurring in the “future” after t. Based on the routing data from EQI X,
Figure 16.6 shows the percentage of legitimate objects in July 2006 that can be found
legitimate in various observation windows that, immediately preceded July and lasted
from one day to six months. It shows that, for the three objects, the longer the observa-
tion window, the more legitimate objects can be found. However, the growth becomes
marginal when the window size is longer than 30 ~ 60days. Since the window size
should be small to save storage space, we set the observation-window size T = 30days
for al three objects.

In addition, compared with the prefix-enrouteAS associations, the prefix-originAS
associations and the directed AS-links are relatively stable over time. This can be
explained by the fact that these two objects represent the stable structure of the routing
infrastructure while the prefix-enrouteA S associations do not.
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Validation of common-practice heuristics

In this section, we validate the common-practice heuristics by examining whether they
can help identify the potentialy legitimate routing objects while rendering few real
malicious objects undetectable. We are not going to validate the attacker behavior
heuristics since we believe that, as long as the attackers are rational, they will not use
those sorts of routes to perform hijacking or spoofing.

Validation metrics
We validate each heuristic with the following two metrics.

Hit rate

The heuristics can help identify which are the potentially legitimate routing objects and
which are the bogus ones. Consider an object which hasatime point t such that it is not
legitimate based on its past history during [t — T, t) but will be legitimate based on the
future history during [t,t 4+ T). If a heuristic, when applied against the past window,
can justify the legitimacy of such a “will-be” legitimate object, the heuristic is said to
hit the object. The percentage of the hit objectsin the set of “will-be” |egitimate objects
is called the hit rate of the heuristic. Thus, the hit rate quantifies the power of a heuristic
to predict the “will-be” legitimate objects.

Undetectable rate

The potentially legitimate routing information objects inferred with a heuristic might
actually be bogus. For instance, if we employ the neighboring heuristic while an AS
hijacks the prefixes of its neighbors, the hijacking would not be detected. The extent
to which a heuristic renders bogus routes undetectable depends on how the attack is
performed. We assume a random attack model, in which the malicious AS hijacks pre-
fixes randomly in the entire IPv4 address space or spoofs AS-links to randomly chosen
ASsin the Internet. Accordingly, we define the term undetectable rate (under random
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attack) for an AS as the probability that a random attack launched by this AS becomes
undetectable under a heuristic. Further, the average undetectable rate is the average
over al ASsin the Internet.

Our experiments on BGP data from EQIX in March 2006 show that by effectively
choosing the parameters of a heuristic, we can increase the hit rates to higher val-
ues, while not significantly compromising on the undetectable rates. Moreover, in
Section 16.7.3, we will present detection strategies that combine these heuristics in a
way that the detection performance improves even more.

Heuristics for inferring prefix-originAS associations

Next, we examine the address-expansion heuristics, neighboring heuristics and address-
sharing heuristics, al of whichinfer potentially legitimate prefix-originAS associations.
The heuristics actually expand the address space that an AS can legally claim. Suppose
that, with the heuristics, the size of address space that an AS can claim is expanded from
x to x’. Assume that the AS randomly chooses an address block in the IPv4 address
space to hijack. Then the probability that the hijacking goes undetected is given by
(X' —x)/(2% = x).

Address Expansion (AE) heuristic

Figure 16.7(a) shows the relevant change trends of hit rate and the average unde-
tectable rate with the growth of the expansion factor §. The points aong the curve in
Figure 16.7(a) from left to right correspond to values of the expansion factor § from 0
to 10. It shows that when the expansion factor is between 0 and 5, the hit rate grows
faster than the false negative rate and that it reaches around 35%, while the average
undetectable rate is bounded by 0.01%. However, after that, the increase in the false
negatives dominates. Therefore, we choose § = 5.

Neighboring (NB) and Address-sharing (SH) heuristics
In March 2006, we find 12 814 pairs of ASs that are not only neighbors, but also share
address space. As a result, 59% of 21661 pairs of ASs sharing address space were
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Hit rate versus average undetectable rate when applying heuristics: (a) AE; (b) backbone AS.
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neighbors, meanwhile, 26% of 48520 pairs of neighboring ASs shared address space.
Here, two ASs are said to be neighborsif thereisalegitimate directed AS-link from one
to another; a prefix is said to be owned by an AS if the corresponding prefix-originAS
association is legitimate. The observations show that the address boundary between
ASsis not well defined. It is common that two neighboring ASs share address space,
implying that they are very likely neighbors.

Heuristics for inferring directed AS-links

We examine the address-sharing and backbone AS heuristics that infer directed
AS-links. Suppose that a heuristic increases the number of AS-linksin the Internet from
x to x” and that there are N ASs in the Internet. Then, the attacker ASs forge directed
AS-links, which can be as many as N(N-1) — x if the AS-links are directional or
(N(N-1)/2) — x when we do not consider the direction of AS-links, with equal proba-
bility. The attacker ASscan forge N (N —1) —x directed AS-linkswith equal probability.
The chance that afake link is undetectable isgiven by (x” — x)/[N(N — 1) — x].

Address-sharing heuristic
As mentioned before, with the address-sharing heuristic, the undetectable rate is about
0.003%. At the same time, the hit rate of the heuristic is 7.8%.

Backbone AS heuristic

Figure 16.7(b) shows the relative growth trend between the undetectabl e rate and the hit
rate when the backbone AS in-degree threshold G is decreasing. The lower the thresh-
old, the more ASs are qualified as backbone ASs, and the more AS-links are inferred.
Thus, the hit rate becomes higher, but the undetectable rate is also growing. It shows
that, when G is no more than 14, the growth of the undetectable rate becomes faster
than that of the hit rate. Therefore, we set G = 14, which corresponds to a hit rate of
29% and an average undetectable rate of around 0.3%.

Evaluation of detection algorithm

After exploring the parameter settings for the detection algorithm, we go on to eval-
uate their performance. We first specify the metrics for evaluation and then apply our
detection algorithm to detect bogus routes under various detection strategies.

Evaluation metrics

By applying the system to the BGP routing updates in a given period, we use the term
false-positive rate to represent the percentage of legitimate routes that are misidentified
as bogus among all legitimate routes and the term false-negative rate to indicate the
percentage of bogus routes that are not identified as bogus among all bogus routes.
Meanwhile, although the detection system reports every bogus route, the network
operators actually investigate the corresponding suspicious objects since they are the
“root-causes.” So, each new suspicious object can be seen as an alarm. The number of
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aarms indicates the workload that the network operators require to deal with verifica-
tion and mitigation. Accordingly, we define the number of false alarms as the number
of legitimate objects that are misidentified as bogus and the number of missed alarms
as the number of bogus objects that are not identified.

Detection strategies

By applying heuristics, we are able to infer potentialy legitimate routing objects to
reduce false positives but increase the false negatives. In order to achieve the best
tradeoff, we explore the following four detection strategies in which different sets of
heuristics are chosen and different levels of sensitivities are achieved. (1) Basic strategy
(B) in which only the legitimate objects determined by the pseudo-code in Figure 16.3
are used for detection; this yields the highest number of false positives but the low-
est number of false negatives. (2) Rational attack strategy (R), where, in addition to
the previous strategy, the potentially legitimate objects inferred by the attacker behav-
ior heuristics are aso used for detection. (3) Common-practice strategy (C), where,
in addition to the previous strategy, the potentially legitimate objects inferred by the
common-practice heuristics are used for detection. (4) Partial protection strategy (P)
based on the observation that the reported incidentsin the Internet are usually duplicate-
prefix hijacking and redistribution path-spoofing, so, while using the previous strategy,
we detect duplicate-prefix hijacking and redistribution path-spoofing routes only, which
yield the lowest false positives but highest false negatives. Finally, to each of the four
strategies we also apply the Event Calibration (EC) to adjust the detection performance.
As aresult, each strategy has two substrategies: with or without EC.

Baseline evaluation

We first apply the algorithm onto the BGP updates during a period in which no
prefix-hijacking or path-spoofing incidents are reported. With this assumption, we can
estimate the baseline false positives that our system can produce. In this experiment,
we choose the BGP updates from December 23 to December 29, 2006, from ROUTE-
VIEWS. The routing information objects are inferred from the updates from six Tier-1
ISPs: AS701(Alternet), AS1239 (Sprint), AS7018 (AT&T), AS2914 (NTT-America),
AS3356 (Level3) and AS3549 (Globa Crossing), while only the routes from AS1239
(Sprint) are inspected for bogus route detection. Figure 16.8 shows the value of the
four metrics achieved under different detection strategies. It shows that when the most
stringent basic strategy, B, is applied, around 0.5% and 1.4% of the total routes are
identified as prefix-hijacking and path-spoofing routes and around 1092 suspicious
prefix-originAS associations and 427 directed AS-links raise alarms. Thus, on average,
the network operators need to verify 156 + 61 = 217 false alarms per day. If heuristics
areincorporated, the false positives are reduced. For example, if the least stringent (par-
tial protection strategy, P) is employed, the false-positive rate is reduced to 0.04% and
0.16% for prefix hijacking and path spoofing, respectively, for a 90% reduction when
compared with the basic strategy. Moreover, the number of false alarms is reduced to
about 19 per day.
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Baseline detection performance during December 23 to December 29, 2006. (a), (b)
Prefix-hijacking detection; (c), (d) path-spoofing detection. Shown without EC (shaded gray)
and with EC (black).

Contrary to our assumption, some of the alarms raised by our system did look sus-
picious, which implies that our system can achieve even lower false positives. For
instance, after manual inspection of the suspicious objects, we find a very likely redis-
tribution hijacking attack on December 27, 2006, in which an Indian ISP AS9498
(BBIL-AP) redistributed routes of 2703 prefixes al over the world from AS5511
(France Telecom) to AS1239 (Sprint) for almost an hour. If we consider these routes
as bogus, then the false-positive rate for path spoofing can be further reduced to 0.01%.
In addition, among the reported prefix-originAS associations, we find ten very suspi-
cious ones. For instance, a New Jersey ISP (CYBERNET, AS6073) hijacked prefixes
204.117.112.0/24 of a Pennsylvania site (Big Brothers & Big Sisters of America,
AS31906). ARIN WHOIS shows that this prefix is a“non-portable” prefix of Sprint.

To summarize, our baseline eval uation establishes the efficacy of our detection system
in not misclassifying routes as bogus, since we were able to reduce the false positives
for both prefix hijacking and path spoofing to values close to zero.

Impact of number of views on detection performance
We repeat the previous experiments by performing the detection based on the routing
information objects inferred from the routing updates of one view (Sprint) and three
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(a) Prefix-hijacking detection; (b) path-spoofing detection.

views (Sprint, AT& T and Alternet), respectively. Figure 16.9 shows the number of false
alarms reported when the basic strategy, B, is used. It shows that when the number of
views increases, the number of false alarms decreases. Nevertheless, gradually the gain
becomes marginal. Thus, we believe that having around three to six views yields a good
enough performance at a moderate cost. Also, we can observe that after the number of
views changes from one to three, the number of false alarmsfor path spoofing is reduced
by almost one-half, while that for prefix hijacking is reduced by only about one-tenth.
Thisfurther confirms that, unlike prefix-originAS associations, the visibility of directed
AS-links can be drastically increased by increasing the number of views.

Evaluation with documented incidents

In this section, we apply our detection system to several documented incidentsin 2004—
2006 to examine the detection performance. The detection is based on the routing
updates from EQIX during the three-day period around the incidents. Table 16.1 shows
the date and the attacker ASs of four prefix-hijacking incidents and two path-spoofing
incidents. The detection performance is depicted by the metrics under the most stringent
basic strategy (B) and the least stringent partial protection + event calibration strate-
gies (P+EC). Comparing the two strategies, it shows that the heuristics can help reduce
the false positives by almost 90% while keeping the false negatives close to zero. In
particular, Figure 16.10(a) shows the detection performance for the incident. Unlike
other prefix-hijacking incidents, in which the attackers hijacked fractions of prefixes
in the Internet and could be modeled as random attacks, the attacker in ConEd mainly
hijacked prefixes of its customers. Thus, the common-practice heuristics do not iden-
tify more than 80% hijacked routes. Fortunately, the EC heuristics corrects most of the
misidentification and adjusts the false-negative rate to 3.2%. In the two path-spoofing
incidents, both 1SPsin Hong Kong and Pakistan leaked routes of google.com and other
sites to the Internet backbone and caused a large portion of the Internet to experience
huge latencies for half an hour. Figure 16.10(b) shows that the detection system was
able to detect the spoofing routes under all detection strategies.
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Table 16.1. Detection performance for documented incidents

Name Date ASN Strategy +(%) —(%) #F #M
Prefix hijacking

TTNet Dec. 24, 2004 9121 B 0.81 0 633 0
[4] P+EC 0.11 0.04 101 4
ConEd Jan. 22, 2006 27506 B 0.39 0 614 0
[7] P+EC 0.02 32 57 10
TTNet2 Feb. 26, 2006 9121 B 0.53 0 470 0
[11] P+EC 0.07 0 48 0
NWNet Jun. 7, 2006 23520 B 0.37 0 822 0
[107] P+EC 0.02 0 61 0
Path spoofing

IS-AP-HK Nov. 11, 2004 9729 P 0.85 0 335 0
[10] P+EC 0.04 0 11 0
PK-TEL Dec. 12, 2005 17557 B 1.00 0 532 0
[17] P+EC 0.01 0 15 0

#F = number of false aarms; #M = number of misses; +(%) and —(%) percentage of false
positives and fal se negatives.
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Prefix-hijacking detection performance for different incidents. (a) ConED, (b) IS AP-HK.
Shown without EC (shaded gray) and with EC (black).

Lessons learned

In this chapter we presented a bogus route detection system that adopts a persistence-
inference method of route information objects. We observed that, even though the BGP
routes are highly dynamic, the routing system has a relatively stable structure. We cap-
ture the routing objects that represent this stable structure, i.e. the association between
prefixes and origin ASs and the AS-links, and use the knowledge accumulated over time
to detect the bogus BGP routes. In particular, the system is able to detect path spoofing
with the aid of directed AS-links without knowing the hidden AS relationships. Further,
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in order to address the inherited shortcoming of the history-based approach, we take
several measures to improve the detection knowledge base. First, we filter out transient
objects likely to be associated with bogus routes that may affect the robustness of our
base knowledge. Second, we explore several heuristicsto infer the potentially legitimate
routing objects. Further, we calibrate the detection results based on the intuition that the
routes triggered by the same events share the same characteristics. We apply our detec-
tion system to real BGP data and show that we can achieve fal se-positive rates as low as
0.02% and raise no more than 20 alarms per day. Further, we show that our system can
detect bogus routes of several documented incidents with almost 100% detection rate
and about 0.02% false-positive rates.
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How to link original and measured
flow characteristics when packet
sampling is used: bytes, packets
and flows

In order to compile flow statistics, each router maintains a table of records indexed by
flow key, e.g. 5-tuple of the flow. A flow is said to be active at a given time if there
exists a record for its key. When a packet arrives at the router, the router determines
if aflow is active for that key. If not, it instantiates a new record for that key. The
statistics for the flow are updated for the packet, typically including counters for packets
and bytes and arrival times of the first and most recent packet of the flow. Due to the
fact that the router does not have knowledge of application-level flow structure, it must
terminate the flow according to some criteria. The most commonly used criteria are the
following: (i) inter-packet timeout, e.g. the time since the last packet observed for the
flow exceeds some threshold; (ii) protocol syntax, e.g. observation of a FIN or RST
packet of the TCP flow; (iii) aging, e.g. flows are terminated after a given elapsed time
since the arrival of the first packet of the flow; (iv) memory management, e.g. flows
might be terminated at any point in time to release memory. When aflow isterminated,
its statistics are flushed for export and the associated memory is released for use by
new flows.

The main resource constraint for the formation of flow statistics is at the router
flow cache. Performing a lookup of packet keys and a counter increment at line rate
would require the flow statistics to be stored in fast memory. However, core routers will
carry increasingly large numbers of concurrent flows, necessitating large amounts of
fast memory; this would be expensive. By sampling the packet stream in advance of
the construction of flow statistics, the time window available for flow cache lookup is
prolonged, enabling storage to be carried out in slower, less expensive, memory.

A number of different implementations are possible within the operational require-
ment of sampling packets at a given rate. Implementations include independent sam-
pling of packets with probability p = 1/N and periodic selection of every Nth packet
from the full packet stream. In both cases, N is caled the sampling period, i.e. the
reciprocal of the average sampling rate. In the rest of this appendix, we consider period
packet sampling due to its use in the current implementation of all versions of Cisco
Netflow.
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Independent of the specific implementation being used, packet sampling definitely
enables operators to manage the router resources better. However, there are two factors
that may hinder the effectiveness of the statistics exported. Oneisthat new applications
may generate packetsin patternsthat are not well captured by the sampling mechanism
deployed. As a consequence, for a fixed sampling period Netflow is likely to under-
report the number of flows associated to applications used to transfer packets in very
short flows, and over-report the number of flows of applications that produce sparse
flows (like peer-to-peer and streaming), e.g. packets over extended periods leading to
flowsthat are likely to exceed the fixed aging threshold. The second factor isthat packet
sampling removes key characteristics for flow delineation from the packet stream. For
example, termination of a TCP flow based on the observation of a FIN packet is hin-
dered if the packet is not present in the sampled stream. Thus, inter-packet timeout
is expected to become the dominant method of termination for TCP flows when the
sampling rate is|ow.

We indicate to the reader that this section is not intended to provide the latest and
greatest results achieved in statistical sampling, but it is intended to present a few esti-
mators that might help ISPs in their day-by-day operation. For a more rigorous and
detailed explanation of what is presented in this section, we direct the reader to refs. [70]
and [69].

First, we present estimatorsto infer the sample packet stream statistics from the orig-
inal flow. We report such estimators for (i) the total number of measured flows and
(ii) the duration of an active flow. Second, we present estimators to infer the original
flow statistics from sampled packet streams. We report such estimators for (i) bytes and
packet counts of the original packet stream and (ii) the number of original TCP flows
and their average size, e.g. number of packets per flow.

From original to measured data streams: average number of total flows
and their duration

Consider an origina flow comprising n packets distributed over a period of length
t. Suppose packets are sampled from this flow at a deterministic rate 1/N and that
measured flows formed with timeout T from the samples. We report two estimators to
determine two quantities: (i) f(n, t; N, T), the resulting number of measured flows and
(if) a(n, t; N, T), the total time the flow was active, i.e. the time elapsed between the
first and last sampled packet, plus the timeout T. Clearly, f and a are not determined
without further assumptions concerning the spacing of packets within the original flow.
In the following we assume packets of the original flow to be equally spaced in time.
We denote the expected value of f and a by fy, and ap, respectively. Thus, assuming a
flow with random initial phase, we have the following:

1 ifNt<(h-21DTandN <n

n/N otherwise ; (A1)

fm(nat; N?T) = {
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t(H>+T if Nt < (n— DT and N < n.

. (A.2)
nT/N otherwise

am(n,t; N, T) = {

The justification behind the forms of these estimators can be summarized as follows.
Assumen < N. At most, one packet is selected with probability n/N. If the measured
flow exists, it comprises one packet, and hence has duration T, e.g. the timeout. Thus
fn = n/N and a, = Tn/N. Otherwise, for n > N, the separation between original
packetsisgiven by t /(n — 1), and hence the separation between any selected packetsis
given by Nt/(n — 1). Suppose first that Nt/(n — 1) < T. The separation of selected
packets does not exceed the timeout, and selected packets form one flow: f;, = 1. On
averagethis flow hasn/N packets, so it isactiveforapm =t(n — N)/(n — 1)+ T.On
the other hand, if Nt/(n — 1) > T, then n/N packets are selected on average, each
packet giving rise to one flow. The expected number of active flows is then given by
am =nT/N.

Now, given a set of original flows1 = 1,2, ..., S of duration t; and comprising n;
packets present during an interval of duration D, we can estimate the total number of
exported flows F and the mean number of active flows A as follows:

S
F=) fai,ti;N,T) (A3)
i=1
and
) S
A=D"1) anni.ti:N.T). (A.4)
i=1

From measured to original data streams: total number of original bytes
and packets

Given a measured flow f comprising n packets and b bytes obtained using a period
packet sampling at rate 1/N, the original number of packets P and bytes B can be
estimated by multiplying the measured valuesn and p by N, eg. P = Npand B = Nb,
where " indicates an unbiased estimator of the original quantity. Furthermore, it can be
easily proved that the standard error of P, defined as /(Var (P))/P, isbounded above
by \/(N/P), with Var(P) = PN(1—N™1). Similarly, it can befound that the standard
error of B, defined as /(Var (B))/B, is bounded by /(N /P)(bmax/bavg), Where bmax
and ba,g represent, respectively, the maximum and average packet sizes measured.

From measured to original data streams: total number of original TCP
flows and their average size

In this section we report estimators presented in ref. [70] for the total number of orig-
inal TCP flows and the associated average size, e.g. number of packets per flow. The
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estimator uses the additional information present in the flow details of exported flows
to increase the accuracy of the overall estimate. Furthermore, note that TCP traffic is
known to contribute to the majority of Internet traffic, and thus such a simple estima-
tor ends up being very powerful on adaily basis. For more sophisticated estimators for
overall traffic, we direct the reader to refs. [70] and [69].

The TCP signals the start and end of connections with packets that are distinguished
by flags in the code bits of the TCP header. The first packet of a connection hasa SYN
flag set, whereas the last has the FIN flag set. Netflow traces include the cumulative
OR of the code bits. Thus, by inspecting the code bits of the flow, we may determine
whether or not the SYN and FIN flags were set on any packet detected in the flow. In
the following, we refer to a packet with a SYN flag set asa SY N packet.

We now show that when packet sampling is used, the statistics of the flow code bits
alow usto infer the number of original flows (let’s call them M) that were present dur-
ing the collection period. We will construct an estimator of M as follows. We assume
that packets are selected with probability 1/N. If the SYN packet is selected, then triv-
idly the flow is sampled. Thus the number fi of measured flows that contain a SYN
packet has an expected value of M /N . Consequently, M = N isan unbiased estima-
tor of M. One potential disadvantage of M isthat it uses only those flows containing a
SYN, i.e. only a subset of the measured flows as its data. An alternative that addresses
this issue is the following. We assume that no splitting of flows takes place, e.g. we
are assuming an infinite timeout T. We divide the original flows into three classes: S1
comprises those flows for which the measured flow features exactly one SY N packet; S
comprises those flows for which the measured flow has at least one non-SY N packet.
(Notethat if any packet of agiven original flow is sampled, then it must be either in S;
or Sy.) Finally, S3 denotes the set of original flows from which no packet was sampled.
Thus, we can refine the estimator M as M = Nsi + s, where §; and > denote the
measured numbers of flows stemming from S; and S».
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Application-specific payload
bit strings

This appendix lists the payload bit-strings used by a payload classifier.

Numbers in parentheses denote the beginning byte in the payload where each string
is found. If there is no number the string is found at the beginning of the payload.
Note that: “plen” denotes the size of the payload; \x denotes hex; & & denotes AND; ||
denotes OR; plen - 2 = (1) denotes that the payload length minus 2 is given by the first
byte in the payload

UDP bit strings

e eDonkey
\xe3, \xc5 (all UDP flow packets must begin with one of these bytes)
e Gnutella
\Xx47\x4€\x44,\x00\ x01\x00\ x00\ x00\x00\ x00(16,plen=23),“LIME" (23), \x01
\x01\x00\ x1f\x00\x00\x00 (16)
e FastTrack
\X27\x00\ x00\ x00\ x29\ x80, \x27\x00\x00\x00\xa9\x80,
\ X28\ x00\ x00\ x00\ x29\ x00, \x28\x00\x00\x00\xa9\ x00,
\X29\ x00\ x00\ x00\ x29, \x29\x00\x00\x00\xa9, \xc0\x28, \xcl (plen=7),
\x2a (plen=5)
e Direct Connect
“$SR”, “$Pin”
e Soribada/Goboogy
\x10 (plen=2), \x51\x3a\x2b (3), “ <peerplat>"
e Mp2p
\X00\x00\x00 (2) && (\x00 (5) || \xO1 (5) || \x02 (5) || \x03 (5) || \x04 (5))
e irc
“USERNAME"
e DNS
(\x00\x01\x00 (4) && \x00 (8) && \x00" (10)) && (\x00 (7)|| \x01 (7)),
\x01\x02\x00\x07\xd1\x86\x3f\xc3
e Gaming

This appendix reflects work by Dr Thomas Karagiannis, http://www.cs.ucr.edu/ tkarag/papers/strings.txt
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\XFA\XFA\XFA\XFf && (“details’ (4) || “players’ (4) || “ping” (4) || \x6d (4) ||
“getstatus’ (4) || “getinfo” (4) || “status’ (4) || “infoResponse” (4)),
\X00\X00 (2) && \x00 (6) && (\xcO (7) || \x40 (7) || \x80),
“hostname” (5), \xfe\xfd\x00\xd6, \x00\xd6\x2b\x7d
\X5¢c && (“status’ (1) || “game” (1) || “death” (1) || “kill” (1) || “keyhash” (1) ||
“infa” (1)),
\X00\x00\x00\x0 & & \x02\x00\x02\x00\x37 (12)
e streaming
“applicat” (8)
e PeerEnabler
“CL" && \x00 (4)
° SpamA&%sin
\X00 & & \x04\x02\x00\x00\x00\x01 (2)
e SNMP
\X30&& (plen-2=(2) || plen- 4= (2)(3)

TCP bit strings

e eDonkey
\xe3\x19 & & \x00\x00 (3) \xe3\x19 & & \x28\x00 (3) \xe3\x01 & & \x00\x00 (3)
\xe3\x11 & & \x00\x00 (3) \xe3\x14 & & \x00\x00 (3) \xe3\x15 & & \x00\x00 (3)
\Xc5\x3f && \x00\x00 (3) \xe3\x42 & & \x00\x00 (3) \xe3\x48 && \x00\x00 (3)
\xe3\x29 & & \x00\x00 (3) \xc5\x0d & & \x00\x00 (3) \xe3\x41 & & \x00\x00 (3)
\XC5\x32 & & \x00\x00 (3) \xc5\x5e & & \x00\x00 (3) \xe3\x45 & & \x00\x00 (3)
\xe3\x62 & & \x00\x00 (3) \xe3\x63 && \x00\x00 (3)

e Gnutella
“GNUTELLA", “X-Query”, “X-Guess’, “X-Ultrap”, “X-Ext-", “X-Try-", “X-
Degree’, “X-L0", “X-Max-", “X-Version”, “X-Dynami”, “Server: Mor”, “Server:
Lim”, “User-Agent: Lime’, “Vendor-Message:”, “GET /uri” , “Busy Queued” (33),
“HTTP/1.1 503 Que’, “HTTP/1.1 503 Ful”, “HTTP/1.1 503 Not”

o FastTrack
“GIVE", “GET /.hash”, “Retry-After:” (17), “ Content-Range:” (14)

e Direct Connect
“$Send”, “$Get”, “$Dir”, “$ConnectT”, “$Supports’, “$Hello”, “$MyINFO”,
“$Search” “$MyNick”, “$Quit”, “ $Key”, “$RevConn”, “$Version”, “$Lock”, “ SHub-
Name”

e BitTorrent
\X13\x42\x69\x74 , \x00\x00\ x00\x05\ x04\x00\ x00, \ x00\x00\x00\x0d
\x06\x00\x00, \x00\x00\x40\x09\x07\x00\x00 “GET /announce?’, “GET/
torrents”, “GET /scrape”, “info_hash” (in the url of an HTTP request)

e soulseek
plen-4 = (0) &&
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(\x01\x00\x00\x00 || \x03\x00\x00\x00 || \x07\x00\x00\x00 || \x05\x00\x00
\X00 || \x12\x00\x00\x00 || x1a\x00\x00\x00 || x09\x00\x00\x00 || \x28\x00\x00
\X00 || \x29\x00\x00\x00 || \x2a\x00\x00\x00 || \x41\x00\x00\x00||\x20\x00
\X00\x00)\ x00\x00\x03\x31\x00\x00 (2)

e Winmx
\Xx31 (plen=1), “SEND” (plen=4), “GET” (plen=3) (within the first 6 packets of the
flow only) \x50\x4e\x41\x00\x68\x56

o Ares
“GET hash:”, “PUSH”, “GET shal:”, “HTTP/1.1 503 Bus’

e MP2P
“MD5”, “GOoN”, “SIZ”, “STR”

e GoBoogy/Soribada
“GOT\x0d\x0aPro”, “goboogy”, “boogy”, “GET /gethashinfo”, “GET /getup-
downin”, “GET /peer”, “GET /queue”, “GET /?p2pmethod="

e PeerEnabler
“GET /.file", “GET /.sig”, “CDNO0/0”, “CL" && \x00 (4)

e GoToMyPc
“GET /jedi?request”, “GET /17" && “=" (14), \x4d\x01\x00\x00 (plen=4)

e SSH
« GGH?

e WEB
“GET /", “POST”, “HEAD”, “HTTP/1", “SEARCH", “PROPFIND”, “HTTP”,
“GET”

o FTP
“CWD”, “PASV”, “PORT", “200 PORT”, “PWD\x0d\x0a", “250 OK. Current”,
“221" && bye\x2e\x0d\x0a" (end of payload), “220" && \x2e\x0d\x0Oa (end of
payload)

e SMB
“\XffSMB” (4), \x81\x00\x00\x44\ x20\x43\x4b\x46 , \ x82\ x00\ x00\ x00 (plen=4),
“No listen”, “no tcp”, \x2a (plen=1), “rctcpo”, \x83\x00\x00\x01 (plen=5)

e NNtp
“CHECK ", “TAKETHIS ", “check ", “takethis i”, “LISTGROUP", “ARTICLE",
“\x0d\x0a=ybegin”, (‘MODE" || “mode”) && (“READER” (5) || “STREAM” (5) ||
“reader” (5) || “stream” (5))

e mail
“354 Enter mail”, “250” && (“OK” (4) || “OK” (4) || “ok” (4) || “sender” (4) || “recip-
ient” (4)), “MAIL", “DATA\x0d\x0a", “RSET\x0d\x0a", “EHLO", “Received:”,
“+OK”, “RCPT TO”, “STAT\x0d\x0a" “* OK”, “DONE\x0d\x0a’, “* STATUS’,
“* FLAGS’, “INBOX\x0d\x0a", “completed\x0d\x0a" (end of payload)

e ssh/sd
\x80 && plen-2 = (1) (\x03\x00 (1) || \x03\x01 (1)) && (\x14 || \x15 || \x16 ||
\Xx17) (within thefirst 5 packets of the flow only)

e chat
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“PNG\x0d\x0a" (plenj10), “USR”, “CVR” && (4) isdigit, “QNG” && (4) isdigit,
“CHG” && (4) isdigit, “NLN idL”, “NLN NLN”, “YMSG” && \x00 (6), \x2a\x05
& & x00\Xx00 (4) & & plen =6, \ x50\ x4€e\x41\x00\x01 “MSG", “JOI", \x2a\x02 & &
(“UPDATE_BUD” (6) || (“\x00" (4) && “\x00" (6) “\x00” (8) “\x00\x00" (10)))

e |IC
“PONG”, “JOIN", “NICK", “:irc", “PING”", “PRIVMSG", “WHO", “WATCH”,
“USERHOST”

e MySQL
\X03 (4) && (“SELECT” (5)|| “select” (5), “INSERT” (5), “show”(5), update” (5),
“UPDATE”"(5), “SHOW" (5), “insert” (5))

e streaming
“MMS’ (12), “RTSP/1", “ _PARAME" (3), “PLAY rtsp” , “ICY”, “connected\x0d\Oa
\x0d\0a", “\x00\x00ML20" (10)

e SpamAssasin
o= && “\x26" (3) && (“g” (2) || “c” (2)) “&=" && \x0d\x0a (3) && plen=5"sn="
&& “\x26sl (4), “-nd”, “cn=razor”

e Gaming
“\xc2\x00" (plen=5) \x02\x00 (8) && \x00\x00 (4) && \x00 (1) && (“create”
(12), “play” (11), “users.” (10) “\x00\x06app-so\x00\x00\x00"
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BLINC implementation details

The BLINC implementation relies on three data structures; see the discussion in Section
13.6. Structure (C.1) captures the behavior of the graphlets in Figures 13.5(d)—(g), (k)
and (1), is populated by the mgjority of the traffic. Structure (C.2) focuses on failed
connections, i.e. connections without any user data, to model attack traffic using the
graphlets in Figures 13.5 (a)—c). Lastly, the complicated “criss-cross’ interactions in
the graphlets of Figures 13.5 (h)—(j) are captured using structure (C.3).

All three structures consist of dictionaries (maps) of sets. The first level of each
structure is a dictionary of al IPs in the trace, capturing the behavior of a source or
a destination host (if the flow statistics are collected for bidirectional traffic, we can
simply look at source IPs). For each flow a specific IP participates in, the structure is
updated by following the appropriate path through the protocol (TCP/UDP) and source
port dictionaries as indicated by the 5-tuple of the flow. At the last level (source port),
we insert values for the sets corresponding to the destination I B, the destination port, the
number of packetsin the flow and the average packet size (i.e. bytes/packets). Structure
(C.1) isnot updated for failed flows, which populate structure (C.2).

0 {dst1 Ps}, {dstPorts},

srePorty [ {#pkts}, {avgpktsize}

TCP

srcPortg €1

UDP

Structure (C.2) is adjusted to focus on the various attack graphlets. In order to cap-
ture attacks, we are more interested in the destination fields. Thus, the main difference
between structures (C.1) and (C.2) liesin the second level, where, instead of the source
port, we now have a dictionary of destination ports. Also, failed flows necessitate the
use of TCP asatransport protocol, and thus the protocol dictionary isomitted. Address-
space attacks at particular ports are defined by alarge number of failed flowsto different
destination I Ps at the same destination port. On the other hand, port scans are identified
by alarge dictionary of destination ports, all of which have one (or more in case of
multiple scans at the same time) and the same entry at the destination 1P set. Finally,
we use counter #not_failed to count the number of “payload” flows that may satisfy the
criteriaimposed by structure (C.1); if this number is above a specific threshold (4 in our
experiments) the flow is deemed as non-attack traffic. Note that the structure is more
efficient in detecting address space scans than port scans, since address scans appear
more often in the analyzed traces:
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dstPorty [ {dst1Ps}, int #not_failed

P (C.2)

dstPortp

Structure (C.3) captures graphlets with “criss-cross’ behavior (mail, ftp, streaming).
The structure stores interactions between source and destination IPs that communicate
with more than one flow at different source and different destination ports. More specif-
icaly, for a flow to update the structure, the following must be true: the source port
does not exist in the srcPorts set and the destination port does not exist in the dst-
Ports set for the specific source-destination IP pair. As a result, web interactions will
be excluded from this structure since one of the ports (source or destination) will con-
stantly be unique (and possibly equal to 80). Note that this structure is an approximation
of the“criss-cross’ graphlets:

dstl Py [ {srcPorts}, {dstPorts}, {Proto}
IP : (C3)

dstl Pp

In order to find the specific application form structure (C.3), we examine, for each
source IR, the histograms of two lists that result from the union of (&) the srcPorts sets
across all destination IPs (srcPortsList) and (b) the dstPorts sets across all destination
IPs (dstPortList). These histogramswill reveal source or destination ports that are com-
monly used for the specific IP when communicating with more than one flow with the
same destination IPs at different source and destination ports. If ports are used in aran-
dom fashion, the histograms will have no peaks. Then, the following are true according
to our graphlets:

o if there exist one or more peaks at the (srcPortsList) and one peak at the (dstPortsList)
and only TCP is used for the peak ports, the IP is amail server;

o if there exist one peak at the (srcPortsList) and one peak at the (dstPortsList) and both
TCP and UDP are used for the peak ports, the P is a streaming server;

o if there exist two peaks at the (srcPortsList) and no peak at the (dstPortsList) and only
TCPisused for the peak ports, the IP is an ftp server.

Once the structures are populated after a first pass through the flow table, we simply
traverse through all the rules and heuristics, starting from the least to the most specific.
Note that, while the methodology does not incorporate timing in a direct way, it is
incorporated indirectly by the time granularity at which the flow table is formed. All
the structures may store information acquired during several time intervals. However,
all entries of the structures are coupled with a timer value, which indicates the last
time they were active, i.e. the last time the corresponding fields were seen in a flow.
Entries inactive for large time intervals (sufficiently larger than the time corresponding
to an iteration) are deleted from the structures. Deleting inactive entries both prevents
memory saturation (note that we are dealing with millions of {IP, port} pairs) and speeds
up processing.
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Box C.1. BLINC pseudo-code

(1) procedure BLINC_FLOW_MAPPING
2 FT< Flow Table
3 for al flowsin FT do

4 check_attack > structure 2

5) if found then get next flow;

(6) check_multiple_flows > struct3, ftp/mail/streaming

@) if found then get next flow;

(8 for al entriesin structure 1: do

9 if IPisserver then > (Uses one port)

(10) if Is protocol TCP then

(11) check_fanout_heuristic.

(12 if dstPorts.size <= dstlps.size then

(13) return chat; get next flow;

(19) elseif dstPorts.size > dstlps.size then

(15) check_packet_size_heuristic

(16) if pkts across flows constant AND
dstPorts.size>>dstIps.size then

an return SpamAs; get next flow;

(18) else

(19 return web; get next flow;

(20) else

(21) return NM; get next flow;

(22) if IP uses same source port for TCP and UDP and not port 53 then

(23) return P2P; get next flow;

(24) for each srcport do

(25) check_community _heuristic.

(26) if found then get next flow;

27) check_cardinality_heuristic.

(28) if dstPorts.size == dstlps.sizethen

(29) return P2P; get next flow;

(30) elseif dstPorts.size > dstlps.size then

(31) if Isprotocol TCP then

(32 return web; get next flow;

(33) else

(39 check_packet_size_heuristic

(35 if pkt size across flows constant AND dstPorts.size >>
dstlps.sizethen

(36) return game; get next flow;

37) else

(38) return NM; get next flow;

(39 End For > Src port

(40) End For > entry in struct 1

(41) End For > FT
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To avoid processing of already classified servers or known {IP, port} pairs, we per-
form, at the end of each iteration, two different actions. Firgt, if the classification agrees
with the observed port number (for known services), we store the specific {IP, port} pair
in alist with known pairs. Hence, flows containing known pairs in successive intervals
will be automatically classified. Second, we apply the recursive detection heuristic. The
heuristic moves into the known list: (@) {IP, port} pairsthat talk to SpamAssasin servers
(mail); (b) the destination {IP, port} pair of a mail server, when this mail server isthe
source IP and its service port appears as the destination port (a mail server that con-
nected to another mail server); (c) similarly, the destination {IP, port} pair of a DNS (or
NM) server when its service port appears as the destination port; (d) {IP, port} pairs
communicating with known gaming-classified {IP, port} pairs.

For completeness, we include the pseudo-code for the mapping stage of BLINC in
Box C.1.



Appendix D
Validation of direction-conforming
rule

Dueto the challenges of obtaining an AStopology annotated with ASrelationships, itis
infeasible to use the valley-free rule to identify redistribution path spoofing in the work.
Alternatively, we apply the direction-conforming rule to the AS topology annotated
with directed AS-linksto carry out the detection. The following theorems show that the
direction-conforming rule actually shows roughly equivalent efficiency.

THEOREM D.1

For an observer AS, a valley-free path in the AS topology annotated with AS relation-
ships must be “direction-conforming™ in the corresponding AS topology annotated with
inferred directed AS-links.

THEOREM D.2

(1) For a Tier-1 AS, the direction-conforming paths in the AS topology annotated with
inferred directed AS-links must be valley-free in the real AS topology annotated with
AS relationships.

(2) For anon-Tier-1 AS, except the redistribution path-spoofing paths launched by the
provider ASs, the direction-conforming paths must be valley-free.

In order to prove these theorems, we first investigate the mapping between the real AS
topology annotated with AS relationships and the inferred AS topology annotated with
directed AS-links.

Note that, similar to the analysis in the text, we assume that the inferred topology is
“idedlly” complete, namely it contains all legitimate directed AS-links that the observer
AS should see. In order to infer a complete AS topology comprising of directed AS-
links based on the route announcements from the observer AS, we assume an ideal
inference scenario, in which the AS connections and relationships do not change over
the inference period and every AStriesal possible valid routes.

Asshown in Figure D.1, if we assume that the real AS topology annotated with AS
relationshipsis shown in part (a) and the observer ASisAS A, then the detection system
can capture the corresponding topology annotated with directed AS-links shown in part
(b). The rules of mapping between alink annotated with AS relationships and adirected
AS-link are asfollows.
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Fig. D.1.

Appendix

Y
el

—— provider-to-customer

— — — peer-to-peer — directed AS-link
-<—> sibling-to-sibling — — — hidden link
(a) (b)

(a) Rea AStopology annotated with AS relationships. (b) Inferred AS topology annotated with
AS-link from the perspective of observer AS A.

Adjacent links

All links adjacent to the observer AS, e.g. AB, AD and AE, irrespective of their AS
relationshipswith A, areinferred as directed AS-links with the observer AS as upstream
AS because the observer AS cannot see AS-paths going from its neighbors back to itself
due to AS-path loop prevention.

Provider AS links

The provider ASs of the observer AS refer to either the direct or indirect providers of
the observer AS. If any two of them are neighbors, they share a bidirectional AS-link
irrespective of the type of AS relationship they have. The reason is that the topology
is complete and the observer AS can see the links between its provider ASs in either
directions. The examplelinksareCD, DG and CG.

Other links
All links other than the ones belonging to the two families above can be either peer-to-
peer, provider-to-customer or sibling-to-sibling links.

Peer-to-peer links
The peer-to-peer links between the provider ASs and non-provider ASs of the observer
AS are directed AS-links in which the provider ASs are the upstream ASs. The reason
is that, although these peer-to-peer links are visible to the observer AS, they are visible
in the direction from provider ASs to non-provider ASs only. The deployed AS cannot
see the AS-paths going in the other direction. Otherwise, the relevant non-provider ASs
would be the provider AS of the deployed AS, since a peer-to-peer link has to follow a
customer-to-provider link. DH is an examplelink.

Meanwhile, the peer-to-peer links between non-provider ASs of the observer AS are
absent from the topology. The reason is that the routes that traverse these links should
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not be visible to the observer AS since they violate the “valley-free” rule. For example,
the peer-to-peer link between E and | isinvisiblein the directed AS-link topology.

Provider-to-customer links
The provider-to-customer links are unidirectional links with the provider as the
upstream AS and the customer as the downstream AS. Examplelinksare H | and 1 J.

Sibling links

All the sibling-to-sibling links are bidirectional; link F J isan example. Given the above
mapping between the links annotated with AS relationships and that with directed AS-
links, we can prove Theorem D.1.

There are mainly three types of “valley-free” paths [82]. (1) Downhill paths: all the
AS-links from the observer AS until the origin AS are provider-to-customer links. (2)
Uphill-downhill paths: the path begins at the observer AS with customer-to-provider
links then follows the provider-to-customer links and ends at the origin AS. (3) Uphill—
plateau—downhill paths: the path is similar to on uphill-downhill path except that there
isone, and only one, peer-to-peer link, that between the uphill and downhill parts.

Given the above mapping of links, it istrivial to show that all threetypes of valid paths
must follow the direction-conforming rule. However, the direction-conforming path in
an AS topology annotated with directed AS-links might not be valley-free. The excep-
tions are for the providers of the observer AS, because the directed AS-links between
the provider ASs are hidirectional. If one of them redistributes the path between its
providers or peers that are also the provider ASs of the observer AS, such routes are
direction-conforming but not valley-free. For example, for observer AS AinFigureD.1,
path {A,C, D, G, H, I, J} is direction-conforming but not valley-free. Formally, we
have the following lemma.

Lemma Given a AS topology annotated with inferred directed AS-links of an observer
AS, among all the direction-conforming paths of the observer ASs, except those caused
by the redistribution path spoofing caused by the provider ASs of the observer ASs, other
direction-conforming paths must be valley-free.

We prove the lemma by contradiction. Assume a path is not valley-free, namely it is
aredistribution path-spoofing path launched by a non-provider AS of the observer AS,
say H in Figure D.1. Assumethat H redistributes a path from a provider or a peer, say
X, to another provider or peer. Then the path contains alink H— X. According to the
mapping rules, were X a peer of H, either directed AS-link H— X is absent or only
X— H ispresent, eg. D— H.Were X aprovider of H, only X—H would be present,
e.g. G—H. Accordingly, the path is not direction-conforming.

Because a Tier-1 AS has no provider AS, all its direction-conforming paths must be
valid, which proves Theorem D.2.
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