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Chapter 1 « Windows of Vulnerability

Introduction

This chapter will address vulnerabilities and why they are important. It also discusses a concept
known as Windows of Vulnerability, and shows how to determine the risk a given vulnerability poses
to your environment.

What Are Vulnerabilities?

So, what are vulnerabilities? In the past, many people considered a vulnerability to be a software or
hardware bug that a malicious individual could exploit. Over the years, however, the definition of
vulnerability has evolved into a software or hardware bug or misconfiguration that a malicious individual
can exploit. Patch management, configuration management, and security management all evolved
from single disciplines, often competing with each other, into one IT problem known today as
vulnerability management.

NoTE

Throughout this book, we will reference vulnerabilities by their CVE numbers. CVE
stands for Common Vulnerabilities and Exposures, and a list of CVE numbers was
created several years ago to help standardize vulnerability naming. Before this list
was compiled, vendors called vulnerabilities by whatever names they came up with,
making vulnerability tracking difficult and confusing. The CVE created a list of all
vulnerabilities and assigned each one a CVE ID in the format CVE-year-number.
Vendors have been encouraged to use CVE numbers when referencing vulnerabilities,
a practice which has removed most of the confusion. More information on CVE
numbers is available at http:/cve.mitre.org.

On the surface, vulnerability management appears to be a simple task. Unfortunately, in most
corporate networks, vulnerability management is difficult and complicated. A typical organization has
custom applications, mobile users, and critical servers, all of which have diverse needs that cannot be
simply secured and forgotten. Software vendors are still releasing insecure code, hardware vendors do
not build security into their products, and systems administrators are left to clean up the mess. Add to
this compliance regulations that make executives nervous, and you have a high-stress situation which
is conducive to costly mistakes.

The complications surrounding vulnerability management create what is known as a Window
of Vulnerability. Although this may sound like a clever play on words to draw attention to the most
commonly run operating system, it is actually used in reference to the length of time a system is
vulnerable to a given security flaw, configuration issue, or some other factor that reduces its overall
security. There are two types of Windows of Vulnerability:

B Unknown Window of Vulnerability The time from when a vulnerability is discovered
to when the system is patched.

B Known Window of Vulnerability The time from when a vendor releases a patch
to when the system is patched.
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Most organizations pay attention to the second type, Known Window of Vulnerability, but as you
will see in later chapters, calculating the Unknown Window of Vulnerability is valuable when planning

mitigation strategies.

NoTE

Many organizations offer, as a paid service, information on discovered vulnerabilities
before vendor patches are available. Many larger enterprises see a value in such a
service. If your organization is considering such a service, be sure to research the
quality and quantity of vulnerabilities the service typically discovers, as such services
are generally expensive.

Usually administrators use a table, such as the one shown in Table 1.1, to track when a vulnerability
is reported and when the vendor patches it. You can use this table to calculate Unknown Windows
of Vulnerability versus Known Windows of Vulnerability.

Table 1.1 Calculating Windows of Vulnerability

Approximate Date Patch
Vulnerability Date Reported Date Vendor Installed/
Name to Vendor Released Patch  Time Delta Risk Mitigated
IE create 2006-02-10 2006-04-11 60 days
text range
Vulnerability
(CVE-2006-1359)
Sendmail Race 2006-01-01 2006-03-22 80 days
Condition
(CVE-2006-0058)
WMF Vulnerability 2005-12-27 2006-01-05 9 days
(CVE-2005-4560)
QuickTime QTS 2005-11-17 2006-01-10 54 days
Overflow
(CVE-2005-4092)
MediaPlayer BMP 2005-10-17 2006-02-14 120 days

Overflow
(CVE-2006-0006)

Recently, a trend has emerged that adds another metric to be tracked. That metric is third-party
vendors releasing unofficial patches, as shown in Table 1.2.
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Table 1.2 Tracking Unofficial Third-Party Patches

Date Date
Approximate Third- Patch
Date Date Vendor Party Installed/
Vulnerability Reported Released Time Patch Time Risk
Name to Vendor Patch Delta Released Delta Mitigated
IE create 2006-02-10 2006-04-11 60 days 2006-03-24 42 days
textrange
Vulnerability
(CVE-2006-1359)
WMF 2005-12-27 2006-01-05 9 days 2005-12-31 4 days
Vulnerability

(CVE-2005-4560)

In this case, the second time delta is the time between the approximate date of report to the
vendor (or public disclosure) and the release of the third-party patch. At the time of this writing
(April 2006), there have been only two cases of a third-party patch being released. In both cases, the
patch was well received by general users, so it is safe to assume that this trend will continue.

NoTE

Although some people welcome third-party patches, these patches have some
limitations that organizations should consider. For instance, third-party patches are
never superior to vendor-supplied patches. In addition, you should be able to easily
remove any third-party patch you use once the vendor addresses an issue.
Furthermore, third-party patches may not receive as much regression testing as
vendor-supplied patches and could cause unwanted side effects. Organizations
considering using a third-party patch should weigh these risks, consider the source,
and take into account the true exposure a vulnerability presents to them.

The last metric in Table 1.2—Date Patch Installed/Risk Mitigated—will vary from organization
to organization.You can use this final metric to calculate a third time delta based on either the notification
to the vendor or the release of the public patch. The key here is to ensure that this final delta is as short
as possible to minimize the total amount of time systems are vulnerable to flaws. As you read this
book, you will see how implementing a proper vulnerability management plan can help you keep
your overall risk to a minimum.

Before we get to implementing such a plan, yet another statistic is important to understand when planning
a vulnerability management strategy. That statistic is the delta between either the time a vulnerability is
reported to the vendor or the time the patch is released, and the time it takes for a working exploit to be
released to the public. This statistic is important because the risk a vulnerability represents to an organization
increases exponentially when working exploit code is available to the general public.
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The timelines in Figure 1.1 represent some of the more serious vulnerabilities as well as all of the

important data points concerning them.

Figure 1.1 Timeline of Serious Vulnerabilities
Sendmail Race Condition (CVE-2006-0058)
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So, what does Figure 1.1 actually mean? As you can see, it illustrates the time between when
a vendor became aware of an issue to when an issue was patched. Other data points are the date that
the exploit code was released and the date a third-party patch was released. The figure helps show
how long an organization can be vulnerable to an issue before it is even made aware of that issue.
Once an organization becomes aware of an issue, its vulnerability to that issue extends until it can
either patch the issue or mitigate it.

Most corporations are left at the mercy of the vendor and, in some cases, the person/organization
that discovered the issue to make them aware that it exists. You can use a number of resources to remain
up-to-date on security issues and their patches. For instance, most vendors offer patch and security
issue mailing lists; also, multiple public mailing lists post issues. Table 1.3 is a list of security mailing

lists and their relative usefulness.

Table 1.3 Security Mailing Lists

List Name Web Site Comments
Bugtraq www.securityfocus.com/ This is one of the original security
archive/1/description mailing lists. Traffic is high, but if an
issue exists, it is almost always
posted to this list.
VulnWatch www.vulnwatch.org This is comparable to Bugtraq,

Full-Disclosure

Microsoft Security
Bulletins

Apple Security
Alerts

https://lists.grok.org.uk/
mailman/listinfo/
full-disclosure

www.microsoft.com/
technet/security/bulletin/
notify.mspx

http://lists.apple.com/
mailman/listinfo/
security-announce

with the exception of the high
volume of traffic, as it is not a
general discussion list but a security
issue announcement list only.

This is an unmoderated list.
Traffic is extremely high and

the list frequently goes off topic.
You must have thick skin and

a lot of time to filter e-mail.

This is the Microsoft Security
Bulletin list where you can be
notified of issues concerning
Microsoft products.

This is the Apple Computer
Security Bulletin list.

Vendors become aware of vulnerabilities in many different ways. In an ideal world, the vendors
themselves would find and fix all security issues before they ship their products, but the complexity
of code combined with aggressive development cycles is conducive to development mistakes in the
area of security. Usually an independent or commercial security researcher notifies vendors of
vulnerabilities, and in some cases, vendors become aware of vulnerabilities at the same time the

general public does, when they are disclosed without any prenotification.
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Understanding the Risks Posed by
Vulnerabilities

Regardless of how a vulnerability becomes public, the vulnerability poses a risk to an organization.
The amount of risk the vulnerability presents depends on a number of factors:

B Vendor risk rating
B Number of affected systems within an organization
B Criticality of affected systems within an organization

B Exposure affected systems present to the organization

An organization can calculate risk in a number of ways. One of the more logical ways, at least
at a higher level, is by using the following formula:

Risk = Vulnerability x Attacks x Threat x Exposure

where:

V =Vulnerability A measure of issues that are considered vulnerabilities. This
measure is usually a function of a vulnerability assessment—for example, an audit
conducted with Tenable Network Security’s Nessus or eEye Digital Security’s
Retina.

A = Attacks A measure of actual attacks and dangers, which is typically a function
of a host- or network-based intrusion detection/prevention tool—for example,
eEye Digital Security’s Blink or the open source network intrusion detection
system, Snort. Organizations that do not have these tools in place can use

public attack tracking services.

T = Threat A measure of lurking or impending danger. This is known as the
threat climate, which comprises such factors as availability and ease of exploit.

E = Exposure An accounting of an organization’s vulnerability to an attack, or
how much periphery must be protected and how poorly it is being protected.

As you can see, two terms do not appear in this list: criticality and vendor risk rating. Criticality is
a measure of how valuable an aftected asset is to the organization if it is compromised. Some schools
of thought place a lot of importance in this metric, perhaps too much importance, because if you consider
a typical network, every system is interconnected to foster communication of various protocols.

A system that is considered highly critical, by its very nature, is able to communicate with those that
are not critical.

Penetration testers and even malicious attackers will typically attempt to compromise the lowest-
hanging fruit first. These are the systems that are easy to compromise because an organization does not
consider them critical enough to patch quickly. These systems then become staging points for further
attacks on the internal infrastructure and the more critical systems. So, for example, if an organization’s
accounting systems are of the highest criticality, how do you rate all of the workstations that connect
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to these systems? If they are not equally critical, they could be left vulnerable and used as an attack
vector against the truly critical accounting systems.

When dealing with patch management methodologies, which we will explain in depth later
in this book, criticality becomes more of an issue, and it is definitely recommended to patch critical systems
before noncritical ones, but in the case of calculating a risk rating, it is not as important
as the other factors.

NoTE

A large banking institution has taken measures to place all financial audit systems
on its own network and behind its own independent firewalls. Although segregating
important systems is a good strategy, it does not take into account the fact that a
large number of employees need to access this data. So, what you essentially have

is a firewall acting as an expensive logging device, allowing a set of client machines
through. Sure, the firewall protects against some threats, but if the threat is coming
over an allowed communications channel, the firewall is not going to be of help.
The real solution here is to put the entire department on its own segregated net-
work and not allow any outside access to this network.

Vendor risk rating is typically an arbitrary rating assigned by the vendor with the vulnerable software.
Although you should consider this measure, it is not as important as the preceding factors, which are
environment specific.

NorTe

At the time of this writing, there was a lot of media attention surrounding what
vendors were truly patching with patches. A presentation at the Black Hat Briefings
Europe (www.blackhat.com) by one of this book’s authors, Steve Manzuik, and a
co-worker, Andre Protas, titled “Skeletons in Microsoft’s Closet,” highlighted a practice
by all vendors, not just Microsoft, of silently fixing internally found vulnerabilities
when releasing patches for publicly found vulnerabilities. In addition, various posts
by other researchers on the technical mailing list Dailydave (www.immunitysec.com/
mailman/listinfo/dailydave) highlighted other issues and their potential impact.
Consider the impact this practice has on your internal threat assessment of a vulner-
ability. Can an organization know the true threat of a vulnerability if the vendor is
not disclosing all potential issues?

Let’s get back to our formula for measuring risk, and expand on it by looking at it in a different
way. Those who have been in the information security industry for even the briefest amount of time
probably recognize the classic analogy of a castle when referring to various protection mechanisms.
Keeping with this analogy, let’s use a castle that needs defending to better illustrate risk calculation.
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You can view a computing asset—for example, a server—as a castle. Castle walls protect an inner
sanctum containing gold. Armies are attempting to breach the castle walls and enter the inner
sanctum to get the gold or disrupt the castle.

With this analogy, the following applies:

B Exposure How exposed the castle is to attack.

B Periphery A measure of the extent of the castle walls and the openings that
can be attacked.

B Lack of protection A measure of how poorly this castle periphery is protected
(by moats, guards, gates, etc.).

B Threat A measure of the enemy armies lurking on the hills surrounding the castle,
who are priming for attack.

B Attacks A measure of the actual arrows and bombs and breach attempts on the walls
and inner sanctum.

B Vulnerabilities A measure of how easy it is for the inner sanctum to be breached and
used to gain access to the gold.

B Asset value/criticality A measure of how valuable and important the castle and inner
sanctum are in terms of value (gold) and importance to the empire.

If each measure is given a binary number that is scaled between 1 and 5—1 being low and
5 being high—this method of risk calculation is very straightforward and simple. The higher the
number, the higher the risk is to which the organization is exposed.

As an example, we’ll discuss a fictional server environment in a popular Web hosting company
consisting of systems vulnerable to the Sendmail Race Condition (CVE-2006-0058). In this case,
Vulnerability would receive a score of 5 because of its impact on affected systems.

At the time of this writing, Attacks would receive a 2 based on the nature of the attack required
to exploit this vulnerability and public reports of attacks exploiting this vulnerability. In addition,
working exploit code is not available to the public.

Threat would receive a 4 based on the popularity of the company and the frequency with
which it comes under attack.

Exposure in this case would receive a 5 because the service affected, Sendmail, is exposed
to the Internet and is not easily protected.

Remember:

Risk = Vulnerability x Attacks x Threat x Exposure

So in this case:
Risk =5x2x4x5
Risk = 200

The maximum risk will always be 625 and the minimum will always be 1.To further clarify this
calculation let’s look at the same environment but perform the calculation using the Windows
Metafile (WMF) vulnerability (CVE-2005-4560).

As with the Sendmail vulnerability, Vulnerability in this case would receive a high score of 5
because it allows for remote code to be executed on affected systems.

1
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At the time of this writing, Attacks would also receive a 5 because use of this vulnerability has
been reported to be widespread and working exploit code is easily found on the Internet.

Threat for this vulnerability against this specific environment would actually receive the lowest
score of 1 because this is a server environment running Sendmail. This vulnerability relies on users
surfing to malicious Web sites to be eftective, something that is not typically done from a server
environment running Sendmail.

Exposure for this specific environment would also receive a 1. As stated earlier, Web browsing is
not typically done from this environment.

Therefore:
Risk =5x5x1x 1
Risk = 25

If you take this same vulnerability but perform the calculation for an end-user environment that
is constantly surfing the Internet, the calculation would look something like this:

Risk =5x5x5x 3
Risk = 375

We went to the trouble of explaining this based on two separate vulnerabilities multiple times to
ensure that you understand that the risk score is completely dependant on the environment at risk.

This also helps to illustrate how something such as a vendor risk rating does not really matter a heck
of a lot to most organizations.

NorTe

Readers should check out the Common Vulnerability Scoring System (CVSS) for an
alternate, vendor-agnostic, open standard of scoring vulnerabilities. CVSS is an attempt
to solve the problem of multiple vendors having their own scoring system, which can
cause confusion for IT security professionals trying to understand multiple systems.
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Summary

This chapter covered the basic concepts of what a vulnerability is and how it can affect your
environment. We talked about the different ways your network can be attacked and the different
levels of exposure an organization has while waiting for patches. We looked briefly at some recent
cases of third-party patches and some of the reasons to be wary of such things. We discussed the
various free places to get security information but avoided talking about some of the pay
vulnerability services, as we address those later in the book. Finally, we covered in great detail one
way to calculate risk and determine an actual risk rating, as well as things to consider when
securing systems, such as which systems communicate with each other. We also covered an alternate
way to calculate risk, known as CVSS.

13
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Introduction

Vulnerabilities exist; they always have and always will. Just think of the potential impact to the economy
if vulnerabilities weren’t present, at least in commercial-grade products. Would major organizations
still invest in a security program? What sort of work would we be doing, if not security? As security
practitioners and business leaders, we must realize that vulnerabilities are a part of life; a part of our
consumption of technology. As such, we must practice due diligence in ensuring that vulnerabilities
don’t represent an undo liability to our organization, creating an unacceptable level of risk. This
chapter focuses on what a vulnerability assessment is; traditional and alternative methods for discovering
vulnerabilities; and the importance of seeking out vulnerabilities.

What Is a Vulnerability Assessment?

One might equate a vulnerability assessment (or VA) to a reconnaissance mission within the military.
The purpose of the recon exercise is to go forth, into foreign territory, and ascertain weakness;
vulnerabilities within the opposition. Upon completion of the exercise, military commanders should
have greater insight and intelligence regarding their target(s); knowing its strengths as well as its
weaknesses. Like reconnaissance missions, vulnerability assessments are security exercises that aid
business leaders, security professionals, and hackers in identifying security liabilities within networks,
applications, and systems.

In this section, we’ll discuss the steps involved in conducting a vulnerability assessment: information
gathering/discovery, enumeration, and detection. This section will provide an introductory view to
vulnerability assessment. The next chapter will dive into the how-to and technical details associated
with vulnerability assessments.

Step 1: Information Gathering/Discovery

Information gathering and discovery is the process an individual or group performs to ascertain the
breath/scope of an assessment. The purpose of this step is to identify and determine the total number
of systems and applications that will be assessed. Output of this step typically consists of host names,
Internet Protocol (IP) addresses, available port information, and possibly target contact information.
You can divide the information-gathering process into two components: nonintrusive and
semi-intrusive efforts. Nonintrusive efforts reflect the public gathering of information regarding the
target; the target is unaware of these activities. This includes whois queries to identify all of the
domain names the target owns, as well as possible targets and IP address lookups via sites such as
www.arin.net to identify IP address ranges associated with the target. Figure 2.1 shows a whois
query against one of the IP addresses that hosts www.microsoft.com.
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Figure 2.1 A whois Query

3 WHOIS Search provides domain registration information from Network Sohations - Microsoft Intemet Explorer

Fle Edt Mew Favoites Tools Help

Address Iﬂ hitp=//Awwew networksolutions com/whois/results jsp Pwhoistoken=0
=

207.46.198.60 ¢ Domain Name

| Record Type: IP Address € NIC Handle
¢ IP Address

OrgName: Microsoft Corp

OrglD:  MSFT Search » |
Address: One Microsoft Way

City. Redmond

StateProv: WA

PostalCode: 98052

Country:. US

NetRange: 207.46.0.0 - 207.46.255.255
CIDR: 207.46.0.0M16

NetName: MICROSOFT-GLOBAL-NET
NetHandle: NET-207-46-0-0-1

Parent NET-207-0-0-0-0

NetType: Direct Assignment
MNameServer: NS1.MSFT.NET
MNameServer: NS5.MSFT.NET
MNameServer: NS2.MSFT.NET
NameServer; NS3.MSFT.NET
NameServer: NS4.MSFT.NET
Comment:

RegDate: 1997-03-31

Updated: 2004-12-09

RTechHandle: ZM33-ARIN
RTechName: Microsoft
RTechPhone: +1-425-882-8080
RTechEmail: noc@microsoft.com

OrgAbuseHandle: HOTMA-ARIN
OrgAbuseName: Hotmail Abuse =l

[ ome [ @wem

In Figure 2.1, we went to www.networksolutions.com/whois and conducted a whois query for
207.46.198.60, a Microsoft Web server. We determined the IP address by performing a domain
name system (DNS) lookup, a process used to resolve an IP address to a domain name, against
www.microsoft.com; another noninvasive information gathering technique.

By performing a whois query against the IP address, we were able to gather the following information:

B The company’s physical address
®  Contact information
B The IP address range used by the company

B DNS servers responsible for the domain

Having a better idea of the target footprint, we can proceed to discovering what systems and
possible applications reside on the target network.

17
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Tools & Traps

Who What?

whois is a program that provides people with registered information regarding
domain names and their registrants: for instance, the administrative contact, name
servers, domain expiration, and so on. InterNIC maintains the whois database. Users
can either leverage the whois tool on their local machine, if available, or visit
www.internic.net to query for information.

Semi-intrusive efforts consist of nondisruptive communications calls between the attacker and target
in an effort by the attacker to gain further information regarding the target’s systems; the target can
detect this. This communication usually consists of ping sweeps, to identify active hosts, and port
scans, to ascertain what ports and, potentially, applications, reside on a given system. Utilizing Nmap
software, we can quickly determine what hosts are available on a network, as shown in Figure 2.2.

Figure 2.2 An Nmap Ping Sweep

C:\>nmap -v -sP 18.192.82.243.-24

Starting Nmap 4.83 <{ http://www.insecure.orgs-nmap 2 at 2006-85-11 11:23 Central
Daylight Time

Initiating ARP Ping Scan against 243 hosts [1 pt)l‘t,/]lu"t.] at 11:23

The ARP Ping Scan took 2.31s to scan 243 total hos

DNS resolution of 183 IPs took 8.89s. Mode: Async [ﬂ 3. OK: 81, NX: 22, DR: 8.
SF: 8. TR: 137. CN: 8]
Host 18.192_.82.8 appears
Host 18.192.82.1 appea to be up.

MAC Address: BB:80:8C:87:AC:81 <(Cisco Systems>

Host 18.192.82.2 appears to be down.

Host 18.192_.82.3 appears to be up.

MAC Address: BB:DA:B2:6D:4C:88 <(Ditech>

Host 18.192.82 .4 appears to be up.

MAC Address: B0:04:28:BA:B8:88 <(Cisco Systems>

Host hgs47e4886_1 .nam.coair.com (18.192. R) ‘)) appears to be up.
MAC Address: BB:03:E3:59:23:FF <(Cisco Systems)

Host 18.192.82.6 appears to bhe up.

MAC Address: BB:01:96:A8:86:48 {(Cisco Systems>

Host 18.192_.82_.7 appears to be up.

to be down.

MAC Address: BB:10:83:5A:B6:80 <(Hewlett—packard Company>
Host 18.192_.82_.8 appears to be up.
MAC Address: BA:30:C1:54:ED:2F {(Hewlett—packard> x

Using the —sP (ping scan) switch within Nmap, we can conduct a ping sweep of the target
network. This will help us determine what hosts are active and available. Once we’ve determined this,
the information-gathering/discovery step is complete. It’s now time to proceed to step 2, enumeration,
and determine what operating systems and applications the target possesses.
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Step 2: Enumeration

Enumeration is the process used to determine the target operating system—a process called OS
fingerprinting—and the applications that reside on it. Upon determining the operating system, the next
step is to substantiate the applications that reside on the host. Ports 0 through 1023 are considered
well-known ports, or port numbers reserved for assignment by the Internet Corporation for Assigned
Names and Numbers (ICANN).! Ports within this range are reserved for specific applications; for
example, http is assigned port 80 and https (secure http) is assigned port 443. Though ports 0 through
1023 are reserved for specific applications, this does not preclude other applications from utilizing them.

Keeping with Nmap, we use its —s I/ (service/version info) switch to determine what applications
are residing on what ports (see Figure 2.3).

Figure 2.3 Nmap Service Detection

CzN\>nmap -sU 18.192.82.6-24

Starting Nmap 4.83 < http://www.insecure.org-s-nmap 2 at 2006-85-11 12:56 Central
Daylight Time
Interesting ports on hgs4747cB1<18.192_.82.6 >:

C{The 1668 ports canned but not shown below are in state: closed>

PORT STATE ‘RUICE UERSION

135-tcp open ms¥»pc?

139/tcp open nethios—ssn

443/tcp open smtp Microsoft ESMIP 6.8.3798.1830

445 tcp open microsoft—ds Microsoft Windows XP microsoft—ds
3888-tcp open rpp?

3389-/tcp open ms—term—serv?

8081 /tcp open http Network Associates ePolicy Orchestrator <(Computerna
me = HQS4747CH1 >
MAC Address: BB:14:C2:E6:992:A4 (Hewlett Packard>

Service Ir 08: Windows

Interesting ports on 18.192_.82.7:

{The 1671 ports scanned but not shown below are in state: closed>

PORT STATE SERVICE UERSION

237tcp open telnet Cisco routepr

?9-tcp open fingey Cisco fingerd =l

Notice anything interesting in Figure 2.3? Take a look at what service is running on tcp 443; it’s
Microsoft’s Simple Mail Transfer Protocol (SMTP) service rather than a secure Web server, the
reserved application for tcp 443.

Port enumeration plays a pivotal role in vulnerability assessment because it ensures that we map
vulnerabilities to respective applications. Given Figure 2.3, if we were to assume the host in question
was running a secure Web server rather than an e-mail server on port 443, it would have been highly
unlikely that we would have been able to determine the host’s vulnerabilities, negating future penetration
possibilities. With the grunt work of information gathering and enumeration complete, it’s now time
to detect vulnerabilities on the target systems.

Step 3: Detection

Detection is the method used to determine whether a system or application is susceptible to
attack (i.e., vulnerable). This step doesn’t confirm that vulnerabilities exist; penetration tests do that.
The detection process only reports the likelihood that vulnerabilities are present.

! http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci514078,00.html
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To detect vulnerabilities we’ll need to utilize a vulnerability assessment tool such as Tenable
Network Security’s Nessus or eEye Digital Security’s Retina. Neither tool is free, so we’ll need to
evaluate the cost or pursue open source alternatives prior to conducting this step.

Once we have procured a VA tool, we can continue the assessment, targeting the systems we’ve
evaluated in steps 1 and 2 to determine whether they have any vulnerabilities. VA tools detect
vulnerabilities by probing remote systems and comparing the systems’ response to a set of good
(expected) and bad (vulnerable) responses. If the VA tool receives what it considers a bad response
it assumes the host is vulnerable.

Tools & Traps

Assessment Complete?

In todayis information age, vulnerability assessments are a must, but they are not the
be-all and end-all. VAs need to be supported by an enterprise remediation strategy,
and assessments should target not only Windows, UNIX, and Linux systems, but also
all IP-connected devices and applications within your infrastructure.

Notes from the Underground

Intrusive or Not Intrusive?

Vulnerability assessments, unlike good reconnaissance, can be intrusive. | recall walking
into the ofYce one morning, Yring up e-mail, printing off an attachment, and
walking over to the printer, only to hear, iYou can print?i Unbeknownst to me, the
vulnerability assessment | had launched the night before knocked out all the companyis
Hewlett-Packard direct cards and, ultimately, the printers. | was able to print because
| was printing to the printeris Line Printer Remote (LPR) interface. After a little investigating,
we found out that the Yrmware on the jet directs hadnit been upgraded in more than
three years and simply port-pinging the jet directs rendered them unavailable. Who
knew? Technically the printers werenit vulnerable, but their inability to handle port
pings and our failure to include them in the companyis remediation strategy caused
some disruption.
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Seeking Out Vulnerabilities

Identifying vulnerabilities across an enterprise is a major endeavor. We can’t simply install a vulnerability
scanner in selected locations and press Go. It doesn’t work that way. It doesn’t because today’s
enterprises consist of thousands of servers and tens of thousands of hosts connected via hundreds of
network circuits with varying speeds. We simply can’t get the required coverage within the desired
timeframe. So what do we do? Do we stop conducting enterprise-level assessments knowing that

95 percent of all security breaches occur due to misconfigurations of systems or known vulnerabilities
that have not been remediated?? The answer, of course, is no. Enterprise-level assessments are still
required. Instead of simply dropping scanners onto our networks, as done in years past, we should
leverage our company’s existing vulnerability management investment—its investment in security,
patch, and configuration management technologies—and develop a hybrid approach to vulnerability
assessment that takes advantage of the strength of each respective technology.

Detecting Vulnerabilities via
Security Technologies

Traditionally when we wanted to ascertain system- or application-level vulnerabilities, we installed
vulnerability assessment scanners throughout our enterprise. These scanners were responsible for
detecting network hosts (information gathering), discovering available applications (enumeration), and
ascertaining vulnerabilities (detection).VA scanners were typically network appliances running VA
software or VA software running on a company-owned asset. Figures 2.4 and 2.5 represent a typical
organization’s VA infrastructure.

Figure 2.4 A Typical VA Scanner

Targeted
Host
VA
Scanner VA = Vulnerability Assessment

2 CERT, 2003.
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Figure 2.5 An Enterprise VA Deployment
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As you can see in Figures 2.3 and 2.4, in smaller networks, a single VA scanner may be sufficient
for conducting the organization’s vulnerability assessments. However, larger enterprises will require
multiple VA scanners to support their assessment needs.

As you can imagine from Figure 2.5, traditional methods of gathering vulnerability assessment
data could pose many challenges for large enterprises. Not only must an organization be concerned
with managing the remediation infrastructure to address the discovered vulnerabilities, but it must
also concern itself with the VA infrastructure used to ascertain these liabilities. Though traditional VA
methodologies may pose some manageability and scalability challenges, they are often the only sure
way to validate vulnerabilities exposed to a remote entity.

Deciphering VA Data Gathered
by Security Technologies

Vulnerability assessment reports provide a lot of insightful information, as listed here and depicted in
Figure 2.6:

B Duration of the assessment

B Number of machines scanned
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B Vulnerabilities by severity
B List of all identified vulnerabilities

B Vulnerabilities per host

Figure 2.6 Vulnerability Analysis Results Using Retina

a Retina Report - Microsoft Internet Explorer

Fie Edit View Favoites Tools Help |”
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Retina - Network Security Scanner @
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g Digital Secwrity
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etina Machines Scanne

Scanner Name

Scanner Version 5.2.16.1234 Vulnerabilities Total 334
Scan Start Date 5/27/2005 High Risk Yulnerabilities 194
Scan Start Time 12:27:00 PM Medium Risk Vulnerabilities 119
Scan Duration Oh 8m Os Low Risk Vulnerabilities 21
Scan Mame 128Networks Information only Audits 53
Scan Status Completed Credential Used

32 B info
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As a security analyst, manager, or business unit leader, you can quickly gauge your organization’s
susceptibility to known security vulnerabilities. In Figure 2.6, 334 vulnerabilities are present across 28
machines, 194 of which are considered high risk. In Figure 2.7, vulnerabilities are further broken
down by risk, percentages, and average number of vulnerabilities by risk category per host.
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Figure 2.7 Vulnerability Breakout
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Analyzing the VA report further, we’re able to discern what our most prominent vulnerabilities
are, as reflected in Figure 2.8.

Figure 2.8

A Retina Report - Microsolt Internet Explores

| Fle Edt View Favoites Took Help | o

Retina - Network Security Scanner
Ntieceh: Vi heamabiiy A A =

TOP 20 VULNERABILITIES

The following is an overview of the top 20 vulnerabilities on your network. ;l
1. Microsoft WordPerfect C rer C d E it 17
2. Microsoft Wind Malicious Soft R | Tool 15
3. Mull Session 15
4. Microsoft Web View Remote Code Execution 14
5. Windows System Events Logs Overwritten 13
5. Internet Explorer ADODB. Stream Object Not Disabled 1"
7. Guest Access to SyslLog 1"
8. HTTP TRACE method supported 1
9. SMTP Serice Potential Security Hazard 10
10. Mac lia Flash Header Vulnerability 1 10
11. Macromedia Flash Header Vulnerability 2 10
12 I ft Wind L ge Queuing Code Execution 10
13. JPEG Processing GDI+ Buffer Overflow 9
14, Macromedia Flash ActiveX Path Vulnerability ]
15. Hyperlink Object Library Buffer Overflow 7

1=1
[ZT0me T [ My Computer 1
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Figure 2.8 Top Vulnerabilities To a security practitioner and business professional, the chart in
Figure 2.8 provides insightful and more reflective information regarding the true security posture of
the organization. Figure 2.7 illustrated that more than 50 percent (194 out of 334) of the discovered
vulnerabilities were of high risk. Figure 2.8 lists the top 20 vulnerabilities within the environment.
Using these two figures, we can make risk determinations regarding the true security risk to the
organization. By evaluating each vulnerability listed against its applicability to our organization, we
can discern whether the vulnerabilities reported represent a benign (false) or malignant (real) threat to
our organization. We can then decide whether our organization is operating at an elevated level of
risk. How many vulnerabilities in Figure 2.8 would represent a benign (or questionable) threat to
your organization? Table 2.1 shows 74 questionable vulnerabilities.

Table 2.1 Questionable Vulnerabilities

Vulnerability Description Count
Microsoft Windows Malicious Software Removal Tool 15
Null Session Exposures 15
Windows System Events Logs Overwritten 13
Guest Access to Sys Instances 11
Macromedia Flash Header Vulnerability 1 10
Macromedia Flash Header Vulnerability 2 10
Total 74

These vulnerabilities are questionable or benign because they may not represent vulnerabilities
within our organization. This means we have compensating controls to address the risk, or that as an
organization, we’ve decided to accept the risk presented by the identified vulnerabilities.

Table 2.1 highlights the need for security and business professionals to know what represents a
liability to an organization.Vulnerabilities are often deemed high or critical by software manufacturers,
but that may not be accurate in terms of our own environments. Manufacturers and research companies
are at the mercy of classifying vulnerability risk based on the lowest common denominator; the
ultimate impact to an asset given no security or compensating controls.
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Notes from the Underground

Detect This

Vulnerability scanners are great at detecting known vulnerabilities and are pretty
good at detecting conYguration errors that represent vulnerabilities, but they, as well
as most technologies, are inept at detecting 0 day (zero day) vulnerabilities, or
vulnerabilities that havenit been released to the general public.

Accessing Vulnerabilities via Remediation
(Patch) Technologies

Today all companies have remediation strategies and supported processes, and if they don’t, they
should. Most strategies outline how and when applications and systems are remediated. Prior

to the past decade, these processes and supporting technologies focused on providing application
stability—addressing things such as memory leaks—and application enrichment, adding new levels
of functionality. The phrase, “if it ain’t broke, don’t fix it,” was certainly the motto during this era.

Opver the past 10 years, the remediation landscape has changed. Remediation efforts have gone
from manual to automated processes, creating a new product industry. In addition, the primary
objective and purpose of a remediation strategy is no longer to support application stability and
enrichment, but to address application- and system-level vulnerabilities. In identifying this, remediation
technology providers and patch management companies have added new interfaces within their
products, allowing for a new and nontraditional way to identify vulnerabilities.

As we mentioned earlier, traditionally a company would have to roll out vulnerability assessment
sensors to gather VA data. What if we haven’t invested in VA technology or simply can't afford it?
‘What should we do? Considering that most patching technologies keep a history of the systems and
applications they’ve patched, we can simply leverage our remediation repository to help us assess the
security state of our environment.

Extracting VA Data from Remediation Repositories

Many capable remediation solutions are available today. However, prior to selecting one, we should be
cognizant of the scope of our remediation efforts. Are we simply concerned with Windows systems?
Maybe we need to address UNIX, Linux, and possibly a mainframe environment, too. Whatever the
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solution, our selected technology should be able to provide us with VA information similar to what’s
presented in the following example.

The following two figures reflect VA reports that were generated via Microsoft’s Systems
Management Server (SMS). SMS refers to these figures as compliance reports, but we can also use
the same information to infer vulnerability information. If we go to the SMS reporting home page,
the screen in Figure 2.9 appears.

Figure 2.9 SMS Reporting Home Page
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Upon accessing SMS’” home page, we can generate compliance reports for operating systems,
products, security bulletins, and so on. In Figure 2.9, we wanted to generate a compliance report for
all Microsoft security updates on Windows XP hosts within our environment. The output of the
report should reflect security patches and respective quantities that have been applied within our
environment. Though SMS references Figure 2.10 as a compliance report, we also can use this report
to determine vulnerabilities.
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Figure 2.10 SMS Compliance Report

! SMS Beport - Microsolft Intermnet Explorern
File Edit View Favortes Tools Help | o
Qck - Q - | B Ny seach g ravaies ) ol - [ 4 GG
Mﬂ‘miﬂ hittp: //ssmec /SMSReporting_CEM/Report. asp?R eportl D =1474Product='windows % 20<P&T ype=Microsoft % 20U pdatetS oror 3 Go | Links **
]| Clseach - @& | §2 Lhe02blocked | A% Check - %% Autolink ~ o AutoFil [ |
v || Export || Print || Add to Faverites || E-mail
Report Name: Compliance by product
Category: Software Update - Compliance
e e This report displays all software updates by product and displays the number of computers that are in or out of compliance for each
; update along with distribution status,
e | Product (leave blank For all) | Windows 3P |
| Type | Microsoft UDdaLe_J
5/9/2006 3:55:38 PM (Number of Records: 286)|
= Update = = Product | Los
Missing | Installed | ™0 QNumber Title Name bil
1 0 c:ﬁ%_ 914798 Security Update for Windows %P (KB914798) Windows XP | 102
5457 475 cl:ﬁo& 914798 Security Update For Windows XP (KB914798) Windows XP | 9
5 0 o6 | 913446 Security Update for Windows XP (KE913446) Windows XP | 102
970 10873 |M306" | 913446 Security Update for Windows XP (KB913446) windows XP | 9

. o

Regardless of whether we use SMS or another remediation solution, the purpose of the preceding
illustration was not to showcase SMS, but to illustrate how we can leverage remediation environments
to extract VA data. In Figure 2.10, 5,457 systems are missing MS06-011, QNumber 914798. If malware
were developed against this bulletin, we could use reports such as that depicted in Figure 2.10 to help
determine the level of risk to our organization.

Tools & Traps

Remediation Caveat

Remediation technologies may scale better and provide more timely VA information
than traditional vulnerability solutions, but they do not provide the hackeris perspec-
tive of an asset. Most remediation technologies query their database to ascertain
whether a patching exercise was successful, negating consideration for compensating
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controls that may exist that would prevent the vulnerability from being exploited.
Some also donit take into consideration whether a system has rebooted since it was
last patched. A machine that has failed to reboot may still be vulnerable.

Leveraging ConYguration Tools
to Assess Vulnerabilities

Many corporations have invested in management/configuration tools. They often use these tools for
fairly routine tasks, but we can extend them to extract vulnerability data from within our environ-
ments. Take, for example, Symantec’s (formerly BindView’) bv-Control and bv-Admin products.
Using both products, an organization could handle most of its daily Windows Active Directory
operations. Conversely, we can also use these products to discover vulnerabilities within our organizations.
To understand this better, let’s take a look at a BindView deployment.

BindView’s infrastructure has two key components (see Figure 2.11):

B The BindView Information Server (BVIS) The brain of the BindView technology.

B  The Query Engine Handles query fulfillment and acquisition of requested data.

Figure 2.11 BindView Infrastructure
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Leveraging our configuration management investment, we could (1) submit a query to the BVIS
seeking to gather information regarding system patch levels. The BVIS would then (2) forward that
request to the appropriate query engines and the query engines in turn would (3) gather the
requested information. Figure 2.12 shows output of such an exercise.

Figure 2.12 BindView Output
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We can leverage BindView reports such as the one in Figure 2.12 to assess the vulnerability risk
posed by a single host or a collection of hosts within our enterprise.

There are a lot of similarities between traditional VA and configuration management technologies.
Both require infrastructure and they go about acquiring vulnerability data in a similar fashion. There
are some subtle, yet important, differences, though. Unlike traditional VA, configuration management
technologies require administrative rights to fully assess a system. In addition, configuration management
technologies are unaware of your entire enterprise and must be fed or extract system information from
a repository such as Active Directory or a Network Information Service (NIS) domain.

Though there are some shortcomings in leveraging configuration management technologies as
the source of vulnerability data, as businesspeople we should leverage our existing investments and
take advantage of the secondary and tertiary functions of our tools.

The Importance of Seeking
Out Vulnerabilities

Seeking out vulnerabilities is important and is a vital part of an organization’s information security
program. Vulnerabilities present malicious users with an opportunity to gain unauthorized access to

a system. Most everyone agrees with this. Whether organizations are due diligent in addressing this is
another question. Many corporations do their part. Those that aren’t may no longer have an option
regarding this. Regulatory compliance, which we’ll discuss later, as well as third parties, your business
partners, are now mandating that companies conduct vulnerability assessments along with a plethora of



other security requirements. Failure to seek out vulnerabilities and substantiate this to your business
partner or a regulated body could spell a breach of contract and qualify as a termination of said contract.

Seeking out vulnerabilities is part of “Common Sense Security 101.” Common Sense Security
101 refers to conducting security measures that make common sense; doing the things your customers
and business partners would expect of you. It only makes sense to seek out vulnerabilities and
integrate this process into your organization’s information security program, given that more than
22,800 vulnerabilities have been released since 2003.°

Looking Closer at the Numbers

The number of vulnerabilities that have been discovered and publicly disclosed has steadily increased
since 2000. CERT, a federally funded research and development center operated by Carnegie Mellon
University, has been maintaining reported vulnerability statistics since 1995. For the purpose of our
efforts, we’ll focus on reported vulnerability data since 2000. Vulnerability data prior to 2000 does not
indicate the number of vulnerabilities that existed in commercial software. Furthermore, there wasn’t
as much emphasis on vulnerability research before 2000 as there is today. To illustrate this let’s take a
look at reported vulnerabilities from 1995 to 1999 (Table 2.2) and 2000 to 2005 (Table 2.3).

Table 2.2 Vulnerabilities Reported from 1995 to 1999

Year Vulnerabilities Reported
1995 171
1996 345
1997 311
1998 262
1999 417
Total 1506

Numbers provided by CERT?

Table 2.3 Vulnerabilities Reported Since 2000

Year Vulnerabilities Reported
2000 1,090
2001 2,437
2002 4,129
2003 3,784
2004 3,780
2005 5,990
Total 21,210

Numbers provided by CERT?

> CERT



From 1995 to 1999, only 1,506 vulnerabilities were publicly reported. In 2000 alone, 1,090
vulnerabilities were reported. Using 2000 as the base year, the period from which relative levels are
measured, 2005 represents a more than 500 percent increase in the number of vulnerabilities reported
annually. Figure 2.13 graphically displays this point.

Figure 2.13 Vulnerabilities Since 2000
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Having plotted the reported data since 2000, we can now use statistics to compare the number of
expected vulnerabilities to the number of actual (reported) vulnerabilities between 2000 and 2005.
To help us with that we’ll use liner regression and we’ll add a best fit line to Figure 2.14. The best fit
line will plot an expected average of the reported vulnerabilities that we should have witnessed from
2000 to 2005 and will allow us to estimate reported vulnerabilities in future years.

Tools & Traps

Best Fit Lines

Best fit line is a statistical term in regression analysis that describes minimizing the sum
of the squares of the vertical distance between the actual Y valueséreported
vulnerabilities in our case6and the predicted values of Y, or estimated vulnerabilities.
Confused? Me, too. No worries. Excel can handle the calculations for us. Simply input
your data, graph it, and add a trend line, or best Yt line, via the Chart menu.
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Figure 2.14 Vulnerabilities with Best Fit Line
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From Figure 2.14, we can infer that reported vulnerabilities will continue their upward trend, as they
have since 2000. As we can see, the best fit line isn’t an absolute measure of the number of vulnerabilities
that is or will be reported, but it does help us estimate future reported vulnerabilities. How many
reported vulnerabilities should we expect in 2006 and 20072 To help us to determine this we’ll need the
best fit line equation associated with Figure 2.14; the equation is generated via Excel (see Table 2.4).

Table 2.4 Best Fit Line Equation
Equation y = 805.26x + 716.6

Values Description

y Estimated Number of Vulnerabilities for a Given Year

X Time Period Estimating (e.g., 2000 = 1, 2001 =2, 2006 = 7)
805.26 Slope

716.6 y-intercept

Now let’s compare the actual number of reported vulnerabilities from 2000 to 2005 to the
estimated number of vulnerabilities for that same period and estimate the number of reported
vulnerabilities for 2006 and 2007.To do this we’ll replace x in the best fit line equation with the
year and time period and compute the equation. Table 2.5 shows the results.
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Table 2.5 Estimated Reported Vulnerabilities for 2006 and 2007

Reported Estimated

Year Period Vulnerabilities Vulnerabilities Difference*
2000 1 1,090 1521.86 (432)
2001 2 2,437 2327.12 110
2002 3 4,129 3132.38 997
2003 4 3,784 3937.64 (154)
2004 5 3,780 4742.9 (963)
2005 6 5,990 5548.16 442
2006 7 ? 6353.42

2007 8 ? 7158.68

* Reported Vulnerabilities minus Estimated Vulnerabilities.

Given the estimated reported vulnerabilities for 2006 and 2007—6,353 and 7,158, respectively—security
practitioners, remediation teams, and business leaders alike should be busy drafting plans to address these
future liabilities.

Though Microsoft recently bore the brunt of vulnerability news, independent of what operating
systems and applications we run within our organizations all systems and applications are subject to
vulnerabilities and will undoubtedly possess vulnerabilities throughout their life cycle. Figure 2.15
highlights the number of software vulnerabilities respective to their underlying operating system.*

Figure 2.15 Software Vulnerabilities in 2005
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* www.us-cert.gov/cas/bulletins/SB2005.html
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Vulnerabilities are a part of technology. Even if we’re wrong on our 2006 and 2007 reported
vulnerability estimates, vulnerabilities will continue to be present and will still require management.
With the creation of new technologies such as Web services, as well as service-oriented architectures,
new vulnerabilities and conduits of attack are bound to arise. Managing those vulnerabilities is not
simply a technical challenge, but more important, is a business challenge, especially for organizations
with limited resources.
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Summary

As discussed in the previous chapter, single disciplines such as patch management, configuration
management, and security management have evolved to support a function known as vulnerability
management. Patch and configuration management technologies have traditionally supported
nonsecurity-related initiatives, but nowadays they are primarily leveraged to detect and remediate
security liabilities.

If we were conducting a vulnerability assessment five years ago, we would have installed VA
software on a machine and conducted the exercise. Today we may query our system for a specific file
and version number via our patching infrastructure or utilize remote configuration technologies to
discern risk.

Are traditional VA methods antiquated? Of course not; traditional methods of vulnerability
assessment still provide the most accurate level of vulnerability information, because VA doesn’t
require administrative rights, is capable of detecting all hosts residing within our network, and most
important, provides us with the hacker perspective of our devices. In today’s environment, though, a
hybrid approach to vulnerability assessment that leverages security, patch, and configuration technologies
will provide the greatest gains with optimal efficiency.
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Introduction

In the first few chapters of this book, we outlined the higher-level concepts of vulnerability management
and vulnerability assessment. Chapter 2 in particular outlined the various methods for performing
vulnerability assessments as well as the pros and cons of each method. In this chapter, we will explain
and demonstrate the different tools available for performing vulnerability assessments. Our goal is not to
recommend a specific tool, but rather to provide examples from the most common, industry-leading
tools on the market today.

So how exactly do vulnerability assessment tools function? On a high level, a vulnerability
assessment tool will probe a system for a specific condition that represents a vulnerability. In Chapter 1,
we defined a vulnerability as a software or hardware bug or misconfiguration that a malicious individual
can exploit, thereby impacting a system’s confidentiality and/or integrity. It is the assessment tool’s job
to identify these bugs and misconfigurations.

Some tools operate by using an agent, which is a piece of software that must run on every system
to be scanned; other tools operate without the use of agents, and some use a combination of the two
configurations. The architecture of the scanning engines, agents, and systems will vary from product
to product, but it is this architecture that affects overall scanning performance.

Features of a Good Vulnerability
Assessment Tool

Before we get into specific tools and what they can and cannot do, let’s discuss what makes a good
vulnerability assessment tool. Regardless of the type of tool you are using, at a minimum a good tool
should have the following features:

B Low rate of false positives One of the challenges that many vulnerability assessment
tool developers face is that of false positives. A false positive occurs when the tool
identifies an issue that does not actually exist, or wrongly identifies an existing issue
as something else. Although it is debatable whether tools can completely avoid false
positives, a high rate of false positives should be considered unacceptable. Later in
this chapter, we will discuss in more detail why this can cause a problem on larger
enterprise networks.

B Zero false negatives Probably the worse thing that a vulnerability assessment tool can
do is not detect a vulnerability. This is typically referred to as a false negative. Not detecting a
vulnerability not only leaves a system vulnerable, but also leaves the user of the vulnerability
assessment tool with a false sense of security.

B A concise and complete checks database This is the one area of vulnerability assessment
where vendors play what we refer to as a numbers game. One of the problems in the area of
vulnerability assessment is the lack of standard naming conventions for vulnerabilities. This
allows vendors to name and count issues however they want. For example, say vendor A
claims its tool can scan for 1,400 issues and vendor B claims its tool can scan for 2,000 issues.



Vulnerability Assessment Tools ¢ Chapter 3

Does this mean that vendor B’s tool is actually checking for more issues, or is it simply
counting issues in a different way? The Common Vulnerabilities and Exposures (CVE)
database, created by Mitre Corp., has gone a long way toward solving this problem, but
many vendors simply add the CVE references to their checks and continue to count them
in their own way.

For example, MS06-001—Vulnerability in Graphics Engine Could Allow Remote Code
Execution (CVE-2005-4560) was a single vulnerability that was assigned a single

CVE reference, CVE-2005-4560. But if you read the vendor advisory on the issue
(www.microsoft.com/technet/security/Bulletin/MS06-001.mspx), you can see that the
vulnerability affects seven different operating systems. So if you are a vulnerability scanning
vendor, do you count this as one vulnerability check or seven? Obviously, there is a clear
marketing reason to count this as seven vulnerability checks rather than one, which is what
many vendors do. The best advice we can offer is to compare every tool being considered
based on Mitre’s CVE database (http://cve.mitre.org).

Credentialed checks In the early days of vulnerability assessment tools, the concept of
scanning a system with credentials was not really considered.Vendors marketed early tools
as being capable of giving the outside “attackers’ view” of a system. The reality is that
threats to systems have always existed from both the outside and the inside, so having
credentials on the system when scanning it helps detect these vulnerabilities. Furthermore,
having credentials on a system allows for more accurate scan results, as you can more
reliably check many issues by looking at the actual system settings or at such things as
Registry keys and file versions. All of these types of checks require credentials.

Noncredentialed checks Although credentialed checks are important for accuracy,
noncredentialed checks are equally important to help show true remote threats. When
performing a risk assessment on systems, it is important to take into account how the
system can be compromised. Checks that return data without the use of credentials truly
show what an attacker, who also would not have credentials, would be able to see. These
checks are considerably more difficult for vulnerability assessment tool vendors to create, so
this is a great metric to use when judging what software vendor to go with.

Low network traffic impact Anyone who has been in the vulnerability assessment
market for a long time has grown accustomed to running scans late at night, when
network traffic is low, because of the impact that older vulnerability assessment tools had
on network bandwidth. Over the years, most tools improved in efficiency and reliability,
removing the requirement of scanning after hours. A good scanning tool will require
bandwidth that is low enough to allow for scanning at any time on most networks.
Typically environments with slow links will still want to wait until nonpeak times, to
minimize network impact.

Minimal system impact No matter what tool you use to perform your assessment,
your scans may cause unexpected results on the systems being scanned. For example,
printers with out-of-date firmware, out-of-date routers, and even certain older operating
systems do not react well to being scanned.
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Intuitive and customizable reporting engine Vulnerability assessment is all about the
data produced, meaning that the reporting capabilities of a vulnerability assessment product
should be considered to be very important. A tool that has all of the preceding features
implemented perfectly becomes less valuable if you cannot gather the data in an easily
readable and presentable fashion.

Customizable checks One complaint that we have always had and probably share with
most IT professionals who perform a lot of vulnerability assessments is how many vulnerability
assessment products leave the user at the mercy of the vendor in regard to what to check
for. The ideal vulnerability assessment tool allows users to customize or even create new
checks for issues that matter to their specific enterprise.

Enterprise scalability All of the preceding features become useless quickly if the vulnerability
assessment tool does not handle large enterprise networks well. Some of the best tools and
some of the best ideas for tools are invalidated by the simple fact that the tool does not
function well in an environment comprising multiple computers. So what does enterprise
scalability mean exactly? This is more than just a marketing buzzword. To be truly scalable
a VA tool must encompass all of the preceding features but also perform each of them in a
way that takes into account the large amount of data that an enterprise network will
return to the scanner. Typically, this is a lot easier said than done for most tools on the
market today.

Although some vulnerability assessment tools will include additional features, any tool you
consider using should have at least the features covered in the preceding list.

Now that you know some of the features to look for when deciding on a vulnerability assessment
tool, let’s take a look at how to use two of the more popular tools on the market.

Using a Vulnerability Assessment Tool

If you were to pick up your favorite I'T industry magazine, you would easily find a handful of

reviews of vulnerability assessment tools, all given good marks based on that magazine’s criteria.

Years ago, one of this book’s authors even wrote such reviews for popular print and online
publications. However, should you place all of your trust in magazine reviews when deciding
which vulnerability assessment tool to use? One of the flaws in doing so is that you never really

know what the full test criteria were. Did the reviewer scan a network of 10 systems or 100
systems? What if your network has 1,000 systems, or more? What if your network looks like the
one in Figure 3.1? Would it be easy to get an accurate assessment of security threats in such a

network?
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Figure 3.1 A Large Network

Berli

As you can see in Figure 3.1, vulnerability assessment is not as simple a process as loading the VA
tool onto a system and feeding it a list of Internet Protocol (IP) addresses. To get a better feel for the
process, in this section we will discuss how two popular vulnerability assessment tools work: the
commercially available Retina from eEye Digital Security and the open source Nessus from Tenable
Network Security.

NoTE

Although this section focuses on two of the more popular vulnerability assessment
tools available today, a simple Google search for iVulnerability Assessment Tooli
yields millions of results.
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Selecting a tool to use in your organization will not be an easy task, so hopefully this chapter will
assist you in at least creating a short list of products to look at. There are many of Vulnerability
Assessment Tools available today and each of them has their strengths and weaknesses. So let’s get
started with using the tools we selected for this book. Chapter 2 outlined a vulnerability assessment
method; here we will attempt to match that method.

Step 1: Identify the Hosts on Your Network

As you may remember from Chapter 2, you cannot accurately judge how vulnerable your network is
if you do not know about every device on your network.You can determine this information by
performing what is usually called a ping sweep or discovery scan. Most tools will simply send an Internet
Control Message Protocol ICMP) ECHO (ping) packet to identify hosts on the network. If a system
responds, it is alive; if a system does not respond, it is considered dead. Many tools will take things a
step further and attempt to identify the remote operating system. Better tools, such as the examples
we're using in this book, do more than a simple ICMP ECHO and give the user options. Figure 3.2
shows the options that Retina users have.

Figure 3.2 Retina Discovery Scan
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As you can see, Retina presents users with seven different check boxes that they can select,

but only three of them relate to identifying live hosts on a network. It is important to know the
difference between these options, how they work, and their potential impact on your network:

NoTE

Network Mapper (Nmap; http://insecure.org/nmap/index.html) is a great lightweight
tool for quickly mapping a network. It is an open source tool that has been trusted
and used since 1997, when the tool was Yrst discussed in the Phrack Magazine article
located at http://insecure.org/nmap/p51-11.txt.

B ICMP Discovery This is the simplest method of identifying systems on a network. An
ICMP packet is also known as a ping packet. Although ICMP discovery is the most reliable
way of identifying hosts, many IT professionals are taught to disable a system’s (or switch’s)
ability to respond to ICMP as mitigation from unauthorized scans. Of course, although
they’re protecting against unauthorized ICMP scans, they have also effectively hidden their
systems from legitimate scans as well.

B TCP Discovery on Ports This is a good way to identify hosts when ICMP
might be disabled. Simply put, the Transmission Control Protocol (TCP) discovery
method will attempt to connect to every IP address in the scan range on a specific
port. If that port is open and listening for connections, the host will be considered
alive. If none of the selected ports is alive and listening, the host will be considered
dead.

B UDP Discovery This type of scan works a little differently. Although a TCP port
scan looks for a response on an open port, a User Datagram Protocol (UDP) scan will
actually look for closed ports. When a UDP scan hits a port that is closed, a specific
error will be returned which proves that there is, in fact, a live system at that IP

address.

You can use the preceding methods to detect that a host is alive. Once the host is detected as
being alive, most vulnerability assessment tools will take things a step further by offering the
following options:

B Perform OS Detection This is not a scan to identify hosts on a network, but rather an
option that tells the tool to attempt to identify the remote operating system of the systems
found to be alive. Different tools perform this step in multiple ways, each with their own
degree of accuracy.
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Are You Owned?

Operating Sytem Detection

Operating system detection tools can be, and have been, fooled in some cases. You
can Ynd a great, Nmap-speciYc paper on this subject at http://insecure.org/nmap/misc/
defeat-nmap-osdetect.html. Essentially, the way to get past any operating system
detection tool is to ensure that your operating systems report incorrect data back to
the scanner. Although some see this as somewhat of a defensive measure, it does
affect the reliability of your vulnerability assessment and you are best to not do this if
you want accurate results from your scanners.

B Get Reverse DNS This option should be self-explanatory. It will simply match the IP
address of live hosts to their domain name system (DNS) name. For example, the system at
155.212.56.73 has the DNS name of host73.155.212.56.conversant.net, which also happens
to be the system hosting the Syngress Web site.

B Get Netbios Name This option should also be self-explanatory. It will cause the tool to
map the NetBIOS names of each system being scanned to the IP address.

B Get MAC Address This option will map the network Media Access Control (MAC)

address of each live system to the rest of the data collected.

Figure 3.3 shows the output of a Retina discovery scan performed on a smaller network, with
sensitive information blacked out.




Vulnerability Assessment Tools ¢ Chapter 3 45

Figure 3.3 Retina Discovery Scan Results
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DISCIVERY: Sean is compisted

Step 2: Classify the Hosts into Asset Groups

We covered this step of the vulnerability assessment process in Chapter 2, but we’ll review it here

as well. By creating logical groups of hosts based on department or even physical location, you can
more effectively approach scanning larger networks by section instead of trying to scan and deal
with data from a mass scan. Take care to exclude any systems that you do not have permission to scan.
Figure 3.4 shows the options you have for adding a group of hosts using Retina.
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Figure 3.4 Adding to an Address Group in Retina
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DISCOVERY: Sean is compisted

Step 3: Create an Audit Policy

For the most part, we recommend that all audits be used for initial scans. In some cases, you may not
want to run certain audits, so you will want to exclude those audits. In Nessus, audits are called plug-ins
(see Figure 3.5).
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Figure 3.5 Nessus Plug-in Setup
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Retina, on the other hand, calls them audits, but the way you select them is similar to the
approach you’d use in Nessus (see Figure 3.6).
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Figure 3.6 Retina Audit Groups
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Step 4: Launch the Scan

This step is quite simple: Launch the scan and wait for your results (see Figure 3.7 and Figure 3.8).



Figure 3.7 Launching a Nessus Scan
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Figure 3.8 Launching a Retina Scan
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Of course, scanning an enterprise network is not as easy; otherwise, you wouldn’t need this book!
In fact, you must consider and configure multiple additional options using these tools. One that we
hinted at in the beginning of this chapter is whether to use credentials. Although the preceding
examples do not use any credentials, entering various credentials for systems being scanned, especially
at the domain level, can greatly improve the results the tools return. A number of other options are
available, depending on the tool you use, but they are beyond the scope of this book, so we will leave
them up to you, the reader, to explore.

Step 5: Analyze the Reports

In a perfect world, these tools would produce a report that is completely perfect and accurate. In the
real world, most vulnerability assessment tools make their reporting customizable because no two
users will want the same type of report. Luckily most tools simply create a standard report in
Hypertext Markup Language (HTML) format, making customization very easy (see Figure 3.9).
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Figure 3.9 A Standard Report in Nessus

S Dnaaun Scan Rapast » MACTHt0Ds IMached THghsane
Ple Bt Vew Favorkes  Took el ar
Qe - Q H) A Psetr fpreen @ -5, 5 - Wl O
B [ T e ————r— ] | E3ge  ues ™ -
e e e e e e S BT e e O B S O (R P R PR
= that = [e=—rr— =) |
E e ——————— e e
which wher 0
[Fumtar of securtty hokes Found ) = 1
Murmbsar of sexcurity wearrangs found 3
63.156.1
10863, 1556
10,183, 156 205
10.163. 15618
[ e |
Addddress of Host [Port/ Service |1 regarding Port |
10.163.156.10 et (e |
B0L163, 156,10 rwinat (WD)
H0LEA3. 156,10 ssh (22/bcp)
10L163. 15610 Pen (21 e
10163, 156.10 [ehargee (19cp) |Security warrangls) fourd
[10.163. 15610 [daptoms (130e) ooty warmangs) fourd
10,163, 156,10 dmcard [9hcp) o Ik ormat
10.183.158.10 (ot 30 |ty ok fod
10,163, 156,10 P (37AEE) |Securty notes foud
10,163, 156,10 tiges (ToRCD) oty srangs) found
[e0c1e3. 110 e (110 e) |securty notes founa
10.163.15.10 Jogm (51 30p) |Securty warmangix) fourd
40 183, 156 100 Lemee (S12/eny |Securty warrangis) fourd
B0 163, 15610 jpeirter (51 8E) Sty notes found
(10163, 15010 T G Iomway it oy
[10.163. 156,10 [ (SAORER) [ Securty notes Found
10,163, 156,10 |16 (3T M) | Sty warrangls) fourd
10163, 156,10 bt v 14 (22T PR Il [ ety warmngts) foud
10.183. 1510 |sometemas-rpe10 (32773 uce) Bty o Pt
10.163.156.10 Jockd {a0vs e |ty warrgs) fonrd
10 183, 156,100 s (161 i)
10.163. 15610 somatares-+pc2? (AITT9ME)
1o 1e3. 1810 foeny 4
Al oone B Intemet

Step 6: Remediate Where Necessary

This step does not fit into this chapter of the book, but we thought we would include it here to
simply give some hints as to what you will read in future chapters. The entire point of a vulnerability
assessment tool is to identify vulnerabilities so that they can be remediated. Most vulnerability assessment
tools will offer remediation advice, and although the tools discussed in this book have proven to be
accurate, your mileage may vary. Therefore, we recommend that you carefully research all remediation
plans before taking any action.
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Summary

In this chapter, we discussed how two popular vulnerability assessment tools work. The real goal of
this chapter was to give readers who may be new at performing vulnerability assessments an idea of
what to expect, and more important, enough knowledge to successfully evaluate and select a tool that
meets your organization’s needs.
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Introduction

This chapter will begin our discussion of developing a vulnerability assessment (VA) methodology, by
outlining the first steps to performing a proper vulnerability assessment. A vulnerability assessment is
different from a penetration test in that typically you perform a VA with broad knowledge of the
environment you are testing; as you will learn in an upcoming chapter, a pen test is typically more
in-depth and focused. The purpose of a vulnerability assessment, as we previously discussed, is to take
a broad snapshot of an environment that shows exposures to known vulnerabilities and configuration
issues. Note the wording in that last sentence: known vulnerabilities and configuration issues. If your goal is
to find new vulnerabilities, a VA tool will not help you.

The first two chapters of this book demonstrated the importance of vulnerability management,
what vulnerabilities are, and what they mean to an organization. In Chapter 2, we discussed at a high
level the basics of vulnerability assessment. In this chapter, we will provide examples of how to perform
a vulnerability assessment. Whether your network is small or large, the basic VA framework is the same,
but in some cases, the tools you can use differ. We will point out variances that may occur depending
on the size of your network, as well the diftferent tools you can use.

Performing a vulnerability assessment is only one step in developing a vulnerability management
framework, but it is a very important step. You can perform a vulnerability assessment either internally
or externally. In Chapter 2, we discussed how to identify external network hosts, using various tools
on the Internet as well as Nmap. In this chapter, we will go into more detail regarding use of Nmap
and commercial tools to scan systems once you have identified the network range you are assessing.

We will assume that you are performing your vulnerability assessment under optimal conditions:
in other words, that you have actual knowledge of the network you are assessing. By knowledge I am
referring only to the Internet Protocol (IP) range(s) that your network is configured to use.

Know Your Network

You cannot perform an effective vulnerability assessment if you do not know exactly what is on your
network. I have lost count of the number of times I have been brought in to perform an assessment
based on a network diagram that the IT manager thought was correct, yet I ended up identifying
multiple systems on the network that he either forgot about or didn’t know existed. The simplest way
to address this is to scan your entire network to identify hosts. As we discussed in Chapter 3, you can
accomplish this in a number of different ways; we will review the steps here.

For a smaller network, it is very easy to perform an Nmap scan of your address space. Nmap is an
extremely efficient tool. Figure 4.1 shows Nmap for Windows running.
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Figure 4.1 Nmap for Windows
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As you can see in Figure 4.1, I used the following Nmap syntax to scan my systems:

#NVAP —sV —O —v —v —P0 —oN network.txt <network address range>

This is a rather generic example, and I highly recommend that you review the Nmap documentation

for alternate, more efficient ways to scan for hosts on a network. The key here, however, is that you scan
across your entire network range, not just the systems that you know exist.

NorTe

Over the years, we have seen various devices, operating systems, and services crash
when hit with Nmap or other scans. Typically, you will find that IT managers exclude
these things from scan ranges to prevent them from crashing. What these IT managers
are doing, however, is excluding systems that are so out-of-date that they are probably
the most attractive target to an attacker. In today’s environments, there is no good
reason for a system to crash when it receives network traffic from a scanner. Systems
that do should be replaced with something more robust, as the system’s crashing is, in
fact, a denial of service (DoS